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About This Guide

The Customization Guide provides reference information about all the plug-in
modules provided with iPlanet Certificate Management Server (CMS). Plug-in
modules help you configure and customize Certificate Management System, and
use it for issuing and managing certificates to various end entities, such as web
browsers (users), servers, Virtual Private Network (VPN) clients, and Cisco™
routers.

NOTE Sun™ ONE Certificate Server was previousy known as iPlanet™
Certificate Management System. The product was renamed shortly before
the launch of this 4.7 release.

The late renaming of this product has resulted in a situation where the new
product nameis not fully integrated into the shipping product. In particular,
you will see the product referenced as iPlanet Certificate Management
Server within the product GUI and within the product documentation. For
this release, please consider iPlanet Certificate Management Server (CMS)
and Sun ONE Certificate Server as interchangeable names for the same
product.

This chapter has the following sections;

< What’s in This Guide (page 10)

< What You Should Already Know (page 10)

= Conventions Used in This Guide (page 11)

= Where to Go for Related Information (page 12)



What's in This Guide

What's in This Guide

This guide covers topics that help you customize CMS agent and end-entity
interfaces. You should use this guide in conjunction with the other CMS
documentation, such as the one that explains how to install and configure
Certificate Management System. Complete list of CMS documentation is provided
later in this preface.

What You Should Already Know

This guide is intended for experienced system administrators who are planning to
deploy Certificate Management System. CMS agents should refer to CMS Agent’s
Guide for information on how to perform agent tasks, such as handling certificate
requests and revoking certificates.

This guide assumes that you

= Are familiar with the basic concepts of public-key cryptography and the Secure
Sockets Layer (SSL) protocol.

o SSL cipher suites
o The purpose of and major steps in the SSL handshake

= Understand the concepts of intranet, extranet, and the Internet security and the
role of digital certificates in a secure enterprise. These include the following
topics:

o Encryption and decryption

o Public keys, private keys, and symmetric keys

o Significance of key lengths

o Digital signatures

o Digital certificates, including various types of digital certificates
o The role of digital certificates in a public-key infrastructure (PKI)
o Certificate hierarchies

If you are new to these concepts, we recommend you read the security-related
documents available online at this URL:
http://docs. sun. conml db?p=col | / S1_nsCM5_42_Resour ces
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Conventions Used in This Guide

You may also refer to the security-related appendixes ( Appendix D and
Appendix E ) of the accompanying manual, Managing Servers with iPlanet
Console.

Are familiar with the role of iPlanet Console in managing iPlanet version 4.x
servers. Otherwise, see the accompanying manual, Managing Servers with
iPlanet Console.

Are reading this guide in conjunction with the documentation listed in “Where
to Go for Related Information” on page 12.

Conventions Used in This Guide

The following conventions are used in this guide:

Monospaced font —This typeface is used for any text that appears on the
computer screen or text that you should type. It’s also used for filenames,
functions, and examples.

Example: Server Root is the directory where the CMS binaries are kept.
Italic—Italic type is used for emphasis, book titles, and glossary terms.

Example: This control depends on the access permissions the superadministrator
has set up for you.

Text within “quotation marks”—Cross-references to other topics within this
guide.

Example: For more information, see “Issuing a Certificate to a New User” on
page 154.

Boldface—Boldface type is used for various Ul components such as captions
and field names, and the terminology explained in the glossary, which can be
found in iPlanet Certificate Management Server Installation and Setup Guide.

Example:

Rotation frequency. From the drop-down list, select the interval at which the
server should rotate the active error log file. The available choices are Hourly,
Daily, Weekly, Monthly, and Yearly. The default selection is Monthly.

Monospaced [ ] —Square brackets enclose commands that are optional.
Example:

PrettyPrintCert <input_file> [<output _file>]

About This Guide 11



Where to Go for Related Information

<i nput _fi | e> specifies the path to the file that contains the base-64
encoded certificate.

<out put _f i | e> specifies the path to the file to write the certificate. This
argument is optional; if you don’t specify an output file, the certificate
information is written to the standard output.

= <>—Angle brackets enclose variables or placeholders. When following
examples, replace the angle brackets and their text with text that applies to
your situation. For example, when path names appear in angle brackets,
substitute the path names used on your computer.

Example: Using Netscape Communicator 4.04 or later, enter the URL for the
administration server: ht t p: / / <host nane>: <port _nunber >

e /—Aslash is used to separate directories in a path. If you use the Windows NT
operating system, you should replace / with \ in paths.

Example: Except for the Security Module Database Tool, you can find all the
other command-line utilities at this location: <ser ver _root >/ bin/cert/tool s

= Sidebar text—Sidebar text marks important information. Make sure you read
the information before continuing with a task.

Examples:

NOTE You can use iPlanet Console only when Administration Server is up and
running.

CAUTION A caution note documents a potential risk of losing data, damaging
software or hardware, or otherwise disrupting system performance.

Where to Go for Related Information

This section summarizes the documentation that ships with Certificate
Management System, using these conventions:

= <server_root > is the directory where the CMS binaries are kept (which you
specify during installation).

e <instance_i d>is the ID for this instance of iPlanet Certificate Management
Server (specified during installation).

The documentation set for Certificate Management System includes the following:

12  iPlanet Certificate Management Server Customization Guide « September 2002



Where to Go for Related Information

Managing Servers with iPlanet Console

Provides background information on basic cryptography concepts and the role
of iPlanet Console. To view the HTML version of this guide, open this file:
<server _root >/ manual / en/ adm n/ hel p/ contents. ht m

CMS Installation and Setup Guide

Describes how to plan for, install, and administer Certificate Management
System. To access the installation and configuration information from within
the CMS Installation Wizard or from the CMS window (within iPlanet
Console), click any help button.

To view the HTML version of this guide, open this file;
<server _root >/ manual / en/ cert/setup_gui de/ contents. htm

CMS Plug-Ins Guide

Provides detailed reference information on CMS plug-ins. To access this
information from the CMS window within iPlanet Console, click any help
button.

To view the HTML version of this guide, open this file:
<server _root >/ manual / en/ cert/ pl ugi n_gui de/ contents. htm

CMS Command-Line Tools Guide
Provides detailed reference information on CMS tools.

To view the HTML version of this guide, open this file;
<server _root >/ manual /en/ cert/tool s_gui de/ contents. htm

CMS Customization Guide (this guide)

Provides detailed reference information on customizing the end-entity and
agent interfaces.

To view the HTML version of this guide, open this file:
<server _root >/ manual / en/ cert/cust om gui de/ contents. htm

CMS Agent’s Guide

Provides detailed reference information on CMS agent interfaces. To access
this information from the Agent Services pages, click any help button.

To view the HTML version of this guide, open this file;
<server _root>/cert-<instance_i d>/ web/ agent/ manual / agent _gui de/
contents. htm

About This Guide 13



Where to Go for Related Information

= End-entity help (online only, not printed)

Provides detailed reference information on CMS end-entity interfaces. To
access this information from the end-entity pages, click any help button.

To view the HTML version of this guide, open this file:
<server_root>/cert-<instance_i d>/ web/ ee/ manual / ee_gui de/
contents. htm

NOTE Do not change the default location of any of the HTML files; they
are used for online help. You may move the PDF files to another
location.

For a complete list of all documentation for Certificate Management System,
including documentation for Directory Server, see Documentation Summary,
located at: <ser ver _r oot >/ manual / i ndex. ht m

For the latest information about Certificate Management System, including current
release notes, technical notes, and deployment information, check this site:
http://docs. sun. conl ?p=col | / S1_s1CertificateServer_A47.
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Chapter 1

Before You Begin

The services interfaces that come with iPlanet Certificate Management Server
(CMS) make it possible for end-entities and agents to interact with the server. Your
end-entities and agents can use the interface’s HTML-based forms to carry out
various certificate and key-related operations, such as enrolling for, renewing, and
revoking certificates.

You can use the default forms as they are, customize them, or develop your own
forms to suit your organization’s policies or terminology. This chapter explains
how to customize the forms and templates used by the interfaces.

The chapter has the following sections:

< What You Need to Know to Change Forms (page 15)
< How the Forms Work (page 16)

= JavaScript Used By All Interfaces (page 20)

What You Need to Know to Change Forms

Changing the default forms’ appearance requires only a basic knowledge of HTML
and a text editor. However, more significant customizing efforts require a good
understanding of the following:

e HTTP, Query URLs, and HTML Forms
= JavaScript

= The way the End-Entity Services Interface works

15



How the Forms Work

HTTP, Query URLs, and HTML Forms

Requests from the end-entity services interface to Certificate Management System
are submitted using the HTTP GET and POST methods. Requests take the form of
guery URLSs (in the case of the GET method) or data sent through standard output
(in the case of the POST method).

For background on these topics, consult books on authoring for the World Wide
Web, on HTML, and on the HTML specification.

JavasScript

JavaScript is a scripting language that most browser software, including Netscape
Navigator and Communicator, used for dynamic forms. (JavaScript is not the same
as the more sophisticated and powerful Java language that is also supported by
Netscape clients.)

In the agent and end-entity services forms, JavaScript is used to check input values
and to formulate requests to the CMS server. JavaScript is also used in the output
templates to present and format responses from the CMS server.

To customize the forms and templates, you need to be familiar with JavaScript. For
more information on JavaScript and its use in Netscape browsers, see the Netscape
JavaScript Authoring Guide available at this URL:

http:// home. net scape. conf eng/ nozi | | a/ 3. 0/ handbook/ j avascri pt/

i ndex. ht m

There are also several books on this topic.

How the Forms Work

Administrators, end-entities, and agents request service operations using the HTTP
or HTTPS (HTTP over SSL) protocol using either the GET method (by submitting
guery URLS) or the PGST method (by submitting a URL-encoded form with the
content-type appl i cati on/ x- ww f or m ur | encoded). The GET method and the
PGST method result in a set of name-value pairs; this set constitutes the request.

For certificate service operations, the URI portion should indicate

/ <oper ati on>

16 iPlanet Certificate Management Server Customization Guide « September 2002



How the Forms Work

where oper at i on designates the certificate (management) service portion, such as
enrollment, retrieval, renewal, or revocation of the CMS server. Any HTTP
operations with URIs that do not begin with the / <oper at i on> prefix are treated as
requests for other kinds of web service by the CMS server. See chapters Chapter 3,
“End-Entity Interface Reference” and Chapter 6, “Agent Interface Reference” for
details on all the available operations.

Requests Sent to the CMS server

The services interface handles a set of operations. Each operation has a name and
expects a specific set of parameters.

(The examples in this chapter are what you would see if Certificate Management
System were running on the host cert s. si r oe. comand listening on the standard
HTTPS port.)

For example, the di spl ayBySeri al interface displays the certificate with the serial
number matching the seri al Nunmber parameter. To use the di spl ayBySeri al
interface to retrieve the certificate with serial number 58 (0x3a) using HTTP GET,
you would use the following URL.:

https://certs.siroe.com di spl ayBySeri al ?seri al Nunber =58

You could embed this URL in a link on an HTML page to allow users to view this
certificate.

If you used an HTML form (rather than a query URL) to invoke this operation, the
HTML for the form might look like this:

<FORM ACTI ON="ht t ps://certs. siroe. conldispl ayBySerial "
METHOD=" POST" >

Serial Number: <INPUT TYPE="TEXT" NAME="seri al Nunber">
<I NPUT TYPE="SUBM T" VALUE="Di splay This Certificate">
</ FORW>

In the resulting form, the user enters the serial number of the certificate to be
displayed.

Responses and Output Templates

Certificate Management System responds to service requests by sending back an
HTML page built from two parts: a fragment of JavaScript code containing the data
resulting from the operation and a template defining how the data is processed and
displayed.

Chapter 1 Before You Begin 17



How the Forms Work

The fragment of JavaScript code consists of ar esul t object that contains data
properties only (no methods). The properties of the object correspond to parts of
the response.

The template generally contains a combination of HTML and JavaScript code that
processes and displays data. The template is set up to make use of the data in the
resul t object.

In responding to a request, Certificate Management System determines the data
that needs to be returned, embeds the data in the definition of the r esul t object,
and inserts the r esul t object in the template. When the browser receives the
constructed HTML page from the CMS server, the JavaScript code in the template
file looks at the values in the r esul t object and uses the data to display the HTML
page to the user.

Because the functions that manipulate and display the data are accessible to you in
the plain-text template files (as opposed to being hardcoded in the CMS server’s
libraries), you can customize the way data is used and presented to the user by
editing the JavaScript and HTML in the template files.

For example, the di spl ayBySer i al operation generates the following JavaScript
code fragment:

<SCRI PT LANGUAGE="JavaScri pt">

var header = new bject();

var fixed = new bject();

var recordSet = new Array;

var result = new bject();

var httpParansCount = O;

var httpHeadersCount = O;

var aut hTokenCount = 0;

var serverAttrsCount = O;

header . HTTP_PARANMS = new Array;

header. HTTP_HEADERS = new Array;

header. AUTH_TCKEN = new Array;

header. SERVER_ATTRS = new Array;

header.certPrettyPrint = [long string containing pretty-printed
certificate]

header . noCertl nport = fal se;

header. certFingerprint = [string containing certificate
fingerprints]

header . authorityid = "ca";

header . seri al Nunber = 5;

header . enmai |l Cert = true;

header . cert Chai nBase64 = [string containing base-64 encoded
certificate]
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How the Forms Work

resul t. header = header;
result.fixed = fixed;
result.recordSet = recordSet;
</ SCRI PT>

Notice how this code fragment defines an object named r esul t and puts the
resulting data from the operation in the properties of that object. Each certificate
service operation returns an object named r esul t . The contents of the r esul t
object are specific to the operation.

When it responds to the request, the di spl ayBySeri al interface running on
Certificate Management System inserts this JavaScript fragment into the template
file it uses to return results to the requestor. the CMS server inserts the fragment in
the template file where it finds the tag <CMs_TEMPLATE>. It then returns the
template with the inserted fragment to the client. The client then processes the
completed template and displays the resulting page. In the case of the

di spl ayBySer i al operation, the template file uses JavaScript and HTML to
display the contents of the r esul t object to the user.

Because the data from the operation is available in the r esul t object, you can
customize the JavaScript in the template or write your own functions to use this
data. For example, to access the certificate’s serial number, you can write a
JavaScript function that uses r esul t . header . seri al Nunber .

Templates for each operation are stored in the web subdirectory of the CMS server
instance. The web subdirectory contains the following subdirectories where forms
and templates are located:

= ee for end-entity interfaces

= agent/ca for Certificate Manager agent interfaces

= agent/ kra for Data Recovery Manager agent interfaces
= agent/ra for Registration Manager agent interfaces

the CMS server reads the templates dynamically; you do not have to restart the
CMS server for it to read changes to the template files.

Errors and the Error Template

All certificate service errors in the end-entity interface are returned through a
single template called GenError.tenpl ate. Theerror result object contains the
following data properties:
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JavaScript Used By All Interfaces

<SCRI PT LANGUAGE="JavaScri pt">

var header = new bject();

var result = new bject();

header.errorDetails = [a string describing the context of the
error]

header. errorDescription = [a string describing the error]
resul t. header = header;

</ SCRI PT>

The default CMS error template prints the information inthe error resul t object
along with some explanatory text.

JavaScript Used By All Interfaces

This section describes the JavaScript variables that are common to all responses
from end-entity and agent interfaces. The interface definitions in subsequent
sections give details about additional JavaScript that may be added by specific
interfaces.

The CMS server handling the interface request replaces the <CM5_TEMPLATE> tag in
a template with the JavaScript variables described in this section. When you
modify or create templates, make sure the <CMS_TEMPLATE> tag appears in the file
if your response needs to use any of the variables returned by an interface.

The JavaScript included in a response allows you to customize how the response is
displayed or processed. For example, the queryCert . t enpl at e file is used to list
certificates returned by the List Certificates interface. The template makes extensive
use of the JavaScript in the response to display a summary of each certificate and
also to create new HTTP forms that can show details about a certificate.

All responses will include the following JavaScript:

<SCRI PT LANGUAGE="JavaScri pt">
var header = new bject();

var fixed = new bject();

var recordSet = new Array;

var result = new bject();

var httpParansCount = O;

var httpHeadersCount = O;
var aut hTokenCount = O;
var serverAttrsCount = 0;

header . HTTP_PARANMS = new Array;
header. HTTP_HEADERS = new Array;
header. AUTH_TCKEN = new Array;
header. SERVER_ATTRS = new Array;
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fixed. preserved
var recordCount
var record;
record = new Obj ect;

record. HTTP_PARAMS = new Array;
record. HTTP_HEADERS = new Array;
record. AUTH TOKEN = new Array;
record. SERVER_ATTRS = new Array;
recordSet[recordCount ++] = record;
resul t. header = header;
result.fixed = fixed;
result.recordSet = recordSet;

</ SCRI PT>

00" ;
0;

On its own, the base JavaScript is not very useful. Data pertinent to the response is
added to this framework by the interface that creates the response. For example, an
interface that lists a certificate might add the base-64 encoding of the certificate to
the r ecor d object.

Theresul t object contains most of the useful data, including the header object, the
fi xed object, and the r ecor dSet array. Responses will usually add relevant data to
one of these components of the result object. The purpose of these components can
be summarized as follows:

= The header object contains variables and data that apply generally to all parts
of the response. For example, a response including several certificates would
store the total number of certificates returned in the header, while individual
certificate data would be stored inr ecor dSet elements. Variables in the header
are accessed as r esul t . header . vari abl eNane.

= Thefi xed object contains information that is fixed and independent of the
data being returned in the response. Such data includes the hostname and port
of the CMS server that handled the request, which is useful for creating HTTP
forms that use the server and port that generated the response. Variables in the
fi xed object are accessed asresul t. fi xed. vari abl eNane.

e TherecordSet array is available to any response that returns certificates. Data
for each certificate is returned in variables in ar ecor d object. Each r ecor d
object is then added to the r ecor dSet array. Variables in a particular record
object are accessed by an index into the r ecor dSet array:
result.recordSet[i].variabl eNane.

The following table describes the format an purpose of all the data included in the
base <CM5_TEMPLATE> JavaScript:
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Table 1-1 Variables Returned by the Base JavaScript

Variable

Format/Type and Description

AUTH_TOKEN

aut hTokenCount

fixed

header

HTTP_HEADERS

array

Each element in this array is a name-value pair. These pairs represent variables
that were returned from an authentication plug-in used (internally) by the
interface. For example, if the authentication plug-in returned variables

fooVal i d and bar Val i d indicating whether the f oo and bar parameters of
a request were valid, the JavaScript in the response might look like:

header. AUTH TCKEN 0] . name = "fooValid";
header. AUTH_TCOKEN 0] . val ue = "fal se";
header. AUTH _TCKEN 1] . name = "bar Val i d*;
header. AUTH TCKEN 1] . val ue = "true";

These values are created when an authentication plug-in invokes
set (nanmeSrting, valueString) onan Aut hToken object.

number
The number of AUTH_TOKEN objects returned in this response.
object

An object for containing data that is constant, such as the hostname, port
number, or ID number associated with a request.

object

An object for containing data that applies to the entire response, such as the
number of records or the LDAP query that was used to get the data.

Array

Each element in this array is a name-value pair. These pairs represent HTTP
request headers sent from the client to the interface.

Use the CVB. cf g parameter saveHt t pHeader s to list HTTP header values
that should be saved and returned in responses.

For example, if saveHt t pHeader s is setto " accept - | anguage,
user - agent ", the JavaScript in the response might look like:

header . HTTP_HEADERS[ 0] . nane = "accept -1 anguage"
header. HTTP_HEADERS[ 0] . val ue = "en";

header . HTTP_HEADERS[ 1] . nane = "user - agent"

header . HTTP_HEADERS[ 1] . val ue = "Mozilla/4.51 (X11; U;
SunGsS 5.7 sun4u)”;

The default value for saveHt t pHeader s (if it is not explicitly set in CVS. cf g)
is"accept -1 anguage, user-agent”.
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Table 1-1 Variables Returned by the Base JavaScript (Continued)

Variable

Format/Type and Description

ht t pHeader sCount

HTTP_PARANS

ht t pPar ans Count

fixed. preserved

record

number
The number of HTTP_HEADERS objects returned in this response.
Array

Each element in this array is a name-value pair. These pairs represent variables
and their values that were used in the HTTP request made to the interface.

Some HTTP parameters will be discarded after the request has been
authenticated so that sensitive data is not stored on the CMS server. By default,
parameters named pwd, passwor d, and passwd are discarded after
authentication. All other parameters are passed back in the response. Use the
CMB. cf g parameter dont SaveHt t pPar ans to list parameters that should be
discarded by the CMS server after authentication.

For example, if dont SaveHt t pPar ans is set to " pwd" and the request used
parameters named ui d and pwd, the JavaScript in the response might look like:

header. HTTP_PARAMS[ 0] . nane = "ui d"
header . HTTP_PARAMS[ 0] . val ue = "user One";

The default value for dont SaveHt t pPar ans (if it is not explicitly set in
CMB. cf g)is" pwd, password, passwd”.

number
The number of HTTP_PARAMS objects returned in this response.
any data

This variable contains the value of the parameter named pr eser ved passed to
the interface. It allows any data to be passed through from a request to the
response template by submitting a parameter named pr eser ved in the
request.

Object

An object for containing data about a single certificate. Variables and values are
added toar ecor d object, then the r ecor d object is added as an element in the
recor dSet array.
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Table 1-1 Variables Returned by the Base JavaScript (Continued)

Variable Format/Type and Description

recor dCount number

The number of r ecor d objects returned in this response. Usually this is
incremented for each r ecor d added to the r ecor dSet array. For example,

recordCount = O;

record. seri al Nunber = 1;
recordSet[recordCount ++] = record;
record. seri al Nunber = 2;
recordSet [ recordCount ++]

record;
recor dSet Array

This array contains any number of r ecor d objects. The base JavaScript will
also add r ecor dSet totheresul t object, so use
result.recordSet[i].vari abl eNane to access individual fields of a
given r ecor dSet element.

result Object

The primary container for all of the results returned in this template. The
fi xed, header,and r ecor dSet objects are added to the r esul t object as the
last statements in the base JavaScript.

SERVER ATTRS Array

Each element in this array is a name-value pair. These pairs represent variables
and their values that were added by modules internal to the CMS serever or
policy plug-ins. For example, if a policy plug-in added a variable called

r equest St at us with a value of pendi ng, the resulting JavaScript might be:

header. SERVER_ATTRS[ 0] . name = "request St at us”;
header. SERVER_ATTRS[ 0] . val ue = "pendi ng";

server AttrsCount number

The number of SERVER_ATTRS objects returned in this response.
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Part 1

Customizing End-Entity Services
Interface

Chapter 2, “Introduction to End-Entity Services Interface”
Chapter 3, “End-Entity Interface Reference”

Chapter 4, “Internationalization of End-Entity Interface
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Chapter 2

Introduction to End-Entity Services
Interface

The services interfaces that come with iPlanet Certificate Management Server
(CMS) make it possible for end-entities to interact with the server. Your
end-entities can use the interface’s HTML-based forms to carry out various
certificate and key-related operations, such as enrolling for, renewing, and
revoking certificates.

You can use the default forms as they are, customize them, or develop your own
forms to suit your organization’s policies or terminology. This chapter explains the
default forms and templates used by the end-entity interface.

The chapter has the following sections:

= End-Entity Services Interface (page 27)

= Accessing the End-Entity Services Interface (page 31)
= End-Entity Forms and Templates (page 31)

End-Entity Services Interface

Certificate Management System provides HTML forms for the various
entities—people, routers, servers, and others—that use certificates to identify
themselves and that need to be able to request certificate issuance and
management operations. These forms, collectively called the End-Entity Services
interface, use different protocols and life-cycle management procedures for
different kinds of end entities. For example, the Certificate Manager provides
separate certificate enrollment forms for clients such as Netscape Navigator 3.x,
versions of Netscape Communicator later than 4.5, and Microsoft Internet
Explorer. The reason for this is that end entities running Navigator 3.x and
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Communicator versions earlier than 4.5 present an enrollment form based on the
use of the HTML tag KEYGEN to generate keys; end entities running Internet
Explorer present a form based on PKCS #10, the RSA standard for certificate
request syntax.

Figure 2-1 shows the end-entity services interface hosted by a Certificate Manager.

Figure 2-1  End-entity services interface

iPla 3
Certificate Management Certificate Manager
System
Enrollment Renewal Revocation Retrieval
Browser Manual User Enrollment
Use this form to submit a request for a personal certificate. After you click the
Manual Submit button, your request will be submitted to an issuing agent for approval.
When an issuing agent has approved your request you will receive the certificate in
Server email, alang with instructions for installing it.
5SL Server . .
Important: Be sure to request your certificate on the same computer on which
Registration you plan to use the certificate,
Manager
Certificate User's Identit
ser's Identity
lidl . . .
anager Enter values for the fields you want to hawve in your certificate. Your site may
OCSP require you to fill in certain fields,
Responder {* = required field)
* Full name: I
Other
. L. Login name: I
Object Signing
(Browser) e Email address: I
Object Signing Qrganization unit; I

(PKCS10) I

For a summary of the various end entities, protocols, cryptographic algorithms,
and key pairs (single or dual) supported by Certificate Management System, see
Table 2-1 on page 30.

For a complete list of the end-entity forms—for enrollment, renewal, retrieval,
revocation, and key recovery—that come with Certificate Management System, see
“End-Entity Forms and Templates” on page 31.
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How Client Type Determines the End-Entity
Interface

Each type of end-entity form provided by Certificate Management System is
served by a servlet. This servlet determines which version of the form to present
based on information about the end entity (the type, version, language, and so on),
information in the form itself, and other factors.

Each form also specifies both an authentication manager and an output template:

= An authentication manager is a configured instance of an authentication
plug-in module. When Certificate Management System receives a request from
an end entity, it uses the authentication manager specified by the request to
determine how to authenticate the end entity. For more information, see
Chapter 15, “Setting Up End-User Authentication” in CMS Installation and
Setup Guide.

= The output template is an HTML page with embedded JavaScript used to
return information from the end entity to the servlet. For more information, see
“Responses and Output Templates” on page 17.

Based on all the information, a form’s servlet sends the end entity the version of the
form (including the embedded JavaScript code) appropriate for that end entity. For
example, in the case of end entities that support the KEYGEN tag, the Certificate
Manager or Registration Manager sends a form that uses KEYGEN to generate keys
and formulate a certificate request. In the case of end entities that support the
Certificate Management Message Format (CMMF) protocol, the Certificate
Manager or Registration Manager sends a form that uses a JavaScript API to fully
automate both key generation and certificate issuance.

Certificate Request Formats Specific to End
Entities

Table 2-1 lists the forms provided by the Certificate Manager and Registration
Manager for certificate issuance and life-cycle management operations, and
indicates supported authentication mechanisms and request formats. You can
customize any of the default forms and their corresponding servlets and output
templates. For details, see Chapter 3, “End-Entity Interface Reference.”
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Table 2-1

Summary of end-entity forms, authentication methods and certificate request formats

Form for end-entity operation

Authentication method

Supported certificate request formats

Certificate enrollment

Client (end user) certificates

Server certificates
Cisco routers
Certificate renewal

Client (end user) certificates

Server certificates
Cisco routers
Certificate revocation

Client (end user) certificates

Server certificates

Cisco routers

Manual, LDAP directory
based, and NIS server based

Manual

Manual or automated

SSL client authentication

Manual

Manual

SSL client authentication
and challenge-password
based

Manual

Manual

Encryption private key storage and recovery

Client (end user) certificates

Not applicable

= KEYGEN for Navigator/Communicator
PKCS #10 for Internet Explorer

= Certificate Request Message Format
(CRMF) for future versions of
Communicator

PKCS #10
Certificate Enrollment protocol (CEP)

< KEYGEN for Navigator/Communicator
= PKCS #10 for Internet Explorer

= CRMF for future versions of
Communicator

PKCS #10
CEP

< KEYGEN for Navigator/Communicator
= PKCS#10 for IE

e CRMF for future versions of
Communicator

PKCS #10
CEP

= Not supported for clients that can’t
generate dual key pairs

e CRMF for future versions of
Communicator
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Accessing the End-Entity Services Interface

By default, access to the end-entity services interface of a Certificate Manager or
Registration Manager is open to all users. To access the Agent Services interface for
a particular subsystem:

1. Open a web browser window.

2. Go to the page where the End-Entity Services interface for the Certificate
Manager or Registration Manager is installed.

The default URL for this page is:
http://<host nane>: <ee_port>or https://<host_name>: <ee_ssl _port>
<host nane> is in the form <machi ne_nanme>. <your _donai n>. <domai n>.

The appropriate interface appears. (If you have disabled the unsecure
end-entity port, you won’t be able to access the interface on that port.)

End-Entity Forms and Templates

This section describes the end-entity interface and its default forms.

The end-entity services interface is divided into three parts or frames—top, menu,
and content. The top frame includes tabs that are specific to end-entity operations,
such as certificate enrollments and renewals. The menu lists all the operations
supported by the selected tab. The content shows the form pertaining to the
operation an end entity chooses in the menu; the form contains information to
carry out the selected operation. Figure 2-1 on page 28 shows the end-entity
interface of a Certificate Manager.

Locating End-Entity Forms and Templates

You can find the HTML forms and the corresponding output templates for the
end-entity interface at this location:

<server _root>/cert-<instance_i d>/ web/ ee
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Forms for Certificate Enrollment

Table 2-2 lists the file names of forms that appear as menu options in the
Enrollment tab of the end-entity interface. The forms are available on Certificate
Manager instances and Registration Manager instances. The only exception is that
the Certificate Manager enrollment form is available only on Certificate Manager
instances.

Table 2-2  Forms for end-entity enrollment

Form Type: Menu Link and Filename What form is used for...

User Enrollment (lists menu options for end-user enroliment)

Manual End users can use the User Enrollment forms to request

(ManUser Enrol | . htm) SSL client and S/MIME certificates. Except for Manual ,
these links only appear when an appropriate
authentication manager has been configured on the CMS

server.

Directory Based Enroll using directory user ID and password.

(DirUserEnroll.htm)

Directory and PIN Based Enroll using directory user 1D, password, and one time

(Di rPinUserEnrol | . htm) PIN.

NIS Server Enroll using authentication against a NIS server.

(NI SUserEnrol | . htm )

Portal Enroll using any unique user ID and a password.

(Portal Enrol | nent. htm)

Certificate Enroll for dual key certificates using a pre-issued

(Cert BasedDual Enrol | . htm) certificate (on a hardware token) for authentication.

Certificate Enroll for a single certificate using a pre-issued certificate

(Cert BasedSi ngl eEnrol | . htm) (on a hardware token) for authentication. (This form is not
used in the default interface.)

Certificate Enroll for an encryption certificate only using a pre-issued

(Cert BasedEncrypti onEnroll.htm) certificate (on a hardware token) for authentication.

(Thisform is not used in the default interface.)

Server Enrollment (lists menu options for server enroliment)

SSL Server Server administrators can use this form to request SSL
(ManServer Enrol | . htm) server certificates for servers.
Directory Based Server Server administrators can use this form to request SSL
(Di rServerEnroll.htm) server certificates for servers.
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Table 2-2  Forms for end-entity enrollment (Continued)

Form Type: Menu Link and Filename What form is used for...

OCSP Responder Server administrators can use this form to request signing
(OCSPResponder . ht m ) certificates for OCSP Responder servers.

Registration Manager Enrollment (lists menu options for Registration Manager enrollment)
Registration Manager Registration Manager administrators can use this form to
(ManRAEnrol | . htm) request a signing certificate for a Registration Manager.

Certificate Manager Enrollment (lists menu options for Certificate Manager enrollment)

Certificate Manager Certificate Manager administrators can use this form to
(ManCAEnrol | . htm) request CA signing certificates for Certificate Managers
functioning as subordinate CAs.

Object Signing Enrollment (lists menu options for object signing enrollment)

Object Signing (Browser) End users and administrators can use this form to enroll
(ManQhj Si gnEnrol | . htm) for a certificate that allows them to sign objects, such as
Object Signing (PKCS10) Java applets. Both the Certificate Manager and

(Cbj Si gnPKCS10Enr ol | . ht m ) Registration Manager provide this form.

Forms for Certificate Renewal

Table 2-3 lists the forms that correspond to the menu options in the Renewal tab of
the end-entity interface on Certificate Manager instances and Registration Manager
instances.

Table 2-3 Forms for certificate renewal

Menu Link and Filename What form is used for...

Server Certificate Server administrators can use this form to renew server
(Server Renewal . ht m ) certificates.

User Certificate End users can use this form to renew their SSL client certificates
(User Renewal . ht nl) and their S/MIME certificates if the S/MIME certificates were

issued with the SSL client bit set.
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Forms for Certificate Revocation

Table 2-4 lists the forms that correspond to the menu options in the Revocation tab
of the end-entity services interface.

Table 2-4 Forms for certificate revocation

Menu Link and Filename What form is used for...

Certificate (challenge phrase-based) End users can use this form to revoke their SSL client certificates
(Chal | engeRevokel. htm) using a password created during enroliment.

Server Revocation Server administrators can use this form to revoke server
(Server Revocati on. htm) certificates.

User Revocation End users can use this form to revoke their SSL client certificates
(User Revocation. htm) using SSL client authentication.

Forms for Certificate Retrieval

Table 2-5 lists the forms that correspond to the menu options in the Retrieval tab of
the end-entity interface on Certificate Manager instances. Only the Import CA
Certificate Chain interface is also available on Registration Manager instances.

Table 2-5 Forms provided for certificate retrieval

Menu Link and Filename What form is used for...

List Certificates End users and administrators can use this form to list
(queryBySerial . htnl) certificates based on their serial numbers.

Search for Certificates = End users and administrators can use this form to search
(queryCert.html) for specific certificates. The search criteria can be a

combination of the following:
= Serial number of the certificate
= Subject name of the certificate
= Revocation status of the certificate
= Issuing Information—when the certificate was issued
= Validity period of the certificate

= Type of certificate
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Table 2-5 Forms provided for certificate retrieval (Continued)

Menu Link and Filename What form is used for...
Import CA Certificate Chain End users and administrators can use this form to import the
(Get CAChai n. html) certificate chain of a Certificate Manager (CA) into their

browsers or servers. They can

= Import the CA certificate chain into their browsers

= Download the CA certificate chain in binary form

= View the CA certificate chain for importing into a server

= Display certificates in the CA certificate chain for
importing individually into a server

Import Certificate Revocation List End users and administrators can use this form to:

(B splayCRL. ht i ) = Manually check the revocation status of a particular

certificate (if they are not sure whether they have the latest
version of the CRL)

= Import the latest CRL to Netscape Navigator
< Download the latest CRL in binary form

= View the CRL header information

Forms for Key Recovery

Table 2-6 lists the form that corresponds to the menu option in the Recovery tab of
the end-entity interface. This form is available on a Certificate Manager instance or
a Registration Manager instance that is configured as a trusted manager for a Data
Recovery Manager instance.

Table 2-6 Form for encryption private key recovery

Menu Link and Filename What form is used for...
Key Recovery End users can use this form to retrieve their encryption
(KeyRecovery. htnl) private keys from the Data Recovery Manager.

Other Forms

Table 2-6 lists common forms that are used by the operation-specific forms in the
end-entity interface.
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Table 2-7 Files and forms used by other forms

Form filename What form is used for...

enrol | Menu. ht m This file loads and highlights the Enrollment tab.

renewal Menu. ht m This file loads and highlights the Renewal tab.

recover yMenu. ht m This file loads and highlights the Recovery tab.
retrieval Menu. ht m This file loads and highlights the Retrieval tab.

i ndex. htm This file contains the menu options. To change the name of

an option, search for it in the file and then edit it.

*js Files with a . j s file extension include JavaScript helper
functions that are used by other forms.

xenrol | .dlI This file enables the end-user enrollment forms to work
with Microsoft Internet Explorer.

Output Templates for End-Entity Interfaces

Table 2-8 lists the default templates that are used by the end-enetity interfaces to
return data to the requestor.

Table 2-8 Response templates used by the end-entity interface

Template filename Description

di spl ayBySerial .tenpl ate Used to display information pertaining to a certificate when
users view an individual certificate (for example, when they
click the Details button next to a certificate).

Enrol | Success. tenpl ate Used to inform the CMS administrator that the agent
certificate he or she requested has been successfully installed
in the subsystem’s internal database.

GenError.tenpl ate Used to display error messages to the user.

GenPendi ng. tenpl ate Used to inform a user requesting a certificate that the request
has been queued for agent approval.

GenRej ected. tenpl ate Used to inform a user requesting a certificate that the request
has been rejected by the CMS server.

GenSuccess. tenpl ate Used to inform a user requesting a certificate that the request
has been approved by the CMS server.
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Table 2-8 Response templates used by the end-entity interface (Continued)

Template filename

Description

GenSvcPendi ng. t enpl ate

GenUnaut hori zed. tenpl ate

GenUnexpect edError.tenpl ate

ImportCert.tenpl ate

queryCert.tenpl ate

Renewal Success. tenpl ate

Revocati onSuccess. tenpl ate

Used to inform a user requesting a certificate that the request
has been queued for agent approval.

Used to inform users when thay perform unauthorized
operations.

Used to inform the user that the CMS server encountered an
unexpected error while processing the request.

Used to display the CA certificate when users import the CA
certificate.

Used to display the list of certificates when users search for
certificates.

Used to inform a user requesting a certificate renewal that the
request has been successfully renewed.

Used to inform a user requesting a certificate revocation that
the certificate has been revoked.
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Chapter 3

End-Entity Interface Reference

This chapter provides a detailed reference of all the service interfaces available on
an end-entity port of iPlanet Certificate Management Server. For each interface,
there is a description including the URI used and the purpose, a list of forms that
use the interface by default, a detailed description of valid input parameters and
their values, and information about the response which lists the templates used
and the additional JavaScript variables available.

The chapter has the following sections:

Overview of End-Entity Interfaces (page 40)
Certificate Enrollment Protocol Interface (page 41)
Challenge Revocation Interface (page 42)

Display Certificate By Serial Number Interface (page 44)
Display Certificate From Request Interface (page 46)
Enrollment Interface (page 49)

Get CA Chain Interface (page 59)

Get Certificate By Serial Number Interface (page 61)
Get Certificate From Request Interface (page 65)

Get CRL Interface (page 69)

List Certificates Interface (page 72)

Renewal Interface (page 80)

Revocation Interface (page 82)
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Overview of End-Entity Interfaces

The following table lists the end-entity interfaces and their functions. The sections

that follow cover each interface in detail.

Table 3-1

Overview of End-Entity Interfaces

Interface

URI

Purpose

Certificate Enrollment
Protocol Interface

Challenge Revocation

Interface

Display Certificate By
Serial Number Interface

Display Certificate From
Request Interface

Enrollment Interface

Get CA Chain Interface

Get Certificate By Serial
Number Interface

Get Certificate From
Request Interface

Get CRL Interface

List Certificates Interface

Renewal Interface

/ pkiclient.exe

/ chal | enge_revocationl

/ di spl ayBySeri al

/ di spl ayCert Fr onRequest

[ enrol | nent

/ get CAChai n

/ get BySeri al

/ get Cert Fr onRequest

/ get CRL
/listCerts

/ renewal

Process Simple Certificate Enroliment
Protocol (SCEP) certificate requests from
routers and other VPN clients.

Revoke a certificate using a challenge
phrase set during enrollment.

Retrieve a certificate with a given serial
number in human-readable form (use Get
Certificate By Serial Number to get a binary
form).

Used on a Registration Manager to display
the certificate issued for a given request
identifier.

Process manual or automated certificate
requests.

Retrieve the certificate authority’s
certificate or certificate chain (if the CA is
not self-signed).

Get a certificate with a given serial number
in a binary format (for example, PKCS #7 or
a CMMF response).

Use the id assigned to a pending request to
retrieve the certificate once it has been
issued.

Retrieve the Certificate Revocation List.

List certificates based on flexible query
criteria.

Process requests for renewing a certificate
presented to the interface using SSL client
authentication.
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Table 3-1 Overview of End-Entity Interfaces (Continued)
Interface URI Purpose
Revocation Interface /revocation Process requests for manual revocation or

for revocation of a certificate presented to
the interface using SSL client
authentication.

Certificate Enrollment Protocol Interface

Description
URI: / cgi - bi n/ pki cl i ent. exe
Available on: Certificate Manager and Registration Manager

Function: Handles Certificate Enrollment Protocol (CEP) requests from devices
such as Virtual Private Network (VPN) routers.

VPN routers use CEP to enroll in and get information about their PKI. The
Certificate Enrollment Protocol interface uses CEP to issue new certificates,
distribute Certificate Revocation List (CRL) data, and distribute the CA certificate.

Default Forms

There are no forms that use the Certificate Enrollment Protocol. The interface is
provided so that VPN clients, such as routers, can use CEP to interact with the PKI.

Request Parameters

You will not generally develop your own request forms or response templates for
use with CEP. The Certificate Enroliment Protocol interface complies with the CEP
protocol developed by Cisco, so if your application or device uses this protocol it
will be able to use the Certificate Enrollment Protocol Interface.

To use the interface with a Cisco router, for example, you configure the router to
point to the end-entity gateway port using the router’s enrollment url command.
You can then use crypto ca enrol | to request a certificate:

> crypto ca identity Exanple
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> enrollment url https://exanpl e: 443/
> crypto ca enroll Exanple

The router uses the CEP protocol and expects to find the

/ cgi - bi n/ pki cl i ent. exe interface at the URL named by the enrol | ment url
command. The details of interacting with the interface are handled by the protocol
itself.

Challenge Revocation Interface

Description

URI:/chal | enge_revocati onl
Available on: Certificate Manager and Registration Manager

Function: Allows an entity to revoke a certificate using a challenge password set
during enrollment.

The Challenge Revocation interface is useful if an entity must revoke a certificate
that is not available or not valid for SSL client authentication. (The Revocation
Interface can be used to present a certificate using SSL client authentication for
revocation.) To use this interface, the challenge password for revocation must be
set during enrollment (see the chal | engePasswor d request parameter in
“Enrollment Interface” on page 49).

Default Forms

The Chal | engeRevokel. ht i form is the only default form that uses the Challenge
Revocation interface. It allows an end user to enter either the certificate’s serial
number or subject name and the challenge password to revoke the certificate.

Request Parameters

The following table lists the parameters accepted by the Challenge Revocation
interface.
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Table 3-2 Parameters Accepted by the Challenge Revocation Interface

Parameter

Format and Description

cert Seri al ToRevoke

chal | engePhr ase

r easonCode

subj ect Nane

t enpl at eNane

t enpl at eType

number (decimal or hexadecimal)

The serial number of the certificate to revoke. Either this parameter or
subj ect Nan®e are required.

string

The challenge phrase, set during certificate enrollment, that allows the
certificate to be revoked.

0-8

The code for the reason why the certificate is being revoked. This code is added
to the Certificate Revocation List (CRL) entry for the revoked certificate. Valid
r easonCode values are:

= 0 - Reason not specified

< 1 -Key compromised

e 2-CAkey compromised

= 3 - Affiliation changes

« 4 - Certificate superseded

= 5 - Cessation of operation

= 6 - Certificate is on hold

Distinguished Name (DN) string. See RFC 2253.

The DN appearing in the certificate subject field. Either subjectName or
certSerialToRevoke must be specified. The subject name should only be used
when the subject DN is guaranteed to uniquely identify the certificate.

Example DN:CN=Al i ce Appl e, U D=al i ce, OU=Peopl e, O=Exanpl e,
Cc=Us

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.

This template will be used for any response, overriding default template
settings.

Revocati onConfirmati on

This parameter specifies which response template to use. At this time, the only
valid value is " Revocati on Confirmation." This value causes the
revocati onResul t. t enpl at e file to be used.
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Display

Response

The response from the Challenge Revocation interface will be identical to a
response from the Revocation interface. See the Response section in “Revocation
Interface” on page 82 for details on what JavaScript variables are returned in the
response template.

Certificate By Serial Number Interface

Description

URI: / di spl ayBySeri al

Available on: Certificate Manager

Function: Displays a single certificate in human-readable form.

The Display Certificate By Serial Number interface is typically used within a form
that lists certificates to display detailed information about a selected certificate. The
response is an HTML page built from a template (not just raw certificate data), so
this interface should not be used to retrieve certificates for processing (such as
importing into a browser); use the Get Certificate By Serial Number Interface

(/ get BySeri al ) instead.

Default Forms

The Display Certificate By Serial Number interface is used in the

queryCert .t enpl at e file. Each certificate in the list of certificates satisfying the
guery has a button the user can press to see the certificate in detail. This button
submits data to the Display Certificate By Serial Number interface.

Request Parameters

The following table lists the parameters accepted by the Display Certificate By
Serial Number interface.
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Table 3-3 Parameters Accepted by the Display Certificate By Serial Number Interface

Parameter Format and Description
op di spl ayBySeri al

Specifies the operation to perform. The only valid value is di spl ayBySeri al .
seri al Nurrber number

t enpl at eName

The serial number of the certificate to display.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is di spl ayBySeri al . t enpl at e. The base
JavaScript for responses is inserted in place of the <CMS_TEMPLATE> tag. In
addition, the Display Certificate By Serial Number interface adds the JavaScript
variables listed in the following table:

Table 3-4 Variables Returned by the Display Certificate By Serial Number Interface

Variable

Description

result.neader variables

authorityid

cert Chai nBase64

cert Fi ngerprint

Variables added to the header object.
ca

Indicates the source of the certificate information. Only Certificate Managers
can return certificates by serial number directly.

base-64 encoded data
Contains the certificate in PKCS #7 format.
string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).
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Table 3-4 Variables Returned by the Display Certificate By Serial Number Interface

Variable Description

certPrettyPrint string
Contains details about the certificate in a human-readable form. This is the field
used to show the certificate to a user in a page.

seri al Nurber number

The serial number of the certificate in decimal.

Display Certificate From Request Interface

Description

URI: / di spl ayCert Fr onRequest
Available on: Certificate Manager or Registration Manager

Function: Retrieves the certificate associated with an enrollment or renewal request
to be displayed in a response template.

The Display Certificate From Request interface is typically used in JavaScript
embedded in the response template of an enrollment or renewal request. This
interface uses the r equest | Dreturned in the JavaScript of a response to fetch the
associated certificate.

In the request St at us. t enpl at e file, there is JavaScript code to build a URL that
fetches the certificate from the Display Certificate From Request Interface if the
CMS server is a Registration Authority.

The r equest | D parameter from the response template is required: it identifies the
request from which to extract the certificate.

Default Forms

By default, the Display Certificate From Request interface is used by the
request St at us. t enpl at e file only.
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Request Parameters

The following table lists the parameters accepted by the Display Certificate From
Request interface.

Table 3-5 Parameters Accepted by the Display Certificate From Request Interface

Parameter Format and Description

requestid number

The r equest | Dreturned in the JavaScript by the Enrollment or Renewal
interface (fi xed. request | D).

t enpl at eNane string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

By default, the di spl ayCer t Fr onRequest . t enpl at e file is used to create the
response. The <CMS_TEMPLATE> tag is replaced with the the base JavaScript for
responses. In addition, the Get Certificate From Request interface adds the
JavaScript variables listed in the following table:

Table 3-6 Variables Returned by the Display Certificate From Request Interface

Variable Description
result.fixed variables Variables added to the f i xed object.
aut hori t yName Certificate Manager | Regi strati on Manager

The name of the system that handled the request.
errorDescription string

A message providing more details about the error described in
error Det ai | s. This variable is only present if an error occurred while
processing the request.
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Table 3-6 Variables Returned by the Display Certificate From Request Interface (Continued)

Variable

Description

errorDetails

host

port

requestld

schene

string

A message explaining the error that occurred while processing the enroliment
request. This variable is only present if an error occurred while processing the
request.

string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same port.

number

The port number that was used to service the request.
number

The request identification number that was requested.
http | https

The protocol that was used to make the request. Use this along with host and
port to make sure any new requests to the end-entity port use the correct
scheme.

result.neader variables

emai | Cert

noCertimport

requestld

Variables added to the header object.
true | fal se

If true, the certificate contained in the r ecor dSet array or crmf Response isa
valid S/MIME certificate.

true | fal se
Indicates whether the certificate should not be imported.
number

The request identification number that was requested.

result.recordSet[i]
variables

base64Cert

Variables added to each r ecor d object. Each r ecor d object is added as an
element of the r ecor dSet array. Multiple records may be returned if more
than one certificate was generated as a result of the request. Dual-key requests
(for example, if the request parameter r equest For nat = cr nf) may return
two certificates if the request is successfully processed and approved.

string

The newly issued certificate in base-64 encoded format. This string includes the
EEEEE BEG N CERTI FI CATE- - - - - " header and "- - - - - END

CERTI FI CATE- - - - - " footer.
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Table 3-6 Variables Returned by the Display Certificate From Request Interface (Continued)

Variable Description

cert Fi ngerprint string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).

certPrettyPrint string
A long text string that shows all of the certificate data in a human readable
form.

serial No number

The serial number (in decimal) of the certificate.

Enrollment Interface

Description

URI:/enrol | ment
Available on: Certificate Manager and Registration Manager.
Function: Enrolls an entity into the Public-Key Infrastructure (PKI).

This servlet uses data from an HTTP POST or HTTP CET to formulate a certificate
request, hands the request off to a Certificate Manager, and returns a response
(which may include the newly issued certificate) to the entity.

The certificate request may be based only on the data in the request, or it may get
additional data from an authentication plug-in named in the aut hent i cat or
parameter. If an authentication plug-in is used, the Certificate Manager may be
able to automatically issue a certificate which is passed to the entity in the
enrollment servlet’s response. If no authentication plug-in is used, the request is
placed in an agent queue for manual approval and the enrollment servlet returns
“request pending” page to the entity.
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NOTE

The forms rely on a shared library called xenr ol | . dI | (downloaded
from the CMS server) to generate keys for Microsoft Internet
Explorer browsers. By default, the keys generated by xenrol | . dl |
have a “medium” security setting which means they will be stored
unencrypted and that they can be used by the browser for signing
without prompting the user for a password. A “high” security
setting will store the keys in a separate, encrypted file and force the
user to enter a password to use the keys for signing. There is no way
to force a “high” setting for keys, but you can force a dialog to
appear to allow the user to choose a security setting when the key is
first generated. Edit the the VisualBasic script for xenrol | . dl | used
in the enrollment forms (listed in the next section). Set the value of
the GenKeyFl ags parameter to 3 to prompt the user for a security
setting when a key is generated using Microsoft Internet Explorer.

Default Forms

There are two types of default HTML forms that use the enrollment interface:
manual or automated enrollment. Forms that use automated enrollment send an
authentication plug-in name as a parameter in the request which the servlet can
use to authenticate and process the request without manual intervention.

The default manual enrollment forms are:

e MnUserEnrol | . htm for requesting client certificates.

e MnServerEnrol | . htnl for requesting server certificates.

< ManQbj Si gn. ht M for requesting object signing certificates.

< MnCAEnrol | . html for requesting subordinate Certificate Manager signing
certificates.

< MnRAEnrol | . ht Ml for requesting Registration Manager certificates.

The default automated enrollment forms are:

e DirUserEnroll.htm usesaUserDirEnrol | nent instance of the
Ui dPwdDi r Aut h plug-in class by default.

e DirPinUserEnroll.htnl usesaPinDirEnrol | nent instance of the
Ui dPwdPi nDi r Aut h plug-in class by default.
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Request Parameters

The following table lists the parameters accepted by the enroliment interface.

Table 3-7

Parameters Accepted by the Enrollment Interface

Parameter

Format and Description

Subject Name

subj ect

Contact Information

csr Request or Name

csr Request or Enai |

csr Request or Phone

csr Request or Comment
S

Netscape Certificate Type
Extensions

emai |

emai | _ca

Distinguished Name (DN) string. See RFC 2253.

DN to be used for the certificate subject.
Example: CN=Al i ce Apple, U D=alice,
C=USs

OU=Peopl e, O=Exanpl e,

string

Name of the entity making a request; helps identify the requestor during
manual enrollment.
Example: Alice Apple

string

Email address of the entity making a request. May be used to send out
notification when a certificate has been issued.
Example: al i ce@xanpl e. com

string

Phone number of the entity making a request.
Example: 650. 555. 1212

string

Additional comments provided by the requestor on the HTML form. This field
can be used if there is additional information you want to collect to help the
manual enrollment.

Parameters for setting bits in the net scape- cert -t ype certificate extension.
See

http:// home. net scape. conf eng/ security/comm-cert-exts. htm
for details. At r ue value sets the bit to 1; f al se sets the bit to 0.

true | fal se
Sets the S/MIME client certificate bit (bit 2).
true | fal se

Sets the S/MIME certificate issuer bit (bit 6).
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Table 3-7 Parameters Accepted by the Enroliment Interface (Continued)

Parameter

Format and Description

obj ect _si gni ng

obj ect _si gni ng_ca

ssl _ca

ssl _client

ssl _server

Key Usage

crl _sign

dat a_enci pher nent

deci pher _only

digital _signature

enci pher_only

true | fal se

Sets the object signing certificate bit (bit 3).

true | fal se

Sets the object signing certificate issuer bit (bit 7).
true | fal se

Sets the SSL certificate issuer bit (bit 5).

true | fal se

Sets the SSL client authentication certificate bit (bit 0).
true | fal se

Sets the SSL server authentication certificate bit (bit 1).

Parameters for setting bits in the keyUsage certificate extension. At r ue value
sets the bit to 1; f al se sets the bit to 0.

true | fal se

Sets the keyUsage extension bit (6) indicating that the key may be used to sign
Certificate Revocation Lists (CRLS).

true | fal se

Sets the keyUsage extension bit (3) indicating that the key may be used to
encipher application data (as opposed to key material).

true | fal se

Sets the keyUsage extension bit (8) indicating that the key may only be used to
decipher data and keys. If this parameter ist r ue, keyAgr eenent should also
betrue.

true | fal se

Sets the keyUsage extension bit (0) indicating that the key may be used to sign
any data. This parameter should be t r ue for SSL client certificates, S/MIME
signing certificates, and object signing certificates.

true | fal se

Sets the keyUsage extension bit (7) indicating that the key may only be used to
encipher data and keys. If this parameter is t r ue, keyAgreement should also
be true.
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Enrollment Interface

Parameters Accepted by the Enrollment Interface (Continued)

Parameter

Format and Description

key_agreement

key certsign

key_enci pher ment

non_repudi ati on

Automated Enrollment

aut henti cat or

uid

pin

pwd

Other

cert Ni cknane

true | fal se

Sets the keyUsage extension bit (4) indicating that the key may be used to
encipher and decipher keys during key agreement.

true | fal se

Sets the keyUsage extension bit (5) indicating that the key may be used to sign
other certificates. All CA signing certificates should set this parameter to t r ue.

true | fal se

Sets the keyUsage extension bit (2) indicating that the key may be used to
encipher symmetric session keys. This parameter should be t r ue for SSL
server and S/MIME encryption certificates.

true | fal se

Sets the keyUsage extension bit (1) indicating that the key may be used to
create non-repudiable (by the signer) digital signatures. Non-repudiation
service requires more infrastructure, planning, and policy than just setting this
bit. Consider the ramifications before using this bit

Parameters to configure automatic authentication for entity requests.
string

Specifies the name of the authentication plug-in instance to use to authenticate
the entity.

string
Specifies a unique identifier passed to the authentication plug-in.
string

An optional identifying string that helps to authenticate an entity. Usually used
when the Pin Generator tool has been used to populate a directory with unique
identifiers for each user.

string

Specifies the password passed to the authentication plug-in.

string

Specifies the nickname that should be associated with the certificate in the
reply; used with Certificate Request Management Format (CRMF) requests.
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Table 3-7 Parameters Accepted by the Enroliment Interface (Continued)

Parameter

Format and Description

cert Type

chal | engePasswor d

CRMFRequest

i mpor t CAChai n

i mport Cert

i mport Cert M neType

pkcs10Request

ca | CEP-Request | client JobjSignCient | ra]server |other

Specifies the type of certificate requested by the entity. The defaultiscl i ent.
The cert Type is not associated with any certificate extensions. It may be used
by policy modules to make decisions, and it may be used by a CMS server to
determine how to decode the request or format the response.

string

An optional challenge phrase or password that can be used later by the entity
to revoke the certificate. This parameter is optional. If you use this, entities can
use the “Challenge Revocation Interface” (/ chal | enge_r evocati onl,
page 42)with this challenge password to revoke a certificate without manual
intervention and without SSL client authentication.

base-64 encoded data

If request Format = cr nf, this parameter should be used to send the
base-64 encoded CRMF request.

true | fal se

Used only when i nport Cert = true. The default, if this parameter is not
explicitly passed, ist r ue. If settot r ue, a successful certificate request will
return a PKCS #7 formatted certificate chain; if set to f al se, a single,
DER-encoded certificate will be returned. The certificate chain includes the
issued certificate and the CA (issuer) certificate.

true | fal se

If t r ue, and the certificate request is not deferred or rejected, the CMS server’s
response will be binary data with the MIME type determined by the

i mport Cert M meType parameter. The data returned will be either a
certificate or a certificate chain, based on the value of i npor t CAChai n.

MIME Type string

Sets the MIME type the CMS server uses when a certificate is returned to the
requestor. The default is appl i cati on/ x- x509- user-cert. The MIME
type should be in the standard MIME type format of <t ype>/ <subt ype>.

base-64 encoded data

If request For mat = pkcs10, this parameter should be used to send the
base-64 encoded certificate request.
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Table 3-7 Parameters Accepted by the Enroliment Interface (Continued)

Parameter

Format and Description

request For mat

clientAuth | crnf | keygen | pkcs10
The value indicates the format used to submit the certificate request:

= cli ent Aut h - information for the new request is taken from the certificate
presented by the client during SSL client authentication.

= crnf - the certificate request is a base-64 encoded blob contained in the
CRMFRequest parameter.

= keygen - the certificate request is a base-64 encoded blob generated using
the HTML <KEYGEN> tag. It is contained in the subj ect KeyGenl nf o
parameter.

= pkcs10 - the certificate request is a base-64 encoded blob contained in the
pkcs10Request parameter.

subj ect KeyGenl nf o base-64 encoded data

t enpl at eName

If r equest For mat =keygen, this parameter should be used to send the
base-64 encoded keygen request. To use the <KEYGEN> HTML tag to cause
the browser to generate the request using this parameter, the format is

<KEYGEN nane="subj ect KeyGenl nf 0" >
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The Registration Authority or Certificate Authority that process an enrollment
request will perform some processing, determine the status of the request, then
return a result using the appropriate template for the status.

The response templates are ASCII files that you can edit to create responses suited
to your needs. The templates may include JavaScript that depends on the
JavaScript inserted in place of the <CM5_TEMPLATE> tag when the response is sent.
The status of the request determines which template will be used for the response.
The following table describes the templates used by the enroliment interface (more
details on the request status codes can be found in Table 3-9):
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Table 3-8

Enrollment Interface Response Templates

Template File Name Request Status

Description

Enrol | Success. tenpl ate 2 (Success)

GenError.tenpl ate 6 (Error)

GenPendi ng. t enpl at e 3 (Pending)

GenRej ected. tenpl ate 5 (Rejected)
GenSuccess. tenpl ate 2 (Success)
GenSvcPendi ng. tenpl ate 3 (Pending)

GenUnaut hori zed. tenplate 1
(Unauthorized)

Used only for requests that specify an authenticator.
If authentication and subsequent policy processing
are successful and i nmport Cert was "t rue" in the
request, a certificate is generated (otherwise, see
GenRej ect ed. t enpl at e). The issued certificate is
included in base-64 in the response. The template
includes JavaScript and VisualBasic code that
attempts to import the certificate into a browser’s
certificate database.

Used to display an error message.

Used to inform the user that the certificate request he
or she submitted has been queued for agent
approval.

Used to inform the user that the certificate request he
or she submitted has been rejected by the CMS
server.

Used to inform the user that the certificate request he
or she submitted has been approved by the CMS
server.

Used to inform the user that the certificate request he
or she submitted has been queued for agent
approval.

Used to inform the user that he or she performed an
unauthorized operation.

The <CMB_TEMPLATE> tag in the selected template is replaced with the base
JavaScript code. In addition, the Enrollment interface may add the JavaScript
variables listed in the following table. Not all templates use all of the variables
listed in the table; a variable is only included when it is used (for example, the
Enrol | ment Success. t enpl at e does not include

resul t.fixed. unexpect edError).

Table 3-9 Variables Returned by the Enroliment Interface

Variable Description

result.fixed variables

Variables added to the f i xed object.
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Table 3-9 Variables Returned by the Enrollment Interface (Continued)

Variable

Description

aut hori t yName

cert Type

errorDescription

errorDetails

host

port

request|d

Certificate Manager | Regi strati on Manager
The name of the system that handled the request.
ca | CEP-Request | client JobjSignCient | ra]server |other

The type of certificate returned. This value is the same as the cer t Type value
passed to the interface in the request.

string

A message providing more details about the error described in
error Det ai | s. This variable is only present if an error occurred while
processing the request.

string

A message explaining the error that occurred while processing the enroliment
request. This variable is only present if an error occurred while processing the
request.

string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same port.

number
The port number that was used to service the request.
number

A unique number assigned by the CMS server to this request. This is especially
useful for pending requests since there is no unique certificate serial number
yet assigned.
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Table 3-9 Variables Returned by the Enrollment Interface (Continued)

Variable Description

request St at us number
A code indicating the current status of the request:

= 1 (Unauthorized): The request specified a value for an authenticator to
perform an automated enrollment, and the authenticator did not authorize
the request.

= 2 (Success): Processing the request was successful and a certificate has been
issued. If i mport Cert was settot r ue, the response will include code
(from the Enr ol | Success. t enpl at e) to import the certificate into the
browser making the request. Otherwise, the response is only a success
message.

= 3 (Pending): The request has been successfully processed by the CMS
server and added to a queue for approval by an agent. If the request has
been submitted to another Certificate Manager or Data Recovery Manager
and is currently pending in the queue for that service, the response
template will be GenSvcPendi ng. t enpl at e instead of
GenPendi ng. t enpl at e.

« 4 (Reserved): Not currently used.
= 5 (Rejected): The request was rejected during policy processing.

= 6 (Error): An error occurred when the CMS server processed the request.
The error may be the result of missing or improperly formatted parameters.

= 7 (Exception): An unknown or unexpected error occurred when the CMS
server processed the request.

schene http | https

The protocol that was used to make the request. Use this along with host and
port to make sure any new requests to the end-entity port use the correct
scheme.

unexpect edErr or string

A message explaining the exception or unexpected error that occurred.

result.recordSet[i] Variables added to each r ecor d object. Each r ecor d object is added as an

variables element of the r ecor dSet array. Multiple records may be returned if more
than one certificate was generated as a result of the request. Dual-key requests
(for example, if the request parameter r equest For nat = cr nf ) may return
two certificates if the request is successfully processed and approved.
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Table 3-9 Variables Returned by the Enrollment Interface (Continued)

Variable Description

base64Cert string
The newly issued certificate in base-64 encoded format. This string includes the
R BEG N CERTI FI CATE- - - - - "header and "- - - - - END
CERTI FI CATE- - - - - " footer.

cert Fi ngerprint

certPrettyPrint

pol i cyMessage

seri al No

string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD?5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).

string

A long text string that shows all of the certificate data in a human readable
form.

string

If the request was rejected by policy processing on the CMS server, this variable
will contain a message explaining why.

number

The serial number (in decimal) of the newly issued certificate.

Get CA Chalin Interface

Description

URI: / get CAChai n
Available on: Certificate Manager only.

Function: Retrieves the CA certificate or certificate chain for the Certificate
Manager either in binary form for use by an application or in a format for display.

The Get CA Chain interface accepts an operation (for example, download) and a
MIME type to be used for the response. The response is always the CA certificate or
certificate chain (if the CA certificate is not self-signed) for the Certificate Manager
handling the request. No templates are used; the response is either ASCII data that
can be displayed or a binary blob (using the indicated MIME type) that can be used
by the requesting application.
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Using the Get CA Chain interface to display certificates is useful for creating data
that can be imported into another application such as an HTTP or LDAP server.

Default Forms

The Get CA Chain interface uses one default form: Get CAChai n. ht m . This form
allows an entity to choose one of four operations:

= Import the CA certificate chain into a browser (downl oad).
< Download the CA certificate chain in binary form (downl oadBI N).

= Display the CA certificate chain in PKCS #7 for importing into a server
(di spl ay).

= Display certificates in the CA certificate chain for importing individually into a
server (di spl ayl ND).

Request Parameters

The following table lists the parameters accepted by the Get CA Chain interface.

Table 3-10 Parameters Accepted by the Get CA Chain Interface

Parameter Format and Description

m meType <t ype>/ <subt ype>

Indicates the MIME the CMS server should use for the response. The default
form uses appl i cati on/ x- x509- ca- cert for downloads. Forop =

downl oadBI N, m neType is ignored and appl i cati on/ oct et - stream is
always used.
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Table 3-10 Parameters Accepted by the Get CA Chain Interface

Parameter Format and Description

op di spl ay | di spl ayl ND | downl oad | downl oadBI N

This required parameter specifies how the CA certificate chain should be
returned:

= di spl ay returns a base-64 encoded PKCS #7 certificate chain.

= di spl ayl NDreturns each certificate in the CA chain in a base-64 encoded
DER blob and a human-readable format.

= downl oad returns the entire certificate chain in binary form using the
MIME type specified. If the browser is not Internet Explorer, the chain is
returned as a PKCS #7 blob. If the browser is Internet Explorer, only the CA
signing certificate will be returned in a DER-encoded format.

= downl oadBI Nis the same as download, except that the MIME type is
always set to appl i cat i on/ oct et - st r eam Use of downl oadBI Nis
deprecated; use downl oad and set mi meType =
appl i cati on/ oct et - st r eamin the request instead.

t enpl at eNane string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The Get CA Chain interface does not use any templates. The response is just the
requested certificate or certificates in the format indicated by the request
parameters.

Get Certificate By Serial Number Interface

Description

URI: / get BySeri al

Available on: Certificate Manager only
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Function: Retrieves the certificate with the given serial number in a specified
format. The certificate can be imported into a browser.

This interface is used in the Enr ol | Success. t enpl at e and

Renewal Success. t enpl at e to download and import the newly issued certificate.
The di spl ayBySeri al . t enpl at e also uses this interface to create “Import
Certificate” and “Import S/MIME Certificate” buttons on a page that displays a
certificate; this allows a user to retrieve and import a certificate that was issued
manually.

Default Forms

There are no default forms that use the Get Certificate By Serial Number interface.
This interface is usually used embedded in a response template to either embed a
certificate in the response or provide a button on a form that downloads and
imports the certificate.

Request Parameters

The following table lists the parameters accepted by the Get Certificate By Serial
Number interface.

Table 3-11 Parameters Accepted by the Get Certificate By Serial Number Interface

Parameter

Format and Description

cmf Response

emai | Cert

i mport Cert

true | fal se

Indicates whether the certificate should be returned using CMMF. The CMMF
format can be used with browsers that understand it to allow the browser to
import the certificate into its database. The CMMF data will be returned as a
JavaScript variable in the response.

true | fal se

Indicates whether the certificate returned is expected to be valid for signing
e-mail.

true | fal se

Indicates how to format the certificate in the response if crmf Response is

f al se or not set. By default, the response will be a page created from the
ImportCert.template file. Ifi mport Cert = t r ue, the MIME type will be set to

appl i cati on/ x-x509- user - cert and the data will be a binary blob in
PKCS #7 format.
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Table 3-11 Parameters Accepted by the Get Certificate By Serial Number Interface (Continued)

Parameter

Format and Description

seri al Nunber

t enpl at eNane

number
The serial number of the certificate to retrieve.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

Ifi nport Cert = true in the request, the response is a binary blob containing the
certificate and no templates are used to construct the response. See the Request
Parameters for details on how the response is formatted.

By default, the | mport Cert . t enpl at e file is used to create the response. The
<CMS_TEMPLATE> tag is replaced with the base JavaScript for responses. In addition,
the Get Certificate By Serial Number interface adds the JavaScript variables listed
in the following table:

Table 3-12 Variables Returned by the Get Certificate By Serial Number Interface

Variable

Description

result.fixed variables

aut hori t yName

cert Ni cknane

cert Type

Variables added to the f i xed object.

Certificate Manager | Regi strati on Manager
The name of the system that handled the request.
string

The nickname for the certificate. By default, this is just the certificate subject
DN.

ca | CEP-Request | client JobjSignCient | ra]server |other

The type of certificate returned. This value is the same as the cer t Type value
passed to the interface in the request.
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Table 3-12 Variables Returned by the Get Certificate By Serial Number Interface (Continued)

Variable

Description

cmf Response

errorDescription

errorDetails

host

port

schene

base-64 encoded data

The CMMF response data containing the certificate (if crmf Response was
t r ue in the request). If the browser supports the Personal Security Manager
crypto API, you can use this response with a call to

i mport User Certificates toimport the certificate into a local database:

i mportUserCertificates(result.fixed.nicknane,
result.fixed. cormf Response, true);

(The last parameter indicates whether the user should be prompted to back up
the key.)

string

A message providing more details about the error described in
errorDet ai | s. This variable is only present if an error occurred while
processing the request.

string

A message explaining the error that occurred while processing the enroliment
request. This variable is only present if an error occurred while processing the
request.

string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same port.

number
The port number that was used to service the request.
http | https

The protocol that was used to make the request. Use this along with host and
port to make sure any new requests to the end-entity port use the correct
scheme.

Variables added to each r ecor d object. Each r ecor d object is added as an
element of the r ecor dSet array. Multiple records may be returned if more
than one certificate was generated as a result of the request. Dual-key requests
(for example, if the request parameter r equest For mat = cr nf) may return
two certificates if the request is successfully processed and approved.
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Table 3-12 Variables Returned by the Get Certificate By Serial Number Interface (Continued)

Variable Description

base64Cert string
The newly issued certificate in base-64 encoded format. This string includes the
R BEG N CERTI FI CATE- - - - - "header and "- - - - - END
CERTI FI CATE- - - - - " footer.

cert Fi ngerprint

certPrettyPrint

serial No

string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD?5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).

string

A long text string that shows all of the certificate data in a human readable
form.

number

The serial number (in decimal) of the certificate.

Get Certificate From Request Interface

Description

URI: / get Cert Fr onRequest

Available on: Certificate Manager or Registration Manager

Function: Retrieves the certificate associated with an enrollment or renewal request
to be displayed in a response template or imported into a browser.

The Get Certificate From Request interface is typically used in JavaScript
embedded in the response template of an enroliment or renewal request. This
interface uses the r equest I Dreturned in the JavaScript of a response to fetch the
associated certificate.

In the Enrol | Success. t enpl at e and Renewal Success. t enpl at e files, there is
JavaScript code to build a URL that fetches the certificate from the Get Certificate
From Request interface. The URL is assigned to the wi ndow. | ocat i on object,
which causes the contents of the URL to be displayed in-line in the response.
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The r equest | D parameter from the response template is required: it identifies the
request from which to extract the certificate. A parameter can also be used to
instruct the requesting browser to import the certificate into its database:

i mport Cert or crmf Response (for browsers that support CMMF).

Default Forms

The Get Certificate From Request interface is used by response templates, not
forms that an entity submits. The interface is used in these templates to incorporate
the certificate in the page itself, so that it can be displayed and possibly imported
into the browser. The templates that use the interface by default are;

« displayCertFronRequest .t enpl at e is a generic template that shows how to
display a certificate from a request.

e Enroll Success. t enpl at e is the template returned by a successful enroliment
request (when a certificate has been issued, not when the request is successful
but still pending).

= Renewal Success. t enpl at e is the template returned by a successful
automated renewal request (such as a renewal using SSL client authentication).

Request Parameters

The following table lists the parameters accepted by the Get Certificate From
Request interface.

Table 3-13 Parameters Accepted by the Get Certificate From Request Interface

Parameter Format and Description

cmf Response true | fal se

Indicates whether the returned certificate should be formatted using Certificate
Management Message Format (CMMF). Entities that support CMMF can use
the result to import the certificate into a local database. The CMMF data will be
returned as a JavaScript variable in the response.

i mport Cert true | fal se

Indicates whether the returned certificate should be imported into the local
database. This causes the MIME type of the returned HTTP to be

appl i cati on/ x-x509- user - cert and the certificate to be a PKCS #7
formatted binary blob.
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Table 3-13 Parameters Accepted by the Get Certificate From Request Interface (Continued)

Parameter

Format and Description

requestid

t enpl at eNane

number

The r equest | Dreturned in the JavaScript by the Enrollment or Renewal
interface (fi xed. request | D).

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

Ifi nport Cert = true in the request, the response is a binary blob containing the
certificate and no templates are used to construct the response. See the Request
Parameters for details on how the response is formatted.

By default, the | mport Cert . t enpl at e file is used to create the response. The
<CMS_TEMPLATE> tag is replaced with the base JavaScript for responses. In addition,
the Get Certificate From Request interface adds the JavaScript variables listed in
the following table:

Table 3-14 Variables Returned by the Get Certificate From Request Interface

Variable

Description

result.fixed variables Variables added to the f i xed object.

aut hori t yName

cert Ni cknane

Certificate Manager | Regi stration Manager
The name of the system that handled the request.
string

The nickname for the certificate. By default, this is just the certificate subject
DN.
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Table 3-14 Variables Returned by the Get Certificate From Request Interface (Continued)

Variable

Description

cmf Response

errorDescription

errorDetails

host

port

requestid

schene

base-64 encoded data

The CMMF response data containing the certificate (if crmf Response was
t r ue in the request). If the browser supports the Personal Security Manager
crypto API, you can use this response with a call to

i mport User Certificates toimport the certificate into a local database:

i mportUserCertificates(result.fixed.nicknane,
result.fixed. cormf Response, true);

(The last parameter indicates whether the user should be prompted to back up
the key.)

string

A message providing more details about the error described in
errorDet ai | s. This variable is only present if an error occurred while
processing the request.

string

A message explaining the error that occurred while processing the enroliment
request. This variable is only present if an error occurred while processing the
request.

string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same port.

number

The port number that was used to service the request.
number

The request identification number that was requested.
http ] https

The protocol that was used to make the request. Use this along with host and
port to make sure any new requests to the end-entity port use the correct
scheme.

result.neader variables

emai | Cert

Variables added to the header object.
true | fal se

If true, the certificate contained in the r ecor dSet array or crmf Response isa
valid S/MIME certificate.

68 iPlanet Certificate Management Server Customization Guide ¢ September 2002



Get CRL Interface

Table 3-14 Variables Returned by the Get Certificate From Request Interface (Continued)

Variable Description
noCert | nport true | fal se

Indicates whether the certificate should not be imported.
request|d number

The request identification number that was requested.

result.recordSet[i]
variables

base64Cert

certFingerprint

certPrettyPrint

seri al No

Variables added to each r ecor d object. Each r ecor d object is added as an
element of the r ecor dSet array. Multiple records may be returned if more
than one certificate was generated as a result of the request. Dual-key requests
(for example, if the request parameter r equest For nat = cr nf) may return
two certificates if the request is successfully processed and approved.

string

The newly issued certificate in base-64 encoded format. This string includes the
R BEG N CERTI FI CATE- - - - - "headerand "- - - - - END

CERTI FI CATE- - - - - " footer.

string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).

string

A long text string that shows all of the certificate data in a human readable
form.

number

The serial number (in decimal) of the certificate.

Get CRL Interface

Description

URI: / get CRL

Available on: Certificate Manager only
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Function: Retrieves the current Certificate Revocation List (CRL) for this certificate
authority.

This interface can be used to retrieve a CRL for display or importing into an
application and it can be used simply to check whether a certificate appears on the
current CRL.

Default Forms

The only default form that uses the Get CRL interface is Di spl ayCRL. ht n1 . This
form allows the user to choose any of the possible options for the getCRL interface:

= Check whether a particular certificate is on the CRL.

= Import the CRL into a browser.

< Display the CRL in binary form.

= Display the CRL in human-readable form (pretty print).

Request Parameters

The following table lists the parameters accepted by the Get CRL interface.

Table 3-15 Parameters Accepted by the Get CRL Interface

Parameter Format and Description

cert Seri al Nunber Number string in decimal (e.g., 330) or hexadecimal (Ox14A).

If op = checkCRL, use this parameter to specify the serial number of the
certificate to check.

i ssuepoi nt Mast er CRL

The default value, Mast er CRL, indicates that the complete master CRL should
be checked. Other issue points may be configured for a Certificate Manager; in
that case use the token that defines the issue point in the configuration file
(CVB. cf g).
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Table 3-15 Parameters Accepted by the Get CRL Interface (Continued)

Parameter

Format and Description

op

t enpl at eNane

checkCRL | di spl ayCRL | get CRL | i nport CRL
This required parameter specifies the CRL operation to perform:

= checkCRL instructs the Certificate Manager to look for the serial number
specified in cert Seri al Nunber on the CRL. The result is returned in the
resul t. header. i sOnCRL field.

= di spl ayCRL returns the entire CRL formatted in HTML for display in a
browser.

= get CRL returns the entire CRL as a PKCS #7 formatted blob; the MIME
type of the response will be appl i cati on/ oct et - st r eamfor
Communicator clients or appl i cati on/ x- pkcs7-cr | . for Internet
Explorer.

= inport CRL isthe same as get CRL except the MIME type is always
appl i cation/ x-pkcs7-crl.

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

Responses to requests for checkCRL or di spl ayCRL use the displayCRL.template
template. The <CMS_TEMPLATE> tag is replaced with the base JavaScript for
responses. In addition, the Get CRL interface adds the JavaScript variables listed in
the following table:

Table 3-16 Variables Returned by the Get CRL Interface

Variable

Description

result.neader variables

cert Seri al Nunber

Variables added to the header object.
number

Ift oDo = checkCRL, this field contains the serial number of the certificate
that was checked (from cer t Seri al Nunber in the request).
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Table 3-16 Variables Returned by the Get CRL Interface (Continued)

Variable

Description

crl Base64

crlPrettyPrint

i sSOnCRL

t oDo

base-64 encoded data
The base-64 encoded CRL data in PKCS #7 format.
string

Contains the CRL formatted for human-readable display if op=di spl ayCRL in
the request.

true | fal se

IftoDo = checkCRL, this field indicates whether the named certificate serial
number appears on the CRL.

di spl ayCRL | checkCRL

Indicates the type of result being returned.

List Certificates Interface

Description
URI:/listCerts

Available on: Certificate Manager
Function: Retrieves a list of certificates that match a query filter.

The query criteria are search filters that the interface uses to select certificates in the
Certificate Manager’s repository. The quer yCert . ht M default form contains
JavaScript code that can construct all possible filters. You should study this file for
examples before you write code to construct your own forms. Valid query filter
constructions are explained in the Request Parameters section.

The response is constructed using the quer yCert . t enpl at e. The listing that this
template provides by default has code for displaying a listed certificate in more
detail, revoking a listed certificate, or revoking all certificates listed.

Default Forms

The List Certificates interface uses two default forms:
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e queryBySerial.htm isasimple form that accepts a lower and upper bound
for the range of serial numbers and the option to skip revoked or invalid
certificates. This form constructs a simple query filter to select certificates that
meet the user’s preferences for certificate status (valid, invalid, and revoked).

e queryCert.htm isacomplex form that allows the user to specify all possible
query criteria. This form makes extensive use of JavaScript to formulate a
query filter for any criteria the user chooses.

Request Parameters

The following table lists the parameters accepted by the List Certificates interface.

The queryCer t Fi | t er parameter must be a valid query filter. The syntax and valid
guery parameters are too complex to describe in the parameter table. Details about
valid parameters and values for query filters are in a separate table following the
parameters.

Table 3-17 Parameters Accepted by the List Certificates Interface

Parameter Format and Description

max Count number

Specifies the maximum number of certificates to display on each page returned.
If more than maxCount certificates match the search criteria, each page will
have controls to see the next or previous page of results.

op listCerts

The only operation supported by the List Certificates interface is| i st Certs.
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Table 3-17 Parameters Accepted by the List Certificates Interface (Continued)

Parameter

Format and Description

queryCertFilter

querySenti nel

t enpl at eNane

([ <OP>] <FI LTER>[ <FI LTER>. . . ])
Details about building query filters are provided in the next table.
The queryCert Fi | t er must be enclosed in parentheses.

The <OP> argument, required if there is more than one <FI LTER>, specifies
how the filters that follow should be logically evaluated:

= & (ampersand) means that the filters should be linked by a logical AND: all
filters must evaluate to true for the expression to match a certificate.

= | (pipe) means that the filters should be linked by a logical OR: if at least
one filter evaluates to true, the expression matches a certificate.

Any number of filters can be concatenated within any set of parentheses.
An example filter is

(&(cert Status=VALI D) (| (x509cert.nsExtension. SSLC i ent =on) (
x509cert . nsExt ensi on. Secur eEmai | =on) ) )

This filter matches any certificate that is valid and has either the SSL Client or
S/MIME bit set in the netscape-cert-type extension.

nunber
number

The quer ySent i nel indicates which record out of the total matching set
should be the first displayed on the resulting output page. For example, if

t ot al RecordCount = 15and maxCount = 5,setquerySenti nel to6to
show the 6th through 10th element of the matching set.

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

The following table describes the parameter names that are valid for constructing
query filters, and the range of valid values that can be used with the parameter.
The parameters can be combined using parentheses and logical operators (as
described in the previous table) to construct query filters of arbitrary complexity.
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In afilter, the parameter name is compared to the expression value using one of the
relational operators = (matches), < (less than), <= (less than or equal to), > (greater
than), or >= (greater than or equal to). Some expressions (such as

x509cert. subj ect) accept the asterisk (*) as a wildcard to match 0 or more
characters; for example. " E=j doe*" matches " E=j doe@xanpl e. cont and
"E=j doe@xanpl e. com "

Table 3-18 List Certificates queryCertFilter Parameters

Parameter

Expression Values

certCreateTine

certl ssuedBy

certRecordl d

cert RevokedBy

cert RevokedOn

Value: date (number of seconds since Jan 1, 1970)
A date object can be created using the JavaScript Dat e() constructor.

This parameter matches the date a certificate was issued. For example, to
find certificates created during 1999:

oj ect | owDate = new Dat e( 1999, 00, 01);
oj ect hi ghDate = new Date(1999, 11, 31);
formqueryCertFilter.value =
"(&certCreateTime>=" + |owbate + ")" +
"(certCreateTi ne<=" + highDate + ")";

Value: user ID of an agent issuing a certificate

Use the asterisk (*) wildcard to match partial names. For example,
(certlssuedBy=l ocal Agent *).

Value: number in decimal or hexadecimal.

This parameter matches the serial number on a certificate. Connect a lower
and upper bound with a logical AND (&) to specify a bounded range of
serial numbers. For example:

(&(cert Recordl d>=100) (cert Recor dl d<=199))
Value: user ID of an agent that revoked a certificate

Use the asterisk (*) wildcard to match partial names. For example,
(cert RevokedBy=I ocal Agent *).

Value: date (number of seconds since Jan 1, 1970)
A date object can be created using the JavaScript Dat e() constructor.

This parameter matches the date when a certificate was revoked. See
cert Creat eTi e for an example of creating a date value in JavaScript
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Table 3-18 List Certificates queryCertFilter Parameters (Continued)

Parameter Expression Values

cert Status Value: * | EXPI RED | | NVALI D | REVCKED | VALI D |
REVOKED_EXPI RED

This parameter matches the current status of a certificate. The asterisk (*)
matches any status.

x509cert.certRevol nfo  Value:* | number between 0 and 6

This parameter matches the reason for revocation code on a certificate. The
revocation codes are:

= 0 - Reason not specified
< 1 -Key compromised

e 2-CAkey compromised
= 3 - Affiliation changes

« 4 - Certificate superseded
= 5 - Cessation of operation
= 6 - Certificate is on hold

To search for multiple values, construct a filter with multiple

x509cert . cert Revol nf o parameters connected with a logical OR. Do
not connect these parameters with an AND, since a certificate cannot have
more than one revocation reason. For example, to match certificates
revoked due to key compromise or an unspecified reason:

(] (x509cert. cert Revol nfo=0) (x509cert. certRevol nfo=1))
x509cert . duration Value: number of milliseconds

This parameter matches the total number of milliseconds of a certificates
validity period. Typically a range is specified using filters with >= and <=
operators, rather than an exact match. The following list shows the number
of milliseconds in some typical time intervals:

- Day: 86,400,000
- Week: 604,800,000

- Month (30 Days): 2,592,000,000
- Year: 31,536,000,000
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Table 3-18 List Certificates queryCertFilter Parameters (Continued)

Parameter Expression Values

x509cert. not After Value: date (number of seconds since Jan 1, 1970)
A date object can be created using the JavaScript Dat e() constructor.

This parameter matches the date when a certificate expires. See
cert Creat eTi ne for an example of creating a date value in JavaScript

x509cert . not Bef ore Value: date (number of seconds since Jan 1, 1970)
A date object can be created using the JavaScript Dat e() constructor.

This parameter matches the date when a certificate became valid. See
cert Creat eTi ne for an example of creating a date value in JavaScript

x509cert . nsExt ensi on. Value: on | of f
x> This parameter matches the bit in the ns-cert-type extension specified by
the extension <X>.
Substitute an extension identifier for <X>:
= SecureEmail -for S/MIME certificates
= SSLd i ent -for SSL client certificates
= SSLServer - for SSL server certificates
= Subordi nat eEmai | CA - for certificates with the S/MIME CA bit set
= Subor di nat eSSLCA - for certificates with the SSL CA bit set

For example, to match only certificates with the SSL client bit (bit 0) set in
the ns-cert-type extension:

(x509cert. nsExt ensi on. SSLO i ent =on)
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Table 3-18 List Certificates queryCertFilter Parameters (Continued)

Parameter

Expression Values

x509cert . subj ect

Value: a pattern that may include the wildcard (*)

This parameter matches the certificate subject DN. You can use a single
filter or connect multiple filters to build more complex DN patterns.

The value is typically a string in the form * <TAG=<VALUE>* . The
asterisks allow the name-value pair to be matched at any location in the
DN. The tag is one of the subject DN attributes: CN, E, Ul D, QU, O, L, ST, C.

To allow partial matches, use the wildcard in the attribute value. For
example, to match email addresses containing " j doe, "

(x509cert. subj ect =*E=*j doe*)

To force an exact match of " j doe@xanpl e. com " you should still use
the wildcard to allow the E attribute to occur anywhere in the DN:

(| (x509cert . subj ect =* E=j doe@xanpl e. com *)
(x509cert. subj ect =*E=j doe@xanpl e. con))

Response

The default response template is quer yCert . t enpl at e. The base JavaScript for
responses is inserted in place of the <CVMS_TEMPLATE> tag. In addition, the
Revocation interface adds the JavaScript variables listed in the following table:

Table 3-19 Variables Returned by the List Certificates Interface

Variable

Description

result.header Variables

current Recor dCount

i ssuer Nanme

max Count

op

Variables added to the header object.

The total number of certificates displayed on this page of output. This
number may be less than totalRecordCount.

The distinguished name (DN) of the certificate authority that processed the
query. This DN appears in the issuer field of all of the certificates listed.

Example: CN=Certificate Manager, O=Organization, C=US

The maximum number of certificate records to display on any single page of
output.

The operation parameter to send (to the ser vi ceURL) when the user requests
more certificates. This value will always be | i st Cer t s for the List Certificates
interface.
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Table 3-19 Variables Returned by the List Certificates Interface (Continued)

Variable Description

queryCertFilter The quer yCert Fi | t er parameter that was used to generate the current list of
certificates, and will be used for subsequent pages if the user requests to see
more certificates. For information on how the filter is constructed, see the
Request Parameters section.

An example queryCertFilter is
(&(cert Stat us=VALI D) (cert Recor dl d>=100))

querySenti nel This field holds the number of the lowest certificate serial number to display on
the current page of output.

servi ceURL The URI to use to post requests for more certificates matching the query
criteria. This variable will always be / | i st Cert s for the List Certificates
interface.

t enpl at eName The name of the response template the CMS server should use to construct a

response from the ser vi ceURL. By default, this field will always be
queryCert.tenpl at e for the List Certificates interface.

t ot al Recor dCount The total number of records that match the query criteria. This number may be
larger than the currentRecordCount if not all of the matching certificates can be
displayed on one page of output.

recordSet Variables These fields are added to each r ecor d object in the r ecor dSet array. They
are accessed as fields of ar ecor dSet element in the JavaScript; for example,
result.recordSet[1].error.

i ssuedBy The user ID of the agent that issued the certificate.

i ssuedOn The date when the certificate was issued. Dates are represented as number of
seconds since January 1, 1970. The default template provides a function,
r ender Dat eFr onfSecs, that converts these dates to a human-readable string.

revocat i onReason If the certificate has been revoked, this field contains the code for the reason.
The revocation codes are:

= 0- Reason not specified
« 1-Keycompromised

e 2-CA key compromised
= 3 - Affiliation changes

e 4 - Certificate superseded
= 5- Cessation of operation
= 6 - Certificate is on hold

r evokedBy The user ID of the agent who revoked the certificate.
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Table 3-19 Variables Returned by the List Certificates Interface (Continued)

Variable Description

revokedOn The date when the certificate was revoked. See the description for issuedOn for
details on date values.

seri al Nunber The serial number of the certificate (in decimal).

si gnatureAl gorithm

subj ect

subj ect Publ i ckeyAl g
orithm

subj ect Publ i cKeyLen
gth

val i dNot Af t er

val i dNot Bef or e

The Obiject Identifier (OID) of the algorithm used to sign the certificate. For
example, " 1. 2. 840. 113549. 1. 1. 4" is the OID for an MD5 with RSA
signature.

The subject distinguished name of the certificate. For example, " CN=Jane
Doe, Ul D=j doe, OUUsers, O=Organi zation, ST=California,
C=Uus."

The OID of the key algorithm used by the public key contained in the
certificate. For example, " 1. 2. 840. 113549. 1. 1. 1" represents an RSA key.

The number of bits of the public key contained in the certificate.

The date when the certificate expires. See the description for i ssuedOn for
details on date values.

The date when the certificate became valid. See the description for i ssuedOn
for details on date values.

Renewal Interface

Description

URI: /renewal

Available on: Certificate Manager or Registration Manager

Function: Processes requests for certificate renewal.

The Renewal interface allows an end entity to present a certificate and have it
renewed. Only certificates that can be used for SSL client authentication can be
renewed using the Renewal interface.
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Default Forms

The only default form used by the Renewal interface is User Renewal . ht m . This
form allows a user to renew a certificate using SSL client authentication.

Request Parameters

The following table lists the parameters accepted by the Renewal interface.

Table 3-20 Parameters Accepted by the Renewal Interface

Parameter Format and Description
cert Type client

Only client certificate renewals are supported through the Renewal interface.
doSsl| Aut h on | of f

r equest For mat

t enpl at eName

Set to on to force the CMS server to request an SSL client authentication
certificate. Since this is the only renewal method supported, doSs| Aut h
should always be set to on.

clientAuth
Only client certificate renewals are supported through the Renewal interface.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

Responses from the Renewal interface are functionally equivalent to the
Enrollment interface. Once the request has been submitted, the role of the
Certificate Manager or Registration Manager is the same as if the request were for
enrollment: the CMS server either rejects the request, queues it for manual
processing, or issues a certificate.
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The only difference in the response is for a successful request. The Renewal
interface uses the Renwal Success. t enpl at e file by default instead of

Enrol | Success. t enpl at e. The difference between these two files (by default) is
superficial: the word “Enrollment” is replaced with the word “Renewal.” If you
want to customize the renewal success message, customize the
RenewalSuccess.template file.

Except for template for a successful request, the Renewal interface response is
identical to the Enrollment interface response.

Refer to the Response section of the section “Enrollment Interface” on page 49 for
complete details on the data returned and templates used.

Revocation Interface

Description

URI: /revocation
Available on: Certificate Manager or Registration Manager

Function: Allows automatic revocation of certificates by client authentication (an
entity can revoke a certificate it presents).

The response is always a form that indicates the status of the revocation request
(revoked, pending, or error), the result of updating the Certificate Revocation List,
and the result of updating the certificate directory (if publishing is enabled).

Default Forms

The Revocation interface uses the UserRevocation.html form by default. This form
posts requests that use SSL client authentication to present the certificate to be
revoked. The certificate is automatically revoked.

Request Parameters

The following table lists the parameters accepted by the Revocation interface.
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Table 3-21 Parameters Accepted by the Revocation Interface

Parameter

Format and Description

cert Type

csr Request or Comment s

csr Request or Enai |

csr Request or Name

csr Request or Phone

doSsl Aut h

op

client

Specifies the type of certificate to revoke. For automatic revocation, the
cert Type must be cl i ent and doSsl| Aut h must be on.

string

Additional comments to assist the agent who will process the revocation
request.

string

Contact email address of someone responsible for the CMS server certificate.
May be used to send out notification when a certificate has been revoked.
Example: alice@example.com

string

Name of someone responsible for the CMS server certificate; helps identify
the requestor during manual revocation.
Example: Alice Apple

string

Phone number of someone responsible for the CMS server certificate.
Example: 650.555.1212

on | of f

Instructs the CMS server to request SSL client authentication. The certificate
that the entity then presents will be the one that is automatically revoked.
Only valid if cert Type = client.

Revocat i onRequest

RevocationRequest is the only value currently supported for the op
parameter. This parameter is required.
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Table 3-21 Parameters Accepted by the Revocation Interface (Continued)

Parameter Format and Description

reasonCode 0-8

The r easonCode identifies the reason the certificate is being revoked. This
information will be recorded on the Certificate Revocation List. The

r easonCode is only valid for automatic revocation requests. Manual
revocation requests can use the csr Request or Corment s parameter to tell
the processing agent why the certificate is being revoked.

The meaning of the r easonCode values are:
= 0 - Unspecified

« 1 - Key Compromised

e 2-CA Compromise*

= 3 - Affiliation Changed

e 4 - Certificate Superseded

= 5 - Cessation of Operation

= 6 - Certificate Hold*

= 7 - (Reserved for future use)*

= 8- Remove from CRL*

Values marked with an asterisk (*) are valid r easonCode parameters that
are not used in the default User Revocat i on. ht m form. These values
should generally not be used for client self-revocation.

seri al Nunber string

The serial number of the certificate to be revoked. This parameter is used for
manual revocation: either a serial number or a subject name is used to
identify the certificate to be revoked.

subj ect string
The subject distinguished name (DN) of the certificate to be revoked.
t enpl at eNane string

Filename relative to the template directory (web/ ee, web/ agent / ca,
web/ agent / kr a, or web/ agent / r a) of a file to use as the response
template. This template will be used for any response, overriding default
template settings.

t enpl at eType Revocati onConfirmation

Revocat i onConfi rmati on is the only value currently supported. This
parameter is required.

84 iPlanet Certificate Management Server Customization Guide * September 2002



Revocation Interface

Response

The default response template is revocationResult.template. The base JavaScript for
responses is inserted in place of the <CVMS_TEMPLATE> tag. In addition, the
Revocation interface adds the JavaScript variables listed in the following table:

Table 3-22 Variables Returned by the Revocation Interface

Variable Description

Generic Variable

revokedCerts The number of certificates that were revoked as a result of the request.
result.header Variables Variables added to the header object.
certsToUpdate The number of certificates that need to be updated in the publishing directory

as a result of the request. Used only when directory publishing is on, indicated
by the di r Enabl ed field in the header object.

cert sUpdat ed A number, less than or equal to cer t sToUpdat e, indicating how many
certificates have already been successfully updated in the publishing directory.
Used only when directory publishing is on, indicated by the dirEnabled field in
the header object.

di r Enabl ed yes | no

Indicates whether directory publishing is enabled on the Certificate Manager
where the revocation request was handled. May be nul | if directory
publishing is not defined.

error A text message indicating why the revocation request itself could not be
processed. The r esul t . header . err or message will exist only when
resul t. header.revoked = no.

r evoked yes | pendi ng | no

This field indicates the overall status of the revocation request. If the certificate
could be revoked automatically, revoked will be yes. If the request was
processed successfully, but requires manual processing by an agent, r evoked
= pendi ng. Ifrevoked = no, the request could not be processed. See
resul t. header. error for the error message.

t ot al Recor dCount The total record count indicates the number of requests that were successfully
processed. This number may be different from the number of certificates
actually revoked. The r ecor dSet array contains information for each
processed revocation request (including requests that failed due to an error).
TherecordSet . | engt h may be less than t ot al Recor dCount if any
certificates were already revoked.
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Table 3-22 Variables Returned by the Revocation Interface (Continued)

Variable

Description

updat eCRL

updat eCRLEr r or

updat eCRLSuccess

recordSet Variables

error

seri al Nunber

yes | no

If present and equal to yes, this field indicates that the Certificate Manager has
attempted to update the Certificate Revocation List (CRL). Check

updat eCRLSuccess to see if the update was successful. If this field isnul | or
equal to no, the Certificate Manger will attempt to update the CRL at the next
scheduled update interval.

This text message indicates the reason why an attempt to update the CRL has
failed. This will be present if updat eCRL = yes and updat eCRLSuccess =
no (orisnul 1).

yes | no

If updat eCRL = yes, this field indicates whether the attempt to update the
CRL has succeeded and the certificate now appears as revoked on the CRL. If
this field is null or equal to no, see updat eCRLErr or.

These fields are added to each record object in the recordSet array. They are
accessed as fields of a recordSet element in the JavaScript; for example,
result.recordSet[1].error.

This text message indicates the reason that the certificate associated with this
recor dSet was processed, but could not be revoked.

Contains the serial number of the certificate represented by thisr ecor dSet
object.
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Chapter 4

Internationalization of End-Entity
Interface

The services interfaces that come with iPlanet Certificate Management Server
(CMS) make it possible for end-entities and agents to interact with the server. Your
end-entities and agents can use the interface’s HTML-based forms to carry out
various certificate and key-related operations, such as enrolling for, renewing, and
revoking certificates.

You can use the default forms as they are, customize them, or develop your own
forms to suit your organization’s policies or terminology. This chapter explains
how to customize the forms and templates used by the interfaces.

The chapter has the following sections:

= Displaying Forms in Non-English Languages (page 87)

Displaying Forms in Non-English Languages

The forms and response templates that come with Certificate Management System
are all in English. Certificate Management System supports forms and templates in
other languages, and multiple languages can be supported on the same CMS
server instance. Every aspect of the CMS server is designed to accomodate multiple
languages, including all storage and certificate processing (it is possible to have
certificate subject names with data in Chinese, for example). The CMS
administration console windows support data in non-English languages, but the
messages and menu items cannot be localized.

When an HTTP or HTTPS request arrives at the CMS server, the CMS server
checks the HTTP Accept - | anguage header to see what languages are preferred by
the requestor. For example, a client that prefers content in Korean would have the
value “ko” in the Accept - | anguage header. The server looks in the directory
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where the default form would be stored to see if there is a directory matching the
first value in the Accept - | anguage header. If there is such a directory, the CMS
server looks for the correct form or template in the language-specific directory; if
the form or template is not found, the default is still used.

For example, the manual user enrollment form is ManUser Enrol | . ht m . It is stored
in the web/ ee/ directory below the CMS server root. If you wanted to provide a
version of this form in French and German for your users, you would translate the
form, create the directories web/ ee/ f r (French) and web/ ee/ de (German), and put
the translated versions of the form in the appropriate, language-specific
subdirectory. The appropriate form is sent to users automatically based on the
language preferences set in their browsers.

Localized versions of the agent forms and templates are supported in the same
way. Create language-specific subdirectories of web/ agent / ca, web/ agent / kr a,
and web/ agent / r a to provide forms and templates for agents in non-English
languages.

Note that if a browser sends more than one language, the CMS server will try to
match one of the browser’s language preferences with the default locale of the
system where the server is running. If no match is found, the default page in
English will be returned to the browser. Users having trouble accessing your
localized content should make sure they have only one language set in their
browsers.

Certificate Management System uses a default character set for each language (see
Table 4-1). If you want to use a different character set for a language, you must edit
the CMS server configuration file CMS. cf g and add a line with the following
format:

i 18nChar set . <l ang>=<char set >

Where <I ang> is the two-letter code for the language (the same as the directory
where the localized files are stored) and <char set > is the character set to use with
files in that language. For example, to use a character set named EUC KR for
Korean-language (ko) content, add the following line to CVs. cf g:

i 18nChar set . ko=EUC_KR

The following table lists the languages supported by Certificate Management
System, the two-letter language code to use for language-specific directories, and
the default character set Certificate Management System uses for the language:
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Table 4-1 Languages and Default Character Sets

Language Code  Character set Language Code  Character set
Albanian sq 1SO-8859-2 Arabic ar 1SO-8859-6
Bulgarian bg 1SO-8859-5 Byelorussian be 1SO-8859-5
Catalan (Spanish) ca 1SO-8859-1 Chinese zh GB2312
(Simplified/Mainland)
Chinese zh Bigh Croatian hr 1SO-8859-2
(Traditional/Taiwan)
Czech cs 1SO-8859-2 Danish da 1SO-8859-1
Dutch nl 1SO-8859-1 English en 1SO-8859-1
Estonian et 1SO-8859-1 Finnish fi 1SO-8859-1
French fr 1SO-8859-1 German de 1SO-8859-1
Greek el 1SO-8859-7 Hebrew he 1SO-8859-8
Hungarian hu 1SO-8859-2 Icelandic is 1SO-8859-1
Italian it 1SO-8859-1 Japanese ja Shift_JIS
Korean ko KSC_5601 Latvian (Lettish) Iv 1SO-8859-2
Lithuanian It 1SO-8859-2 Macedonian mk 1SO-8859-5
Norwegian no 1SO-8859-1 Polish pl 1SO-8859-2
Portuguese pt 1SO-8859-1 Romanian ro 1SO-8859-2
Russian ru 1SO-8859-5 Serbian Sr 1SO-8859-5
Serbo-Croatian sh 1SO-8859-5 Slovak sk 1SO-8859-2
Slovenian sl 1SO-8859-2 Spanish es 1SO-8859-1
Swedish SV 1SO-8859-1 Turkish tr 1SO-8859-9
Ukranian uk 1SO-8859-5
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Part 2

Customizing Agent Services Interface

Chapter 5, “Introduction to Agent Services Interface”

Chapter 6, “Agent Interface Reference”
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Chapter 5

Introduction to Agent Services
Interface

iPlanet Certificate Management Server (CMS) provides HTML forms-based
interfaces for agents to use in performing certificate- and key-related operations.
This chapter introduces these forms and explains how they work. You can use the
forms as they are provided out of the box or customize them to meet your
organization’s requirements.

This chapter has the following sections:
= Agent Services Interface (page 93)
= Accessing the Agent Services Interface (page 97)

< Agent Forms and Templates (page 97)

Agent Services Interface

As an administrator, you can designate privileged users, called agents, for each
subsystem. Agents are responsible for the day-to-day operation of requests from
end entities. To enable agents to accomplish their duties, Certificate Management
System provides a set of HTML forms for Certificate Manager, Registration
Manager, and Data Recovery Manager agents. Collectively, these forms are called
the Agent Services interface.

Depending on the choices you made during installation, a combination of the
following agent services will be installed:

= Certificate Manager Agent Services
= Registration Manager Agent Services

= Data Recovery Manager Agent Services
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This section gives an overview of these forms and explains how to access them. For
a complete list of the agent forms and output templates that come with Certificate
Management System, see “Agent Forms and Templates” on page 97. For
step-by-step instructions on using the agent forms, see CMS Agent’s Guide. For
information on locating this guide, see “Where to Go for Related Information” on
page 12.

Note that accessing the Agent Services interface is a privileged operation, requiring
certificate-based (or strong) authentication. It can be done only by users belonging
to authorized agent groups maintained by Certificate Management System in its
internal database. For details, see section “Agents” in Chapter 13, “Managing
Privileged Users and Groups” of CMS Installation and Setup Guide.

Certificate Manager Agent Services

The Certificate Manager Agent Services interface enables a Certificate Manager
agent to interact with the Certificate Manager (the server). Figure 5-1 shows the
Certificate Manager Agent Services interface.

Figure 5-1  Certificate Manager Agent Services interface

iPlanet
Certificate Management  Agent Services

System

Certificate Manager

List Requests List Requests

List Use this form to show a list of certificate requests,
Certificates

Search for
Certificates Request type: |Show enrollment requests |

Revoke Request status: |Show pending requests |
Certificates
: Starting reguest identifier: l—
Display {optionaly
Revocation
List

Update

Revocation Find first |5 recards Help |

List

Update
Directory
Server

OGSP Service
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Using the default forms, a Certificate Manager agent can accomplish tasks such as
these:

= Listing deferred certificate requests from end entities and process them
= Listing certificates issued by the server

= Searching for certificates issued by the server

= Revoking certificates issued by the server

= Updating certificates and certificate revocation lists (CRLs) maintained in the
publishing directory

Registration Manager Agent Services

The Registration Manager Agent Services interface enables a Registration Manager
agent to interact with the Registration Manager (the server). Figure 5-2 shows the
Registration Manager Agent Services interface.

Figure 5-2  Registration Manager Agent Services interface

Certificate Management  Agent Services

System

istration Manager

List Requests List Req uests
List Use this form to shaw a list of certificate requests.

Certificates

Search for
Certificates Request type: [Show enrollment requests x|

Revoke Request status: IShDW pending requests j

Certificates

. Starting request identifier: l—
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Revocation
List

Update

Revocation Find first |5 records Help |

List

Update
Directory
Server

OCSP Service

Using the default forms, a Registration Manager agent can list deferred certificate
requests from end entities and process them.
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Data Recovery Manager Agent Services

The Data Recovery Manager Agent Services interface enables a Data Recovery
Manager agent to interact with the Data Recovery Manager (the server). Figure 5-3
shows the Data Recovery Manager Agent Services interface.

Figure 5-3  Data Recovery Manager Agent Services interface

iPlanet
Certificate Management  Agent Services

System

Data Recovery Manager

Authorize Recovery (for Recovery Agents)

SRl SR Use this form to approve a key recovery.

Authorize Recavery authorization reference number:

Recovery

Examine Help |

Using the default forms, a Data Recovery Manager agent can search for and
recover end users’ encryption private keys from the key archive. Key recovery
requires authorization from key recovery agents; see section “Key Recovery
Process” in Chapter 13, “Managing Privileged Users and Groups” of CMS
Installation and Setup Guide.
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Accessing the Agent Services Interface

Access to the Agent Services interface is restricted to authorized agents only. To
access the Agent Services interface for a particular subsystem:

1. Open aweb browser.

2. Go to the page where the Agent Services interface for Certificate Management
System is installed.

The default URL for this page is: ht t ps: / / <host name>: <agent _port >
<host nane> is in the form: <machi ne_name>. <your _domai n>. <domai n>

If you have customized Certificate Management System, go to the page
containing the agent forms that you would use to submit a request.

3. Inthe Agent Services menu, choose the agent services you require:

o To access the agent services for the Certificate Manager, click the
Certificate Manager Agent Services link.

o To access the agent services for the Registration Manager, click the
Registration Manager Agent Services link.

o To access the agent services for the Data Recovery Manager, click the Data
Recovery Manager Agent Services link.

The appropriate interface appears.

Agent Forms and Templates

This section describes the Agent Services interface, gives the location of the agent
forms and output templates, and lists all of the default forms and templates.

Structure of the Agent Services Interface

As shown in Figure 5-4, the Agent Services interface is divided into three parts or
frames—top, menu, and content. The top frame includes the tabs that allow you to
select a subsystem. The menu lists all the operations supported by the selected
subsystem. The content shows the form pertaining to the operation an agent
chooses in the menu; the form contains information to carry out the selected
operation.
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Figure 5-4  Various parts of the Agent Services interface
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Locating Agent Forms and Templates

You can find the HTML forms specific to agent operations and the corresponding
output templates at this location:

<server _root>/cert-<instance_i d> web/ agent/ <subsyst enr

<server _r oot > is the directory where the CMS binaries are kept, as specified
during installation.

<i nstance_i d> is the ID for this instance of Certificate Management System.
You specified this ID during installation.

<subsyst enp refers to the forms directory pertaining to a subsystem, the
Certificate Manager (ca), Registration Manager (r a), or Data Recovery
Manager (kr a).
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Chapter 6

Agent Interface Reference

This chapter provides a detailed reference of all the service interfaces available on
an agent port of iPlanet Certificate Management Server. For each interface, there is
a description including the URI used, the purpose, and which agents can use it, a
list of forms that use the interface by default, a detailed description of valid input
parameters and their values, and information about the response which lists the
templates used and the additional JavaScript variables available.

The chapter has the following sections:

= Overview of Agent Interfaces (page 100)

= Approve Revocation Interface (page 101)

= Bulk Enrollment Interface (page 105)

= Display Key By Serial Number Interface (page 115)
= Display Key For Recovery Interface (page 118)
= Examine Recovery Interface (page 120)

= Get Approval Status Interface (page 122)

e Get PKCS #12 Data Interface (page 125)

= Grant Recovery Interface (page 126)

= Key Query Interface (page 128)

= Key Recovery Query Interface (page 133)

= Process Certificate Request Interface (page 138)
= Process DRM Request Interface (page 147)

= Process Request Interface (page 150)

= Recover Key By Serial Number Interface (page 153)
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< Remove Certificate Hold Interface (page 156)

= Requests Query Interface (page 159)

= Select for Revocation Interface (page 164)

= Update CRL Interface (page 167)

= Update Directory Interface (page 168)

Overview of Agent Interfaces

The following table lists the agent interfaces and their functions:

Table 6-1

Agent Interfaces

Interface

URI

Purpose

Approve Revocation
Interface

Bulk Enrollment Interface

Display Key By Serial
Number Interface

Display Key For Recovery
Interface

Examine Recovery
Interface

Get Approval Status
Interface

Get PKCS #12 Data
Interface

Grant Recovery Interface

Key Query Interface

/ cal doRevoke
/ ral doRevoke

/ cal bul ki ssuance

[ kral di spl ayBySeri al

/ kral/di spl ayBySeri al ForR

ecovery

/ kr al exam neRecovery

/ kr al get Approval St at us

/ kral get Pk12

/ kral grant Recovery

/ kr al quer yKey

Use the id assigned to a pending request to
retrieve the certificate once it has been
issued.

Allows a process to programatically
connect to the interface using SSL client
authentication (with a CMS agent
certificate) to submit a request and receive a
certificate in response.

Display information about an archived key.

Display a form for recovering a key.

Check to see if a recovery request id is
valid.

Display the status of a key recovery
operation.

Retrieve the PKCS #12 data containing a
recovered key.

Submit an agent password to approve a key
recovery.

View archived keys that meet query
criteria.
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Table 6-1 Agent Interfaces (Continued)

Interface URI Purpose

Key Recovery Query / kral quer yKeyFor Recovery Display archived keys that meet query
Interface criteria and get links to initiate recovery of

Process Certificate
Request Interface

Process DRM Request
Interface

Process Request Interface

Recover Key By Serial
Number Interface

Remove Certificate Hold
Interface

Requests Query Interface

Select for Revocation
Interface

Update CRL Interface

Update Directory
Interface

/ cal processCert Req
/ral processCert Req

/ kral processReq

/ cal processReq
/ral processReq

/ kral recoverBySeri al

/ cal doUnr evoke
/ ral doUnr evoke

/ cal quer yReq
/ral quer yReq
/ kral queryReq

/ cal reasonToRevoke
/ral reasonToRevoke

/ cal updat eCRL
/ ral updat eCRL

/ cal updat eDi r
/ralupdateDir

these keys.

Allows agents to accept or reject requests
for enrollment, renewal, or revocation.

Allows key recovery agents to view
requests and change request assignments.

Allows agents to view pending requests
and assign them to themselves.

Given an archive serial number, display a
form for recovering the archived key.

Remove the “on hold” revocation status of
a certificate.

View requests that match certain criteria
(such as request type or status).

Revoke a set of certificates for a given
reason.

Force the Certificate Revocation List (CRL)

to be updated before the scheduled update.

Force the publishing directory to be
updated before the next scheduled update.

Approve Revocation Interface

Description

URI: / ca/ doRevoke or/ra/ doRevoke

Available on: Certificate Manager or Registration Manager

Function: Actually revokes a certificate or group of certificates for a given reason.

Chapter 6  Agent Interface Reference
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The Select for Revocation Interface is used to select a certificate or group of
certificates for revocation based on some criteria. That interface returns a list of
certificates using the r easonToRevoke. t enpl at e file. The

reasonToRevoke. t enpl at e response contains a form that posts data to the
Approve Revocation interface with the serial numbers and reasons to finally
revoke the certificates.

Default Forms

The Approve Revocation interface is accessed through the

reasonToRevoke. t enpl at e file by default. No forms directly post data to this
interface. Other forms, such as revokeCert . ht nl , are used to select certificates
based on query criteria; the selected certificates can then be marked for revocation
by creating buttons or links that post data to the Approve Revocation interface.

Request Parameters

The following table lists the parameters that are used to revoke certificates through
the Approve Revocation interface. This is an agent interface, so the HTTP POST or
GET request must use SSL client authentication with a valid agent certificate.

Table 6-2 Parameters Accepted by the Approve Revocation Interface

Parameter Format and Description

b64eCertificate base-64 encoded certificate data

Allows you to specify the certificate to revoke by posting its base-64
encoding to the interface.

csr Request or Comment s string

A comment field to provide more details about why the certificates are
being revoked.

invalidityDate number of seconds since 1 January 1970

The time when the certificates became invalid.
op doRevoke

The only operation supported is doRevoke.
request|d number

Specifies the enrollment request id corresponding to the certificate to
revoke. This allows you to post revocations to a Registration Authority.
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Table 6-2 Parameters Accepted by the Approve Revocation Interface (Continued)

Parameter

Format and Description

revocat i onReason

revokeAl |

seri al Nunber

t enpl at eNane

tenpl at eType

t ot al Recor dCount

0-6

The code for the reason the certificates are being revoked. The
revocation codes are:

= 0 - Reason not specified
« 1 - Key compromised

e 2-CAkey compromised
= 3 - Affiliation changes

= 4 - Certificate superseded
= 5 - Cessation of operation
= 6 - Certificate is on hold
QUERY_FILTER

For information on constructing a query filter, see Table 3-17 in the
section for “List Certificates Interface” on page 72.

To ensure accuracy when revoking certificates, you should use a query
filter that selects each certificate by its serial number.

An example value for r evokeAl | to revoke certificates with serial
numbers 10 and 14 is:

(| (cert Recordl d=10) (cert Recordl d=14))
number

Specifies the serial number of a certificate to revoke.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,
web/ agent / kr a, or web/ agent / r a) of a file to use as the response
template. This template will be used for any response, overriding
default template settings.

string

The name of the template to use for the response. The
reasonToRevoke. t enpl at e file sets this to Revocat i onSuccess.

number

The total number of certificates selected by the r evokeAl | filter. This
number can be determined from the response variables in a template
used to select certificates for revocation.
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Table 6-2 Parameters Accepted by the Approve Revocation Interface (Continued)

Parameter Format and Description

veri fi edRecor dCount number

Not presently used by the interface.

Response

The default response template is r evocat i onResul t . t enpl at e. The base
JavaScript for responses is inserted in place of the <CM5_TEMPLATE> tag. In
addition, the Approve Revocation interface adds the JavaScript variables listed in
the following table.

Table 6-3 Variables Returned by the Approve Revocation Interface

Variable Description

result.header variables Variables added to the header object.
cert sUpdat ed number

Contains the number of certificates that were revoked from the publishing
directory, if publishing is enabled (di r Enabl ed = yes).

di r Enabl ed yes | no

Indicates whether LDAP publishing is enabled on the Certificate Manager that
handled the request.

error message

If there was an error while processing the revocation request, the error message
is stored in this variable. Otherwise, the value is nul | .

r evoked yes | pendi ng
Indicates whether or not all certificates were successfully revoked.
t ot al Recor dCount number

Indicates the total number of revocation requests that were processed as a
result of the request.

updat eCRL yes | no

Indicates whether or not the CMS server attempted to update the Certificate
Revocation List (CRL). If no or nul |, the CRL will be updated at the next
scheduled update interval. If yes, check udpat eCRLSuccess to determine if
the update was successful.
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Table 6-3 Variables Returned by the Approve Revocation Interface (Continued)

Variable Description

updat eCRLEr r or message
If the CMS server attempted to update the CRL and encountered an error, this
variable contains the text of the error message.

updat eCRLSuccess yes | no
If the CMS server attempted to update the CRL, this variable will indicate
whether the update was successful.

result.recordSet[i] Variables added to record objects in the response.

variables

error message
If a particular certificate could not be revoked, the err or field initsrecord
object will contain an error message. If this field is nul | , the certificate was
revoked successfully.

seri al Nunber number

The decimal serial number of the certificate.

Bulk Enrollment Interface

Description

URI: / ca/ bul ki ssuance
Available on: Certificate Manager only

Function: The Bulk Enrollment interface allows a connection using SSL client
authentication with a valid agent certificate to have a certificate issued on behalf of
another entity. The entire process is automated so that a device or application with
an agent certificate, the ability to do SSL client authentication, and the ability to
parse and store the certificate in the response can programmatically request and
receive certificates.

An application or hardware device that can also generate keys could use the Bulk
Enrollment interface to generate keys, request a certificate for the public key,
receive the certificate and store it (for example on a smart card to be distributed to a
user).
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The reply from the Bulk Enrollment interface can be just the certificate chain (in
PKCS #7format), or it can be an HTML page.

Configuration Parameters

The Bulk Enrollment interface can be configured with parameters in the CVB. cf g
configuration file.

The interface can be enabled or disabled using the

agent Gat eway. enabl eBul kI nt er f ace parameter. The rest of the parameters
configure which template file to use when a response has a given r equest St at us
code. The template configuration parameter names should be prefixed with
agent Gat eway. bul ki ssuance. For example,

agent Gat eway. bul ki ssusance. successTenpl at e=/ ca/ bul ki ssuance.

tenpl at e.

The following table lists the valid configuration file parameters and what they
control. The file names for the template parameters are relative to the
<server _root>/cert-<instance_i d>/ web/ agent directory.

Table 6-4 Bulk Enroliment Interface Configuration File Parameters

Parameter Format and Description

agent Gat eway. true | fal se

enabl eBul kl nterf ace . .
Enables or disables the servlet handling bulk enroliment at
/ cal bul ki ssuance.

errorTenpl ate filename

The template file to use when the response r equest St at us = 6,
meaning an error occurred while processing the request.

pendi ngTenpl at e filename

The template file to use when the response r equest St at us = 3,
meaning the request has been deferred for manual approval.

rej ectedTenpl at e filename

The template file to use when the response r equest St at us = 5,
meaning the request was rejected by a policy on the CMS server.

successTenpl at e filename

The template file to use when the response r equest St at us = 2,
meaning the certificate has been issued.
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Table 6-4 Bulk Enrollment Interface Configuration File Parameters (Continued)

Parameter

Format and Description

svcpendi ngTenpl at e

unaut hori zedTenpl at e

unexpect edError Tenpl at e

filename

The template file to use when the response r equest St at us = 4,
meaning the request is pending a response from a Data Recovery
Manager.

filename

The template file to use when the response r equest St at us = 1,
meaning the SSL client authentication certificate presented to
authenticate the request is not a valid agent certificate.

filename

The template file to use when the response r equest Status = 7,
meaning an unexpected error prevented the CMS server from
processing the response.

Default Forms

No default forms use the Bulk Enroliment interface. The intent of the interface is to
provide a programmatic, rather than interactive, method for enrolling entities into

the PKI.

Request Parameters

The following table lists the parameters accepted by the Bulk Enrollment interface.

Note that the Bulk Enrollment interface requires SSL Client authentication with an
agent certificate authorized to approve certificate requests.

Table 6-5 Parameters Accepted by the Bulk Enrollment Interface

Parameter

Format and Description

Subject Name

subj ect

Contact Information

Distinguished Name (DN) string. See RFC 2253.

DN to be used for the certificate subject.
Example: CN=Al i ce Apple, U D=alice, OUJPeople, O=Exanpl e,

C=Us
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Table 6-5

Parameters Accepted by the Bulk Enrollment Interface (Continued)

Parameter

Format and Description

csr Request or Name

csr Request or Enai |

csr Request or Phone

csr Request or Conmen
ts

Netscape Certificate
Type Extensions

emai |

emai | _ca

obj ect _si gni ng

obj ect _si gni ng_ca

ssl _ca

ssl _client

string

Name of the entity making a request; helps identify the requestor during
manual enrollment.
Example: Alice Apple

string

Email address of the entity making a request. May be used to send out
notification when a certificate has been issued.
Example: alice@example.com

string

Phone number of the entity making a request.
Example: 650.555.1212

string

Additional comments provide by the requestor on the HTML form. This field
can be used if there is additional information you want to collect to help the
manual enrollment.

Parameters for setting bits in the netscape-cert-type certificate extension. See
http://home.netscape.com/eng/security/commd-cert-exts.html for details. A
true value sets the bit to 1; false sets the bit to 0.

true | fal se

Sets the S/MIME client certificate bit (bit 2).
true | fal se

Sets the S/MIME certificate issuer bit (bit 6).
true | fal se

Sets the object signing certificate bit (bit 3).
true | fal se

Sets the object signing certificate issuer bit (bit 7).
true | fal se

Sets the SSL certificate issuer hit (bit 5).
true | fal se

Sets the SSL client authentication certificate bit (bit 0).
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Parameters Accepted by the Bulk Enrollment Interface (Continued)

Parameter

Format and Description

ssl _server

Key Usage

crl_sign

dat a_enci pher nent

deci pher_only

digital _signature

enci pher_only

key_agreenent

key_certsign

key_enci pher nment

true | fal se
Sets the SSL server authentication certificate bit (bit 1).

Parameters for setting bits in the keyUsage certificate extension. A true value
sets the bit to 1; false sets the bit to 0.

true | fal se

Sets the keyUsage extension bit (6) indicating that the key may be used to sign
Certificate Revocation Lists (CRLS).

true | fal se

Sets the keyUsage extension bit (3) indicating that the key may be used to
encipher application data (as opposed to key material).

true | fal se

Sets the key Usage extension bit (8) indicating that the key may only be used to
decipher data and keys. If this is true, keyAgreement should also be true.

true | fal se

Sets the key Usage extension bit (0) indicating that the key may be used to sign
any data. This should be true for SSL client certificates, S/MIME signing
certificates, and object signing certificates.

true | fal se

Sets the keyUsage extension bit (7) indicating that the key may only be used to
encipher data and keys. If this is true, keyAgreement should also be true.

true | fal se

Sets the keyUsage extension bit (4) indicating that the key may be used to
encipher and decipher keys during key agreement.

true | fal se

Sets the keyUsage extension bit (5) indicating that the key may be used to sign
other certificates. All CA signing certificates should set this to true.

true | fal se

Sets the keyUsage extension bit (2) indicating that the key may be used to
encipher symmetric session keys. This should be true for SSL server and
S/MIME encryption certificates.
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Table 6-5

Parameters Accepted by the Bulk Enrollment Interface (Continued)

Parameter

Format and Description

non_r epudi ati on

Automated Enrollment

aut henti cat or

uid

pin

pwd

Other

cert Ni cknane

cert Type

chal | engePasswor d

true | fal se

Sets the keyUsage extension bit (1) indicating that the key may be used to create
non-repudiable (by the signer) digital signatures. Non-repudiation service
requires more infrastructure, planning, and policy than just setting this bit.
Consider the ramifications before using this bit

Parameters to configure automatic authentication for entity requests.
string

Specifies the name of the authentication plug-in instance to use to authenticate
the entity.

string
Specifies a unique identifier passed to the authentication plug-in.
string

An optional identifying string that helps to authenticate an entity. Usually used
when the Pin Generator tool has been used to populate a directory with unique
identifiers for each user.

string

Specifies the password passed to the authentication plug-in.

string

Specifies the nickname that should be associated with the certificate in the
reply; used with Certificate Request Management Format (CRMF) requests.

ca | CEP- Request | client JobjSignCient | ra]server |other

Specifies the type of certificate requested by the entity. The defaultiscl i ent .
The cert Type is not associated with any certificate extensions. It may be used
by policy modules to make decisions, and it may be used by a CMS server to
determine how to decode the request or format the response.

string

An optional challenge phrase or password that can be used later by the entity to
revoke the certificate. This parameter is optional. If you use this, entities can use
the Challenge Revocation Interface (/ chal | enge_r evocati onl, page 42)
with this challenge password to revoke a certificate without manual
intervention and without SSL client authentication.
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Table 6-5 Parameters Accepted by the Bulk Enrollment Interface (Continued)

Parameter Format and Description

CRMFRequest base-64 encoded data
Ifrequest Format = cr nf, this parameter should be used to send the base-64
encoded CRMF request.

i mport CAChai n true | fal se
Used only when i nport Cert = true. The default, if this parameter is not
explicitly passed, ist r ue. If settot r ue, a successful certificate request will
return a PKCS #7 formatted certificate chain; if set to false, a single,
DER-encoded certificate will be returned. The certificate chain includes the
issued certificate and the CA (issuer) certificate.

i mportCert true | fal se

i mport Cert M neType

pkcs10Request

r equest For mat

If t r ue, and the certificate request is not deferred or rejected, the CMS server’s
response will be binary data with the MIME type determined by the

i mport Cert M meType parameter. The data returned will be either a
certificate or a certificate chain, based on the value of i npor t CAChai n.

MIME Type string

Sets the MIME type the CMS server uses when a certificate is returned to the
requestor. The defaultis appl i cati on/ x- x509- user - cert . The MIME type
should be in the standard MIME type format of <t ype>/ <subt ype>.

base-64 encoded data

If request For mat = pkcs10, this parameter should be used to send the
base-64 encoded certificate request.

clientAuth | crnf | keygen | pkcs10
The value indicates the format used to submit the certificate request:

= client Aut h - information for the new request is taken from the certificate
presented by the client during SSL client authentication.

= crnf -the certificate request is a base-64 encoded blob contained in the
CRMFRequest parameter.

= keygen - the certificate request is a base-64 encoded blob generated using
the HTML <KEYGEN> tag. It is contained in the subj ect KeyGenl nf o
parameter.

= pkcs10 - the certificate request is a base-64 encoded blob contained in the
pkcs10Request parameter.
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Table 6-5 Parameters Accepted by the Bulk Enrollment Interface (Continued)

Parameter

Format and Description

subj ect KeyGenl nf o base-64 encoded data

t enpl at eName

If r equest For nat =keygen, this parameter should be used to send the
base-64 encoded keygen request. To use the keygen HTML tag to cause the
browser to generate the request using this parameter, the format is

<KEYGEN nanme="subj ect KeyGenl nf 0" >
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

If the request parameter i nport Cert is settotrue and the certificate request is
successful, the Certificate Manager will return the binary PKCS #7 certificate chain
using the MIME type appl i cat i on/ x- x509- user - cert . This is the most useful
application of the Bulk Enrollment interface.

Ifi nport Cert isnotsettotrue, or if there is an error, the default response
template is bul ki ssuance. t enpl at e. Applications using the Bulk Enrollment
interface should be prepared to handle the HTML output created using the
template when errors occur.

The base JavaScript for responses is inserted in place of the <CMS_TEMPLATE> tag. In
addition, the Bulk Enrollment interface adds the JavaScript variables listed in the
following table.

Table 6-6 Variables Returned by the Bulk Enrollment Interface

Variable

Description

result.fixed variables  Variables added to the f i xed object.

aut hori t yName

cert Type

Certificate Manager | Regi stration Manager
The name of the system that handled the request.
ca | CEP- Request | client | objSignCient |ra] server | other

The type of certificate returned. This value is the same as the cer t Type value
passed to the interface in the request.
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Table 6-6 Variables Returned by the Bulk Enrollment Interface (Continued)

Variable Description

errorDescription string

A message providing more details about the error described in
error Det ai | s. This variable is only present if an error occurred while
processing the request.

errorDetails string

A message explaining the error that occurred while processing the enroliment
request. This variable is only present if an error occurred while processing the
request.

host string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same port.

port number
The port number that was used to service the request.
request|d number

A unique number assigned by the CMS server to this request. This is especially
useful for pending requests since there is no unique certificate serial number
yet assigned.
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Table 6-6 Variables Returned by the Bulk Enrollment Interface (Continued)

Variable Description

request St at us number
A code indicating the current status of the request:

= 1 (Unauthorized): The request specified a value for an authenticator to
perform an automated enrollment, and the authenticator did not authorize
the request.

= 2 (Success): Processing the request was successful and a certificate has been
issued. If i mport Cert was settot r ue, the response will include code
(from the Enr ol | Success. t enpl at e) to import the certificate into the
browser making the request. Otherwise, the response is only a success
message.

= 3 (Pending): The request has been successfully processed by the CMS
server and added to a queue for approval by an agent. If the request has
been submitted to another Certificate Manager or Data Recovery Manager
and is currently pending in the queue for that service, the response
template will be GenSvcPendi ng. t enpl at e instead of
GenPendi ng. t enpl at e.

« 4 (Reserved): Not currently used.
= 5 (Rejected): The request was rejected during policy processing.

= 6 (Error): An error occurred when the CMS server processed the request.
The error may be the result of missing or improperly formatted parameters.

= 7 (Exception): An unknown or unexpected error occurred when the CMS
server processed the request.

schene http | https

The protocol that was used to make the request. Use this along with host and
port to make sure any new requests to the end-entity port use the correct
scheme.

unexpect edErr or string

A message explaining the exception or unexpected error that occurred.

result.recordSet[i] Variables added to each r ecor d object. Each r ecor d object is added as an

variables element of the r ecor dSet array. Multiple records may be returned if more
than one certificate was generated as a result of the request. Dual-key requests
(for example, if the request parameter r equest For nat = cr nf ) may return
two certificates if the request is successfully processed and approved.
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Table 6-6 Variables Returned by the Bulk Enrollment Interface (Continued)

Variable Description

base64Cert string
The newly issued certificate in base-64 encoded format. This string includes the
R BEG N CERTI FI CATE- - - - - "header and "- - - - - END
CERTI FI CATE- - - - - " footer.

cert Fi ngerprint string

A string of hexadecimal numbers separated by colons that represent the
certificate fingerprints. There are three substrings: one each for the MD2, MD?5,
and SHAL fingerprint. Each fingerprint begins with the hash algorithm name
and a colon, and ends with a newline (\n).

certPrettyPrint string
A long text string that shows all of the certificate data in a human readable
form.

pol i cyMessage string

If the request was rejected by policy processing on the CMS server, this variable
will contain a message explaining why.

seri al No number

The serial number (in decimal) of the newly issued certificate.

Display Key By Serial Number Interface

Description

URI: / kr a/ di spl ayBySeri al
Available on: Data Recovery Manager

Function: Displays information in human-readable form about a single archived
key.

The Display Key By Serial Number interface is typically used within a form that
lists keys to display detailed information about a selected key.
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Default Forms

The Display Key By Serial Number interface is used in the quer yKey. t enpl at e
file. Each key in the list of keys satisfying the query has a button the user can press
to see the key in detail. This button submits data to the Display Key By Serial
Number interface.

Request Parameters

The following table lists the parameters accepted by the Display Key By Serial
Number interface.

Table 6-7 Parameters Accepted by the Display Key By Serial Number Interface

Parameter

Format and Description

op

seri al Nurmber

t enpl at eNane

di spl ayBySeri al
Specifies the operation to perform. The only valid value is di spl ayBySeri al .
number

The serial number of the key to display. Note that this is the DRM serial
number, not the serial number from a certificate.

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is di spl ayBySeri al . t enpl at e (note that the
template in the web/ agent s/ kr a directory differs significantly from the template
for Certificate Managers, Registration Managers, or end entities; those forms are
used to display certificates, not keys).

The base JavaScript for responses is inserted in place of the <CMS_TEMPLATE> tag. In
addition, the Display Key By Serial Number interface adds the JavaScript variables
listed in the following table:
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Table 6-8 Variables Returned by the Display Key By Serial Number Interface

Variable Description

result.neader variables Variables added to the header object.
ar chi vedBy user ID

The user ID of the agent that processed the key archival request.
ar chi vedOn number of seconds since 1 January 1970

The time when the key was stored in the archive (for completed Data Recovery
Manager requests).

keyAl gorithm OID string

The object identifier (OID) used by the archived key corresponding to this
request (Data Recovery Manager requests). For example, the OID for an RSA
encryption key is" 1. 2. 840. 113549.1.1.1."

keyLengt h number

The number of bits in the archived key (Data Recovery Manager requests).
op di spl ayBySeri al

Indicates the operation that was requested.
owner Name Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to an archived encryption
key (Data Recovery Manager requests only).
Example: CN=Al i ce Apple, U D=alice, OU=People, O=Exanpl e,
C=Us

publ i cKey string

A string of two-digit hexadecimal numbers separated by colon. Each number
represents a byte in the public key corresponding to the private key in the
archive.

servi ceURL string

Indicates the URI that was used to request this form. By default, this will
always be "/ kra/ di spl ayBySeri al ".

state VALI D] I NVALI D

The current status of the key corresponding to the request.
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Display Key For Recovery Interface

Description

URI: / kr a/ di spl ayBySeri al For Recovery
Available on: Data Recovery Manager
Function: Displays a form for recovering a key.

The Display Key For Recovery interface is typically used in the list returned by the
Key Recovery Query Interface. The purpose of the interface is to retrieve
information about a specific key (based on its DRM serial number) and present a
form to collect the rest of the information required to start the recovery process.
The response template, di spl ayBySer i al For Recovery. t enpl at e, will render a
form that uses the Recover Key By Serial Number Interface.

Default Forms

The Display Key For Recovery interface is used in the

quer yKeyFor Recovery. t enpl at e file. Each key in the list of keys satisfying the
guery has a button the user can press to start the recovery process. This button
submits data to the Display Key For Recovery interface.

Request Parameters

The following table lists the parameters accepted by the Display Key For Recovery
interface.

Table 6-9 Parameters Accepted by the Display Key For Recovery Interface

Parameter Format and Description

op di spl ayBySeri al

Specifies the operation to perform. The only valid value is di spl ayBySeri al .
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Table 6-9 Parameters Accepted by the Display Key For Recovery Interface (Continued)

Parameter

Format and Description

publ i cKeyDat a

seri al Nurmber

t enpl at eNane

base-64 encoded certificate data

This optional parameter allows you to pass the certificate corresponding to the
key to revoke to the interface. The certificate will be required to recover the key,
and passing it here allows the certificate to be automatically filled in on the
resulting form.

number

The serial number of the key to display. Note that this is the DRM serial
number, not the serial number from a certificate.

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is di spl ayBySeri al For Recovery. t enpl at e. The
base JavaScript for responses is inserted in place of the <CM5_TEMPLATE> tag. In
addition, the Display Key For Recovery interface adds the JavaScript variables
listed in the following table:

Table 6-10 Variables Returned by the Display Key For Recovery Interface

Variable

Description

result.header variables

ar chi vedBy

ar chi vedOn

keyAl gorithm

Variables added to the header object.

user ID

The user ID of the agent that processed the key archival request.
number of seconds since 1 January 1970

The time when the key was stored in the archive (for completed Data Recovery
Manager requests).

OID string

The object identifier (OID) used by the archived key corresponding to this
request (Data Recovery Manager requests). For example, the OID for an RSA
encryption keyis" 1. 2. 840. 113549. 1. 1. 1. "
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Table 6-10 Variables Returned by the Display Key For Recovery Interface (Continued)

Variable

Description

keyLengt h

noCF Requi redAgent s

op
owner Nane
publ i cKey

recoveryl D

servi ceURL

state

number
The number of bits in the archived key.
number

Indicates the number of authorized agents who must approve the request
before the key can be recovered.

di spl ayBySeri al
Indicates the operation that was requested.
Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to an archived encryption
key (Data Recovery Manager requests only).

Example: CN=Al i ce Apple, U D=alice, OU=People, O=Exanpl e,
C=USs

string

A string of two-digit hexadecimal numbers separated by colon. Each number
represents a byte in the public key corresponding to the private key to be
archived.

number

A unique identification number assigned to each recovery request when it gets
created.

string

Indicates the URI that was used to request this form. By default, this will
always be "/ kra/ di spl ayBySeri al ".

VALI D | | NVALI D

The current status of the key corresponding to the request.

Examine Recovery Interface

Description

URI: / kr a/ exam neRecovery
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Available on: Data Recovery Manager
Function: Checks to see if a recovery request identification number is valid.

The Examine Recovery interface is an intermediate interface that validates a
request identification number. The interface takes a request identification number
and makes sure that it is associated with a valid recovery request on the CMS
server. If the request number is not valid, an error is returned (using the
GenError. t enpl at e file). If the request number is valid, the interface returns a
template that by default creates a form for posting a user 1D and password to the
Grant Recovery Interface.

Default Forms

The Examine Recovery interface is used by the gr ant Recovery. ht i form in the
Data Recovery Manager web directory (web/ agent s/ kr a). The form accepts a
recovery id and posts it to the Examine Recovery interface, which returns either a
form for granting the recovery or an error message (if the request id is invalid).

Request Parameters

The following table lists the parameters accepted by the Examine Recovery
interface.

Table 6-11 Parameters Accepted by the Examine Recovery Interface

Parameter

Format and Description

op

recoveryl D

t enpl at eName

exam neRecovery

The only operation supported by the Examine Recovery interface is
exani neRecovery.

number
The unique identification number assigned to the recovery request.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.
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Response

The GenError. t enpl at e file is used to return any error messages. Successful
requests use the exani neRecovery. t enpl at e file. Since the interface is used to

validate a request id, the exani neRecovery. t enpl at e is used by default to create a
form to submit a user ID and password to the Grant Recovery Interface to approve

that request.

The base JavaScript for responses is inserted in place of the <CVMS_TEMPLATE> tag. In
addition, the Examine Recovery interface adds the JavaScript variables listed in the

following table:

Table 6-12 Variables Returned by the Examine Recovery Interface

Variable

Description

result.header variables

op

recoveryl D

seri al Nunber

servi ceURL

Variables added to the header object.

exam neRecovery

Indicates the operation requested. Only exam neRecovery is supported.
number

The unique request identification number that was passed to the interface in
the request. Since the exam neRecovery. t enpl at e has been returned, the
recover yl Dhas been verified to correspond to a valid request.

number
The serial number of the key in the archive.
/ kr al exam neRecovery

The URL that was used to access the Examine Recovery interface.

Get Approval Status Interface

Description

URI: / kr a/ get Appr oval St at us

Available on: Data Recovery Manager

Function: Displays the status of a recovery operation.
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The Get Approval Status interface accepts a recovery request number and returns
the status of the request. The response includes the number of agents required to
approve the recovery and the number that have already granted approval. While a
request is pending, agents can use the Grant Recovery Interface to submit user IDs
and passwords. The Examine Recovery Interface can be used as an intermediate
step to make sure that there is a valid request corresponding to a request
identification number (this is the default behavior of the Authorize Recovery link
from the Data Recovery Manager gateway).

Default Forms

The Get Approval Status interface requires a valid request id number, so it is used
by default only in the response template for the Recover Key By Serial Number
Interface. The Recover Key By Serial Number Interface returns a request id number
for pending (non-local) requests. In the default response, this request id number is
used in a form that polls the Get Approval Status interface using a <META

HTTP- EQUI V=" Ref r esh" > tag to make continuous requests until the recovery is
completed. The page looks at theresul t. recor dSet array to see how many agents
have approved the request so far.

Request Parameters

The following table lists the parameters accepted by the Get Approval Status
interface.

Table 6-13 Parameters Accepted by the Get Approval Status Interface

Parameter

Format and Description

recoveryl D

t enpl at eNane

number
The unique identification number assigned to the recovery request.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.
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Response

The default response template depends on the status of the request. While the
request is pending, the get Appr oval St at us. t enpl at e file is used. Once the
request is completed the fi ni shRecovery. t enpl at e file is used. By default, these
templates are identical except for the <META HTTP- EQUI V=" Ref r esh"
CONTENT="5"> tag in get Appr oval St at us. t enpl at e, which causes the page to
refresh itself every 5 seconds.

The base JavaScript for responses is inserted in place of the <CMS_TEMPLATE> tag. In
addition, the Get Approval Status interface adds the JavaScript variables listed in
the following table:

Table 6-14 Variables Returned by the Get Approval Status Interface

Variable

Description

result.header variables

errorDetails

noCf Requi redAgent s

recoveryl D

seri al Nunber

st at us

Variables added to the header object.
string

If an error occurred while processing the request, this variable contains an error
message.

number

The number of agents required to supply passwords before the key can be
recovered. Compare toresul t . recor dSet . | engt h, which indicates how
many agents have supplied valid passwords so far.

number

The unique number assigned to this recovery request.
number

The serial number of the key in the archive.
conplete | null

Once the required number of agents have supplied valid passwords, the status
becomes conpl et e and the f i ni shRecovery. t enpl at e is used for the
response. Until the st at us isconpl et e, resul t. header . st at us is not
included in the response.

result.recordSet[i]
variables

agent Nane

Variables added to r ecor d objects in the response.

string

The user ID of an agent that has supplied a valid password to approve the
recovery.
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Get PKCS #12 Data Interface

Description

URI: / kra/ get Pk12

Available on: Data Recovery Manager

Function: Retrieves the PKCS #12 data containing a recovered key and certificate.

The Get PKCS #12 Data interface is used to retrieve the PKCS #12 blob containing a
recovered key and its associated certificate. The PKCS #12 data is encrypted using
the password supplied to the Recover Key By Serial Number Interface.

Default Forms

No default forms use the Get PKCS #12 Data interface. The

fini shRecovery. tenpl at e, get Approval St at us. t enpl at e, and

recover BySeri al . t enpl at e files all embed links to the Get PKCS #12 Data
interface that are displayed if the recovery has been granted (if

resul t. header.status = "conpl ete").

Request Parameters

The Get PKCS #12 Data interface requires only a recovery request ID. This
parameter is set in the HTML form and passed to the interface using HTTP.

Table 6-15 Parameters Accepted by the Get PKCS #12 Data Interface

Parameter Format and Description

recoveryl D number
The unique identification number assigned to the recovery request.
t enpl at eName string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.
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Response

If the recovery has been granted, the response is to return a PKCS #12 blob with the
MIME type appl i cati on/ x- pkcs12. This blob is encrypted with a password
(supplied when the recovery request was initiated) and contains the key and
corresponding certificate.

If the recovery has not yet been granted, the default response template is
fini shRecovery. t enpl at e. See the Response section for the “Get Approval Status
Interface” on page 122 for details on the JavaScript returned.

Grant Recovery Interface

Description

URI: / kr a/ gr ant Recovery
Available on: Data Recovery Manager
Function: Submits a password to approve a key recovery.

The Grant Recovery interface is used by agents to submit their passwords to
authorize a key recovery. Key recovery requires a certain number of authorized
agents submit passwords before the key can be recovered. Each agent uses the
Grant Recovery interface to submit a password until the minimum number of
passwords has been collected.

Default Forms

The Grant Recovery interface is used by the exani neRecovery. t enpl at e result
template by default. This form is returned when a request ID has been verified as
valid, so it ensures that the Grant Recovery interface will be called with a valid
request id.

Request Parameters

The following table lists the parameters accepted by the Grant Recovery interface.
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Table 6-16 Parameters Accepted by the Grant Recovery Interface

Parameter

Format and Description

agent 1D

agent PWD

op

recoveryl D

t enpl at eNane

string

The key recovery agent id used by the agent making the request. Agent ids for
key recovery are configured independently of agent user IDs, and so may be
different.

string

The password corresponding to the key recovery agent user ID submitted with
agent | D.

gr ant Recovery

The only operation supported by the Grant Recovery interface is
gr ant Recovery.

number
The unique identification number assigned to the recovery request.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is gr ant Recovery. t enpl at e. The base JavaScript
for responses is inserted in place of the <CM5_TEMPLATE> tag. In addition, the Grant
Recovery interface adds the JavaScript variables listed in the following table:

Table 6-17 Variables Returned by the Grant Recovery Interface

Variable

Description

result.header variables

agent1D

op

Variables added to the header object.

string

The key recovery agent id whose password was submitted.
gr ant Recovery

Indicates the operation requested. Only gr ant Recovery is supported.
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Table 6-17 Variables Returned by the Grant Recovery Interface (Continued)

Variable

Description

recoveryl D

seri al Nunber

servi ceURL

number

The unique request identification number that was passed to the interface in
the request.

number
The serial number of the key in the archive.
/ kral grant Recovery

The URL that was used to access the Grant Recovery interface.

Key Query Interface

Description

URI: / kr a/ quer yKey
Available On: Data Recovery Manager only.
Function: Retrieves a set of archived keys based on a flexible query specification.

The Key Query interface allows you to build query criteria much like an LDAP
query. Criteria can be combined using logical AND or OR for flexibility. You can
match keys in the archive based on the DRM serial number, the DN of the key
owner, the certificate containing the corresponding public key, or the agent that
archived the key.

The interface returns the public keys corresponding to the archived keys that
match the query criteria.

Default Forms

The Data Recovery Manager form sear chKey. ht M uses the Key Query interface.
The form allows the agent to specify any of the valid query parameters: serial
number range, key owner DN, public key certificate, or user ID of the archiving
agent.
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Request Parameters

The following table lists the parameters accepted by the Key Query interface.

The quer yFi | t er parameter must be a valid query filter. The syntax and valid
guery parameters are too complex to describe in the parameter table. Details about
valid parameters and values for query filters are in a separate table following the
parameters.

Table 6-18 Parameters Accepted by the Key Query Interface

Parameter Format and Description
max Count number
Specifies the maximum number of keys to display on each page returned. If
more than maxCount keys match the search criteria, each page will have
controls to see the next or previous page of results.
op quer yKey
The only operation supported by the List Certificates interface is quer yKey.
queryFil ter ([ <OP>] <FI LTER>[ <FI LTER>. . .])

querySenti nel

Details about building query filters are provided in the next table.
The quer yFi | t er must be enclosed in parentheses.

The <OP> argument, required if there is more than one <FI LTER>, specifies
how the filters that follow should be logically evaluated:

= & (ampersand) means that the filters should be linked by a logical AND: all
filters must evaluate to true for the expression to match a key.

< | (pipe) means that the filters should be linked by a logical OR: if at least
one filter evaluates to true, the expression matches a key.

Any number of filters can be concatenated within any set of parentheses.
An example filter is

(| (keyAr chi vedBy=dr magent 1) ( & keySeri al Nurmber >=5) (keySeri a
I Nurmber <=35)))

This filter matches any key that was archived by dr magent 1 or keys with serial
numbers between 5 and 35 in the archive.

number

The quer ySent i nel indicates which record out of the total matching set
should be the first displayed on the resulting output page. For example, if

t ot al RecordCount = 15 and maxCount = 5,setquerySenti nel to6to
show the 6th through 10th element of the matching set.
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Table 6-18 Parameters Accepted by the Key Query Interface (Continued)

Parameter

Format and Description

t enpl at eName

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

t ot al Recor dCount number

The total number of keys in the archive that match the quer yFi | t er . This
number is returned by the interface in the initial response. This can be posted in
subsequent calls to prevent the CMS server from calculating a number. In this
way every page can tell the user the absolute size of the matching set, rather
than have the size of the set appear to decrease on each next page of data.

Table 6-19 Key

The following table describes the parameter names that are valid for constructing
query filters, and the range of valid values that can be used with the parameter.
The parameters can be combined using parentheses and logical operators (as
described in the previous table) to construct query filters of arbitrary complexity.

In afilter, the parameter name is compared to the expression value using one of the
relational operators = (matches), < (less than), <= (less than or equal to), > (greater
than), or >= (greater than or equal to). Some expressions (such as

keySeri al Nunber ) accept the asterisk (*) as a wildcard to match 0 or more
characters; for example, " keyOaner Name=CN=*, * OU=Engi neer i ng*" matches
"CN=j smith, QOU=Engi neering, O=Organizationl, C=US" and"CN=j doe,
OU=Engi neeri ng, O=Organi zation2, C=CA."

Query queryFilter Parameters

Parameter

Expression Values

keyAr chi vedBy

Value: user ID of an agent
This matches the user ID of the agent that approved archival.
For example:

(keyAr chi vedBy=dr nagent 1)
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Table 6-19 Key Query queryFilter Parameters (Continued)

Parameter

Expression Values

keySeri al Nunmber

keyOnner Nane

publ i cKey

Value: serial number of a key

This matches the serial number assigned by the Data Recovery Manager to a
key when it is archived. Note that this differs from the serial number of the
certificate corresponding to the key.

Use the asterisk (*) wildcard to match any or partial serial numbers.
For example:
(&(keySeri al Nunber >=1) (keySeri al Nunber <=10) )

Value: distinguished name appearing as the subject of the certificate
corresponding to the key.

This parameter matches the DN (taken from the certificate) stored with the key
during archival. Use the wildcard (*) to match parts of a DN. If users are asked
to enter a DN and it is likely that they will not remember all of the data, use the
wildcard to allow partial matches.

For example:

<I NPUT TYPE=TEXT NAME=parti al DN>

formqueryFilter.value = "(keyOmer Nane=*" + partial DN +
ey

Value: x509cer t #<base-64 encoded certificate>

The query will find the archived key corresponding to the public key in the
certificate. See sear chKey. ht m for an example. The certificate in the proper
format can be retrieved from a Certificate Manager using an interface such as
the Display Certificate By Serial Number Interface.

For example:
(publ i cKey=x509cert#"----- BEG N
CERTI FI CATE- - - - - \nM I\ "BFK364J978nmJK89yj ha\ "asFDSJ973- - -
- - END CERTI FI CATE- - - - - ")
Response

The default response template is quer yKey. t enpl at e. The base JavaScript for
responses is inserted in place of the <CVMS_TEMPLATE> tag. In addition, the Key
Query interface adds the JavaScript variables listed in the following table.
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Table 6-20 Variables Returned by the Key Query Interface

Variable

Description

result.header variables

ar chi ver Nane

op

queryFil ter

querySenti nel

t enpl at eName

t ot al Recor dCount

Variables added to the header object.

Distinguished Name (DN) string. See RFC 2253.

The subject name on the Data Recovery Manager’s signing certificate.
guer yKey

Indicates the operation that was requested.

query string

Contains the query string that was used to select keys from the archive. See the
previous section, “Request Parameters” on page 129, for details on how

quer yFi | t er is constructed. The queryFilter should be reused to query for
more keys when there are more records than displayed on the current page.

number

The number of the first record shown on this page of output. This is an index
relative to the t ot al Recor dCount . For example, if quer ySenti nel = 6,
t ot al RecordCount = 8,and maxCount = 5, then the 6th through 8th
records that matched the query will be displayed.

string

Indicates the name of the template that was used to display the response. By
default it is quer yKey. t enpl at e, but it can be changed with the
t enpl at eNane request parameter.

number

The total number of records that match the query criteria (quer yFi | t er). This
may be more than the number of records currently displayed, which is limited
by fi xed. maxCount .

result.fixed variable

max Count

Variable added to the f i xed object.
number

The maximum number of records that can be displayed on a single page of
output (taken from the request parameter maxCount ).

result.recordSet([i]
variables

ar chi vedBy

Variables added to r ecor d objects in the response.

user ID

The user ID of the agent that processed the key archival request.
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Table 6-20 Variables Returned by the Key Query Interface (Continued)

Variable Description

archi vedOn number of seconds since 1 January 1970

The time when the key was stored in the archive (for completed Data Recovery
Manager requests).

keyAl gorithm OID string

The object identifier (OID) used by the archived key corresponding to this
request (Data Recovery Manager requests). For example, the OID for an RSA
encryption key is" 1. 2. 840. 113549.1.1.1."

keyLengt h number
The number of bits in the archived key (Data Recovery Manager requests).
owner Name Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to an archived encryption
key (Data Recovery Manager requests only).
Example: CN=Al i ce Apple, U D=alice, OU=People, O=Exanpl e,
C=Us

publ i cKey string

A string of two-digit hexadecimal numbers separated by colon. Each number
represents a byte in the public key corresponding to the private key to be
archived.

seri al Nunber number

A unique identification number that identifies a key in the archive. This differs
from the certificate serial number.

state VALID | I NVALID

The current status of the key corresponding to the request.

Key Recovery Query Interface

Description

URI: / kr a/ quer yKeyFor Recovery

Available On; Data Recovery Manager only.
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Function: Retrieves a set of archived keys, for the purpose of recovering them,
based on a flexible query specification.

The Key Recovery Query interface allows you to build query criteria much like an
LDAP query. Criteria can be combined using logical AND or OR for flexibility. You
can match keys in the archive based on the DRM serial number, the DN of the key
owner, the certificate containing the corresponding public key, or the agent that
archived the key.

The interface returns the public keys corresponding to the archived keys that
match the query criteria. The list of keys in the response will each have a "Recover"
button that allows the key to be recovered.

Default Forms

The Data Recovery Manager form r ecover Key. ht nl uses the Key Recovery Query
interface. The form allows the agent to specify any of the valid query parameters:
serial number range, key owner DN, public key certificate, or user ID of the
archiving agent.

Request Parameters

The following table lists the parameters accepted by the Key Recovery Query
interface.

The quer yFi | t er parameter must be a valid query filter. The syntax and valid
guery parameters are too complex to describe in the parameter table. The
parameter is identical to the quer yFi | t er request parameter for the Key Query
Interface; refer to “Key Query Interface” on page 128 for complete details on
building queries.

Table 6-21 Parameters Accepted by the Key Recovery Query Interface

Parameter Format and Description

max Count number

Specifies the maximum number of keys to display on each page returned. If
more than maxCount keys match the search criteria, each page will have
controls to see the next or previous page of results.

op quer yKey

The only operation supported by the List Certificates interface is quer yKey.
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Table 6-21 Parameters Accepted by the Key Recovery Query Interface (Continued)

Parameter

Format and Description

publ i cKeyDat a

queryFil ter

querySenti nel

t enpl at eName

base-64 encoded certificate

The certificate containing the public key associated with a key to be matched in
the archive. The publ i cKeyDat a should include the "- - - - - BEG N
CERTI FI CATE- - - - - "headerand "- - - - - END CERTI FI CATE- - - - - " footer.

([ <OP>] <FI LTER>[ <FI LTER>. . .])
Details about building query filters are provided in the next table.
The quer yFi | t er must be enclosed in parentheses.

The <OP> argument, required if there is more than one <FI LTER>, specifies
how the filters that follow should be logically evaluated:

= & (ampersand) means that the filters should be linked by a logical AND: all
filters must evaluate to true for the expression to match a key.

= | (pipe) means that the filters should be linked by a logical OR: if at least
one filter evaluates to true, the expression matches a key.

Any number of filters can be concatenated within any set of parentheses.
An example filter is

(| (keyArchi vedBy=dr magent 1) ( & keySeri al Nunber >=5) (keySeri a
I Nurmber <=35)))

This filter matches any key that was archived by dr magent 1 or keys with serial
numbers between 5 and 35 in the archive.

number

The quer ySent i nel indicates which record out of the total matching set
should be the first displayed on the resulting output page. For example, if

t ot al RecordCount = 15 and maxCount = 5,setquerySenti nel to6to
show the 6th through 10th element of the matching set.

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.
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Table 6-21 Parameters Accepted by the Key Recovery Query Interface (Continued)

Parameter

Format and Description

t ot al Recor dCount

number

The total number of keys in the archive that match the queryFilter. This number
is returned by the interface in the initial response. This can be posted in
subsequent calls to prevent the CMS server from calculating a number. In this
way every page can tell the user the absolute size of the matching set, rather
than have the size of the set appear to decrease on each next page of data.

Response

The default response template is quer yKeyFor Recovery. t enpl at e. The base
JavaScript for responses is inserted in place of the <CVM5_TEMPLATE> tag. In
addition, the Key Recovery Query interface adds the JavaScript variables listed in
the following table.

Table 6-22 Variables Returned by the Key Recovery Query Interface

Variable

Description

result.header variables

ar chi ver Nane

op

queryFil ter

querySenti nel

Variables added to the header object.

Distinguished Name (DN) string. See RFC 2253.

The subject name on the Data Recovery Manager’s signing certificate.
quer yKey

Indicates the operation that was requested.

query string

Contains the query string that was used to select keys from the archive. See the
previous section, “Request Parameters” on page 129, for details on how

quer yFi | t er is constructed. The queryFilter should be reused to query for
more keys when there are more records than displayed on the current page.

number

The number of the first record shown on this page of output. This is an index
relative to the t ot al Recor dCount . For example, if quer ySenti nel = 6,
t ot al Recor dCount = 8, and maxCount = 5, then the 6th through 8th
records that matched the query will be displayed.
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Table 6-22 Variables Returned by the Key Recovery Query Interface (Continued)

Variable Description

t enpl at eNane string

Indicates the name of the template that was used to display the response. By
default it is quer yKey. t enpl at e, but it can be changed with the
t enpl at eNane request parameter.

t ot al Recor dCount number

The total number of records that match the query criteria (quer yFi | t er). This
may be more than the number of records currently displayed, which is limited
by fi xed. maxCount .

result.fixed variable Variable added to the f i xed object.
maxCount number

The maximum number of records that can be displayed on a single page of
output (taken from the request parameter maxCount ).

result.recordSet[i] Variables added to r ecor d objects in the response.
variables
ar chi vedBy user ID

The user ID of the agent that processed the key archival request.
archi vedOn number of seconds since 1 January 1970

The time when the key was stored in the archive (for completed Data Recovery
Manager requests).

keyAl gorithm OID string

The object identifier (OID) used by the archived key corresponding to this
request (Data Recovery Manager requests). For example, the OID for an RSA
encryption key is" 1. 2. 840. 113549.1.1.1."

keyLengt h number
The number of bits in the archived key (Data Recovery Manager requests).
owner Name Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to an archived encryption
key (Data Recovery Manager requests only).

Example: CN=Al i ce Apple, U D=alice, OU=People, O=Exanpl e,
Cc=Us

Chapter 6  Agent Interface Reference 137



Process Certificate Request Interface

Table 6-22 Variables Returned by the Key Recovery Query Interface (Continued)

Variable Description

publ i cKey string

A string of two-digit hexadecimal numbers separated by colon. Each number
represents a byte in the public key corresponding to the private key to be
archived.

seri al Nunber number

A unique identification number that identifies a key in the archive. This differs
from the certificate serial number.

state VALI D | I NVALI D

The current status of the key corresponding to the request.

Process Certificate Request Interface

Description

URI:/ cal/ processCert Reqor/ral processCert Req
Available on: Certificate Manager or Registration Manager

Function: Agents can use the Process Certificate Request interface to accept, reject,
or cancel requests to sign, renew, or revoke requests.

The Process Request Interface is used to assign pending requests to agents. The
Process Certificate Request interface is used by an agent to act on requests owned
by the agent (or not yet owned).

The interface is called once the sequence number of a pending request is known, so
forms that use the interface are usually embedded in a response template from an
interface that can list pending requests (for example, the Requests Query Interface).
The list of pending requests will also include the r equest Type variable to
distinguish between signing, revocation, and renewal requests.
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Default Forms

No default forms use the Process Certificate Request Interface directly. The
l'i st Requests. ht nl form calls the Requests Query Interface which returns data
using the pr ocessReq. t enpl at e when pending requests are selected.

The processReq. t enpl at e will create a link to the Process Certificate Request
Interface for all requests with st atus == pendi ng. Additional JavaScript in that
template is used to add parameters to the request to the Process Certificate Request
interface (such as the validity period for enroliments and renewals).

Request Parameters

The following table lists the parameters accepted by the Process Request Interface.

The agent interface requires SSL client authentication, so information about the
agent can be gleaned from the certificate used to authenticate and does not need to
be passed in parameters.

Table 6-23 Parameters Accepted by the Process Certificate Request Interface

Parameter Format and Description

addExt s base-64 encoded certificate extensions

Specifies any additional certificate extensions that should be added. There
is sample code in the cns_sdk/ sanpl es/ ext t ool s directory that can
be used to generate the base-64 encoding of some extensions; the code can
be modified to generate other extensions.

cert TypeEnmai | yes | no

Specifies whether to set the netscape certificate extension S/MIME client
certificate bit (bit 2).

cert TypeEnai | CA yes | no

Specifies whether to set the netscape certificate extension S/MIME
certificate issuer bit (bit 6).

cert TypeQhj Si gni ng yes | no

Specifies whether to set the netscape certificate extension object signing
certificate bit (bit 3).

cert TypeQoj Si gni ngCA yes | no

Specifies whether to set the netscape certificate extension object signing
certificate issuer bit (bit 7).
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Table 6-23 Parameters Accepted by the Process Certificate Request Interface (Continued)

Parameter

Format and Description

cert TypeSSLCA

cert TypeSSLd i ent

cert TypeSSLSer ver

checkPubKeyUni queness

checkVal i di t yNesti ng

csr Request or Emai |

csr Request or Name

csr Request or Phone

gr ant CMAgent Pri vi | ege

gr ant DRMAgent Pri vi | ege

gr ant RMAgent Pri vi | ege

yes | no

Specifies whether to set the netscape certificate extension SSL certificate
issuer bit (bit 5).

yes | no

Specifies whether to set the netscape certificate extension SSL client
authentication certificate bit (bit 0).

yes | no

Specifies whether to set the netscape certificate extension SSL server
authentication certificate bit (bit 1).

yes | no

Specifies whether the CMS server should ensure that the new certificate’s
public key is unique.

yes | no

Specifies whether the CMS server should check to make sure that the
certificate does not expire later than the CA’s signing certificate.

string

The email address of the party making the original signing request.
string

The real name of the party making the original signing request.
string

The phone number of the party making the original signing request.
yes | no

Specifies whether the new certificate will be trusted as a Certificate
Manager agent.

yes | no

Specifies whether the new certificate will be trusted as a Data Recovery
Manager agent.

yes | no

Specifies whether the new certificate will be trusted as a Registration
Manager agent.
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Table 6-23 Parameters Accepted by the Process Certificate Request Interface (Continued)

Parameter

Format and Description

gr ant Tr ust edManager Pri
vi | ege

grantU D

seqNum

si gnatureAl gorithm

subj ect

t enpl at eName

t oDo

yes | no

Specifies whether the new certificate will be an SSL certificate used by a
server that is trusted. For example, set this to yes when you issue the SSL
server certificate for a new Registration Manager.

user ID
The user ID that will be associated with the agent certificate.
number

The sequence number of the request that is being acted upon. When
requests are listed from the Requests Query Interface, their sequence
numbers are returned from the CMS server in the

resul t. header. seqNumfield.

MD5wi t hRSA | SHALwi t hDSA | SHALwi t hRSA

Specifies the signing algorithm that should be used to sign a newly issued
certificate. The CA signing key must match the key type (RSA or DSA) of
the selected algorithm.

Distinguished Name (DN) string. See RFC 2253.

DN to be used for the certificate subject.
Example: CN=Alice Apple, UlD=alice, OU=People, O=Example, C=US

string

Filename relative to the template directory (web/ ee, web/ agent / ca,
web/ agent / kr a, or web/ agent / r a) of a file to use as the response
template. This template will be used for any response, overriding default
template settings.

accept | cancel | clone |reject

Specifies the action to take on the request.
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Table 6-23 Parameters Accepted by the Process Certificate Request Interface (Continued)

Parameter Format and Description

val i dityLength number of seconds

The length of time, in seconds, for which the newly issued certificate will
be valid. The following list shows the approximate number of seconds in
some common time intervals:

- 1day: 86,400

= 7 days: 604,800

= 14 days: 1,209,600

= 30days: 2,592,000

- 180 days: 15,552,000
= 365 days: 31,536,000
= 540 days: 46,665,000
= 730 days: 63,072,000

Response

The default response template is processCert Req. t enpl at e. The base JavaScript
for responses is inserted in place of the <CVs_TEMPLATE> tag. In addition, the
Process Certificate Request interface adds the JavaScript variables listed in the
following table.

Table 6-24 Variables Returned by the Process Certificate Request Interface

Variable Description
result.header variables Variables added to the header object.
assi gnedTo The user ID of the agent to whom the request is currently assigned.

Compare to cal | er Nane to see if the agent viewing the request is the
current owner.

authorityid calra

The type of authority that handled the request: ca for Certificate Manager
or r a for Registration Manager.

cal | er Nanme The user ID of the agent who is viewing the request. This data is
determined from the SSL client certificate presented to the agent interface.
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Table 6-24 Variables Returned by the Process Certificate Request Interface (Continued)

Variable

Description

cert sUpdat ed

cert Type

cl onedRequest I d

creat edOn

di r Enabl ed

errorDetails

errors

ext _emmi |

ext _email _ca

ext _obj ect _signing

number

The number of certificates that were updated in the publishing directory
if publishing is enabled (if r esul t . header . di r Enabl ed = yes).

ca | CEP-Request | client JobjSignCient | ra]server |
ot her

Specifies the type of certificate request that was acted upon. The

cert Type is not associated with any certificate extensions. It may be
used by policy modules to make decisions, and it may be used by a CMS
server to determine how to decode the request or format the response.

number

The sequence number (or request ID) of the newly cloned request, if the
actiont oDo = cl one.

number of seconds since 1 January 1970
The time when the certificate request was created on the CMS server.
yes | no

Indicates whether or not LDAP publishing is enabled on the CMS server.
If yes, then certsUpdated will indicate how many certificates were
updated in the directory as a result of the certificate processing action.

message
A more detailed description of any processing errors.
message

A message explaining any errors that may have occurred.
true | fal se

Indicates whether or not the Netscape certificate extension S/MIME bit
(bit 2) is set in the certificate or request that was processed.

true | fal se

Indicates whether or not the Netscape certificate extension S/MIME CA
bit (bit 6) is set in the certificate or request that was processed.

true | fal se

Indicates whether or not the Netscape certificate extension object signing
bit (bit 3) is set in the certificate or request that was processed.
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Table 6-24 Variables Returned by the Process Certificate Request Interface (Continued)

Variable

Description

ext _obj ect_signing_ca

ext _ssl _ca

ext _ssl _client

ext _ssl _server

grant Error

grantPrivil ege

grantU D

| ocal ca

| ocal kra

true | fal se

Indicates whether or not the Netscape certificate extension object signing
CA bit (bit 7) is set in the certificate or request that was processed.

true | fal se

Indicates whether or not the Netscape certificate extension SSL CA bit (bit
5) is set in the certificate or request that was processed.

true | fal se

Indicates whether or not the Netscape certificate extension SSL client bit
(bit 0) is set in the certificate or request that was processed.

true | fal se

Indicates whether or not the Netscape certificate extension SSL server bit
(bit 1) is set in the certificate or request that was processed.

SUCCESS | error message

If there were any errors processing a request for an agent certificate, this
field will have an error message. If gr ant Err or = SUCCESS, the agent
was created successfully.

string

Indicates the groups to which the new agent or certificate has been added.
If there is more than one group, the group names will be separated by the
text" and " inthe string. Valid group names are:

« Certificate Manager Agents

« Data Recovery Manager Agents

e Registration Manager Agents

e Trusted Managers (for SSL certificates used by trusted servers)
user ID

The user name assigned to the agent certificate that was processed.
yes | no

Indicates whether the CMS server that processed the request is a
Certificate Manager (the CMS server is not a Registration Manager).

yes | no

Indicates whether the CMS server that processed the request also hosts a
Data Recovery Manager.

144  iPlanet Certificate Management Server Customization Guide * September 2002



Process Certificate Request Interface

Table 6-24 Variables Returned by the Process Certificate Request Interface (Continued)

Variable

Description

request Type

seri al Nunber

seqNum

si gnat ureAl gorithm

si gnat ur eAl gori t hmNane

st at us

subj ect

subj ect Publ i cKey

subj ect Publ i cKeyl nf o

enrol | ment | get CAChain | getCertificates |
get Revocati onl nfo | renewal | revocation | unrevocati on

The r equest Type returns the type of request that was made to the
interface returning this template.

number

The serial number of the certificate that was processed. This might be a
newly issued certificate or a newly revoked certificate.

number

The unique sequence number assigned to the request by the Certificate
Manager or Registration Manager.

oID

The object identifier (OID) string corresponding to the algorithm used to
sign a newly issued certificate. For example,
"1.2.840.113549. 1. 1. 4" is the OID for MD5 with RSA signing.

MD5Wi t hRSA | SHALwi t hDSA | SHALwI t hRSA

The name token associated with the signature algorithm whose OID is
stored in si gnat ur eAl gorithm

pendi ng | conpl ete

Indicates whether the request is complete or if further action is required.
Responses from the Process Certificate Request interface will return a
st at us of conpl et e unless an error occurred.

Distinguished Name (DN) string. See RFC 2RFC 2253.

The DN appearing in the certificate subject field. Example DN: CN=Alice
Apple, UlD=alice, OU=People, O=Example, C=US

string of hexadecimal numbers

The actual public key in the certificate that was processed. The string is a
sequence of two-digit hexadecimal numbers separated by colons:

"Al: 3F: 23: 90: D7\ n" Each pair of digits represents a byte or octet in
the public key.

string

A string indicating the public key algorithm and certificate signing
algorithm. For example, "RSA - 1. 2.840.113549. 1. 1. 1" fora
certificate with an RSA key signed using MD5 with RSA.
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Table 6-24 Variables Returned by the Process Certificate Request Interface (Continued)

Variable

Description

t oDo

updat edBy

updat edOn

val idityLength

accept | cancel | clone |reject

Indicates the action that was taken to produce this response (that is, this is
the same as the value of the t oDo request parameter).

user ID

The user ID of the agent that updated the request. In the case of a
response from the Process Certificate Request interface, this is the user ID
of the agent that made the request.

number of seconds since 1 January 1970

The time that the request was made to the Process Certificate Request
interface.

number of seconds

The length of time, in seconds, for which the newly issued certificate will
be valid. The following list shows the approximate number of seconds in
some common time intervals:

- 1day: 86,400

= 7 days: 604,800

= 14 days: 1,209,600

= 30 days: 2,592,000

= 180 days: 15,552,000
= 365 days: 31,536,000
= 540 days: 46,665,000
= 730 days: 63,072,000

result.recordSet([i]
variables

ext _prettyprint

seri al Nunber

Variables added to record objects in the response.

string

A representation of any extensions present in the certificate in
human-readable form.

number

The decimal serial number of the certificate.
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Process DRM Request Interface

Description

URI: / kr a/ processReq
Available on: Data Recovery Manager

Function: This interface allows an agent to view a request or assign the request to
himself.

The Process DRM Request interface is slightly different from the Process Request
Interface used by Certificate Managers and Registration Managers.

Default Forms

The Process DRM Request interface is not used in any default forms. The interface
requires the sequence number of an archival request, so it is used in templates that
list requests (with their sequence numbers) to render buttons that allow an agent to
view or change the assignment of a request.

Request Parameters

The following table lists the parameters accepted by the Process DRM Request
interface.

The agent interface requires SSL client authentication, so information about the
agent can be gleaned from the certificate used to authenticate and does not need to
be passed in parameters.

Table 6-25 Parameters Accepted by the Process DRM Request Interface

Parameter

Format and Description

doAssi gn

yes | no

Specifies whether to assign the request to the agent using the interface. If this
parameter is no, nul | , or not supplied, the request will be displayed, but not
assigned to the agent.
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Table 6-25 Parameters Accepted by the Process DRM Request Interface (Continued)

Parameter Format and Description

nor eComent s string

Specifies additional comments to be stored with the request. Comments may be
useful for future reference or to provide data to another agent that needs to
process the request.

op processReq
The only operation supported is pr ocessReq.
over ri deAssi gnnent yes | no

Specifies whether or not to override an existing assignment. If a request is
already assigned to another agent, an agent must use doAssi gn = yes and
overri deAssi gnnent = yes to assume assignment of the request. If the
request is not assigned, over ri deAssi gnment is not required.

request or Emai | email address

The email address of the entity requesting archival or recovery, if the
information is available.

request or Name string
The name of the entity requesting archival or recovery, if the information is
available.

r equest or Phone string

The phone number of the entity requesting archival or recovery, if the
information is available.

segNum number
The sequence number of a pending request to assign or redisplay.
t enpl at eName string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is pr ocessReq. t enpl at e. The base JavaScript for
responses is inserted in place of the <CVS_TEMPLATE> tag. In addition, the Process
DRM Request interface adds the JavaScript variables listed in the following table.
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Table 6-26 Variables Returned by the Process DRM Request Interface

Variable

Description

result.header variables

ar chi vedBy

ar chi vedOn

cal | er Name

creat edOn

keyAl gorithm

keyLengt h

| ocal ca

| ocal kra

owner Nane

publ i cKey

Variables added to the header object.
user ID

The user ID of the Data Recovery Agent that authorized the archival. This is
sent only for completed archival requests.

seconds since 1 January 1970

The time when the key was stored in the archive. Sent only for completed
archival requests.

user ID

The user ID of the agent who is viewing the request. This data is determined
from the SSL client certificate presented to the agent interface.

seconds since 1 January 1970
The time when the request was created.
OoIb

The object identifier (OID) of the algorithm used by the key in the archive
request.

number
The number of bits in the key in the archive request.
yes | no

Indicates whether the Certificate Manager associated with the Data Recovery
Manager is located on the same host.

yes | no

Indicates whether the Data Recovery Manager is located on the same host as
the Process DRM Request interface. For this interface, the value is always yes.

Distinguished Name (DN) string. See RFC 2253.

The subject name on the certificate corresponding to the key to be archived.
This appears only for archival requests.

string

A string of two-digit hexadecimal numbers separated by colon. Each number
represents a byte in the public key corresponding to the private key to be
archived.
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Table 6-26 Variables Returned by the Process DRM Request Interface (Continued)

Variable

Description

request Type

seri al Nunber

seqNum

state

st at us

updat edBy

updat edOn

enrol | nent | recovery

Indicates whether the request was made to archive (enr ol | nent ) or recover a
key.

number

A unique identification number that identifies a key in the archive. This differs
from the certificate serial number and also from the request identifier

(segNum.

number

The sequence number assigned to the request by the Data Recovery Manager.
VALI D | | NVALI D

The current status of the key corresponding to the request.

pendi ng | conpl ete

Only requests that have st at us == pendi ng need to use the Process DRM
Request interface to assign the request to an agent. Requests that are conpl et e
can only be displayed.

user ID
Indicates the user ID of the agent that last changed the status of the request.
seconds since 1 January 1970

The time when the request status was last changed.

Process Request Interface

Description
URI: / cal/ processReq or/ral processReq
Available on: Certificate Manager or Registration Manager

Function: Changes the assignment of a pending certificate request to an agent.
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Default Forms

The Process Request Interface is not used in any default forms. The interface
requires the sequence number of a certificate request, so it is used in templates that
list pending requests (with their sequence numbers) to render buttons that allow an
agent to change the assignment of a request.

Request Parameters

The following table lists the parameters accepted by the Process Request interface.

The agent interface requires SSL client authentication, so information about the
agent can be gleaned from the certificate used for authentication and does not need
to be passed in parameters.

Table 6-27 Parameters Accepted by the Process Request Interface

This is an agent interface and requires SSL client authentication with a valid agent
certificate. The Process Request Interface can be used to assign a certificate request
(identified by a sequence number) to the agent user ID associated with the
certificate presented for authentication or to assign the request to nobody (remove
any existing assignment).

Parameter

Format and Description

doAssi gn

seqNum

t enpl at eNane

reassi gnToMe | r eassi gnToNobody | assi gnToMe | nul |

Specifies how to change the agent assigned to a pending request. Use

r eassi gnToMe if the request has already been assigned to another agent or
assi gnTolMe if the request has not been assigned (or has just been assigned
with r eassi gnToNobody). If the interface is used with no doAssi gn
parameter, the request in question is redisplayed using the

processReq. t enpl at e.

number
The sequence number of a pending request to assign or redisplay.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.

This template will be used for any response, overriding default template
settings.
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Response

The default response template is processReq.template. The base JavaScript for
responses is inserted in place of the <CMS_TEMPLATE> tag.

In addition, the Process Request interface adds the JavaScript variables listed in the
following table. The table lists only the variables in the template related to the
Process Request interface. The template includes more variables related to the
status and origin of the request; these are documented in other interfaces that use
the template.

Table 6-28 Variables Returned by the Process Request Interface

Variable Description

result.header variables Variables added to the header object.

assi gnedTo The user ID of the agent to whom the request is currently assigned. Compare to
cal | er Name to see if the agent viewing the request is the current owner.

cal | er Nane The user ID of the agent who is viewing the request. This data is determined
from the SSL client certificate presented to the agent interface.

request Type enrol | ment | get CAChain | getCertificates | get Revocationlnfo
| renewal | revocation | unrevocation

The r equest Type returns the type of request that was made to the interface
returning this template. The Process Request Interface is used to assign
pending requests, so only requests for enr ol | nent , r enewal , r evocati on,
and unr evocat i on would need a link to the Process Request Interface.

segNum number

The sequence number assigned to the request by the Certificate Manager or
Registration Manager.

st atus pendi ng | conpl ete

Only requests that have st atus == pendi ng need to use the Process
Request interface to assign the request to an agent.
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Recover Key By Serial Number Interface

Description

URI: / kra/recoverBySeri al
Available on: Data Recovery Manager
Function: Displays a form for recovering a key.

Once a key has been selected from the archive, the Recover Key By Serial Number
Interface can be used to start the recovery operation. This interface accepts the
serial number of an archived key and optionally the user ID and passwords of
recovery agents.

The recovery operation can be completed by one call to the Recover Key By Serial
Number Interface if the proper number of recovery agent user IDs and passwords
are provided. In this case, a PKCS #12 blob is returned with the recovered key and
an associated public key certificate.

The recovery operation can also be deferred if the agent passwords cannot be
immediately provided. In this case, the response from the interface is a new form
that polls the Get Approval Status Interface until the passwords are entered by
agents (from other locations) and the PKCS #12 blob can be delivered.

Default Forms

The Recover Key By Serial Number Interface typically follows a request to the
Display Key For Recovery Interface. The result of the Display Key For Recovery
Interface request is to display a key from the archive using the

di spl ayBySeri al For Recovery. t enpl at e file. This template provides a form for
making a request to the Recover Key By Serial Number Interface to initiate the
recovery operation for the selected key.

Request Parameters

The following table lists the parameters accepted by the Recover Key By Serial
Number interface.
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Table 6-29 Parameters Accepted by the Recover Key By Serial Number Interface

Parameter

Format and Description

cert

| ocal Agent s

ni cknanme

op

pl2password

pl2passwor dAgai n

pwd<n>

seri al Nurber

base-64 encoded PKCS #7 certificate

You must supply the certificate containing the public key corresponding to the
key in the archive. Be sure to include the "-----BEGIN CERTIFICATE-----"
header and "-----END CERTIFICATE-----" footer.

yes | no

Specifies whether agent user IDs and passwords have been entered locally (that
is, submitted with this request), or will be entered remotely. If| ocal Agents =
no, agents will have to access the Examine Recovery interface with the request
id and enter their passwords.

string

Specifies an optional nickname for the certificate that will be returned in the
PKCS #12 blob when the key is recovered.

recover BySeri al
Specifies the operation to perform. The only valid value isr ecover BySeri al .
string

Specifies a password used to protect the recovered key. When the PKCS #12
blob containing the key is returned, this password will be required to decrypt
the data.

string

This parameter serves as a quality check; the string must match the value of
pl2passwor d.

string

Specifies the password for agent <n>, where <n> is replaced by a sequence
number (beginning with 0). If this is a local recovery operation, user IDs

(ui d<n>) and passwords must be supplied for the number of agents required
to authorize a recovery. For example, if two agents are required, a local
recovery operation requires ui dO, pwdO, ui d1, and pwd1 parameters.

number

The serial number of the key to recover. Note that this is the DRM serial
number, not the serial number from a certificate.
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Table 6-29 Parameters Accepted by the Recover Key By Serial Number Interface (Continued)

Parameter

Format and Description

t enpl at eName

ui d<n>

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

string

Specifies the user ID for agent number <n>, if this is a local operation. See the
description for pwd<n>.

Response

If the request was for a local recovery (I ocal Agents = yes in the request), and the
recovery is successful, the response will be the binary PKCS #12 blob containing
the key and certificate. The MIME type of the response will be

appl i cation/ x- pkcs12.

If the request was not local or if there was an error, the default response template is
recover BySeri al . t enpl at e. The base JavaScript for responses is inserted in place
of the <CMS_TEMPLATE> tag. If there are no errors, the default template includes
JavaScript code that uses wi ndow. | ocat i on to immediately replace the returned
page with a call to the Get Approval Status Interface.

In addition, the Recover Key By Serial Number interface adds the JavaScript
variables listed in the following table:

Table 6-30 Variables Returned by the Recover Key By Serial Number Interface

Variable

Description

result.fixed variables  Variables added to the fixed object

host

port

string

The fully qualified domain name of the CMS server that processed the request.
This allows the resulting template to construct forms that post data to the same
interface using the same host and port.

number

The port number that was used to service the request.
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Table 6-30 Variables Returned by the Recover Key By Serial Number Interface (Continued)

Variable

Description

schene

http | https

The protocol that was used to make the request.

result.header variables Variables added to the header object.

errorDetails

recoveryl D

string

If an error occurred while processing the request, this variable contains an error
message.

number

The unique number assigned to this recovery request. If agents need to
approve the request, they will supply this number to the Examine Recovery
Interface.

Remove Certificate Hold Interface

Description

URI: / cal/ doUnr evoke or / r a/ doUnr evoke
Available on: Certificate Manager or Registration Manager agent ports.

Function: Changes the status of a certificate that has been put on hold so that it is
no longer considered revoked.

A certificate can be temporarily rendered invalid --or “put on hold”-- by revoking
it with a revocation reason code of 6. If subsequent analysis reveals that the
certificate does not need to be permanently revoked, it can be made valid again
using the Remove Certificate Hold Interface.

Only agents with valid SSL client certificates can use the Remove Certificate Hold
interface.
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Default Forms

There are no default forms that use this interface. The Remove Certificate Hold
Interface is usually accessed after a list of certificates currently on hold has been
generated. In the response template that displays the list, certificates on hold can be
rendered with a “Remove Certificate Hold” button next to their listing. The

di spl ayByCert.tenpl ate and queryCert .t enpl at e create buttons that use the
Remove Certificate Hold Interface.

Request Parameters

The following table lists the parameters accepted by the Remove Certificate Hold
interface.

Table 6-31 Parameters Accepted by the Remove Certificate Hold Interface

Parameter

Format and Description

op

seri al Nurmber

t enpl at eNane

doUnr evoke

Specifies the operation to perform. The valid value for the Remove Certificate
Hold interface is "doUnr evoke."

number
The serial number (in decimal or hexadecimal) of the certificate to revoke.
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is unr evocat i onResul t. t enpl at e. The base
JavaScript for responses is inserted in place of the <CVS_TEMPLATE> tag. In
addition, the Renove Certificate Hol d Interface adds the JavaScript variables
listed in the following table:
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Table 6-32 Variables Returned by the Remove Certificate Hold Interface

Variable

Description

result.header variables

di r Enabl ed

di r Updat ed

error

publ i shCRLEr r or

publ i shCRLSuccess

seri al Nunber

unr evoked

updat eCRL

updat eCRLEr r or

updat eCRLSuccess

Variables added to the header object.
yes | no

Indicates whether LDAP publishing is enabled on the Certificate Manager that
handled the request.

yes | no

If directory publishing is enabled, this indicates whether or not the directory
was updated with the new certificate status.

message

If there was an error while processing the unrevocation request, the error
message is stored in this variable. Otherwise, the value is nul | .

message

If the CMS server attempted to publish the CRL and encountered an error, this
variable contains the text of the error message.

yes | no

If the CMS server attempted to publish the CRL to a directory, this variable will
indicate whether the update was successful.

number

The decimal serial number of the certificate.

yes | no | pendi ng

Indicates whether or not all certificates were successfully unrevoked.
yes | no

Indicates whether or not the CMS server attempted to update the Certificate
Revocation List (CRL). If no or nul |, the CRL will be updated at the next
scheduled update interval. If yes, check udpat eCRLSuccess to determine if
the update was successful.

message

If the CMS server attempted to update the CRL and encountered an error, this
variable contains the text of the error message.

yes | no

If the CMS server attempted to update the CRL, this variable will indicate
whether the update was successful.
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Requests Query Interface

Description

URI: /cal/ queryReq or/ra/ quer yReq or / kra/ quer yReq

Available on: Certificate Manager, Registration Manager, or Data Recovery
Manager

Function: Lists requests that have been made to a given server.

The interface can return all requests, or subsets based on request status (pending,
complete, etc.) and request type (enrollment, renewal, etc.).

Default Forms

Theli st Requests. ht M form uses the Requests Query Interface. This form can be
found in the Certificate Manager, Registration Manager, and Data Recovery
Manager web directories. The | i st Request s. ht i form presents menus for
choosing the request type and status as well as a field for setting the lowest request
id to return.

Since the number or records returned by the interface may be more than the user
wants to see on one page, the response template (quer yReq. t enpl at e) may have a
button to retrieve more records that also uses the Requests Query Interface.

Request Parameters

The following table lists the parameters that are used to view requests through the
Requests Query Interface. This is an agent interface, so the HTTP POST or GET
request must use SSL client authentication with a valid agent certificate.

Table 6-33 Parameters Accepted by the Requests Query Interface

Parameter

Format and Description

max Count

number

Specifies the maximum number of requests to display on a page. If more than
maxCount requests match the criteria, the response template can include code
to request more records from the Requests Query interface.
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Table 6-33 Parameters Accepted by the Requests Query Interface (Continued)

Parameter Format and Description

op guer yReq

Specifies the operation to perform. For the Requests Query interface, this
should be quer yReq.

reqState showAl | | showCancel | ed | showConpl et ed | showl nSer vi ce |
showRej ect ed | showi ti ng

Specifies the status of requests to show.

reqType archival | enrollnent | get CAChain | getCertificates | getCRL |
get Revocationl nfo | recovery | renewal | revocation | showAll |
unrevocati on

Specifies the type of request to show.
segNunfrom number

Specifies the lowest request identification number to retrieve. This parameter is
useful when the number of requests is more than maxCount and another page
of data can be requested: set seqNunfr omto one more than the last request
displayed on the current page and repost the request.

t enpl at eNane string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

t ot al Recor dCount number

The total number of requests that match the criteria. This is, of course, not
known until at least one page of requests have been retrieved. Requests to see
more data can pass this number along so that the total number of matching
requests can be displayed on every page (otherwise the total would decrease as
subsequent requests used higher values for seqNunfr om). If this parameter is
not passed, the total will be calculated on the CMS server, and the response
table will include the total in ther esul t . header . t ot al Recor dCount
variable.

Response

The default response template is quer yReq. t enpl at e. The base JavaScript for
responses is inserted in place of the <CVS_TEMPLATE> tag.
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For each request returned, a record object is created. Some of the record object
fields listed below may not apply to some requests; for example, a pending or
rejected enrollment request will have no certificate subject.

The Requests Query interface adds the JavaScript variables listed in the following

table.

Table 6-34 Variables Returned by the Requests Query Interface

Variable

Description

result.header variables

authorityld

current Recor dCount

error

querySenti nel

requesti ngUser

t ot al Recor dCount

Variables added to the header object.
ca|] kra]ra

The type of server that generated the list of requests: ca for Certificate Manager,
kra for Data Recovery Manager, or ra for Registration Manager.

number
The number of request records displayed on the current page of output.
message

If there was an error while processing the revocation request, the error message
is stored in this variable. Otherwise, the value is nul | .

number

A tracking number that indicates the default number of records to retrieve on
the next page of output. This number is the lesser of the maxCount requested
and the total number of records left in the result set.

user ID
The user ID of the agent that requested the list of requests.
number

The total number of request records that matched the criteria.

result.fixed variables

max Count

reqState

Variables added to the fixed object.
number

The maximum number of records to display on a page. This is taken from the
maxCount request parameter.

showAl | | showCancel | ed | showConpl et ed | showl nSer vi ce |
showRej ect ed | showi ti ng

Indicates the request state parameter that was used to generate the list.
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Table 6-34 Variables Returned by the Requests Query Interface (Continued)

Variable Description

reqType archival Jenrollment | get CAChain | getCertificates | getCRL |
get Revocationlnfo | recovery | renewal | revocation | showAll |
unrevocation

Indicates the request type parameter that was used to generate the response.
segNunfr om number

The lowest request id number displayed in the current list of requests. This
value is taken from the seqgNunfr omrequest parameter.

result.recordSet[i] Variables added to record objects in the response.
variables
ar chi vedBy user ID

The user ID of the agent that processed the key archival request.
archi vedOn number of seconds since 1 January 1970

The time when the key was stored in the archive (for completed Data Recovery
Manager requests).

assi gnedTo user ID

The user ID of the agent currently assigned to the request. If no agent is
assigned, assi gnedTo will be nul | .

cal | er Nane user ID
The user ID of the agent that requested this list of requests.

cert Type ca | CEP-Request | client JobjSignCient | ra]server |other
Indicates the type of certificate.

createdOn seconds since 1 January 1970
Indicates the time when the request was created.

keyAl gorithm OID string

The object identifier (OID) used by the archived key corresponding to this
request (Data Recovery Manager requests). For example, the OID for an RSA
encryption key is" 1. 2. 840. 113549.1.1.1."

keyLengt h number

The number of bits in the archived key (Data Recovery Manager requests).
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Table 6-34 Variables Returned by the Requests Query Interface (Continued)

Variable

Description

owner Nane

request Type

seri al Nunber

seqNum

state

status

subj ect

updat edBy

updat edOn

Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to an archived encryption
key (Data Recovery Manager requests only).

Example: CN=Al i ce Apple, U D=alice, OU=People, O=Exanpl e,
C=Us

enrol | ment | get CAChain | getCertificates | get Revocationlnfo
| renewal | revocation | unrevocation

Indicates the type of request for this record.
number

The unique identification number for the request on a Data Recovery Manager.
Registration Managers and Certificate Managers use seqNum

number

The request identification number for this request. The request ID is unique on
any instance of a server. The seqNum is used for Registration Manager and
Certificate Manager Requests. Data Recovery Manager requests are indexed by
the seri al Nunber field.

VALI D] I NVALI D

For Data Recovery Manager requests, the current state of the archived key.
cancelled | conplete ] rejected | waiting

The current status of the request.

Distinguished Name (DN) string. See RFC 2253.

The subject entry on the certificate corresponding to this request (if there is
one).

user 1D
The user ID of the agent who last updated this request.
seconds since 1 January 1970

The time when this request was last updated.
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Select for Revocation Interface

Description

URI:/ cal reasonToRevoke or/ral/ reasonToRevoke
Available on: Certificate Manager or Registration Manager
Function: Displays a set of certificates matching a query filter to be revoked.

The Select for Revocation Interface uses a query filter to select certificates. The
response template lists these certificates in a form that allows them to be revoked
using the Approve Revocation Interface.

Default Forms

By default forms that use the Select for Revocation Interface are embedded as
buttons on certificate lists returned from the List Certificates Interface accessed
through an agent port (/ca/listCerts or/ra/listCerts). These response are
rendered using the queryCert . t enpl at e discussed in the List Certificates
Interface section.

Request Parameters

The following table lists the parameters that are used to select certificates through
the Select for Revocation Interface. This is an agent interface, so the HTTP POST or
GET request must use SSL client authentication with a valid agent certificate.
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Table 6-35 Parameters Accepted by the Select For Revocation Interface

Parameter

Format and Description

revokeAl |

t enpl at eName

t ot al Recor dCount

QUERY_FILTER

For information on constructing a query filter, see Table 3-17 in the End-Entity
Interfaces “List Certificates Interface” section.

To ensure accuracy when revoking certificates, you should use a query filter
that selects each certificate by its serial number.

An example value for r evokeAl | to revoke certificates with serial numbers 10
and 14 is:

(| (cert Recordl d=10) (cert Recordl d=14))
string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

number

The total number of certificates to select for revocation. This value is simply
passed through and shows up in the response template as
resul t. header. t ot al Recor dCount .

Response

The default response template is r easonToRevoke. t enpl at e. The base JavaScript
for responses is inserted in place of the <CVS_TEMPLATE> tag. In addition, the Select
for Revocation interface adds the JavaScript variables listed in the following table.

Table 6-36 Variables Returned by the Select For Revocation Interface

Variable

Description

result.header variables
caSeri al Nunber

Variables added to the header object.
number

The decimal serial number of the Certificate Authority’s signing certificate.
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Table 6-36 Variables Returned by the Select For Revocation Interface (Continued)

Variable

Description

revokeAl |

t ot al Recor dCount

veri fi edRecor dCount

QUERY_FILTER

The query filter that was used in the request to select the certificates that appear
in this response.

An example value for r evokeAl | to revoke certificates with serial numbers 10
and 14 is:

(| (cert Recordl d=10) (cert Recordl d=14))
number

The value of totalRecordCount specified in the request.
number

The number of revocable certificate that were actually selected based on the
query criteria.

result.recordSet[i]
variables

error

seri al Nunber

subj ect

val i dNot Aft er

val i dNot Bef or e

Variables added to record objects in the response.

message

If a particular certificate could not be revoked, the er r or field initsrecord
object will contain an error message. If this field is nul | , the certificate was
revoked successfully.

number
The decimal serial number of the certificate.
string

The subject distinguished name of the certificate. For example, " CN=Jane
Doe, Ul D=j doe, OU=Users, O=Organi zation, ST=California,
C=Uus."

number of seconds since 1 January, 1970

The date when the certificate expires. See the description for i ssuedOn for
details on date values.

number of seconds since 1 January, 1970

The date when the certificate became valid. See the description for i ssuedOn
for details on date values.
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Update CRL Interface

Description
URI: / ca/ updat eCRL or / r a/ updat eCRL
Available on: Certificate Manager and Registration Manager agent ports.

Function: Certificate Revocation Lists (CRLs) are automatically updated on a
regular basis. If necessary, this interface can be used to force an update to the CRL.

Default Forms

The form updat eCRL. ht nl , available in the CA agent and RA agent directories,
uses the Update CRL Interface. The form allows the user to select a signing
algorithm for the CRL.

Request Parameters

The following table lists the parameters accepted by the Update CRL interface.

Table 6-37 Parameters Accepted by the Update CRL Interface

Parameter

Format and Description

crl 1 ssui ngPoi nt Mast er CRL

Specifies the issuing point maintained by the CMS server handling the CRL
update. In the default case, the only issuing point for all CRL information is the
master CRL. If other issuing points have been configured in the Certificate
Manager’s configuration file, you can use the token used to define the issuing
point for this parameter.

signatureAl gorithm NMD5w t hRSA | SHA1wi t hDSA | SHA1w t hRSA

Specifies the signing algorithm that should be used to sign the updated CRL.
The CA signing key must match the key type (RSA or DSA) of the selected
algorithm.
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Table 6-37 Parameters Accepted by the Update CRL Interface (Continued)

Parameter

Format and Description

t enpl at eName

string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

Response

The default response template is updat eCRL. t enpl at e. The base JavaScript for
responses is inserted in place of the <CVS_TEMPLATE> tag. This simple template
uses the crlPublished variable to display either a success or failure message.

In addition, the Update CRL interface adds the JavaScript variables listed in the
following table:

Table 6-38 Variables Returned by the Update CRL Interface

Variable

Description

result.header variables

crl Publ i shed

error

Variables added to the header object.

Success | Fai l ure

Indicates whether or not the CRL was successfully updated and signed.
message

A message explaining why the CRL update failed.

Update Directory Interface

Description

URI:/ca/ updateDir or/ra/updateDr

Available on: Certificate Manager and Registration Manager.
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Function: If enabled, the publishing directory is automatically updated on a
regular basis. If necessary, this interface can be used to force new information to be
published to the directory.

The interface allows all new information or just selected subsets (for example, only
updated expired certificate information) to be published.

Default Forms

The form updat eDi r. ht nl , available in the CA agent and RA agent directories,
uses the Update Directory Interface.

Request Parameters

The following table lists the parameters accepted by the Update Directory
interface.

Table 6-39 Parameters Accepted by the Update Directory Interface

Parameter

Format and Description

expi redFrom

expi redTo

revokedFr om

revokedTo

number

The low end of the range of serial numbers of expired certificates to be updated
in the directory. For no lower bound, set this to null or omit the parameter.

number

The high end of the range of serial numbers of expired certificates to be updated
in the directory. For no upper bound, set this to null or omit the parameter.

number

The low end of the range of serial numbers of revoked certificates to be updated
in the directory. For no lower bound, set this to null or omit the parameter.

number

The high end of the range of serial numbers of revoked certificates to be
updated in the directory. For no upper bound, set this to null or omit the
parameter.
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Table 6-39 Parameters Accepted by the Update Directory Interface (Continued)

Parameter Format and Description

t enpl at eName string

Filename relative to the template directory (web/ ee, web/ agent / ca,

web/ agent / kr a, or web/ agent / r a) of a file to use as the response template.
This template will be used for any response, overriding default template
settings.

updat eAl | yes | no

Whether to update all information in the directory ("yes") or only to update
selected categories ("no"). If "no," be sure to set one of updat eCA, updat eCRL,
updat eExpi r ed, updat eRevoked, or updat eval i d to "yes."

updat eCA yes | no
Whether or not to update the Certificate Manager’s signing certificate in the
directory.

updat eCRL yes | no

Whether or not to update the certificate revocation list (CRL) in the directory.
Any new updates since the last automatic or manual update will be published.

updat eExpi red yes | no

Whether or not to remove certificates from the directory that have expired since
the last update. If you want to restrict the range of certificates (by serial
number), specify values for expi r edFr om expi r edTo, or both.

updat eRevoked yes | no

Whether or not to remove certificates from the directory that have been revoked
since the last update. If you want to restrict the range of certificates (by serial
number), specify values for r evokedFr om r evokedTo, or both.

updat eval i d yes | no

Whether or not to publish certificates that have been issued (or otherwise
become valid) since the last update to the directory. If you want to restrict the
range of certificates (by serial number), specify values for val i dFr om

val i dTo, or both.

val i dFrom number

The low end of the range of serial numbers of valid certificates to be updated in
the directory. For no lower bound, set this to null or omit the parameter.

val i dTo number

The high end of the range of serial numbers of valid certificates to be updated in
the directory. For no upper bound, set this to null or omit the parameter.
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Response

The default response template is updat eDi r . t enpl at e. The base JavaScript for
responses is inserted in place of the <CMS_TEMPLATE> tag. In addition, the Update
Directory interface adds the JavaScript variables listed in the following table.

A variable will not be added (it will have a nul | value) if it does not apply; for
example, if updating the CRL was not requested, the cr | Publ i shed variable will
not be present (cr | Publ i shed == nul | will evaluate to t r ue).

Table 6-40 Variables Returned by the Update Directory Interface

Variable Description
result.header variables Variables added to the header object.
caCertError string

A message explaining why the CA certificate could not be published to
the directory, if there was an error.

caCert Publ i shed Success | Fai l ure

If updating the CA certificate was requested, this variable will indicate
whether the update was successful or not. See caCer t Er r or for an error
message in case of Fai | ur e.

crl Error string

A message explaining why the CRL could not be published to the
directory, if there was an error.

crl Publ i shed Success | Fai l ure

If updating the CRL was requested, this variable will indicate whether the
update was successful or not. See cr | Er r or for an error message in case
of Fai | ure.

expi redCert sError string

A message explaining why the expired certificates could not be removed
from the directory, if there was an error.

expi redCert sUnpubl i shed Success | Failure

If removing expired certificates was requested, this variable will indicate
whether the update was successful or not. See expi redCert sErr or for
an error message in case of Fai | ur e.

revokedCert sError string

A message explaining why the revoked certificates could not be removed
from the directory, if there was an error.
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Table 6-40 Variables Returned by the Update Directory Interface (Continued)

Variable Description

revokedCert sUnpubl i shed Success | Failure

If removing revoked certificates was requested, this variable will indicate
whether the update was successful or not. See r evokedCer t sErr or for
an error message in case of Fai | ur e.

val i dCert sError A message explaining why new certificates could not be published to the
directory, if there was an error.

val i dCert sPubl i shed Success | Failure

If publishing new certificates was requested, this variable will indicate
whether the update was successful or not. See val i dCer t sErr or foran
error message in case of Fai | ure.
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