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About This Guide

The CMS Plug-Ins Guide provides reference information about all the plug-in
modules provided with iPlanet Certificate Management Server (CMS). Plug-in
modules help you configure and customize Certificate Management System, and
use it for issuing and managing certificates to various end entities, such as web
browsers (users), servers, Virtual Private Network (VPN) clients, and Cisco™
routers.

NOTE Sun™ ONE Certificate Server was previousy known asiPlanet™
Certificate Management System. The product was renamed shortly before
the launch of this 4.7 release.

Thelate renaming of this product has resulted in a situation where the new
product name is not fully integrated into the shipping product. In particular,
you will seethe product referenced asiPlanet Certificate Management
Server (CMS) within the product GUI and within the product
documentation. For this release, please consider iPlanet Certificate
Management Server and Sun™ ONE Certificate Server as interchangeable
names for the same product.

This chapter has the following sections:

< What’s in This Guide (page 12)

= What You Should Already Know (page 13)

= Conventions Used in This Guide (page 14)

= Where to Go for Related Information (page 15)

11



What's in This Guide

What's in This Guide

This guide covers topics that are listed below. You should use this guide in
conjunction with the other CMS documentation, such as the one that explains how
to install and setup Certificate Management System. For a complete list of CMS
documentation, see section “Where to Go for Related Information,” available later
in this preface.

12

“About This Guide” Describes what'’s covered in this guide, what you should
already know, and where to look for more information.

Chapter 1, “Authentication Plug-in Modules” Describes the plug-in modules
that you can use for authenticating end-users during certificate enrollment and
it helps you decide on the authentication method suitable for your PKI setup.

Chapter 2, “Job Plug-in Modules” Describes the plug-in modules that enable
you to automate certain certificate-related tasks—such as notifying agents
when a request gets queued, notifying users before their certificates expire, and
removing expired certificates from the directrory—to ease administration
overheads.

Chapter 3, “Constraints Policy Plug-in Modules” Describes the plug-in
modules that you can use to govern the formulation of certificate content, such
as key size, signing algorithm, validity period, and so on, and issuance of
certificates.

Chapter 4, “Certificate Extension Plug-in Modules” Describes the plug-in
modules that enable you to add standard (X.509) and proprietary certificate
extensions to certificate requests.

Chapter 5, “Mapper Plug-in Modules” Describes the plug-in modules that
enable you to configure a Certificate Manager to locate directory entries for
publishing certificates and CRLs to the directory.

Chapter 6, “Publisher Plug-in Modules” Describes the plug-in modules that
enable you to configure a Certificate Manager to publish certificates to the
correct attribute of the located directory entries.

Chapter 7, “CRL Extension Plug-in Modules” Describes the plug-in modules
that enable you to configure a Certificate Manager to set CRL extensions in
CRLs before generating them and publishing them to a directory.

Chapter 8, “Log Plug-in Modules” Describes the plug-in modules that enable
you to configure CMS logs.

iPlanet Certificate Management Server Plug-Ins Guide ¢ September 2002



What You Should Already Know

Appendixes

Appendix A, “Distinguished Names” Briefly explains what are distinguished
names (DNs) and describes how DNs are used in Certificate Management
System.

Appendix B, “Object Identifiers” Briefly explains what are object identifiers
(OIDs) and describes significance of registering OIDs.

Appendix C, “Certificate and CRL Extensions” Summarizes the standard
certificate and CRL extensions defined by X.509 version 3 and the extensions
defined by Netscape before this version was finalized. Recommends
extensions to use with specific kinds of certificates, including both PKIX Part 1
recommendations and Netscape extensions that must be supported to
maintain compatibility with early versions of Netscape products.

What You Should Already Know

This guide is intended for experienced system administrators who are planning to
deploy Certificate Management System. CMS agents should refer to CMS Agent’s
Guide for information on how to perform agent tasks, such as handling certificate
requests and revoking certificates.

This guide assumes that you

Are familiar with the basic concepts of public-key cryptography and the Secure
Sockets Layer (SSL) protocol.

o SSL cipher suites
o The purpose of and major steps in the SSL handshake

Understand the concepts of intranet, extranet, and the Internet security and the
role of digital certificates in a secure enterprise. These include the following
topics:

o Encryption and decryption

o Public keys, private keys, and symmetric keys

o Significance of key lengths

v Digital signatures

o Digital certificates, including various types of digital certificates

o The role of digital certificates in a public-key infrastructure (PKI)

About This Guide 13



Conventions Used in This Guide

o Certificate hierarchies

If you are new to these concepts, we recommend you read the security-related
documents available online at this URL:
http://docs. sun. coml db?p=col | / S1_nsCM5_42_Resour ces

You may also refer to the security-related appendixes ( Appendix D and
Appendix E ) of the accompanying manual, Managing Servers with iPlanet
Console.

Are familiar with the role of iPlanet Console in managing Netscape version 4.x
servers. Otherwise, see the accompanying manual, Managing Servers with
iPlanet Console.

Are reading this guide in conjunction with the documentation listed in section
“Where to Go for Related Information” on page 15.

Conventions Used in This Guide

The following conventions are used in this guide:

14

Monospaced font—This typeface is used for any text that appears on the
computer screen or text that you should type. It’s also used for filenames,
functions, and examples.

Example: Server Root is the directory where the CMS binaries are kept.
Italic—Italic type is used for emphasis, book titles, and glossary terms.

Example: This control depends on the access permissions the superadministrator
has set up for you.

Text within “quotation marks”—Indicates cross-references to other topics
within this guide.

Example: For more information, see “Issuing a Certificate to a New User” on
page 154.

Boldface—Boldface type is used for various Ul components such as captions
and field names, and the terminology explained in the glossary, which can be
found in CMS Installation and Setup Guide.

Example:

Rotation frequency. From the drop-down list, select the interval at which the
server should rotate the active error log file. The available choices are Hourly,
Daily, Weekly, Monthly, and Yearly. The default selection is Monthly.

iPlanet Certificate Management Server Plug-Ins Guide ¢ September 2002



Where to Go for Related Information

< Monospaced [ ]—Square brackets enclose commands that are optional.
Example: PrettyPrint Cert <input_file> [<output_file>]

<i nput _fi | e> specifies the path to the file that contains the base-64
encoded certificate.

<out put _f i | e> specifies the path to the file to write the certificate. This
argument is optional; if you don’t specify an output file, the certificate
information is written to the standard output.

< Mnospaced <>—Angle brackets enclose variables or placeholders. When
following examples, replace the angle brackets and their text with text that
applies to your situation. For example, when path names appear in angle
brackets, substitute the path names used on your computer.

Example: Using Netscape Communicator 4.04 or later, enter the URL for the
administration server: htt p: / / <host nane>: <port _nunber >

= [ —Aslash is used to separate directories in a path. If you use the Windows NT
operating system, you should replace /7 with \ in paths.

Example: Except for the Security Module Database Tool, you can find all the
other command-line utilities at this location: <ser ver _r oot >/ bi n/ cert/tool s

= Sidebar text—Sidebar text marks important information. Make sure you read
the information before continuing with a task.

Examples:

NOTE You can use iPlanet Console only when Administration Server is up
and running.

CAUTION A caution note documents a potential risk of losing data, damaging
software or hardware, or otherwise disrupting system performance.

Where to Go for Related Information

This section summarizes the documentation that ships with Certificate
Management System, using these conventions:

= <server_root > is the directory where the CMS binaries are kept (which you
specify during installation).

About This Guide 15



Where to Go for Related Information

e <instance_i d>is the ID for this instance of Certificate Management System
(specified during installation).

The documentation set for Certificate Management System includes the following:
= Managing Servers with iPlanet Console

Provides background information on basic cryptography concepts and the role
of iPlanet Console. To view the HTML version of this guide, open this file:
<server _root >/ manual / en/ adm n/ hel p/ contents. ht m

e CMS Installation and Setup Guide

Describes how to plan for, install, and administer Certificate Management
System. To access the installation and configuration information from within
the CMS Installation Wizard or from the CMS window (within iPlanet
Console), click any help button.

To view the HTML version of this guide, open this file:
<server _root >/ manual / en/ cert/setup_gui de/ contents. htm

e CMS Plug-Ins Guide(this guide)

Provides detailed reference information on CMS plug-ins. To access this
information from the CMS window within iPlanet Console, click any help
button.

To view the HTML version of this guide, open this file;
<server _root >/ manual / en/ cert/plugi n_gui de/ contents. htm

e CMS Command-Line Tools Guide
Provides detailed reference information on CMS tools.

To view the HTML version of this guide, open this file:
<server _root >/ manual /en/ cert/tool s_gui de/ contents. htm

e CMS Customization Guide

Provides detailed reference information on customizing the HTML-based
agent and end-entity interfaces.

To view the HTML version of this guide, open this file;
<server _root >/ manual / en/ cert/custom gui de/ contents. htm

e CMS Agent’s Guide

Provides detailed reference information on CMS agent interfaces. To access
this information from the Agent Services pages, click any help button.

16 iPlanet Certificate Management Server Plug-Ins Guide « September 2002



Where to Go for Related Information

To view the HTML version of this guide, open this file;
<server _root>/cert-<instance_i d>/ web/ agent/ manual / agent _gui de/
contents. htm

To view the PDF version of this guide, open this file:
<server _root >/ manual / en/ cert/ pdf/cnms42sp2agent . pdf

= End-entity help (online only, not printed)

Provides detailed reference information on CMS end-entity interfaces. To
access this information from the end-entity pages, click any help button.

To view the HTML version of this guide, open this file;
<server _root>/cert-<instance_i d>/ web/ ee/ nanual / ee_gui de/
contents. htm

NOTE Do not change the default location of any of the HTML files; they
are used for online help. You may move the PDF files to another
location.

For a complete list of all documentation for Certificate Management System,
including documentation for Directory Server, see Documentation Summary,
located at: <ser ver _r oot >/ manual /i ndex. ht m

For the latest information about Certificate Management System, including current
release notes, technical notes, and deployment information, check this site:
http://docs. sun. conl ?p=col I / S1_s1CertificateServer_47
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Chapter 1

Authentication Plug-in Modules

iPlanet Certificate Management Server (CMS) provides a set of authentication
plug-in modules that enable you to configure a Certificate Manager or Registration
Manager to authenticate end users, based on specified criteria, when they enroll for
a certificate. This chapter explains the authentication modules that are installed
with the Certificate Manager and Registration Manager—it lists and briefly
describes the modules and then explains each one in detail.

The chapter has the following sections:

Overview of Authentication Modules (page 20)
Manual Authentication (page 23)
UidPwdDirAuth Plug-in Module (page 24)
UidPwdPinDirAuth Plug-in Module (page 30)
NISAuth Plug-in Module (page 37)
PortalEnroll Plug-in Module (page 44)
SSOAuthentication Plug-In Module (page 52)
Certificate-Based Enrollment (page 53)

Enrollment Forms (page 57)

19



Overview of Authentication Modules

Overview of Authentication Modules

Certificate Management System supports both manual and automated certificate
issuance.

< In the manual method of certificate issuance, end entities supply most of the
information required by the server to formulate certificate requests and issue
certificates. Manual issuance is also dependent on human agents; it requires
that all end-entity certificate requests be approved by agents before the server
can process the requests. To understand the role of an agent in your PKI, see
section “Agents” in Chapter 13, Managing Privileged Users and Groups” of
CMS Installation and Setup Guide.

= In the automated method of certificate issuance, repositories, such as
directories, supply part of the end-entity information. End entities only supply
certain information—for example, a user ID and password—contained in the
repository during certificate enrollment. The server uses this information for
authenticating end entities before retrieving information required to formulate
the certificate request from the repository.

For details on the manual method of certificate issuance, see “Manual
Authentication” on page 23. For the automated method of certificate issuance,
Certificate Management System provides a set of plug-in modules. Plug-in
modules are implemented as Java classes and are registered in the CMS
authentication framework. The Authentication Plugin Registration tab of the CMS
window (see Figure 1-1) lists all the modules and the corresponding classes that are
currently registered with a CMS instance.

Figure 1-1  Default authentication modules for end-user enrollment
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Table 1-1 lists the authentication modules provided for the Certificate Manager and
Registration Manager; no authentication modules are provided for the Data
Recovery Manager as it does not function as an enrollment authority in a PKI. You
can use these modules to configure a Certificate Manager and Registration
Manager to employ a specific authentication method during certificate
enrollments.

Note that the name of the Java class for an authentication plug-in is in this format:

comiplanet.certsrv. aut henti cati on. <pl ugi n_nane>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the Ui dPwdDi r Aut h module would be:

comiplanet.certsrv. authentication. Ui dPwdDi r Aut henti cati on

Table 1-1 Authentication plug-in modules for end user certificate enrollments

Plug-in module name Function

NI SAut h

Port al Enrol |

Ui dPwdDi r Aut h

Authenticates end users based on their user IDs and passwords stored in a NIS
server. Optionally, uses an LDAP directory for formulating certificate subject
names. For details, see “NISAuth Plug-in Module” on page 37.

Authenticates online service users based on their user IDs and passwords stored
in an LDAP directory. Also registers new users for the online service. For details,
see “PortalEnroll Plug-in Module” on page 44.

Authenticates end users based on their user IDs and passwords stored in an
LDAP directory. For details, see “UidPwdDirAuth Plug-in Module” on page 24.

Ui dPwdPi nDi r Aut h Authenticates end users based on their user IDs, passwords, and PINs stored in

an LDAP directory. For details, see “UidPwdPinDirAuth Plug-in Module” on
page 30.

Because large corporations typically store corporatewide user, group, and
network-resource data in LDAP-compliant directories, the default authentication
modules provided for automated certificate enrollment use an LDAP directory for
authenticating users or for formulating certificate subject names, or for both. If you
already have an LDAP-compliant directory, such as iPlanet Directory Server, with
end-user data, you can use that directory for any of the purposes mentioned above.
For example, if you have an NIS server and LDAP directory installations, you can
use the NIS server for authenticating end users and the directory for formulating
certificate subject names; end users will be required to provide only their NIS user
IDs and passwords during enrollment.
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If you don’t have a directory deployed, you may use the Directory Server instance
created at the time of CMS installation; in the documentation, this instance is
identified as the Configuration Directory. For a demonstration on how to use this
directory for issuing certificates to end users, see Chapter 3, “Default Demo
Installation” of CMS Installation and Setup Guide.

If you determine that the default authentication modules do not meet your
requirements, you can develop a custom authentication module using the CMS
SDK, which is available in the form of Java Docs at this location:

<server _root>/cns_sdk/cns_j dk/j avadocs

For general guidelines on developing custom authentication modules and adding
them to the CMS authentication framework, check the tutorials on authentication.
Be sure to take a look at the authentication-specific samples available at this
location: <server _root >/ cns_sdk/ cns_j dk/ sanpl es/ aut henti cati on

For instructions on how to configure a Certificate Manager and a Registration
Manager to use one or more of the authentication methods, see section
“Configuring Authentication for End-User Enrollment” in Chapter 15, “Setting Up
End-User Authentication” of CMS Installation and Setup Guide.

Keep in mind that in an automated certificate management setup, the Certificate
Manager and Registration Manager use the configured authentication methods
only during certificate enrollment. During certificate renewal, the servers rely on
end users SSL client certificate for automated renewal. For automated revocation,
the users can use their SSL-client certificate or a challenge password. For more
information, see sections “Authentication for End Users During Certificate
Renewal” and “Authentication for End Users During Certificate Revocation” in
Chapter 15, “Setting Up End-User Authentication” of CMS Installation and Setup
Guide .

Certificate Management System also provides HTML forms-based interfaces for all
the authentication methods it supports. Your end entities can use these forms for
certificate enrollment. Explanation of each enrollment form, along with the
corresponding authentication module, is covered in “Enrollment Forms™ on

page 57. Certificate renewal and revocation forms are covered as a part of those
processes. For details on individual form elements in the enrollment, renewal, and
revocation forms, see the online help available by clicking the Help buttons on the
HTML forms. You can also customize these forms to suit to your organization’s
requirements. For customization information, see CMS Customization Guide.
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Manual Authentication

Figure 1-2
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Manual authentication refers to operations which must be approved by a CMS
agent, where no automated operation is possible. That is, a real person must log in
to approve or reject request. By default, Certificate Management System provides
manual-enrollment forms that enable you to request many types of certificates
from the server. For details, see “Enrollment Forms” on page 57.

Note that the manual authentication method is hardcoded; you cannot configure it
in any other way. This ensures that when the server receives requests that lack
authentication credentials, it sends those requests to the request queue for agent
approval. It also means that if you don’t configure a Certificate Manager or
Registration Manager for any other authentication method, the server
automatically sends all certificate-related requests to a queue where they await
agent approval.

Figure 1-2 illustrates how the manual authentication method works during
certificate enrollment.

Manual authentication of end entities during certificate enroliment
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These are the steps shown in Figure 1-2:

1. Inthe manual enrollment form, the end entity enters the information needed to
request a certificate and submits the request to the server.

2. When the server receives the request, it automatically lists the request in a
certificate request queue for an agent to process.

3. An agent verifies the authenticity of the request.

o Ifthe request is from a valid end entity, the agent verifies that all the
information the end entity has provided in the request is correct, makes
required modifications, if any, and approves the certificate request for
issuance.

o Ifthe request is from an invalid end entity, the agent rejects the request,
which in turn triggers a rejection notification to the end entity.

4. When the server receives the agent-approved request, it subjects it to policy
processing. For details, see Chapter 18, “Setting Up Policies” of CMS
Installation and Setup Guide .

o If the request fails any of the configured policies, the server rejects the
request, logs an error message, and sends a rejection notification to the end
entity.

o If the request passes all the configured policies, the server issues the
certificate.

The certificate is delivered to the email address specified in the certificate
request.

UidPwdDirAuth Plug-in Module

24

The Ui dPwdDi r Aut h plug-in module implements the directory-based
authentication method. You can use this module for authenticating end users,
provided their information is stored in an LDAP directory, during certificate
enrollment.

Here’s how the enrollment method works: as part of configuring a Certificate
Manager and a Registration Manager, or both, for authentication, you specify an
LDAP directory that the server must use to authenticate end users. End users enroll
for a certificate by entering their user IDs and passwords for this authentication
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directory in an HTML form that is served by a Certificate Manager or Registration
Manager (see “Enrollment Forms” on page 57). Once the server successfully
authenticates an end user, it retrieves the rest of the information required to

formulate the certificate from the directory.

Figure 1-3 illustrates how authentication based on a user ID and password works
during certificate enrollment.

Figure 1-3  User ID- and password-based authentication of an end user
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These are the steps shown in Figure 1-3:

1. Inthe directory-based certificate enrollment form, the end user enters a user ID
and password for the directory and submits the request to a Certificate
Manager or Registration Manager.

2. When the server receives the request, it looks up the directory that is
configured for authenticating end users. The server verifies the authenticity of
the user by checking the directory entries.

If the end user does not have a valid entry in the directory, the server

rejects the request, logs an error message, and sends a rejection notification

to the user.

u]
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o Ifthe end user has a valid entry in the directory, the server retrieves all the
information required to construct the subject name for the user’s
certificate.

If, for some reason, the directory to which the server binds for authenticating
the user ID and password is unavailable, the server returns an LDAP error
code and writes it to the log. A sample log entry with an LDAP error code is
shown below:

28/ Jun/ 1999: 18: 40: 25 -0700] conn=0 op=7 RESULT err=32 tag=101
nentri es=0 etine=0]

3. Next, the server subjects the certificate request to policy processing. For details,
see Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide.

o If the request fails any of the configured policies, the server rejects the
request, logs an error message, and sends a rejection notification to the end
entity.

o If the request passes all the configured policies, the server issues the end
user a certificate.

The end user gets the certificate, which, if the server is configured to do so,
is delivered to the email address specified in the request or in the directory.
For information on configuring a Certificate Manager or Registration
Manager to send automated notifications, see section “Notifications of
Certificate Issuance to End Entities” in Chapter 16, “Setting Up Automated
Notifications” of CMS Installation and Setup Guide.

Configuration Parameters of UidPwdDirAuth

In the configuration file, the Ui dPwdDi r Aut h module is identified as
aut hs. i npl . U dPwdDi r Aut h. cl ass=com i pl anet . certsrv.
aut henti cati on. Ui dPwdDi r Aut hent i cat i on.

In the CMS window, the module is identified as Ui dPwdDi r Aut h. Figure 1-4 shows
how configurable parameters of the module are displayed in the CMS window.
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Figure 1-4  Parameters defined in the UidPwdDirAuth module

Authertication Instance I0: |UserDirEnroIImerrt
Autherticeation Plugin D UidPwwdDieAuth

dnpattern |E=$aﬂr.mai\.1 [CN=%attr.cn OU=Fdn.ou.2,0=%dn.o,C=US

IdapStringattributes [mail

IdapBytesttrioutes |

Iddap Idapconn.bost |corpD\rec‘tory.sime.com

Iddzp dapconn port |389

Iddap dapconn.secureConn |false

Idap dapconn.version |3

Iddap basedn |O=siroe.com

Idzg minConns |2

Idap maxConns |8

Cancel Help

Table 1-2 gives details about each of these parameters and their values.

Chapter 1  Authentication Plug-in Modules 27



UidPwdDirAuth Plug-in Module

Table 1-2 Description of parameters defined in the UidPwdDirAuth module

Parameter

Description

dnpattern

| dapStringAttributes

Specifies a string representing a subject name pattern to formulate from the
directory attributes and entry DN.

Permissible values: Any valid DN string composed from standard DN
attributes, which must be separated by commas; see “DNs in Certificate
Management System” on page 316.

The syntax is illustrated in the following example:
E=$attr.mail.1, CN=$attr.cn, OU=$dn.ou.2, O=%dn.o, C=US

This sample configuration specifies that the subject name should be
formulated as follows:

e E=thefirstmai | LDAP attribute value in the user’s entry
= CN=the (first) cn LDAP attribute value in the user’s entry
= QU= the second ou value in the user’s entry DN

= O=the (first) o value in the user’s entry DN

e C=thestring US

If this parameter value is empty or not set, the server uses E=$attr. mai | ,
CN=$attr.cn, O=$dn. o, C=$dn. c asthe DN pattern.

This default DN pattern works well with Netscape Communicator and other
browsers. For Communicator, if you leave out E= in end-user certificates,
S/MIME may not work correctly (assuming lack of other extensions in the
certificate). Also, if C= and O= are left out, certificate display looks strange in
Communicator (when the Display Certificate button is clicked).

Specifies the list of LDAP string attributes that should be considered authentic
for the end entity. If specified, the values corresponding to these attributes
will be copied from the authentication directory into the authentication
token—that is, values retrieved from this parameter can be used by policy
modules to formulate subject names for certificates or to make other policy
decisions. For details, see “SubjectAltNameExt Plug-in Module” on page 235.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP string attributes, separated by commas.
Example: mai |

(This sample configuration specifies that the value of the nai | attribute
should be stored in the authentication token.)
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Table 1-2 Description of parameters defined in the UidPwdDirAuth module (Continued)

Parameter

Description

| dapByt eAttri but es

| dap. | dapconn. host

| dap. | dapconn. port

| dap. | dapconn.
secur eConn

Specifies the list of LDAP byte (binary) attributes that should be considered
authentic for the end entity. If specified, the values corresponding to these
attributes will be copied from the authentication directory into the
authentication token for use by other modules—that is, values retrieved from
this parameter can be used by policy modules to make certain policy decisions
or to add additional information to users’ certificates.

For example, assume you have defined an LDAP binary attribute for storing
users’ pictures or fingerprints in your directory. You could develop a policy
plug-in that adds users’ pictures to their certificates as extensions.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP byte attributes, separated by commas.
Example: j pegPhot o

This sample configuration specifies that the value of the LDAP attribute
named j pegPhot o (which is included in the standard i net Or gPer son
object class) should be stored in the authentication token and be used to put
the user’s picture in his or her certificate.

Specifies the host name of the authentication directory.

Permissible values: The name must be in the
<machi ne_name>. <your _domai n>. <donmai n> form.

Example: cor pDi rectory. siroe. com

Specifies the TCP/IP port at which the authentication directory listens to
requests from Certificate Management System.

Permissible values: Any valid port number.
Example: 389

Specifies the type—SSL or non-SSL—of the port at which the authentication
directory listens to requests from Certificate Management System.

= Check the box if the port is an SSL (HTTPS) port. If your authentication
directory is configured for SSL-enabled communication (with or without
SSL client authentication), choose this option.

= Leave the box unchecked if the port is a non-SSL (HTTP) port. If your
authentication directory is configured for basic authentication, choose this
option (default).
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Table 1-2 Description of parameters defined in the UidPwdDirAuth module (Continued)

Parameter Description
| dap. | dapconn. Specifies the LDAP protocol version.
version

Permissible values: 2 or 3.

= 2 specifies LDAP version 2. If your authentication directory is based on
Netscape Directory Server 1.x, choose 2.

= 3 specifies LDAP version 3. For Directory Server versions 3.x and later,
choose 3.

Example: 3

| dap. basedn Specifies the base DN for searching the authentication directory—the server
uses the value of the ui d field from the HTTP input (what a user enters in the
enrollment form) and the base DN to construct an LDAP search filter.

Permissible values: Any valid DN string of up to 255 characters.
Example: O=si r oe. com

| dap. mi nConns Specifies the minimum number of connections permitted to the authentication
directory.

Permissible values: 1 to 3.
Example: 2

| dap. maxConns Specifies the maximum number of connections permitted to the
authentication directory.

Permissible values: 3 to 10.

Example: 8

UidPwdPinDirAuth Plug-in Module

The Ui dPwdPi nDi r Aut h plug-in module implements the directory- and PIN-based
authentication method. You can use this module for authenticating users in the
global LDAP domain during certificate enrollment. This authentication method is
functionally very similar to the directory-based authentication explained in
“UidPwdDirAuth Plug-in Module” on page 24, except that for stronger
authentication you combine a PIN or one-time password with the end users’ user
IDs and passwords.
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Here’s how the enrollment method works: as a part of setting up a Certificate
Manager or a Registration Manager, or both for end-user authentication, you
specify the LDAP directory that the server must use to authenticate end users. End
users enroll for a certificate by entering their user IDs, passwords, and PINs in an
HTML form that is served by the Certificate Manager or Registration Manager (see
“Enrollment Forms” on page 57). Once the server successfully authenticates an end
user, it retrieves the rest of the information required to formulate the certificate
from the directory. You can also configure the server to either retain or remove the
PIN from the directory following successful authentication.

Normally, user entries in directories do not contain PINs. In order to use the

Ui dPwdPi nDi r Aut h module, you must first populate the directory that you intend
to use for authentication with unique PINs for users; each user to whom you intend
to issue a certificate must know his or her PIN at the time of certificate enrollment,
as he or she will be required to enter it in the enrollment form. To aid you in the
process of generating unique PINs for users and adding them to the directory,
Certificate Management System provides a command-line tool called the PIN
Generator. For information about this tool, see CMS Command-Line Tools Guide .

Configuration Parameters of UidPwdPinDirAuth

In the configuration file, the Ui dPwdPi nDi r Aut h module is identified as
aut hs. i npl . U dPwdPi nDi r Aut h. cl ass=com i pl anet. certsrv.
aut henti cati on. Ui dPwdPi nDi r Aut henti cati on.

In the CMS window, the module is identified as Ui dPwdPi nDi r Aut h. Figure 1-5
shows how configurable parameters of the module are displayed in the CMS
window.
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Figure 1-5  Parameters defined in the UidPwdPinDirAuth module

Avthertication Instance ICx |PinDirEnrnIImerd

Authentication Plugin I0: LidPwdPinDirAuth

remaveRin [

pinattr | pin

dnpattern |E=$a1tr.mail.1 , CN=Fattr cn, OU=Fdn.ou.2, O=%dn.o, C=US

IdapStringattributes | mail

IdapByte Attrioutes |

Idap Jdapeann host | corpCirectory siroe .com

Idap Jdapconnport [389

Idap dapconn.secureConn [

Idap ldapoonn version I 3 ;I

Ickzp Idapauth bindCn |CN=pinmanager

passward [=+=ssxeesmzans

Iddzp dapauth.cliert Certhickname |

Iclzp dapauth.authtype I BasicAuth j

Idap basedn |O=Sirue.cum

Idap.minConns | 3

Idap.maxConns | ]

Template for cert Subject Mame. $idn.oo:: get value from wuser's LDAP DR, $atir yyy - get
valug from LDAP sttributes in user's entey

Cancel Help

Table 1-3 gives details about each of these parameters.

Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module

Parameter Description

renovePi n Specifies whether to remove PINs from the authentication directory (after end
users successfully authenticate). Removing PINs from the directory restricts
users from enrolling more than once, and thus prevents them from getting
more than one certificate.

= Check the box if you want the server to remove PINs from the directory
after successful authentication. If you set the value to t r ue, you must also
specify the values for the | dap. | dapaut h. bi ndDN and passwor d
parameters.

= Uncheck the box if you want the server to leave PINs in the directory after
authentication.
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Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module (Continued)

Parameter Description

pi nAttr Specifies the authentication directory attribute for PINs. If you used the PIN
Generator utility (provided with Certificate Management System), the attribute
is specified by the value of the obj ect cl ass parameter; the default value for
this parameter is pi n. For details, see section “Arguments” in Chapter 4, “PIN
Generator Tool” of CMS Command-Line Tools Guide .
Permissible values: Any valid attribute name.
Example: pi n

dnpattern Specifies a string representing a subject name pattern to formulate from the

directory attributes and entry DN.

Permissible values: Any valid DN string composed from standard DN
attributes, which must be separated by commas; see “DNs in Certificate
Management System” on page 316.

The syntax is illustrated in the following example:
E=$attr.mail.1l, CN=$attr.cn, OU=$dn.ou.2, O=$dn.o, C=US

This sample configuration specifies that the subject name should be
formulated as follows:

e E=thefirstmai | LDAP attribute value in the user’s entry
= CN=the (first) cn LDAP attribute value in the user’s entry
= QU= the second ou value in the user’s entry DN

= O=the (first) o value in the user’s entry DN

e C=thestring US

If this parameter value is empty or not set, the server uses E=$attr. nai | ,
CN=$attr.cn, O=$dn. o, C=$dn. c asthe DN pattern.

This default DN pattern works well with Netscape Communicator and other
browsers. For Communicator, if you leave out E= in end-user certificates,
S/MIME may not work correctly (assuming lack of other extensions in the
certificate). Also, if C= and O= are left out, certificate display looks strange in
Communicator (when the Display Certificate button is clicked).
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Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module (Continued)

Parameter

Description

| dapStringAttributes

| dapByt eAttri but es

| dap. | dapconn. host

| dap. | dapconn. port

Specifies the list of LDAP string attributes that should be considered authentic
for the end entity. If specified, the values corresponding to these attributes
will be copied from the authentication directory into the authentication
token—that is, values retrieved from this parameter can be used by policy
modules to formulate subject names for certificates or to make other policy
decisions. For details, see “SubjectAltNameExt Plug-in Module” on page 235.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP string attributes, separated by commas.
Example: mai |

(This sample configuration specifies that the value of the nai | attribute
should be stored in the authentication token.)

Specifies the list of LDAP byte (binary) attributes that should be considered
authentic for the end entity. If specified, the values corresponding to these
attributes will be copied from the authentication directory into the
authentication token for use by other modules—that is, values retrieved from
this parameter can be used by policy modules to make certain policy decisions
or to add additional information to users’ certificates.

For example, assume you have defined an LDAP binary attribute for storing
users’ pictures or fingerprints in your directory. You could develop a policy
plug-in that adds users’ pictures to their certificates as extensions.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP byte attributes, separated by commas.
Example: j pegPhot o

This sample configuration specifies that the value of the LDAP attribute
named j pegPhot o (which is included in the standard i net Or gPer son
object class) should be stored in the authentication token and be used to put
the user’s picture in his or her certificate.

Specifies the host name of the authentication directory.

Permissible values: The name must be in the
<machi ne_name>. <your _domai n>. <donmai n> form.

Example: cor pDi rect ory. si roe. com

Specifies the TCP/IP port at which the authentication directory listens to
requests from Certificate Management System.

Permissible values: Any valid port number.

Example: 389
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Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module (Continued)

Parameter

Description

| dap. | dapconn.
secur eConn

| dap. | dapconn.
ver sion

| dap. | dapaut h. bi ndDN

password

Specifies the type—SSL or non-SSL—of the port at which the authentication
directory listens to requests from Certificate Management System.

= Check the box if the port is an SSL (HTTPS) port. If your authentication
directory is configured for SSL-enabled communication (with or without
SSL client authentication), choose this option.

= Leave the box unchecked if the port is a non-SSL (HTTP) port. If your
authentication directory is configured for basic authentication, choose this
option (default).

Specifies the LDAP protocol version.
Permissible values: 2 or 3.

= 2 specifies LDAP version 2. If your authentication directory is based on
Netscape Directory Server 1.x, choose 2.

= 3 specifies LDAP version 3. For Directory Server versions 3.x and later,
choose 3 (default).

Example: 3

Specifies the user entry to bind as when removing PINs from the
authentication directory. You need to specify this parameter only if you’ve
selected r emovePi n. It is recommended that you create and use a separate
user entry that has permission to modify only the PIN attribute in the
directory. For example, don’t use the directory manager’s entry as it has
privileges to modify the entire directory content.

Permissible values: A valid bind DN.
Example: CN=pi nmanager

Specifies the password associated with the DN specified by the

| dap. | dapaut hbi ndDN parameter. when you save your changes, the
server stores the password in the single sign-on password cache and uses it
for subsequent start ups (see section “Required Start-up Information” in
Chapter 8, “Starting and Stopping CMS Instances” of CMS Installation and
Setup Guide.)

You need to specify this parameter only if you’ve selected r enovePi n.
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Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module (Continued)

Parameter Description
| dap. | dapaut h. Specifies the nickname or the friendly name of the certificate to be used for
clientCertN cknane SSL client authentication to the authentication directory in order to remove

PINs. Make sure that the certificate is valid and has been signed by a CA that
is trusted in the authentication directory’s certificate database, and that the
authentication directory’s cer t map. conf file has been configured to
correctly map the certificate to a DN in the directory. (This is needed for PIN
removal only.)

Permissible values: Enter the name of a currently valid CMS certificate, for
example, its SSL server certificate.

Example: Ser ver - Cer t

Idap. | dapaut h. Specifies the authentication type—basic authentication or SSL client
aut ht ype authentication—required in order to remove PINs from the authentication
directory.

Permissible values: Basi cAut h or Ssl C i ent Aut h.

= Basi cAut h specifies basic authentication. If you choose this option, be
sure to enter the correct values for | dap. | dapaut h. bi ndDNand
passwor d parameters; the server uses the DN from the
| dap. | dapaut h. bi ndDN attribute to bind to the directory (default).

= Ssl dient Aut h specifies SSL client authentication. If you choose this
option, be sure to set the value of the | dap. | dapconn. secur eConn
parameter to t r ue and the value of the
| dap. | dapaut h. cl i ent Cer t Ni cknane parameter to the nickname of
the certificate to be used for SSL client authentication.

Example: Basi cAut h

| dap. basedn Specifies the base DN for searching the authentication directory—the server
uses the value of the ui d field from the HTTP input (what a user enters in the
enrollment from) and the base DN to construct an LDAP search filter.

Permissible values: Any valid DN string of up to 255 characters.
Example: O=si r oe. com

| dap. mi nConns Specifies the minimum number of connections permitted to the authentication
directory.

Permissible values: 1 to 3.

Example: 3
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Table 1-3 Description of parameters defined in the UidPwdPinDirAuth module (Continued)

Parameter

Description

| dap. maxConns

Specifies the maximum number of connections permitted to the
authentication directory.

Permissible values: 3 to 10.

Example: 9

NISAuth Plug-in Module

The NI SAut h module implements the NIS server-based authentication. You can
use the module for authenticating unprivileged users in the NIS domain during
certificate enrollment. The module enables you to deploy Public Key Infrastructure
(PKI) leveraging an existing NIS server installation—it enables you to configure a
Certificate Manager or Registration Manager to authenticate end users, based on
their user IDs and passwords stored in an existing NIS server, and to issue
certificates.

Optionally, you can configure the authentication module to do an LDAP
correlation—that is, use the NIS directory to authenticate users based on the user ID
and password they enter in the enroliment form, but compose certificate subject
names from an LDAP-compliant directory, such as iPlanet Directory Server. When
using an LDAP directory to compose subject names, you can configure the module
to search for and retrieve specific LDAP attribute values from the directory. The
ability of the module to use an LDAP directory to form certificate subject names is
useful in cases where the NIS server only stores user IDs and passwords and you
don’t want to formulate subject names using just common names and user IDs.

In the absence of an LDAP directory, subject names of all certificates issued by the
server will be of the form CN=<Fi r st Name Last Nane>, Ul D=<User | D>, where

Fi rst Name and Last Nane is a user’s first and last names as specified in the NIS
directory, and User | Dis the user’s NIS ID. To accommodate scenarios where the
default subject-name form isn’t adequate, the module supports a parameter named
ext endedDN. This parameter enables you to specify a suffix that the server should
use for extending the default subject DN pattern.

Figure 1-6 illustrates how the NIS authentication module works during certificate
enrollment.
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Figure 1-6  NIS server-based authentication of an end user
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These are the steps shown in Figure 1-6:

1. Inthe NIS server-based certificate enrollment form, the end user enters his or
her user ID and password for the NIS server and submits the request to a
Certificate Manager or Registration Manager.

2. When the server receives the request, it looks up the NIS server that is
configured for authenticating end users. The server verifies the authenticity of
the end user by checking the entries.
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o Ifthe end user does not have a valid entry in the NIS server, the Certificate
Manager or Registration Manager rejects the request, logs an error
message, and sends a rejection notification to the user.

o Ifthe end user has a valid entry in the NIS server, the Certificate Manager
or Registration Manager checks to see if any LDAP directory has been
configured for retrieving attributes for constructing the certificate subject
name. If a directory is specified, the server checks it for the user’s entry,
retrieves all the information required to construct the subject name, and
adds the subject name to the certificate request. If a directory is
unspecified, the server uses the NIS user’s name, user ID, and extended
DN (if specified) for the subject name.

If, for some reason, the directory to which the server binds for retrieving user
attributes is unavailable, the server writes the appropriate LDAP error code to
the log. A sample log entry with an LDAP error code is shown below:

30/ Dec/ 1999: 18: 40: 25 -0700] conn=0 op=7 RESULT err=32 tag=101
nentri es=0 eti ne=0]

3. Next, the server subjects the certificate request to policy processing. For details,
see Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide .

o If the request fails any of the configured policies, the server rejects the
request, logs an error message, and sends a rejection notification to the end
user.

o Ifthe request passes all the configured policies, the server issues the end
user a certificate.

The end user gets the certificate, which, if the server is configured to do so,
is delivered to the email address specified in the request or in the directory;
for information on configuring a Certificate Manager or Registration
Manager to send automated notifications, see section “Notifications of
Certificate Issuance to End Entities” in Chapter 16, “Setting Up Automated
Notifications” of CMS Installation and Setup Guide.

Configuration Parameters of NISAuth

In the configuration file, the NI SAut h module is identified as
aut hs. i npl . NI SAut h. cl ass=com i pl anet. certsrv. aut henti cati on.
NI SAut h.

In the CMS window, the module is identified as NI SAut h. Figure 1-7 shows how
configurable parameters of the module are displayed in the CMS window.
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Figure 1-7  Parameters defined in the NISAuth module
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Table 1-4 gives details about each of these parameters and their values.

Table 1-4 Description of parameters defined in the NISAuth module

Parameter Description

ni sserver Specifies the NIS server name. (In Unix, use the ypwhi ch command to find
the NIS server name.)

Permissible values: A valid server name.
Example: nySer ver

ni sdomai n Specifies the NIS domain name. (In Unix, use the domai nname command to
find the domain name.)

Permissible values: A valid domain name.

Example: si r oe. com
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Table 1-4 Description of parameters defined in the NISAuth module (Continued)

Parameter

Description

dnpattern

ext endedDN

Specifies a string representing a subject name pattern to formulate from the
directory attributes and entry DN.

Permissible values: Any valid DN string composed from standard DN
attributes, which must be separated by commas; see “DNs in Certificate
Management System” on page 316.

The syntax is illustrated in the following example:
E=$attr.mail .1, CN=$attr.cn, OU=$dn.ou.2, O=%$dn.o, C=US

This sample configuration specifies that the subject name should be
formulated as follows:

e E=thefirstmai | LDAP attribute value in the user’s entry
= CN=the (first) cn LDAP attribute value in the user’s entry
= QU= the second ou value in the user’s entry DN

e O=the (first) o value in the user’s entry DN

e C=thestring US

If this parameter value is empty or not set, the server uses E=$attr. nai | ,
CN=$attr.cn, O=$dn. o, C=$dn. c asthe DN pattern.

This default DN pattern works well with Netscape Communicator and other
browsers. For Communicator, if you leave out E= in end-user certificates,

S/MIME may not work correctly (assuming lack of other extensions in the
certificate). Also, if C= and O= are left out, certificate display looks strange in
Communicator (when the Display Certificate button is clicked).

Specifies the suffix that the server should use for extending the default subject
DN when an LDAP directory for retrieving such information is not specified.
The value you specify in this field is used by the sever to suffix the default
subject name in certificates, which is in the form CN=<Fi r st Nane

Last Nanme>, Ul D=<User | D>.

Example: If you assign OU=Peopl e, O=si r oe. or g, C=US as the extended
DN, subject names in certificates would be of this form:

CN=<Fi r st Nane Last Nane>, U D=<User | D>, OU=Peopl €,
O=si roe. or g, C=US
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Table 1-4 Description of parameters defined in the NISAuth module (Continued)

Parameter

Description

| dapStringAttributes

| dapByt eAttri but es

| dap. | dapconn. host

| dap. | dapconn. port

Specifies the list of LDAP string attributes that should be considered authentic
for the end entity. If specified, the values corresponding to these attributes
will be copied from the authentication directory into the authentication
token—that is, values retrieved from this parameter can be used by policy
modules to formulate subject names for certificates or to make other policy
decisions. For details, see “SubjectAltNameExt Plug-in Module” on page 235.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP string attributes, separated by commas.
Example: mai |

(This sample configuration specifies that the value of the nai | attribute
should be stored in the authentication token.)

Specifies the list of LDAP byte (binary) attributes that should be considered
authentic for the end user. If specified, the values corresponding to these
attributes will be copied from the LDAP directory into the authentication
token for use by other modules—that is, values retrieved from this parameter
can be used by policy modules to make certain policy decisions or to add
additional information to users’ certificates.

For example, assume you have defined an LDAP binary attribute for storing
users’ pictures or fingerprints in your directory. You could develop a policy
plug-in that adds users’ pictures to their certificates as extensions.

Entering values for this parameter is optional.
Permissible values: Any valid LDAP byte attributes, separated by commas.
Example: j pegPhot o

This sample configuration specifies that the value of the LDAP attribute
named j pegPhot o (which is included in the standard i net Or gPer son
object class) should be stored in the authentication token and be used to put
the user’s picture in his or her certificate.

Specifies the host name of the LDAP directory.

Permissible values: The name must be in the
<machi ne_name>. <your _domai n>. <donai n> form.

Example: cor pDi rect ory. si roe. com

Specifies the TCP/IP port at which the LDAP directory listens to requests
from Certificate Management System.

Permissible values: Any valid port number.

Example: 389
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Table 1-4 Description of parameters defined in the NISAuth module (Continued)

Parameter

Description

| dap. | dapconn.

secur eConn

| dap. | dapconn.

ver si on

| dap. basedn

| dap. mi nConns

| dap. maxConns

Specifies the type—SSL or non-SSL—of the port at which the LDAP directory
listens to requests from Certificate Management System.

Permissible values: t r ue or f al se.

= true specifies that the port is an SSL (HTTPS) port. If your directory is
configured for SSL-enabled communication (with or without SSL client
authentication), choose this option.

= fal se specifies that the port is a non-SSL (HTTP) port. If your directory is
configured for basic authentication, choose this option.

Example: f al se
Specifies the LDAP protocol version of the LDAP directory.
Permissible values: t rue or f al se.

= 2 specifies LDAP version 2. If your directory is based on Netscape
Directory Server 1.x, choose 2.

= 3 specifies LDAP version 3. For Directory Server versions 3.x and later,
choose 3.

Example: 3

Specifies the base DN for searching the LDAP directory—the server uses the
value of the ui d field from the HTTP input (what a user enters in the
enrollment form) and the base DN to construct an LDAP search filter.

Permissible values: Any valid DN string of up to 255 characters.
Example: O=si roe. com

Specifies the minimum number of connections permitted to the LDAP
directory.

Permissible values: 1 to 3
Example: 2

Specifies the maximum number of connections permitted to the LDAP
directory.

Permissible values: 3 to 10

Example: 10
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PortalEnroll Plug-in Module
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The Port al Enrol | module implements portal enrollment. This module enables
you to issue certificates and create directory entries for users who do not yet have
an entry in the directory. For example, if your company runs a portal service, such
as mysun. sun. com you can use the Por t al Enrol | module to issue certificates to
new users when they register for the online service. You can also use the module to
authenticate and issue certificates to your extranet users. For example, if you have
deployed extranets for partners and vendors, you can use the module to
authenticate and issue certificates to these users when they register for the service.

The Port al Enrol I module does following:

= Performs dual operations, registration and authentication, eliminating the
need for users to use separate forms to register for an online service and to
request a certificate; the module enables deployment of certificates along with
registration in an LDAP-compliant directory.

= Verifies the uniqueness of the new user’s chosen user name against an
LDAP-compliant user directory and uses the user name as the only
authentication token required to obtain a certificate.

e Uses the information from the enrollment form to create new user entries and
update directory entry attributes for unique usernames.

= Leverages an existing LDAP-compliant user directory, typically used for
storing user information.

There are many advantages in issuing certificates to your user community:

= Certificates enable you to uniquely identify users and establish a relationship
with users in that you can use their identities to track services and features
utilized by these users and use this information to offer customized services to
them—certificates become equivalent to the way online services utilize cookies
for personalization.

= Certificates also enable you to make your online service subscription
based—because a certificate’s life is tied to its validity period, by issuing
certificates with specific validity period you can enforce users to subscribe to
your online service by renewing their certificate before its expiry.

= Certificates also enable you to remove people from your user base and add
them back after giving them a credential—by making a certificate issued to a
new user expire after a specific validity period you can restrict that user from
using your service, and put the user back on service by forcing the user to
renew the expired certificate after giving them a credential. For example,
assume you have an extranet deployed for your partners. You have no prior
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knowledge of people who will register as your partners, but you want them to
register and you want to trust the information they provide during
registration. By issuing them a certificate with a short validity period you can
limit them from using your service for that period. In the meantime, you can
verify their registration data and decide whether to allow them to continue
using your service; if you want them to be your partners, you allow them to
renew their certificates before they expire; if you don’t want them as your
partners, you reject their certificate renewal requests.

Note that Certificate Management System can send automated renewal
notifications to users before their certificates expire; see
“RenewalNotificationJob Plug-in Module” on page 69.

Functionally, the portal authentication module is very similar to the
directory-based authentication module (see “UidPwdDirAuth Plug-in Module” on
page 24) except that instead of binding to the directory as the enrolling user,
Certificate Management System binds as some directory account with permission
to create and update user entries. The server then queries the directory for the user
name specified by the user and if it doesn’t find a match, it adds the entry with all
the standard LDAP field names that match the directory attributes.

For example, if the HTTP form input contains data such as surname, common
name, and phone number, the corresponding LDAP attributes would be set in the
directory; for details, see “Enrollment Forms” on page 57. The server also uses a
combination of these attributes (which you can specify using the dnpattern
parameter defined in the module) to construct subject names for certificates.

Note that the portal authentication module by default uses the standard LDAP
object class named i net Or gPer son to create and update user entries. The input
fields defined in the default portal enroliment form correspond to the attributes
defined in this object class as defined in iPlanet Directory Server 4.x. The module is
capable of reading and writing these attributes only. However, you can customize
the module to accommodate all the fields supported by popular portals by
extending the directory schema to include a new object class; you’'ll also be
required to update the enrollment form to include attributes corresponding to the
new object class. For guidelines on how to customize the module, check the sample
located here: <server _root >/ cns_sdk/ cns_j dk/ sanpl es/ aut henti cati on

Figure 1-8 illustrates how the portal authentication module works during
certificate enrollment.
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Figure 1-8  Portal authentication of an end user
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These are the steps shown in Figure 1-8:

1. Inthe portal enrollment form, the end user enters registration information,
such as a user name or 1D, password, first name, last name, and mailing
address, and submits the request to the server.

2. When the server receives the request, it verifies that the required fields contain
appropriate information, for example, the values entered in the Password and
Confirm Password fields match. Next, the server looks up the directory that is
configured for authenticating portal service users for a matching user name.

o Ifthe server finds a matching user name in the directory, it rejects the
request, logs an error message, and sends a rejection notification to the end

user.
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o Ifthe server fails to find a matching user name in the directory, it uses the
registration information to create a user entry for the new user and add
relevant attributes. The server also retrieves information required to
construct the subject name for the certificate.

If, for some reason, the directory to which the server binds for authenticating
the user ID and password is unavailable, the server returns an LDAP error
code and writes it to the log. A sample log entry with an LDAP error code is
shown below:

28/ Jun/ 1999: 18: 40: 25 -0700] conn=0 op=7 RESULT err=32 tag=101
nentri es=0 eti ne=0]

3. Next, the server subjects the certificate request to policy processing. For details,
see Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide.

o If the request fails any of the configured policies, the server rejects the
request, logs an error message, and sends a rejection notification to the end
user. Note that if this happens, the user won’t be able to reregister using
the same user name.

o If the request passes all the configured policies, the server issues the end
user a certificate.

The end user gets the certificate, which, if the server is configured to do so,
is delivered to the email address specified in the request or in the directory;
for information on configuring a Certificate Manager or Registration
Manager to send automated notifications, see section “Notifications of
Certificate Issuance to End Entities” in Chapter 16, “Setting Up Automated
Notifications” of CMS Installation and Setup Guide.

Configuration Parameters of PortalAuth

In the configuration file, the Por t al Enr ol I module is identified as
auths.inpl.Portal Enroll.class=comi pl anet. certsrv.
aut hentication. Portal Enrol .

In the CMS window, the module is identified as Port al Enrol | . Figure 1-9 shows
how configurable parameters for the module are displayed in the CMS window.
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Figure 1-9  Parameters defined in the PortalEnroll module
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Table 1-5 gives details about each of these parameters and their values.
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Table 1-5 Description of parameters defined in the PortalEnroll module

Parameter

Description

dnpattern

| dap. | dapconn. host

| dap. | dapconn. port

Specifies a string representing a subject name pattern to formulate from the
directory attributes and entry DN.

Permissible values: Any valid DN string composed from standard DN
attributes, which must be separated by commas; see “DNs in Certificate
Management System” on page 316.

The syntax is illustrated in the following example:
E=$attr.mail.1, CN=$attr.cn, OU=$dn.ou.2, O=%dn.o, C=US

This sample configuration specifies that the subject name should be
formulated as follows:

e E=thefirstmai | LDAP attribute value in the user’s entry
= CN=the (first) cn LDAP attribute value in the user’s entry
= QU= the second ou value in the user’s entry DN

= O=the (first) o value in the user’s entry DN

e C=thestring US

If this parameter value is empty or not set, the server uses E=$attr. mai | ,
CN=$attr.cn, O=$dn. o, C=$dn. c asthe DN pattern.

This default DN pattern works well with Netscape Communicator and other
browsers. For Communicator, if you leave out E= in end-user certificates,
S/MIME may not work correctly (assuming lack of other extensions in the
certificate). Also, if C= and O= are left out, certificate display looks strange in
Communicator (when the Display Certificate button is clicked).

Specifies the host name of the portal directory.

Permissible values: The name must be in the
<machi ne_name>. <your _donmi n>. <donai n> form.

Example: portal Directory. siroe. com

Specifies the TCP/IP port at which the portal directory listens to requests
from Certificate Management System.

Permissible values: Any valid port number.

Example: 389

Chapter 1  Authentication Plug-in Modules 49



PortalEnroll Plug-in Module

Table 1-5 Description of parameters defined in the PortalEnroll module (Continued)

Parameter

Description

| dap. | dapconn.
secur eConn

| dap. | dapconn.
version

| dap. | dapaut h.
bi ndDN

password

| dap. | dapaut h.
clientCertN cknanme

Specifies the type—SSL or non-SSL—of the port at which the portal directory
listens to requests from Certificate Management System.

= Check the box if the portis an SSL (HTTPS) port. If your portal directory is
configured for SSL-enabled communication (with or without SSL client
authentication), choose this option.

= Leave the box unchecked if the port is a non-SSL (HTTP) port. If your
portal directory is configured for basic authentication, choose this option
(default).

Specifies the LDAP protocol version.
Permissible values: 2 or 3.

= 2 specifies LDAP version 2. If your portal directory is based on Netscape
Directory Server 1.x, choose 2.

= 3 specifies LDAP version 3. For Directory Server versions 3.x and later,
choose 3 (default).

Example: 3

Specifies the user account to bind as in order to create and update user entries
in the portal directory. It is recommended that you create and use a separate
user account that has permission to create user entries and modify user
attributes in the directory. For example, don’t use the directory manager’s
entry as it has privileges to modify the entire directory content.

Permissible values: A valid bind DN.
Example: CN=Port al Regi stration Manager

Specifies the password associated with the DN specified by the
| dap. | dapaut hbi ndDN parameter.

Permissible values: As applicable.

Specifies the nickname or the friendly name of the certificate to be used for
SSL client authentication to the portal directory. Make sure that the certificate
is valid and has been signed by a CA that is trusted in the portal directory’s
certificate database, and that the portal directory’s cer t map. conf file has
been configured to correctly map the certificate to a DN in the directory.

Permissible values: Enter the name of a currently valid CMS certificate, for
example, its SSL server certificate.

Example: Ser ver - Cer t
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Table 1-5 Description of parameters defined in the PortalEnroll module (Continued)

Parameter

Description

| dap. | dapaut h.
aut htype

| dap. basedn

| dap. obj ect cl ass

| dap. mi nConns

| dap. maxConns

Specifies the authentication type—basic authentication or SSL client
authentication—required to communicate with the portal directory.

Permissible values: Basi cAut h or Ssl C i ent Aut h.

= Basi cAut h specifies basic authentication. If you choose this option, be
sure to enter the correct values for | dap. | dapaut h. bi ndDNand
passwor d parameters; the server uses the DN from the
| dap. | dapaut h. bi ndDN attribute to bind to the directory (default).

= Ssl dient Aut h specifies SSL client authentication. If you choose this
option, be sure to set the value of the | dap. | dapconn. secur eConn
parameter to t r ue and the value of the

| dap. | dapaut h. cl i ent Cert Ni ckname parameter to the nickname of

the certificate to be used for SSL client authentication.
Example: Basi cAut h

Specifies the base DN for searching the portal directory—the server uses the
value of the ui d field from the HTTP input (what a user enters in the
enrollment form) and the base DN to construct an LDAP search filter.

Permissible values: Any valid DN string of up to 255 characters.
Example: O=si r oe. com
Specifies the object class to modify or update in the portal directory.

Permissible values: Must be i net Or gPer son for the default portal
enrollment form; see “Enrollment Forms” on page 57.

Example: i net Or gPer son

Specifies the minimum number of connections permitted to the directory.
Permissible values: 1 to 3

Example: 2

Specifies the maximum number of connections permitted to the directory.
Permissible values: 3 to 10

Example: 10
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SSOAuthentication Plug-In Module
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CMS provides a Single Sign-On (SSO) authentication module for user
authentication. The Sun™ ONE Identity Server 6.0 will be integrated with the
Certificate Server SSO authentication mechanism. This integration will make it
possible for an Identity Server user to authenticate himself to the Certificate Server
by providing his Single Sign-On token instead of userID and password. The user
can also apply for a general-purpose user certificate with a single click of a button,
eliminating the need to manually import or install the certificate. The user clicks
the GetMyCert button in the Identity Server user profile page to automatically
generate the user certificate.

The following section provides instructions for configuring the Certificate Server
Single Sign-On (SSO) Authentication module to work with Identity Server 6.0.

NOTE At the time of this writing, Identity Server 6.0 is not yet released.
When it becomes available, please see the documentation that
comes with that product for detailed information on configuring
Identity Server to work with Certificate Server.

Configuring SSOAuthenication

Enabling this feature is a three-part procedure. Part 1 is described in detail in this
document. For details on Parts 2 and 3, please see the Identity Server 6.0
documentation when it becomes available.

1. Create an instance of SSOBasedAuthentication in CMS.

2. In Identity Server, configure the Security service to work in non-SSL Certificate
Server enrollment.

3. InIdentity Server, configure the Security service to work in non-SSL Certificate
Server enrollment.

Before You Begin

= Certificate Server 4.7 must be running and a Certificate Administrator must
already be configured.

< Identity Server 6.0 must be installed and running.

Create an instance of SSOBasedAuthentication in CMS.
1. Inthe Certificate Server window, click Configuration>Authentication>Add.
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In the Select Authentication Plug-in Implementation window, select
SSOBasedAuthentication, and then click Next.

In the Authentication Instance Editor, provide the following information:

com.iplanet.am.naming.url. This is the Universal Resource Identifier (URI) for
the Identity Server Naming Service. Type a URL to be used in place of the
default URI. Use the following form:

http://1dentity_Server_root: portNunber/anserver/ nam ngservice
password. Type the Shared Secret used by the Identity Server.

com.iplanet.am.cookie.name. Type the Cookie property used by Identity
Server. The default isi pl anet Di rect or yPro.

com.iplanet.am.pcookie.name. Type the PCookie property used by Identity
Server. The default is DPr oPcooki e.

com.iplanet.am.services.deploymentDescriptor. Type the Deployment
Descriptor property used by ldentity Server. The default value is anser ver.

Click OK.

Certificate-Based Enrollment

Certificate Management System supports certificate-based enrollment for browser
certificates. End users can use preissued certificates to authenticate to the server in
order to enroll for certificates. Below are two deployment scenarios that explain the
usefulness of certificate-based enrollment.

You have deployed a client that can generate dual key pairs and you want to
issue dual certificates (one for signing and another for encrypting data) to your
users. You also want to make sure that users put their key materials only on
hardware tokens.

One way to achieve this would be to initialize hardware tokens in bulk and
preload them with dual certificates issued by Certificate Management System
for dual key pairs. You generate these certificates with some generic-looking
common names, for example, har dwar et oken1234. This way, there’s no
one-to-one relation between users and the hardware tokens initially. Once the
tokens are ready, you make them available to users by some means, for
example, from a vending-machine-like box in the break room. Basically, a user
can get and use any pre-initialized and certificate-loaded hardware token.
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Next, each user uses the randomly-picked token to enroll (strictly speaking,
renew) for a pair of certificates that have a subject name derived from their
LDAP attribute values; the certificates will be issued for the existing key pairs
preloaded into the token, but now the key pairs will be associated with the
user’s identity.

= You want users use the signing certificate already in their possession to get an
encryption certificate.

For example, assume you have deployed Certificate Management System and
have issued single certificates (for single key pairs) to users. Recently, you
deployed a client application (such as Netscape Personal Security Manager)
that is capable of generating dual key pairs. Your CMS installation includes the
Data Recovery Manager, but you weren’t using it until now because you didn’t
have clients that were capable of generating dual-key pairs. Now, you want
your users to use their signing certificates as authentication tokens to request
another certificate that they’ll use for encrypting data.

To enable you to configure Certificate Management System for certificate-based
enrollment, the following three enrollment forms are provided:

e CertBasedDual Enrol | . ht mM—this form enables end users to request dual
certificates—one for signing another for encryption—by submitting pre-issued
certificates as authentication tokens; when a user enrolls for a certificate, the
server verifies the CA that has issued the certificate the user uses for
authentication, uses the configured directory to formulate subject names for
the new certificates, and issues the certificates.

e CertBasedEncryptionEnrol | . ht —this form is provided as a sample. It
enables end users to request encryption certificates by submitting pre-issued
certificates as authentication tokens; when a user enrolls for a certificate, the
server verifies the CA that has issued the certificate the user uses for
authentication, uses the configured directory to formulate the subject name for
the new certificate, and issues the certificate.

e CertBasedSi ngl eEnrol | . ht M —this form is provided as a sample. It enables
end users to request signing certificates by submitting pre-issued certificates as
authentication tokens; when a user enrolls for a certificate, the server verifies
the CA that has issued the certificate the user uses for authentication, uses the
configured directory to formulate the subject name for the new certificate, and
issues the certificate.

Note that all three enrollment forms by default work with the directory-based
authentication module, named Ui dPwdDi r Aut h, explained in “UidPwdDirAuth
Plug-in Module” on page 24. You can use the certificate-based enrollment forms
with any of the authentication modules, for example, directory- and PIN-based or
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NIS-server based authentication modules. However, this would require you to add
the necessary hidden fields or variables to enrollment form that’s provided for the
corresponding authentication module; check Table 1-6 on page 59 to figure out
which enrollment form works with which module.

In general, the following three hidden variables distinguish certificate-based
enrollment forms from other enrollment forms:

= certaut hEnrol | —this variable specifies whether certificate-based enrollment
is turned on or of f.

« certaut hEnrol | Type—this variable specifies one of the three
certificate-based-enrollment types: dual , si ngl e, or encr ypti on; dual
specifies that the enrollment request is for dual certificates; si ngl e specifies
that the enrollment request is for a signing certificate; and encr ypti on
specifies that the enrollment request is for an encryption certificate.

Note that choosing dual would require a client that’s capable of generating
dual key pairs.

= doSsl Aut h—this variable specifies whether the server should request the client
for SSL client authentication. You must set the value of this parameter to on
and make sure that the port number specified in the authentication instance is
an SSL port.

Before modifying a form, be sure to take a look at the default certificate-based
enrollment forms. Also check the customization-related information for the
enrollment forms in CMS Customization Guide.

In addition to the enrollment forms, a policy plug-in named | ssuer Const r ai nt s is
also provided; see “IssuerConstraints Plug-in Module” on page 98. This plug-in
allows you to configure the server to recognize the CA that issues the certificates
that your users will use for authentication purposes; you need this policy to ensure
that the CA issues certificates only to those users who present a valid certificate
during enrollment. Note that in the current implementation, the CA that issues the
new certificates must be the same as the one that issues the certificates users will
use for authentication. That is, the issuer DN in the authentication certificate must
match the issuer DN specified in the policy configuration.

Here are a few things to keep in mind:

= Enrollment requests for dual certificates must be submitted directly to the
Certificate Manager; the Registration Manager doesn’t support generation of
dual certificates.
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The Certificate Manager provides a bulk-enrollment interface, which can be
used to preload keys and certificates on hardware tokens before distributing
them to users for certificate enrollment. For details, see section “Bulk
Enrollment Interface” of CMS Customization Guide.

When using certificate-based enrollment, the | ssuer Const r ai nt s policy must
be enabled and configured to check the CA (its issuer DN) in certificates users
will use to authenticate to the server. Also, the value assigned to the i ssuer DN
parameter must match the issuer DN of the CA that was used to generate
hardware tokens in bulk.

Enabling certificate-based enrollment creates one link, named Certi fi cat e,
under the list of user-enrollment links in the end-entity enroliment interface.
By default, the link points to the Cert BasedDual Enrol | . ht i form. If you
want to use either of the other two forms, Cer t BasedEncr ypti onEnrol | . ht m
or Cer t BasedSi ngl eEnrol | . ht i, you should associate the Cer ti fi cat e link
to the form you want to use or add more links to the i ndex. ht m file.

General guidelines to set up certificate-based enrollment (for dual certificates) are
as follows:

On the server side you need do the following:
o Customize the enrollment form you want your users to use for enrollment.

o Enable the appropriate enrollment option, such as directory-based
enrollment or NIS-server based enrollment. Be sure to configure the
authentication module to compose the desired DN pattern.

o Enable the Key Usage extension policy explained in “KeyUsageExt Plug-in
Module” on page 189.

Take a look at the key-usage policy rule named Cl i ent Cer t KeyUsageExt
and see if it needs any modifications. For example, to get a signing-only
certificate, you need to turn off keyEnci pher ment and dat aEnci pher ment
bits of the extension; similarly, to get an encryption-only certificate, you
may need to turn off the di gi t al Si gnat ur e bit of the extension.

o Configure the | ssuer Rul e policy with the correct issuer DN and set the
predicate expression so that the rule is applied to client certificates only.

On the client side, you need to do the following:

o Install drivers for the hardware tokens you want to use during bulk
generation of key pairs and corresponding certificates with generic subject
names.
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o Ifyou want to issue dual certificates, install a client that can generate dual
key pairs; for example, Netscape Communicator (version 4.7 or later) with
Netscape Personal Security Manager.

Enrollment Forms

The end-entity interface of the Certificate Manager and the Registration Manager
include default HTML forms for all the authentication methods—manual and
automated—supported by the server.

Enrollment forms can be categorized into two types, depending on the
authentication method they support.

= Manual enrollment forms—these forms work with the built-in manual
authentication module (see “Manual Authentication” on page 23), enabling
users to request all types of certificates such as client certificates, server
certificates, object-signing certificates, CA certificates, and so on. Manual
enrollment for end users requires them to enter information such as name,
email ID, department, organization, and the state and the country in which the
organization is located, and submit the request for a personal certificate.
Manual enrollment for server certificates requires the server administrator to
paste the certificate signing request (in the PKCS#10 format) from the server
into the specified area in the enroliment form; see Chapter 24, “Issuing and
Managing Server Certificates” of CMS Installation and Setup Guide.

Because the Certificate Manager or Registration Manager cannot verify the
information an end user or administrator enters against anything, it builds the
certificate request based on the user input and puts the request in the agent
gueue for approval.

= Automated enrollment forms—these forms work with the corresponding
plug-in module, enabling users to request certificates by authenticating to the
configured repository, for example an LDAP directory or NIS directory.

All enrollment forms are accessible from the Enroliment tab of the End Entity
Services interface. Note that by default the Enroliment tab lists only those forms
that are associated with the manual enrollment method (it does not list the forms
provided for the automated-enrollment methods). However, when you create an
instance of any of the authentication modules provided for automated end-user
enrollment—for example, directory-based or NIS-server based authentication—a
link to the corresponding form is automatically created under the Browser section
of the Enrollment tab. Instructions for enabling automated end-user enroliments is
covered in Chapter 15, “Setting Up End-User Authentication” of CMS Installation
and Setup Guide.
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Before asking users to use any of the enrollment forms, you should review the form
and make the appropriate changes to the form content. For example, some of the
forms include instructions for administrators and you should delete those lines.
Files for all enrollment forms are located here:

<server _root>/cert-<instance_i d>/ web/ ee

For basic instructions to customize any of the enrollment forms, see section “Step 5.
Set Up the Enrollment Interface” in Chapter 15, “Setting Up End-User
Authentication” of CMS Installation and Setup Guide.

For advanced information on customizing the HTML forms, including how to
make changes to the embedded Javascript functions, see CMS Customization Guide.

Figure 1-10 shows the End Entity Services interface of a Certificate Manager with
the manual enrollment form for end users selected.

Figure 1-10 End Entity Services interface of a Certificate Manager
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Table 1-6 lists the forms that correspond to the menu options in the Enroliment tab
of the End Entity Services interface of the Certificate Manager and Registration
Manager.

Table 1-6 Default forms for end-entity enrollment

Menu link and form filename Description

Browser (This section lists menu options for end-user enrollments.)

Manual End users can use this form to request SSL client and S/MIME

(ManUser Enrol | . htm) certificates. Requests submitted using this form get queued for agent
approval.

Directory This form works with the Ui dPwdDi r Aut h module, enabling end

(Di rUserEnrol | . htm) users to request SSL client and S/MIME certificates by entering their

user IDs and passwords for the directory; the server verifies this
information against the configured directory and issues the certificate.

Directory and PIN This form works with the Ui dPwdPi nDi r Aut h module, enabling end

(Di rPi nUserEnrol | . htm) users to request SSL client and S/MIME certificates by entering their
user IDs, passwords, and PINs for the configured directory; the server
verifies this information against the specified directory and issues the

certificate.
NIS This form works with the NI SAut h module, enabling end users to
(NI SUserEnrol | . html) request SSL client and S/MIME certificates by entering their NIS user
IDs and passwords for the configured NIS server.
Portal This form works with the Por t al Enr ol | module, enabling end
(Portal Enrol | nent. htm) users to register for an online service and at the same time submit a

request for a personal certificate. Note that the form models the
standard LDAP object classi net Or gPer son, which has many useful
attributes that can be used in a real portal deployment.

As a part of registration, a user is required (by the portal
authentication module) to supply a user ID and password for user ID
validation and a first and last name for user registration. Entering
information in other fields are optional; the server retrieves the rest of
the information needed to construct the subject name for the
certificate from the directory. As explained in “PortalEnroll Plug-in
Module” on page 44, if the user ID is unique, the server issues a
certificate and registers the user automatically. To protect the privacy
of a user’s password, the server turns it in to a SHA-1 or MD5 hashed
password before storing it in the directory.
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Table 1-6 Default forms for end-entity enroliment (Continued)

Menu link and form filename Description

Certificate This form by default works with the Ui dPwdDi r Aut h module,

(Cert BasedDual Enrol | . html)  enabling end users to request dual certificates (one for signing another
for encryption) by submitting pre-issued certificates as authentication
tokens; the server verifies the CA that has issued the certificate, uses
the configured directory to formulate the subject names for the new
certificates, and issues the certificate.

Note that the link appears only if you create an instance of the

Ui dPwdDi r Aut h module and if the port number specified in the
instance configuration is an SSL port. For details, see
“Certificate-Based Enrollment™” on page 53.

Server (This section lists menu options for SSL server, Registration Manager, Certificate Manager, and
OCSP Responder enrollments.)

SSL Server Server administrators can use this form to request SSL server

(ManServer Enrol | . htm) certificates for SSL-enabled servers, such as iPlanet Administration
Server and Directory Server. Requests submitted using this form get
queued for agent approval.

Registration Manager Registration Manager administrators can use this form to request a

(ManRAEnrol | . htm) signing certificate for a Registration Manager; see section “Signing
Key Pair and Certificate” in Chapter 14, “Managing CMS Keys and
Certificates” of CMS Installation and Setup Guide. Requests submitted
using this form get queued for agent approval.

Certificate Manager Certificate Manager administrators can use this form to request CA

(ManCAEnrol | . htm) signing certificates for Certificate Managers functioning as subordinate
CAs; see section “CA Signing Key Pair and Certificate” in Chapter 14,
“Managing CMS Keys and Certificates” of CMS Installation and Setup
Guide. Requests submitted using this form get queued for agent
approval.

Only the Certificate Manager provides this form.

OCSP Responder Server administrators can use this form to enroll for an OCSP
(OCSPResponder . ht m ) responder certificate. Requests submitted using this form get queued
for agent approval.

WTLS (This section lists menu options for wireless certificate enrollments, and the section appears only if
you configured the Certificate Manager to support issuance of Wireless Transport Layer Support
(wTLS)-compliant certificates during installation.)

Client Users can use this form to enroll for a wireless certificate.

(WILSManUser Enrol . ht nt ) Only the Certificate Manager provides this form.
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Table 1-6 Default forms for end-entity enrollment (Continued)

Menu link and form filename Description

Server Server administrators can use this form to enroll for a wireless
(WILSManServer Enrol | . html)  certificate; the certificate request can be in PKCS#10 format.

Only the Certificate Manager provides this form.
Other (This section lists menu options for object signing enroliments.)

ObjectSigning (PKCS10) Server administrators can use this form to enroll for a certificate (by

(Obj Si gnPKCS10Enrol | . htm)  submitting the request in the PKCS #10 format) that allows them to
sign objects, such as Java applets. Requests submitted using this form
get queued for agent approval.

ObijectSigning (Browser) End users and administrators can use this form to enroll for a
(ManQoj Si gnEnrol | . htm) certificate that allows them to sign objects, such as Java applets.
Requests submitted using this form get queued for agent approval.

Note that when issuing an object signing certificate to Microsoft IE, if
you need to generate a . CERand a . PVK file for use by Microsoft
signcode tool, follow the instructions in “Generating Files Required
By Third-Party Object Signing Tools” on page 63.

CMC End users and administrators can use this form to submit a certificate
(CMCResponder . htm) request in the CMC format.

Customizing Enroliment Forms for Generating
DSA Key Pairs

Netscape Communicator (version 4.x and later) can successfully obtain and use
DSA client certificates for SSL client authentication. These versions of
Communicator can also recognize the signature on SSL certificates signed by a
DSA CA. In order for Communicator to generate a DSA key pair, you must modify
the KEYGEN tag in the default certificate enrollment forms; the modifications will
indicate that the DSA algorithm is to be used, and will also supply the PQG
parameters. For details on the KEYGEN tag, see the document entitled Netscape
Extensions for User Key Generation available at this site:

http:// home. net scape. conf eng/ security/ comm- keygen. ht m

Depending on the enrollment plug-in you want to use for authenticating end users,
you may need to modify the KEYGEN tags in the following certificate enrollment
forms:

. DirPinUserEnroll . htm
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Di rUserEnrol | . htm
ManQbj Si gnEnrol | . htm
ManUser Enrol | . ht m
NI SUser Enrol | . htm
Portal Enrol | nent. ht ni

These files are located in this directory:
<server _root>/cert-<instance_i d>/ web/ ee

The procedure below explains how to modify an enrollment form to generate a
DSA key pair when used with Netscape Communicator:

1.

Go to the configuration directory of the Certificate Manager:
<server _root>/cert-<instance_id>/config

Open the Certificate Manager’s configuration file (CVB. cf g) in a text editor.
Open the enrollment form in a text editor.

In the configuration file, find the DSSPar ns entry; this entry represents the
PQG attribute and its value contains the PQG parameters that the CA has
generated during configuration.

Copy the value of the DSSPar ns entry.
Go to the text editor that has the enrollment form open.
Search for the KEYGEN tag.

Insert the cursor at the end of the word KEYGEN, add a space after the word
KEYGEN, and type the following:

keyt ype="DSA" PQG=

Paste the value of the DSSPar ns entry following the equal to (=) sign and
enclose the value you pasted in double quotes (* ).

An example of a modified KEYGEN tag is shown below (the modifications are
shown in bold):

<KEYGEN keyt ype="DSA"

PQG="M | BHgKBgQCs QeVgwsI D/ xhSe7s4vLaCQuKsk CFIN230BgWCEqu Yl ZbMZdHN
7015p6nN7XsDpTWBccLdr SdpMkmld8r F2agb3t bk9hj 26/ / M LCTAWegdgAzzRw
B7akQg YD/ SpPFb7r YuvPf ki Rj i DDrr p9r +csWjnue9uABvJt WenWBW/YP6wW VAMC
RuOu3qg+PORr Ix@Qcswzr Lpnf AoGAMBZB]j xLTPbXOgW XHZnl FSpGAWLJ z K5y wEt
nabJWi | Rr W 3hyW.j 98Pcl c2cxbpCh60r wgeEl UM/ 74V72Q2+HwW Qus Pv TRy Quc
Bt 040z XoFwEql aqDoXv3i A0Zp2XQy/ JQFbx23J+0HKz 7i B7c004LCa0wbDU7 Z0x
+o0Twnsd0=" nane="subj ect KeyGenl nfo" >
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10. Repeat steps 7 through 9 to modify any additional KEYGEN tags.

11. Save your changes.

12. Next, configure the Certificate Manager to accept DSA key based certificate

enrollment requests.

A Certificate Manager by default only accepts RSA key-based requests. For the

server to accept DSA key based certificate requests, the value of the

al gori t hnms parameter in the KeyAl gRul e policy rule must be set to RSA, DSA.
For instructions to change policy rules, see Chapter 18, “Setting Up Policies” of

CMS Installation and Setup Guide.

Generating Files Required By Third-Party Object
Signing Tools

When issuing an object-signing certificate to Microsoft IE, Certificate Management

System can generate a certificate (. CER) and a private key (. PVK) files for use by
Microsoft si gncode tool or any third-party sign tools that rely on these files. For

the server to generate these files, you must edit the default form provided for
requesting an object-signing certificate for browsers.

To generate the private-key file:

1.
2.
3.

Go to this directory: <server _r oot >/ cert-<i nst ance_i d>/ web/ ee
Locate the file named ManQbj Si gnEnrol | . htni .

Open it in an editor.

Search for this line:

Enrol | . GenKeyFl ags = 1 ' key exportable

Type the following line below it:

Enrol | . PVKFi | ename = "<pvk_fil e_path>"

Your changes should look like this:

Enrol | . GenKeyFl ags 1 ' key exportable
Enrol | . PVKFi | ename "<pvk_file_pat h>"
szCertReq = Enroll.creat ePKCS10(szName, "1.3.6.1.5.5.7.3.2")
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8.
9.

Replace <pvk_fi | e_pat h> with the absolute path, including the filename, to
the directory in which you want the private key file created; for example,

" C:\ nyKey. PVK". Be sure to use the . PVK extension and to enclose the path in
double quotes.

Optionally, you may further edit the form to include a text field for entering
the file path.

Save your changes.

Now use the form to issue an object-signing certificate.

If your users need to generate Software Publishing File (SPC) files for their
object-signing certificates, you should ask them to use the Microsoft tool named
cert 2spc. The SPC file enables them to execute commands such as this:

signcode -spc myCert.spc -v nyKey.pvk file.exe

Here’s how a user can create a SPC file for an object-signing certificate:

1.

2.

3.

Open a web browser window.
Go to the End Entity Services interface.
Locate the object-signing certificate for which you want to create the SPC file.

Scroll down the page (that shows the certificate information in detail) to find
the certificate in base-64 encoded format. It looks like this:

M | CJzCCAZCgAwW BAgl BAz ANBgk ghki GOw0BAQQFADBCVSAWHG YDVQRKEX d OZXRz
Y2FwZSBDbh21t dWspY2FO0aVWuczngj hnW@Vydd maVWhd GUg QXV0a®y aXR5vVB4
XDTk4NMDgy Nz ES MDWMVIFo XDTk 5MDI y Mz ES MDAwWivhbj dgngYox| DAe BgNVBAoTFO5I d
HNj YXBI | ENvbWL1bm j YXRpb252z MBWDQYDVQQL EWZQZVOwh GUx Fz AVBgoJki aJk
I sZAEBEWdz dXBy aXl hMRewFQYDVQQDWS TdXBy aXl hl FNoZXROe TEj MCEGCSqGSI b
3DbndgJA

Create an ASCII file named cert . b64.

Copy and paste the base-64 encoded certificate blob, including the marker lines
----- BEG N CERTI FI CATE----- and - - - - - END CERTI FI CATE- - - - - to the file.

Convert the text-based certificate to its DER-encoded format using the ASCII to
Binary tool, explained in CMS Customization Guide.

For example, the command

<server _root>/bin/cert/tools/AtoB cert.b64 cert.der
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converts the base-64 encoded certificate in the cert . b64 file to its
DER-encoded format and writes the DER-encoded certificate to a file named

cert.der.

8. Next, use the Microsoft tool named cert 2spc to convert the DER-encoded
certificate to SPC format. For example, the command

cert2spc cert.der cert.spc

converts the DER-encoded certificate in the cert . der file to its SPC format and
writes the certificate to a file named cert . spc.

For additional information, check these links:
e http://ww.lantines.confltparts/connect/shoptal k1. htm
e http://ww.thawt e. conicerts/devel oper/nsaut henti code. htn

e http://ww.drh-consul tancy. denmon. co. uk/ pkcs12faq. ht m
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Chapter 2

Job Plug-in Modules

iPlanet Certificate Management Server (CMS) includes a component called Job
Scheduler that can execute specific jobs at specified times. The job scheduler
functions similar to a traditional Unix cron daemon in that it takes registered cron
jobs and executes them at a preconfigured date and time. If configured, the
scheduler checks at specified intervals for jobs waiting to be executed; if the
specified execution time has arrived, the scheduler initiates the job automatically.
Jobs that you might want to schedule include email notifications of timed events
(such as the expiration of a certificate) that require action on the part of users, and
periodic activities such as updates of related directories.

This chapter describes the job plug-in modules that are provided with Certificate
Management System and explains how to schedule times for jobs.

The chapter has the following sections:

= Overview of Job Plug-in Modules (page 67)

= RenewalNotificationJob Plug-in Module (page 69)
= RequestinQJob Plug-in Module (page 73)

= UnpublishExpiredJob Plug-in Module (page 76)

= Customizing Notification Messages (page 81)

Overview of Job Plug-in Modules

Both the Certificate Manager and Registration Manager provide a set of job plug-in
modules that can be employed by the server to automate certain activities. The Job
Plugin Registration tab of the CMS window (see Figure 2-1) lists all the modules
and the corresponding classes that are currently registered with a Certificate
Manager.
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Figure 2-1
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Table 2-1 lists these modules.

Table 2-1 Schedulable job plug-in modules for Certificate Manager and Registration Manager

Plug-in module name

Description

Renewal Noti fi cati onJob

Request | nQueueJob

Unpubl i shExpi redJob

A schedulable job that notifies end entities by email that their certificates
are about to expire and must be renewed, and optionally sends a
summary of these notices to agents. For more information, see
“RenewalNotificationJob Plug-in Module” on page 69.

A schedulable job that notifies agents at regular intervals of the current
state of the request queue.

In addition, agents can also be notified by email that a request has been
added to the request queue by configuring an event-driven notification.
See “RequestIinQJob Plug-in Module” on page 73.

A schedulable job that updates the configured publishing directory
periodically by removing expired certificates, and sends a summary of
removed certificates to agents or administrators. For more information,
see “UnpublishExpiredJob Plug-in Module” on page 76.
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Jobs are implemented as Java classes, which are then registered with Certificate
Management System as plug-in modules. You can use a given implementation of a
job module and configure multiple instances of it. Each instance must have a
unique name (an alphanumeric string with no spaces) and can contain different
input parameter values to apply to different jobs.

Note that the name of the Java class for a job plug-in module is in this format:

comiplanet. certsrv.jobs. <plugi n_nane>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the Renewal Noti fi cati onJob module would be:

comiplanet.certsrv.jobs. Renewal Notificati onJob

RenewalNotificationJob Plug-in Module

When a certificate is about to expire, the owner of the certificate needs to renew it.
Using the Jobs Scheduler, you can configure a Certificate Manager or Registration
Manager to automatically send email-based renewal notices to users whose
certificates are about to expire or have expired. You can also configure these
subsystems to send one or more administrators or issuing agents a summary of
users who have received these reminders.

The Renewal Not i fi cati onJob plug-in module is a schedulable job. When an
instance of the job is enabled, it checks for certificates that are about to expire in the
internal database. When it finds one, it automatically emails the certificate’s owner
and continues sending email reminders for a configured period of time, or until the
certificate is renewed. The job also collects a summary of all such renewal
notifications and mails the summary to one or more agents or administrators.

The job determines the email address to which to send the notification using an
email resolver, which you can customize. By default, the email address is found in
the certificate itself or in the certificate’s associated enrollment request.

The email notification message, as well as the summary message, are constructed
using a template found in the configured directory. This directory has the
following default location: <ser ver _r oot >/ cert - <i nstance_i d>/ emi | s

You can configure both the path and filenames of the template files for each job and
modify the templates to customize the contents and appearance of the messages.
Messages can be sent as HTML or plain text. For customization information, see
“Customizing Notification Messages” on page 81.
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For each instance of the Renewal Noti fi cati onJob class, you can configure the
following:

The schedule of times when the job will be run; see “Schedule for Executing
Jobs” on page 80.

How long before expiration the first notification will be sent.

How long, after the certificate expires, notifications will continue to be sent if
the certificate is not renewed.

The sender of the notification messages (who will be notified of any delivery
problems).

The file location of the notification email template.
The subject line of the notification message.
How the email address for the notification is to be resolved.

Whether a summary will be compiled and sent.

If a summary is to be sent, you can configure the following:

The recipients of the summary message. These can be, for example, agents who
need to know the status of user certificates.

The sender of the summary message (who will be notified of any delivery
problems).

The file location of the summary message template.

The file location of content and format of each item to be collected for the
summary.

The subject line of the summary message.

Configuration Parameters of
RenewalNotificationJob

In the CMS configuration file, the Renewal Not i fi cati onJob module is identified
as j obsSchedul er. i npl . Renewal Noti fi cati onJob. cl ass=com i pl anet .
certsrv.jobs. Renewal NotificationJob.

In the CMS window, the module is identified as Renewal Not i fi cati onJob. Figure
2-2 shows how the configurable parameters pertaining to the plug-in module are
displayed in the CMS window.
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Figure 2-2  Parameters defined in the RenewalNotificationJob module

4rJob Instance Editor E

Joh Instance ID: certRenewwalMotifier

Job Plugin ID: Renewaliotification.Job

enabled [v

cron [037°1-5

natify TriggerOtfzet [30

natifyEndCtrzet [30

zenderEmail |CertCentral@sirne COm

emailSubject |Certificate Renevval Motification

emailTemplate |d MetzcapesServerdicert-testCAlemailzimdobl txd

summary enabled [

summary recipientEmail |ca_agant1 @siroe.com ca_syent2i@siroe.com

summaty senderEmail |CAadmin@siroe.com

SUmiTEry emalSubject |Certificate Renewal Motificetion Sumimary

summary temTemplate |d MetscapesServerdicent-testCalkemaisimdobl temtxt

sumimary emailTemplate |d MetscapesServerdicert-testCalkemailsimdob Summary txd

Sender email accress of summary

Cancel Help

Table 2-2 gives details about each of these parameters.

Table 2-2  Description of parameters defined in the RenewalNotificationJob module

Parameter Description

enabl ed Specifies whether the job is enabled or disabled. Check the box to enable the
job. Uncheck the box to disable the job. If you enable the job and set the
remaining parameters correctly, the server runs the job at scheduled intervals.

cron Specifies the cr on specification for when this job should be run. In other
words, it specifies the time at which the Job Scheduler daemon thread should
check the certificates for sending renewal notifications.

Permissible values: Must follow the convention specified in “Schedule for
Executing Jobs” on page 80.

Example: 03**1- 5
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Table 2-2  Description of parameters defined in the RenewalNotificationJob module (Continued)

Parameter

Description

noti fyTri gger O f set

noti f yEndOf f set

sender Emmi |

emai | Subj ect

emai | Tenpl ate

sunmary. enabl ed

sunmmary.

reci pi ent Emai |

sunmar y. sender Emai |

Specifies how long (in days) before certificate expiration the first notification
will be sent.

Permissible values: As applicable.
Example: 30

Specifies how long (in days) after the certificate expire notifications will
continue to be sent, if the certificate is not renewed.

Permissible values: As applicable.
Example: 30

Specifies the sender of the notification messages (who will be notified of any
delivery problems).

Permissible values: The complete email address.

Example: Cert Central @i roe. com

Specifies the subject line of the notification message.

Permissible values: An alphanumeric string of up to 255 characters.
Example: Certificate Renewal Notification

Specifies the path, including the filename, to the directory that contains the
template to be used for formulating the message content.

Permissible values: Template file path, including the file name.
Example: C: \'i pl anet\ servers\cert-test CA enail s\renewJob. t xt

Specifies whether a summary report of renewal notifications should be
compiled and sent. Check the box if you want the server to compose and send a
summary report. Uncheck the box if you don’t want the server to compose and
send a summary report. If you check the box, be sure to set the remaining
parameters; these are required by the server to send the summary report.

Specifies the recipients of the summary message. These can be, for example,
agents who need to know the status of user certificates.

Permissible values: Full email addresses, separated by commas.
Example: ca_agent 1@i roe. com ca_agent 2@i r oe. com

Specifies the sender of the summary message (who will be notified of any
delivery problems).

Permissible values: The full email address.

Example: CAadm n@i r oe. com
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Table 2-2  Description of parameters defined in the RenewalNotificationJob module (Continued)

Parameter

Description

sunmary.
emai | Subj ect

sunmmary.
i tenfenpl at e

sunmary.
emai | Tenpl at e

Specifies the subject line of the summary message.
Permissible values: An alphanumeric string of up to 255 characters.
Example: Certificate Renewal Notification Sunmmary

Specifies the path, including the filename, to the directory that contains the
template to be used for formulating the content and format of each item to be
collected for the summary report (see the summary. emai | Tenpl at e
parameter below). For details, see “Customizing Notification Messages” on
page 81.

Permissible values: The template file path, including the file name.

Example: C: \i pl anet\ servers\cert-test CA ennil s\
renewdJobl tem t xt

Specifies the path, including the filename, to the directory that contains the
template to be used for formulating the summary report. For details, see
“Customizing Notification Messages” on page 81.

Permissible values: The template file path, including the file name.

Example: C:\i pl anet\ servers\cert-test CA ennil s\
renewJobSunmary. t xt

RequestinQJob Plug-in Module

In addition to or instead of notifying agents of new requests, you might want to
schedule a job that regularly notifies them of the status of the request queue. Such a
job can check at a configured interval whether there are any deferred enrollment
requests waiting for review. It can then send an email message to agents informing
them of the number of requests waiting in the request queue for which they are
responsible.

The Request | nQJob plug-in module is a schedulable job. When an instance of the
job is enabled, it gets activated at the configured interval and checks the status of
the request queue. If any deferred enrollment requests are waiting in the queue, the
job constructs an email message summarizing its findings and sends it to the
specified agents.

The job constructs the summary message by using a template located in a
configured directory. This directory has the following default location:
<server _root>/cert-<instance_id>/enmails
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You can configure the path and filename of the template file for each job and
modify the templates to customize the contents and appearance of the messages.
Messages can be sent as HTML or plain text.

For each instance of the Request | nQUob class, you can configure the following:

= The subsystem, Certificate Manager or Registration Manager, that should use
this job.

= The schedule of times when the job will be run; see “Schedule for Executing
Jobs” on page 80.

= The sender of the notification messages (who will be notified of any delivery
problems).

= The file location of the notification email template.
= The subject line of the notification message.

= The email addresses of message recipients; these should be subsystem agents
whose task it is to review manual enrollment requests.

Configuration Parameters of RequestinQJob

In the CMS configuration file, the Request | nQJob module is identified as
j obsSchedul er. i npl . Request | nQJob. cl ass=com i pl anet. certsrv.
j obs. Request | nQJob.

In the CMS window, the module is identified as Request | nQJob. Figure 2-3 shows
how the configurable parameters for the module are displayed in the CMS
window.
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Figure 2-3  Parameters defined in the RequestinQJob module

Job Instance 1D requestinGueueblotifier
Job Plugin II: ReguestinGueuedob

enahled v

crUnlDD""D

subsystemld | ca =l

summary enabled [

sUmmary emailsubject |Requas‘ts in Queue Summaty Report

summary emailTemplate | o MetscaperServer dicert-testCARmails g1 Summary Html

sumimary . senderEmsil |CAadmin@siroe.com

SUMITEy FecipientEmsil |ca_agent1 Esiroe.com ca_ayent 2@ siroe. com

Fully gualified pathname of template file of emal to be sent

Cancel Help

Table 2-3 gives details for each of these parameters.

Table 2-3 Description of parameters defined in the RequestinQJob module

Parameter Description

enabl ed Specifies whether the job is enabled or disabled. Check the box to enable the
job. Uncheck the box to disable the job. If you enable the job and set the
remaining parameters correctly, the server runs the job at scheduled intervals.

cron Specifies the cr on specification for when this job should be run. This is the
time at which the Job Scheduler daemon thread checks the queue for pending
requests.

Permissible values: Must follow the convention specified in “Schedule for
Executing Jobs” on page 80.

Example: 00**0
subsystem d Specifies the subsystem that this job is for.
Permissible values: ca orr a.
= ca specifies that the job is for the Certificate Manager.
= ra specifies that the job is for the Registration Manager.

Example: ca
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Table 2-3 Description of parameters defined in the RequestinQJob module (Continued)

Parameter Description

sunmary. enabl ed Specifies whether a summary of the job accomplished should be compiled and
sent. Check the box if you want the server to compose and send a summary
report. Uncheck the box if you don’t want the server to compose and send a
summary report. If you check the box, be sure to set the remaining parameters;
these are required by the server to send the summary report.

sunmary. Specifies the subject line of the summary message.
i | Subj ect . . .

el subj ec Permissible values: An alphanumeric string of up to 255 characters.

Example: Sunmary Report of Requests in the Agent Queue

sunmary. Specifies the path, including the filename, to the directory that contains the
emai | Tenpl ate template to be used for formulating the summary report. For details, see
“Customizing Notification Messages” on page 81.

Permissible values: The template file path, including the file name.

Example: C: \i pl anet\ servers\cert-test CA email s\
reql nQlobSunmary. t xt

sunmmary. sender Emai | Specifies the sender of the notification message (who should be notified of any
delivery problems).

Permissible values: The full email address.
Example: CAadm n@i r oe. com

sunmary. Specifies the recipients of the summary message. These should be, for example,
reci pi ent Emai | agents who need to process pending requests.

Permissible values: Full email addresses, separated by commas.

Example: ca_agent 1@i roe. com ca_agent 2@i r oe. com

UnpublishExpiredJob Plug-in Module

Certificate Management System doesn’t automatically remove expired certificates
from the publishing directory. If you configure a Certificate Manager or
Registration Manager to publish certificates to an LDAP directory, over time the
directory will contain expired certificates. To help you remove expired certificates
from the directory, both the Certificate Manager and Registration Manager come
with a plug-in module that allows you to create a schedulable job that periodically
removes (or unpublishes) certificates that have expired. When the directory has
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been updated, the job can collect a summary report of the certificates that have
been removed and send it to people who need to have this information. Typically,
you would want to send this notification to certificate issuing agents or the
administrator of the publishing directory.

Th Unpubl i shExpi redJob plug-in module is a schedulable job. When an instance
of the job is enabled, it gets activated at the configured interval and checks for
certificates that have expired and are still marked as published in the internal
database. The job connects to the publishing directory and deletes these certificates;
it then marks these certificates as unpublished in the internal database. The job also
collects a summary of expired certificates that it deleted and mails the summary to
one or more agents or administrators as specified by the configuration.

The job constructs the summary message by using a template located in a
configured directory. This directory has the following default location:
<server _root>/cert-<instance_id>/enmils

You can configure the path and filename of the template file for each job. You can
also modify the templates to customize the contents and appearance of the
messages; see “Customizing Message Templates” on page 83.

Messages can be sent as HTML or plain text.

For each instance of the Unpubl i shExpi r edJob class, you can configure the
following:

= The schedule of times when the job will be run; see “Schedule for Executing
Jobs” on page 80.

= Whether a summary will be compiled and sent.
If a summary is to be sent, you can configure the following:

= The recipients of the summary message. These can be, for example,
administrators who are responsible for the publishing directory.

The sender of the summary message (who will be notified of any delivery
problems).

The file location a of the summary message template.

The file location of content and format of each item to be collected for the
summary.

The subject line of the summary message.
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Note that the job automates removal of expired certificates from the directory. You
can also remove expired certificates manually following the instructions outlined
in section “Manually Updating Certificates and CRLs in a Directory” in Chapter 19,
“Setting Up LDAP Publishing” of CMS Installation and Setup Guide.

Configuration Parameters of
UnpublishExpiredJob

In the CMS configuration file, the Unpubl i shExpi r edJob module is identified as
j obsSchedul er. i mpl . Expi redUnpubl i shJob. cl ass=com i pl anet.
certsrv.jobs. Unpubl i shExpi redJob.

In the CMS window, the module is identified as Unpubl i shExpi r edJob. Figure 2-4
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 2-4  Parameters defined in the UnpublishExpiredJob module

& Job Instance Editor

Job Instance D unpublishExpitedCerts
Job Plugin ID: UnpublishExpiredJok

enabled [

cronlDD“B

summary.erabled [

summary .emailSubject IExpired Certs Unpublished Summary

summary emailTemplate |d..Neiscape!Server4.l’cer1-testCA.l’emails.fauJUm html

summary temTemplate | d. Metscaps/Serverdicen testCAkmails euJab ftem html

summary senderBmail | CAsdmin@siroe.com

SuUMmMmary recigientEmail | ca_sgent! @siroe.com ca_sgert2@siroe.cam

Enakle the sumimary. You must enskled this for the job to work.

OK I Cancel Help

Table 2-4 gives details for each of these parameters.
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Table 2-4 Description of parameters defined in the UnpublishExpiredJob module

Parameter Description

enabl ed Specifies whether the job is enabled or disabled. Check the box to enable the
job. Uncheck the box to disable the job. If you enable the job and set the
remaining parameters correctly, the server runs the job at scheduled intervals.

cron Specifies the cr on specification for when this job should be run. This is the

sunmary. enabl ed

sunmary.
emai | Subj ect

sunmmary.
emai | Tenpl ate

sunmmary.
i teniTenpl at e

sunmary. sender Emai |

time at which the Job Scheduler daemon thread checks the certificates for
removing expired certificates from the publishing directory.

Permissible values: Must follow the convention specified in “Schedule for
Executing Jobs” on page 80.

Example: 00* * 6

Specifies whether a summary of the certificates removed by the job should be
compiled and sent. Check the box if you want the server to compose and send a
summary report. Uncheck the box if you don’t want the server to compose and
send a summary report. If you check the box, be sure to set the remaining
parameters; these are required by the server to send the summary report.

Specifies the subject line of the summary message.
Permissible values: An alphanumeric string of up to 255 characters.
Example: Expi red Certificate Renpval Job Sunmary

Specifies the path, including the filename, to the directory that contains the
template to be used for formulating the summary report. For details, see
“Customizing Notification Messages” on page 81.

Permissible values: The template file path, including the file name.

Example: C: \i pl anet\ servers\cert-test CA emil s\
unpubl i shCert sJobSumary. ht m

Specifies the path, including the filename, to the directory that contains the
template to be used for formulating the content and format of each item to be
collected for the summary report (see the sunmary. enai | Tenpl at e
parameter above).

Permissible values: The template file path, including the file name.

Example: C: \i pl anet\ servers\cert-test CA emil s\
unpubl i shCertsJobltem txt

Specifies the sender of the summary message (who should be notified of any
delivery problems).

Permissible values: The full email address.

Example: CAadm n@i r oe. com
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Table 2-4 Description of parameters defined in the UnpublishExpiredJob module (Continued)

Parameter

Description

sunmary.
reci pi ent Emai |

Specifies the recipients of the summary message. These can be, for example,
agents who need to know the status of user certificates.

Permissible values: Complete email addresses, separated by commas.

Example: cert _agent 1@i roe. com cert _agent 2@i roe. com

Schedule for Executing Jobs

The Job Scheduler uses a variation of the Unix cr ont ab entry format to specify
dates and times for checking the job queue and executing jobs. As shown in Table
2-5, the time entry format consists of five fields (the sixth field specified for the
Unix cront ab is not used by the Job Scheduler). Values are separated by spaces or
tabs.

Table 2-5 Time format for scheduling jobs

Field Value

Minute 0-59

Hour 0-23

Day of month 1-31

Month of year 1-12

Day of week 0-6 (where 0=Sunday)

Each field can contain either a single integer or a pair of integers separated by a
hyphen or dash (- ) to indicate an inclusive range. To specify all legal values, a field
can contain an asterisk rather than an integer. Day fields can contain a
comma-separated list of values.

For example, the following time entry specifies every hour at 15 minutes (1:15, 2:15,
3:15 and so on):

15 * * *x %
The following example specifies a job execution time of noon on April 12:

012 12 4 *
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The day-of-month and day-of-week fields can contain a comma-separated list of
values to specify more than one day. If both day fields are specified, the
specification is inclusive; that is, the day of the month is not required to fall on the
day of the week to be valid. For example, the following entry specifies a job
execution time of midnight on the first and fifteenth of every month, and on every
Monday:

001,15 * 1

To specify one day type without the other, use an asterisk in the other day field. For
example, the following entry specifies a job execution time of 3:15 a.m. on every
weekday morning:

153 * * 1-5

Customizing Notification Messages

Summary email messages are constructed using templates located in the emai | s
directory of a CMS instance. This directory has the following default location:
<server _root>/cert-<instance_id>/enmils

Both text an HTML templates are included by default. They are listed in Table 2-6.

Templates for Summary Notifications

Table 2-6 lists the default template files for formulating the notification messages
that summarize jobs that were executed by the Job Scheduler component of a
Certificate Manager or Registration Manager. You can change the name of these
files as applicable; be sure to make the appropriate changes to the configuration.

For summaries, a separate template is used to format the entry for each item in the
summary. The item entries are then added to a table in the summary message.

Tokens, which you can use as variables in the body of the message, are defined for
each templates enabling you to customize the message; the token is replaced by its
current variable value in the constructed message. For details, see “Customizing
Message Templates” on page 83.
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Table 2-6 Default templates for summary notifications

Filename Description

Templates for Unpubl i shExpi r edJob module

Expi r edUnpubl i shJob Template for formulating the summary report or table that summarizes

removal of expired certificates from the directory.

Expi redUnpubl i shJobltem  Template for formatting the items to be included in the summary table,

which is constructed using the Expi r edUnpubl i shJob template.

Templates for Request | nQueueJob module

riqglltemhtn Template for formatting the items to be included in the summary table,

which is constructed using theri qlSumary. ht M template.

ri qlSummary. ht m Template for formulating the summary report or table that summarizes

how many requests are pending in the agent queue of a Certificate
Manager or Registration Manager.

Templates for Renewal Noti fi cati onJob module

rnJobl. t xt Template for formulating the message content to be sent to end entities

to inform them that their certificates are about to expire and that they
should renew their certificates before expiration.

rnjoblltemtxt Template for formatting the items to be included in the summary report,

which is constructed using the r nJob1Sumary. t xt template.

rnJoblSunmary. t xt Template for formulating the summary report to be sent to agents and

administrators.

82

Note that in the CMS configuration, template files for schedulable jobs are
identified as follows:

j obsSchedul er. j ob. <j ob_nane>. sunmary. enmai | Tenpl at e=
<tenplate_file_path>

j obsSchedul er. j ob. <j ob_nane>. sunmary. it enifenpl at e=
<tenplate_file_path>

<j ob_nane> specifies the job instance name.

<tenpl ate_fil e_pat h> specifies the path, including the filename, to the
directory that contains the template to be used for formulating the message
content.
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Customizing Message Templates

You can modify the templates to customize the contents and appearance of
messages. The message body can contain HTML or plain text. In the body of the
message, you can use tokens or keywords as variables. A token is indicated by the
dollar character ($) and is replaced by its current variable value in the constructed
message. Different tokens are available for each job or notification class. These are
listed in “Tokens Available in Message Templates” on page 83.

For example, a certificate-issuance-notification message can make use of tokens as
follows:

Your certificate will expire soon:

Serial Number= $Seri al Nunmber

Subj ect DN= $Subj ect DN

| ssuer DN= $I ssuer DN

Validity Period= $NotBefore - $Not After

To renew your certificate, please follow this URL:
https://$H t pHost : $Ht t pPort

If you have any questions or problens, please send an enmnil to
cert_central @iroe.com

Thank you.

Tokens Available in Message Templates

This section explains the tokens provided in the templates used by the default job
plug-in and event-triggered notification modules to formulate notification
messages.

= Tokens for Renewal Notification Messages
= Tokens for Request In Queue Notification Messages

= Tokens for Directory Update Notification Messages
Tokens for Renewal Notification Messages

This section lists the tokens that are available in the message templates for
instances of the Renewal Not i fi cati onJob class or plug-in module.
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Table 2-7 lists the tokens that you can use for formulating this job’s summary
report. You can customize the content and format of the items in the report by
using the tokens defined in Table 2-8.

Table 2-7 Tokens for the renewal-notification job’s summary report

Token Description

$Executi onTi ne Specifies the time the job (instance) was run.

$l nstancel D Specifies the name of the job instance.

$Summaryl t enli st Specifies the list of items in the summary notification. Each item

corresponds to a certificate the job detects for renewal.
$SummaryTot al fai l ure Specifies the total number of items in the summary report that failed.

$Summar yTot al Num Specifies the total number of items (certificates that require to be renewed)
in the summary report.

$Summar yTot al Success Specifies how many of the total number of items in the summary report
succeeded.

Table 2-8 lists the tokens for the inner list items.

Table 2-8 Tokens for items in renewal-notification job’s summary report

Token Description

$Cert Type Specifies the type of certificate—whether SSL client (cl i ent ), SSL server
(ser ver), Registration Manager’s signing certificate (r a), Certificate Manager’s
CA signing certificate (ca), router certificate (Ci sco-r out er), or other
(ot her).

$Ht t pHost Specifies the fully qualified host name of the Certificate Manager or Registration
Manager to which end entities should connect to renew their certificates. (The
token enables you to construct the URL which end entities use to renew their
certificates; see the example in “Customizing Message Templates” on page 83.)

$Ht t pPor t Specifies the port number at which the Certificate Manager or Registration
Manager is listening to certificate-renewal requests from end entities. (The token
enables you to construct the URL which end entities use to renew their
certificates; see the example in “Customizing Message Templates” on page 83.)

$l ssuer DN Specifies the distinguished name of the certificate issuer.
$Not After Specifies the Not Af t er attribute.
$Not Bef or e Specifies the Not Bef or e attribute.
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Table 2-8 Tokens for items in renewal-notification job’s summary report (Continued)

Token Description

$Request or Emai | Specifies the requestor’s email address.

$Request Type Specifies the request type—whether it is a certificate enrollment, certificate
renewal, certificate revocation, key archival, or key recovery request.

$Seri al Nurmber Specifies the serial number of the certificate; the serial number will be displayed
as a hexadecimal value in the resulting message.

$St at us Specifies whether the operation failed or succeeded.

$Subj ect DN Specifies the distinguished name of the certificate subject.

Tokens for Request In Queue Notification Messages

Table 2-9 lists the tokens that you can use for formulating the content of the
Request | nQueueJob job’s summary report.

Table 2-9 Tokens for the request-in-queue job’s summary report

Token Description

$l nstancel D Specifies the ID assigned to the subsystem that sent this notification.
= If the notification is sent by a Certificate Manager, this will be ca.

= If the notification is sent by a Registration Manager, this will be r a.

$ExecutionTi me Specifies the time the job (instance) was run.

$Reci pi ent Emai | Specifies the email address of the recipient.

$Sender Enmi | Specifies the email address of the sender.

$Sunmar yTot al Num Specifies the total number of items (certificate requests that are pending in the

gueue) in the summary report.

Tokens for Directory Update Notification Messages

This section lists the tokens that are available in summary message templates for
instances of the Unpubl i shExpi r edJob class or plug-in module.

Table 2-10 lists the tokens that are available for this jobs’s summary report. You can
customize the content and format of the items in the report by using the tokens
defined in Table 2-11.
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Table 2-10 Tokens for the unpublish-expired job’s summary report

Token Description

$l nstancel D Specifies the name of the job instance that generated this summary report.

$Executi onTi ne Specifies the time the job (instance) was run.

$Summar yl t enli st Specifies the list of items in the summary notification. Each item
corresponds to a certificate the job detects for removal from the publishing
directory.

$SummaryTotal failure Specifies the total number of items in the summary report that failed.

$Summar yTot al Num Specifies the total number of items (certificates to be removed from the
directory) in the summary report.

$Summar yTot al Success Specifies how many of the total number of items in the summary report
succeeded.

Table 2-11 lists the tokens for the inner list items.

Table 2-11 Tokens for items in the unpublish-expired job’s summary report

Token Description

$Cert Type Specifies the type of certificate—whether SSL client (cl i ent ), SSL server
(ser ver), Registration Manager’s signing certificate (r a), Certificate Manager’s
CA signing certificate (ca), router certificate (Ci sco-r out er), or other (ot her).

$l ssuer DN Specifies the distinguished name of the certificate issuer.

$Not Af t er Specifies the Not Af t er attribute.

$Not Bef or e Specifies the Not Bef or e attribute.

$Request or Enai | Specifies the requestor’s email address.

$Seri al Nurber Specifies the serial number of the certificate; the serial number will be displayed
as a hexadecimal value in the resulting message.

$St at us Specifies whether the operation failed or succeeded.

$Subj ect DN Specifies the distinguished name of the certificate subject.
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Chapter 3

Constraints Policy Plug-in Modules

You can configure iPlanet Certificate Management Server (CMS) to apply certain
organizational policies to an end entity’s certificate enroliment, renewal, and
revocation requests before servicing them. For example, some of the policies you
might want Certificate Management System to apply to these requests may include
setting a minimum and maximum limit on validity period and key length of
certificates, setting extensions based on the end entity’s role within an
organization, setting signing algorithms, and so on.

Certificate Management System comes with various policy plug-in modules that
define the formulation of a certificate’s content and govern the server’s certificate
generation and management operations. The modules are categorized, based on
their functionality, into two groups: constraints-specific policy modules and
extension-specific policy modules.

This chapter explains the constraints-specific policy plug-in modules in detail—it
lists and briefly describes the modules that are installed with Certificate
Management System, and then explains each one in detail. For details on
extension-specific modules, see Chapter 4, “Certificate Extension Plug-in
Modules”.

The chapter has the following sections:

« Overview of Constraints-Specific Policy Modules (page 88)
= AttributePresentConstraints Plug-in Module (page 90)

= DSAKeyConstraints Plug-in Module (page 95)

= IssuerConstraints Plug-in Module (page 98)

= KeyAlgorithmConstraints Plug-in Module (page 101)

= RenewalConstraints Plug-in Module (page 103)

< RenewalValidityConstraints Plug-in Module (page 106)
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= RevocationConstraints Plug-in Module (page 110)

= RSAKeyConstraints Plug-in Module (page 112)

= SigningAlgorithmConstraints Plug-in Module (page 115)

= SubCANameConstraints Plug-in Module (page 118)

= UniqueSubjectNameConstraints Plug-in Module (page 121)
= ValidityConstraints Plug-in Module (page 124)

Overview of Constraints-Specific Policy Modules

88

Constraints-specific policy plug-in modules help you define rules or constraints
that Certificate Management System uses to evaluate an incoming certificate
enrollment, renewal, or revocation request. Each module enables you to configure
the server to check the request for particular attributes, and, based on the
configured criteria, either modify these attributes or reject the request altogether.

Policy plug-in modules are implemented as Java classes and are registered in the
CMS policy framework. The Policy Plugin Registration tab of the CMS window
(Figure 3-1) lists all the modules that are registered with a CMS instance.

Figure 3-1  CMS window showing policy modules registered with a Certificate Manager
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Table 3-1 lists constraints-specific policy modules that are installed with a
Certificate Manager. An installation of a Registration Manager also includes all
these modules, expect for the ones noted below:

e IlssuerConstraints

e SubCANaneConstraints

¢ Uni queSubj ect NameConstraints

Note that the name of the Java class for a policy plug-in module is in this format:;
com i pl anet. certsrv. policy. <plugi n_nane>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the At t ri but ePr esent Const r ai nt s module would be;

comiplanet.certsrv.policy.AttributePresentConstraints

You can use whichever modules you need in order to define policy rules for a
Certificate Manager or Registration Manager. Note that no modules are provided
for the Data Recovery Manager. Both Certificate Manager and Registration
Manager subject a request to policy checking as explained in section “Policy
Processor” in Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide.

Keep in mind that the changes made to a request by a Registration Manager may
be overwritten by a Certificate Manager when it subjects the request to its own
policy checks.

Default constraints-specific policy plug-in modules

Plug-in module name Function

AttributePresent Constraints Rejects a request if an LDAP attribute is not present in the enrolling

user’s directory entry or if the attribute does not have a specified
value. For details, see “AttributePresentConstraints Plug-in
Module” on page 90.

DSAKeyConstrai nts Certifies only those DSA keys that have specific key lengths. For

details, see “DSAKeyConstraints Plug-in Module” on page 95.

I ssuer Constraints Checks for certificates that have been issued by a particular CA.

For details, see “IssuerConstraints Plug-in Module” on page 98.

KeyAl gori t hnConstrai nts Certifies only those keys that are generated using one of the

permitted algorithms, such as RSA or DSA. For details, see
“KeyAlgorithmConstraints Plug-in Module” on page 101.

Renewal Constraints Allows or rejects requests for renewal of expired certificates. For

details, see “RenewalConstraints Plug-in Module” on page 103.
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Table 3-1 Default constraints-specific policy plug-in modules (Continued)

Plug-in module name Function

Renewal Val i di t yConstraints Enforces the number of days before which a currently active
certificate can be renewed and sets a new validity period for the
renewed certificate. For details, see “RenewalValidityConstraints
Plug-in Module” on page 106.

Revocati onConstraints Allows or rejects requests for revocation of expired certificates. For
details, see “RevocationConstraints Plug-in Module” on page 110.

RSAKeyConstrai nts Certifies only those RSA keys that have specific key lengths. For
details, see “RSAKeyConstraints Plug-in Module” on page 112.

Si gni ngAl gori t hnConstraints Specifies the signature algorithm to be used by the CA (a
Certificate Manager) to sign certificates. For details, see
“SigningAlgorithmConstraints Plug-in Module” on page 115.

SubCANanmeConstrai nt s Checks for issuer name uniqueness and prevents a CA from
issuing a subordinate CA certificate with issuer name same as its
own. For details, see “SubCANameConstraints Plug-in Module”
on page 118.

Uni queSubj ect NaneConstrai nts  Checks for certificate subject name uniqueness and prevents
issuance of multiple certificates with same subject names. For
details, see “UniqueSubjectNameConstraints Plug-in Module” on
page 121.

ValidityConstraints Checks whether the validity period of a certificate falls within a
specific validity period. For details, see “ValidityConstraints
Plug-in Module” on page 124.

AttributePresentConstraints Plug-in Module

The At t ri but ePr esent Const r ai nt s plug-in module implements the attribute
present constraints policy. The module enables you to configure the Certificate
Manager and Registration Manager to reject a request if an LDAP attribute (for
example, pi n) is not present in the enrolling user’s directory entry or if the attribute
does not have a specified value. An example usage is in “Step 3. Enable the
AttributePresentConstraints Policy” in Chapter 15, “Setting Up End-User
Authentication” of CMS Installation and Setup Guide.

Note that many of the parameters defined in the module (see Table 3-2 on page 92)
are specified in the same way as the modules provided for authenticating users
during directory-based enrollment.
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If you enable the policy and configure it correctly, it first searches for the user
under the base specified in the Idap. | dapconn. basedn parameter with the filter
(ui d=HTTP_PARAMS. Ul D) for the user’s entry.

= Ifthe val ue parameter is empty, the policy checks the at t ri but e parameter:

o If the attribute named in the at t ri but e parameter is present in the
request, the policy accepts the request.

o Ifthe attribute named in the at t ri but e parameter is not present in the
request, the policy rejects the request.

= Ifthe val ue parameter is not empty, the policy checks its value with the value
of the attribute specified in the at t ri but e parameter.

o Ifthe attribute named in the at t ri but e parameter has the specified value,
the policy accepts the request.

o If the attribute named in the at t ri but e parameter does not have the
specified value, the policy rejects the request.

In the case of multi-valued attributes, the request will be accepted if any of the
values matches the specified value; comparisons are case sensitive.

Unlike some of the other policy modules, Certificate Management System does not
create an instance of the attribute present constraints policy during installation. If
you want to create an instance of the At t ri but ePr esent Const r ai nt s module, see
section “Step 4. Add New Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Configuration Parameters of
AttributePresentConstraints

In the CMS configuration file, the At t ri but ePr esent Const r ai nt s module is
identified as <subsyst en>. Pol i cy.inpl.AttributePresent Constraints.

cl ass=com i pl anet. certsrv. policy.AttributePresent Constraints, where
<subsyst enw is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as At t ri but ePr esent Const rai nt s.
Figure 3-2 shows how configurable parameters for the module are displayed in the
CMS window.
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Figure 3-2  Parameters of the AttributePresentConstraints module
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The configuration shown in Figure 3-2 creates a policy rule named
Pi nCheckFor Cl i ent Cert s, which enforces a rule that the server should check for
users PINs in the specified LDAP directory.

Table 3-2 describes each of the parameters.

Table 3-2 Description of parameters defined in the AttributePresentConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
applies the rule to certificates specified by the predicate expression.

= If you disable the rule, the server does not apply the rule to certificates.
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Table 3-2 Description of parameters defined in the AttributePresentConstraints module (Continued)
Parameter Description
predicate Specifies the predicate expression for this rule. If you want the rule to be applied to

| dap. | dapconn.

host

| dap. | dapconn.

port

| dap. | dapconn.

secur eConn

| dap. | dapconn.

ver si on

| dap. | dapaut h.

bi ndDN

password

all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent
Specifies the host name of the LDAP directory to connect to.

Permissible values: The name must be fully-qualified host name in the
<machi ne_name>. <your _donmi n>. <donai n> form.

Example: cor pDi rectory. siroe. com

Specifies the TCP/IP port at which the LDAP directory listens to requests from
Certificate Management System.

Permissible values: Any valid port number. The default is 389; use 636 if the directory
is configured for SSL-enabled communication.

Example: 389

Specifies the type—SSL or non-SSL—of the port at which the LDAP directory listens
to requests from Certificate Management System.

= Check the box if the port is an SSL (HTTPS) port. If your directory is configured
for SSL-enabled communication (with or without SSL client authentication),
choose this option.

= Leave the box unchecked if the port is a non-SSL (HTTP) port. If your directory is
configured for basic authentication, choose this option (default).

Specifies the LDAP protocol version.
Permissible values: 2 or 3.

= 2 specifies LDAP version 2. If your directory is based on Netscape Directory
Server 1.x, choose 2.

= 3 specifies LDAP version 3. For Directory Server versions 3.x and later, choose 3
(default).

Example: 3

Specifies the user entry to bind as for checking the attribute in the LDAP directory.
Permissible values: A valid bind DN.

Example: CN=pi nmanager

Specifies the password associated with the DN specified by the
| dap. | dapaut hbi ndDN parameter.
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Table 3-2 Description of parameters defined in the AttributePresentConstraints module (Continued)

Parameter

Description

| dap. | dapaut h.
clientCertN ck
nane

| dap. | dapaut h.
aut ht ype

| dap. | dapconn.
basedn

| dap. | dapconn.
m nConns

Specifies the nickname or the friendly name of the certificate to be used for SSL client
authentication to the LDAP directory in order to check attributes. Make sure that the
certificate is valid and has been signed by a CA that is trusted in the directory’s
certificate database, and that the directory’s cer t map. conf file has been configured
to correctly map the certificate to a DN in the directory. (This is needed for PIN
removal only.)

Permissible values: Enter the name of a currently valid CMS certificate, for example,
its SSL server certificate.

Example: Ser ver - Cer t

Specifies how to bind to the directory or the authentication type—basic
authentication or SSL client authentication—required in order to check attributes in
the LDAP directory.

Permissible values: Basi cAut h or Ssl d i ent Aut h.

= Basi cAut h specifies basic authentication (default). If you choose this option, be
sure to enter the correct values for | dap. | dapaut h. bi ndDNand passwor d
parameters; the plug-in uses the DN from the Idap. | dapaut h. bi ndDNattribute
to bind to the directory.

= Ssl di ent Aut h specifies SSL client authentication. If you choose this option, be
sure to select the | dap. | dapconn. secur eConn parameter and set the value of
thel dap. | dapaut h. cl i ent Cert Ni cknane parameter to the nickname of the
certificate to be used for SSL client authentication.

Example: Basi cAut h

Specifies the base DN for searching the LDAP directory—the plug-in uses the value
of the ui d field from the HTTP input (what a user enters in the enrollment from) and
the base DN to construct an LDAP search filter.

Permissible values: Any valid DN string of up to 255 characters. (If your user’s DN is
ui d=j doe, o=conpany, you might want to use o=conpany here.)

Example: O=si roe. com

Specifies the minimum number of connections permitted (or to keep open) to the
LDAP directory.

Permissible values: 1 to 3; the default value is 1.

Example: 3
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Table 3-2 Description of parameters defined in the AttributePresentConstraints module (Continued)

Parameter Description
| dap. | dapconn. Specifies the maximum number of connections permitted to the LDAP directory;
naxConns when needed, connection pool can grow to this many (multiplexed) connections.

Permissible values: 3 to 10; the default value is 5.
Example: 9

attribute Specifies the LDAP attribute, the presence of which is to be checked in the
certificate-enrollment request.

Permissible values: Valid directory attributes, separated by commas; the default
value is pi n.

Example: pi n

val ue If this parameter is non-empty, the attribute value must match this value for the
request to proceed to the next stage.

DSAKeyConstraints Plug-in Module

The DSAKeyConst r ai nt s plug-in module implements the DSA key constraints
policy. This policy imposes constraints on the following:

e The minimum and maximum sizes for keys
= The sizes of exponents

The policy restricts the key size to one of the sizes, such as 512 or 1024, supported
by Certificate Management System.

You may apply this policy to end-entity certificate enrollment and renewal
requests. For example, if you want your CA to certify public keys up to 512 bits in
length for end users and 1024 for servers, you can configure Certificate
Management System to do so using the policy.

During installation, Certificate Management System automatically creates an
instance of the DSA key constraints policy. See “DSAKeyRule Rule” on page 98.
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Configuration Parameters of
DSAKeyConstraints

In the CMS configuration file, the DSAKey Const r ai nt s module is identified as
<subsystenr. Policy.inpl.DSAKeyConstraints. cl ass=

com i pl anet. certsrv. pol i cy. DSAKeyConst r ai nt s, where <subsyst en» isca or
r a (prefix identifying the subsystem).

In the CMS window, the module is identified as DSAKey Const r ai nt s. Figure 3-3
shows how configurable parameters for the module are displayed in the CMS
window.

Figure 3-3  Parameters of the DSAKeyConstraints module
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The configuration shown in Figure 3-3 creates a policy rule named

DSAKeySi zeFor d i ent Cert, which enforces a rule that the server should restrict
the minimum and maximum key sizes for all DSA key-based client certificates to
512 and 1024, respectively.

Table 3-3 describes each of the parameters.
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Table 3-3 Description of parameters defined in the DSAKeyConstraints module

Parameter

Description

enabl e

predicate

m nSi ze

maxSi ze

exponent s

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
applies the rule to certificates specified by the predicate expression.

= If you disable the rule, the server does not apply the rule to certificates.

Specifies the predicate expression for this rule. If you want the rule to be applied to all
certificate requests, leave the field blank (default). To form a predicate expression, see
section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

Specifies the minimum length, in bits, for the key (the length of the modulus in bits).
The value must be smaller than or equal to the one specified by the naxSi ze
parameter.

In general, a longer key size results in a key pair that is more difficult to crack. You
may want to enforce a minimum length to ensure a minimum level of security.

Permissible values: 512 or 1024. You may also enter a custom key size that is
between 512 and 1024, in increments of 64 bits. The default value is 512.

Example: 512
Specifies the maximum length, in bits, for the key.

Permissible values: 512 or 1024. You may also enter a custom key size that is
between 512 and 1024, in increments of 64 bits. The default value is 1024.

Example: 1024
Limits the possible public exponent values. Use commas to separate different values.

Some exponents are more widely used than others. The following exponent values
are recommended for arithmetic and security reasons: 17 and 65537. Of these two
values, 65537 is preferred. (This setting is mainly an issue if you are using your own
software for generating key pairs. Key-generation programs in Netscape clients and
servers use 3 or 65537.)

Permissible values: A combination of 3, 7,17, and 65537, separated by commas. The
default value is 3, 7, 17, 65537.

Example: 17, 65537
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DSAKeyRule Rule

The rule named DSAKeyRul e is an instance of the DSAKeyConst r ai nt s module.
Certificate Management System automatically creates this rule during installation.
By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

< The minimum key size permitted for certificates is 512 bits (mi nSi ze=512).
< The maximum key size permitted for certificates is 1024 bits (maxSi ze=1024).
= The exponents allowed are 3, 7, 17, and 65537 (exponent s=3, 7, 17, 65537).

For details on individual parameters defined in the rule, see Table 3-3 on page 97.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

IssuerConstraints Plug-in Module

98

The | ssuer Const r ai nt s plug-in module implements the issuer constraints policy.
The policy enables you to effectively deploy certificate-based enrollment explained
in “Certificate-Based Enrollment” on page 53.

The policy enables the Certificate Manager to authenticate an end user by checking
the issuer DN of the CA that has issued the certificate the user presents as an
enrollment token during enrollment. Note that in the current implementation, the
CA that issues the new certificates must be the same as the one that has issued the
certificates used for SSL client authentication; that is, the issuer DN in the
authentication certificate must match the issuer DN specified in the policy
configuration.

During installation, Certificate Management System automatically creates an
instance of the issuer constraints policy. See “IssuerRule Rule” on page 100. The
server also provides appropriate enrollment forms for the three certificate-based
enrollment scenarios explained above; see “Enrollment Forms” on page 57.
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Configuration Parameters of IssuerConstraints

In the CMS configuration file, the | ssuer Const r ai nt s module is identified as
ca.Policy.inpl.lssuerConstraints.class=com i planet.certsrv.
policy. | ssuerConstraints.

In the CMS window, the module is identified as | ssuer Const r ai nt s. Figure 3-4
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 3-4  Parameters of the IssuerConstraints module
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The configuration shown in Figure 3-4 creates a policy rule named

I ssuer NameCheckl nCer t , which enforces a rule that the server should check for
certificates issued by a CA, whose issuer DN is CN=bul kGenCA, OU=I nf or nat i on
Syst ens, O=Si r oe Cor p, C=US.

Table 3-4 describes each parameter.
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Table 3-4 Description of parameters defined in the IssuerConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
checks for certificates issued by the specified CA and enforces certificate-based
enrollment.

= If you disable the rule, the server does not check for certificates issued by a CA, it
ignores the values specified in the remaining fields.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied to all
certificate requests, leave the field blank (default). To form a predicate expression, see
section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent AND cert aut hEnrol | ==0on

i ssuer DN Specifies the name of the CA that has issued certificates that are to be checked. You
should enter the issuer name as it appears in the CA’s signing certificate; the same
name also appears as the issuer name in certificates the CA signs.

Permissible values: A valid issuer name.

Example: CN=bul kGenCA, OU=I nf or mat i on Syst ens, O=Si roe Corp, C=US

IssuerRule Rule

The rule named | ssuer Rul e is an instance of the I ssuer Const r ai nt s module.
Certificate Management System automatically creates this rule during installation.
By default, the rule is configured as follows:

< The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

= The predicate expression is set (pr edi cat e=HTTP_PARAMS. cert Type==cl i ent
AND cert aut hEnr ol | ==on) so that the rule is applied to only those
client-certificate requests that have certificate-based authentication turned on.

= Theissuer DN field is left blank for you to enter the appropriate information.
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For details on individual parameters defined in the rule, see Table 3-4 on page 100.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide . For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

KeyAlgorithmConstraints Plug-in Module

The KeyAl gori t hnConst r ai nt s plug-in module implements the key algorithm
constraints policy. This policy restricts the key algorithm requested in certificates
to the algorithms, such as RSA and DSA, supported by Certificate Management
System. In other words, this policy allows you to set restrictions on the types of
public keys certified by Certificate Management System.

You may apply this policy to end-entity certificate enrollment and renewal
requests. For example, if you want your CA to certify only those public keys that
comply with the PKCS-1 RSA Encryption Standard, you can configure the server
for that using the policy.

During installation, Certificate Management System automatically creates an
instance of the key algorithm constraints policy. See “KeyAlgRule Rule” on
page 103.

Configuration Parameters of
KeyAlgorithmConstraints

In the CMS configuration file, the KeyAl gori t hnConst r ai nt s module is identified
as <subsystenr. Pol i cy. i npl . KeyAl gorithnConstraints. cl ass=

com iplanet.certsrv. policy. KeyAl gorithnConstraints,where

<subsyst enp is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as KeyAl gori t hnConstrai nts.
Figure 3-5 shows how the configurable parameters for the module are displayed in
the CMS window.
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Figure 3-5  Parameters of the KeyAlgorithmConstraints module
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The configuration shown in Figure 3-5 creates a policy rule named
KeyAl gFor C i ent Ser ver Cer t , which enforces a rule that the server should restrict
the key algorithm of all client and server certificates to RSA.

Table 3-5 gives details about each of the parameters.

Table 3-5 Description of parameters defined in the KeyAlgorithmConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server sets
the configured algorithm in certificates specified by the pr edi cat e parameter.

= If you disable the rule, the server sets the algorithm specified in the certificate
request.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied to all
certificate requests, leave the field blank (default). To form a predicate expression, see
section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent AND
HTTP_PARAMS. cert Type==server
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Description of parameters defined in the KeyAlgorithmConstraints module (Continued)

Parameter

Description

al gorithmns

Specifies the key type the server should certify. The default is RSA.
Permissible values: RSA, DSA, or RSA, DSA.
Example: RSA

KeyAlgRule Rule

The rule named KeyAl gRul e is an instance of the KeyAl gori t hnConstrai nts
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

= The key type allowed is RSA (al gori t hns=RSA).

For details on individual parameters defined in the rule, see Table 3-5 on page 102.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section F*“Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide . For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

RenewalConstraints Plug-in Module

The Renewal Const r ai nt s plug-in module implements the renewal constraints
policy. This policy imposes constraints on renewal of expired certificates—it allows
or restricts the server from renewing expired certificates. You may apply this
policy to end-entity certificate renewal requests. For example, if you don’t want to
allow renewal of expired certificates, you can configure the server accordingly
using the policy.

In certain situations you may want to allow renewal of expired certificates. Here’s
one such scenario: the renewal validity constraints policy (see
“RenewalValidityConstraints Plug-in Module” on page 106) allows you to delay
renewal of certificates as long as possible to reduce the overhead of processing new
certificate requests. Typically, you would limit the renewal process to the last few
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104

weeks of validity of the certificate. However, if the interval specified in the policy
rule is not sufficient for renewal to occur, some of your users may not be able to
renew their certificates prior to the expiration time and end up owning expired
certificates.

Note that the policy also allows you to specify how long after the expiration of a
certificate can it be renewed. If you don’t specify this, the server will renew all
expired certificates that are submitted for renewal.

During installation, Certificate Management System automatically creates an
instance of the renewal constraints policy. See “RenewalConstraintsRule Rule” on
page 105.

Configuration Parameters of
RenewalConstraints

In the CMS configuration file, the Renewal Const r ai nt s module is identified as
<subsystenr. Policy.inpl.Renewal Constraints.class=

com i pl anet. certsrv. policy. Renewal Constrai nts, where <subsyst en» isca
or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Renewal Const r ai nt s. Figure 3-6
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 3-6  Parameters of the RenewalConstraints module
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The configuration shown in Figure 3-6 creates a policy rule named
RenewExpi redd i ent Cer t, which specifies that the server should allow renewal of
expired client certificates, if it's done within 30 days from the expiry date.

Table 3-6 gives details about each of the parameters.

Table 3-6 Description of parameters defined in the RenewalConstraints module

ule

Parameter

Description

enabl e

predicate

al | owExpiredCerts

renewal Not Aft er

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
verifies the validity period of the certificate being renewed, checks the value
assigned to the al | owExpi r edCer t s parameter, and accordingly allows or
denies the renewal request.

= If you disable the rule, the server does not verify the validity period of the
certificate being renewed; it simply renews the certificate.

Specifies the predicate expression for this rule. If you want the rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

Specifies whether to allow or prevent renewal of expired certificates. Check the
box if you want the server to renew expired certificates (default). Uncheck the
box if you don’t want the server to renew expired certificates.

Specifies how long, in days, after the expiration of a certificate can it be renewed.
The default value is 30 days. If you leave the field blank, the server will renew all
expired certificates that are submitted for renewal.

Example: 15

RenewalConstraintsRule Rule

The rule named Renewal Const r ai nt sRul e is an instance of the
Renewal Const rai nt s module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows;

The rule is enabled.

The predicate expression is left blank so that the policy is applied to all
certificate renewal requests processed by the server.
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= The server allows renewal of expired certificates within 30 days, starting from
the date they expire.

For details on individual parameters defined in the rule, see Table 3-6 on page 105.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

RenewalValidityConstraints Plug-in Module

The Renewal Val i di t yConst r ai nt s plug-in module implements the renewal
validity constraints policy. This policy governs the formulation of content in the
renewed certificate based on the currently issued certificate.

Every certificate issued by Certificate Management System is valid for a limited
duration, which is determined by the validity period specified in the validity
constraints policy (see “ValidityConstraints Plug-in Module” on page 124) at the
time the certificate is issued. In order to continue to participate in the PKI-using
system beyond this validity period, the entity owning the certificate must renew
the certificate; the new certificate generally contains a new validity time period and
some updated attributes.

To eliminate administrative overhead of monitoring certificate validity periods and
reminding users to renew their certificates, Certificate Management System
provides a schedulable job that can detect any to-be-expired certificates and
automatically remind users to renew their certificates. For details about this job, see
“RenewalNotificationJob Plug-in Module” on page 69.

The renewal validity constraints policy enables you to enforce certain restrictions
on certificate-renewal requests, when end entities attempt to renew their
certificates. You can specify restrictions on the following:

= The number of days before expiration that end entities can renew their
currently active or valid certificates. For example, if you want to prevent end
entities from renewing their certificates any earlier than 15 days before
expiration, you can configure the server accordingly using the policy.

= The validity period of the renewed certificate. For example, if you want the
validity period of all renewed certificates to be a minimum of 180 days, you
can configure the server accordingly using the policy. Note that the renewal
period starts from the ending period in the certificate presented for renewal.
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Note that you may apply this policy to certificate renewal requests only, and the
renewal process to which this policy is applied can be manual (a request needs to
be approved by an agent) or automated. In both cases, the currently issued
certificate must be either presented during SSL client authentication by the end
entity or selected by the agent approving the renewal request.

By default, any validity requested in a certificate-renewal request cannot exceed
beyond that of the expiration time specified in the CA’s signing certificate (see
section “CA Signing Key Pair Certificate” in Chapter 14, “Managing CMS Keys and
Certificates” of CMS Installation and Setup Guide). If the Certificate Manager (CA)
finds a request with validity period extending beyond that of its CA signing
certificate, it automatically truncates the validity period to end on the day the CA
signing certificate expires. For example, if the CA signing certificate expires on
June 10, 2004, any renewal request with validity period beyond June 10, 2004 will
have validity period truncated to end on June 10, 2004.

However, you can configure the Certificate Manager to renew certificates with
validity periods beyond that of its CA signing certificate by selecting the “Override
validity nesting requirement” option; see section F*“Step 6. Enable End-Entity
Interaction” in Chapter 15, “Setting Up End-User Authentication” of CMS
Installation and Setup Guide.

During installation, Certificate Management System automatically creates an
instance of the renewal validity constraints policy. See
“DefaultRenewalValidityRule Rule” on page 109.

Configuration Parameters of
RenewalValidityConstraints

In the CMS configuration file, the Renewal Val i di t yConst r ai nt s module is
identified as <subsyst en. Pol i cy. i npl . Renewal Val i di t yConstrai nts. cl ass=
com i pl anet. certsrv. policy. Renewal Val i di t yConstrai nts, where

<subsyst enw is ca or r a (prefix identifying the subsystem).

In the CMS window, the modaule is identified as Renewal Val i di t yConst r ai nt s.
Figure 3-7 shows how the configurable parameters for the module are displayed in
the CMS window.
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Figure 3-7  Parameters of the RenewalValidityConstraints module
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The configuration shown in Figure 3-7 creates a policy rule named

Renewal Rul eFor O i ent Cert, which enforces a rule that the server should renew
only those client certificates that are due to expire within the next 15 days. The
renewed certificates are valid for at least 60 days (two months) and require
renewing after 180 days (six months).

Table 3-7 gives details about each of the parameters.

Table 3-7 Description of parameters defined in the RenewalValidityConstraints module

Parameter Description

enable Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server sets
the configured validity period in renewed certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server sets the validity period as specified in the
renewal request.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up
Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent
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Table 3-7 Description of parameters defined in the RenewalValidityConstraints module (Continued)

Parameter Description

minValidity Specifies the minimum validity period, in days, for renewed certificates.
Permissible values: As applicable. The default value is 180 days.
Example: 60

maxValidity Specifies the maximum validity period, in days, for renewed certificates.

renewallnterval

Permissible values: As applicable. The default value is 730 days.

Example: 180

Specifies how many days before its expiration that a certificate can be renewed.
Permissible values: As applicable. The default value is 15 days.

Example: 15

DefaultRenewalValidityRule Rule

The rule named Def aul t Renewal Val i di t yRul e is an instance of the

Renewal Val i di t yConst r ai nt s module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

e The rule is enabled.

= The predicate expression is left blank so that the policy is applied to all
certificate renewal requests processed by the server.

= The minimum validity period permitted for renewed certificates is 30 days
(m nVval i di t y=30).

< The maximum validity period permitted for renewed certificates is 365 days
(maxVal i di t y=365).

= The number of days before expiration that end entities can renew their
currently valid certificates is 15 (r enewal | nt er val =15).

For details on individual parameters defined in the rule, see Table 3-7 on page 108.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.
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RevocationConstraints Plug-in Module

110

The Revocat i onConst r ai nt s plug-in module implements the revocation
constraints policy. This policy imposes constraints on revocation of expired
certificates—it allows or restricts the server from revoking expired certificates. You
may apply this policy to end-entity certificate revocation requests. For example, if
you don’t want to allow revocation of expired certificates in your PKI setup, you
can configure the server accordingly using the policy.

During installation, Certificate Management System automatically creates an
instance of the revocation constraints policy. See “Configuration Parameters of
RevocationConstraints” on page 110.

Configuration Parameters of
RevocationConstraints

In the CMS configuration file, the Revocat i onConst r ai nt s module is identified as
<subsystenr. Policy.inpl.Revocati onConstraints. cl ass=

com i pl anet. certsrv. policy. Revocati onConstrai nts, where <subsyst enp is
ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Revocat i onConst r ai nt s. Figure
3-8 shows how the configurable parameters for the module are displayed in the
CMS window.

Figure 3-8  Parameters of the RevocationConstraints module
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The configuration shown in Figure 3-8 creates a policy rule named
RevokeExpi redd i ent Cert, which specifies that the server should allow
revocation of expired client certificates.

Table 3-8 gives details about each of the parameters.

Table 3-8 Description of parameters defined in the RevocationConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
verifies the validity period of the certificate being revoked, checks the value
assigned to the al | owExpi r edCer t s parameter, and accordingly allows or
denies the revocation request.

= If you disable the rule, the server does not verify the validity period of the
certificate being revoked; it simply revokes the certificate.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

al | onExpiredCerts  Specifies whether to allow or prevent revocation of expired certificates. Check the
box if you want the server to revoke expired certificates (default). Uncheck the
box if you don’t want the server to revoke expired certificates.

RevocationConstraintsRule Rule

The rule named Revocat i onConst r ai nt sRul e is an instance of the
Revocat i onConst r ai nt s module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is left blank so that the policy is applied to all
certificate revocation requests processed by the server.

= The server allows revocation of expired certificates.
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For details on individual parameters defined in the rule, see Table 3-8 on page 111.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

RSAKeyConstraints Plug-in Module

112

The RSAKeyConst r ai nt s plug-in module implements the RSA key constraints
policy. This policy imposes constraints on the following:

e The minimum and maximum sizes for keys
= The exponent sizes

The policy restricts the key size to one of the sizes supported by Certificate
Management System—>512, 1024, 2048, or 4096. In other words, the policy allows
you to set up restrictions on the lengths of public keys certified by Certificate
Management System.

You may apply this policy to end-entity certificate enrollment and renewal
requests. For example, if you want your CA to certify public keys up to 1024 bits in
length for end users, you can configure the server accordingly using the policy.

During installation, Certificate Management System automatically creates an
instance of the RSA key constraints policy. See “RSAKeyRule Rule” on page 114.

Configuration Parameters of
RSAKeyConstraints

In the CMS configuration file, the RSAKey Const r ai nt s module is identified as
<subsystenr. Pol i cy.inpl. RSAKeyConstraints. cl ass=

com i pl anet. certsrv. pol i cy. RSAKeyConst rai nt s, where <subsyst en» isca or
r a (prefix identifying the subsystem).

In the CMS window, the module is identified as RSAKey Const r ai nt s. Figure 3-9
shows how the configurable parameters for the module are displayed in the CMS
window.
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Figure 3-9  Parameters of the RSAKeyConstraints module
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The configuration shown in Figure 3-9 creates a policy rule named

RSAKeySi zeFor d i ent Cert, which enforces a rule that the server should restrict
the minimum and maximum key sizes for all RSA key-based client certificates to
512 and 2048, respectively.

Table 3-9 describes each parameter.

Table 3-9 Description of parameters defined in the RSAKeyConstraints module

ule

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server uses
the configured RSA key rules when issuing certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server certifies the requested key size.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied to all
certificate requests, leave the field blank (default). To form a predicate expression, see
section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide .

Example: HTTP_PARAMS. cert Type==cl i ent
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Table 3-9

Description of parameters defined in the RSAKeyConstraints module (Continued)

Parameter

Description

m nSi ze

maxSi ze

exponent s

Specifies the minimum length, in bits, for the key (the length of the modulus in bits).
The value must be smaller than or equal to the one specified by the naxSi ze
parameter.

In general, a longer key size results in a key pair that is more difficult to crack. You
may want to allow a minimum length to ensure a minimum level of security.

Permissible values: 512, 1024, 2048, or 4096. You may also enter a custom key size
that is between 512 and 4096 bits. The default value is 512.

Example: 512
Specifies the maximum length, in bits, for the key.

Permissible values: 512, 1024, 2048, or 4096. You may also enter a custom key size
that is between 512 and 4096 bits. The default value is 2048.

Example: 1024
Limits the possible public exponent values. Use commas to separate different values.

Some exponents are more widely used than others. The following exponent values
are recommended for arithmetic and security reasons: 17 and 65537. Of these two
values, 65537 is preferred. (This setting is mainly an issue if you are using your own
software for generating key pairs. Key-generation programs in Netscape clients and
servers use 3 or 65537.)

Permissible values: A combination of 3,7, 17, and 65537, separated by commas. The
default value is 3, 7, 17, 65537.

Example: 17, 65537

RSAKeyRule Rule

The rule named RSAKeyRul e is an instance of the RSAKeyConst r ai nt s module.
Certificate Management System automatically creates this rule during installation.
By default, the rule is configured as follows:

The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

The minimum key size permitted for certificates is 512 bits (mi nSi ze=512).
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< The maximum key size permitted for certificates is 2048 bits (maxSi ze=2048).
= The exponents allowed are 3, 7, 17, and 65537 (exponent s=3, 7, 17, 65537).

For details on individual parameters defined in the rule, see Table 3-9 on page 113.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

SigningAlgorithmConstraints Plug-in Module

The Si gni ngAl gori t hnConst r ai nt s plug-in module implements the signing
algorithm constraints policy. This policy restricts the requested signing algorithm
to be one of the algorithms supported by Certificate Management System: MD2
with RSA, MD5 with RSA, and SHA-1 with RSA, if the Certificate Manager’s
signing key is RSA and SHA-1 with DSA, if the Certificate Manager’s signing key is
DSA.

When a Certificate Manager digitally signs a message, it generates a compressed
version of the message called a message digest. Some of the algorithms used to
produce this digest include MD5 and SHA-1 (Secure Hash Algorithm).

= MDS5 generates a 128-bit message digest. Most existing software applications
that handle certificates only support MD5.

= SHA-1 generates a 160-bit message digest. Some software applications do not
yet support the SHA-1 algorithm. For example, Netscape Navigator 3.0 (or
higher) and Enterprise Server 2.01 (or higher) support SHA-1; previous
versions of these applications do not support SHA-1.

You may apply this policy to end-entity certificate enrollment and renewal
requests.

During installation, Certificate Management System automatically creates an
instance of the signing algorithm constraints policy. See “SigningAlgRule Rule” on
page 118.

Chapter 3  Constraints Policy Plug-in Modules 115



SigningAlgorithmConstraints Plug-in Module

Configuration Parameters of
SigningAlgorithmConstraints

In the CMS configuration file, the Si gni ngAl gori t hnConst r ai nt s module is
identified as <subsyst enr. Pol i cy. i npl . Si gni ngAl gori t hnConstrai nts. cl ass
=com i pl anet. certsrv. policy. Si gni ngAl gorit hnConstrai nts, where
<subsyst e is ca orra (prefix identifying the subsystem).

In the CMS window, the module is identified as Si gni ngAl gori t hnConstrai nt s.
Figure 3-10 shows how the configurable parameters for the module are displayed
in the CMS window.

Figure 3-10 Parameters of the SigningAlgorithmConstraints module
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The configuration shown in Figure 3-10 creates a policy rule named
Si gni ngAl gFor Cl i ent Cert , which enforces a rule that the server should use MD5
with RSA signature algorithm to sign all client certificates.

Table 3-10 provides details for each of these parameters.
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Table 3-10 Description of parameters defined in the SigningAlgorithmConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server uses
the configured algorithms to sign certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server uses the default algorithm specified for the
Certificate Manager; see Certificate Manager’s “General Settings” tab in the CMS
window.

predicate Specifies the predicate expression for this rule. If you want the rule to be applied to all
certificate requests, leave the field blank (default). To form a predicate expression, see
section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide .

Example: HTTP_PARAMS. cert Type==cl i ent
al gorithns Specifies the signature algorithm the server should use to sign certificates.

Permissible values: Depends on the CA’s signing key type (the key type you chose for
the Certificate Manager’s CA signing certificate).

= If the key type is RSA, select one of the following:
- MD2wi t hRSA, MD5wi t hRSA, SHALwi t hRSA
- MD2wi t hRSA, MD5wi t hRSA
- MD2wi t hRSA, SHA1wi t hRSA
- MD5wi t hRSA, SHA1wi t hRSA
- MD2wi t hRSA
- MD5wi t hRSA
- SHAl1wi t hRSA
The default value is MD2wi t hRSA, MD5wi t hRSA, SHALwi t hRSA.

= If the key type is DSA, select SHA1wi t hDSA.
Example: MD5wi t hRSA
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SigningAlgRule Rule

The rule named Si gni ngAl gRul e is an instance of the

Si gni ngAl gor i t hnConst r ai nt s module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

e The rule is enabled.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

= The signature algorithms allowed are MD5 with RSA, MD2 with RSA, and
SHA-1 with RSA (al gori t hms=MD5wi t hRSA, MD2wi t hRSA, SHATwi t hRSA).

For details on individual parameters defined in the rule, see Table 3-10 on

page 117. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

SubCANameConstraints Plug-in Module

118

The SubCANaneConst r ai nt s plug-in module implements the subordinate CA
name constraints policy. This policy restricts a CA from issuing a subordinate CA
certificate that has the same issuer name as that of the CA itself—that is, the policy
prevents a situation where the signing certificates of a CA and its subordinate CA
have identical issuer names.

This policy must be turned on if you’re planning to issue subordinate CA
certificates. The reason for this is that, whenever the Certificate Manager issues a
certificate, it stores the related information in its internal database; see Chapter 12,
“Setting Up Internal Database” of CMS Installation and Setup Guide. If the CA issues
a subordinate CA certificate with an issuer DN that matches its own issuer DN, the
internal database will not function properly.

You may apply this policy to CA certificate enrollment and renewal requests.

During installation, Certificate Management System automatically creates an
instance of the subordinate CA name constraints policy. See
“SubCANameConstraints Rule” on page 120.
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Configuration Parameters of
SubCANameConstraints

In the CMS configuration file, the SubCANaneConst r ai nt s module is identified as
ca. Policy.inpl.SubCANameConstraints. cl ass=
comiplanet. certsrv. policy. SubCANanmeConst rai nt s.

In the CMS window, the module is identified as SubCANaneConst r ai nt s. Figure
3-11 shows how configurable parameters for the module are displayed in the CMS
window.

Figure 3-11 Parameters of the SubCANameConstraints module
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The configuration shown in Figure 3-11 creates a policy rule named
I ssuer DNCheckFor SubCACer t , which enforces a rule that the server should reject
subordinate CA certificate requests with issuer DNs matching its own issuer DN.

Table 3-11 gives details about each of the parameters.

Chapter 3  Constraints Policy Plug-in Modules 119



SubCANameConstraints Plug-in Module

Table 3-11 Description of parameters defined in the SubCANameConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server
checks the certificate requests for issuer name uniqueness. If a certificate with the
requested issuer name already exists in the internal database, the server rejects the
request.

= If you disable the rule, the server does not check the CA certificate requests for
issuer name uniqueness.

predicate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca

SubCANameConstraints Rule

The rule named SubCANaneConst r ai nt s is an instance of the
SubCANaneConst r ai nts module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

For details on individual parameters defined in the rule, see Table 3-12 on

page 122. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section F*“Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.
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UnigueSubjectNameConstraints Plug-in Module

The Uni queSubj ect NameConst rai nt s plug-in module implements the unique
subject name constraints policy. This policy restricts the server from issuing
multiple certificates with same subject names. Optionally, you can also configure
the server to allow multiple certificates with the same subject name if the key
usages are different. Note that key usages for certificates are usually specified by
the key usage extension and Certificate Management System allows you to add this
extension to certificates using the key usage extension policy explained in
“KeyUsageExt Plug-in Module” on page 189.

You may apply the unique subject name constraints policy to end-entity certificate
enrollment and renewal requests. For example, if you want to prevent your users
from requesting multiple certificates with same subject names, you can configure
the server accordingly using the policy. Alternatively, if you want to allow your
users to own multiple certificates, each for a different use, all having the same
subject name, you can do so easily using the enabl eKeyUsageExt ensi onChecki ng
parameter defined in this policy. This parameter makes the server check whether
the key usages specified in the certificate request being processed is different than
those specified in the existing certificates that have the same subject names and
accordingly issue or deny the certificate. Keep in mind that the server can check for
key usages only if the key usage extension bits are set in the certificate request
being processed as well as in the existing certificates that have the same subject
names.

During installation, Certificate Management System automatically creates an
instance of the unique subject name constraints policy. See
“UniqueSubjectNameConstraints Rule” on page 124.

Configuration Parameters of
UniqueSubjectNameConstraints

In the CMS configuration file, the Uni queSubj ect NameConst r ai nt s module is
identified as ca. Pol i cy. i npl . Uni queSubj ect NanmeConstrai nts. cl ass=
comiplanet.certsrv. policy. Uni queSubj ect NaneConstrai nts.

In the CMS window, the module is identified as Uni queSubj ect NameConst rai nt s.
Figure 3-12 shows how configurable parameters for the module are displayed in
the CMS window.
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Figure 3-12 Parameters of the UniqueSubjectNameConstraints module
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The configuration shown in Figure 3-12 creates a policy rule named
Uni queNameFor Al | Cert, which enforces a rule that all certificates must have
unique subject names.

Table 3-12 describes each of the parameters.

Table 3-12 Description of parameters defined in the UniqueSubjectNameConstraints module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server
checks the certificate requests, as specified by the pr edi cat e parameter, for
subject name uniqueness.

= If you disable the rule, the server does not check the certificate requests for subject
name uniqueness.

predicate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section F“Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent
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Table 3-12 Description of parameters defined in the UniqueSubjectNameConstraints module (Continued)

Parameter Description

enabl ePr eAgent Specifies whether the request must be checked for the subject name unigueness on
Appr oval Checki submission by the user, before the request gets queued for agent approval.

ng = Check the box if you want the server to check the certificate request for the subject

name uniqueness as soon as the user submits it.

= Uncheck the box if you want the server to check the certificate request for the
subject name uniqueness after agent approval; that is, you want the policy to be
applied to the request after an agent approves the request. You should choose this
option if you want the server to check the Key Usage extension (see
“KeyUsageExt Plug-in Module” on page 189) before determining whether to issue
the certificate.

enabl eKeyUsage  Specifies whether the certificate request must be checked for the Key Usage extension.

Ext ensi onCheck  Note that the policy can check the certificate request for the Key Usage extension only

ing if you uncheck (disable) the enabl ePr eAgent Appr oval Checki ng parameter. The
reason for this is that, extensions are set on the request after agent approval, so this
checking can be done after an agent approves the request.

= Check the box if you want the server to check the certificate request for the Key
Usage extension. If you check the box, the server checks its internal database for
certificates that have the same subject name as the one specified in the request. For
each certificate that has the matching subject name, the server compares the Key
Usage extension of the certificate to the one specified in the request. If the server
finds a certificate that has the same subject name and Key Usage extension, it
rejects request. Otherwise, the server approves the request. (This choice is suitable
if you want to have multiple certificates with same subject names but for different
purposes, such as signing and encrypting. If key-usage comparison is to be done,
be sure to specify that this policy is to be applied after the Key Usage extension
policy; see section “Step 5. Reorder Policy Rules” in Chapter 18, “Setting Up
Policies” of CMS Installation and Setup Guide.)

= Uncheck the box if you don’t want the server to check the certificate request for
the Key Usage extension. If you uncheck the box, the server does not compare the
Key Usage extension in the request with the ones set in the existing certificates
that have the same subject name; it simply rejects requests with same subject
names.
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UniqueSubjectNameConstraints Rule

The rule named Uni queSubj ect NaneConst r ai nt s is an instance of the

Uni queSubj ect NameConst r ai nt s module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

< The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

= The certificate requests are checked for subject name uniqueness after agents
process the requests for approval—if you’re using manual enrollment and
deferred requests.

= The certificate requests are checked for Key Usage extension.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

For details on individual parameters defined in the rule, see Table 3-12 on

page 122. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

ValidityConstraints Plug-in Module

124

The val i di t yConst r ai nt s plug-in module implements the validity constraints
policy. This policy enforces minimum and maximum validity periods for
certificates and changes them if the policy is not met. Specifically, the policy
imposes constraints on the following:

= The duration of a certificate’s validity period (based on supported minimum
and maximum validity periods).

< The lead and lag time for the beginning date and time (the not Bef or e and
not Af t er attributes in certificate requests) for the validity period; how far back
into the front or back the not Bef or e date could go in minutes.

If this policy rule is enabled, the server applies the rule to the certificate request
being processed, and then determines if the validity period in the request is
acceptable. The rule checks two X.509 attributes of the certificate, the not Bef or e
and not Af t er time, which together indicate the total validity life of a certificate, to
make sure that they conform to the configured ranges.
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The rule checks that the value of the not Bef or e attribute in the request is not more
than | eadTi me minutes in the future; the | eadTi ne is a configurable parameter in
the plug-in implementation. The ability to configure the value of the | eadTi me
parameter in the policy rule allows you to prohibit end entities from requesting
certificates whose validity starts too far in the future, and yet allows some amount
of toleration of clock-skew problems. For example, if the current date and time is
01/15/2000 (mm/dd/YYYY) and 1:30 p.m., the value of the not Bef or e attribute is
set to 3:00 p.m., and that the | eadTi ne is 10 minutes, then the request would fail,
because the validity requested begins more than 10 minutes in the future.

The rule also checks that the value of the not Bef or e attribute in the request is not
more than | agTi me minutes in the past. For example, if the current date and time is
01/15/2000 (mm/dd/yyyy) and 1:30 p.m., the value of the not Bef or e attribute is
set to 1:15 p.m., and the | agTi ne is set to 10 minutes, the request would fail
because the user has requested a certificate 15 minutes in the past. Note that a
request with not Bef or e set to 1:25 p.m. would have passed, however.

NOTE When applying the validity constraints policy, the server does not check
the lag time in all certificate requests. It checks the lag time only in those
requests that are based on the CRMF protocol—currently, CRMF is the
only enrollment format that allows an end entity to request a specific
validity period with the not Bef or e attribute set to a time in the past.

You may apply this policy to end-entity certificate enrollment requests. It can be
useful to restrict the length of the validity period for certificates issued by the
server. For example, if you want users to renew their certificates at least once a
year, you can set the maximum validity period to one year. If you want to limit the
frequency of certificate renewals to keep down administrative costs, you can set the
minimum validity period to six months.

By default, any validity requested in a certificate enrollment request cannot exceed
beyond that of the expiration time specified in the CA’s signing certificate. If the
Certificate Manager (CA) finds a request with validity period extending beyond
that of its CA signing certificate, it automatically truncates the validity period to
end on the day the CA signing certificate expires. For example, if the CA signing
certificate expires on June 10, 2004, any enrollment request with validity period
beyond June 10, 2004 will have validity period truncated to end on June 10, 2004.

However, you can configure the Certificate Manager to issue certificates with
validity periods beyond that of its CA signing certificate by selecting the “Override
validity nesting requirement” option; see section “Step 6. Enable End-Entity
Interaction” in Chapter 18, “Setting Up Policies” of CMS Installation and Setup
Guide.
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During installation, Certificate Management System automatically creates an
instance of the validity constraints policy. See “DefaultValidityRule Rule” on
page 128.

Configuration Parameters of ValidityConstraints

In the CMS configuration file, the Val i di t yConst r ai nt s module is identified as
<subsystenr. Policy.inpl.ValidityConstraints.class=

comipl anet.certsrv. policy. ValidityConstraints,where<subsystenrisca
or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Val i di t yConst r ai nt s. Figure
3-13 shows how configurable parameters for the module are displayed in the CMS
window.

Figure 3-13 Parameters of the ValidityConstraints module
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The configuration shown in Figure 3-13 creates a policy rule named

Val i di t yFor d i ent Cer t, which enforces a rule that all client certificates requested
by end users in an organizational unit (OU) called Marketing are valid for at least 60
days (two months) and require renewing after 180 days (six months).

Table 3-13 gives details about each of the parameters.
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Table 3-13 Description of parameters defined in the ValidityConstraints module

Parameter

Description

enabl e

predicate

mnvValidity

maxVal idity

| eadTi ne

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server sets
the configured validity period in certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not set the configured validity period in
certificates; it sets the validity period to the one specified in the request.

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent AND
HTTP_PARAMS. OU==Mar ket i ng

Specifies the minimum validity period, in days, for certificates.

Permissible values: An integer greater than zero and less than the value specified by
the maxVal i di t y parameter. The default value is 180 days.

Example: 60
Specifies the maximum validity period, in days, for certificates.

Permissible values: An integer greater than zero and also greater than the value
specified by the mi nVal i di t y parameter. The default value is 730 days.

Example: 180

Specifies the lead time, in minutes, for certificates. For a certificate renewal request to
pass the renewal validity constraints policy, the value of the not Bef or e attribute in
the certificate request must not be more than value of the | eadTi ne parameter in the
future, relative to the time when the policy rule is run.

The not Bef or e attribute value specifies the date on which the certificate validity
begins; validity dates through the year 2049 are encoded as UTCTime, dates in 2050
or later are encoded as GeneralizedTime.

Permissible values: As applicable. The default value is 10 minutes.

Example: 10
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Table 3-13 Description of parameters defined in the ValidityConstraints module (Continued)

Parameter Description

| agTi me Specifies the lag time, in minutes, for certificates. For a certificate renewal request to
pass the renewal validity constraints policy, the value of the not Bef or e attribute in
the certificate request must not be more than the value of the | agTi ne in the past,
relative to the time when the policy is run.

The not Bef or e attribute value specifies the date on which the certificate validity
ends; validity dates through the year 2049 are encoded as UTCTime, dates in 2050 or
later are encoded as GeneralizedTime.

Permissible values: As applicable. The default value is 10 minutes.
Example: 10

not Bef or eSkew Specifies the number of minutes to subtract from the current time when creating the
value for the certificate’s not Bef or e attribute. It can help some clients with
incorrectly set clocks use the new certificate after downloading. For example, if the
certificate is issued at 11:30 a.m. and the clock settings of the client into which the
certificate is downloaded is 11:20 a.m., the certificate cannot be used for 10 minutes.
Setting the value of the bef or eFi x parameter to 10 minutes would adjust the value
of the not Bef or e parameter to 11:20 a.m.—thus making the certificate usable
following the download.

Permissible values: As applicable. The default value is 5 minutes.

Example: 5

DefaultValidityRule Rule

The rule named Def aul t Val i di t yRul e is an instance of the
Val i di t yConst r ai nt s module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

e Theruleis enabled.

= The predicate expression is left blank so that the rule is applied to all certificate
enrollment and renewal requests processed by the server.

< The minimum validity period allowed for certificates is 1 day
(m nval i dity=1).

< The maximum validity period allowed for certificates is 365 days
(maxVal i di t y=365).

= The lead time allowed is 10 minutes (I eadTi me=10).

= The lag time allowed is 10 minutes (I agTi ne=10).
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= The the number of minutes to subtract from the current time when creating the
value for the certificate’s not Bef or e attribute is 5 minutes (not Bef or eSkew=5).

For details on individual parameters defined in the rule, see Table 3-13 on

page 127. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.
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Chapter 4

Certificate Extension Plug-in Modules

iPlanet Certificate Management Server (CMS) comes with a set of policy plug-in
modules that enable you to add X.509 certificate extensions to certificates the server
issues. This chapter explains those modules—it lists and briefly describes the
modules that are installed with a Certificate Manager and Registration Manager,
and then explains each one in detail.

The chapter has the following sections:

Overview of Extension-Specific Policy Modules (page 132)
AuthlinfoAccessExt Plug-in Module (page 136)
AuthorityKeyldentifierExt Plug-in Module (page 144)
BasicConstraintsExt Plug-in Module (page 147)
CertificatePoliciesExt Plug-in Module (page 151)
CertificateRenewalWindowExt Plug-in Module (page 156)
CertificateScopeOfUseExt Plug-in Module (page 161)
CRLDistributionPointsExt Plug-in Module (page 166)
ExtendedKeyUsageExt Plug-in Module (page 171)
GenericASN1Ext Plug-in Module (page 177)
IssuerAltNameExt Plug-in Module (page 184)
KeyUsageExt Plug-in Module (page 189)
NameConstraintsExt Plug-in Module (page 202)
NSCCommentExt Plug-in Module (page 211)
NSCertTypeExt Plug-in Module (page 215)
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= OCSPNoCheckExt Plug-in Module (page 220)

= PolicyConstraintsExt Plug-in Module (page 224)

= PolicyMappingsExt Plug-in Module (page 227)

= PrivateKeyUsagePeriodExt Plug-in Module (page 231)

< RemoveBasicConstraintsExt Plug-in Module (page 233)

e SubjectAltNameExt Plug-in Module (page 235)

= SubjectDirectoryAttributesExt Plug-in Module (page 241)
= SubjectKeyldentifierExt Plug-in Module (page 245)

Overview of Extension-Specific Policy Modules

To enable you to add standard and private extensions to end-entity certificates,
Certificate Management System provides a set of policy plug-in modules; each
module enables you to add a particular extension to a certificate request. Plug-in
modules are implemented as Java classes and are registered in the CMS policy
framework. The Policy Plugin Registration tab of the CMS window (Figure 4-1)
lists all the modules that are registered with a CMS instance.

Note that the name of the Java class for a policy plug-in module is in this format;
com net scape. certsrv. policy. <pl ugi n_nane>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the Aut hori t yKeyl dent i fi er Ext module would be:

com net scape. certsrv. policy. AuthorityKeyldentifierExt

When deciding whether to add any of the X.509 v3 certificate extensions, keep in
mind that not all applications support X.509 v3 extensions. Among the applications
that do support extensions, not all applications will recognize every extension. For
general guidelines on using extensions in certificates, see Appendix C, “Certificate
and CRL Extensions.”
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Table 4-1 lists extension-specific policy modules that are installed with a Certificate
Manager. A Registration Manager installation also includes all the modules, expect
for the ones noted below:

Aut hori t yKeyl denti fi er Ext

Basi cConst r ai nt sExt

NanmeConst r ai nt sExt

Pol i cyConst rai nt sExt

Pol i cyMappi ngsExt

You can use these modules to configure a Certificate Manager and Registration
Manager to add extensions to certificates. Both subsystems add extensions to a
certificate request when it undergoes policy processing (see section “Policy
Processor” in Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide).
Keep in mind that the changes made to a request by a Registration Manager may
be overwritten by a Certificate Manager when it subjects the request to its own
policy checks.
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Table 4-1 Default extension-specific policy plug-in modules

Plug-in module Function

Aut hl nf oAccessExt Adds the Authority Information Access extension to certificates.
For details, see “AuthlnfoAccessExt Plug-in Module” on
page 136.

Aut hori tyKeyl denti fi er Ext Adds the Authority Key Identifier extension to certificates. For
details, see “AuthorityKeyldentifierExt Plug-in Module” on
page 144.

Basi cConst r ai nt sExt Adds the Basic Constraints extension to certificates. For details,

see “BasicConstraintsExt Plug-in Module” on page 147.

CertificatePoliciesExt Adds the Certificate Policies extension to certificates. For details,
see “CertificatePoliciesExt Plug-in Module” on page 151.

Certificat eRenewal W ndowext Adds the Certificate Renewal Window extension to certificates. For
details, see “CertificateRenewalWindowExt Plug-in Module” on
page 156.

CertificateScopeCf UseExt Adds the Certificate Scope of Use extension to certificates. For
details, see “CertificateScopeOfUseExt Plug-in Module” on
page 161.

CRLDi stri butionPoi nt sExt Adds the CRL Distribution Points extension to certificates. For
details, see “CRLDistributionPointsExt Plug-in Module” on
page 166.

Ext endedKeyUsageExt Adds the Extended Key Usage extension to certificates. For details,
see “ExtendedKeyUsageExt Plug-in Module” on page 171.

CGener i cASNLExt Adds ASN.1 type custom extension to certificates. For details, see
“GenericASN1Ext Plug-in Module” on page 177.

| ssuer Al t NaneExt Adds the Issuer Alternative Name extension to certificates. For
details, see “IssuerAltNameExt Plug-in Module” on page 184.

KeyUsageExt Adds the Key Usage extension to certificates. For details, see
“KeyUsageExt Plug-in Module” on page 189.

NameConst r ai nt sExt Adds the Name Constraints extension to certificates. For details,
see “NameConstraintsext Plug-in Module” on page 202.

NSCConment Ext Adds the Netscape Certificate Comment extension to certificates.
For details, see “NSCCommentExt Plug-in Module” on page 211.

NSCer t TypeExt Adds the Netscape Certificate Type extension to certificates. For
details, see “NSCertTypeExt Plug-in Module” on page 215.

OCSPNoCheck Ext Adds the OCSP No Check extension to certificates. For details, see
“OCSPNoCheckExt Plug-in Module” on page 220.
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Table 4-1 Default extension-specific policy plug-in modules (Continued)

Plug-in module

Function

Pol i cyConst rai nt sExt

Pol i cyMappi ngsExt

Pri vat eKeyUsagePeri odExt

RenpveBasi cConst r ai nt sExt

Subj ect Al t NanmeExt

Subj ect DirectoryAttri but esExt

Subj ect Keyl denti fi er Ext

Adds the Policy Constraints extension to certificates. For details,
see “PolicyConstraintsExt Plug-in Module” on page 224.

Adds the Policy Mappings extension to certificates. For details, see
“PolicyMappingsExt Plug-in Module” on page 227.

Adds the Private Key Usage Period extension to certificates. For
details, see “PrivateKeyUsagePeriodExt Plug-in Module” on
page 231.

Detects and removes the Basic Constraints extension in certificate
requests. For details, see “RemoveBasicConstraintsExt Plug-in
Module” on page 233.

Adds the Subject Alternative Name extension to certificates. For
details, see “SubjectAltNameExt Plug-in Module” on page 235.

Adds a Subject Directory Attributes extension to certificates. For
details, see “SubjectDirectoryAttributesExt Plug-in Module” on
page 241.

Adds the Subject Key Identifier extension to certificates. For
details, see “SubjectKeyldentifierExt Plug-in Module” on
page 245.

As indicated in Table 4-1, Certificate Management System enables you to add
almost all of the extensions defined in the PKIX standard RFC 2459
(http://wwvietf.org/rfc/rfc2459.txt). All modules have three features in
common, enabling you to specify these:

< Whether to add the extension to certificates.

« The certificates to which the extension is to be added.

< Whether to mark the extension critical or noncritical.

By default, only noncritical extensions are added to certificates. This ensures that
the resulting certificates can be used with all clients. If you add a critical extension,
the resulting certificate can only be used by clients that support that extension.

Additionally, the server also provides a module for adding any custom, ASN.1
type extensions. If you determine that the default policy modules do not meet your
requirements entirely, you can develop a custom module using CMS SDK. It is
available in the form of Java Docs at this location:

<server _root>/cnms_sdk/cns_j dk/j avadocs
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For general guidelines on developing custom policy modules and adding them to
the CMS policy framework, take a look at the samples installed at these locations:

<server _root >/ cnms_sdk/cns_j dk/ sanpl es/ pol i ci es

For instructions to configure a Certificate Manager and Registration Manager to
use one or more of the policy modules, see section “Configuring Policy Rules for a
Subsystem” in installChapter 18, “Setting Up Policies” of installCMS Installation
and Setup Guide.

AuthinfoAccessExt Plug-in Module
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The Aut hi nf oAccessExt plug-in module implements the authority information
access extension policy. This policy enables you to configure Certificate
Management System to add the Authority Information Access Extension defined in
X.509 and PKIX standard RFC 2459 (see

http://ww. ietf.org/rfc/rfc2459.txt)to certificates. The extension specifies
how an application validating a certificate can access information, such as on-line
validation services and CA policy statements, about the CA that has issued the
certificate in which the extension appears. Note that this extension should not be
used to point directly to the CRL location maintained by a CA; the CRL
Distribution Points extension explained in “CRLDistributionPointsExt Plug-in
Module” on page 166 allows you to reference to CRL locations.

The PKIX standard recommends that you may include the authority information
access extension in end-entity and CA certificates and that the extension be marked
noncritical. For general guidelines on setting the authority information access
extension, see “authoritylnfoAccess” on page 343.

The authority information access extension policy in Certificate Management
System allows you to set the authority information access extension as defined in
its X.509 definition. The policy enables you to specify any number of access points
for CA information. For each access point, you can specify the access method,
actual location that contains the additional information about the CA, and the
mechanism for retrieving the information. The location can be specified in any of
the following general-name forms: an rfc822name, a directory name, a DNS name,
an EDI party name, a uniform resource indicator (URI), an IP address, an object
identifier (OID), and any other name.
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By default, the policy supports three access methods:

cal ssuer s (this method is also identified by its OID, 1.3.6.1.5.5.7.48.2).

As specified in the PKIX standard, you should use the cal ssuer s method
when the additional information is a list of parent CAs or CAs that have issued
certificates superior to the CA that issued the certificate containing the
extension. The certificate-using application may use the list of parent CAs
referenced by the extension to determine the certification path and to check
whether the path terminates at a point trusted by the certificate user.

When you use the cal ssuer s method, the access location referenced in the
extension must take any of the following general-name forms:

o Uniform resource identifier (URI) if the information is available via HTTP,
FTP, or LDAP.

o An X.500 directory name if the information is available via the directory
access protocol (DAP).

¢ Anrfc822Name if the information is available via electronic mail.
ocsp (this method is also identified by its OID, 1.3.6.1.5.5.7.48.1).

The ocsp method indicates to the certificate-using client that it must use the
OCSP protocol to access the location that contains additional information
about the CA that has issued the certificate. You should use the ocsp method
when you want to reference to the online validation authority that maintains
the revocation status of certificates issued by the CA.

When you use the ocsp method, the access location referenced in the extension
must be a uniform resource indicator (URI); this means, the location type must
be URL and the location value must be the complete URL (including the port
number) at which the online validation authority for the CA is listening for
OCSP requests from OCSP-compliant clients.

renewal (this method is also identified by its OID, 2.16.840.1.113730.16.1)

The r enewal method works with the automated-certificate-renewal feature
built into Netscape Personal Security Manager. When you use this method, the
access location referenced in the extension must be a URI.

The built-in support for the ocsp access method and a URI value for the access
location in the extension conform to the profile defined in RFC 2560 (see
http://ww ietf.org/rfc/rfc2560.txt)for CAsthat supportthe OCSP service.
For details about OCSP support in Certificate Management System, see Chapter 21,
“Setting Up an OCSP Responder” of CMS Installation and Setup Guide.

Chapter 4  Certificate Extension Plug-in Modules 137



AuthInfoAccessExt Plug-in Module

If you configure a Certificate Manager to publish CRLs to an OCSP responder and
want to include the authority information access extension referencing to the
responder, you should configure an instance of this policy as follows: access
method is set to ocsp, name type is set to URI, and name value is set to the URL at
which the OCSP responder listens to OCSP requests. This way, OCSP-compliant
applications can verify the revocation status of certificates issued by the Certificate
Manager by accessing the validation authority using the OCSP method.

During installation, Certificate Management System automatically creates an
instance of the authority information access extension policy. See
“AuthinfoAccessExt Rule” on page 143.

NOTE The CMS configuration file (CVS. cf g) includes a parameter named
j ss. ocspcheck. enabl e, which enables you to specify whether a
CMS manager should use Online Certificate Status Protocol (OCSP)
to verify the revocation status of the certificate it receives as a part
of SSL client or server authentication (from clients or servers it
makes connections with). If you change the value of this parameter
to t r ue, the CMS manager reads the Authority Information Access
extension in the certificate and verifies the revocation status of the
certificate from the OCSP responder specified in the extension.

Configuration Parameters of AuthinfoAccessExt

In the CMS configuration file, the Aut hi nf oAccessExt module is identified as
<subsystenr. Policy.inpl. Aut hl nf oAccessExt. cl ass=

com net scape. certsrv. pol i cy. Aut hl nf oAccessExt , where <subsyst en» isca
or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Aut hl nf oAccessExt . Figure 4-2
shows how the configurable parameters for the module are displayed in the CMS
window.
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Figure 4-2  Parameters defined in the AuthinfoAccessExt module
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The configuration shown in Figure 4-2 creates a policy rule named

Aut hl nf oAccessExt For d i ent Cer t, which enforces a rule that the server should
add the authority information access extension to client certificates. The extension
indicates that the online validation service (or the OSCSP responder) for the CA
that has issued these certificates is at this URL:

http://ocspResponder. siroe.com 8000

The extension is marked noncritical (to comply with the PKIX recommendation).

Table 4-2 gives details about the configurable parameters defined in the
Aut hl nf oAccessExt module.

Table 4-2 Description of parameters defined in the AuthlinfoAccessExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server adds
the authority information access extension to certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
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Table 4-2 Description of parameters defined in the AuthinfoAccessExt module (Continued)

Parameter

Description

predi cate

critical

numADs

ad<n>_net hod

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cer t Type==cl i ent

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

Specifies the total number of access locations to be contained or allowed in the
extension.

By default, this field is set to 3 and the Ul shows fields for configuring three locations.
You can change the total number of locations by changing the value assigned to this
parameter; there’s no restriction on the total number of locations you can include in
the extension.

Note that each location has its own set of configuration parameters and you must
specify appropriate values for each of those parameters; otherwise the policy rule will
return an error. Each set of configuration parameters is distinguished by <n>, which
is an integer derived from the value you assign in this field. For example, if you set
the numADs parameter to 2, <n> would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no locations can be contained in the extension.

= n specifies the total number of locations to be included in the extension; it must be
an integer greater than zero. The default value is 3.

Example: 2

Specifies the access method for retrieving additional information about the CA that
has issued the certificate in which the extension appears.

Permissible values:

e ocsp(orl.3.6.1.5.5.7.48.1).

e calssuers(orl.3.6.1.5.5.7.48.2).
e renewal (or2.16.840.1.113730. 16.1)
Example 1: ocsp

Example2:1.3.6.1.5.5.7.48.1
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Table 4-2 Description of parameters defined in the AuthlnfoAccessExt module (Continued)

Parameter

Description

ad<n>_| ocati on
_type

ad<n>_| ocati on

Specifies the general-name type for the location that contains additional information
about the CA that has issued the certificate in which this extension appears.

Permissible values: r f c822Nane, di r ect or yNane, dNSNane, edi Part yNane,
URL, i PAddr ess, O D, or ot her Nane.

Select r f c822Nane if the location is an Internet mail address.
Select di r ect or yNane if the location is an X.500 directory name.
Select dNSNare if the location is a DNS name.

Select edi Par t yNane if the location is a EDI party name.

Select URL if the location is a uniform resource identifier (default).
Select i PAddr ess if the location is an IP address.

Select A Dif the location is an object identifier.

Select ot her Narre if the location is in any other name form.

Example: URL

Specifies the address or location to get additional information about the CA that has
issued the certificate in which this extension appears.

Permissible values: Depends on the location type you specified in the
ad<n>_| ocati on_t ype field.

If you selected r f c822Narnre, the value must be a valid Internet mail address in
the |l ocal - part @onai n format; see the definition of anr f c822Nan®e as
defined inRFC 822 (http: //www. i etf.org/rfc/rfc0822.1txt). Youmay
use upper and lower case letters in the mail address; no significance is attached to
the case. For example, ocspResponder @i r oe. com

If you selected di r ect or yNane, the value must be a string form of X.500 name,
similar to the subject name in a certificate, in the RFC 2253 syntax (see
http://ww.ietf.org/rfc/rfc2253.txt). Note that RFC 2253 replaces
RFC 1779. For example, CN=cor pDirectory, OU=I'S, O=Siroe.com C=US.

If you selected dNSNane, the value must be a valid domain name in the
preferred-name syntax as specified in RFC 1034
(http://wwietf.org/rfc/rfcl034.txt). Youmay use upper and lower
case letters in the domain name; no significance is attached to the case. Do not use
the string “ ”” for the DNS name. Also don’t use the DNS representation for
Internet mail addresses; such identities should be encoded as r f c822Nane. For
example, ocspResponder . si roe. com

If you selected edi Par t yNane, the value must be an IA5String. For example,
Si roe Corporati on.
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Table 4-2

Description of parameters defined in the AuthinfoAccessExt module (Continued)

Parameter

Description

If you selected URL, the value must be a non-relative universal resource identifier
(URI) following the URL syntax and encoding rules specified in RFC 1738
(http://wwietf.org/rfc/rfcl738.txt). Thatis, the name mustinclude
both a scheme (for example, ht t p) and a fully qualified domain name or IP
address of the host. For example, ht t p: / / ocspResponder . si roe. com 8000

If you selected i PAddr ess, the value must be a valid IP address specified in
dot-separated numeric component notation. The syntax for specifying the IP
address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in RFC 791
(http://wwietf.org/rfc/rfc0791.txt). IPv4daddress must be in the
n. n. n. n format; for example, 128. 21. 39. 40. IPv4 address with netmask must
be in the n. n. n. n, m m m mformat. For example,

128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in RFC 1884
(http://ww.ietf.org/rfc/rfcl884.txt), with netmask separated by a
comma. Examples of IPv6 addresses with no netmask are
0:0:0:0:0:0:13.1.68.3 and FFO1: : 43. Examples of IPv6 addresses with
netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF: FFFF: FFFF: FFFF: FFFF:
FFFF: 255. 255. 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If you selected O D, the value must be a unique, valid OID specified in
dot-separated numeric component notation. Although you can invent your own
OIDs for the purposes of evaluating and testing this server, in a production
environment, you should comply with the ISO rules for defining OIDs and for
registering subtrees of IDs. See Appendix B, “Object Identifiers” for information
on allocating private OIDs. For example, 1. 2. 3. 4. 55. 6. 5. 99.

If you selected ot her Nane, the value must be the absolute path to the file
containing the base-64 encoded string of the location. For example,
/opt/ SUNWertsrv/certsrv47/ ext/ ai a/ ot hernane. t xt.
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AuthinfoAccessExt Rule

The rule named Aut hl nf oAccessExt is an instance of the Aut hl nf oAccessExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The rule is disabled.

= The predicate expression (pr edi cat e=HTTP_PARANS. cert Type==cl i ent)
ensures that the policy is to be applied to client certificate requests processed
by the server.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The total number of access locations to be contained or allowed in the
extension is set to 1 (numADs=1).

= The access method for retrieving additional information about the CA that has
issued the certificate in which the extension appears is set to OCSP
(ad0_net hod=ocsp).

= The general-name type for the location that contains additional information
about the CA that has issued the certificate in which the extension appears is
set to URL (adO_I ocati on_t ype=URL).

= The address or location to get additional information about the CA that has
issued the certificate in which this extension appears is left blank for you to
enter the URL at which the OCSP responder will service requests from
OCSP-compliant clients.

Note that if you installed the Certificate Manager with it’s built-in OCSP service
enabled, the policy rule will be enabled and the address location (ad0_| ocat i on=)
will be pointed to the Certificate Manager’s nonSSL end-entity port. For example, if
the nonSSL end-entity port of your Certificate Manager is 80, the URL would look
like this: ht t p: / / ocspResponder . si roe. com 80/ ocsp

For details on individual parameters defined in the rule, see Table 4-2 on page 139.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.
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AuthorityKeyldentifierExt Plug-in Module
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The Aut hori t yKeyl dent i fi er Ext plug-in module implements the authority key
identifier extension policy. This policy enables you to configure Certificate
Management System to add the Authority Key Identifier Extension defined in X.509
and PKIX standard RFC 2459 (see http: //ww. i et f.org/rfc/rfc2459.txt)to
certificates. The extension is used to identify the public key that corresponds to the
private key used by a CA to sign certificates.

You should consider adding this extension to all certificates, especially CA
certificates, issued by Certificate Management System. The reason is, in certain
situations, a CA’s public key may change (for example, when the key gets updated)
or the CA may have multiple signing keys (either due to multiple concurrent key
pairs or due to key changeover). In these cases, the CA ends up with more than one
distinct key. When verifying a signature on a certificate, other applications need to
know which key was used in the signature. The extension, if present in a certificate,
enables applications (those that can use the extension) to identify the correct key to
use in situations when multiple keys exist; the extension specifies the public key to
be used to verify the signature on the certificate.

For general guidelines on setting the authority key identifier extension, see
“authorityKeyldentifier” on page 344.

The authority key identifier extension policy in Certificate Management System
allows setting of the authority key identifier extension as defined in its X.509
definition with key identifiers. The policy enables you to specify what is to be done if
the CA certificate does not have a subject key identifier extension—whether to use
the a SHA-1 hash of the CA’s subject public key information (carries the public key
and identifies the algorithm with which the key is used) or skip adding the
authority key identifier extension itself. For information on setting the subject key
identifier extension in certificates, see “SubjectKeyldentifierExt Plug-in Module”
on page 245.

Note that PKIX and Federal PKI standards recommend against the use of
aut horityCertlssuer and aut horityCert Seri al Nunber fields of the X.509
definition.

If enabled, the policy does the following:

= Sets the authority key identifier extension in certificates using the CA’s key
identifier in the CA’s subject key identifier extension, if it exists. In the absence
of a subject key identifier extension, the policy does either of the following (as
specified by the configuration):
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o Uses the SHA-1 hash of the CA’s subject public key information as the key
identifier. This option is compatible with Netscape Communicator when
the CA does not have a subject public key identifier extension.

o Does not set the authority key identifier extension.

= Adds a authority key identifier extension to an enrollment request if the
extension does not already exist. If the extension exists in the request, for
example from a CRMF request, the policy replaces the extension. In case of
manual enrollments, after an agent approves the enroliment request, the policy
accepts any authority key identifier extension that is already there.

During installation, Certificate Management System automatically creates an
instance of the authority key identifier extension policy. See
“AuthorityKeyldentifierExt Rule” on page 147.

Configuration Parameters of
AuthorityKeyldentifierExt

In the CMS configuration file, the Aut hori t yKeyl denti fi er Ext module is
identified as ca. Pol i cy. i npl . Aut hori t yKeyl denti fi er Ext.cl ass=
com net scape. certsrv. policy. AuthorityKeyldentifierExt.

In the CMS window, the module is identified as Aut hor i t yKeyl denti fi er Ext .
Figure 4-3 shows how the configurable parameters for the module are displayed in
the CMS window.

Figure 4-3  Parameters defined in the AuthorityKeyldentifierExt module
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Specifies whether to use a SHA1 hash of the CA's subject
public key info for key idertifier or leave out the authority key
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Key [dertifier extension.

Cancel Help
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The configuration shown in Figure 4-3 creates a policy rule named
Aut hKey| DExt For CACer t , which enforces a rule that the server should set the
authority key identifier extension in all CA certificates.

Table 4-3 gives details about each of these parameters.

Table 4-3 Description of parameters defined in the AuthorityKeyldentifierExt module

Parameter

Description

enabl e

predi cate

critical

Al t Keyl dType

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server adds

the authority key identifier extension to certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

Specifies the predicate expression for this rule. If you want this rule to be applied to

all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of

CMS Installation and Setup Guide.
Example: HTTP_PARAMS. cert Type==ca

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark

the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

Specifies what should be done if the CA certificate does not have a Subject Key
Identifier extension.

Permissible values: Spki SHAL or None.

= Select Spki SHAL if you want the server to use a SHA-1 hash of the CA’s subject
public key information (default).

= Select None if you don’t want the server to set the authority key identifier
extension in certificates.

Example: Spki SHA1
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AuthorityKeyldentifierExt Rule

The rule named Aut hori t yKeyl denti fi er Ext is an instance of the

Aut hori t yKeyl dent i fi er Ext module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

e The rule is enabled.

= The predicate expression is left blank so that the extension gets added to all
certificates the server issues.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The rule specifies that a SHA-1 hash of the CA’s subject public key info be used
if the CA certificate does not have a Subject Key Identifier extension
(Al t Keyl dType=Spki SHAL).

For details on individual parameters defined in the rule, see Table 4-3 on page 146.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

BasicConstraintsExt Plug-in Module

The Basi cConst rai nt sExt plug-in module implements the basic constraints
extension policy. This policy enables you to configure Certificate Management
System to add the Basic Constraints Extension defined in X.509 and PKIX standard
RFC 2459 (see http: //ww. i et f. org/rfc/rfc2459.txt) in certificates. The
extension identifies whether the Certificate Manager is a CA. In addition, the
extension is also used during the certificate chain verification process to identify
CA certificates and to apply certificate chain-path length constraints.

You should consider adding this extension to all CA certificates (root as well as
subordinate) issued by Certificate Management System. The current PKIX
standard requires that this extension be marked critical and that it appear in all CA
certificates. The standard also recommends that the extension should not appear in
end-entity certificates. For general guidelines on setting the basic constraints
extension, see “basicConstraints” on page 345.
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Because the basic constraints extension is a critical extension and is used by
applications to determine the path length during certificate validation to chain up
to the trusted CA, it’s important that you set this extension correctly.

Also note that when a user submits a certificate request using the
manual-enrollment method, the basic constraints extension is set on that request as
per the configured policy, and then the request is queued for agent approval. When
an agent approves the request, it is subjected to the configured policy again. If
there’s a change in the configuration of the basic constraints extension, the server
may reject the agent-approved request. For the server to approve the request, the
user will have to resubmit the request.

During installation, Certificate Management System automatically creates an
instance of the basic constraints extension policy. See “BasicConstraintsExt Rule”
on page 150.

Configuration Parameters of
BasicConstraintsExt

In the CMS configuration file, the Basi cConst r ai nt sExt module is identified as
ca. Policy.inpl.BasicConstrai nt sext.class=com net scape. certsrv.
pol i cy. Basi cConstr ai nt SExt .

In the CMS window, the module is identified as Basi cConst r ai nt sExt . Figure 4-4
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-4  Parameters defined in the BasicConstraintsExt module
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The configuration shown in Figure 4-4 creates a policy rule named
Basi cConsExt For CACer t , which enforces a rule that the server should set the basic
constraints extension in all CA certificates.

Table 4-4 gives details about each of these parameters.

Table 4-4 Description of parameters defined in the BasicConstraintsExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server adds
the basic constraints extension to certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca

critical Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical (default). Uncheck the box if you want the server to mark the
extension noncritical.

i sCA Specifies whether the certificate subject is a CA. If you select the option, the server
checks the maxPat hLen parameter and sets the specified path length in the
certificate. If you deselect the option, the server treats the certificate subject as a
non-CA and ignores the value specified for the naxPat hLen parameter.
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Table 4-4 Description of parameters defined in the BasicConstraintsExt module (Continued)

Parameter

Description

maxPat hLen

Specifies the path length, the maximum number of CA certificates that may be
chained below (subordinate to) the subordinate CA certificate being issued. Note that
the path length you specify affects the number of CA certificates to be used during
certificate validation. The chain starts with the end-entity certificate being validated
and moving up the chain.

The maxPat hLen parameter has no effect if the extension is set in end-entity
certificates.

Permissible values: 0 or n. Make sure that the value you choose is less than the path
length specified in the Basic Constraints extension of the CA signing certificate
(owned by the CA that will issue these certificates).

= 0 specifies that no subordinate CA certificates are allowed below the subordinate
CA certificate being issued—that is, only an end-entity certificate may follow in
the path.

= n must be an integer greater than zero. It specifies at the most n subordinate CA
certificates are allowed below the subordinate CA certificate being used.

= If you leave the field blank, the path length defaults to a value that is determined
by the path length set on the Basic Constraints extension in the issuer’s certificate.
If the issuer’s path length is unlimited, the path length in the subordinate CA
certificate will also be unlimited. If the issuer’s path length is an integer greater
than zero, the path length in the subordinate CA certificate will be set to a value
that’s one less than the issuer’s path length; for example, if the issuer’s path length
is 4, the path length in the subordinate CA certificate will be set to 3.

Example: 2

BasicConstraintsExt Rule

The rule named Basi cConst r ai nt sExt is an instance of the
Basi cConst r ai nt sExt module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

The rule is enabled.

The predicate expression is set (pr edi cat e=HTTP_PARAMS. cer t Type==ca) SO
that the extension gets added to CA certificates only.

The extension is marked critical to comply with the PKIX recommendation.
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= The path length field (maxPat hLen) is left blank so that it defaults to a value
that is determined by the path length set on the Basic Constraints extension in
the issuer’s certificate.

For details on individual parameters defined in the rule, see Table 4-4 on page 149.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
same chapter.

CertificatePoliciesExt Plug-in Module

The CertificatePolici esExt plug-in module implements the certificate policies
extension policy. This policy enables you to configure Certificate Management
System to add the Certificate Policies Extension defined in X.509 and PKIX standard
RFC 2459 (see http: //ww. i et f. org/rfc/rfc2459.txt) in certificates. The
extension contains a sequence of one or more policy statements, each indicating the
policy under which the certificate has been issued and identifying the purposes for
which the certificate may be used. Presence of this extension in certificates enables
an application with specific policy requirements to compare its list of policies to the
ones contained in a certificate during its validation; typically, such applications
will have a list of policies (which they will accept) and compare the policies in the
certificate to their list as a part validating the certificate.

To promote interoperatability, the PKIX standard recommends that the policy
statements or information terms should be included in certificates in the form of
object identifiers (OIDs). For more information on OIDs, see Appendix B, “Object
Identifiers.” This means, in order for the server to add this extension to any
certificate it issues, you need to compose policy statements you want to include in
the extension, define OIDs for these policy statements, and configure the server
with these OIDs.

When determining whether to add this extension to certificates, keep in mind that
if the extension exists in a certificate and if it is marked critical, the application
validating the certificate must be able to interpret the extension (including the
optional qualifiers, if any), or else it must reject the certificate. For general
guidelines on setting the certificate policies extension, see “certificatePolicies” on
page 346.
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The certificate policies extension policy in Certificate Management System enables
you to set the extension with the following information:

= The name of the your company or organization.
= The OID assigned to the policy statement you want to include in the certificate.
= A pointer (URI) to the published Certification Practice Statement (CPS).

Any company deploying its own PKI should make a CPS available to anyone
who may come across certificates issued by the CA deployed in the PKI. (The
reason for this is people outside the company intranet may receive signed
email messages from an employee.) To see an example of a CPS, check this site:
http:// peopl e. net scape. com shadow cps. ht ni

= A textual user notice (which the application validating the certificate can
interpret and display).

During installation, Certificate Management System automatically creates an
instance of the certificate policies extension policy. See “CertificatePoliciesExt
Rule” on page 155.

Configuration Parameters of
CertificatePoliciesExt

In the CMS configuration file, the Certi fi cat ePol i ci esExt module is identified
as <subsystent. Policy.inpl.CertificatePoliciesExt.class=

com net scape. certsrv. policy. CertificatePoliciesExt,where<subsyst enms
is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Certi fi cat ePol i ci esExt . Figure
4-5 shows how the configurable parameters for the module are displayed in the
CMS window.
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Figure 4-5  Parameters defined in the CertificatePoliciesExt module

% Policy Rule Editor [ %]

Policy Rule I0: |CertPoIiciesExtForC\iemCert

Policy Plugin ID: CertificstePoliciesExt

enahble v/

predicate |HTTP_PARAMS.cedType==clierrt

critical [

* policyld |2 168401 1137301 99

organizationilame |Sime Communications Corporation

SiroeCorp's CPS incorp. by reference liab. fd

Py Text | yq7 siraecom

chsURI |http:mestCA.siroe.com!CPsfstatemem

4 | i

Enakile this policy rule

QK Cancel Help

The configuration shown in Figure 4-5 creates a policy rule named
Cert Pol i ci esExt For O i ent Cert, which enforces a rule that the server should set
the certificate policies extension in all client certificates.

Table 4-5 gives details about each of these parameters.

Table 4-5 Description of parameters defined in the CertificatePoliciesExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled.

= Check the box to enable the rule (default). If you enable the rule and set the
remaining parameters correctly, the server adds the certificate policies
extension to certificates specified by the pr edi cat e parameter.

= Uncheck the box to disable the rule. If you disable the rule, the server does not
add the extension to certificates; it ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARANS. cert Type==cl i ent
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Table 4-5 Description of parameters defined in the CertificatePoliciesExt module (Continued)

Parameter Description

critical Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you want the
server to mark the extension critical. Uncheck the box if you want the server to
mark the extension noncritical (default).

policyld Specifies the OID assigned to the policy statement you want to include in the
extension. If you specify a valid OID, the server includes the OID in the extension.

The pol i cyl d, if specified, identifies by number a particular textual statement
prepared by your organization (which is specified by the parameter named
organi zat i onName, listed next in this table). For example, it might identify the
organization as Siroe Corporation and notice number 1. 2. 3. 4. 5. 6. 99.
Typically, applications validating the certificate will have a notice file containing
the current set of notices for your company; these application will interpret the
number in the certificate by extracting the notice text that corresponds to the
number from the file and display it to the relying party.

Permissible values: A unique, valid OID specified in dot-separated numeric
component notation (see the example). Although you can invent your own OIDs
for the purposes of evaluating and testing this server, in a production environment,
you should comply with the I1SO rules for defining OIDs and for registering
subtrees of IDs. See Appendix B, “Object Identifiers”for information on allocating
private OIDs.

Example: 2. 16. 840. 1. 113730. 1. 99

organi zati onNanme  Specifies the name of the organization that owns the OID or is the owner of the
policy statement referenced by the OID.

Permissible values: The name of a company or its organizational unit.
Example: Si r oe Cor porati on

cpsURI Specifies the location where the Certification Practice Statement published by the
CA (that has issued the certificate) can be found.

Permissible values: An IA5String value. The PKIX standard recommends that the
pointer should be in the form of a URI.

Example: htt p: // t est CA. si roe. coml CPS_st at enent
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Table 4-5 Description of parameters defined in the CertificatePoliciesExt module (Continued)

Parameter

Description

di spl ayText

Specifies the textual statement to be included in certificates; this parameter
corresponds to the expl i ci t Text field of the user notice. If you want to embed a
textual statement (for example, your company’s legal notice) in certificates, then
add that statement here. The text you enter here will be displayed to a relying party
when the certificate is used or viewed.

Note that certain applications may not have the capability to display this text. Also,
embedding a policy statement in a certificate increases its size.

If you specify values for both pol i cyl d and di spl ayText parameters and if the
application software cannot locate the notice text indicated by the pol i cyl d
parameter, then it is supposed to display the embedded notice; otherwise, it’s
supposed to display the information specified by the pol i cyl d parameter. (This
feature is application specific and Certificate Management System has no control
over it.)

Permissible values: A string with up to 200 characters.

Example: Si roeCorp’s CPS incorp. by reference liab. |td.
(c)97 SiroeCorp

CertificatePoliciesExt Rule

The policy rule named Certi fi cat ePol i ci esExt is an instance of the
CertificatePoliciesExt module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows;

< The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

= The predicate field is left blank so that the extension gets added to all
certificates.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= Other fields are left blank for you to enter the appropriate information.

For details on individual parameters defined in the rule, see Table 4-5 on page 153.
You need to review this rule and make the changes appropriate for your PKI setup.
For instructions, see section “Step 2. Modify Existing Policy Rules” in Chapter 18,
“Setting Up Policies” of CMS Installation and Setup Guide. For instructions on
adding additional instances, see section “Step 4. Add New Policy Rules” in the
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same chapter. For example, if you want to include different policy statements in
different types of certificates, you should create multiple instances of the policy
module and configure each instance with the appropriate policy OID and predicate
expression.

CertificateRenewalWindowExt Plug-in Module

156

The Certi fi cat eRenewal W ndowExt plug-in module implements the certificate
renewal window extension policy. This policy enables you to configure Certificate
Management System to add the Certificate Renewal Window Extension to certificates.
The extension, which must be noncritical, aids in managing the life cycle of a
certificate by specifying a process to follow for renewing a certificate and by
defining a time window when automatic renewal of the certificate should be
attempted.

Every certificate issued by Certificate Management System has a validity period
beyond which it cannot be used. In order to continue to participate in the
PKI-using system beyond this validity period, the entity owning the certificate
must renew the certificate. Renewal of a certificate essentially means getting a new
certificate for the existing key pair with a new validity time period (and updated
attributes).

Once a certificate is issued, the owner of the certificate may attempt its renewal any
time. To prevent certificate owners from renewing their certificates too often and
thus reduce the overhead of processing new certificate requests, the CA can use a
policy that restricts the time period when certificate renewal may occur. For
example, the CA can use a policy that limits the renewal process to the last few
weeks or days of validity of the certificate, thus defining a certificate renewal
window. In general, the renewal window must be sufficient for the renewal to
occur, but at the same time delay the renewal as long as possible to best utilize a
certificate’s life time.

The certificate-renewal process is often different than the enrollment process an
entity uses to obtain the certificate; this is because the entity already owns a key
pair that is associated with his or her identity. For example, in Certificate
Management System, the certificate-renewal process for end users is different than
the enrollment process they used to obtain the certificate. To renew their
certificates, end users go to the certificate-renewal interface of Certificate
Management System and submit their original certificates; for details, see section
“Authentication of End Users During Certificate Renewal” in Chapter 15, “Setting
Up End-User Authentication” of CMS Installation and Setup Guide.
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Because the renewal process requires end users to remember when their certificates
expire and renew them before the expiry date, some clients provide built-in
support for automated renewal. Inclusion of the certificate renewal window
extension in certificates is useful in a PKI setup with such clients; such a setup
eliminates the need for the owner of the certificate to manually submit a renewal
request to the CA and install the renewed certificate. For example, assume you
have deployed clients that can automatically submit certificate-renewal requests to
Certificate Management System. If you issue certificates with the certificate
renewal window extension to these clients, they can then read this extension for the
renewal window and automatically get the certificate renewed from the CA during
that window.

For a PKI setup without clients that can handle automated certificate renewals,
Certificate Management System enables administrators to easily manage certificate
renewals using the following features:

= The renewal notification job, which reminds users to renew their certificates
before they expire.

= The renewal constraints policy, which determines whether expired certificates
can be renewed; see “RenewalConstraints Plug-in Module” on page 103.

= The renewal validity constraints policy, which controls when users can renew
their certificates and what should be the validity period in renewed certificates;
see “RenewalValidityConstraints Plug-in Module” on page 106.

Unlike some of the other policy modules, Certificate Management System does not
create an instance of the certificate renewal window extension policy during
installation. If you want the server to add this extension to certificates, you must
create an instance of the Cer ti fi cat eScopeCf UseExt module and configure it. For
instructions, see section “Step 4. Add New Policy Rules” in Chapter 18, “Setting Up
Policies” of CMS Installation and Setup Guide.

Configuration Parameters of
CertificateRenewalWindowExt

In the CMS configuration file, the Certi f i cat eRenewal W ndowExt module is
identified as <subsyst en>. Pol i cy. i npl. Certifi cat eRenewal W ndowExt .

cl ass=com net scape. certsrv. policy. Certificat eRenewal W ndowExt , where
<subsyst enp is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Certi f i cat eRenewal W ndowExt .
Figure 4-6 shows how the configurable parameters for the module are displayed in
the CMS window.
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Figure 4-6  Parameters defined in the CertificateRenewalWindowExt module
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example, 5 days can be expressed as S0,

Cancel Help

The configuration shown in Figure 4-6 creates a policy rule named

Cer t RenewW ndowExt For d i ent Cer t, which enforces a rule that the server should
set the certificate renewal window extension in client certificates only; the renewal
window starts 30 days before a certificate expires and ends with certificate
expiration.

Table 4-6 gives details about each of these parameters.

Table 4-6 Description of parameters defined in the CertificateRenewalWindowExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled.

= Check the box to enable the rule (default). If you enable the rule and set the
remaining parameters correctly, the server adds the certificate renewal
window extension to certificates specified by the pr edi cat e parameter.

= Uncheck the box to disable the rule. If you disable the rule, the server does not
add the extension to certificates; it ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent
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Table 4-6 Description of parameters defined in the CertificateRenewalWindowExt module (Continued)

Parameter

Description

critical

rel ati veBegi nTi me

Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you want the
server to mark the extension critical. Uncheck the box if you want the server to
mark the extension noncritical (default).

Specifies the first time automatic renewal of certificate that contains the extension
should be attempted.

Permissible values: 0 or n.

0 specifies that the renewal window begins at the same time the certificate is
issued; the begi nTi e field of the extension will be set to the time of
certificate issuance.

n specifies a future time for certificate renewal; the begi nTi e field of the
extension will be set to the specified time since certificate issuance. You can
specify the time period in seconds, minutes, hours, days, or months. Use the
following suffixes to indicate the time unit.

s - seconds

m- minutes

h - hours

D- days

M- months

For example, if you're issuing certificates with a validity period of two years
and want the renewal window to begin a month before the certificates expire,
and want to specify the interval in months, you would enter 23Min this field.
To specify the same validity interval in seconds, you would set the value to
59616000s (23 months x 30 days x 24 hours x 60 minutes x 60 seconds).

Example: 23M
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Table 4-6 Description of parameters defined in the CertificateRenewalWindowExt module (Continued)

Parameter

Description

rel ati veEndTi ne

Specifies the last opportunity for automatic renewal of the certificate that contains
this extension. Specifying a value for this parameter is optional; if you leave the
field blank, the certificate-using application is expected to use the expiration date
(not Af t er value) in the certificate.

Permissible values: 0 or n.

0 specifies that the renewal window ends at the same time the certificate
expires; the endTi e field of the extension will be set to the time the
certificate expires.

n specifies a past or future time, in seconds, by which the certificate must be
renewed; the endTi ne field of the extension will be set to the specified time
since certificate issuance. You can specify the time period in seconds, minutes,
hours, days, or months. Use the following suffixes to indicate the time unit.
S - seconds

m- minutes

h - hours

D- days

M- months

For example, if you’re issuing certificates with a validity period of two years
and want the renewal window to end a month after the certificates expire, and
want to specify the interval in months, you would enter 25Min this field. On
the other hand, if you want the renewal window to end 15 days before
certificates expire, then you would set the value to 705D ((23 months x 30
days) + 15 days).

Note that if you choose to extend the renewal window after the expiration
date of the certificate itself, your CA must maintain appropriate status
information about the certificate during that window in order to allow
appropriate authentication in the renewal process. (Automatic renewal may
take place after the certificate has expired, when it is not valid for other
purposes.)

Example: 705D
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CertificateScopeOfUseExt Plug-in Module

The Certifi cat eScopeOf UseExt plug-in module implements the certificate scope
of use extension policy. This policy enables you to configure Certificate
Management System to add the Certificate Scope of Use Extension to certificates. The
extension enables you to specify a list of web sites that may request the use of a
particular certificate for SSL client authentication, thus aiding certificate-using
applications to select certificates to present to web sites and to control release of
these certificates.

The SSL protocol provides a way for a client application to authenticate itself to a
web site or server. SSL client authentication occurs upon request of the server, and
proceeds by providing a certificate and a signature to the server. The client may
have more than one certificate that could be used to perform this authentication.
The SSL protocol provides a way for the server to indicate which certificate may be
useful by listing issuing CAs in one of the SSL protocol messages.

By using a particular certificate for SSL client authentication, the client releases
information about itself to the server. This information may include the name and
key information contained in the certificate. It also releases the information that the
client holds a certificate from a particular CA. This information may be of interest
to the company running the server, for example to find users that have certificates
from competing companies.

The certificate scope of use extension can be included in certificates to restrict the
scope-of-use of the certificate for client authentication; the extension enables the
certificate-using application to restrict the release of individual certificates to web
sites requesting SSL client authentication.

The certificate scope of use extension policy in Certificate Management System
enables you to include a list of name patterns that will match server DNS names
where the certificate may be used. It’s up to the certificate-using applications to use
the values in this extension to filter the list of potential certificates to use for client
authentication.

Unlike some of the other policy modules, Certificate Management System does not
create an instance of the certificate scope of use extension policy during
installation. If you want the server to add this extension to certificates, you must
create an instance of the Cer ti fi cat eScopeCf UseExt module and configure it. For
instructions, see section “Step 4. Add New Policy Rules” in Chapter 18, “Setting Up
Policies” of CMS Installation and Setup Guide.
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Configuration Parameters of
CertificateScopeOfUseExt

In the CMS configuration file, the Certi f i cat eScopeOf UseExt module is
identified as <subsyst enr. Policy.inpl. Certificat eScopeCf UseExt . cl ass=
com net scape. certsrv. policy. CertificateScopeCf UseExt , where
<subsyst enw is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Certi fi cat eScopeCf UseExt .
Figure 4-7 shows how the configurable parameters for the module are displayed in
the CMS window.

Figure 4-7  Parameters defined in the CertificateScopeOfUseExt module
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0K Cancel

The configuration shown in Figure 4-7 creates a policy rule named
Cer t Scopef UseExt For Cl i ent Cert, which enforces a rule that the server should
set the certificate scope of use extension in client certificates only.

Table 4-7 gives details about each of these parameters.
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Table 4-7 Description of parameters defined in the CertificateScopeOfUseExt module
Parameter Description
enabl e Specifies whether the rule is enabled or disabled.
= Check the box to enable the rule (default). If you enable the rule and set the
remaining parameters correctly, the server adds the certificate scope of use
extension to certificates specified by the pr edi cat e parameter.
= Uncheck the box to disable the rule. If you disable the rule, the server does
not add the extension to certificates; it ignores the values in the remaining
fields.
predi cate Specifies the predicate expression for this rule. If you want this rule to be
applied to all certificate requests, leave the field blank (default). To form a
predicate expression, see section “Using Predicates in Policy Rules” in Chapter
18, “Setting Up Policies” of CMS Installation and Setup Guide.
Example: HTTP_PARAMS. cert Type==cl i ent
critical Specifies whether the extension should be marked critical or noncritical in

nuneéntries

certificates specified by the pr edi cat e parameter. Check the box if you want
the server to mark the extension critical. Uncheck the box if you want the server
to mark the extension noncritical (default).

Specifies the total number of sites to be contained or allowed in the extension.

By default, this field is set to 3 and the Ul shows fields for configuring three
sites. You can change the total number of sites by changing the value assigned to
this parameter; there’s no restriction on the total number of sites you can
include in the extension.

Note that each site has its own set of configuration parameters and you must
specify appropriate values for each of those parameters; otherwise the policy
rule will return an error. Each set of configuration parameters is distinguished
by <n>, which is an integer derived from the value you assign in this field. For
example, if you set the nunEnt ri es parameter to 2, <n> would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no sites can be contained in the extension.

= n specifies the total number of sites to be included in the extension; it must
be an integer greater than zero. The default is 3.

Example: 2
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Table 4-7 Description of parameters defined in the CertificateScopeOfUseExt module (Continued)

Parameter Description

entry<n>_name_type  Specifies the general-name type for the site that you want to include in the
extension.

Permissible values: r f c822Nane, di r ect or yNane, dNSNane,
edi Part yNane, URL, i PAddr ess, O D, or ot her Nane.

Select r f c822Nane if the site is an Internet mail address.
Select di r ect or yNane if the site is an X.500 directory name.
Select dNSNane if the site is a DNS name (default).

Select edi Par t yNane if the site is a EDI party name.

Select URL if the site is a uniform resource identifier.

Select i PAddr ess if the site is an IP address.

Select A Dif the site is an object identifier.

Select ot her Nane if the site is in any other name form.

Example: URL

entry<n>_namne Specifies the general-name value for the site you want to include in the
extension.

Permissible values: Depends on the general-name type you selected in the
entry<n>_nane_t ype field.

If you selected r f c822Narre, the value must be a valid Internet mail address
inthe | ocal - part @onai n format; see the definition of an r f c822Nane
as defined in RFC 822 (htt p: //www. i etf.org/rfc/rfc0822. txt).
You may use upper and lower case letters in the mail address; no
significance is attached to the case. For example, webSi t e@i r oe. com

If you selected di r ect or yNane, the value must be a string form of X.500
name, similar to the subject name in a certificate, in the RFC 2253 syntax (see
http://wwmv ietf.org/rfc/rfc2253.txt). Note that RFC 2253
replaces RFC 1779. For example: CN=cor pDi rectory, OUJ=I S,

O=Si roe. com C=US.

If you selected dNSNane, the value must be a valid domain name in the
preferred-name syntax as specified in RFC 1034
(http://wwietf.org/rfc/rfcl034.txt). Youmay use upper and
lower case letters in the domain name; no significance is attached to the case.
Do not use the string “ ”” for the DNS name. Also don’t use the DNS
representation for Internet mail addresses; such identities should be
encoded as r f c822Nane. For example, webSi t e. si roe. com
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Table 4-7 Description of parameters defined in the CertificateScopeOfUseExt module (Continued)

Parameter

Description

entry<n>_port _
nunber

If you selected edi Par t yNane, the value must be an IA5String. For
example, Si roe Cor porati on.

If you selected URL, the value must be a non-relative URI, including both a
scheme (for example, ht t p) and a fully qualified domain name or IP
address of the host. For example, htt p: / / webSi t e. si roe. com

If you selected i PAddr ess, the value must be a valid IP address (IPv4 or
IPv6) specified in dot-separated numeric component notation. The syntax
for specifying the IP address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in RFC
791 (http://ww.ietf.org/rfc/rfc0791.txt). IPv4 address must be
in the n. n. n. n format; for example, 128. 21. 39. 40. IPv4 address with
netmask must be in the n. n. n. n, m m m mformat. For example,

128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in RFC
1884 (http://www. i etf.org/rfc/rfcl884.txt), with netmask
separated by a comma. Examples of IPv6 addresses with no netmask are
0:0:0:0:0:0:13.1.68.3 and FFO1: : 43. Examples of IPv6 addresses
with netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF: FFFF: FFFF: FFFF:
FFFF: FFFF: 255. 255. 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If you selected A D, the value must be a unique, valid OID specified in
dot-separated numeric component notation. Although you can invent your
own OIDs for the purposes of evaluating and testing this server, in a
production environment, you should comply with the I1SO rules for defining
OIDs and for registering subtrees of IDs. See Appendix B, “Object
Identifiers” for information on allocating private OIDs. For example,
1.2.3.4.55.6.5.99.

If you selected ot her Nane, the value must be the absolute path to the file
that contains the base-64 encoded string for the site. For example,

[ opt/ SUNWertsrv/certsrv47//opt/ SUNWertsrv/certsrv4a7/ex
t/ ai a/ ot her nane. t xt .

Specifies the port number.

Example: 8388
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The CRLDI stri buti onPoi nt sExt plug-in module implements the CRL
distribution points extension policy. This policy enables you to configure
Certificate Management System to add the CRL Distribution Points Extension
defined in X.509 and PKIX standard RFC 2459 (see

http://ww ietf.org/rfc/rfc2459.txt) to certificates. This extension, when
present in a certificate, identifies one or more locations from where the application
that is validating the certificate can obtain the CRL information (to verify the
revocation status of the certificate).

For general guidelines on setting the CRL distribution points extension in
certificates, see “cRLDistributionPoints” on page 347.

The CRL distribution points extension policy in Certificate Management System
enables you to specify pointers to one or more CRL locations. The pointers can be
in these forms: the name of the X.500 directory that stores the CRL, the URI to the
location that contains the CRL, or both.

Note that in the current implementation, the policy supports only two name forms
for distribution points, X.500 Directory Name and URI; URIs described in this
document support two CRL retrieval mechanisms, LDAP-based and HTTP-based.
Optionally, each distribution point may contain a set of reason flags, indicating
what revocation reasons are covered by the CRL at that location. Also, the
distribution point location can be relative to the location of the issuer. In this last
case, the i ssuer Nane and i ssuer Type parameters should be included to give the
location of the issuer.

You can modify the policy to support any name form by making appropriate
changes to the sample code provided for this purpose. The sample code is located
here: <server _root >/ cns_sdk/ cns_j dk/ sanpl es/ pol i ci es

During installation, Certificate Management System automatically creates an
instance of the CRL distribution points extension policy. See
“CRLDistributionPointsExt Rule” on page 170.

Configuration Parameters of
CRLDistributionPointsExt

In the CMS configuration file, the CRLDI st ri but i onPoi nt sExt module is
identified as <subsyst en. Pol i cy. i npl . CRLDi stri buti onPoi nt sExt . cl ass=
com net scape. certsrv. policy. CRLDI stri buti onPoi nt sExt, where
<subsyst enw is ca or r a (prefix identifying the subsystem).
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In the CMS window, the module is identified as CRLDi st ri but i onPoi nt sExt .
Figure 4-8 shows how the configurable parameters for the module are displayed in
the CMS window.

Figure 4-8  Description of parameters defined in the CRLDistributionPointsExt module

Palicy Rule 1T |CRLDistPtsE>dFDrRoutarCert
Policy Plugin ID: CRLDistributionPoirtsExt

|»

enable v

predicate |HTTP_PARAMS cetType==CEP-Request
critical [

numPoints | 1

pointhlameD |CN=tes1lCA, ClU=Research Dept, O=SiroeCorp, C=US |

pointTyped I Directoryhame j

reazans0 |

izsueriamed |

izsLerTypel | =l ~

The name of the issuer that has signed the CRL mairtained &t this distribution
point. The value depends on the issuer type

TR — Help

The configuration shown in Figure 4-8 creates a policy rule named

CRLDi st Pt sExt For Rout er Cer t , which enforces a rule that the server should set
the CRL distribution point extension in router certificates; the CRL location is a
X.500 directory.

Table 4-8 gives details about each of these parameters.

Table 4-8 Description of parameters defined in the CRLDistributionPointsExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server adds
the CRL distribution points extension to certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

Chapter 4  Certificate Extension Plug-in Modules 167



CRLDistributionPointsExt Plug-in Module

Table 4-8

Description of parameters defined in the CRLDistributionPointsExt module (Continued)

Parameter

Description

predi cate

critical

nunPoi nt s

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cer t Type==CEP- Request

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

Specifies the total number of CRL distribution points to be contained or allowed in
the extension.

By default, this field is set to 3 and the Ul shows fields for configuring three
distribution points. You can change the total number of distribution points by
changing the value assigned to this parameter; there’s no restriction on the total
number of distribution points you can include in the extension.

Note that each distribution point has its own set of configuration parameters and you
must specify appropriate values for each of those parameters; otherwise the policy
rule will return an error. Each set of configuration parameters is distinguished by
<n>, which is an integer derived from the value you assign in this field. For example,
if you set the nunPoi nt s parameter to 2, <n> would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no distribution points can be contained in the extension.

= n specifies the total number of distribution points to be included in the extension;
it must be an integer greater than zero. The default is 3.

Example: 2
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Table 4-8 Description of parameters defined in the CRLDistributionPointsExt module (Continued)

Parameter

Description

poi nt Narme<n>

poi nt Type<n>

reasons<n>

Specifies the name of the CRL distribution point.

Permissible values: Any supported name forms. By default, the name can be in any of
the following formats:

An X.500 directory name in the RFC 2253 syntax (see
http://ww.ietf.org/rfc/rfc2253.txt);note that RFC 2253 replaces RFC
1779. For example, the name would look similar to the subject name in a
certificate, like this: CN=CA Central , OU=Research Dept, O=Siroe Corp,
C=Us

A URI; for example, it would look similar to this:
http://test CA siroe.com 80

An RDNwhich specifies a location relative to the CRL Issuer. In this case, the value
of the poi nt Type attribute must be Rel at i veTol ssuer.

Specifies the type of the CRL distribution point.

Permissible values: Di r ect or yNane, URIl , or Rel ati veTol ssuer. The type you
select must correspond to the value in the poi nt Nare field.

Select Di r ect or yNane if the value in the poi nt Nane field is an X.500 directory
name (default).

Select URI if the value in the poi nt Name field is a uniform resource indicator.

Select Rel at i veTol ssuer if the value in the poi nt Nane field is a location
relative to the CRL Issuer.

Example: URI

Specifies revocation reasons covered by the CRL maintained at the distribution point.

Permissible values: A comma-separated list of the following constants.

unused

keyConpr om se
cACompromise
affiliati onChanged
super seded

cessati onOf Qper ati on

certificateHold

Example: keyConpr oni se
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Table 4-8 Description of parameters defined in the CRLDistributionPointsExt module (Continued)

Parameter

Description

i ssuer Nane<n>

i ssuer Type<n>

Specifies the name of the issuer that has signed the CRL maintained at distribution
point.

Permissible values: Any supported name forms. By default, the name can be in any of
the following formats:

= An X.500 directory name in the RFC 2253 syntax (see
http://ww.ietf.org/rfc/rfc2253.txt);note that RFC 2253 replaces RFC
1779. For example, the name would look similar to this:
CN=CA Central, OkResearch Dept, O=Siroe Corp, C=US

= A URI; for example, it would look similar to this:
http://test CA siroe.com 80

Specifies the general-name type of the CRL issuer that has signed the CRL maintained
at distribution point.

Permissible values: Di r ect or yNane or URI . The value you specify for this
parameter must correspond to the value in the i ssuer Nane field.

= SelectDi r ect or yNane if the value in the i ssuer Nane field is an X.500 directory
name (default).

« Select URI if the value in the i ssuer Nane field is a uniform resource indicator.

Example: Di r ect or yName

CRLDistributionPointsExt Rule

The policy rule named CRLDi st ri buti onPoi nt sExt is an instance of the

CRLDi st ri buti onPoi nt sExt module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

The predicate field is left blank so that the extension gets added to all
certificates.

The extension is marked noncritical (to comply with the PKIX
recommendation).

Other fields are left blank for you to enter the appropriate information.
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For details on individual parameters defined in the rule, see Table 4-8 on page 167.
It is important that you review this rule and make the appropriate changes
required by your PKI setup. For instructions, see section “Step 2. Modify Existing
Policy Rules” in Chapter 18, “Setting Up Policies” of CMS Installation and Setup
Guide. For instructions on adding additional instances, see section “Step 4. Add
New Policy Rules” in the same chapter. For example, if you want to include
different CRL distribution points in different types of certificates, you should
create multiple instances of the policy module and configure each instance with the
appropriate CRL distribution point and predicate expression.

ExtendedKeyUsageExt Plug-in Module

The Ext endedKeyUsageExt plug-in module implements the extended key usage
extension policy. This policy enables you to configure Certificate Management
System to add the Extended Key Usage Extension defined in X.509 and PKIX
standard RFC 2459 (see htt p: //ww. i et f.org/rfc/rfc2459. t xt) to certificates.
The extension identifies one or more purposes—in addition to or in place of the
basic purposes indicated in the key usage extension—for which the certified public
key may be used. For example, if the key usage extension identifies a key to be
used for signing, the extended key usage extension can further narrow down the
usage of the key for signing OCSP responses only or for signing Java applets only.
(For information on key usage extension, see “KeyUsageExt Plug-in Module” on
page 189.)

The PKIX standard suggests that organizations can define their own extended key
usage purposes, if there’s a need. Each key purpose must be identified by an OID,
which in turn must be defined in accordance with IANA or ITU-T Rec. X.660 |
ISO/IEC/ITU 9834-1. The standard also recommends that the extension may be
marked either critical or noncritical—mark the extension critical if you want to
restrict the usage of the certificate only for one of the key-usage purposes indicated
by the extension; mark the extension noncritical, when you want it to indicate the
intended purposes of the key, and not restrict the use of the certificate to the
indicated purposes (in this case, validating applications are expected to treat the
extension as an advisory field and may use it to identify the key, not its usage
purpose).

Table 4-9 lists the usages defined by PKIX for use with the extended key usage
extension.
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Table 4-9 PKIX usage definitions for the extended key usage extension

Usage oIb

Server authentication 1.3.6.1.5.5.7.3.1
Client authentication 1.3.6.1.5.5.7.3.2
Code signing 1.3.6.1.55.7.3.3
Email 1.3.6.1.55.7.34
IPSec end system 1.3.6.1.5.5.7.35
IPSec tunnel 1.3.6.1.5.5.7.3.6
IPSec user 1.3.6.1.5.5.7.3.7
Timestamping 1.3.6.1.5.5.7.3.8

Note that Windows 2000™ allows you to encrypt files on the hard disk, a feature
known as encrypted file system (EFS), using certificates that contain the Extended
Key Usage extension with the following two OIDs:

1.3.6.1.4.1.311. 10. 3. 4 (this OID is for the EFS certificate)
1.3.6.1.4.1.311. 10. 3. 4. 1 (this OID is for the EFS recovery certificate)

The EFS recovery certificate is used by a recovery agent when a user loses the
private key and the data encrypted with that key needs to be used. Certificate
Management System supports the above two OIDs and allows you to issue
certificates containing extended key usage extension with these OIDs.

Normal user certificates should be created with only the EFS OID, not the recovery
OID.

For general guidelines on setting the extended key usage extension in certificates,
see “extKeyUsage” on page 348.

The extended key usage extension policy in Certificate Management System allows
setting of the key usage extension as defined in its X.509 definition. The policy
enables you to specify OIDs, that identify key usages, in the extension.

During installation, Certificate Management System automatically creates two
instances of the extended key usage extension policy. See “CODESigningExt Rule”
on page 175and “OCSPSigningExt Rule” on page 176.
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Configuration Parameters of
ExtendedKeyUsageExt

In the CMS configuration file, the Ext endedKeyUsageExt module is identified as
<subsystene. Pol i cy. i npl . Ext endedKeyUsageExt . cl ass=com net scape.
certsrv. policy. Ext endedKeyUsageExt , where <subsyst en® is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as Ext endedKey UsageExt . Figure 4-9
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-9  Parameters defined in the ExtendedKeyUsageExt module

Policy Rule ID: |CndeSign\ngExt

Policy Plugin ID: ExtendecheyUsageExt

enable [v| —

predicate IHTTP_PARAMS.Cer‘tTvpe==CDdeSlgnC\lEl‘ﬁ

critical [

numics | 1

il [1361.557 33 —

it |

o2 |

i3 | &l

&, unicue vslid OID specified in dot-separsted numeric componernt
notation. e.g. 2165409 1137301 .99

(o4 Cancel Helgp

The configuration shown in Figure 4-9 creates a policy rule named
CodeSi gni ngExt , which enforces a rule that the extended key usage extension
should be set in object-signing certificates.

Table 4-10 gives details about each of these parameters.
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Table 4-10 Description of parameters defined in the ExtendedKeyUsageExt module

Parameter

Description

enabl e

predi cate

critical

num ds

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server adds
the extended key usage extension to certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==codeSi gnd i ent

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical (default). Uncheck the box if you want the server to mark the
extension noncritical.

Specifies the total number of key-usage purposes to be contained or allowed in the
extension.

By default, this field is set to 10 and the Ul shows fields for configuring ten key-usage
purposes. You can change the total number by changing the value assigned to this
parameter; there’s no restriction on the total number of key-usage purposes you can
include in the extension.

Note that for each key-usage purpose, you must specify a valid OID; otherwise the
policy rule will return an error. Configuration parameters for each key-usage
purposes is distinguished by <n>, which is an integer derived from the value you
assign in this field. For example, if you set the nunl ds parameter to 2, <n> would be
Oand 1.

Permissible values: 0 or n.
= 0 specifies that no key-usage purposes can be contained in the extension.

= n specifies the total number of key-usage purposes to be included in the
extension; it must be an integer greater than zero. The default value is 10.

Example: 1

174  iPlanet Certificate Management Server Plug-Ins Guide * September 2002



ExtendedKeyUsageExt Plug-in Module

Table 4-10 Description of parameters defined in the ExtendedKeyUsageExt module (Continued)

Parameter

Description

i d<n>

Specifies the OID that identifies a key-usage purpose.

Permissible values: A unique, valid OID specified in the dot-separated numeric
component notation. Depending on the key-usage purposes, you may choose to use
the OIDs designated by PKIX (listed in Table 4-9 on page 172) or define your own
OIDs. If you’re defining your own OID, it should be in the registered subtree of IDs
reserved for your company’s use. Although you can invent your own OIDs for the
purposes of evaluating and testing this server, in a production environment, you
should comply with the ISO rules for defining OIDs and for registering subtrees of
IDs. See Appendix B, “Object Identifiers” for information on allocating private OIDs.

Example: 2. 16. 840. 1. 113730. 1. 99

CODESigningExt Rule

The rule named CODESI gni ngExt is an instance of the Ext endedKeyUsageExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is set (HTTP_PARAMS. cert Type==codeSi gnCl i ent)
so that the extension gets added to object signing certificates only—these
certificates are used for signing objects.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The extension contains a single key-usage purpose, which is identified by an
OID (i d0=1. 3. 6. 1. 5. 5. 7. 3. 3). As shown in Table 4-9 on page 172, this OID
is designated for code signing.

Note that this policy rule must remain enabled if you want Certificate Management
System to issue object signing certificates with the correct extended key usage
extension.

For details on individual parameters defined in the rule, see Table 4-10 on

page 174. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.
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OCSPSigningExt Rule

The rule named OCSPSi gni ngExt is an instance of the Ext endedKeyUsageExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression is set (HTTP_PARAMS. cert Type==ocspResponder ) SO
that the extension gets added to an OCSP responder certificate only—the
certificate that corresponds to the key an online validation authority uses to
sign OCSP responses.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The extension contains a single key-usage purpose, which is identified by an
OID (i d0=1.3.6.1.5.5.7.3.9).

Note that this policy rule must remain enabled if your PKI setup includes a
CA-delegated OCSP responder and you want to issue an OCSP responder
certificate to that server; the rule adds the extended key usage extension to an
OCSP responder certificate indicating that the associated key can be used for
signing OCSP responses.

Here’s some background information that will help you understand why you
should set this extension in OCSP responder certificates:

The online certificate status protocol (OCSP) enables OCSP-compliant applications
to determine the revocation status of a certificate being validated. Certificate
Management System supports the OCSP service—you can configure a Certificate
Manager to publish CRLs to an online validation authority (also called OCSP
responder); for details, see Chapter 21, “Setting Up an OCSP Responder” of CMS
Installation and Setup Guide. If you configure Certificate Management System to
work with an OCSP responder, OCSP-compliant applications in your PKI setup
will be able to do real-time verification of certificates by querying the OCSP
responder for their revocation status. Note that these applications will be able to
guery the OCSP responder only if the certificate being validated includes the
authority information access extension indicating the location of the OCSP
responder; for information on adding this extension to certificates, see
“AuthinfoAccessExt Plug-in Module” on page 136.
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When queried by an application on the status of a certificate, the OCSP responder
sends a digitally signed response. To generate the signature, the responder needs
to use a key. Because the signature needs to be verified by the application that
sought the response, RFC 2560 recommends that the key used for signing an OCSP
response must belong to one of the following:

= The CA that has issued the certificate, the revocation status of which is being
requested.

= Atrusted OCSP responder whose public key is trusted by the application that
requested the revocation status of the certificate (as a part of validating the
certificate).

< An OCSP responder that has been authorized by the CA (that has issued the
certificate being validated) to sign OCSP responses for certificates issued by
that CA.

In this type of deployment, the CA authorizes a responder to sign OCSP
responses on its behalf by issuing a specially marked certificate to the
responder. This certificate is called the OCSP responder certificate, and it enables
OCSP-compliant applications to identify the responder as a CA-designated
responder—a responder authorized to sign OCSP responses for all certificates
issued by the CA. The special marking that the CA includes in the certificate is
the extended key usage extension with a unique value, OCSPSi gni ng. This
extension value indicates to OCSP-compliant applications that the key
associated with the certificate can be used for signing OCSP responses.

If you want to deploy a CA-delegated OCSP responder, the OCSPSi gni ngExt rule
enables you to add the extended key usage extension (with OCSPSi gni ng value) to
the OCSP responder certificate. In addition to this extension, the responder’s
signing certificate should also include the OCSP no check extension. For details, see
“OCSPNoCheckExt Plug-in Module” on page 220.

GenericASN1Ext Plug-in Module

The Generi cASNLExt plug-in module implements the generic ASN.1 extension
policy. This policy enables you to configure Certificate Management System to add
custom extensions to certificates. Using this policy, you can add as many ASN.1
type based-extensions as required without having to write any code. Further, it
eliminates the dependency on the command-line tools for generating base-64
encoded standard extensions from the x.509 extension classes.
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The generic extension policy in Certificate Management System accepts custom
extensions in the form of object identifiers (OIDs) and values as DER-encoded
extension values. That is, for the server to add a custom extension to certificates it
issues, you need to first define the extension and then configure the server with
extension details.

Similar to a standard extension, you define a custom extension by defining an OID
and a ASN.1 structure.

= The OID must be specified in the dot-separated numeric component notation
(for example, 2.5.29.35). Although you can invent your own OIDs for the
purposes of evaluating and testing the server, in a production environment,
you should comply with the ISO rules for defining OIDs and for registering
subtrees of IDs. See Appendix B, “Obiject Identifiers” for information on
allocating private OIDs.

= The ASN.1 structure must be constructed from a sequence of DER-encoded
extension values.

The resulting extension would look similar to the way a standard extension
appears in certificates (as defined in RFC 2459):

Extension ::= SEQUENCE ({
extnl D OBJECT | DENTI FI ER,
critical BOOLEAN DEFAULT FALSE,

ext nval ue COCTET STRING 1}

In the policy configuration, the ext nl Dfield is defined by the oi d parameter, the
critical fieldisdefined by thecritical parameter, and the ext nval ue field is
defined by evaluating the expression in the pat t er n parameter, which in turn is
defined by the at t ri but e parameters. See Table 4-11 on page 180 for details on
individual parameters.

Typically, the application receiving the certificate checks the extension ID to
determine if it can recognize the ID. If it can, it uses the extension ID to determine
the type of value used. When adding your custom extension to certificates, keep in
mind that if the extension exists in a certificate and if it is marked critical, the
application validating the certificate must be able to interpret the extension, or else
it must reject the certificate. Since it’s unlikely that all applications will be able to
interpret your custom extensions, you should consider marking these extensions
noncritical.
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Note that each instance of the policy can be configured to add one custom
extension only. To configure the server to add multiple custom extensions, create
multiple instances of the module, each with a distinct name and appropriate
configuration values. Also note that the policy allows you to encode simple
(possibly nested) SEQUENCEs. There is no support for CHOICE, SET, or ASN.1

tagging.

During installation, Certificate Management System automatically creates an
instance of the generic ASN.1 extension policy. See “GenericASN1Ext Rule” on
page 184.

Configuration Parameters of GenericASN1Ext

In the CMS configuration file, the Generi cASN1Ext module is identified as
<subsystenm. Policy.inpl.Generi cASN1Ext. cl ass=com net scape.
certsrv. policy. Generi cASNLEXt , where <subsyst enp is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as Gener i cASN1Ext . Figure 4-10
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-10 Parameters defined in the GenericASN1Ext module

| Policy Rule I0: GenericASH1Ext
Palicy Plugin ID: GeneticASH1Ext

enable v —

| predicate |
| critical [

| name [testoenas Ext

oid [2.4.5.93

| pattern (0123056711

i attribute 0type I PrintableStrng LI
[ | sbuten.souwce | value =l
attribute 0 value |151 data in 15t sequence
‘ stribute.1 type | 145String =l
attribute. 1.source I alue ;I
attribute. 1 valus |2nd data in 15t sequence
attribute 2 type I PrintableStrng LI
sftribute 2 source | File =l
attribute 2 walue |c Remphestt«d
sttribute 3type | OctetString =l
attribute. 3. source I alue ;I

attribute. 3. valus |11:22:33:44 A0:B0:C0:00:EQ:FO
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The configuration shown in Figure 4-10 defines a custom extension named

t est GenASNLExt with OID 2.4.5.99. The extension is non-critical, and it will be
added to all certificates issued by the server. The expected dunpasnl output (see
“dumpasnl Tool” in CMS Command-Line Tools Guide ) of the resulting extension,
would look like this:

SEQUENCE {

OBJECT IDENTIFIER "2 4 5 99'

COCTET STRI NG encapsul ates {

SEQUENCE {
PrintableString '1st data in 1st sequence'
I A5String '2nd data in 1lst sequence'
PrintableString 'This is 3rd data in 1st
sequence’

OCTET STRI NG

11 22 33 44 A0 BO CO DO EO FO
SEQUENCE {

UTCTi me ' 0004060700002

SEQUENCE {

BOOLEAN TRUE

. . OBJECT IDENTIFIER "2 4 5 100

-}

CCTET STRI NG

11 22 33 44 A0 BO CO DO EO FO
-}
-}

-}
}

Table 4-11 describes the configurable parameters of the generic ASN.1 extension
policy module.

Table 4-11 Description of parameters defined in the GenericASN1Ext module

Parameter Description
enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).
= If you enable the rule and set the remaining parameters correctly, the server adds
the configured extension to certificates specified by the pr edi cat e parameter.
= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
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Table 4-11 Description of parameters defined in the GenericASN1Ext module (Continued)

Parameter Description

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.
Example: HTTP_PARAMS. cer t Type==cl i ent

critical Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).
In general, you should make custom extensions noncritical if you want your
certificates supported by other applications. (Other applications most likely will not
understand your extension.)

name Specifies the name of the extension. The name is displayed when users view the
details of a certificate that includes the extension.
Permissible values: A unique name that corresponds to the OID specified by the oi d
parameter.
Example: nyCor p’ sExt ensi on

oid Specifies the OID assigned to the extension.

Permissible values: A valid OID specified in dot-separated numeric component
notation (see the example). Although you can invent your own OIDs for the purposes
of evaluating and testing this server, in a production environment, you should
comply with the I1SO rules for defining OIDs and for registering subtrees of IDs. See
Appendix B, “Object Identifiers” for information on allocating private OIDs.

Example: 1. 22. 333. 444. 55. 666
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Table 4-11 Description of parameters defined in the GenericASN1Ext module (Continued)

Parameter Description

pattern Specifies the pattern of the extension.

Permissible values: The pattern can be any sequence of supported ASN.1 type. Rules
for formulating the pattern are as follows:

= Each data component in the pattern must be represented by it’s predefined
attribute identifier, 0 to 9, and each sequence must be grouped by a pair of curly
brackets, {} .

= Each attribute identifier represented in the pattern must be fully defined in the
extension. For example, if you want to include attribute identifier 0, you must
specify values forattri bure. 0. type,attri bure. 0. source, and
attribure. 0. val ue parameters.

No default value is assigned to this parameter.
Example: { {012} 34}

attribute.<n>. Specifies the data type for attribute n, where n is an identifier assigned to identify
type parameters pertaining to a specific attribute. The value of n can be 0 to 9.

Permissible values: | nt eger, |1 A5String,Octet String,Printabl eString,
UTCti e, A D, or Bool ean.

= Select| nt eger for extensions that have ASN.1 INTEGER values (default). It’s
case insensitive and accepts an integer in decimal notation as value.

= Select] A5St ri ng for extensions that have ASN.1 IA5String values. It’s case
insensitive and accepts any normal string as value.

= Select Cct et Stri ng for extensions that have ASN.1 OCTET STRING values. It’s
case insensitive and the value is dependent on data source. If the data source is
Val ue, the value must be in colon-separated, ASCII hexadecimal encoding
notation. If the data source is Fi | e, the server reads the attribute value from the
file specified.

= Select Vi sual Stri ng for extensions that have printing character sets of
International ASCII.

« SelectPri nt abl eStri ng for extensions that have ASN.1 PrintableString values.
It’s case insensitive and accepts any normal string as value.

« Select UTCTi ne for site-defined extensions that have ASN.1 UTCTime values.
« Select O Dfor extensions that have ASN.1 OBJECT IDENTIFIER values.

= Select Bool ean for extensions that have ASN.1 BOOLEAN values. It’s case
insensitive and accepts t r ue or f al se as value.

Example: | nt eger
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Table 4-11 Description of parameters defined in the GenericASN1Ext module (Continued)

Parameter

Description

attribute. <n>.

source

attribute. <n>.

val ue

Specifies the data source for attribute n in the extension, where n is an identifier
assigned to identify parameters pertaining to a specific attribute. The value of n can
be 0to 9.

In some cases, it may be preferable to put the value of an attribute in a file, instead of
specifying it in the configuration parameters. This may be the case if the value of the
attribute is a long text file or octet-string, for example.

Permissible values: Val ue or Fi | e. (The attribute’s val ue parameter is interpreted
according to the value specified for this parameter.)

= Val ue specifies that the attribute’s val ue parameter is literally the value to be
inserted in the extension (default).

= Fi | e specifies that the attribute’s val ue parameter is a fully-qualified pathname
of a file containing the value to be inserted in the extension.

Example: Val ue

Specifies the data value for attribute n, where n is an identifier assigned to identify
parameters pertaining to a specific attribute. The value of n can be 0 to 9.

Permissible values: Depends on the data type and source you selected.

- If the data type is | nt eger, enter an integer in decimal notation as value. For
example, 1234567890.

- |Ifthedatatypeis| A5Stri ng, enter a normal string as value. For example, Test
of 1 ASString.

- Ifthe datatype is Cct et St ri ng and if the data source is Val ue, enter the value
in colon-separated ASCII hexadecimal encoding notation. For example,
11: 22: 33: 44: AO: BO: C0: DO: EO: FO.
If data source is Fi | e, enter the complete file path, including the filename, in the
specified format. When specifying file path in a Window NT system do not use
the NT native file separator, the backward slash (\ ). Use Unix style file separator,
the forward slash (/ ), instead. For example,
C./custonExt/octet _string_val ue. txt.

- Ifthe data type is Pri nt abl eSt ri ng, enter a normal string as value. For
example, This_is_a_printabl e_string.

= If the data type is UTCTi ne, enter a date in nmi dd/ yy format. For example, April
5, 2000 would be 4/ 5/ 00 and October 10, 2001 would be 10/ 10/ 01.

= If the data type is O D, enter a valid OID. For example, 11. 33. 234. 99.

= If the data type is Bool ean, entert r ue or f al se as value. For example, t r ue.
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GenericASN1EXxt Rule

The rule named Generi cASNLExt is an instance of the Gener i cASNLExt module.
Certificate Management System automatically creates this rule during installation.
By default, the rule is configured as follows:

= The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

= The predicate field is left blank so that the extension gets added to all
certificates the server issues.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= Other fields are left blank for you to enter the appropriate information.

For details on individual parameters defined in the rule, see Table 4-11 on

page 180. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

IssuerAltNameExt Plug-in Module

184

The I ssuer Al t NameExt plug-in module implements the issuer alternative name
extension policy. This policy enables you to configure Certificate Management
System to add the Issuer Alternative Name Extension defined in X.509 and PKIX
standard RFC 2459 (see htt p: //ww. i et f. org/rfc/rfc2459. t xt) to certificates.
This extension enables binding of or associating Internet style identities—such as
Internet electronic mail address, a DNS name, an IP address, and a uniform
resource indicator (URI)— with the certificate issuer.

For general guidelines on setting the issuer alternative name extension, see
“issuerAltName” on page 350.

The issuer alternative name extension policy in Certificate Management System
allows setting of the issuer alternative name extension as defined in its X.509
definition. The policy enables you to associate the following alternative identities
to a CA, by including them in the extension;

e Anrfc822 name

= Adirectory hame
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= ADNSname

= An EDI party name

= A uniform resource indicator (URI)
= An P address

< Anobject identifier (OID)

= Other Name

Unlike some of the other policy modules, Certificate Management System does not
create an instance of the issuer alternative name extension policy during
installation. If you want the server to add this extension to certificates, you must
create an instance of the | ssuer Al t NameExt module and configure it. For
instructions, see section “Step 4. Add New Policy Rules” in Chapter 18, “Setting Up
Policies” of CMS Installation and Setup Guide.

Configuration Parameters of IssuerAltNameExt

In the CMS configuration file, the | ssuer Al t NameExt module is identified as
<subsystenr. Policy.inpl.|ssuerAl t NaneExt. cl ass=com net scape.
certsrv.policy.|ssuerAlt NaneExt, where <subsyst en» is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as | ssuer Al t NaneExt . Figure 4-11
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-11 Parameters defined in the IssuerAltNameExt module

| Policy Rule Editor [ x|

Palicy Rule 1D: |IssuerA|tNameE>anrCACart

Policy Plugin |2 IssuerAtiameExt

-

enable [v| —
predicate [HTTP_PARAMS certType==ca_|
critical [v!
rumGeneraltames |2— B
generalMamel.generalMameChoice Im
generaliamel generaliameyalus IW
generaltamel .generalMameChoice IWLI
generalilamel generalilameyalue W _I

-

Generaliame choice. See RFC 2459 appendix B2 on GeneralName.

Chapter 4  Certificate Extension Plug-in Modules 185



IssuerAltNameExt Plug-in Module

The configuration shown in Figure 4-11 creates a policy rule named
I ssuer Al t NanmeExt For CACer t , which enforces a rule that the server should set the
issuer alternative name extension in CA certificates only.

Table 4-12 gives details about each of these parameters.

Table 4-12 Description of parameters defined in the IssuerAltNameExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable

the rule (default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the
server adds the issuer alternative name extension to all certificates
specified by the pr edi cat e parameter.

= If you disable the rule, the server doesn’t add the extension to
certificates; it ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be

applied to all certificate requests, leave the field blank (default). To form a
predicate expression, see section “Using Predicates in Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca

critical Specifies whether the extension should be marked critical or noncritical in

certificates specified by the pr edi cat e parameter. Check the box if you
want the server to mark the extension critical (default). Uncheck the box if
you want the server to mark the extension noncritical.

numCGener al Nanmes Specifies the total number of alternative names or identities permitted in

the extension. Note that each name has a set of configuration
parameters—gener al Nane<n>. gener al NaneChoi ce and

gener al Nane<n>. gener al NaneVal ue—and you must specify
appropriate values for each of those parameters; otherwise the policy rule
will return an error. You can change the total number of identities by
changing the value specified in this field; there’s no restriction on the total
number of identities you can include in the extension. Each set of
configuration parameters is distinguished by <n>, which is an integer
derived from the value you assign in this field. For example, if you set the
numCGener al Nanes parameter to 2, <n>would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no identities can be contained in the extension (default).

= nspecifies the total number of identities to be included in the extension;
it must be an integer greater than zero. The default value is 8.

Example: 2
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Table 4-12 Description of parameters defined in the IssuerAltNameExt module (Continued)

Parameter

Description

gener al Nane<n>. gener al
NaneChoi ce

gener al Nane<n>. gener al
NaneVal ue

Specifies the general-name type for the alternative name you want to
include in the extension.

Permissible values: r f c822Name, di r ect or yNane, dNSNane,
edi Part yNane, URL, i PAddr ess, O D, or ot her Nane.

e Selectr f c822Nane® if the alternative name is an Internet mail address
(default).

= Selectdi r ect or yNane if the alternative name is an X.500 directory
name.

= Select dNSNarre if the alternative name is a DNS name.

= Selectedi Part yNane if the alternative name is a EDI party name.

= Select URL if the alternative name is a uniform resource locator (URL).
= Selecti PAddr ess if the alternative name is an IP address.

= Select O Dif the alternative name is an object identifier.

= Select ot her Nane if the alternative name is in any other name form.
Example: r f c822Nane

Specifies the general-name value for the alternative name you want to
include in the extension.

Permissible values: Depends on the general-name type you selected in the
gener al Nane<n>. gener al NaneChoi ce field.

= If you selected r f c822Nane, the value must be a valid Internet mail
address in the | ocal - part @onmai n format; see the definition of an
r f c822Nane as defined in RFC 822
(http://ww.ietf.org/rfc/rfc0822.txt). You may use upper
and lower case letters in the mail address; no significance is attached to
the case. For example, t est CA@i r oe. com

= Ifyou selected di r ect or yName, the value must be a string form of
X.500 name, similar to the subject name in a certificate, in the RFC 2253
syntax (seehttp://ww. i etf.org/rfc/rfc2253.txt). Note that
RFC 2253 replaces RFC 1779. For example, CN=CA
Cor p, OQU=Resear ch Dept, O=Si roe Corp, C=US.
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Table 4-12 Description of parameters defined in the IssuerAltNameExt module (Continued)

Parameter

Description

If you selected dNSNan®, the value must be a valid domain name in the
preferred-name syntax as specified by RFC 1034
(http://ww.ietf.org/rfc/rfcl034.txt). Youmay use upper
and lower case letters in the domain name; no significance is attached
to the case. Do not use the string *“ ”” for the DNS name. Also don’t use
the DNS representation for Internet mail addresses; such identities
should be encoded as r f c822Nane. For example,

t est CA. siroe.com

If you selected edi Par t yNane, the value must be an IA5String. For
example, Si roe Cor porati on.

If you selected URL, the value must be a non-relative universal resource
identifier (URI) following the URL syntax and encoding rules specified
in RFC 1738. That is, the name must include both a scheme (for
example, ht t p) and a fully qualified domain name or IP address of the
host. For example, htt p: //t est CA. si roe. com

If you selected i PAddr ess, the value must be a valid IP address (IPv4
or IPv6) specified in dot-separated numeric component notation. The
syntax for specifying the IP address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in
RFC791 (http://wwv. ietf.org/rfc/rfc0791.txt).IPv4
address must be in the n. n. n. n format; for example, 128. 21. 39. 40.
IPv4 address with netmask must be in the n. n. n. n, m m m mformat.
For example, 128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in
RFC 1884 (http://www. i etf.org/rfc/rfcl884.txt), with
netmask separated by a comma. Examples of IPv6 addresses with no
netmaskare0: 0: 0: 0: 0: 0: 13. 1. 68. 3 and FFO1: : 43. Examples of
IPv6 addresses with netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF:
FFFF: FFFF: FFFF: FFFF: FFFF: 255. 255. 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If you selected O D, the value must be a unique, valid OID specified in
the dot-separated numeric component notation. Although you can
invent your own OIDs for the purposes of evaluating and testing this
server, in a production environment, you should comply with the 1ISO
rules for defining OIDs and for registering subtrees of IDs. See
Appendix B, “Object Identifiers” for information on allocating private
OIDs. For example, 1. 2. 3. 4. 55. 6. 5. 99.

If you selected ot her Nane, the value must be the absolute path to the
file that contains the base-64 encoded string of the alternative name.
For example,

/opt/ SUNWertsrv/certsrv47/ ext/ian/othernamne.txt.
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KeyUsageExt Plug-in Module

The KeyUsageExt plug-in module implements the key usage extension policy. This
policy enables you to configure Certificate Management System to add the Key
Usage Extension defined in X.509 and PKIX standard RFC 2459 (see

http://ww ietf.org/rfc/rfc2459.txt)to certificates. The extension specifies
the purposes for which the key contained in a certificate should be used—for
example, it specifies whether the key should be used for data signing, key
encipherment, or data encipherment—and thus enables you to restrict the usage of
a key pair to predetermined purposes.

The key usage extension is a string of boolean bit-flags, each bit identifying the
purpose for which a key is to be used. Table 4-13 lists the bits and their designated
purposes.

Table 4-13 Key usage extension bits and designated purposes

w
=

Purpose

digitalSignature
nonRepudiation
keyEncipherment
dataEncipherment
keyAgreement
keyCertSign
cRLSign
encipherOnly

0 N oo o b~ W N BB O

decipherOnly

You can restrict the purposes for which a key pair (and thus the corresponding
certificate) should be used by setting the appropriate key-usage bits. For example,
if you want to restrict a key pair to be used for digital signature only, when issuing
the certificate you would add the key usage extension to the certificate with

di gi tal _si gnat ur e bit (or bit 0) set. For general guidelines on setting the key
usage extension in certificates, see “keyUsage” on page 351.
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Note that you can specify which bits in the extension are to be set on both server
and client sides:

= Onthe server side, you set the bits by modifying the appropriate configuration
parameters that are defined in the key usage extension policy.

= On the client side, bits set in the key usage extension are formed from
pre-defined HTTP input variables that can be embedded as hidden values in
the enrollment forms. You specify which bits are to be set by adding the
appropriate HTTP variables to the enrollment forms. Table 4-14 lists the HTTP
input variables that correspond to key usage extension bits.

NOTE For all certificates, the key-usage-bits set on the server side (which is
governed by the policy) override the ones set on the client side.

Table 4-14 HTTP input variables for key usage extension bits

HTTP input variable Key usage extension bit
digital_signature digitalSignature (bit 0)
non_repudiation nonRepudiation (bit 1)
key_encipherment keyEncipherment (bit 2)
data_encipherment dataEncipherment (bit3)
key_agreement keyAgreement (bit4)
key_certsign keyCertsign (bit5)
crl_sign cRLSign (bit6)
encipher_only encipherOnly (bit7)
decipher_only decipherOnly (bit8)

During installation, Certificate Management System automatically creates multiple
instances of the key usage extension policy suitable for various types of certificates
that you may want the server to issue. The default instances are named as follows:

e CMCertKeyUsageExt (For details, see “CMCertKeyUsageExt Rule” on
page 196.)

< RMCertKeyUsageExt (For details, see “RMCertKeyUsageExt Rule” on
page 197.)

= ServerCertKeyUsageExt (For details, see “ServerCertKeyUsageExt Rule” on
page 198.)
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= ClientCertKeyUsageExt (For details, see “ClientCertKeyUsageExt Rule” on
page 199.)

= ObjSignCertKeyUsageExt (For details, see “ObjSignCertKeyUsageExt Rule” on
page 201.)

= CRLSignCertKeyUsageExt (For details, see “CRLSignCertKeyUsageExt” on
page 202.)

It is important that you review each policy instance and make the appropriate
changes required by your PKI setup. For instructions, see section “Step 2. Modify
Existing Policy Rules” in Chapter 18, “Setting Up Policies” of CMS Installation and
Setup Guide. For instructions on adding additional instances, see section “Step 4.
Add New Policy Rules” in the same chapter.

Additionally, as you’ll notice in Figure 4-13 through Figure 4-17, the default
enrollment forms provided for requesting various types of certificates (see
“Enrollment Forms” on page 57) include the appropriate HTTP input variables that
correspond to the key-usage bits. By default only variables that correspond to
key-usage bits that need to be set are included in the form.

Typically, you won’t have to change the key-usage bit setting by editing the
enrollment forms as you can do this easily by making the appropriate changes to
the policy instance (bits set on the server side override the ones set on the client
side). However, if you want to add new variables on the client side, you can do that
too. Be sure to add the new variable in the following format:

<i nput type="H DDEN' name="vari abl e_nanme" val ue=true>
where, var i abl e_nane can be any of the HTTP input variables listed in Table 4-14.

The value of an HTTP input variable corresponding to a key-usage bit must be
either t rue or f al se; any other value is considered equivalent to f al se. For
example, a value t ree would be interpreted as f al se by the server. Note that
values t r ue and f al se are case insensitive.

Configuration Parameters of KeyUsageExt

In the CMS configuration file, the KeyUsageExt module is identified as
<subsystenr. Policy.inpl. KeyUsageExt . cl ass=com net scape. certsrv.
pol i cy. KeyUsageExt , where <subsyst en® is ca or r a (prefix identifying the
subsystem).

In the CMS window, the module is identified as KeyUsageExt . Figure 4-12 shows
how the configurable parameters for the module are displayed in the CMS
window.
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Figure 4-12 Parameters defined in the KeyUsageExt module

% Policy Rule Editor

Palicy Rule 1D |KEyUsageEx‘tFerlierﬁCer{
Palicy Plugin ID: KeyUsageExt

erable [

predicate |HTTP_PARAMS.cer‘tType::client

critical [

digitalSignature I true

nonRepudiation | true

keyEncipherment I true

dataEncipherment I false

keyAgreement I false

kevCertsion | false

crSign I falze

encipherCnly I false

L) el b el 1 1 1l el 1

decipherCnly I false

true means always set this bit, false means don't set this bit,
HTTP_INPUT means get this bit from the HTTP input

OK I Cancel Help

The configuration shown in Figure 4-12 creates a policy rule named

KeyUsageExt For d i ent Cer t, which enforces a rule that the server should set the
key usage extension (di gi t al Si gnat ur e, nonRepudi at i on,and keyEnci pher nent
bits) in client certificates.

Table 4-15 gives details about each of these parameters.

192 iPlanet Certificate Management Server Plug-Ins Guide * September 2002



KeyUsageExt Plug-in Module

Table 4-15 Description of parameters defined in the KeyUsageExt module

Parameter

Description

enabl e

predi cate

critical

digital Si gnature

Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule, the server checks the key usage extension bits specified
in the remaining fields, and adds the extension with those bits to certificates
specified by the pr edi cat e parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the key usage extension-specific bits specified in the policy
configuration and in the enrollment forms.

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you want the
server to mark the extension critical (default). Uncheck the box if you want the
server to mark the extension noncritical.

Specifies whether to set the di gi t al Si gnat ur e bit (or bit 0) of the key usage
extension in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.
= Selectt r ue if you want the server to set the bit (default).
« Selectf al se if you don’t want the server to set the bit.

= Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the di gi t al Si gnat ur e bit and set
the bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.
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Table 4-15 Description of parameters defined in the KeyUsageExt module (Continued)

Parameter

Description

nonRepudi ati on

keyEnci pher ment

dat aEnci pher nent

Specifies whether to set the nonRepudi at i on bit (or bit 1) of the key usage
extension in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the nonRepudi at i on bit and set
the bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

Specifies whether to set the keyEnci pher nent bit (or bit 2) of the key usage
extension in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the keyEnci pher nent bit and set
the bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

Specifies whether to set the dat aEnci pher nent bit (or bit 3) of the key usage
extension in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the dat aEnci pher nent bit and set
the bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

194  iPlanet Certificate Management Server Plug-Ins Guide * September 2002



KeyUsageExt Plug-in Module

Table 4-15 Description of parameters defined in the KeyUsageExt module (Continued)

Parameter

Description

keyAgr eement

keyCertsign

cRLSi gn

Specifies whether to set the key Agr eenent bit (or bit 4) of the key usage extension
in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the key Agr eenment bit and set the
bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

Specifies whether to set the keyCer t Si gn bit (or bit 5) of the key usage extension
in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the keyCer t si gn bit and set the bit
accordingly. If the variable is set to t r ue, the server sets the bit. If the variable
doesn’t exist or if it is set to f al se (or any other value), the server doesn’t set
the bit.

Specifies whether to set the cRLSi gn bit (or bit 6) of the key usage extension in
certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_| NPUT.

Select t r ue if you want the server to set the bit (default).
Select f al se if you don’t want the server to set the bit.

Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the CRLsi gn bit and set the bit
accordingly. If the variable is set to t r ue, the server sets the bit. If the variable
doesn’t exist or if it is set to f al se (or any other value), the server doesn’t set
the bit.
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Table 4-15 Description of parameters defined in the KeyUsageExt module (Continued)

Parameter Description

enci pherOnly Specifies whether to set the enci pher Onl y bit (or bit 7) of the key usage extension
in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.
= Selectt r ue if you want the server to set the bit (default).
= Select f al se if you don’t want the server to set the bit.

= Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the enci pher Onl y bit and set the
bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

deci pher Only Specifies whether to set the deci pher Onl y bit (or bit 8) of the key usage extension
in certificates specified by the pr edi cat e parameter.

Permissible values: t r ue, f al se, or HTTP_I NPUT.
= Selectt r ue if you want the server to set the bit (default).
= Selectf al se if you don’t want the server to set the bit.

= Select HTTP_I NPUT if you want the server to check the certificate request for
the HTTP input variable corresponding to the deci pher Onl y bit and set the
bit accordingly. If the variable is set to t r ue, the server sets the bit. If the
variable doesn’t exist or if it is set to f al se (or any other value), the server
doesn’t set the bit.

CMCertKeyUsageExt Rule

The policy rule named CMCer t KeyUsageExt is an instance of the KeyUsageExt
module. This rule is for setting the appropriate key-usage bits in Certificate
Manager CA signing certificates; see section “CA Signing Key Pair and Certificate”
in Chapter 14, “Managing CMS Keys and Certificates” of CMS Installation and Setup
Guide. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression (pr edi cat e=HTTP_PARAMS. cert Type==ca) ensures
that the rule is applied only to CA signing certificate requests.

= The extension is marked noncritical (to comply with the PKIX
recommendation).
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= The server is configured to set di gi t al Si gnat ur e, nonRepudi at i on,
keyCert si gn, and cRLSi gn bits in CA signing certificates. Notice that the
key-usage bits specified in the default policy rule match the bits specified in the
enrollment form (ManCAEnr ol | . ht nl ) for requesting CA signing certificates
(see Figure 4-13).

Flgure 4- 13 Key usage bit-specific variables in the Certificate Manager enrollment form
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RMCertKeyUsageExt Rule

The policy rule named RMCer t KeyUsageExt is an instance of the KeyUsageExt
module. This rule is for setting the appropriate key-usage bits in Registration
Managers’ signing certificates; see section “Signing Key Pair and Certificate” in
Chapter 14, “Managing CMS Keys and Certificates” of CMS Installation and Setup
Guide. By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression (HTTP_PARAMS. cer t Type==r a) ensures that the rule
is applied only to Registration Manager signing certificate requests.

= The extension is marked noncritical (to comply with the PKIX
recommendation).
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= The server is configured to set di gi t al Si gnat ur e and nonRepudi ati on bits

in Registration Manager signing certificates. Notice that the key-usage bits
specified in the default policy rule match the bits specified in the enroliment
form (ManRAEnNr ol | . ht m ) for requesting Registration Manager signing
certificates (see Figure 4-14).

Figure 4-14 Key usage bit-specific variables in the Registration Manager enrollment form
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ServerCertKeyUsageExt Rule

The policy rule named Ser ver Cer t KeyUsageExt is an instance of the KeyUsageExt

module. This rule is for setting the appropriate key-usage bits in SSL server
certificates. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression (HTTP_PARAMS. cert Type==ser ver ) ensures that the

rule is applied only to SSL server certificate requests.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The server is configured to set di gi t al Si gnat ur e, nonRepudi at i on,
keyEnci pher ment , and dat aEnci pher nent bits in SSL server certificates.

Notice that the key-usage bits specified in the default policy rule match the bits
specified in the enrollment form (ManSer ver Enrol | . ht nl ) for requesting SSL
server certificates (see Figure 4-15).
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Figure 4-15 Key usage bit-specific variables in the SSL server certificate enroliment form
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ClientCertKeyUsageExt Rule

The policy rule named d i ent Cer t KeyUsageExt is an instance of the KeyUsageExt
module. This rule is for setting the appropriate key-usage bits in SSL client
certificates. By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression (HTTP_PARANS. cert Type==cl i ent ) ensures that the
rule is applied only to SSL client certificate requests.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The server is configured to set di gi t al Si gnat ur e, nonRepudi at i on, and
keyEnci pher nent key-usage bits in SSL client certificates.

Notice that the key-usage bits specified in the default policy rule match the bits
specified in the enrollment form for requesting SSL client certificates. Figure 4-16
shows the default directory-based enrollment form for end users with the
information related to the key usage extension variables highlighted—it shows
three of the total number of variables listed in Table 4-14 on page 190. Note that by
default three key-usage bits—di gi t al Si gnat ur e, nonRepudi at i on, and

keyEnci pher nent —are enabled and the remaining bits are disabled.
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Additionally, also notice the HTTP variables for the Netscape certificate type
extension: the values indicate that the certificate is meant for S/MIME and SSL
client authentication use only. (For details on Netscape certificate type extension,
see “NSCertTypeExt Plug-in Module” on page 215.)

Figure 4-16 Key usage extension bits in the directory-based enroliment form
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Keep in mind that for requesting client certificates, there are many enrollment
forms. You may be using a combination of them:

= Certificate-based enrollment forms (Cer t BasedDual Enrol | . ht i,
Cer t BasedEncryptionEnrol | . ht m , or Cert BasedSi ngl eEnrol | . htm)

= Directory-based enrollment form (Di r User Enrol | . ht m)

= Directory- and PIN-based enrollment form (Di r Pi nUser Enrol | . ht n )
< Manual enrollment form (ManUser Enrol | . ht n )

« NIS-based enrollment form (NI SEnrol | . ht )

= Portal enrollment form (Port al Enrol | ment. ht nl)

For details about these forms, see “Enrollment Forms” on page 57.
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Each of these forms embed HTTP input variables (for key-usage bits) that are
considered appropriate for the certificate being requested using that form. If you
want, you may create additional instances of the key usage extension policy, one
each for each client certificate enrollment form and configure these instances as
appropriate. Be sure to use the correct predicate expression to distinguish the
certificates to thus avoid setting incorrect bits.

ObjSignCertKeyUsageExt Rule

The policy rule named bj Si gnCer t KeyUsageExt is an instance of the
KeyUsageExt module. This rule is for setting the appropriate key-usage bits in
object signing certificates. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression
(pr edi cat e=HTTP_PARANB. cert Type==obj Si gnd i ent ) ensures that the rule
is applied to only object signing certificate requests.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The server is configured to set di gi t al Si gnat ur e and keyCert si gn bits in
object-signing certificates. Notice that the key-usage bits specified in the
default policy rule match the bits specified in the enroliment form
(ManObj Si gnEnrol | . ht n) for requesting object-signing certificates (see
Figure 4-17).

Figure 4-17 Key usage extension bits in the object signing certificate enrollment form
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CRLSignCertKeyUsageExt

The policy rule named Cr | Si gnCer t KeyUsageExt is an instance of the
KeyUsageExt module. This rule is for setting the appropriate key-usage bits in a
CRL signing certificate. By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression
(pr edi cat e=HTTP_PARANB. cert Type==caCr | Si gni ng) ensures that the rule is
applied to only CRL signing certificate requests.

= The server is configured to set the cRLSi gn bit in CRL signing certificates.

NameConstraintsExt Plug-in Module

202

The NaneConst r ai nt sExt plug-in module implements the name constraints
extension policy. This policy enables you to configure Certificate Management
System to add the Name Constraints Extension defined in X.509 and PKIX standard
RFC 2459 (see http://ww. i et f.org/rfc/rfc2459.txt) to certificates. The
extension is used in CA certificates to indicate a name space within which subject
names or subject alternative names in subsequent certificates in a certification path
or chain should be located.

Various standards describe how the name constraints extension should be
processed during certificate verification. It’s beyond the scope of this document to
explain this. For general guidelines on setting the name constraints extension in
certificates, see “nameConstraints” on page 354.

The policy implemented in Certificate Management System allows setting of the
name constraints extension in any form as defined in its X.509 definition; the policy
enables you to specify the number of subtrees permitted and excluded in the
extension. It is up to applications to process the extension as described in the
standards.

During installation, Certificate Management System automatically creates an
instance of the name constraints extension policy. See “NameConstraintsExt Rule”
on page 210.
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Configuration Parameters of
NameConstraintsExt

In the CMS configuration file, the NanmeConst r ai nt sExt module is identified as
ca. Policy.inpl.NaneConstrai nt sExt. cl ass=com net scape. certsrv.
pol i cy. NameConst r ai nt sExt .

In the CMS window, the module is identified as NameConst r ai nt sExt . Figure 4-18
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-18 Parameters defined in the NameConstraintsExt module

4 Policy Rule Editor [x]

Policy Rule I0: | MameConsExForCaCert
Policy Plugin ID: NameConstraintsExt

critical [
numPermitedSubtrees [0
numExcludedSubtrees [0

enable v

predicate IHTTP_PARAMS certType==ca

See RFC 2439 sec 4.2.1.11

T — Help

The configuration shown in Figure 4-18 creates a policy rule named
NanmeConsExt For CACer t , which enforces a rule that the server should set the name
constraints extension as a critical extension in CA certificates.

Table 4-16 gives details about each of these parameters.
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Table 4-16 Description of parameters defined in the NameConstraintsExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable
the rule (default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the
server adds the name constraints extension to all certificates specified
by the pr edi cat e parameter.

= If you disable the rule, the server doesn’t add the extension to
certificates; it ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be
applied to all certificate requests, leave the field blank (default). To form a
predicate expression, see section “Using Predicates in Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cer t Type==ca

critical Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you
want the server to mark the extension critical (default). Uncheck the box if
you want the server to mark the extension noncritical.

numPer m tt edSubt r ees Specifies the total number of subtrees to be permitted in the extension.
Note that each permitted subtree has a set of configuration parameters and
you must specify appropriate values for each of these parameters;
otherwise the policy rule will return an error.

You can change the total number of permitted subtrees by changing the
value in this field; there’s no restriction on the total number of permitted
subtrees you can include in the extension. Each set of configuration
parameters is distinguished by <n>, which is an integer derived from the
value you assign in this field. For example, if you set the

nurmPer m t t edSubt r ees parameter to 2, <n> would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no permitted subtrees can be contained in the extension.

= n specifies the total number of permitted subtrees to be included in the
extension; it must be an integer greater than zero. The default value is
8.

Example: 2
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter

Description

nunExcl udedSubt r ees

permi ttedSubtrees<n>.
base. gener al NameChoi ce

Specifies the total number of subtrees to be excluded in the extension. Note
that each excluded subtree has a set of configuration parameters and you
must specify appropriate values for each of these parameters; otherwise
the policy rule will return an error.

You can change the total number of excluded subtrees by changing the
value in this field; there’s no restriction on the total number of excluded
subtrees you can include in the extension. Each set of configuration
parameters is distinguished by <n>, which is an integer derived from the
value you assign in this field. For example, if you set the

nunExcl udedSubt r ees parameter to 2, <n> would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no excluded subtrees can be contained in the extension.

= n specifies the total number of excluded subtrees to be included in the
extension; it must be an integer greater than zero. The default value is
8.

Example: 2

Specifies the general-name type for the permitted subtree you want to
include in the extension.

Permissible values: r f c822Nane, di r ect or yNane, dNSNarre,
edi Part yNane, URI , i PAddr ess, r egi st er edl D, or ot her Nane.

= Selectr f c822Nan® if the subtree is an Internet mail address (default).
= Selectdi r ect or yNane if the subtree is an X.500 directory name.

= Select dNSNarre if the subtree is a DNS name.

= Selectedi Part yNane if the subtree is a EDI party name.

= Select URL if the subtree is a uniform resource locator.

= Selecti PAddr ess if the subtree is an IP address.

= Select O Dif the subtree is an object identifier.

= Select ot her Nane if the subtree is in any other name form.

Example: di r ect or yName
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter Description
permi ttedSubtrees<n>. Specifies the general-name value for the permitted subtree you want to
base. gener al NaneVal ue include in the extension.

Permissible values: Depends on the general-name type you selected in the
pernittedSubtrees<n>. base. gener al NaneChoi ce field.

= If you selected r f c822Nane, the value must be a valid Internet mail
address in the | ocal - part @ormai n format; see the definition of an
r f c822Nane as defined in RFC 822
(http://ww. ietf.org/rfc/rfc0822.txt). You may use upper
and lower case letters in the mail address; no significance is attached to
the case. For example, t est CA@i r oe. com

= If you selected di r ect or yName, the value must be a string form of
X.500 name, similar to the subject name in a certificate, in the RFC 2253
syntax (seehttp://ww i etf.org/rfc/rfc2253.txt). Note that
RFC 2253 replaces RFC 1779. For example, CN=SubCA, OU=Resear ch
Dept, O=SiroeCorp, C=US.

= Ifyou selected dNSNan®, the value must be a valid domain name in the
preferred-name syntax as specified by RFC 1034
(http://ww. ietf.org/rfc/rfcl034.txt). You may use upper
and lower case letters in the domain name; no significance is attached
to the case. Do not use the string “ ”” for the DNS name. Also don’t use
the DNS representation for Internet mail addresses; such identities
should be encoded as r f c822Nane. For example,
t est CA. si roe. com

= If you selected edi Par t yNane, the value must be a IA5String. For
example, Si roe Cor porati on.

= Ifyou selected URL, the value must be a non-relative universal resource
identifier (URI) following the URL syntax and encoding rules specified
in RFC 1738. That is, the name must include both a scheme (for
example, ht t p) and a fully qualified domain name or IP address of the
host. For example, htt p: //t est CA. si roe. com
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter

Description

perm ttedSubtrees<n>.
mn

If you selected i PAddr ess, the value must be a valid IP address (IPv4
or IPv6) specified in the dot-separated numeric component notation.
The syntax for specifying the IP address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in
RFC 791 (http://ww. ietf.org/rfc/rfc0791.txt).IPv4
address must be in the n. n. n. n format; for example, 128. 21. 39. 40.
IPv4 address with netmask must be in the n. n. n. n, m m m mformat.
For example, 128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in
RFC 1884 (http: //ww. i etf.org/rfc/rfcl884. txt), with
netmask separated by a comma. Examples of IPv6 addresses with no
netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3 and FFO1: : 43. Examples of
IPv6 addresses with netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF:
FFFF: FFFF: FFFF: FFFF: FFFF: 255. 255, 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If you selected O D, the value must be a unique, valid OID specified in
dot-separated numeric component notation. Although you can invent
your own OIDs for the purposes of evaluating and testing this server,
in a production environment, you should comply with the 1SO rules for
defining OIDs and for registering subtrees of IDs. See Appendix B,
“Object Identifiers” for information on allocating private OIDs. For
example, 1. 2. 3. 4. 55. 6. 5. 99.

If you selected ot her Name, the value must be the absolute path to the
file that contains the base-64 encoded string of the subtree. For
example,

/opt/ SUNWertsrv/certsrv47/ ext/ nc/ ot hernane. t xt.

Specifies the minimum number of permitted subtrees.

Permissible values: - 1, 0, or n.

- 1 specifies that the field should not be set in the extension.
0 specifies that the minimum number of subtrees is zero (default).

n must be an integer that is greater than zero. It specifies at the most n
subtrees are allowed.

Example: 0
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter

Description

permi ttedSubtrees<n>.
max

excl udedSubt r ees<n>.
base. gener al NameChoi ce

excl udedSubt r ees<n>.
base. gener al NaneVal ue

Specifies the maximum number of permitted subtrees.

Permissible values: - 1, 0, or n.

= -1 specifies that the field should not be set in the extension (default).
= 0 specifies that the maximum number of subtrees is zero.

= n must be an integer that is greater than zero. It specifies at the most n
subtrees are allowed.

Example: 1

Specifies the general-name type for the excluded subtree you want to
include in the extension.

Permissible values: r f c822Name, di r ect or yNane, dNSNane,
edi Part yNane, URL, i PAddr ess, O D, or ot her Nane.

= Selectr f c822Nane if the subtree is an Internet mail address.

= Selectdi rect or yNane if the subtree is an X.500 directory name.
= Select dNSNarre if the subtree is a DNS name.

= Selectedi Part yNane if the subtree is a EDI party name.

= Select URL if the subtree is a uniform resource locator.

= Selecti PAddr ess if the subtree is an IP address.

= Select O Dif the subtree is an object identifier.

= Select ot her Nane if the subtree is in any other name form.
Example: O D

Specifies the general-name value for the excluded subtree you want to
include in the extension.

Permissible values: Depends on the general-name type you selected in the
excl udedSubt r ees<n>. base. gener al NameChoi ce field.

= If you selected r f c822Nane, the value must be a valid Internet mail
address in the | ocal - part @onmai n format; see the definition of an
r f c822Nane as defined in RFC 822
(http://ww. ietf.org/rfc/rfc0822.txt). You may use upper
and lower case letters in the mail address; no significance is attached to
the case. For example, t est CA@i r oe. com
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter

Description

If you selected di r ect or yNane, the value must be a string form of
X.500 name, similar to the subject name in a certificate, in the RFC 2253
syntax (seehttp://ww. i etf.org/rfc/rfc2253.txt). Note that
RFC 2253 replaces RFC 1779. For example, CN=SubCA, OU=Resear ch
Dept, O=Si roe Cor p, C=US.

If you selected dNSNan®, the value must be a valid domain name in the
preferred-name syntax as specified by RFC 1034

(http://ww. ietf.org/rfc/rfcl034.txt). Youmay use upper
and lower case letters in the domain name; no significance is attached
to the case. Do not use the string *“ ”” for the DNS name. Also don’t use
the DNS representation for Internet mail addresses; such identities
should be encoded as r f c822Nane. For example,

t est CA. si roe. com

If you selected edi Par t yNane, the value must be an IA5String. For
example, Si roe Cor porati on.

If you selected URL, the value must be a non-relative universal resource
identifier (URI) following the URL syntax and encoding rules specified
in RFC 1738. That is, the name must include both a scheme (for
example, ht t p) and a fully qualified domain name or IP address of the
host. For example, htt p: //t est CA. si roe. com

If you selected i PAddr ess, the value must be a valid IP address (IPv4
or IPv6) specified in the dot-separated numeric component notation.
The syntax for specifying the IP address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in
RFC 791 (http://ww. ietf.org/rfc/rfc0791.txt).IPv4
address must be in the n. n. n. n format; for example, 128. 21. 39. 40.
IPv4 address with netmask must be in the n. n. n. n, m m m mformat.
For example, 128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in
RFC 1884 (http://www. i etf.org/rfc/rfcl884.txt), with
netmask separated by a comma. Examples of IPv6 addresses with no
netmask are0: 0: 0: 0: 0: 0: 13. 1. 68. 3 and FFO1: : 43. Examples of
IPv6 addresses with netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF:
FFFF: FFFF: FFFF: FFFF: FFFF: 255. 255. 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If you selected O D, the value must be a unique, valid OID specified in
dot-separated numeric component notation. For example,
1.2.3.4.55.6.5.99.
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Table 4-16 Description of parameters defined in the NameConstraintsExt module (Continued)

Parameter

Description

excl udedSubt r ees<n>.

mn

excl udedSubt r ees<n>.

= If you selected ot her Name, the value must be the absolute path to the
file that contains the base-64 encoded string of the subtree. For
example,
/opt/ SUNWertsrv/certsrv47/ ext/ nc/ ot hernane. t xt.

Specifies the minimum number of excluded subtrees.

Permissible values: - 1, 0, or n.

= -1 specifies that the field should not be set in the extension.

= 0 specifies that the minimum number of subtrees is zero (default).

= n must be an integer that is greater than zero. It specifies at the most n
subtrees are allowed.

Example: 0

Specifies the maximum number of excluded subtrees.

max Permissible values: - 1, 0, or n.
= -1 specifies that the field should not be set in the extension (default).
= 0 specifies that the maximum number of subtrees is zero.
= n must be an integer that is greater than zero. It specifies at the most n
subtrees are allowed.
Example: 1
NameConstraintsExt Rule
The policy rule named NaneConst r ai nt sExt is an instance of the
NaneConst r ai nt sExt module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:
= The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.
= The predicate expression is set (pr edi cat e=HTTP_PARANS. cert Type==ca) SO
that the extension gets added to CA certificates only.
= The extension is marked critical (to comply with the PKIX recommendation).
= The total number of permitted subtrees to be contained in the extension is set
to 3 (nunPer i t t edSubt r ees=3).
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« The total number of excluded subtrees to be contained in the extension is set to
3 (nunExcl udedSubt r ees=3).

= The maximum number of permitted subtrees is setto - 1
(permi tt edSubt r ees<n>. max=- 1) and the minimum number of permitted
subtrees is set to 0 (per mi t t edSubt r ees<n>. i n=0).

= The maximum number of excluded subtrees is setto - 1
(excl udedSubt r ees<n>. max=- 1) and the minimum number of excluded
subtrees is set to 0 (excl udedSubt r ees<n>. i n=0).

= The general name type and value fields for each subtree are left blank for you
to select or enter the appropriate values.

For details on individual parameters defined in the rule, see Table 4-16 on

page 204. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

NSCCommentExt Plug-in Module

The NSCConment Ext plug-in module implements the Netscape certificate comment
extension policy. This policy enables you to configure Certificate Management
System to add the Netscape Certificate Comment Extension (see

http://wwmv. net scape. comf eng/ security/ cert-exts. htnl)to certificates. The
extension can be used to include textual comments in certificates. Applications that
are capable of interpreting the comment may display it to a relying party when the
certificate is used or viewed.

For general guidelines on setting the Netscape certificate comment extension, see
“netscape-comment” on page 371.

The Netscape certificate comment extension policy in Certificate Management
System allows you to specify a textual statement or a comment to be included in
certificates. You may choose to directly embed the text in the certificate itself or
point to the file that contains the statement.

During installation, Certificate Management System automatically creates an
instance of the Netscape certificate comment extension policy. See
“NSCCommentExt Rule” on page 214.
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Configuration Parameters of NSCCommentExt

In the CMS configuration file, the NSCComment Ext module is identified as
<subsyst enr. Pol i cy. i npl . NSCConment Ext . cl ass=com net scape.
certsrv. policy. NSCComment Ext , where <subsyst e is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as NSCComment Ext . Figure 4-19
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-19 Parameters defined in the NSCCommentExt module

@ Policy Rule Editor

Palicy Rule ITx |NetscapeCommentExtForChentCart
Policy Plugin IC: MSCCommentExt

enzhle [

predicate |HTTP_PARAMS.ceHTypE==cIiarrt
critical [
oLt Ty e I File ;I

displayText |

commertFils |C WCapolicies\serCartpolicy

Filename relative to cert-instance root

Cancel Help

The configuration shown in Figure 4-19 creates a policy rule named
Net scapeComment Ext For d i ent Cer t, which enforces a rule that the server should
set the Netscape certificate comment extension in client certificates.

Table 4-17 provides details for each of these parameters.
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Table 4-17 Description of parameters defined in the NSCCommentExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server adds
the Netscape certificate comment extension to certificates specified by the
pr edi cat e parameter. If you enable the policy without specifying values in
di spl ayText and comment fil e fields, the server puts an empty string in the
comment extension.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cer t Type==cl i ent

critical Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

i nput Type Specifies whether to embed a textual statement or to include a pointer to file that
contains the textual statement in certificates. The extension value is interpreted
according to the value specified for this parameter.

You should consider putting the textual statement in a file because certain
applications may not have the capability to display the text embedded in certificates.
Also, embedding a textual statement in a certificate increases its size. If you’re using
smart cards for generating and storing certificates, you may not want to embed
textual statements in certificates because on a smart card the memory for a certificate
may be limited.

Permissible values: Text orFi | e.

= Text specifies that the textual statement—the value of the di spl ayText field—
should be inserted in the extension (default).

= Fi | e specifies that the path to the file that contains the textual statement—the
value of the conmrent f i | e field—should be inserted in the extension.

Example: Fil e
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Table 4-17 Description of parameters defined in the NSCCommentExt module (Continued)

Parameter

Description

di spl ayText

commentfile

Specifies the textual statement that should be included in certificates. If you want to
embed a textual statement (for example, your company’s legal notice) in certificates,
then add that statement here. The text you enter here will be displayed to a relying
party when the certificate is used or viewed.

Permissible values: A string with up to 200 characters.

Example: Si roeCorp’s CPS incorp. by reference liab. Itd.
(c)99 SiroeCorp

Specifies the path to the file that contains the textual statement that should be
included in certificates; be sure to include the complete path, including the filename.
Note that the existence of the file is not checked at the time of policy configuration.
The filename will be checked when the policy is applied to a request.

Example: C: \ CApol i ci es\ User Cert pol i cy. t xt

NSCCommentExt Rule

The policy rule named NSCConmment Ext is an instance of the NSCComment Ext
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

The pr edi cat e field is left blank so that the extension gets added to all
certificates.

The extension is marked noncritical.
The textual statement is to be embedded in certificates (i nput Type=Text ).

The di spl ayText and comment fi | e fields are left blank for you to enter the
appropriate information.

For details on individual parameters defined in the rule, see Table 4-17 on

page 213. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.
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NSCertTypeExt Plug-in Module

The NSCer t TypeExt plug-in module implements the Netscape certificate type
extension policy. This policy enables you to configure Certificate Management
System to add the Netscape Certificate Type extension to certificates. The extension
identifies the certificate type—for example, it identifies whether the certificate is a
CA certificate, server SSL certificate, client SSL certificate, object signing certificate,
or S/MIME certificate—and thus enables you to restrict the usage of a certificate to
predetermined purposes.

= |f the extension exists in a certificate, it limits the uses of the certificate to those
specified (it limits the applications for a certificate).

= Ifthe extension is not present, the certificate can be used for all applications
except object signing.

The Netscape certificate type extension is a string of boolean bit-flags, each bit
identifying the purpose for which a certificate to be used. Table 4-18 lists the bits
and their designated purposes. The extension has no default value.

Table 4-18 Netscape certificate type extension bits and designated purposes

Bit Purpose Description

0 SSL Client Specifies that the certificate can be used by clients for authentication
during SSL connections.

1 SSL Server Specifies that the certificate can be used by servers for authentication
during SSL connections.

2 S/MIME Specifies that the certificate can be used to send secure email
messages.

3 Object Signing Specifies that the certificate can be used for signing objects such as
Java applets and plug-ins.

4 Reserved This bit is reserved for future use.

5 SSL CA Specifies that the certificate can be used by a CA to issue certificates
for SSL connections.

6 S/MIME CA Specifies that the certificate can be used by a CA to issue certificates
for secure email.

7 Object Signing CA Specifies that the certificate can be used by a CA to issue certificates

for object signing.
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The Netscape certificate type extension policy has been implemented in such a way
that it enables you to set the appropriate certificate-type bits for certificates being
issued by Certificate Management System. This way, you can restrict the purposes
for which a certificate should be used by adding the extension, with the
appropriate bits set, to the certificate at the time of issuance. For example, if you
want to restrict a certificate to be used for SSL client authentication only, when
issuing the certificate you would add the Netscape certificate type extension to the
certificate with ssl _cl i ent (bit 0) set. For general guidelines on setting the
Netscape certificate type extension, see “netscape-cert-type” on page 370.

In the current implementation, you can specify whether to add the extension to
certificates on the server side and which bits in the extension are to be set on the
client side—you specify whether to add the extension by enabling the Netscape
certificate type extension policy and which bits are to be set by adding the
appropriate HTTP variables to the enrollment forms.

Bits set in the Netscape certificate type extension are formed from pre-defined
input variables that you can embed as hidden values in the default enrollment
forms (see “Enrollment Forms” on page 57). Table 4-19 lists the HTTP input
variables that correspond to Netscape certificate type extension bits.

Table 4-19 HTTP input variables for Netscape certificate type extension bits

HTTP input variable Netscape certificate type extension bit
ssl_client SSL Client (bit 0)
ssl_server SSL Server (bit 1)
email S/MIME (bit 2)
object_signing Obiject Signing (bit 3)
Reserved for future use (bit 4)
ssl_ca SSL CA (bit 5)
email_ca S/MIME CA (bit 6)
object_signing_ca Object Signing CA (bit 7)

During installation, Certificate Management System automatically creates an
instance of the Netscape certificate type extension policy for the various types of
certificates that you may want the server to issue. See “NSCertTypeExt Rule” on
page 220.
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Additionally, the default enrollment forms—the directory-based, directory- and
PIN-based, manual, Kerberos server-based, and NIS server-based enroliment
forms—for various types of certificates also include the appropriate HTTP input
variables corresponding to Netscape certificate type extension bits. For details
about these forms, see “Enrollment Forms” on page 57.

Figure 4-20 shows the default directory-based enrollment form for end users with
HTTP input variables specific to Netscape certificate type extension highlighted; it
shows two of the total number of variables listed in Table 4-19, ssl _cl i ent and
emai | , indicating that these bits be set in certificates requested using this form.

Figure 4-20 Netscape certificate type extension-specific variables in enrollment forms

YIM = fexport/ams/bin/certweb/ee/DirUserEnral 1. htral
Window Edit Options Help

<font size="-1" face="PrimaSans BT, Verdana, Arial, Helvetica, sans—serif":Pas|+
sword: < font>
divy
tdr
<td valign="TOP"»
f<énput type="PASSWORD" name="pwd" AutoComplete=off size="30":
oftdy
<ftry
<tre
ey
</tabler

<table border="0" width="100%" cellspacing="2" cellpadding="2">
<tre

<td valign="TOP"»

'— for Net

<— for Key lsa —
<input type="HIDDEN" name="digital_signature" value=true>
<input type="HIDDEN" name="non_repudiation” value=true:
sinnnt tuna="HTRNFN" name="kaw ancinharmant” walie=stries

Note that the default enrollment forms embed variables that are considered
appropriate for the type of certificate, such as client, server, or CA, that can be
requested using the form. For example, the server enrollment form embeds the
ssl _server variable, whereas the subordinate CA (Certificate Manager)
enrollment form embeds the ssl _cl i ent,email ca,ssl _caand

obj ect _si gni ng_ca variables.

In general, the forms are set up so that you don’t have to make any modifications.
However, if there is a need to modify the bit settings, be sure to add or remove the
corresponding variable. Also, when adding a new variable, make sure that the
HTML input format is as follows:

<i nput type="H DDEN' val ue="true" nane="vari abl e_nane">
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where vari abl e_name can be any of the variables listed in Table 4-19.

Configuration Parameters of NSCertTypeExt

In the CMS configuration file, the NSCer t TypeExt module is identified as
<subsystenr. Policy.inpl.NSCert TypeExt. cl ass=com net scape.
certsrv. policy. NSCert TypeExt , where <subsyst en is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as NSCer t TypeExt . Figure 4-21
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-21 Parameters defined in the NSCertTypeExt module

% Policy Rule Editor

Palicy Rule 1D |NetscapeCer‘tTypeEx‘tFanlierﬁCer{
Palicy Plugin ID: MSCerTypeExt

enable W
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setDefaultBits v

Rules describing when this policy should run.

QK Cancel Help

The configuration shown in Figure 4-21 creates a policy rule named
Net scapeCert TypeExt For d i ent Cer t , which enforces a rule that the server
should set the Netscape certificate type extension in client certificates.

Table 4-20 gives details about each of these parameters.
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Table 4-20 Description of parameters defined in the NSCertTypeExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule, be sure to review the enroliment forms for Netscape
certificate type extension-specific variables and to set the remaining parameters of
this policy correctly. If the bits are unspecified in the enrollment form, the server
checks the value assigned to the set Def aul t Bi t s parameter. If it is unchecked
(false), the server does not set the extension.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the Netscape certificate type extension-specific HTTP input values in the
certificate request and the status of the set Def aul t Bi t s parameter.

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cer t Type==cl i ent

setDefaul t Bits  Specifies whether to set the Netscape certificate type extension with default bits in
certificates specified by the predicate expression.

= Check the box the if you want the server to add the extension, with default bits, to
certificates. If you check the box and if no bits are requested from the HTTP input,
the server adds the Netscape certificate type extension to certificates with the
following bits set:
-ssl client (bit0)
-emai | (bit2)

= Uncheck the box if you don’t want the server to add the extension with default
bits. If you uncheck the box and if no bits are requested from the HTTP input, the
server does not add the extension to certificates.
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NSCertTypeExt Rule

The policy rule named NSCer t TypeExt is an instance of the NSCer t TypeExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The ruleis enabled.

= The predicate expression is set so that the extension gets added to all
certificates except the ones issued to routers
(pr edi cat e=HTTP_PARANB. cert Type! =CEP- Request ).

= The server sets the default bits if the bits are unspecified in the enroliment
form.

For details on individual parameters defined in the rule, see Table 4-20 on

page 219. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

OCSPNoCheckExt Plug-in Module

220

The OCSPNoCheckExt plug-in module implements the OCSP no check extension
policy. This policy enables you to configure Certificate Management System to add
the OCSP No Check Extension defined in X.509 and PKIX standard RFC 2560 (see
http://ww ietf.org/rfc/rfc2560.txt)to certificates. The extension, which
should be used in OCSP responder certificates only, indicates how
OCSP-compliant applications can verify the revocation status of the certificate an
authorized OCSP responder uses to sign OCSP responses.

The online certificate status protocol (OCSP) enables OCSP-compliant applications
to determine the revocation status of a certificate being validated. Certificate
Management System supports the OCSP service—you can configure a Certificate
Manager to publish CRLs to an online validation authority, also called OCSP
responder (see Chapter 21, “Setting Up an OCSP Responder” of CMS Installation
and Setup Guide). If you configure Certificate Management System to work with an
OCSP responder, OCSP-compliant applications in your PKI setup will be able to do
real-time verification of certificates by querying the OCSP responder for their
revocation status. Note that these applications will be able to query the OCSP
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responder only if the certificate being validated includes the authority information
access extension indicating the location of the OCSP responder; for information on
adding this extension to certificates, see “AuthinfoAccessExt Plug-in Module” on
page 136.

When queried by an application on the status of a certificate, the OCSP responder
sends a digitally signed response. For the signature, the responder uses the key
pair designated for signing OCSP responses. Usually, the CA issues an OCSP
responder certificate to the responder, which enables applications to identify it as a
CA-designated responder. The CA issues this certificate with an extended key
usage extension with a unique value, which indicates that the key associated with
the certificate can be used for signing OCSP responses. For details on this
extension, see “OCSPSigningExt Rule” on page 176.

When an OCSP-compliant application receives a signhed response, as a part of
validating the signature, the application needs to verify that the responder’s
certificate has not been revoked. RFC 2560 recommends three ways in which a CA
may indicate the revocation status of an OCSP responder certificate. One of them is
that the CA issue the OCSP responder a certificate with the OCSP no check
extension, which indicates that the certificate can be trusted by the clients for its
lifetime. The OCSP no check policy of Certificate Management System implements
this method and enables you to set the OCSP no check extension in OCSP
responder certificates.

Because OCSP-compliant applications don’t check for the revocation status of the
OCSP responder certificate (containing the OCSP no check extension), when
issuing these types of certificates, you should consider issuing them with a short
validity period (and renew them frequently). Note that the OCSP no check
extension policy only adds the extension to a certificate; it doesn’t control the
validity period of the certificate. If you want to limit the validity period of these
certificates to a short period, you should consider creating an instance of the

Val i di t yConst r ai nt s module with the appropriate configuration, for example,
set the predicate parameter to HTTP_PARANS. cer t Type=ocspResponder . For
details, see “ValidityConstraints Plug-in Module” on page 124. If you have agent
privileges, you can also specify the required validity period when approving the
OCSP responder certificate request in the request queue; the enrollment process for
an OCSP responder certificate is manual, and the request gets queued for agent
approval.

Before configuring the server to add the OCSP no check extension to OCSP
responder certificates, read the general guidelines provided in “OCSPNocheck” on
page 354.
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222

During installation, Certificate Management System automatically creates an
instance of the OCSP no check extension policy. See “OCSPNoCheckExt Rule” on
page 223.

Configuration Parameters of OCSPNoCheckExt

In the CMS configuration file, the OCSPNoCheckExt module is identified as
<subsystenm. Pol i cy. i npl . OCCSPNoCheckExt . cl ass=com net scape.
certsrv. policy. OCSPNoCheckExt , where <subsyst en is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as OCSPNoCheckExt . Figure 4-22
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-22 Parameters defined in the OCSPNoCheckExt module
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enable [
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critical [
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The configuration shown in Figure 4-22 creates a policy rule named
OCSPNoCheckExt For Responder Cer t , which enforces a rule that the server should
set the OCSP no check extension in OCSP responder certificates only.

Table 4-21 provides details for each of these parameters.
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Table 4-21 Description of parameters defined in the OCSPNoCheckExt module

Parameter Description
enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.
= If you enable the rule and set the remaining parameters correctly, the server adds
the OCSP no check extension to certificates specified by the pr edi cat e
parameter.
= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.
Example: HTTP_PARAMS. cer t Type==ocspResponder
critical Specifies whether the extension should be marked critical or noncritical in certificates

specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

OCSPNoCheckExt Rule

The policy rule named OCSPNoCheckExt is an instance of the OCSPNoCheckExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

The rule is enabled.

The predicate expression is set
(pr edi cat e=HTTP_PARAMS. cert Type==ocspResponder ) so that the extension
gets added to OCSP responder certificates only.

The extension is marked noncritical (to comply with the PKIX
recommendation).

For details on individual parameters defined in the rule, see Table 4-21 on

page 223. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.
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The Pol i cyConst rai nt sExt plug-in module implements the policy constraints
extension policy. This policy enables you to configure Certificate Management
System to add the Policy Constraints Extension defined in X.509 and PKIX standard
RFC 2459 (see http://ww. i etf.org/rfc/rfc2459.txt) to certificates. The
extension, which can be used in CA certificates only, constrains path validation in
two ways—either to prohibit policy mapping or to require that each certificate in a
path contain an acceptable policy identifier.

The policy constraints extension policy in Certificate Management System allows
setting of the policy constraints extension as defined in its X.509 definition. The
policy allows you to specify both, r equi r eExpl i ci t Pol i cy and

i nhi bi t Pol i cyMappi ng fields. PKIX standard requires that, if present in a CA
certificate, the extension must never consist of a null sequence. At least one of the
two specified fields must be present. Before configuring the server to add the
policy constraints extension to certificates, read the general guidelines provided in
“policyConstraints” on page 355.

During installation, Certificate Management System automatically creates an
instance of the policy constraints extension policy. See “PolicyConstraintsExt Rule”
on page 227.

Configuration Parameters of
PolicyConstraintsExt

In the CMS configuration file, the Pol i cyConstrai nt sExt module is identified as
ca. Policy.inpl.PolicyConstraintsExt.class=com netscape.certsrv.
policy. Pol i cyConstrai nt sExt .

In the CMS window, the module is identified as Pol i cyConst r ai nt sExt . Figure
4-23 shows how the configurable parameters for the module are displayed in the
CMS window.
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Figure 4-23 Parameters defined in the PolicyConstraintsExt module

% Policy Rule Editor [ %]

Policy Rule I0: |PDI\cyConsE>dForCACer‘t
Policy Plugin ID: PolicyConstrairtsExt

enable [

predicate |HTTP_PARAMS cetType==ca

criical [

regExplicitPolicy | -1

inkikitPalicyMapping -1

Mumber of addional ceificates that may appear in the path
hefore policy mapping is no longer permitted. If less than O this
figl is unset in the extension.

(04 Cancel Helgp

The configuration shown in Figure 4-23 creates a policy rule named
Pol i cyConsExt For CACert , which enforces a rule that the server should set the
policy constraints extension in CA certificates only.

Table 4-22 gives details about each of these parameters.

Table 4-22 Description of parameters defined in the PolicyConstraintsExt module

Parameter Description
enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.
= If you enable the rule and set the remaining parameters correctly, the server adds
the policy constraints extension to certificates specified by the pr edi cat e
parameter.
= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
predi cate Specifies the predicate expression for this rule. If you want this rule to be applied to

all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca
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Table 4-22 Description of parameters defined in the PolicyConstraintsExt module (Continued)

Parameter

Description

critical

reqExplicit
Pol i cy

i nhi bi tPolicy
Mappi ng

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

Specifies the total number of certificates permitted in the path before an explicit
policy is required—that is, the number of CA certificates that can be chained below
(subordinate to) the subordinate CA certificate being issued before an acceptable
policy is required.

Note that the number you specify affects the number of CA certificates to be used
during certificate validation. The chain starts with the end-entity certificate being
validated and moving up the chain. (The parameter has no effect if the extension is set
in end-entity certificates.)

Permissible values: - 1, 0, or n.
= -1 specifies that the field should not be set in the extension (default).

= 0 specifies that no subordinate CA certificates are permitted in the path before an
explicit policy is required.

= n must be an integer that is greater than zero. It specifies at the most n
subordinate CA certificates are allowed in the path before an explicit policy is
required.

Example: 1

Specifies the total number of certificates permitted in the path before policy mapping
is no longer permitted.

Permissible values: - 1, 0, or n.
= -1 specifies that the field should not be set in the extension (default).

= 0 specifies that no subordinate CA certificates are permitted in the path before
policy mapping is no longer permitted.

= n must be an integer that is greater than zero. It specifies at the most n
subordinate CA certificates are allowed in the path before policy mapping is no
longer permitted. For example, a value of one indicates that policy mapping may
be processed in certificates issued by the subject of this certificate, but not in
additional certificates in the path.

Example: - 1

226 iPlanet Certificate Management Server Plug-Ins Guide ¢ September 2002



PolicyMappingsExt Plug-in Module

PolicyConstraintsExt Rule

The policy rule named Pol i cyConst r ai nt sExt is an instance of the
Pol i cyConst rai nt sExt module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

= The rule is disabled; for the rule to be effective, it must be enabled and
configured appropriately.

= The predicate expression is set (pr edi cat e=HTTP_PARANS. cert Type==ca) SO
that the extension gets added to CA certificates only. PKIX and Federal PKI
standards recommend that CA certificates must have this extension and
end-entity certificates should have this extension.

= The extension is marked noncritical.

< No subordinate CA certificates are permitted in the path before an explicit
policy is required (r eqExpl i ci t Pol i cy=0).

e Thei nhi bi t Pol i cyMappi ng field is not set in the extension.

For details on individual parameters defined in the rule, see Table 4-22 on

page 225. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

PolicyMappingsExt Plug-in Module

The Pol i cyMappi ngsExt plug-in module implements the policy mappings
extension policy. This policy enables you to configure Certificate Management
System to add the Policy Mappings Extension defined in X.509 and PKIX standard
RFC 2459 (see http: //ww. i et f. org/rfc/rfc2459.txt) to certificates. The
extension lists one or more pairs of OIDs, each pair identifying two policy
statements of two CAs. The pairing indicates that the corresponding policies of one
CA are equivalent to policies of another CA. The extension may be useful in the
context of cross-certification.

The PKIX standard suggests that the extension must be marked noncritical and
may be supported by CAs and/or applications. If supported, the extension is to be
included in CA certificates only. Before configuring the server to add the policy
mappings extension to certificates, read the general guidelines provided in
“policyMappings” on page 356.
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The policy mappings extension policy in Certificate Management System allows
setting of the policy mappings extension as defined in its X.509 definition. The
policy allows you to map policy statements of one CA to that of another by pairing
the OIDs assigned to their policy statements. (For information on OIDs, see
Appendix B, “Object Identifiers.”) For information on certificate policies, see
“CertificatePoliciesExt Plug-in Module” on page 151.)

Each pair is defined by two parameters, i ssuer Donai nPol i cy and

subj ect Domai nPol i cy. The pairing indicates that the issuing CA considers the

i ssuer Domai nPol i cy equivalent to the subj ect Donmai nPol i cy of the subject CA.
The issuing CA’s users may accept an i ssuer Domai nPol i cy for certain
applications. The policy mapping tells these users which policies associated with
the subject CA are equivalent to the policy they accept.

During installation, Certificate Management System automatically creates an
instance of the policy mappings extension policy. See “PolicyMappingsExt Rule”
on page 231.

Configuration Parameters of PolicyMappingsExt

In the CMS configuration file, the Pol i cyMappi ngsExt module is identified as
ca. Policy.inpl.PolicyMappi ngsExt. cl ass=com net scape. certsrv.
policy. Pol i cyMappi ngsExt .

In the CMS window, the module is identified as Pol i cyMappi ngsExt . Figure 4-24
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-24 Parameters defined in the PolicyMappingsExt module

Palicy Rule 1D: |PnlicyMapE>anrCACert

Policy Plugin ID: PolicyhappingsExt

enable v

predicate |HTTP_PARAMS.cer‘tType==ca

critical [

numPalicybappings |1

policyMap0.izsusrDomainPolicy |1 2345

policyhapl.subjectDomainPolicy |B.?.8.9.1 [ul

An object identifier inthe form nnann
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The configuration shown in Figure 4-24 creates a policy rule named
Pol i cyMapExt For CACert , which enforces a rule that the server should set the
policy mappings extension in CA certificates only.

Table 4-23 provides details for each of these parameters.

Table 4-23 Description of parameters defined in the PolicyMappingsExt module

Parameter

Description

enabl e

predi cate

critical

Specifies whether the rule is enabled or disabled. Check the box to enable the
rule. Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the
server adds the policy mappings extension to certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server does not add the extension to certificates;
it ignores the values in the remaining fields.

Specifies the predicate expression for this rule. If you want this rule to be
applied to all certificate requests, leave the field blank (default). To form a
predicate expression, see section “Using Predicates in Policy Rules” in Chapter
18, “Setting Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca

Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you want
the server to mark the extension critical. Uncheck the box if you want the
server to mark the extension noncritical (default).

Chapter 4  Certificate Extension Plug-in Modules 229



PolicyMappingsExt Plug-in Module

Table 4-23 Description of parameters defined in the PolicyMappingsExt module (Continued)

Parameter Description

nurPol i cyMappi ngs Specifies the total number of policy mapping (pairs) to be contained or allowed
in the extension. Note that each policy mapping represents a pair of
policies—specified by pol i cyMap<n>. i ssuer Dormai nPol i cy and
pol i cyMap<n>. subj ect Domai nPol i cy—and each policy in the pair
belongs to a specific CA.

You can change the total number of policy pairs by changing the value
assigned to this parameter; there’s no restriction on the total number of policy
pairs you can include in the extension. Each pair is distinguished by <n>,
which is an integer derived from the value you assign in this field. For
example, if you set the nunPol i cyMappi ngs parameter to 2, <n> would be 0
and 1.

Permissible values: 0 or n.
= 0 specifies that no policy pairs can be contained in the extension.

= n specifies the total number of policy pairs to be included in the extension;
it must be a integer greater than zero. The default value is 1.

Example: 2
pol i cyMap<n>. Specifies the OID assigned to the policy statement<n> of the issuing CA that
i ssuer Domai nPol i cy you want to map with the policy statement of another CA.

Permissible values: Any valid OID specified in dot-separated numeric
component notation (see the example). The OID that you specify should be in
the registered subtree of IDs reserved for your company’s use. Although you
can invent your own OIDs for the purposes of evaluating and testing this
server, in a production environment, you should comply with the ISO rules for
defining OIDs and for registering subtrees of IDs. See Appendix B, “Object
Identifiers” for information on allocating private OIDs.

Example: 1. 2. 3. 4.5

pol i cyMap<n>. Specifies the OID assigned to the policy statement<n> of the subject CA that
subj ect Donmai nPol i cy  corresponds to the policy statement of the issuing CA.

Permissible values: Any valid OID specified in dot-separated numeric
component notation (see the example).

Example: 6. 7. 8. 9. 10
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PolicyMappingsExt Rule

The rule named Pol i cyMappi ngsExt is an instance of the Pol i cyMappi ngsExt
module. Certificate Management System automatically creates this rule during
installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is set (pr edi cat e=HTTP_PARANS. cert Type==ca) SO
that the extension gets added to CA certificates only.

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The number of policy mappings is set to 1 (nunPol i cyMappi ngs=1) indicating
that a pair of policies are to be mapped.

= The fields for entering the OIDs for policies that are to be mapped are left blank
for you to enter the appropriate values.

For details on individual parameters defined in the rule, see Table 4-23 on

page 229. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

PrivateKeyUsagePeriodExt Plug-in Module

The Pri vat eKeyUsagePer i odExt plug-in module implements the private key
usage period extension policy. This policy enables you to configure Certificate
Management System to add the Private Key Usage Period Extension defined in X.509
and PKIX standard RFC 2459 (see http: //ww. i et f.org/rfc/rfc2459. txt)to
certificates. The extension allows the certificate issuer to specify a different validity
period for the private key than the one specified for the corresponding certificate.
The extension is intended for use with digital signature keys.

The PKIX standard recommends against the use of this extension. The standard
also recommends that CAs conforming to the standard must not generate
certificates with private key usage period extensions that are marked critical. For
general guidelines on setting this extension in certificates, see
“privateKeyUsagePeriod” on page 357.
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The private key usage period extension policy in Certificate Management System
allows setting of the private key usage period extension as defined in its X.509
definition. The policy enables you to specify values for the not Bef or e and

not Af t er components. When included in a certificate, the not Bef or e and

not Af t er components define the time before and after which the private key
associated with the certificate should not be used to sign objects.

Configuration Parameters of
PrivateKeyUsagePeriodExt

In the CMS configuration file, the Pri vat eKeyUsagePer i odExt module is
identified as <subsyst en®. Pol i cy. i npl . Pri vat eKeyUsagePer i odExt . cl ass=
com net scape. certsrv. policy. Privat eKeyUsagePer i odExt , where
<subsyst enp is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as Pri vat eKeyUsagePer i odExt .
Figure 4-25 shows how the configurable parameters for the module are displayed
in the CMS window.

Figure 4-25 Parameters defined in the PrivateKeyUsagePeriodExt module

% Policy Rule Editor

Palicy Rule 1D |PrivKeyUsagePrdE)anrClierﬂCert
Palicy Plugin D PrivatekeyUsagePeriocExt

enable v

predicate IHTTPiPARAMS cenType==client

critical [

notBiefore | 03/30/2000

natAfter [09/26/2000

Rules describing when this policy should run.

OK I Cancel Help

The configuration shown in Figure 4-25 creates a policy rule named
Pri vKeyUsagePr dExt For d i ent Cer t, which enforces a rule that the server should
set the private key usage period extension in client certificates.
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Table 4-24 provides details for each of these parameters.

Table 4-24 Description of parameters defined in the PrivateKeyUsagePeriodExt module

Parameter

Description

enabl e

predi cate

critical

not Bef or e

not Aft er

Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server adds
the private key usage period extension to certificates specified by the pr edi cat e
parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.

Specifies the predicate expression for this rule. If you want this rule to be applied to
all certificate requests, leave the field blank (default). To form a predicate expression,
see section “Using Predicates in Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

Specifies whether the extension should be marked critical or noncritical in certificates
specified by the pr edi cat e parameter. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the extension
noncritical (default).

Specifies the date on which the validity period for the private key associated with the
certificate begins.

Permissible values: A valid date specified in the MM DY YYYY format.
Example: 12/ 25/ 2000

Specifies the date on which the validity period for the private key associated with the
certificate ends.

Permissible values: A valid date specified in the MM DIY YYYY format.
Example: 12/ 25/ 2001

RemoveBasicConstraintsExt Plug-in Module

The RenpveBasi cConst r ai nt sExt plug-in module implements the remove basic
constraints extension policy. This policy, if enabled, can detect the presence of Basic
Constraints extension in a certificate request and remove it. For details about the
Basic Constraints extension, see “BasicConstraintsExt Plug-in Module” on

page 147.
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The policy can be useful in certain enrollment scenarios. For example, enrollment
requests from customized clients that can generate CRMF requests can include
extensions, including the Basic Constraints extension, and the policy can detect the
presence of the Basic Constraints extension and remove it.

Configuration Parameters of
RemoveBasicConstraintsExt

In the CMS configuration file, the RenoveBasi cConst r ai nt sExt module is
identified as ca. Pol i cy. i npl . RenoveBasi cConst r ai nt sExt . cl ass=
com net scape. certsrv. policy. RenoveBasi cConstrai nt sExt.

In the CMS window, the module is identified as RenoveBasi cConst r ai nt SExt .
Figure 4-26 shows how the configurable parameters for the module are displayed
in the CMS window.

Figure 4-26 Parameters defined in the RemoveBasicConstraintsExt module

4 Policy Rule Editor

Palicy Rule 1D |REmnveBasicCnns‘trairﬂsE)anrCliardCer‘ts
Falicy Plugin I RemoveBasicConstraintsExt

enahle v

predicate |HTTP_PARAMS.certType==chem

Rules describing when this policy should run.

OK Cancel | i Help I

The configuration shown in Figure 4-26 creates a policy rule named
RenoveBasi cConst r ai nt sExt For O i ent Cert s, which enforces a rule that the
Basic Constraints extension be removed from all client certificate requests.

Table 4-25 provides details for each of these parameters.
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Table 4-25 Description of parameters defined in the RemoveBasicConstraintsExt module

Parameter

Description

enabl e

predi cate

Specifies whether the rule is enabled or disabled. Check the box to enable the
rule (default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server
checks certificate requests for Basic Constraints extension and removes it.

= If you disable the rule, the server does not check the requests for Basic
Constraints extension; it ignores the values in the remaining fields.

Specifies the predicate expression for this rule. If you want this rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==cl i ent

SubjectAltNameExt Plug-in Module

The Subj ect Al t NameExt plug-in module implements the subject alternative name
policy. This policy enables you to configure Certificate Management System to add
the Subject Alternative Name Extension defined in X.509 and PKIX standard RFC
2459 (see http://ww i etf.org/rfc/rfc2459.txt) to certificates. The extension
enables you to bind additional identities—such as Internet electronic mail address,
a DNS name, an IP address, and a uniform resource indicator (URI)—to the subject
of the certificate.

The standard suggests that if the certificate subject field contains an empty
sequence, then the subject alternative name extension must contain the subject’s
alternative name and that the extension be marked critical. For general guidelines
on setting the subject alternate name extension in certificates, see
“subjectAltName” on page 358.

The subject alternative name extension policy in Certificate Management System
enables you to include values of certificate-request attributes in the extension. You
can include any number of attributes as long as the attribute values conform to any
of the supported general-name forms: rfc822Name, X.500 directory name, DNS
name, EDI party name, URL, IP address, object identifier, and Other name.
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Attributes in a certificate request are filled in by servlets from the HTTP input
forms used for request submission. Some attributes, such as passwords typed in
the form are not stored in the request. Other attributes regarding the end entity,
such as the user ID, are set on the request after successful authentication. The
servlets can also set additional attributes related to the certificate content on the
request; for example, in automated-enrollment methods, some attributes may be
read from the authentication directory and set in the request as authenticated
attributes.

If you’re using any of the directory-based authentication methods, you can
configure Certificate Management System to retrieve values for any string and byte
attributes from the directory and set them in the certificate request during
authentication—you specify these attributes by entering them in the

| dapStringAttributes and | dapByt eAttri butes fields defined in the
automated enrollment modules. For more information, see Table 1-2 on page 28,
Table 1-3 on page 32, and Table 1-4 on page 40.

Note that all data related to an end entity is gathered at the servlet level and set on
the request before the request is passed to the policy subsystem.

In general, you can configure which attributes should or shouldn’t be stored in the
request; for example, you can exclude sensitive attributes such as passwords from
getting stored in the request with the help of the parameter named

dont SaveHt t pPar ans defined in the CMS configuration file. For details on using
this parameter, see the description for HTTP_PARANS in section “JavaScript Used By
All Interfaces” of CMS Customization Guide. You can also distinguish the attributes
based on their origin—that is, whether they originated from the enrollment form or
where added to the request during the authentication process. Authenticated
attributes have AUTH_TOKEN as prefix (for example, AUTH_TOKEN. mai | ) and
non-authenticated attributes such as the ones that come from the HTTP input have
HTTP_PARANS as prefix (for example, HTTP_PARAMS. csr Request or Emai | ).

If enabled, the subject alternative extension policy checks the certificate request for
configured attributes. If the request contains an attribute, the policy reads its value
and sets it in the extension. This way, the extension that gets to added to certificates
contains all the configured attributes.

During installation, Certificate Management System automatically creates an
instance of the subject alternative name extension policy. See “SubjectAltNameExt
Rule” on page 240.
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Configuration Parameters of SubjectAltNameExt

In the CMS configuration file, the Subj ect Al t NameExt module is identified as
<subsyst enr. Pol i cy.inpl. Subj ect Al t NaneExt . cl ass=com net scape.
certsrv. policy. Subj ect Al t NameExt , where <subsyst enr is ca or r a (prefix
identifying the subsystem).

In the CMS window, the module is identified as Subj ect Al t NameExt . Figure 4-27
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 4-27 Parameters defined in the SubjectAltNameExt module

Policy Rule I0: |SubAHNameExtForClierdCer1
Policy Plugin I SubjectafthlameE:xt

enable [ —

predicate |HTTP_PARAMS.certTypa==c\ient
critical [~

numGeneraliames [1

generalMamel regquestattr IAUTHiTOKEN.maiI

generalMamed.generalNameChoice | rfcazZ2Mame =l =

Request attribute name. The value of the request attribute will be used to form
& General Mame inthe Subject Aternative Name extension.

Cancel Help

The configuration shown in Figure 4-27 creates a policy rule named

SubAl t NameExt For d i ent Cer t, which enforces a rule that the alternative name of
the certificate’s subject must be derived from the mai | attribute of subject’s entry in
the authentication directory and that the server should set the subject alternative
name extension only in client certificates.

Table 4-26 provides details for each of these parameters.
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Table 4-26 Description of parameters defined in the SubjectAltNameExt module

Parameter Description
enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the
rule (default). Uncheck the box to disable the rule.
= If you enable the rule and set the remaining parameters correctly, the server
adds the subject alternative name extension to certificates specified by the
pr edi cat e parameter.
= Ifyou disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
predi cate Specifies the predicate expression for this rule. If you want this rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.
Example: HTTP_PARANS. cert Type==cl i ent
critical Specifies whether the extension should be marked critical or noncritical in

nunmCGener al Nanes

certificates specified by the pr edi cat e parameter. Check the box if you want
the server to mark the extension critical. Uncheck the box if you want the server
to mark the extension noncritical (default).

Specifies the total number of alternative names or identities permitted in the
extension. Note that each name has a set of configuration

parameters—gener al Name<n>. request Attr and

gener al Nane<n>. gener al NaneChoi ce—and you must specify appropriate
values for each of those parameters; otherwise the policy rule will return an
error.

You can change the total number of identities by changing the value of this
parameter; there’s no restriction on the total number of identities you can
include in the extension. Each set of configuration parameters is distinguished
by <n>, which is an integer derived from the value you assign in this field. For
example, if you set the nuntzener al Names parameter to 2, <n>would be 0 and
1.

Permissible values: 0 or n.
= 0 specifies that no identities can be contained in the extension.

= n specifies the total number of identities to be included in the extension; it
must be an integer greater than zero. The default value is 8.

Example: 2
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Table 4-26 Description of parameters defined in the SubjectAltNameExt module (Continued)

Parameter

Description

gener al Nane<n>.
requestAttr

gener al Nane<n>.
gener al NameChoi ce

Specifies the request attribute whose value is to be included in the extension. The
attribute value must conform to any of the supported general-name types
(specified by the gener al Name<n>. gener al NaneChoi ce parameter). If the
server finds the attribute in the request, it sets the attribute value in the extension
and then adds the extension to certificates specified by the pr edi cat e
parameter. If you specify multiple attributes and if none of the attributes are
present in the request, the server does not add the subject alternative name
extension to certificates.

Permissible values: A request attribute included in the certificate request.
Example: AUTH_TOKEN. nai |
Specifies the general-name type for the request attribute.

Permissible values: r f c822Nane, di r ect or yName, dNSNarre,
edi Part yName, URL, i PAddr ess, O D, or ot her Nane.

= Selectr f c822Nane if the request-attribute value is an Internet mail address
inthel ocal - part @onai n format (default). For example,
j doe@i roe. com

= Selectdi rect or yNane if the request-attribute value is an X.500 directory
name, similar to the subject name in a certificate. For example,
CN=Jane Doe, OU=Sal es Dept, O=Siroe Corp, C=US.

= Select dNSNane if the request-attribute value is a DNS name. For example,
corpDirectory. siroe.com

= Selectedi Part yNane if the request-attribute value is a EDI party name. For
example, Si roe Cor porati on.

= Select URL if the request-attribute value is a non-relative URI that includes
both a scheme (for example, ht t p) and a fully qualified domain name or IP
address of the host. For example, htt p: // hr. si roe. com

= Selecti PAddr ess if the request-attribute value is a valid IP address
specified in dot-separated numeric component notation. For example,
128. 21. 39. 40.

= Select A Dif the request-attribute value is a unique, valid OID specified in
the dot-separated numeric component notation. For example,
1.2.3.4.55.6.5.99.

= Select ot her Nan® if the request-attribute value is the absolute path to the
file that contains the base-64 encoded string of the subject alternative name.
For example,
[ opt/ SUNWertsrv/certsrv47/ ext/san/ ot hernane. t xt.

Example: r f c822Nane
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SubjectAltNameEXxt Rule

The policy rule named Subj ect Al t NameExt is an instance of the
Subj ect Al t NameExt module. Certificate Management System automatically
creates this rule during installation. By default, the rule is configured as follows:

e The rule is enabled.

= The predicate expression is left blank so that the extension gets added to all
certificates the server issues. (PKIX and Federal PKI standards recommend that
CA certificates must have this extension and end-entity certificates should
have this extension.)

= The extension is marked noncritical (to comply with the PKIX
recommendation).

= The rule is configured to include at the most three alternative names in the
extension (nunGener al Nanes=3).

« The first alternative name is the value of the mai | attribute in the certificate
subject’s directory entry (gener al Nane0. r equest At t r =AUTH_TOKEN. nai | )
and the name is in the r f c822Nane format
(gener al Name0. gener al NanmeChoi ce=r f c822Nane).

= The second alternative name is the value of the nai | al t er nat eaddr ess
attribute in the certificate subject’s directory entry
(gener al Namel. r equest At t r =AUTH_TOKEN. mai | al t er nat eaddr ess) and the
name is in the r f c822Nane format
(gener al Namel. gener al NanmeChoi ce=r f c822Nane).

= The third alternative name is the value of an HTTP input parameter
csrRequest or Emai | included in the certificate request
(gener al Name2. r equest At t r =HTTP_PARAMS. csr Request or Enai | ) and the
name is in r f c822Nane format
(gener al Name2. gener al NaneChoi ce=r f c822Nane).

For details on individual parameters defined in the rule, see Table 4-26 on

page 238. You need to review this rule and make the changes appropriate for your
PKI setup. For instructions, see section “Step 2. Modify Existing Policy Rules” in
Chapter 18, “Setting Up Policies” of CMS Installation and Setup Guide. For
instructions on adding additional instances, see section “Step 4. Add New Policy
Rules” in the same chapter.

Before you edit the default rule, you should read the additional details about the
attributes that are set in the default policy rule.
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The first two attributes, AUTH_TOKEN. nai | and

AUTH_TOKEN. mai | al t er nat eaddr ess, are standard LDAP attributes typically used
for storing end users’ email addresses in an LDAP directory. These attributes
enable you to include a user’s email address as an alternative name in the
certificate. Remember that you need to specify the LDAP attribute for users’ email
addresses as a part of configuring the server to use a specific directory for
authentication—which means for the default rule to set end users’ email addresses
in the subject alternative name extension, you must ensure the following:

= The server is configured for directory-based, directory- and PIN-based, or NIS
server based (using directory attributes for forming subject names) enroliment;
that is, you have created and configured an authentication instance.

e TheldapStringAttributes parameter in the authentication instance is set to
mai | or mai | al t er nat eaddr ess, or to both.

The third attribute, HTTP_PARAMS. csr Request or Enai | , is the email component of
the subject name in an enrollment request—it is an HTTP input value that gets
added to the request when a user uses the manual enroliment form; for details, see
“Enrollment Forms” on page 57.

If you enable the default policy rule, the server automatically checks the certificate
request for attributes AUTH_TOKEN. mai | , AUTH_TOKEN. nai | al t er nat eaddr ess,
and HTTP_PARANB. csr Request or Enai | . If the server finds any of the attributes, it
sets the attribute value in the extension and then adds the extension to certificates
specified by the pr edi cat e parameter. If none of the attributes are in a request, the
server does not add the subject alternative name extension to the certificate.

SubjectDirectoryAttributesExt Plug-in Module

The Subj ect Di rect or yAt t ri but esBExt plug-in module implements the subject
directory attributes extension policy. This policy enables you to configure
Certificate Management System to add the Subject Directory Attributes Extension
defined in X.509 and PKIX standard RFC 2459 (see

http://ww ietf.org/rfc/rfc2459.txt) to certificates. The extension is used to
specify any desired directory attribute values for the subject of the certificate.

As per the PKIX standard, inclusion of this extension in certificates is not essential;
the standard suggests that the extension may be used in local environments. For
general guidelines on setting the subject directory attributes extension, see
“subjectDirectoryAttributes” on page 359.
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The subject directory attributes extension policy in Certificate Management System
allows you to include up to three directory attributes in the extension. For each
attribute that you want to include in the extension, you need to specify the attribute
name and its value—the name must be the X.500 directory attribute name itself and
the attribute value can be derived from the request or directly entered in the policy
configuration as a string value.

The list of directory attributes supported by default are shown as permissible
values for the at t ri but e<n>. at t ri but eNanme parameter explained in Table 4-27
on page 243. You can extend the list of attributes supported by the policy by
defining new X.500 directory attributes. For details on defining new attributes, see
“Extending Attribute Support” on page 318.

Note that, during installation, Certificate Management System does not create an
instance of the subject directory attributes extension policy. If you want the server
to add this extension to certificates, you must create an instance of the

Subj ect Di rect or yAt t ri but esExt module and configure it. For instructions, see
section “Step 4. Add New Policy Rules” in Chapter 18, “Setting Up Policies” of
CMS Installation and Setup Guide.

Configuration Parameters of
SubjectDirectoryAttributesExt

In the CMS configuration file, the Subj ect Di r ect or yAt t ri but esExt module is
identified as <subsyst en. Pol i cy. i npl . Subj ect Di rect or yAttri but esExt.
cl ass=com net scape. certsrv. policy. SubjectDirectoryAttributesExt,
where <subsyst en® is ca or r a (prefix identifying the subsystem).

In the CMS window, the module is identified as
Subj ect Di rect or yAt t ri but esExt . Figure 4-28 shows how the configurable
parameters for the module are displayed in the CMS window.
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Figure 4-28 Parameters defined in the SubjectDirectoryAttributesExt module
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The configuration shown in Figure 4-28 creates a policy rule named
SubDir Att r For d i ent Cert, which enforces a rule that the server should set the
subject directory attributes extension in client certificates.

Table 4-27 provides details for each of these parameters.

Table 4-27 Description of parameters defined in the SubjectDirectoryAttributesExt module

Parameter

Description

enabl e

Specifies whether the rule is enabled or disabled. Check the box to enable the
rule. Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server
adds the subject directory attributes extension to certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server does not add the extension to certificates;
it ignores the values in the remaining fields.
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Table 4-27 Description of parameters defined in the SubjectDirectoryAttributesExt module (Continued)

Parameter Description

predi cate Specifies the predicate expression for this rule. If you want this rule to be
applied to all certificate requests, leave the field blank (default). To form a
predicate expression, see section “Using Predicates in Policy Rules” in Chapter
18, “Setting Up Policies” of CMS Installation and Setup Guide.
Example: HTTP_PARAMS. cert Type==cl i ent AND
HTTP_PARAMS. OU==Engi neeri ng

critical Specifies whether the extension should be marked critical or noncritical in

numAt t ri but es

attribute<n>. attrib
ut eName

certificates specified by the pr edi cat e parameter. Check the box if you want
the server to mark the extension critical. Uncheck the box if you want the server
to mark the extension noncritical (default).

Specifies the total number of directory attributes to be contained or allowed in
the extension. Note that each attribute has a name (or OID) and value and you
must specify appropriate values for both; otherwise the policy rule will return
an error.

You can configure the server to include up to three attributes in the extension.
By default, this field is set to its maximum value, 3, and the Ul shows fields for
configuring three attributes. You can change the total number of attributes by
changing the value of this parameter. Each set of configuration parameters is
distinguished by <n>, which is an integer derived from the value you assign in
this field. For example, if you set the numAt t r i but es parameter to 2, <n>
would be 0 and 1.

Permissible values: 1, 2, or 3. The default value is 3.
Example: 1

Specifies the name of the directory attribute whose value is to be included in
the extension.

Permissible values: TI TLE, O, OU, L, E, C, A VENNAME, DC, Ul D, CN,
UNSTRUCTUREDNAME, GENERATI ONQUALI FI ER, ST, DNQUALI FI ER, SN, MAI L,
UNSTRUCTUREDADDRESS, STREET, SERI ALNUMBER, and | NI Tl ALS. The list
may show any additional attributes that you may have added.

Example: TI TLE
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Table 4-27 Description of parameters defined in the SubjectDirectoryAttributesExt module (Continued)

Parameter

Description

attribut e<n>. whereT Specifies from where to get the value for the selected directory attribute.

0Cet Val ue

Permissible values: Request Attri buteor Fi xed Val ue.

= Select Request Attri but e if you want the server to read the value from
the request attribute.

= Select Fi xed Val ue if you want to specify a fixed value for the attribute.

= Note that both the options require you to enter the value for the attribute in
theatt ri but e<n>. val ue field. The server will set the extension with this
value in all certificates specified by the pr edi cat e parameter.

Example: Fi xed Val ue

attri but e<n>. val ue Specifies the value for the directory attribute to be included in the extension.

Permissible value: A string value for the attribute selected.

Example: Menber of Techni cal Staff

SubjectKeyldentifierExt Plug-in Module

The Subj ect Keyl dent i fi er Ext plug-in module implements the subject key
identifier policy. This policy enables you to configure Certificate Management
System to add the Subject Key Identifier Extension defined in X.509 and PKIX
standard RFC 2459 (see htt p: //ww. i et f. org/rfc/rfc2459. t xt) to certificates.
The extension is used to identify certificates that contain a particular public
key—that is, the extension is used to uniquely identify a certificate from among
several that have the same subject name.

Typically, the subject key identifier extension is used in CA certificates as it helps
determine which CA key is being certified in a CA certificate. To facilitate chain
building, you should consider adding this extension to conforming subordinate
CA certificates (subordinate Certificate Managers’ CA signing certificates) issued
by Certificate Management System. You may also want to consider adding this
extension to other or all certificates. For example, if added to end-entity certificates,
the extension provides a means for identifying certificates containing the particular
public key used in an application. If an end entity has multiple certificates,
especially from multiple CAs, the subject key identifier provides a means to
quickly identify the set of certificates that contain a particular public key.

For general guidelines on setting the subject key identifier extension, see
“subjectKeyldentifier” on page 360.
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The subject key identifier extension policy in Certificate Management System
allows setting of the subject key identifier extension as defined in its X.509
definition. It enables you to specify the method for forming the Key Identifier.

By default, the policy supports three types of methods for deriving the Key
Identifier; the default methods for forming the Key Identifier are based on PKIX
recommendations as defined in section 4.2.1.2. They are as follows:

= 20 byte (160 bit) SHA-1 hash of the BIT STRING of Subject Public Key.

= Atype field value of 0100 followed by 60 least significant bits of the SHA-1
hash of the Subject Public Key.

e 20 byte (160 bit) SHA-1 hash of the Subject Public Key Info. This is how
Netscape Communicator generates a Key Identifier (but is not necessary to be
compatible with the Communicator).

You can also customize the method for deriving the Key Identifier by subclassing
the policy and overriding the following method:

fornKeyl dentifier(X509CertInfo certlnfo, |Request req)
For details, check the CMS SDK installed at this location:
<server _root >/ cnms_sdk/cns_j dk/j avadocs

You may also want to check the CMS samples installed here:
<server _root >/ cns_sdk/cns_j dk/ sanpl es/ pol i ci es

If enabled, the policy adds a Subject Key Identifier Extension to an enroliment
request if the extension does not already exist. If the extension exists in the request,
for example from a CRMF request, the policy replaces the extension. In case of
manual enrollments, after an agent approves the enrollment request, the policy
accepts any Subject Key ldentifier Extension that is already there.

During installation, Certificate Management System automatically creates an
instance of the subject key identifier extension policy. See “SubjectKeyldentifierExt
Rule” on page 248.

Configuration Parameters of
SubjectKeyldentifierExt

In the CMS configuration file, the Subj ect Keyl denti fi er Ext module is
identified as <subsyst en®. Pol i cy. i npl . Subj ect Keyl denti fier Ext.class=
com net scape. certsrv. pol i cy. Subj ect Keyl denti fi er Ext, where
<subsyst enp is ca or r a (prefix identifying the subsystem).
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In the CMS window, the module is identified as Subj ect Keyl denti fi er Ext .
Figure 4-29 shows how the configurable parameters for the module are displayed
in the CMS window.

Figure 4-29 Parameters defined in the SubjectKeyldentifierExt module
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The configuration shown in Figure 4-29 creates a policy rule named
SubKey| DExt For Al | Cer t , which enforces a rule that the server should set the
subject key identifier extension in all certificates.

Table 4-28 provides details for each of these parameters.

Table 4-28 Description of configuration parameters defined in the SubjectKeyldentifierExt module

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the
rule. Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server
adds the subject key identifier extension to certificates specified by the
pr edi cat e parameter.

= If you disable the rule, the server does not add the extension to certificates; it
ignores the values in the remaining fields.
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Table 4-28 Description of configuration parameters defined in the SubjectKeyldentifierExt module

Parameter Description

predi cate Specifies the predicate expression for this rule. If you want this rule to be applied
to all certificate requests, leave the field blank (default). To form a predicate
expression, see section “Using Predicates in Policy Rules” in Chapter 18, “Setting
Up Policies” of CMS Installation and Setup Guide.

Example: HTTP_PARAMS. cert Type==ca

critical Specifies whether the extension should be marked critical or noncritical in
certificates specified by the pr edi cat e parameter. Check the box if you want
the server to mark the extension critical. Uncheck the box if you want the server
to mark the extension noncritical (default).

Keyl denti fi er Type Specifies the method for deriving Key Identifier.
Permissible values: SHAL, TypeFi el d, or Spki SHAL.

= SHA1 specifies that the key identifier must be derived as a 20 byte (160 bit)
SHA-1 hash of the BIT STRING of Subject Public Key (default).

= TypeFi el d specifies that the key identifier must be derived as a type field
value of 0100 followed by 60 least significant bits of the SHA-1 hash of the
Subject Public Key.

= Spki SHA1 specifies that the key identifier must be derived as a 20 byte (160
bit) SHA-1 hash of the Subject Public Key Info.

Example: SHA1

SubjectKeyldentifierExt Rule

The policy rule named Subj ect Keyl dent i fi er Ext is an instance of the

Subj ect Keyl dent i fi er Ext module. Certificate Management System
automatically creates this rule during installation. By default, the rule is configured
as follows:

e The rule is enabled.

= The predicate expression is set (pr edi cat e=HTTP_PARANS. cert Type==ca) SO
that the extension gets added to CA certificates only. (PKIX and Federal PKI
standards recommend that CA certificates must have this extension and
end-entity certificates should have this extension.)

= The key identifier is a 20 byte (160 bit) SHA-1 hash of the BIT STRING of
Subject Public Key (Keyl denti fi er Type=SHAL).
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For details on individual parameters defined in the rule, see Table 4-28 on

page 247. It is important that you review this rule and make the appropriate
changes required by your PKI setup. For example, if you’re planning to issue
multiple certificates to an end entity and want to assist applications in identifying
the appropriate end-entity certificate, you should consider modifying the predicate
expression to add this extension to all end-entity certificates. For instructions, see
section “Step 2. Modify Existing Policy Rules” in Chapter 18, “Setting Up Policies”
of CMS Installation and Setup Guide. For instructions on adding additional instances,
see section “Step 4. Add New Policy Rules” in the same chapter.
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Chapter 5

Mapper Plug-in Modules

You can configure a Certificate Manager to publish certificates to an LDAP
directory or flat file, and to publish CRLs to a directory, online validation
authority, or flat file. If you configure the Certificate Manager to publish to any of
these repositories, when the Certificate Manager is requested to issue a certificate
or to update certificate information, it automatically updates the corresponding
entry in the configured repository with relevant information. Similarly, when a
certificate is revoked, the Certificate Manager automatically updates the
configured repositoty with relevant CRL information. To locate the correct entry in
the repository, the Certificate Manager relies on object-mapping rules and to
update the located entry with relevant information, the Certificate Manager relies
on object-publishing rules.

To enable you to construct object-mapping rules, the Certificate Manager provides
a set of mapper plug-in modules. These modules are implemented as Java classes
and are registered with the Certificate Manager’s publishing framework.

This chapter explains the mapper modules that are installed with a Certificate
Manager—it lists and briefly describes the modules and then explains each one in
detail.

The chapter has the following sections:

= Overview of Mapper Modules (page 252)

= LdapCaSimpleMap Plug-in Module (page 255)
< LdapDNCompsMap Plug-in Module (page 259)
< LdapDNExactMap Plug-in Module (page 264)
« LdapSimpleMap Plug-in Module (page 265)

« LdapSubjAttrMap Plug-in Module (page 268)
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If you configure a Certificate Manager to publish to a directory, whenever the
server issues a certificate or updates a certificate or CRL, it needs to locate the entry
in the directory in order to update it. For example, to find the correct directory
entry to update, the Certificate Manager needs to present Directory Server with
search criteria (so that it can initiate an LDAP search operation); the Certificate
Manager considers the search successful only if Directory Server returns a single
LDAP entry that exactly matches the search criteria.

The Certificate Manager uses object-mapping rules to find the directory entry that
needs to be updated. When configuring a Certificate Manager for publishing
certificates and CRLs, you define mapping rules that help the server to construct
appropriate search criteria that find the entry that needs to be updated.

Mapper modules help you configure the Certificate Manager to use specific rules to
map or locate a specific entry, such as a CA’s entry or an end-entity’s entry, in a
specified directory; once the correct entry is located, the server publishes the
certificate or CRL to the correct attribute in the entry using a publisher rule, as
explained in Chapter 6, “Publisher Plug-in Modules”.

By default, the Certificate Manager provides a set of mapper plug-in modules for
mapping the CA certificate, end-entity certificates, and CRLs to the appropriate
entries in an LDAP directory; because it’s not required to map entries in a flat file
and online validation authority, no mapper modules are provided for mapping
objects in a flat file or an online validation authority.

Plug-in modules are implemented as Java classes and are registered in the CMS
publishing framework. The Mapper Plugin Registration tab of the CMS window
(Figure 5-1) lists all the modules and the corresponding classes that are registered
by default with a Certificate Manager.

Note that the name of the Java class for a mapper plug-in module is in this format:

com net scape. certsrv. | dap. <pl ugi n_name>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the LdapCaSi npl eMap module would be:

com net scape. certsrv. | dap. LdapCaSi npl eMap
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Figure 5-1  Default mapper modules registered with a Certificate Manager
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Table 5-1 lists the mapper modules provided for the Certificate Manager.

Table 5-1 Default mapper plug-in modules for mapping certificates and CRLs

Plug-in module name

Function

LdapCaSi npl eMap

LdapDNConpsMap

LdapDNExact Map

LdapSi npl eMap

Maps the CA certificate to the CA’s directory entry by formulating the entry’s DN
from components specified in the certificate’s issuer name and attribute variable
assertion (AVA) constants. Optionally, the plugin can also create an entry for the
CA in the directory. For details, see “LdapCaSimpleMap Plug-in Module” on
page 255.

Maps a certificate to a directory entry by formulating the entry’s DN from
components (such as CN, QU, O, and C) in the certificate’s subject name and using it
as the search DN to locate the entry in the directory. For details, see
“LdapDNCompsMap Plug-in Module” on page 259.

Maps a certificate to a directory entry by searching for the entry whose DN exactly
matches the certificate subject name. For details, see “LdapDNExactMap Plug-in
Module” on page 264.

Maps a certificate to a directory entry by formulating the entry’s DN from
components specified in the certificate’s subject name and attribute variable
assertion (AVA) constants. For details, see “LdapSimpleMap Plug-in Module” on
page 265.
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Table 5-1

Default mapper plug-in modules for mapping certificates and CRLs (Continued)

Plug-in module name Function

LdapSubj At t r Map Maps a certificate to a directory entry by searching for the entry that contains the

LDAP attribute named cer t Subj NaneAt t r whose value exactly matches the
certificate subject name. For details, see “LdapSubjAttrMap Plug-in Module” on
page 268.
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After you take a look at the default mapper modules, if you determine that they do
not meet your requirements entirely, you can develop a custom mapper module by
implementing the following Java interface:

com net scape. certsrv. | dappublish. | LdapMapper

For more information about this interface, check the CMS software development
kit (SDK) installed at this location:

<server _root>/cns_sdk/cns_j dk
Be sure to take a look at the samples available at this location:
<server _root >/ cns_sdk/cns_j dk/ sanpl es/ mappers

When developing a custom mapper module, you may want to intercept LDAP
error 52 and reword it so that the correct error message gets logged. To give you an
example, if the publishing directory has been stopped, the server logs the following
message in its error and system logs:

Error publishing CRL MasterCRL: Cannot find a match in the LDAP
server for certificate. netscape.| dap. LDAPException: unable to
establ i sh connection (52); DSA is unavail abl e.

Notice that the error message incorrectly says DSA is unavailable instead of
Directory Server is unavailable.

For instructions on how to configure a Certificate Manager to use a mapper
module, see section “Configuring a Certificate Manager to Publish Certificates and
CRLs” in Chapter 19, “Setting Up LDAP Publishing” of CMS Installation and Setup
Guide.
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LdapCaSimpleMap Plug-in Module

The LdapCaSi npl eMap plug-in module implements the CA certificate mapper. This
mapper enables you to configure a Certificate Manager to automatically create an
entry for the CA in an LDAP directory and then map the CA'’s certificate to the
directory entry by formulating the entry’s DN from components specified in the
certificate request, certificate subject name, certificate extension, and attribute
variable assertion (AVA) constants. For more information on AVAs, check the
directory documentation.

The CA certificate mapper allows you to specify whether to create an entry for the
CA or to just map the certificate to an existing entry, or to do both. For example,
you can choose to manually create an entry for the CA in the directory and then
configure the CA certificate mapper to just locate the entry by using attributes from
the issuer name in the CA'’s signing certificate and AVA constants.

Note that if you already have one CA entry created in the publishing directory and
if you change the value assigned to the dnPat t er n parameter of this mapper to
something different, but with the same UID and O attributes, the mapper will fail
to create the second CA entry. For example, if the directory already has a CA entry
with Ul D=CA, OU=Mar ket i ng, O=Si r oe. comand if you configure the mapper to
create another CA entry with Ul D=CA, OU=Engi neer i ng, O=Si r oe. com the
operation will fail.

The reason for the failure may be because you are using a directory (for example,
the configuration directory) that has the uid uniqueness plug-in set to a specific base
DN in the sl apd. | dom conf file. This setting prevents the directory from having
two entries with the same UID under that base DN. For example, it prevents the
directory from having two entries under O=Si r oe. comwith the same UID, CA.

If the mapper fails to create a second CA entry, be sure to check the base DN that
the uid uniqueness plug-in is set to (in the sl apd. | dbm conf file) and also check if
an entry with the same UID already exists in the directory. If it’s true, adjust the
mapper setting, remove the old CA entry, comment out the plug-in, or create the
entry manually using the CMS window.

During installation, the Certificate Manager automatically creates two instances
(called mappers) of the CA certificate mapper module (see Figure 5-2). The
mappers are named as follows:

e LdapCr | Map for CRLs (see “LdapCrIMap Mapper” on page 259)

e LdapCaCert Map for CA certificates (see “LdapCaCertMap Mapper” on
page 258)
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Figure 5-2  Default mappers created during installation
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It is important that you review and customize these mappers. For instructions on
modifying mappers or creating new mappers, section “Configuring a Certificate
Manager to Publish Certificates and CRLs” in Chapter 19, “Setting Up LDAP
Publishing” of CMS Installation and Setup Guide.

Configuration Parameters of LdapCaSimpleMap

In the CMS configuration file, the LdapCaSi npl eMap module is identified as
ca. publ i sh. mapper.inpl. LdapCaSi npl eMap. cl ass=com net scape.
certsrv. | dap. LdapCaSi npl eMap.

In the CMS window, the module is identified as LdapCaSi npl eMap. Figure 5-3
shows how the configurable parameters for the module are displayed in the CMS

window.
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Figure 5-3  Parameters defined in the LdapCaSimpleMap module
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Table 5-2 describes these parameters.

Table 5-2 Description of parameters defined in the LdapCaSimpleMap module

Parameter

Description

createCAENntry

Specifies whether the Certificate Manager should create an entry for the CA in the
publishing directory. Check the box if you want the server to create a CA’s entry
(default). Uncheck the box if you don’t want the server to create an entry.

If you check the box, the Certificate Manager first attempts to create an entry for the
CA in the directory. If the Certificate Manager succeeds in creating the entry, it then
attempts to publish the CA'’s certificate to the entry. Note that the CA’s entry DN in
the directory will match the pattern you specify in the dnPat t er n field. For
example, if the issuer DN (specified in the CA’s signing certificate) is CN=t est CA,
OU=Research Dept, O=Siroe Corporation, C=US andthednPatternisset
to CN=$subj . cn, OU=$subj . ou, O=$subj . 0, C=US, the Certificate Manager
creates an entry with CN=t est CA, OU=Research Dept, O=Siroe

Cor porati on, C=US asits DN.
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Table 5-2 Description of parameters defined in the LdapCaSimpleMap module (Continued)
Parameter Description
dnPattern Specifies the DN pattern the Certificate Manager should use to construct the DN in

order to search for the CA’s entry in the publishing directory. The value of

dnPat t er n can be a list of AVAs separated by commas. An AVA can be a variable,
such as CN=$subj . cn, that the Certificate Manager can derive from the certificate
subject name, or a constant, such as O=Si r oe Cor por ati on.

Note that if your CA certificate does not have the CN component in its subject name,
be sure to adjust the CA certificate mapping DN pattern to reflect the DN of the entry
in the directory where the CA certificate is to be published. For example, if your CA
certificate subject DN is O=Si r oe Cor por at i on and the CA’s entry in the directory
iscn=Certificate Authority, o=Siroe Corporation,the pattern should
look like this: cn=Certifi cate Authority, o=$subj.o

(This rule applies to other mappers as well.)

Permissible values: A valid pattern that will enable the Certificate Manager to
construct the DN for the CA’s entry.

Example 1: ui d=Cert Myr, 0=Siroe Corporation
Example 2: CN=$subj . cn, OU=$subj . ou, O=$subj . o, C=US

Example 3: ui d=$r eq. HTTP_PARAMS. ui d,
E=$ext . Subj ect Al t er nati veNanme. RFC822Nane, ou=$subj . ou

In the above examples, $r eq means take the attribute from the certificate request,
$subj means take the attribute from the certificate subject name, and $ext means
take the attribute from the certificate extension.

LdapCaCertMap Mapper

The mapper named LdapCaCer t Map is an instance of the LdapCaSi npl eMap
module. The Certificate Manager automatically creates this mapper during
installation.

You can use this mapper for creating an entry for the CA in the directory and for
mapping the CA certificate to the CA’s entry in the directory.

By default, the mapper is configured to create an entry for the CA in the directory
and the default DN pattern for locating the CA’s entry is as follows:

U D=%subj . cn, OU=peopl e, O=$subj . o
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LdapCriIMap Mapper

The mapper named LdapCr | Map is an instance of the LdapCaSi npl eMap module.
The Certificate Manager automatically creates this mapper during installation.

You can use this mapper for creating an entry for the CA in the directory and for
mapping the CRL to the CA’s entry in the directory.

By default, the mapper is configured to create an entry for the CA in the directory
and the default DN pattern for locating the CA’s entry is as follows;

U D=%subj . cn, OU=peopl e, O=$subj . o

LdapDNCompsMap Plug-in Module

The LdapDNConpsMap plug-in module implements the DN components mapper.
This mapper enables you to configure a Certificate Manager to map a certificate to
an LDAP directory entry by constructing the entry’s distinguished name from
components (such as CN, QU, O, and C) specified in the certificate subject name, and
then using it as the search DN to locate the entry in the directory. You can use this
mapper to locate the following:

= The CA’s entry in the directory for publishing the CA certificate and the CRL.
= End-entity entries in the directory for publishing end-entity certificates.

The mapper requires you to specify values for three parameters, fi | t er Conps,
dnConps, and baseDN, which are explained in Table 5-3. In general, the mapper
takes DN components to build the search DN. The mapper also takes an optional
root search DN. The server uses the DN components to form an LDAP entry to
begin a subtree search and the filter components to form a search filter for the
subtree. If none of the DN components are configured, the server uses the base DN
for the subtree. If the base DN is null and none of the DN components match, an
error is returned. If none of the DN components and filter components match, an
error is returned. If the filter components are null, a base search is performed.

Note that both DNConps and fi | t er Conps parameters accept valid DN
components or attributes separated by commas. The parameters don’t accept
multiple entries of an attribute; for example, you can set fi | t er Conps to CN, QU,
but not to CN, QU2, QUL. If there’s a need for you to support such a filter, for
example, if your directory entries contain multiple OUs and you want to use
multiple QUs in your fi | t er Conps for filtering entries, you can modify the source
code for the LdapDNConpsMap module. The java class for the module is in this
directory: <server _root >/ cns_sdk/ cns_j dk/ sanpl es/ mappers

Chapter 5 Mapper Plug-in Modules 259



LdapDNCompsMap Plug-in Module

260

The discussion below explains how mapping by DN components works. It is
recommended that you read this before configuring a Certificate Manager to use
this mapper.

Subject names in certificates are in distinguished-name format. A distinguished name
(DN) uniquely identifies an entry in an LDAP directory. The DN consists of
components that help identify the entry; for details, see Appendix , “Distinguished
Names.”

The following components are commonly used in DNs:

e Ul D, which represents the user ID of a user in the directory

= CN, which represents the common name of a user in the directory
= QU, which represents an organizational unit in the directory

= O which represents an organization in the directory

= L, which represents a locality in the directory

= ST, which represents a state in the directory

= G, which represents a country in the directory

For example, the following DN represents the user named Jane Doe who works for
the Sales department at Siroe Corporation, which is located in Mountain View in
the state of California, United States:

CN=Jane Doe, E=j doe@iroe.com OU=Sales, O=Siroe Corporation,
L=Mountain View, ST=California, C=US

The Certificate Manager uses the components in subject names to construct a DN
that it can use as the base for searching specific directory entries in order to publish
the corresponding certificate information.

For example, suppose the subject name in the certificate is in this form:

CN=Jane Doe, OU=Sal es, O=Siroe Corporation, L=Mountain View,
ST=Cal i fornia, C=US

The Certificate Manager can use some or all of these components (CN, QU, O, L, ST,
and C) to build a DN for searching the directory. When creating a mapper rule, you
can specify the components the server should use to build a DN (that is,
components to match attributes in the directory). You do this by configuring the
dnConps parameter; for details, see Table 5-3 on page 263.
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For example, assume you entered components CN, E, QU, O and C as values for the
dnConps parameter. For locating Jane Doe’s entry in the directory, the Certificate
Manager constructs the following DN by reading the DN attribute values from the
certificate, and uses the DN as the base for searching the directory:

CN=Jane Doe, OU=Sal es, O=Siroe Corporation, C=US
Note the following:

= A subject name does not need to have all of the components that you specify
for the dnConps parameter. The server ignores any components that are not
part of the subject name (such as L, ST, and E in this example).

= Unspecified components are not used to build the DN. In the example, if you
did not include the QU component, the server would use this DN as the base for
searching the directory: CN=Jane Doe, O=Siroe Corporation, C=US

In general, for the dnConps parameter, you should enter those DN components that
the Certificate Manager can use to form the LDAP DN exactly. In certain situations,
however, the subject name in a certificate may match more than one entry in the
directory. Then, the Certificate Manager might not get a single, distinct matching
entry from the DN. For example, the subject name

CN=Jane Doe, OU=Sal es, O=Siroe Corporation, C=US

might match two users with the name Jane Doe in the directory. If that occurred,
the Certificate Manager would need additional criteria to determine which entry
corresponds to the subject of the certificate.

To specify the components the Certificate Manager must use to distinguish
between different entries in the directory, use the fi | t er Conps parameter; for
details, see Table 5-3 on page 263. For example, if you entered CN, QU, O, and Cas
values for the dnConps parameter, enter L for the fi | t er Conps parameter only if
the L attribute can be used to distinguish between entries with identical CN, QU, O,
and Cvalues.

Consider another example that shows how two directory entries with similar DNs
can be differentiated by the value of the Ul D attribute:

Assume that the two Jane Doe entries are distinguished by the value of the Ul D
attribute. One entry’s Ul Dvalue is j anedoel and the other entry’s Ul Dvalue is

j anedoe2. Because the Ul Dattribute corresponds to the Ul Dcomponent in a DN,
you can set up the subject names of certificates to include the Ul Dcomponent.
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NOTE Generally, the E, L, and ST components are not included in the
standard set of certificate request forms provided for end entities.
You can add these components to the forms, or you can have the
issuing agents insert these components when editing the subject
name in the certificate issuance forms.

Configuration Parameters of LdapDNCompsMap

In the configuration file, the LdapCer t ConpsMap module is identified as
ca. publ i sh. mapper. i npl . LdapDNConpsMap. cl ass=com net scape.
certsrv. | dap. LdapCert ConmpsMap.

In the CMS window, the module is identified as LdapDNConpsMap. Figure 5-4
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 5-4  Parameters defined in the LdapDNCompsMap module
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nartowy down the search
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With this configuration, a Certificate Manager maps its certificates with the ones in
the LDAP directory by using the dnConps values to form a DN and the
filterConps values to form a search filter for the subtree.

< |fthe formed DN is null, the server uses the baseDN value for the subtree. If
both the formed DN and base DN are null, the server logs an error.
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= If the filter is null, the server uses the baseDN value for the search. If both the
filter and base DN are null, the server logs an error.

Table 5-3 describes these parameters.

Table 5-3 Description of parameters defined in the LdapDNCompsMap module

Parameter Description

baseDN Specifies the DN to start searching for an entry in the publishing directory. If you
leave the dnConps field blank, the server uses the base DN value to start its search in
the directory.

Permissible values: Alphanumeric string up to 255 characters; see “Base
Distinguished Name” on page 315.

Example: O=si r oe. com

dnConps Specifies where in the publishing directory the Certificate Manager should start
searching for an LDAP entry that matches the CA’s or the end entity’s information
(that is, the owner of the certificate).

The server uses the dnConps values to form an LDAP entry to begin a subtree search.
The server gathers values for these attributes from the certificate subject name and
uses the values to form an LDAP DN, which then determines where in the LDAP
directory the server starts its search. For example, if you set dnConps to use the O
and Cattributes of the DN, the server starts the search from the O=<or g>,
C=<count r y>entry in the directory, where <or g> and <count r y> are replaced
with values from the DN in the certificate.

If you leave the dnConps field empty, the server checks the baseDN field and
searches the directory tree specified by that DN for entries matching the filter
specified by fi | t er Conps parameter values.

Permissible values: Valid DN components or attributes separated by commas.

Example: O, C
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Table 5-3 Description of parameters defined in the LdapDNCompsMap module (Continued)

Parameter Description

filterConps Specifies components the Certificate Manager should use to filter entries from the
search result. The server usesthe fi | t er Conps values to form an LDAP search filter
for the subtree. The server constructs the filter by gathering values for these attributes
from the certificate subject name; it uses the filter to search for and match entries in
the LDAP directory.

If the server finds one or more entries in the LDAP directory that match the
information gathered from the certificate, the search is successful and the server
optionally performs a verification. For example, iffi | t er Conps is set to use the
email and user ID attributes (fi | t er Conps=e, ui d), the server searches the
directory for an entry whose values for email and user ID match the information
gathered from the certificate.

Email addresses and user IDs are good filters because they are usually unique entries
in the directory. Keep in mind that email is not always included in the certificate
subject name. The filter needs to be specific enough to match one and only one entry
in the LDAP database.

Permissible values: Valid directory attributes (in the certificate DN) separated by
commas. The attribute names for the filters need to be attribute names from the
certificate, not from ones in the LDAP directory. For example, most certificates have
an E attribute for the user’s email address; LDAP calls that attribute mai | .

Example: Ul D

LdapDNExactMap Plug-in Module

The LdapDNExact Map plug-in module implements the subject name mapper. This
mapper enables you to configure a Certificate Manager to map a certificate to an
LDAP directory entry by searching for the LDAP entry DN that matches the
certificate subject name. Note that to be able to use this mapper, each certificate
subject name must exactly match a DN in a directory entry. For example, assume
the certificate subject name is this: Ul D=j doe, O=Siroe Corporation, C=US

When searching the directory for the entry, the Certificate Manager only searches
for an entry whose DN is this: Ul D=j doe, O=Siroe Corporation, C=US

If no matching entries are found, the server returns an error and does not publish
the certificate.

This mapper does not require you to specify any values for any parameters because
it obtains all values from the certificate (Figure 5-5).
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Configuration Parameters of LdapDNExactMap

In the configuration file, the LdapDNExact Map module is identified as
ca. publ i sh. mapper. i npl . LdapDNExact Map. cl ass=com net scape. certsrv
. | dap. LdapCert Exact Map.

In the CMS window, the module is identified as LdapDNExact Map. Figure 5-5
shows how the module looks when viewed in the CMS window.

Figure 5-5 The LdapDNExactMap module

Mapper [D: |SubjedNameMapper

Mapper Plugin ID: LospDhExactiiap

Literally uses the subject name of the cert as the DN to publish
to

Ol I Cancel Help

LdapSimpleMap Plug-in Module

The LdapSi npl eMap plug-in module implements the simple mapper. This mapper
enables you to configure a Certificate Manager to map a certificate to an LDAP
directory entry by formulating the entry’s DN from components specified in the
certificate request, certificate’s subject name, certificate extension, and attribute
variable assertion (AVA) constants. For more information on AVAs, see the
directory documentation.

The simple mapper requires you to specify just one parameter, which is named
dnPat t er n. The value of dnPat t er n can be a list of AVAs separated by commas.
An AVA can be a variable, such as Ul D=$subj . Ul D,, or a constant, such as O=Si r oe
Cor por at i on. Thr examples below illustrate how you can use AVAs to form the
DN pattern.
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Example 1: ui d=Cert Myr, 0=Siroe Corporation
Example 2: CN=$subj . cn, OU=$subj . ou, O=$subj . o, C=US

Example 3: uid=$r eq. HTTP_PARAMS. ui d,
E=$ext . Subj ect Al t er nati veNane. RFC822Nare, ou=$subj . ou

In the above examples, $r eq means take the attribute from the certificate request,
$subj means take the attribute from the certificate subject name, and $ext means
take the attribute from the certificate extension.

By default, the Certificate Manager uses mapper rules that are based on the simple
mapper. During installation, the Certificate Manager automatically creates an
instance (called a mapper) of the simple mapper module. The mapper is named
LdapUser Cert Map (see Figure 5-2 on page 256). You can use the default mapper to
map various types of end-entity certificates the server will issue to their
corresponding directory entries. For details, see “LdapUserCertMap Mapper” on
page 267.

It is important that you review and customize this mapper. For instructions on
modifying mappers or creating new mappers, section “Configuring a Certificate
Manager to Publish Certificates and CRLs” in Chapter 19, “Setting Up LDAP
Publishing” of CMS Installation and Setup Guide.

Configuration Parameters of LdapSimpleMap

In the CMS configuration file, the LdapSi npl eMap module is identified as
ca. publ i sh. mapper.i npl . LdapSi npl eMap. cl ass=com net scape. certsrv.
| dap. LdapSi npl eMap.

In the CMS window, the module is identified as LdapSi npl eMap. Figure 5-6 shows
how configurable parameters for the module are displayed in the CMS window.
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Figure 5-6  Parameters defined in the LdapSimpleMap module
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LdapUserCertMap Mapper

The rule named LdapUser Cer t Map is an instance of the LdapSi npl eMap module.
The Certificate Manager automatically creates this mapper during installation.

You can use this mapper for mapping end-user certificates to users’ directory
entries. The default DN pattern for locating end-user entries is as follows:

Ul D=$subj . U D, OU=peopl e, O=$subj.o

The default pattern indicates that the Certificate Manager should use the U Dand O
values from the certificate subject name and a constant QU=peopl e to construct the
DN pattern in order to search for an entry.

For example, if the certificate subject name is
CN=Jane Doe, Ul D=jdoe, OU=people, O=Siroe Corporation, C=US

the Certificate Manager will construct the following DN to search the directory for
the entry:

U D=j doe, QOU=peopl e, O=Siroe Corporation
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The LdapSubj At t r Map plug-in module implements the subject attribute mapper.
This mapper enables you to configure a Certificate Manager to map a certificate to
an LDAP directory entry by using the LDAP attribute named cer t Subj ect DN.
Note that for you to be able to use this mapper, your directory entries must include
the cert Subj ect DN attribute.

This mapper requires you to specify the exact pattern of the subject DN because the
Certificate Manager searches the directory for the cert Subj ect DN attribute whose
value exactly matches the entire subject DN specified in the mapper configuration.
For example, assume the certificate subject name is this;

U D=j doe, O=Siroe Corporation, C=US

When searching the directory for the entry, the Certificate Manager first searches
for entries that have these attributes in common

cert Subj ect DN=UlI D=j doe, O=Siroe Corporation, C=US
and then narrows down the search to an entry that has only this:
cert Subj ect DN=UlI D=j doe, O=Siroe Corporation, C=US

If no matching entries are found, the server returns an error and writes it to the log;
see section “Monitoring CMS Logs” in Chapter 23, “Managing CMS Logs” of CMS
Installation and Setup Guide.

Configuration Parameters of LdapSubjAttrMap

In the configuration file, the LdapSubj At t r Map module is identified as
ca. publ i sh. mapper.i npl . LdapSubj Att r Map. cl ass=com net scape.
certsrv. | dap. LdapCert Subj Map.

In the CMS window, the module is identified as LdapSubj At t r Map. Figure 5-7
shows how configurable parameters for the module are displayed in the CMS
window.
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Figure 5-7  Parameters defined in the LdapSubjAttrMap module
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Table 5-4 describes these parameters.

Table 5-4 Description of parameters defined in the LdapSubjAttrMap module

Parameter Description

cert Subj NaneAttr  Specifies the name of the LDAP attribute that contains a certificate subject name as
its value.

Permissible values: Must be cert Subj ect Nane.
Example: cer t Subj ect Name

sear chBase Specifies the base DN for starting the attribute search.
Permissible values: A valid DN of an LDAP entry.
Example: O=si roe. com C=US
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Chapter 6

Publisher Plug-in Modules

You can configure a Certificate Manager to publish certificates to an LDAP
directory or flat file, and to publish CRLs to a directory, online validation
authority, or flat file. If you configure the Certificate Manager to publish to any of
these repositories, when the Certificate Manager is requested to issue a certificate
or to update certificate information, it automatically updates the corresponding
entry in the configured repository with relevant information. Similarly, when a
certificate is revoked, the Certificate Manager automatically updates the
configured repositoty with relevant CRL information. To locate the correct entry in
the repository, the Certificate Manager relies on object-mapping rules and to
update the located entry with relevant information, the Certificate Manager relies
on object-publishing rules.

To enable you to construct object-publishing rules, the Certificate Manager
provides a set of publisher plug-in modules. These modules are implemented as
Java classes and are registered with the Certificate Manager’s publishing
framework.

This chapter explains the publisher modules that are installed with a Certificate
Manager—it lists and briefly describes the modules and then explains each one in
detail. Before reading this chapter, you should have read the previous chapter,
Chapter 5, “Mapper Plug-in Modules.”

The chapter has the following sections:

« Overview of Publisher Modules (page 272)

= FileBasedPublisher Plug-in Module (page 274)

= LdapCacCertPublisher Plug-in Module (page 275)

= LdapUserCertPublisher Plug-in Module (page 277)
« LdapCrlPublisher Plug-in Module (page 279)

e OCSPPublisher Plug-in Module (page 281)
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Publisher modules help you configure the Certificate Manager to publish a CA
certificate, end-entity certificates, or CRLs to the following:

= A mapped entry in the directory (entries are mapped by one of the mapper
modules explained in Chapter 5, “Mapper Plug-in Modules.”)

= A particular file
< Anonline validation authority

By default, the Certificate Manager provides publisher modules for publishing the
CA certificate, end-entity certificates, and CRLs. Plug-in modules are implemented
as Java classes and are registered in the CMS publishing framework. The Publisher
Plugin Registration tab of the CMS window (Figure 6-1) lists all the modules and

the corresponding classes that are currently registered with a Certificate Manager.

Figure 6-1  Default publisher modules registered with a Certificate Manager
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Table 6-1 describes the publisher modules provided for the Certificate Manager.
You can use these modules to configure a Certificate Manager to employ specific
publishing rules.

iPlanet Certificate Management Server Plug-Ins Guide ¢ September 2002



Overview of Publisher Modules

Table 6-1 Default publisher plug-in modules for publishing certificates and CRLs

Plug-in module name Function

Fi | eBasedPubl i sher Publishes certificates and CRLs to a flat file (for exporting into other
repositories). For details, see “FileBasedPublisher Plug-in Module” on
page 274.

LdapCaCert Publ i sher Publishes or unpublishes a certificate to the caCer ti fi cat e; bi nary

attribute of the mapped directory entry as a DER encoded binary blob. Also
converts the objectclasstoacerti fi cati onAut hori ty ifit’s notone
already; similarly, removes the cer ti fi cati onAut hori ty object class
on unpublish if the CA has no other certificates. For details, see
“LdapCaCertPublisher Plug-in Module” on page 275.

LdapCr| Publ i sher Publishes (replaces) a CRL to the

certificateRevocati onLi st; bi nary attribute of the mapped
directory entry as a DER encoded binary blob. The entry should be a
certificationAuthority objectclass. For details, see
“LdapCrlPublisher Plug-in Module” on page 279.

LdapUser Cert Publ i sher Publishes or unpublishes a certificate to the user Certi fi cat e; bi nary

OCSPPubl i sher

attribute of the mapped directory entry as a DER encoded binary blob. For
details, see “LdapUserCertPublisher Plug-in Module” on page 277.

Publishes CRLs to a Online Certificate Status Manager. For details, see
“OCSPPublisher Plug-in Module” on page 281.

Note that the name of the Java class for a publisher plug-in is in this format:

com net scape. certsrv. | dap. <pl ugi n_name>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the Fi | eBasedPubl i sher module would be:

com net scape. certsrv. | dap. Fi | eBasedPubl i sher

If you determine that the default publisher modules do not meet your
requirements, you can develop a custom publisher class by implementing the
following Java interface:

com net scape. certsrv. | dappubli sh. | LdapPubli sher

For more information on this interface, check the CMS software development kit
(SDK) installed at this location: <ser ver _r oot >/ cns_sdk/ cns_j dk

Be sure to take a look at the samples available at this location:
<server _root >/ cns_sdk/cns_j dk/ sanpl es/ publ i shers
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When developing a custom publisher module, you may want to intercept LDAP
error 52 and reword it so that the correct error message gets logged. To give you an
example, if the publishing directory has been stopped, the server logs the following
message in its error and system logs:

Error publishing CRL MasterCRL: Cannot find a match in the LDAP
server for certificate. netscape.| dap. LDAPException: unable to
establ i sh connection (52); DSA is unavail abl e.

Notice that the error message incorrectly says DSA is unavailable instead of
Directory Server is unavailable.

For instructions on how to configure a Certificate Manager to use a publisher
module, see section “Configuring a Certificate Manager to Publish Certificates and
CRLs” in Chapter 19, “Setting Up LDAP Publishing” of CMS Installation and Setup
Guide.

FileBasedPublisher Plug-in Module

274

The Fi | eBasedPubl i sher plug-in module implements the flat file publisher. This
module enables you to configure a Certificate Manager to publish certificates and
CRLs to files, which then can be used for importing the certificates and CRLs into
any other repository.

By default, the Certificate Manager does not create an instance of the

Fi | eBasedPubl i sher module. The instructions covered in Chapter 20, “Publishing
Certificates and CRLs to a File” of CMS Installation and Setup Guide explain how to
create an instance of this module and how to configure a Certificate Manager to
publish certificates and CRLSs to files.

Configuration Parameters of FileBasedPublisher

In the CMS configuration file, the Fi | eBasedPubl i sher module is identified as
ca. publ i sh. publisher.inpl.Fil eBasedPublisher.cl ass=com net scape.
certsrv. | dap. Fil eBasedPubl i sher.

In the CMS window, the module is identified as Fi | eBasedPubl i sher . Figure 6-2
shows how the configurable parameters for the module are displayed in the CMS
window.
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Figure 6-2  Configuration parameters defined in the FileBasedPublisher module

4 Publisher Editor

Publisher ICx: |PublishCer‘tsTnFile
Publizher Plugin I FieBasedPublisher

directary | Ccertificates

Directory in which to put the files (relative to cert-* instance
directory)

OK I Cancel Help

The configuration shown in Figure 6-2 creates a publisher named
Publ i shCert sToFi | e, which can publish certificate and CRL files to a directory at
C\certificates.

LdapCaCertPublisher Plug-in Module

The LdapCaCert Publ i sher plug-in module implements the CA certificate
publisher. This module enables you to configure a Certificate Manager to publish
or unpublish a certificate to the caCerti fi cat e; bi nary attribute of the mapped
directory entry; the mapper must locate the correct entry so the publisher can
publish the certificate to the specified attribute. The certificate is published as a
DER encoded binary blob.

The module also converts the object class of the CA’s entry to a
certificationAut hority ifit’s not one already. Similarly, it also removes the
certificationAut hority object class on unpublish if the CA has no other
certificates.

You can use this module for publishing the CA certificate to the LDAP directory
only.

During installation, the Certificate Manager automatically creates an instance
(called a publisher) of the LdapCaCer t Publ i sher module for publishing the CA
certificate to the directory. See “LdapCaCertPublisher Publisher” on page 277.
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Configuration Parameters of
LdapCaCertPublisher

In the CMS configuration file, the LdapCaCer t Publ i sher module is identified as
ca. publi sh. publisher.inpl.LdapCaCert Publisher.cl ass=com net scape.
certsrv. | dap. LdapCaCert Publi sher.

In the CMS window, the module is identified as LdapCaCer t Publ i sher . Figure 6-3
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 6-3  Parameters defined in the LdapCaCertPublisher module

4 Publisher Editor

Publisher IC |CACer‘tPuinsher
Publizher Plugin ID: LdspCaCertPublisher

caCerthttr |caCerti1icate;binary

calhjsctClass |cer‘tificaﬁnnALﬂhorﬂy

The name of the ohjectclass which should be added to this
entry, if it does not already exist

R Cancel Help

Table 6-2 describes these parameters.

Table 6-2 Description of parameters defined in the LdapCaCertPublisher module

Parameter Description

caCert Attr Specifies the LDAP directory attribute to publish the CA certificate.
Permissible values: Must be caCerti fi cat e; bi nary.

Example: caCertifi cate; binary
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Table 6-2 Description of parameters defined in the LdapCaCertPublisher module (Continued)

Parameter Description

ca(bj ect O ass Specifies the object class for the CA’s entry in the directory.
Permissible values: Mustbe certi fi cati onAuthority.

Example: certificati onAuthority

LdapCaCertPublisher Publisher

The publisher named LdapCaCert Publ i sher is an instance of the
LdapCaCert Publ i sher module. The Certificate Manager automatically creates
this publisher during installation.

You can use this publisher for publishing the CA certificate to
caCertificate;bi nary attribute of the mapped CA’s entry in the directory.

LdapUserCertPublisher Plug-in Module

The LdapUser Cer t Publ i sher plug-in module implements the end-entity
certificate publisher. This module enables you to configure a Certificate Manager to
publish or unpublish a certificate to the user Certi fi cat e; bi nary attribute of the
mapped directory entry; the mapper must locate the correct entry so the publisher
can publish the certificate to the specified attribute. The certificate is published as a
DER encoded binary blob.

You can use this module to publish any end-entity certificate to an LDAP directory.
Types of end-entity certificates include SSL client, S/MIME, SSL server, object
signing, router, and OCSP responder.

During installation, the Certificate Manager automatically creates an instance
(called a publisher) of the LdapUser Cer t Publ i sher module for publishing
end-entity certificates to the directory. See “LdapUserCertPublisher Publisher” on
page 279.
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Configuration Parameters of
LdapUserCertPublisher

In the CMS configuration file, the LdapUser Cer t Publ i sher module is identified as
ca. publish. publisher.inpl.LdapUser CertPublisher.cl ass=com net scape.
certsrv. | dap. LdapUser Cert Publ i sher.

In the CMS window, the module is identified as LdapUser Cer t Publ i sher . Figure
6-4 shows how the configurable parameters for the module are displayed in the
CMS window.

Figure 6-4  Parameters defined in the LdapUserCertPublisher module

4| Publisher E ditor E

Publisher ID: |UserCertPubhsher
Publishier Plugin ID: LdapUserCertPublisher

certiftr | userCertificate; binary

Cancel Help

The configuration shown in Figure 6-4 creates a publisher rule named
LdapUser Cert Publ i sher, which publishes user certificates to the
user Certificate; bi nary attribute of the mapped user entries.

Table 6-3 describes the parameters.
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Table 6-3 Description of parameters defined in the LdapUserCertPublisher module

Parameter

Description

certAttr

Specifies the directory attribute of the mapped entry to which the Certificate
Manager should publish the certificate.

Permissible values: Must be user Certi fi cate; bi nary.

Example: user Certi fi cat e; bi nary

LdapUserCertPublisher Publisher

The publisher named LdapUser Cer t Publ i sher is an instance of the
LdapUser Cert Publ i sher module. The Certificate Manager automatically creates
this publisher during installation.

You can use this publisher to publish an end-entity certificate to the
user Certificat e; bi nary attribute of the mapped end-entity’s entry in the
directory.

LdapCrlPublisher Plug-in Module

The LdapCr | Publ i sher plug-in module implements the CRL publisher. This
module enables you to configure a Certificate Manager to publish or unpublish the
CRL tothecertificat eRevocati onLi st; bi nary attribute of the mapped
directory entry; the configured mapper must locate the CA’s entry so that the
publisher can publish the CRL to the certi fi cat eRevocati onLi st; bi nary
attribute. The CRL is published as a DER-encoded binary blob.

The CRL publisher requires you to specify just one parameter named crl Attr. The
value of this parameter must be certi fi cat eRevocat i onLi st ; bi nary.

During installation, the Certificate Manager automatically creates an instance
(called a publisher) of the LdapCr | Publ i sher module for publishing CRLs to the
directory. See “LdapCrlPublisher Publisher” on page 281.
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Configuration Parameters of LdapCrlPublisher

In the CMS configuration file, the LdapCr | Publ i sher module is identified as
ca. publi sh. publisher.inpl.LdapCrl Publisher.class=com net scape.
certsrv. | dap. LdapCrl Publi sher.

In the CMS window, the module is identified as LdapCr | Publ i sher . Figure 6-5
shows how the configurable parameters for the module are displayed in the CMS
window.

Figure 6-5  Parameters defined in the LdapCrlPublisher module

& Publisher E ditor E

Publisher ID: |CRLPuinsher
Publishier Plugin ID: LdapCriPublisher

cHAr |cer‘tificataRevocatiDnList;binary

Cancel Help

Table 6-4 describes these parameters.

Table 6-4 Description of parameters defined in the LdapCrlPublisher module

Parameter Description

crlAttr Specifies the directory attribute of the mapped entry to which the Certificate
Manager should publish the certificate.

Permissible values: Mustbe certi fi cat eRevocati onLi st ; bi nary.

Example: certi fi cat eRevocati onLi st; bi nary
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LdapCrlPublisher Publisher

The publisher named LdapCr | Publ i sher is an instance of the LdapCr | Publ i sher
module. The Certificate Manager automatically creates this publisher during
installation.

You can use this publisher for publishing the CRL to
certificateRevocationLi st; bi nary attribute of the CA’s entry in the directory.

OCSPPublisher Plug-in Module

The OCSPPubl i sher plug-in module implements the OCSP publisher. This module
enables you to configure a Certificate Manager to publish its CRLs to a Online
Certificate Status Manager, the OCSP responder provided by Certificate
Management System.

During installation, the Certificate Manager does not create any instancs of the
OCSPPubl i sher module.

Configuration Parameters of OCSPPublisher

In the CMS configuration file, the OCSPPubl i sher module is identified as
ca. publ i sh. publisher.inpl.OCSPPublisher.class=com net scape.
certsrv. | dap. OCSPPubl i sher.

In the CMS window, the module is identified as OCSPPubl i sher . Figure 6-6 shows
how the configurable parameters for the module are displayed in the CMS
window.
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Figure 6-6  Parameters defined in the OCSPPublisher module

Publisher ID: |ca1 crl_to_ocsp

Publishier Plugin ID: OCSPPublizher

hast |DcspHespDnder.sirDe.com

part 2101
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Publizhes CRLs to & Online Certificate Status Manager, an OCSP
responder provided by CWS.
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Table 6-5 describes these parameters.

Table 6-5 Description of parameters defined in the OCSPPublisher module

Parameter Description

host Specifies the hostname of the Online Certificate Status Manager.

Permissible values: Must be the fully-qualified hostname of a Online Certificate
Status Manager in this form: <machi ne) _nane>. <your _donai n>. com

Example: ocspResponder . si roe. com

port Specifies the port number at which the Online Certificate Status Manager is listening
to the Certificate Manager.

Permissible values: Must be the Online Certificate Status Manager’s agent port
number.

Example: 8101

path Specifies the path for publishing the CRL.
Permissible values: Must be the default path, / ocsp/ addCRL.
Example: / ocsp/ addCRL
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CRL Extension Plug-in Modules

You can configure a Certificate Manager to generate CRLs and publish them to
repositories such as an LDAP directory, a flat file, or an OCSP responder which
other applications may use for checking the revocation status of a certificate or
from which other applications can retrieve the CRL. You can also configure the
Certificate Manager to generate and publish CRLs conforming to either X.509
version 1 or X.509 version 2 standards—CRLs compliant to X.509 version 2
standards contain CRL extensions.

To enable you to add these extensions to the CRL it generates, the Certificate
Manager provides a set of plug-in modules. These modules are implemented as
Java classes and are registered with the Certificate Manager’s publishing
framework.

This chapter explains plug-in modules that are installed with a Certificate
Manager—it lists and briefly describes the modules and then explains each one in
detail.

The chapter has the following sections:

< Overview of CRL Extension Modules (page 284)
= AuthorityKeyldentifier Rule (page 285)

e CRLNumber Rule (page 287)

= CRLReason Rule (page 288)

« HoldInstruction Rule (page 290)

= InvalidityDate Rule (page 291)

= IssuerAlternativeName Rule (page 293)

= IssuingDistributionPoint Rule (page 297)
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Overview of CRL Extension Modules
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To enable you issue or publish X.509 v2 CRLs (that is, CRLs with extensions),
Certificate Management System provides a set of plug-in modules; each module
enables you to configure the Certificate Manager to set a particular CRL or
CRL-entry extension in CRLs it issues. Plug-in modules are implemented as Java
classes and are registered in the CMS publishing framework. The CRL Extensions
Management tab of the CMS window (Figure 7-1) lists all the modules that are
registered with a Certificate Manager.

When deciding whether to add CRL extensions, keep in mind that not all
applications support version 2 CRLs. Among the applications that do support
extensions, not all applications will recognize every extension. For general
guidelines on using these extensions in CRLs, see Appendix C, “Certificate and
CRL Extensions.”

Figure 7-1  Default CRL extension modules registered with a Certificate Manager
ed.ip .com — iPTan ate Management System — CA
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Policies | Gk Authoritykeyldent. .. isabled
CRLMumber- Enabled
E( IzsuingDistributi,,, Dizabled
5} HoldInstruction Dizabled

- EditsView |

Mappers
Publishers

Rules Z

Refresh

Table 7-1 lists CRL extension modules that are installed with a Certificate Manager.
For instructions on how to configure a Certificate Manager to set CRL extensions,
see section “Configuring a Certificate Manager to Publish Certificates and CRLs”
in Chapter 19, “Setting Up LDAP Publishing” of CMS Installation and Setup Guide.
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Table 7-1 Default CRL extension modules

Plug-in module name

Function

Aut hori tyKeyl dentifier

CRLNunber

Sets the Authority Key Identifier extension in CRLs. For details, see
“AuthorityKeyldentifier Rule” on page 285.

Sets the CRL Number extension in CRLs. For details, see “CRLNumber
Rule” on page 287.

Sets the Reason Code extension in CRL entries. For details, see
“CRLReason Rule” on page 288.

Hol dl nst ructi on Sets the Hold Instruction Code extension in CRL entries. For details, see

“HoldInstruction Rule” on page 290.

InvalidityDate Sets the Invalidity Date extension in CRL entries. For details, see

“InvalidityDate Rule” on page 291.

| ssuer Al t er nat i veNane Sets the Issuer Alternative Name extension in CRLs. For details, see

“IssuerAlternativeName Rule” on page 293.

I ssui ngDi stri buti onPoi nt Sets the Issuing Distribution Point extension in CRLs. For details, see

“IssuingDistributionPoint Rule” on page 297.

AuthorityKeyldentifier Rule

The Aut hor i t yKeyl denti fi er rule enables you to configure a Certificate Manager
to set the Authority Key Identifier Extension defined in X.509 and PKIX standard RFC
2459 (see http://www. i etf.org/rfc/rfc2459.txt)in CRLs. The extension is
used to identify the public key that corresponds to the private key used by a CA to
sign CRLs.

The PKIX standard recommends that the CA must include this extension in all
CRLs it issues. Therefore, you should consider adding this extension to all CRLs
issued by the Certificate Manager. The reason for this is that in certain situations, a
CA'’s public key may change (for example, when the key gets updated) or the CA
may have multiple signing keys (either because of multiple concurrent key pairs or
because of key changeover). In these cases, the CA ends up with more than one key
pair. When verifying a signature on a certificate, other applications need to know
which key was used in the signature. The extension, if present in a certificate,
enables applications (those that can use the extension) to identify the correct key to
use in situations when multiple keys exist; the extension specifies the public key to
be used to verify the signature on the CRL.
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For general guidelines on setting the authority key identifier extension in CRLsS, see
“authorityKeyldentifier” on page 364.

Figure 7-2 shows how configurable parameters for the Aut hori t yKeyl denti fi er
rule are displayed in the CMS window.

Figure 7-2  Parameters defined in the AuthorityKeyldentifier rule

§p CRL Extension Editor

CRL Extension ID:  AuthorityKeyldentifier
CRL Extension Plugin ID: ChSAuthorityKeyidentifierExtension

enable [

critical [

The authority key identifier extension provides a means of
identifying the public key corresponding to the private key used
to sign & CRL.

0K cancel Help

The configuration shown in Figure 7-2 specifies that the server should not set the
authority key identifier extension in CRLSs.

Table 7-2 describes these parameters.

Table 7-2 Description of parameters defined in the AuthorityKeyldentifierExt rule

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server sets
the authority key identifier extension in CRLs.

= If you disable the rule, the server does not add the extension to CRLs; it ignores
the values in the remaining fields.

critical Specifies whether the extension should be marked critical or noncritical in CRLs
issued by the server. Check the box if you want the server to mark the extension
critical. Uncheck the box if you want the server to mark the extension noncritical
(default).
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CRLNumber Rule

The CRLNunber rule enables you to configure a Certificate Manager to set the CRL
Number Extension defined in X.509 and PKIX standard RFC 2459 (see

http://wwm ietf.org/rfc/rfc2459.txt)in CRLs. This extension specifies a
monotonically increasing sequence number for each CRL issued by a CA, allowing
CRL users to easily determine when a particular CRL supersedes another CRL.

For general guidelines on setting the CRL number extension in CRLs, see
“CRLNumber” on page 365.

Figure 7-3 shows how the configurable parameters for the CRLNunber rule are
displayed in the CMS window.

Figure 7-3  Parameters defined in the CRLNumber rule

§p CRL Extension Editor

CRL Extension ID: CRLMumber
CRL Extension Plugin ID: CMSCRLANUmMberExtension

enable [

critical [

The CRL number is a non-critical CRL extension which conveys
& monotonically increasing sequence number for each CRL
igsued by a CA

0K cancel Help

The configuration shown in Figure 7-3 specifies that the server should not set the
CRL number extension in CRLs.

Table 7-3 describes these parameters.
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Table 7-3 Description of parameters defined in the CRLNumber rule

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server sets
the CRL number extension in CRLSs.

= If you disable the rule, the server does not add the extension to CRLs; it ignores
the values in the remaining fields.

critical Specifies whether the extension should be marked critical or noncritical in CRLs
issued by the server. Check the box if you want the server to mark the extension
critical. Uncheck the box if you want the server to mark the extension noncritical
(default).

CRLReason Rule

The CRLReason rule enables you to configure a Certificate Manager to set the CRL
ReasonCode Extension defined in X.509 and PKIX standard RFC 2459 (see
http://ww ietf.org/rfc/rfc2459.txt)in CRL entries. The extension is used
to identify the reason for the revocation of a certificate included in the CRL.

For general guidelines on setting the CRL reason code in CRL entries, see
“reasonCode” on page 369.

The revocation reasons defined by the standard are listed in Table 7-4.

Table 7-4 Certificate revocation reasons

Code Reason

unspecified
keyCompromise
cACompromise
affiliationChanged
superseded
cessationOfOperation

certificateHold

Lo o o~ W N - O

removeFromCRL
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Figure 7-4 shows how the configurable parameters for the CRLReason rule are
displayed in the CMS window.

Figure 7-4  Parameters defined in the CRLReason rule

§p CRL Extension Editor

CRL Extension ID: CRLReason
CRL Extension Plugin ID: CMSCRLREeazonExtension

enzble v

critical [

The CRL reason code is & non-critical CRL entry extension that
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0K cancel Help

The configuration shown in Figure 7-4 specifies that the server should set the CRL
reason code extension in CRL entries.

Table 7-5 describes these parameters.

Table 7-5 Description of parameters defined in the CRLReason rule

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule
(default). Uncheck the box to disable the rule.

= If you enable the rule and set the remaining parameters correctly, the server sets
the CRL number extension in CRLs.

= If you disable the rule, the server does not add the extension to CRLs; it ignores
the values in the remaining fields.

critical Specifies whether the extension should be marked critical or noncritical in CRLs
issued by the server. Check the box if you want the server to mark the extension
critical. Uncheck the box if you want the server to mark the extension noncritical
(default).
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HoldInstruction Rule

The Hol dI nst ructi on rule enables you to configure a Certificate Manager to set
the CRL Hold Instruction Extension defined in X.509 and PKIX standard RFC 2459
(seehttp://ww ietf.org/rfc/rfc2459.txt)in CRLS. The extension is a
non-critical CRL entry extension that is used to specify a registered instruction
identifier—the identifier indicates what action the validating application should
take when it encounters a certificate that has been placed on hold.

For general guidelines on setting the CRL hold instruction code in CRL entries, see
“holdInstructionCode” on page 368.

Figure 7-5 shows how the configurable parameters for the Hol di nst ructi on rule
are displayed in the CMS window.

Figure 7-5  Parameters defined in the HoldInstruction rule

CRL Extension ;. Holdinstruction
CRL Extension Plugin I0: CMSHoldinstructionExtension

enable [

critical [

instruction I nonge V|

The hold instruction code is & non-critical CRL entry extension
that provides a registered instruction iderdifier which indicates
the action to be taken after encountering a ceificate that has
been placed on hold.

QI Cancel Help

The configuration shown in Figure 7-5 specifies that the server should not set the
hold instruction extension in CRL entries.

Table 7-6 describes these parameters.
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Table 7-6 Description of parameters defined in the HoldInstruction rule

Parameter Description
enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).
= If you enable the rule and set the remaining parameters correctly, the server sets
the Hold Instruction extension in CRLSs.
= If you disable the rule, the server does not add the extension to CRLs; it ignores
the values in the remaining fields.
critical Specifies whether the extension should be marked critical or noncritical in CRLs

instruction

issued by the server. Check the box if you want the server to mark the extension
critical. Uncheck the box if you want the server to mark the extension noncritical
(default).

Specifies the action a validating application must take when it encounters a certificate
that has been put on hold.

Permissible values: none, cal | i ssuer,orrej ect.

= none specifies that the validating application need not do anything; the PKIX
standard says that this is semantically equivalent to the absence of a
holdInstructionCode (default).

= cal li ssuer specifies that the validating application must call the CA that has
issued the certificate or reject the certificate.

= rej ect specifies that the validating application must reject the certificate on
hold.

Example: none

InvalidityDate Rule

Thel nval i di tyDat e rule enables you to configure a Certificate Manager to set the
Invalidity Date Extension defined in X.509 and PKIX standard RFC 2459 (see
http://ww. ietf.org/rfc/rfc2459.txt)in CRLs. The extension is a non-critical
CRL entry extension that is used to specify the date on which it is known or
suspected that the private key was compromised or that the certificate otherwise
became invalid.

For general guidelines on setting the invalidity date extension in CRL entries, see
“invalidityDate” on page 368.
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Figure 7-6 shows how the configurable parameters for the | nval i di t yDate rule
are displayed in the CMS window.

Figure 7-6  Parameters defined in the InvalidityDate rule
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The configuration shown in Figure 7-6 specifies that the server should not set the
invalidity date extension in CRL entries.

Table 7-7 describes these parameters.

Table 7-7 Description of parameters defined in the InvalidityDate rule

Parameter Description

enabl e Specifies whether the rule is enabled or disabled. Check the box to enable the rule.
Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the server sets
the Invalidity Date extension in CRLs.

= If you disable the rule, the server does not add the extension to CRLs; it ignores
the values in the remaining fields.

critical Specifies whether the extension should be marked critical or noncritical in CRLs
issued by the server. Check the box if you want the server to mark the extension
critical. Uncheck the box if you want the server to mark the extension noncritical
(default).
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IssuerAlternativeName Rule

The I ssuer Al t er nat i veNarre rule enables you to configure a Certificate Manager
to set the Issuer Alternative Name Extension defined in X.509 and PKIX standard RFC
2459 (see http://ww i etf.org/rfc/rfc2459.txt)in CRLs. This extension
enables binding of or associating alternative identities, such as Internet electronic
mail address, a DNS name, an IP address, and a uniform resource indicator (URI),
with the issuer of the CRL.

The I ssuer Al t er nat i veNane rule enables you to associate the following identities
with a CRL issuer, by including them in the extension:

= Anrfc822Name

= ADNSnname

= Adirectory hame

= A uniform resource indicator (URI)
= An P address

= An object identifier (OID)

For general guidelines on setting the issuer alternative name extension in CRLsS, see
“issuerAltName” on page 366.

Figure 7-7 shows how configurable parameters for the | ssuer Al t er nat i veNanme
rule are displayed in the CMS window.

Figure 7-7  Parameters defined in the IssuerAlternativeName rule
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nameTyped | rfcaz2Name =l

natnel |tes‘tCA@sime com

nameTypel I diSkame ;I

niame] | testCa, siroe.com _,I

Check to enable lzsuer Aternative Mame CRL extension.

QK I Cancel Help
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The configuration shown in Figure 7-7 specifies that the server should not set the
issuing point extension in CRLs.

Table 7-8 describes these parameters.

Table 7-8 Description of parameters defined in the IssuerAlternativeName rule

Parameter

Description

enabl e

critical

nuniNanes

Specifies whether the rule is enabled or disabled. Check the box to enable
the rule. Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the
server sets the issuer alternative name extension in CRLs.

= If youdisable the rule, the server does not add the extension to CRLs; it
ignores the values in the remaining fields.

Specifies whether the extension should be marked critical or noncritical in
CRLs issued by the server. Check the box if you want the server to mark
the extension critical. Uncheck the box if you want the server to mark the
extension noncritical (default).

Specifies the total number of alternative names or identities permitted in
the extension. Note that each name has a set of configuration parameters—
nameType and name—and you must specify appropriate values for each
of those parameters; otherwise, the policy rule will return an error.

You can change the total number of identities by changing the value
specified in this field; there’s no restriction on the total number of
identities you can include in the extension. Each set of configuration
parameters is distinguished by <n>, which is an integer derived from the
value you assign in this field. For example, if you set the nunNanes
parameter to 2, <n>would be 0 and 1.

Permissible values: 0 or n.
= 0 specifies that no identities can be contained in the extension.

= n specifies the total number of identities to be included in the
extension; it must be an integer greater than zero. The default value is
3.

Example: 1
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Table 7-8 Description of parameters defined in the IssuerAlternativeName rule (Continued)

Parameter Description

nameType<n> Specifies the general-name type.
Permissible values: r f c822Nan®, di r ect or yNane, dNSNane,
edi Part yNane, URL, i PAddr ess, O D, or ot her Nane.
= Selectr f c822Nare if the name is an Internet mail address.
= Selectdi r ect or yNane if the name is an X.500 directory name.
= Select dNSNane if the name is a DNS name.
= Select edi Part yNane if the name is a EDI party name.
= Select URL if the name is a uniform resource identifier (default).
= Selecti PAddr ess if the name is an IP address.
= Select O Dif the name is an object identifier.
= Select ot her Nan® if the name is in any other name form.
Example: URL

name<n> Specifies the general-name value.

Permissible values: Depends on the name type specified in the
nameType<n> field.

If the type is r f c822Nane, the value must be a valid Internet mail
address in the | ocal - part @ormai n format; see the definition of an

r f c822Nane as defined in RFC 822
(http://wwietf.org/rfc/rfc0822.txt).Youmay use upper
and lower case letters in the mail address; no significance is attached to
the case. For example, t est CA@i r oe. com

If the type isdi r ect or yNane, the value must be a string form of X.500
name, similar to the subject name in a certificate, in the RFC 2253
syntax (seehttp://ww. ietf.org/rfc/rfc2253.txt). Note that
RFC 2253 replaces RFC 1779. For example,

CN=CACentral , OU=Research Dept, O=Si roe Corp, C=US.

If the type is dNSNan®e, the value must be a valid domain name in the
preferred-name syntax as specified in RFC 1034
(http://ww.ietf.org/rfc/rfcl034.txt).Youmay use upper
and lower case letters in the domain name; no significance is attached
to the case. Do not use the string *“ ” for the DNS name. Also don’t use
the DNS representation for Internet mail addresses; such identities
should be encoded as r f c822Nane. For example,

t est CA. siroe.com
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Table 7-8 Description of parameters defined in the IssuerAlternativeName rule (Continued)

Parameter Description

If the type is edi Par t yName, the name must be an IA5String. For
example, Si roe Cor porati on.

If the type is URL, the value must be a non-relative universal resource
identifier (URI) following the URL syntax and encoding rules specified
iNRFC 1738 (http://ww. ietf.org/rfc/rfcl738.txt). Thatis,
the name must include both a scheme (for example, ht t p) and a fully
qualified domain name or IP address of the host. For example,
http://testCA siroe.com

If the type isi PAddr ess, the value must be a valid IP address
specified in dot-separated numeric component notation. The syntax for
specifying the IP address is as follows:

For IP version 4 (IPv4), the address should be in the form specified in
RFC 791 (http://wwv ietf.org/rfc/rfc0791.txt).IPv4
address must be in the n. n. n. n format; for example, 128. 21. 39. 40.
IPv4 address with netmask must be in the n. n. n. n, m m m mformat.
For example, 128. 21. 39. 40, 255. 255. 255. 00.

For IP version 6 (IPv6), the address should be in the form described in
RFC 1884 (http://ww. i etf.org/rfc/rfcl884.txt), with
netmask separated by a comma. Examples of IPv6 addresses with no
netmaskare 0: 0: 0: 0: 0: 0: 13. 1. 68. 3 and FFO1: : 43. Examples of
IPv6 addresses with netmask are 0: 0: 0: 0: 0: 0: 13. 1. 68. 3, FFFF:
FFFF: FFFF: FFFF: FFFF: FFFF: 255. 255, 255. 0 and

FFO1: : 43, FFFF: FFFF: FFFF: FFFF: FFFF: FFFF: FFOO: 0000.

If the type is O D, the value must be a unique, valid OID specified in
the dot-separated numeric component notation. Although you can
invent your own OIDs for the purposes of evaluating and testing this
server, in a production environment, you should comply with the ISO
rules for defining OIDs and for registering subtrees of IDs. See
Appendix B, “Object Identifiers” for information on allocating private
OIDs. For example, 1. 2. 3. 4. 55. 6. 5. 99.

If the type is ot her Nare, the name must be must be the absolute path
to the file that contains the general name in its base-64 encoded format.
For example,

C.\ net scape\server 4\ ext n\i an\ ot her nane. t xt.
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IssuingDistributionPoint Rule

The I ssui ngDi st ri buti onPoi nt rule enables you to configure a Certificate
Manager to set the Issuing Distribution Point Extension defined in X.509 and PKIX
standard RFC 2459 (see htt p: //ww. i et f.org/rfc/rfc2459.txt)in CRLs. The
CRL issuing point extension enables you to specify a pointer to a particular CRL
and to include additional information about the CRL at that location—whether it
covers revocation of end-entity certificates only, CA certificates only, or revoked
certificates that have a limited set of reason codes.

By default, the pointer can be in either of these forms:
= The name of the X.500 directory that stores the CRL
= The URI to the location that contains the CRL

Optionally, each issuing point may contain a set of reason flags, indicating what
revocation reasons are covered by the CRL at the specified location. Note that you
can modify the rule to support any name form by making the appropriate changes
to the sample code provided for this purpose. The sample code is located here:

<server _root >/ cnms_sdk/cns_j dk/ sanpl es/ CRLs/ | ssui ngDi stri buti onPoi nt

For general guidelines on setting the issuing distribution point extension in CRLs,
see “issuingDistributionPoint” on page 366.

Figure 7-8 shows how configurable parameters for the
I ssui ngDi stri buti onPoi nt rule are displayed in the CMS window.

Figure 7-8  Parameters defined in the IssuingDistributionPoint rule

4 CRL Extension Editor [ ]

CRL Extension ID: IzsuinoDistributionPoint
CRL Extension Plugin I0: CMESlssuingDistributionPoirtExtension

enable [

critical [v

PointType | DirectoryMame =l

poirtMame |CN=1851CA, Cl=Resesrch Dept, O=SiroeCarp, C=US

onlySomeReazons |
onlyCortainsCACerts [
onlyContainsUserCerts [

indirectCRL [

Select any combinstion of the following reasons: keyCompromize,
cACompromize, affiistionChanged, superzeded, cessationOfOperation,
certificateHold

0K I Cancel Help
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The configuration shown in Figure 7-8 specifies that the server should not set the
issuing point extension in CRLs.

Table 7-9 describes these parameters.

Table 7-9 Description of parameters defined in the IssuingDistributionPoint rule

Parameter

Description

enabl e

critical

poi nt Type

Specifies whether the rule is enabled or disabled. Check the box to enable
the rule. Uncheck the box to disable the rule (default).

= If you enable the rule and set the remaining parameters correctly, the
server sets the issuing distribution point extension in CRLs.

= If youdisable the rule, the server does not add the extension to CRLs; it
ignores the values in the remaining fields.

Specifies whether the extension should be marked critical or noncritical in
CRLs issued by the server. Check the box if you want the server to mark
the extension critical (default). Uncheck the box if you want the server to
mark the extension noncritical.

Specifies the type (for example, URI ) of the issuing distribution point.
Permissible values: By default, Di r ect or yName and URI .

< DirectoryNane specifies that the type is an X.500 Directory Name
(that is, the CRL is stored in an X.500 directory).

= URI specifies that the type is a uniform resource indicator (this
provides a pointer to the location for the most current CRL issued by
this CA).

Example: URI
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Table 7-9 Description of parameters defined in the IssuingDistributionPoint rule (Continued)

Parameter

Description

poi nt Narme

onl ySoneReasons

onl yCont ai nsCACerts

onl yCont ai nsUser Certs

i ndi rect CRL

Specifies the name of the issuing distribution point. The name of the
distribution point can be in any of the following formats:

Permissible values: Depends on the value specified for the poi nt Type
parameter.

= If the poi nt Type attribute is set to Di r ect or yNane, the name must
be an X.500 Name (in RFC1779 syntax).

= If the poi nt Type attribute is set to URI , the name must be a URI; the
URI must be an absolute pathname and must specify the host.

Example:

= If the name is a URI, it would look similar to this:
http://test CA siroe.coniget/your/crls/herel

= If the name is an X.500 Directory Name, it would look similar to this:
CN=CRLCentr al , OU=Resear ch Dept, O=Si roe Corp, C=US

(Note that the CRL may be stored in the directory entry corresponding
to the CRL issuing point, which may be different than the directory
entry of the CA.)

Specifies the reason codes associated with the distribution point.

Permissible values: A combination of reason codes—unspeci fi ed,
keyConpr om se, cAConpr omni se,af filiati onChanged,

super seded, cessati onOf Oper ati on,certificateHol d,and

r enoveFr omCRL—separated by commas. Leave field blank if the
distribution point contains revoked certificates with all reason codes or if
you don’t want to set this field (default).

Example: unspeci fi ed, keyConpr omni se, cessat i onOf Operati on

Specifies whether the distribution point contains only revoked CA
certificates. Check the box if the distribution point contains CA certificates
only. Uncheck the box if the distribution point contains all types of
revoked certificates (default).

Specifies whether the distribution point contains only revoked user
certificates. Check the box if the distribution point contains user certificates
only. Uncheck the box if the distribution point contains all types of
certificates (default).

Specifies whether the distribution point contains an indirect CRL. Check
the box if the distribution point contains an indirect CRL. Uncheck the box
if the distribution point doesn’t contain an indirect CRL (default).
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Chapter 8

Log Plug-in Modules

iPlanet Certificate Management Server (CMS) can record events related to its
activities, such as administration, communications using any of the protocols the
server supports, and various other processes employed by all the subsystems that
the server manages. To monitor these events, you need to capture them in to a
repository. For this purpose, Certificate Management System provides plug-in
modules. This chapter explains the log modules—it lists and briefly describes the
modules and then explains each one in detail.

The chapter has the following sections:

< Overview of Log Modules (page 301)

« file Plug-in Module (page 303)

< NTEventLog Plug-in Module (page 308)

Overview of Log Modules

You can configure a CMS instance to log messages related to specific activities
when events relevant to those activities occur. Log messages are
event-driven—that is, whenever an event occurs, Certificate Management System
generates the message and writes it to the configured repository. Event-driven
logging involves a listener class in the CMS instance that registers an interest in an
appropriate event such as a failed enrollment request.

Log plug-in modules discussed in this chapter are listeners, which are
implemented as Java classes and are registered in the CMS policy framework. The
Log Event Listener Plugin Registration tab of the CMS window (Figure 8-1) lists all
the modules that are registered with a CMS instance.
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Figure 8-1  Default log modules
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Table 8-1 lists the log modules provided for a CMS instance.

Table 8-1 Log plug-in modules

Plug-in module name Function

file Logs messages to a file. For details, see “file Plug-in Module” on page 303.

NTEvent Log Logs messages to Windows NT Event log (when you run a CMS instance on a
Windows NT system). For details, see “NTEventLog Plug-in Module” on
page 308.

Note that the name of the Java class for a log plug-in is in this format:
com net scape. certsrv. | oggi ng. <pl ugi n_nane>

where <pl ugi n_name> is the name of a plug-in module. For example, the Java class
for the NTEvent Log module would be:

com net scape. certsrv. | oggi ng. NTEvent Logs

After you take a look at the default log modules, if you determine that they do not
meet your requirements entirely, you can develop a custom module. Check the
CMS software development kit (SDK) installed at this location:

<server _root >/ cns_sdk/cms_j dk
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file Plug-in Module

The fil e module enables you to configure Certificate Management System to log
audit, error, and system messages to a file. The module also enables you to specify
the following:

« Filename

« Log level or message category

= Rollover criteria, which can be based on the size or age of the file
= Expiration time for rotated logs

During installation, Certificate Management System automatically creates three
instances of the fi | e modules for logging audit, error, and system messages.

ai ip
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@ Users and Groups
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The listeners are named as follows:

= Audit (see “Audit Log Event Listener” on page 306)

= Error (see “Error Log Event Listener” on page 307)

« System (see “System Log Event Listener” on page 308)

You need to review these listeners and make the changes appropriate for your PKI
setup. For instructions, see “Configuring CMS Logs” in Chapter 23, “Managing
CMS Logs” of CMS Installation and Setup Guide.
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Configuration Parameters of file

In the CMS configuration file, the f i | e module is identified as
log.inmpl.file.class=com netscape.certsrv.logging. RollingLogFile.

In the CMS window, the module is identified as fi | e. Figure 8-2 shows how
configurable parameters for the module are displayed in the CMS window.

Figure 8-2  Parameters defined in the file module

Log Event Listener [ | emor_logs_to_file

Log Event Listener Plugin IC: file

type Isyslem j
enabled [
lenvel I Debug ;I

fileMame | d /netscape/serverd /cet-demalCaslogs/

hufferSize | 512

flushinteryal | 5

maxFileSize | 100

rollaverinteryal I weekly j

expirationTime | 2532000

Wirite the log messages to & file which will be rotated
automatically.

QK Cancel Help

Table 8-2 gives details about each of these parameters and their values.

Table 8-2 Description of parameters defined in the file module

Parameter Description

type Specifies the log (or event) type.

Permissible values: audi t or syst em Select audi t for Audit logs and
syst emfor Error and System logs. The default selection is audi t .

Example: audi t
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Table 8-2 Description of parameters defined in the file module (Continued)

Parameter Description

enabl ed Specifies whether the listener is enabled to log messages.
= Check the box if you want the server to log messages of the type specified

in the type field.
= Leave the box unchecked if you do not want the server to log messages of
this type.

|l evel Specifies a message category that represents the level of logging to filter
messages. Log levels are additive. Before selecting a level, be sure to read
“Log Levels (Message Categories)” in Chapter 23, “Managing CMS Logs” of
CMS Installation and Setup Guide.
Permissible values: Debug, | nf or mat i on, War ni ng, Fai | ur e,
M sconfi gurati on, Cat astrophe, and Securi ty. By default, the level is
set to Information.
Example: Debug

fil eNanme Specifies the file path for the active log file; when the file is rotated, its name
will be appended with a timestamp. For details, see “Timing of Log File
Rotation” in Chapter 23, “Managing CMS Logs” of CMS Installation and Setup
Guide.
Permissible values: Absolute path to the file, including the filename.
Example: C: \ cns\ server 4\ cert-denpCA\ | ogs\audit. | og

buf ferSi ze Specifies the buffer size, in kilobytes (KB), for the active log file. For details,

flushlnterval

see “Buffered Versus Unbuffered Logging” in Chapter 23, “Managing CMS
Logs” of CMS Installation and Setup Guide.

Permissible values: As applicable. The default value is 512.
Example: 512

Specifies the flush interval, in seconds, for the active log file; when the file
reaches the specified interval, the buffer will be flushed to the file. For details,
see “Timing of Log File Rotation” in Chapter 23, “Managing CMS Logs” of
CMS Installation and Setup Guide

Permissible values: As applicable. The default value is 5.

Example: 5
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Table 8-2 Description of parameters defined in the file module (Continued)

Parameter

Description

maxFi | eSi ze

rol | overl nterval

expi rationTi nme

Specifies the file size, in kilobytes (KB), for the active log file; the file will be
rotated when its size reaches or exceeds the specified value. For details, see
“Timing of Log File Rotation” in Chapter 23, “Managing CMS Logs” of CMS
Installation and Setup Guide

Permissible values: As applicable. The default value is 100.
Example: 100

Specifies the frequency for rotating the active log file; the file will be rotated
when its age is equal to or older than this interval. For details, see “Rotation of
Log Files” in Chapter 23, “Managing CMS Logs” of CMS Installation and Setup
Guide.

Permissible values: Hour | y, Dai | y, Weekl y, Mont hl y, and Year | y. The
default selection is Hour | y.

Example: Weekl y

Specifies the interval at which the server should delete the rotated log file; the
file will be deleted when its age is equal to or older than this interval. By
default, the rotated log files are not deleted. For details, see “Timing of Log
File Deletion” in Chapter 23, “Managing CMS Logs” of FCMS Installation and
Setup Guide.

Permissible values: An appropriate value in seconds. For example, if you
want the files to be deleted every 30 days, you would type 2592000
(60x60x24x30) seconds.

Example: 2592000

Audit Log Event Listener

The event listener named Audi t is an instance of the fi | e module. Certificate
Management System automatically creates this listener during installation. By
default, the listener is configured as follows:

The rule is enabled.
The type is set to log audit messages (t ype=audi t ).
The log level for the active log file is set to 1 (I evel =I nf or mat i on).

Log messages are written to a file named audi t . | og, which is at:
<server _root>/cert-<instance_id>/1ogs/
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The buffer size for the active log file is set to 512 KB (buf f er Si ze=512).

The interval for flushing the buffer to the file is set to 5 seconds
(f1 ushl nt erval =5).

The size limit for the active log file is set to 100 KB (maxFi | eSi ze=100).

The rollover interval for the active log file is set to monthly or every 30 days
(rol I over| nt erval =Mont hl y).

Expiration time for the rotated log files is set to 0 seconds (expi r at i onTi me=0).

For details on individual parameters defined in the listener, see Table 8-2 on
page 304.

Error Log Event Listener

The event listener named Er r or is an instance of the fi | e module. Certificate
Management System automatically creates this listener during installation. By
default, the listener is configured as follows:

The rule is enabled.
The type is set to log error messages (t ype=syst en).
The log level for the active log file is set to 3 (I evel =Fai | ur e).

Log messages are written to a file named err or . | og, which is at:
<server _root>/cert-<instance_id>/1ogs/

The buffer size for the active log file is set to 512 KB (buf f er Si ze=512).

The interval for flushing the buffer to the file is set to 5 seconds
(f1 ushl nt erval =5).

The size limit for the active log file is set to 100 KB (maxFi | eSi ze=100).

The rollover interval for the active log file is set to monthly or every 30 days
(rol I over I nterval =Nont hl y).

Expiration time for the rotated log files is set to 0 seconds (expi rat i onTi me=0).

For details on individual parameters defined in the listener, see Table 8-2 on
page 304.
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System Log Event Listener

The event listener named Syst emis an instance of the fi | e module. Certificate
Management System automatically creates this listener during installation. By
default, the listener is configured as follows:

= Therule is enabled.
= The type is set to log system messages (t ype=syst em).
= The log level for the active log file is set to 3 (I evel =Fai | ure).

= Log messages are written to a file named syst em | og, which is at:
<server _root>/cert-<instance_i d>/1ogs/

= The buffer size for the active log file is set to 512 KB (buf f er Si ze=512).

= The interval for flushing the buffer to the file is set to 5 seconds
(f1 ushl nt erval =5).

= The size limit for the active log file is set to 100 KB (maxFi | eSi ze=100).

= The rollover interval for the active log file is set to monthly or every 30 days
(rol I over I nterval =Mont hl y).

= Expiration time for the rotated log files is set to 0 seconds (expi r at i onTi me=0).

For details on individual parameters defined in the listener, see Table 8-2 on
page 304.

NTEventLog Plug-in Module

308

The NTEvent Log module enables you to configure Certificate Management System
to write both audit and system logs to the Event Log of a Windows NT system. If
you’ve installed Certificate Management System on a Windows NT system, the
CMS window allows you to turn this feature on or off and to specify the levels for

logging.

During installation, Certificate Management System automatically creates two
instances or listeners of the NTEvent Log modules for logging audit and system
messages. The listeners are named as follows:

< NTAudit (see “NTAudit Event Listener” on page 310)
= NTSystem (see “NTSystem Event Listener” on page 310)
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Note that by default both the listeners are enabled. You need to review these
listeners and make the changes appropriate for your PKI setup. For instructions,
see “Configuring CMS Logs” in Chapter 23, “Managing CMS Logs” of FCMS
Installation and Setup Guide.

Configuration Parameters of NTEventLog

In the configuration file, the NTEvent Log module is identified as
| og. i nmpl. NTEvent Log. cl ass=com net scape. certsrv. | oggi ng. NTEvent Log.

In the CMS window, the module is identified as NTEvent Log. Figure 8-3 shows
how configurable parameters of the module are displayed in the CMS window.

Figure 8-3  Parameters defined in the NTEventLog module

% Log Event Listener Editor

Log Event Listener ID: | aystem_logs_to WinNIE vertLog
Log Event Listener Plugin ID: MTEventLog

type: [ system =l
enable [4
level I Debug j

MTEventSourcename | cert-demaCa

Wite to MT event log

QK Cancel Help

Table 8-3 gives details about each of these parameters and their values.

Table 8-3 Description of parameters defined in the NTEventLog module

Parameter Description

type Specifies the log (or event) type.

Permissible values: audi t or syst em Select audi t for audit logs and
syst emfor error and system logs.

Example: syst em
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Table 8-3 Description of parameters defined in the NTEventLog module (Continued)

Parameter Description
enabl e Specifies whether the listener is enabled to log messages.
= Check the box if you want the server to log messages of this type.
= Leave the box unchecked if you do not want the server to log messages of
this type.
|l evel Specifies a message category that represents the level of logging to filter

NTEvent Sour ceName

messages. For details, see section “Log Levels (Message Categories)” in
Chapter 23, “Managing CMS Logs” of CMS Installation and Setup Guide.

Permissible values: Debug, | nf o, War ni ng, Fai | ure, M sconfi gurati on,
Cat astrophe, and Securi ty.

Example: I nf o

Specifies the name of the CMS instance that’s logging the messages.

NTAudit Event Listener

The event listener named NTAudi t is an instance of the NTEvent Log module.
Certificate Management System automatically creates this listener during
installation. By default, the listener is configured as follows:

e The rule is enabled.

= The type is set to log audit messages (t ype=audi t ).

e Theloglevel issetto 1 (I evel =I nf or mati on).

= The event source identifies the name of the CMS instance that’s logging the
events.

For details on individual parameters defined in the listener, see Table 8-3 on

page 309.

NTSystem Event Listener

The event listener named NTSyst emis an instance of the NTEvent Log module.
Certificate Management System automatically creates this listener during
installation. By default, the listener is configured as follows;

e The rule is enabled.
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= The type is set to log system messages (t ype=syst em).
e Thelog level issetto 2 (I evel =War ni ng).

= The event source identifies the name of the CMS instance that’s logging the
events.

For details on individual parameters defined in the listener, see Table 8-3 on
page 309.
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Appendix A

Distinguished Names

This appendix explains what a distinguished name is and how iPlanet Certificate
Management Server (CMS) uses distinguished names to automatically update
certificate information in your corporate LDAP directory.

The appendix has the following sections:

< What Is a Distinguished Name? (page 313)

< DNs in Certificate Management System (page 316)

= Role of Distinguished Names in Certificates (page 323)

For the most part, the information presented in this appendix is specific to
Netscape Directory Server, an LDAP-compliant directory.

What Is a Distinguished Name?

Distinguished names (DNs) are string representations that uniquely identify users,
systems, and organizations. In general, DNs are used in LDAP-compliant
directories, such as Netscape Directory Server. In Certificate Management System,
you use DNs to identify the owner of a certificate and the authority that issued a
certificate.

NOTE If you are using an LDAP directory in conjunction with Certificate
Management System, the DNs in your certificates should match the
DNs in your directory.
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Distinguished Name Components

A DN identifies an entry in an LDAP directory. Because directories are
hierarchical, DNs identify the entry by its location as a path in a hierarchical tree
(much as a path in a file system identifies a file). Generally, a DN begins with a
specific common name, and proceeds with increasingly broader areas of
identification until the country name is specified. DNs are typically made up of the
following components (which are defined in the X.520 standard):

CN=common nane, OU=organi zational unit, O=organization, L=locality,
ST=state or province, C=country name

These components are described in Table A-1. For more information on
distinguished names, see RFC 2253 (which replaces RFC 1779). You can find RFC
2253 atthis URL: http://ww. ietf.org/rfc/rfc2253.txt

Note that if used in conjunction with an LDAP-compliant directory, Certificate
Management System by default recognizes components that are listed in Table A-2.

Table A-1 Definitions of standard DN components

Component

Name

Definition

CN

E
(deprecated)

ou

Common name

Email address

Organizational unit

Organization

A required component that identifies the person or object defined
by the entry. For example:

¢ CN=Jane Doe
e CN=corpDirectory.siroe.com

Identifies the email address of the entry. For example:
j doe@i roe. com

The use of this component is discouraged by the PKIX standard,;
instead, it recommends the use of Subject Alternative Name Extension
to associate an email address with a certificate; see
“SubjectAltNameExt Plug-in Module” on page 235. The reason for
this is because it is usually too hard to have a E in a directory
structure; email addresses change too frequently.

Identifies a unit within the organization. For example:

e OUSal es

¢ OU=Manufacturing

Identifies the organization in which the entry resides. For example:
e O=Siroe Corporation

e O=Public Power & Gas
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Definitions of standard DN components (Continued)

Component

Name Definition

L

ST

DC

Locality Identifies the place where the entry resides. The locality can be a
city, county, township, or other geographic region. For example:

e L=Mbuntain View
e L=Pacific Northwest
¢ L=Anoka County

State or province Identifies the state or province in which the entry resides. For
name example:

e ST=California
e ST=British Colunbia

Country Identifies the name of the country under which the entry resides.
For example:

Domain component Identifies the domain components of a domain. For example, if the
domain is siroe.com, the domain components would be:

¢ DC=siroe, DC=com

Root Distinguished Name

The root distinguished name, or root DN, is the first, or top-most, entry in an LDAP
directory tree. In Netscape Directory Server, the root DN is commonly referred to
as the directory manager. By default, the root DN uses no suffix; it is simply a
common name attribute-data pair: CN=Di r ect ory Manager . For example, the root
entry’s DN could look like this: CN=Di r ect ory Manager, O=Siroe Cor porati on,
C=US.

Base Distinguished Name

The base distinguished name, or base DN, identifies the entry in the directory from
which searches initiated by LDAP clients occur; the base DN is often referred to as
the search base. For example, if you specify a base DN of Qu=peopl e,

Ossi r oe. comfor a client, the LDAP search operation initiated by the client
examines only the OU=peopl e subtree in the O=si r oe. comdirectory tree.
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Typically, an LDAP search consists of the following components:

= The base DN—for example, O=Si r oe, C=US, which initiates a subtree search
through all entries below this entry in the directory (in other words, all entries
with the suffix O=Si r oe, C=US).

= The search type, which can be a base search (only the entry specified by the
base DN is searched), a one-level search (only entries one level below the base
entry are searched), or a subtree search (all entries at all levels below the base
entry are searched).

= The search filter, which specifies the search criteria applied to each entry
within the scope of the search.

When Certificate Management System is configured for LDAP publishing, the
search point and search criteria are determined by the configuration parameter
values; for details, see information about the mapper or publisher classes in
Chapter 5, “Mapper Plug-in Modules” and Chapter 6, “Publisher Plug-in
Modules.” In the absence of a base DN value, Certificate Management System uses
DN components in the certificate’s subject name to construct the base DN so that it
can search the directory in order to publish to or update the appropriate directory
entry.

Typically, when you configure Certificate Management System for LDAP
publishing, you set the base DN value to Di rect ory Manager, so that it can use the
publishing directory’s root entry to start searching; see section “Configuring a
Certificate Manager to Publish Certificates and CRLs” in Chapter 19, “Setting Up
LDAP Publishing” of CMS Installation and Setup Guide.

DNs in Certificate Management System

In Certificate Management System, the characters allowed in a DN are based on the
components (attributes) as defined in the X.509 standard.

Table A-2 lists the attributes supported by default and their character sets.
Explanation of the character sets are in Table A-3. The set of attributes is extensible.

Table A-2 Allowed characters for value types

Attribute Value type Object identifier
CN Directory String 2543

ou Directory String 25411

0] Directory String 2.5.4.10
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Attribute Value type Object identifier
C Printable String of 2.5.4.6
length 2
L Directory String 2.5.4.7
ST Directory String 2.5.4.8
STREET Directory String 2.5.4.9
TI TLE Directory String 2.5.4.12
ubD Directory String 0.9.2342.19200300. 100. 1.1
MAI L | A5Stri ng 0.9.2342.19200300. 100. 1. 3
E I A5String 1.2.840.113549.1.9.1
DC | A5String 0.9.2342.19200300. 100. 1. 2.
25
SERI ALNUMBER (for CEP Printable String 2.5.4.5
support)
UNSTRUCTUREDNAME (for CEP I A5String 1.2.840.113549.1.9.2
support)
UNSTRUCTUREDADDRESS (for CEP Printable String 1.2.840.113549.1.9.8

support)

Table A-3 Explanation of character sets for DNs

Value type

Character set allowed

Printable String

IA5String

A-Z,a-z, 0-9, space

\

(
)
+

Any 7-bit US ASCII character.
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Table A-3 Explanation of character sets for DNs (Continued)

Value type Character set allowed

Directory String Any character in format as specified in Lightweight Directory Access Protocol
(v3): UTF-8 String Representation of Distinguished Names (see
http://ww.ietf.org/rfc/rfc2253.txt). Certificate Management
System conforms to all of this standard, including support of using hex
numbers to escape characters. The special characters are as follows:

CTHV A+ 1T

They can be escaped by either a backslash (\ ) before the character or by
surrounding the value in double quotes (“ ). A few examples are shown
below:

Siroe Corp. \, Ltd.
“Siroe Corp. , Ltd”
“Siroe Corp. \, Ltd”

Name \, with \= escaped \+ special \< characters \# |ike
\> or \"\\\;

“Name , with = special + characters < surrounded > by #
quotes; , =+<>#;"

Name with escaped characters like return \OD or C with
Caron \ C4\8D or L\4C

Name wi th spaces at begi nning and end

For additional more examples, check the standards.

Extending Attribute Support

By default, Certificate Management System supports attribute identified in
Table A-2 on page 316. You can extend the list of attributes supported by server.
The syntax for adding additional X.500Name attributes (or components) is as
follows:

X500Name. <NEW ATTRNAME>. oi d=<n. n. n. n>
X500Nanme. <NEW ATTRNAME>. cl ass=<string_t o_DER val ue_converter_cl ass>
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Note the following:

= Value converter class converts a string to a ASN.1 value.

e It mustimplement net scape. securi ty. x509. AVAVal ueConvert er interface.
The string-to-value converter class can be one of these:

e netscape. security.x509. Printabl eConvert er—converts a string to a
Printable String value. The string must have only printable characters.

e netscape. security.x509.1A5StringConverter—converts a string to a
IA5String value. The string must have only 1A5String characters.

= netscape. security.x509. Di r StrConvert er—converts a string to a
Directory (v3) String. The string is expected to be in DirectoryString format
according to RFC 2253.

e netscape. security.x509. Generi cVal ueConvert er —converts a string
character by character in the following order, from smaller character sets to
broadest character set: Printable, IA5String, BMPString, Universal String.

For example:

X500Nanme. M\¥_ATTR. 0i d=1.2.3.4.5.6
X500Nanme. MY_ATTR. cl ass=net scape. security.x509. Di r Str Converter

Adding New or Proprietary Attributes
To add a new or proprietary attribute that’s not supported by Certificate

Management System by default;

1. Stop the Certificate Manager.

2. Go to this directory: <server _root>/cert-<instance_i d>/config
3. Open the configuration file, CVS. cf g, in a text editor.

4. Add the new attributes to the configuration file.

For example, if you want to add three proprietary attributes, MYATTRL that is a
directoryString, MPATTR2 thatisa | A5St ri ng, and MYATTR3 that is

Pri nt abl eSt ri ngs, you would add the following lines at the end of the
configuration file:

X500Name. attr. MYATTRL. 0i d=1.2.3.4.5.6

X500Nane. attr. MYATTRL. cl ass=net scape. security. x509.
DirStrConverter

X500Nane. at tr. MYATTR2. oi d=11. 22. 33. 44. 55. 66

X500Nane. attr. MYATTR2. cl ass=net scape. security. x509.
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I A5St ri ngConverter
X500Nane. at tr. MYATTR3. oi d=111. 222. 333. 444. 555. 666
X500Nane. attr. MYATTR3. cl ass=net scape. security. x509.
Printabl eConverter

5. Save your changes and close the file.

6. Next, add each new attribute or component (for example, MYATTRL, MYATTR2
and MYATTR3) to the enrollment form. For instructions, see “Adding Attributes
to an Enrollment Form” on page 320.

7. Restart the Certificate Manager.

8. Reload the enrollment page and verify your changes; the new attributes that
you added should now show up in the form.

9. To verify that the new attributes are in effect, request a certificate using the
manual enrollment form.

Be sure to enter values for the new attributes (so that you can verify whether
they appear in certificate subject names). For example, you can enter the
following values for the new attributes and look for them in the subject name:

MYATTR1: a_val ue
MYATTR2: a. Val ue
MYATTR3: aVal ue
CN: John Doe

O Siroe Corp

10. Go to the agent interface and approve your request.

11. When you receive the certificate, check the subject name. The certificate should
show the new attribute values in the subject name.

Adding Attributes to an Enrollment Form

The steps below explain how to add an attribute (or component) to the Manual
enrollment form:

1. Go to this directory: <server _root >/ cert - <i nst ance_i d>/ web/ ee

2. Openthe ManUser Enrol | . ht nl file in a text editor.

3. Find the line with the component name that the new component will follow
and copy the table row, using the new component name. For the purposes of
this instruction, assume that the new component you want to add is DC and
that it follows component QU. Here’s how you would add a table row for DC
(the lines you need to add are shown in bold):
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<tr>
<td valign="TOP">
<div align="Rl GHT" >
<font face="Pri maSans BT, Verdana, Arial, Helvetica,
sans-serif" size="-1">Organi zation unit: </font>
</ di v>
</td>
<td valign="TOP">
<i nput type="TEXT" nane="QU' size="30"
onchange="fornul ateDN(this.form this.form subject)">
</td>
</[tr>

<tr>
<td valign="TOP">
<div align="Rl GHT" >
<font face="Pri maSans BT, Verdana, Arial, Helvetica,
sans-serif" size="-1">Domai n conponent: </font>
</ di v>
</td>
<td valign="TOP">
<i nput type="TEXT" nane="DC' size="30"
onchange="fornul ateDN(this.form this.form subject)">
</td>
</tr>

Save your changes and close the file.
Go to this directory: <ser ver _r oot >/ cert - <i nst ance_i d>/ web/ ee
Open the crs- f uncs. j s file in a text editor.

Find the line with form QU ! = nul | (or the component that the new
component will follow) and add the i f block. For example, if the new
component is DC and comes after QU, you need to add the lines shown in bold:

if (formQU !=null) {
if (QUvalue !'="") {
if (doubl eQuotes(QU.value) == true) {
alert (' Doubl e quotes are not allowed in Org Unit
field);
QU.value = '";
QU. focus();
return;

if (distinguishedNanme.value !'="")

di stingui shedNane. value += "', ';
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8.
9.

di stingui shedNane. val ue += ' Q=" +
escapeDNConponent ( QU. val ue) ;

if (formDC!= null) {
if (DC.value !'="") {
if (doubl eQuotes(DC. value) == true) {
al ert (' Doubl e quotes are not allowed in DC

field);
DC.value = "";
DC. f ocus();
return;
if (distinguishedNanme.value !'="")

di stingui shedNane. value += "', ';
di stingui shedNane. val ue += 'DC=" +
escapeDNConponent ( DC. val ue) ;

}
Save your changes and close the file.

Reload the Manual enrollment form in the browser and verify your changes.

10. To verify that the Enroll for a certificate using the new attribute value.

Changing the DER Encoding Order

You can also change the DER-encoding order of a DirectoryString. (The reason for
allowing this to be configurable is that different clients support different encodings
for historical reasons.)

The syntax for changing the DER-encoding order of a DirectoryString is as follows:

X500Nane. di r St ri ngEncodi ngOr der =<encodi ng_| i st _separ at ed_by_commas>

Possible encoding values are as follows:

Printable
IA5String
UniversalString
BMPString
UTF8String

For example, X500Nane. di r Encodi ngOr der =Pri nt abl e, BMPSt ri ng.
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To change the DirectoryString encoding:

1.
2.
3.

Stop the Certificate Manager.

Go to this directory: <ser ver _r oot >/ cert - <i nst ance_i d>/ confi g
Open the configuration file, CVS. cf g, in a text editor.

Add the encoding order to the configuration file.

For example, if you want to specify two encoding values, Pri nt abl eStri ng
and Uni ver sal Stri ng, and the encoding order is Pri nt abl eSt ri ng first and
Uni ver sal St ri ng next, you would add the following line at the end of the
configuration file:

X500Nane. di rect oryStringEncodi ngOrder =Printabl eString,
Uni versal String

Save your changes and close the file.

To verify that the encoding order are in effect, enroll for a certificate using the
manual enrollment form. Use “ John_Doe” for CN.

Go to the agent interface and approve your request.

When you receive the certificate, use the dunpasn1 tool to examine the
encoding of the certificate. For details about the dunpasn1 tool, see CMS
Command-Line Tools Guide.

The CN component of the subject name should be encoded as a
Uni versal Stri ng.

Repeat Steps 6 through 8 above, but use " John Sni t h for CN this time.

The CN component of the subject name should be encoded as a
PrintableString.

Role of Distinguished Names in Certificates

In certificates issued by Certificate Management System, DNs are used to identify
the entity that owns the certificate. In all cases, if you are using Certificate
Management System with a directory, the format of the DNs in your certificates
should match the format of the DNs in your directory. It is not necessary that the
names match exactly; certificate mapping allows the subject DN in a certificate to
be different from the one in the directory. For more information, see Chapter 5,
“Mapper Plug-in Modules.”
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DNs in End-Entity Certificates

In end-entity certificates issued by Certificate Management System, DNs are used
to identify the end entity that owns the certified key pair. The end entity is one of
the following:

= The individual who owns the certified key pair (for personal or client
certificates—to form this type of DN, use the CN component to specify the
user’s full name:

CN=<user’s_full _name>, OU=<user’s_di vi si on_nanme>,
O=<conpany_nane>, C=<country_nanme>

For example:
CN=Jane Doe, OU=Human Resources, O=Siroe Corporation, C=US

= The server that owns the certified key pair (for SSL server certificates)—to form
this type of DN, use the CN component to specify the server’s fully qualified
host name in the form <machi ne_nanme>. <your _donai n>. <domai n>:

CN=<host _name>, OU=<di vi si on_name>, O=<conpany_name>,
C=<count ry_nane>

For example:

CN=corpDirectory. siroe.com OU=Human Resources, O=Siroe
Cor poration, C=US

When clients such as Netscape Navigator receive a server certificate, they
expect the CNcomponent of the certificate’s subject to match the host name in
the URL. If the name in the certificate and the host name of the server do not
match, Navigator notifies the user and gives the user the choice of not
connecting to the server.

For example, if Navigator goes to the URL

https://corpDirectory.siroe. comand receives a certificate from the
server, it expects the CN component of the certificate’s subject to be
corpDirectory. si roe. com If the CNcomponent has a different value (for
example, cor pDi r. si r oe. com), Navigator notifies the user that the certificate’s
subject name does not match the host name in the URL.

DNs in CA Certificates

In CA certificates issued by Certificate Management System (for both root and
subordinate CAs), DNs are used to identify the authority who owns the certified
key pair.

To form this type of distinguished name, use the CNcomponent to specify the name
of your CA: CN=<CA_nane>, O=<conpany_name>, C=<country_nane>
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For example: CN=Siroe Certificate Authority, O=Siroe Corporation, C=US
Selecting DNs for Certificates
Figure A-1 illustrates the structure of distinguished names you might select for CA

certificates, server certificates, and personal certificates.

Figure A-1  Sample directory hierarchy

‘ O=CompanyMame

CMN=RootCA

DN far the root

CA cerificate
¥ X

OU=Division1 OU=Division2

CH=3ubordinate CA1 CH=5uhord
DN far
subardibnate
CA cedificates
¥ A h
CN=Host.yourDomain.domain ‘ ‘ CN=Bob Smith ‘ ‘ CM=Jane Q. Doe ‘ ‘ CMN=Host.yourDormain.d

D for SSL client (or _/; DM for S50 ,,'/
personal) cerificates server cerificates

DN Patterns and Certificate Subject Names

You can configure Certificate Management System to issue certificates with subject
names that are formulated from the directory attributes and entry DN. The

dnpat t er n configuration variable of the automated-enrollment modules, such as
Ui dPwdDi r Aut h and Ui dPwdPi nDi r Aut h, described in Chapter 1, “Authentication
Plug-in Modules” enable you to configure the server to issue certificates with
required subject names. Note that dnpat t er n is a string representing a subject
name pattern to formulate from the directory attributes and entry DN. If empty or
not set, Certificate Management System uses the LDAP entry DN as the certificate
subject name.

The dnpat t er n configuration variable supports escaped commas and multiple
attribute variable assertions (AVASs) in a RDN. Below is the syntax for the DN
pattern followed by examples.
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Syntax

dnPattern := rdnPattern *[ "," rdnPattern ]

rdnPattern := avaPattern *[ "+" avaPattern ]

avaPattern := nane "=" value | nane "=" "S$attr" "." attrName [
attrNunber ] | nane "="

"“$dn" "." attrName [ "." attrNunber ] | "$dn" "." "$rdn" "." nunber

Example 1

If the configured DN pattern is
E=$attr.mail.1l, CN=$attr.cn, OU=%$dn.ou.2, O=$dn.o, C=US

LDAP entry: dn: Ul D=j doe, OU=I'S, OU=peopl e, O=siroe.org
LDAP attributes: cn: Jane Doe
LDAP attributes: mai | : j doe@iroe.org

The subject name formulated will be as follows:
E=j doe@i roe. org, CN=Jane Doe, OU=people, O=siroe.org, C=US

E= the first ‘mail’ LDAP attribute value in user’s entry.

CN= the (first) ‘cn’ LDAP attribute value in the user’s entry.
OU= the second ‘ou’ value in the user’s entry DN.

O= the (first) ‘o’ value in the user’s entry DN.

C=the string ‘US’

Example 2

If the configured DN pattern is
E=$attr.mail.1l, CN=$attr.cn, OU=$dn.ou.2, O=$dn.o, C=US

LDAP entry: dn: Ul D=j doe, OU=I S+OU=peopl e, O=siroe.org
LDAP attributes: cn: Jane Doe
LDAP attributes: mai | : j doe@iroe.org

The subject name formulated will be as follows:
E=j doe@i roe. org, CN=Jane Doe, OU=people, O=siroe.org, C=US

E= the first ‘mai | * LDAP attribute value in user’s entry.

CN= the (first) ‘cn’ LDAP attribute value in the user’s entry.

OU= the second ‘ou’ value in the user’s entry DN; note the multiple AVAs in a
RDN in this example.

O= the (first) ‘o’ value in the user’s entry DN.

C=the string ‘US’
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Example 3

If the configured DN pattern is
CN=$attr.cn, $rdn.2, O=$dn.o, C=US

LDAP entry: dn: Ul D=j doe, OU=l S+OU=peopl e, O=siroe.org
LDAP attributes: cn: Jane Doe
LDAP attributes: mai | : j doe@iroe.org

The subject name formulated will be as follows:
CN=Jane Doe, OU=l S+OU=peopl e, O=siroe.org, C=US

CN= the (first) ‘cn’ LDAP attribute value in the user’s entry followed by the
second RDN in the user’s entry DN.

O= the (first) ‘o’ value in the user’s entry DN.

C=the string ‘US’

Example 4

If the configured DN pattern is
CN=$attr.cn, OUE=$dn. ou. 2+0U=%dn. ou. 1, O=%$dn.o, C=US

LDAP entry: dn: Ul D=j doe, OU=l S+OU=peopl e, O=siroe, org
LDAP attributes: cn: Jane Doe
LDAP attributes: mai | : j doe@iroe.org

The subject name formulated will be as follows:
CN=Jane Doe, OU=peopl e+O=IlS, O="siroe \, org”, C=US

CN= the (first) ‘cn’ LDAP attribute value in the user’s entry.

OU=the second ‘ou’ value in the user’s entry DN followed by the first ‘ou’ value
in the user’s entry; note the multiple AVAs in a RDN in this example.

O= the (first) ‘o’ value in the user’s entry DN.

C=the string ‘US’

If an attribute or subject DN component does not exist, the attribute is skipped.
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Object Identifiers

iPlanet Certificate Management Server (CMS) comes with a set of
extension-specific policy plug-in modules that enable you to add X.509 certificate
extensions to the certificates the server issues. Some of the extensions contain fields
for specifing object identifiers. This appendix explain what’s an object indentifier
(OID) and the significance of registering it.

The appendix has the following sections:
< What’s an Obiject Identifier? (page 329)
= Registration of Object Identifiers (page 330)

What's an Object Identifier?

An object identifier is a string of numbers identifying a unique object, for example,
a certificate extension or a company’s certificate practice statement. For general
information on OIDs, see the information at this URL:

http://ww. al vestrand. no/ obj ecti d/

OIDs are controlled by the International Standards Organization (ISO) registration
authority. In some cases, this authority is delegated by ISO to regional registration
authorities. For example, in the United States, the American National Standards
Institute (ANSI) manages this registration.
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To promote interoperatability, the PKIX standard recommends that all objects
(such as extensions and policy statements) that appear in certificates that will be
used in networks shared by other organizations should be included in the form of
OIDs. If you plan to issue certificates that will be used in such networks, you
should register your object identifier prefixes with the appropriate registration
authority. For example, assume you want to add a custom extension that points to
a certificate practice statement (CPS) of your company. To implement this, you
need to compose the policy statement you want to include in the extension, define
an OID for the policy statement, and configure Certificate Management System
with the OID so that it can add that to the certificate it issues.

The use of an OID registered to another organization or the failure to register an
OID may carry legal consequences, depending on context. Registration may be
subject to fees. For more information, you should contact the appropriate
registration authority.

To define or assign OIDs for your objects, you must know your company’s arc,
which is an OID for a private enterprise. If your company doesn’t have an arc, it
needs to get one. This URL contains information on registering for a company arc:

http://ww. isi.edu/cgi-bin/ianalenterprise.pl

To understand why you need to have a company arc, check the information at this
site:

http://ww. al vestrand. no/ obj ectid/2.16.840.1.113730. 1. 13. htni

The site contains information on Netscape-defined OID for an extension named
Netscape Certificate Comment. Note that the OID assigned to this extension is
hierarchical and it includes the Netscape company arc, which is

2.16.840. 1. 113730. Every OID Netscape owns has this prefix.

When determining whether to add custom extension to certificates, keep in mind
that if the extension exists in a certificate and if it is marked critical, the application
validating the certificate must be able to interpret the extension (including the
optional qualifiers, if any), or else it must reject the certificate. Since it’s unlikely
that all applications will be able to interpret your company’s extensions (embedded
in the form of OIDs), the PKIX standard recommends that the extension be always
marked noncritical. For general guidelines on setting extensions in certificates, see
Appendix C, “Certificate and CRL Extensions.”
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Certificate and CRL Extensions

This appendix explains both the standard certificate extensions defined by X.509 v3
and the extensions defined by Netscape that were used in versions of products
released before X.509 v3 was finalized. It also provides recommendations for
extensions to use with specific kinds of certificates, including both PKIX Part 1
recommendations and Netscape extensions that must be supported for
compatibility with early versions of Netscape products.

This appendix contains the following sections:

< Introduction to Certificate Extensions (page 331)

= Recommendations for Certificate Extension Use (page 335)
« Standard X.509 v3 Certificate Extensions (page 341)

< Introduction to CRL Extensions (page 361)

= Standard X.509 v3 CRL Extensions (page 364)

= Netscape-Defined Certificate Extensions (page 369)

= CA Certificates and Extension Interactions (page 371)

Introduction to Certificate Extensions

An X.509 v3 certificate contains an extensions field that permits any number of
additional fields to be added to the certificate. Certificate extensions provide a way
of adding information such as alternative subject names and usage restrictions to
certificates. Older versions of Netscape browsers and servers that were developed
before PKIX part 1 standards were defined require Netscape-specific extensions.
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The X.509 v1 certificate specification was originally designed to bind public keys to
names in an X.500 directory. As certificates began to be used on the Internet and
extranets, and directory lookups could not always be performed, problem areas
such as the following emerged that were not foreseen in the original specification;

= Trust—The X.500 specification establishes trust by means of a strict directory
hierarchy. By contrast, Internet and extranet deployments frequently involve
distributed trust models that do not conform to the hierarchical X.500 approach.

= Certificate use—Some organizations may wish to restrict the use of certificates
for policy reasons. For example, some certificates may be restricted to client
authentication only.

= Multiple certificates—It’s not uncommon for certificate users to possess
multiple certificates with identical subject names but different key material. In
this case, it’s necessary to identify which key and certificate should be used for
what purpose.

= Alternate names—For some purposes, it is useful to have alternative subject
names that are also bound to the public key in the certificate.

= Additional attributes—Some organizations may find it convenient to store
additional information in certificates, for example for situations in which it’s
not possible to look up information in a directory.

= Relationship with CA—When certificate chaining involves intermediate CAs,
it is useful to have information about the relationships among CAs embedded
in their certificates.

= CRL checking—Since it’s not always possible to check a certificate’s revocation
status against a directory or with the original certificate authority, it is useful
for certificates to include information about where to check CRLs.

Eventually, the X.509 v3 specification addressed many of these issues by amending
the certificate format to include additional information within a certificate—the
version 3 format defines a general format for certificate extensions and specifies a
number of standard extensions that can be included the certificate. Thus, the
extensions defined for X.509 v3 certificates enable you to associate additional
attributes with users or public keys and manage the certification hierarchy. The
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (see

http://ww. ietf.org/rfc/rfc2459.txt)recommends a set of extensions to be
used in Internet certificates (and standard locations for certificate or CA
information). These extensions are called standard extensions.
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The X.509 v3 standard for certificates also suggests that you can define your own
extensions and include them in certificates you issue. These extensions are called
private, proprietary, or custom extensions and they carry information unique to your
organization or business. Keep in mind that applications may not able to validate
certificates that contain private, critical extensions, thus preventing the use of these
certificates in a general context.

Before the X.509 v3 standard was finalized, Netscape and other companies had to
address some of the most pressing issues listed above with their own extension
definitions. For example, Netscape applications (Netscape Navigator 3.0 or higher,
and Enterprise Server 2.01 or higher) support an extension known as Netscape
Certificate Type Extension that specifies the type of certificate issued, such as
client, server, or object signing. Therefore, to maintain compatibility with older
versions of browsers that were released before the X.509 v3 specification was
finalized, certain kinds of certificates should include some of the Netscape
extensions. For details, see “Recommendations for Certificate Extension Use” on
page 335.

Note that the X.500 and X.509 specifications are controlled by the International
Telecommunication Union (ITU), an international organization that primarily
serves large telecom companies, government organizations, and other entities
concerned with the international telecommunications network. The Internet
Engineering Task Force (IETF), which controls many of the standards that underlie
the Internet, is currently developing public-key infrastructure X.509 (PKI1X)
standards. These proposed standards further refine the X.509 v3 approach to
extensions for use on the Internet. The recommendations for certificates and CRLs
have reached proposed standard status and are in a document often referred to as
PKIX Part 1, which can be retrieved from
http://ww.ietf.org/rfc/rfc2459.txt.

Some explanations in this appendix also make reference to Abstract Syntax Notation
One (ASN.1) and Distinguished Encoding Rules (DER). These are specified in the
CCITT Recommendations X.208 and X.209. For a quick summary of ASN.1 and
DER, see A Layman’s Guide to a Subset of ASN.1, BER, and DER, which is available at
RSA Laboratories’ web site (htt p: / / www. r sa. com).
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Structure of Certificate Extensions

In RFC 2459, an X.509 certificate extension is defined as follows:
Extension ::= SEQUENCE {

ext nl D OBJECT | DENTI FI ER,
critical BOOLEAN DEFAULT FALSE,
ext nVal ue OCTET STRING }

Which means, a certificate extension consists of the following:

= The object identifier (OID) for the extension; see Appendix B, “Object
Identifiers.”

This identifier uniquely identifies the extension. It also determines the ASN.1
type of value in the value field and how the value is interpreted. That is, when
an extension appears in a certificate, the OID appears as the extension ID field
(ext nl D) and the corresponding ASN.1 encoded structure appears as the value
of the octet string (ext nVal ue); see the examples in “Sample Certificate
Extensions” on page 335.

= Aflag or boolean field called cri ti cal .

The value, which can be either true or false, assigned to this field indicates
whether the extension is critical or noncritical to the certificate.

o Ifthe extension is critical and the certificate is sent to an application that
does not understand the extension (based on the extension’s ID), the
application must reject the certificate.

o Ifthe extension is not critical and the certificate is sent to an application
that does not understand the extension (based on the extension’s ID), the
application can ignore the extension and accept the certificate.

= An octet string containing the DER encoding of the value of the extension.

Typically, the application receiving the certificate checks the extension ID to
determine if it can recognize the ID. If it can, it uses the extension ID to
determine the type of value used.

Examples of standard extensions defined in the X.509 v3 standard include the
following:

= Authority Key Identifier Extension—an extension for identifying the certificate
authority’s public key (the key used to sign the certificate).

= Subject Key Identifier Extension—an extension for identifying the subject’s
public key (the key being certified).
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Note that not all applications support certificates with version 3 extensions.
Applications that do support these extensions may not be able to interpret some or
all of these specific extensions.

Sample Certificate Extensions

The following is an example of the section of a certificate containing X.509 v3
extensions. (Certificate Management System can display certificates in
human-readable format, as shown here.) As shown in the example, certificate
extensions appear in sequence and only one instance of a particular extension may
appear in a particular certificate; for example, a certificate may contain only one
subject key identifier extension. Note that certificates that support these extensions
have the version 0x2 (which corresponds to version 3).

Certificate:
Dat a:
Version: v3 (0x2)

Ext ensi ons:
Identifier: Certificate Type
Critical: no
Certified Usage:
SSL CA
Identifier: Subject Key ldentifier
Critical: no
Val ue:

2c:22:c6:ae:4e: 4b: 91:c7:fb: 4c: cc: ae: 84: e8: aa: 5b: 46: 6a: a0: ad
Identifier: Authority Key ldentifier
Critical: no
Key ldentifier:

2c: 22:c6: ae: 4e: 4b: 91: c7:fb: 4c: cc: ae: 84: e8: aa: 5b: 46: 6a: a0: ad

Recommendations for Certificate Extension Use

Most deployments will use some or all of these extensions:

authorityKeyldentifier. Identifies the public key corresponding to the private key
used to sign a certificate.

basicConstraints. Identifies CA certificates and optionally specifies a maximum
certificate chain path length.
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cRLDistributionPoints. Defines how CRL information for the certificate is to be
obtained.

extKeyUsage. Indicates purpose or purposes for which the certificate may be used,
either in addition to or instead of the purposes indicated by the keyUsage
extension.

keyUsage. Indicates the purpose or purposes for which the public key certified by
the certificate may be used.

netscape-cert-type. Indicates the purpose or purposes for which the certificate may
be used. Required only for compatibility with some Netscape products that were
released before by X.509 v3 was finalized.

subjectAltName. Specifies one or more alternative names for the identity bound by
the CA to the certified public key.

subjectKeyldentifier. Identifies the public key certified by the certificate.

These extensions, plus others, are described in detail in later sections of this
appendix. Additional extensions may be useful for a variety of purposes. However,
the extensions listed above are either required or recommended for various kinds
of certificates issued by Certificate Management System.

Table C-1 summarizes guidelines for using these extensions. The table provides a
summary only. Each extension is explained in detail later in the Appendix. Keep
the following in mind as you use the table:

= Using certificate extensions incorrectly can lead to severe deployment
problems. Make sure you have thoroughly analyzed your deployment needs
and completely understand the purpose of each extension you want to use
before adding them to certificates.

= Unless otherwise noted in Table C-1, the extensions indicated should be
included with certificates of each type to ensure compatibility with both PKIX
Part 1 and with future Netscape or iPlanet products.

= Extensions marked “required” must be supported for some existing Netscape
or Microsoft products or for other reasons explained in the extenstion
descriptions that follow.
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Recommendations for Certificate Extension Use

Certificate type

CA root

Intermediate CA

Issued certificate

SSL client
certificate

authorityKeyldentifier

basicConstraints: t r ue
(required)

extKeyUsage: client auth
keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
SSL CA (if extension exists,
bit must be set)

subjectKeyldentifier

authorityKeyldentifier

basicConstraints: t r ue
(required)

cRLDistributionPoints

extKeyUsage:
client auth

keyUsage:
keyCert Si gn,cRLSi gn

netscape-cert-type:

SSL CA (required for client
authentication with some
Netscape servers)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints
extKeyUsage: client auth
keyUsage:

digital Signature

netscape-cert-type:

SSL client (if extension exists,
bit must be set; otherwise, not
required)

subjectKeyldentifier
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Table C-1 Recommendations for Use of Certificate Extensions with CMS (Continued)

Certificate type

CA root

Intermediate CA

Issued certificate

S/MIME client
certificate
(single key
pair)

authorityKeyldentifier

extKeyUsage: Email

keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
S/MIME CA (if extension
exists, bit must be set)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints
extKeyUsage: Email

keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
S/MIME CA (if extension
exists, bit must be set)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints
extKeyUsage: Email

keyUsage:
digital Signature

netscape-cert-type:
S/MIME (if extension exists,
bit must be set)

subjectAltName

subjectKeyldentifier
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Table C-1 Recommendations for Use of Certificate Extensions with CMS (Continued)

Certificate type

CA root

Intermediate CA

Issued certificate

S/MIME client
certificate
(dual key pair)

authorityKeyldentifier

extKeyUsage: Email

keyUsage:
keyCert Si gn, cRLSi gn

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Email

keyUsage:
keyCert Si gn,
cRLSi gn

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Email

keyUsage, signing
certificate:

digital Signature
(required)

keyUsage, encryption
certificate:

keyEnci pher ment
(required)

subjectAltName

subjectKeyldentifier
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Table C-1 Recommendations for Use of Certificate Extensions with CMS (Continued)

Certificate type

CA root

Intermediate CA

Issued certificate

SSL server
certificate

authorityKeyldentifier

extKeyUsage: Server
Auth (recommended),
Microsoft SGC and
Netscape SGC (required
for step-up)

keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
SSL CA (if extension exists,
bit must be set)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Server
Auth (recommended),
Microsoft SGC and
Netscape SGC (required
for step-up)

keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
SSL CA (if extension exists,
bit must be set)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Server Auth
(recommended), Microsoft
SGC and Netscape SGC
(required for step-up)

keyUsage:
keyEnci pher ment

netscape-cert-type:

SSL Client, SSL Server
(required for some Netscape
servers)

subjectAltName

subjectKeyldentifier
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Table C-1 Recommendations for Use of Certificate Extensions with CMS (Continued)

Certificate type CA root

Intermediate CA

Issued certificate

Object authorityKeyldentifier
signing/Authe

nticode

certificate

extKeyUsage: Code
Signing (required for
Authenticode)

keyUsage:
keyCert Si gn, cRLSi gn

netscape-cert-type:
Object-signing CA
(required for Object
Signing)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Code
Signing (required for

Authenticode)

keyUsage:
keyCert Si gn,cRLSi gn

netscape-cert-type:
Object-signing CA
(required for Object
Signing)

subjectKeyldentifier

authorityKeyldentifier

cRLDistributionPoints

extKeyUsage: Code Signing
(required for Authenticode)

keyUsage:
digital Signature

netscape-cert-type:
Object-signing (required for
Obiject Signing)

subjectAltName

subjectKeyldentifier

Standard X.509 v3 Certificate Extensions

This section summarizes the extension types that are defined as part of the Internet
X.509 Version 3 standard, as of September 1998, and indicates which types are
recommended by the PKIX working group.

This section summarizes important information about each certificate. For
complete details, see both the X.509 v3 standard (available from the ITU) and the
Internet X.509 Public Key Infrastructure - Certificate and CRL Profile (RFC 2459),
available atht t p: //ww. i et f. org/ rfc/rfc2459. t xt. The descriptions of
extensions reference the RFC and section number of the standard draft that
discusses the extension; the object identifier (OID) for each extensions is also

provided.
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Each extension in a certificate can be designated as critical or noncritical. A
certificate-using system, such as browser software, must reject the certificate if it
encounters a critical extension it does not recognize; however, a noncritical
extension can be ignored if it is not recognized.

The descriptions below contain recommendations for use of the extension from
Netscape and Microsoft. The Microsoft recommendations were taken from
“Structuring X.509 Certificates for Use with Microsoft Products” at

http://ww. m crosoft.confsecurity/tech/certificates/structuring.asp,
dated December 4, 1997.

Certificate Management System (CMS) version support is listed for each extension.
“Supported” means that the indicated version of CMS ships with built-in support
for the extension via a policy plug-in. “Not supported” means that the indicated
version of CMS does not ship a policy plug-in for the extension (although the
extension can be used if a custom plug-in is written).

These are the standard X.509 v3 extensions described in the sections that follow:
= authoritylnfoAccess (page 343)

= authorityKeyldentifier (page 344)

= basicConstraints (page 345)

= certificatePolicies (page 346)

= cRLDistributionPoints (page 347)

= extKeyUsage (page 348)

= issuerAltName (page 350)

< keyUsage (page 351)

= nameConstraints (page 354)

= OCSPNocheck (page 354)

= policyConstraints (page 355)

= policyMappings (page 356)

= privateKeyUsagePeriod (page 357)

= subjectAltName (page 344)

= subjectDirectoryAttributes (page 359)
= subjectKeyldentifier (page 360)
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authoritylnfoAccess

OoID
1.3.6.1.55.7.11

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.2.1

Criticality
This extension must be noncritical.

Discussion

The Authority Information Access extension indicates how and where to access
information about the issuer of the certificate. The extension contains an
accessMet hod and an accessLocat i on field. The accessMet hod specifies (by an
OID) the type and format of information about the issuer found at the
accesslLocati on.

PKIX Part 1 defines one accessMet hod (i d- ad- cal ssuer s) to get a list of CAs that
have issued certificates higher in the CA chain than the issuer of the certificate
using the extension. The accessLocat i on field then typically contains a URL
indicating the location and protocol (LDAP, HTTP, FTP) used to retrieve the list.

The Online Certificate Status Protocol (RFC 2560), available at

http://ww. ietf.org/rfc/rfc2560.txt,definesan accessMet hod

(i d- ad- ocsp) for using OCSP to verify certificates. The accessLocat i on field then
contains a URL indicating the location and protocol used to access an OCSP
responder that can validate the certificate.

CMS Version Support
Refer to “AuthinfoAccessExt Plug-in Module” on page 136.

e CMS 4.1: Not supported
e CMS 4.2;: Supported

e CMS 4.2-SP2: Supported
Netscape Recommendation

Netscape recommends that you add this extension with i d- ad- ocsp and the URL
for an OCSP responder to every certificate that can be verified using OCSP.
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OCSP signing certificates and CA signing certificates should only use the

aut hori tyl nf oAccess extension to point to an OCSP responder if that responder
has been configured to verify them. For example, if there is a hierarchy of
responders, a subordinate responder may point to its parent for verification. If a
CA signing certificate points to an OCSP responder, that responder’s signing
certificate should be signed by a different CA (for example, the CA that issued the
CA signing certificate in question).

Microsoft Recommendation
Microsoft products do not currently use on-line revocation checking.

authorityKeyldentifier

OID
2.5.29.35

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.1

Criticality
This extension is always noncritical and is always evaluated.

Discussion

The Authority Key Identifier extension identifies the public key corresponding to
the private key used to sign a certificate. This extension is useful when an issuer
has multiple signing keys (for example, due to CA certificate renewal).

The extension consists of either or both of the following:
= an explicit key identifier (keyl denti fi er field)

e anissuer (aut horityCert I ssuer field) and serial number
(aut hori tyCert Seri al Number field) identifying a certificate

If the keyl denti fi er field exists, then it is used to select the certificate with a
matching subj ect Keyl dent i fi er extension. If the aut hori tyCert|ssuer and
aut horityCert Seri al Nunber fields are present, then they are used to identify the
correct certificate by i ssuer and seri al Nunber .

If this extension is not present, then the issuer name alone is used to identify the
issuer certificate.
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PKIX Part 1 requires this extension for all certificates except self-signed root CA
certificates. Where a key identifier has not been previously established, PKIX
recommends that the aut hori tyCert | ssuer and aut horityCert Seri al Nunber
fields be specified. These fields permit construction of a complete certificate chain
by matching the Subj ect Nane and Cer ti fi cat eSeri al Nunber fields in the
issuer’s certificate against the aut horti yCert | ssuer and

aut horityCert Seri al Nunber in the Aut hori t yKeyl denti fi er extension of the
subject certificate.

CMS Version Support

Refer to “AuthorityKeyldentifierExt Plug-in Module” on page 144.

e CMS 4.1: Supported

e CMS 4.2: Supported

e CMS 4.2-SP2: Supported

Note that Certificate Management System does not use or support the

aut horityCert Seri al Nunber field in the Authority Key Identifier extension.

Netscape Recommendation

Netscape recommends that this extension be present in all certificates and that the
authorityCertlssuer and aut horityCert Seri al Nunber fields be specified. This
extension is not supported by Navigator 3.x, but its presence in a certificate won’t
interfere with Navigator 3.x.

Microsoft Recommendation
Microsoft recommends that this extension be present in all certificates and that the
authorityCertlssuer and aut horityCert Serial Nunber fields be specified.

basicConstraints

OoID
2.5.29.19

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.10

Criticality

PKIX Part 1 requires that this extension be marked critical. This extension is
evaluated regardless of its criticality.
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Discussion

This extension is used during the certificate chain verification process to identify
CA certificates and to apply certificate chain path length constraints. The cA
component should be set to true for all CA certificates. PKIX recommends that this
extension should not appear in end-entity certificates.

If the pat hLenConst r ai nt component is present, its value must be greater than the
number of CA certificates that have been processed so far (starting with the
end-entity certificate and moving up the chain). If pat hLenConst r ai nt is omitted,
then all of the higher level CA certificates in the chain must not include this
component when the extension is present.

See “CA Certificates and Extension Interactions” on page 371 regarding the
interaction of t he this extension with the Netscape Certificate Type extension.

CMS Version Support
Refer to “BasicConstraintsExt Plug-in Module” on page 147.

e CMS 4.1: Supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape requires this extension for all CA certificates.

Microsoft Recommendation
Microsoft recommends this extension for all certificates.

certificatePolicies

OID
2.5.29.32

References
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.5

Criticality
This extension may be critical or noncritical.
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Discussion

The Certificate Policies extension defines one or more policies, each of which
consists of an OID and optional qualifiers. The extension can include a URI to the
issuer’s Certificate Practice Statement or can embed issuer policy information, such
as a user notice in text form. This information can be used by certificate-enabled
applications.

If this extension is present, PKIX Part 1 recommends that policies be identified with
an OID only, or if necessary only certain recommended qualifiers.

CMS Version Support
Refer to “CertificatePoliciesExt Plug-in Module” on page 151.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape recommends that this extension be included at the discretion of the
certificate issuer.

Microsoft Recommendation
Microsoft recommends that this extension be included in all certificates.

cRLDistributionPoints

OoID
2.5.29.31

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.14

Criticality
PKIX recommends that this extension be marked noncritical and that it be
supported for all certificates.

Discussion
This extension defines how CRL information for this certificate is to be obtained. It
should be used if the system is configured to use CRL issuing points.
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If the extension contains a Di stri buti onPoi nt Nanme of type URI, the URI is
assumed to be a pointer to the current CRL for the associated reasons and will be
issued by the associated cRLI ssuer. The expected values for the URI are those
defined for the subj ect Al t Nane extension. If the di st ri but i onPoi nt omits
reasons, the CRL must include revocations for all reasons. If the

di stri buti onPoi nt omits cRLI ssuer, the CRL must be issued by the CA that
issued the certificate.

PKIX recommends that this extension be supported by CAs and applications.

CMS Version Support
Refer to “CRLDistributionPointsExt Plug-in Module” on page 166.

e CMS 4.1: Supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape recommends that this extension be supported for all certificates, with the
exception of self-signed root CA certificates.

Microsoft Recommendation
Microsoft recommends that this extension be supported.

extkeyUsage

OoID
2.5.29.37

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.13

Criticality

If this extension is marked critical, the certificate must be used for one of the
indicated purposes only. If it is not marked critical, it is treated as an advisory field
that may be used to identify keys but does not restrict the use of the certificate to
the indicated purposes.

Discussion

The Extended Key Usage extension indicates one or more purposes for which the
certified public key may be used. These purposes may be in addition to or in place
of the basic purposes indicated in the key usage extension.
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The Extended Key Usage extension must include OCSP Signing in an OCSP
responder’s certificate (unless the CA signing key that signed the certificates
validated by the responder is also the OCSP signing key). The OCSP responder’s
certificate must be issued directly by the CA that signs certificates the responder
will validate.

The Key Usage, Extended Key Usage, and Basic Constraints extensions act together
to define the purposes for which the certificate is intended to be used. Applications
can use these extensions to disallow the use of a certificate in inappropriate
contexts.

Table C-2 lists the uses defined by PKIX for this extension, and Table C-3 lists uses
privately defined by Microsoft or Netscape.

Table C-2 PKIX Extended Key Usage Extension Uses

Use OoID

Server authentication 1.3.6.1.55.7.3.1
Client authentication 1.3.6.1.5.5.7.3.2
Code signing 1.3.6.1.5.5.7.3.3
Email 1.3.6.1.55.7.3.4
Timestamping 1.3.6.1.5.5.7.3.8
OCSP Signing 1.3.6.1.5.5.7.3.9*

* OCSP Signing is not defined in PKIX Part 1, but in RFC 2560, “X.509 Internet
Public Key Infrastructure Online Certificate Status Protocol - OCSP.”

Table C-3 Private Extended Key Usage Extension Uses

Use OID

Certificate trust list signing  1.3.6.1.4.1.311.10.3.1

Microsoft Server Gated 1.3.6.1.4.1.311.10.3.3
Crypto (SGC)

Microsoft Encrypted File 1.3.6.1.4.1.311.10.34
System

Netscape SGC 2.16.840.1.113730.4.1
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CMS Version Support
Refer to “ExtendedKeyUsageExt Plug-in Module” on page 171.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendations

Netscape recommends that this extension be supported for all certificates, and
requires it for all certificates that support step-up, or Server Gated Crypto (SGC).
OCSP Signing should be included in all certificates issued to OCSP responders.

Microsoft Recommendations

Microsoft products interpret this extension as follows. If the extension is not
present, the certificate is considered to be valid for any usage (to support backward
compatibility with certificates that did not use this extension). Otherwise,
interpretation depends on usage, as follows:

= Authenticode requires that Code Signing be the unique usage specified.
= SGC operation requires that the SGC usage be specified.
= Timestamping requires that timestamping usage be specified.

Microsoft allows users to control certificate properties that correspond to Extended
Key Usage specifications. For example, from the Internet Explorer 4.0 user
interface, the user may deselect a CA certificate in a list of CA certificates otherwise
trusted for a given usage. Note that the user may only restrict uses, and not add
uses that are not supported by the certificate itself. These user settings affect only
the interpretation of the certificate on the computer where they are set. They do not
affect the certificate itself.

A given certificate is valid only for the intersection of key usages of all the
certificates in the chain to its root (as determined by both the Extended Key Usage
extension for each certificate and the corresponding user settings). To be valid for a
particular usage, the end-entity certificate and all certificates in the chain must all
be valid for that usage.

issuerAltName

OoID
2.5.29.18
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Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.8

Criticality
PKIX Part 1 recommends that this extension be marked noncritical.

Discussion
The Issuer Alternative Name extension is used to associate Internet-style identities
with the certificate issuer. Names must use the forms defined for subjectAltName.

CMS Version Support
Refer to “IssuerAltNameExt Plug-in Module” on page 184.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape products do not examine this extension.

Microsoft Recommendation

Microsoft products do not examine this extension. Microsoft recommends that, for
the purposes of building certificate chains, authorityKeyldentifier be used rather
than issuerAltName or the certificate’s issuer name.

keyUsage

OoID
2.5.29.15

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.3

Criticality

This extension may be critical or noncritical. PKIX Part 1 recommends that it
should be marked critical if it is used.

Appendix C  Certificate and CRL Extensions 351



Standard X.509 v3 Certificate Extensions

Discussion

The Key Usage extension defines the purpose of the key contained in the certificate.
The Key Usage, Extended Key Usage, Basic Constraints, and Netscape Certificate
Type extensions act together to specify the purposes for which a certificate can be
used. For more information on interactions between these extensions in CA
certificates, see “CA Certificates and Extension Interactions” on page 371.

If this extension is included at all, set the bits as follows:

- digital Si gnature (0) for SSL client certificates, S/MIME signing certificates,
and object-signing certificates.

= nonRepudi ati on (1) for some S/MIME signing certificates and object-signing
certificates. Note, however, that the use of this bit is controversial. You should
carefully consider the legal consequences of its use before setting it for any
certificate.

= keyEnci pher ment (2) for SSL server certificates and S/MIME encryption
certificates.

= dat aEnci pher ment (3) when the subjects’s public key is used to encipher user
data (as opposed to key material).

= keyAgreement (4) whenever the subject’s public key is used for key agreement.
= keyCert Si gn (5) for all CA signing certificates
= cRLSi gn (6) for CA signing certificates that are used to sign CRLs

« enci pher Onl y (7) if the public key is to be used only for enciphering data. If
this bit is set, keyAgr eenent should also be set.

= deci pher Onl y (8) if the public key is to be used only for deciphering data. If
this bit is set, keyAgr eenent should also be set.

Table C-4 summarizes the above guidelines for typical certificate uses.

Table C-4 Certificate uses and corresponding Key Usage bits

Purpose of certificate Required Key Usage bit
CA Signing keyCert Si gn

cRLSi gn
SSL Client di gital Si gnature
SSL Server keyEnci pher ment
S/MIME Signing di gital Si gnature
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Table C-4 Certificate uses and corresponding Key Usage bits (Continued)

Purpose of certificate Required Key Usage bit
S/MIME Encryption keyEnci pher ment
Certificate Signing keyCert Si gn

Obiject Signing digital Si gnature

If the keyUsage extension is present and is marked critical, then it will be used to
enforce the usage of the certificate and key. The extension is used to limit the usage
of a key; if the extension is not present or not critical, all types of usage are allowed.

If the keyUsage extension is present (critical or not), it is used to select from
multiple certificates for a given operation. For example, it is used to distinguish
separate signing and encryption certificates for users who have separate certificates
and key pairs for these operations.

CMS Version Support
Refer to “KeyUsageExt Plug-in Module” on page 189.

e CMS 4.1: Supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation

Netscape recommends this extension for all certificates if their intended purpose or
purposes are known. Netscape requires this extension for all dual-key signing
certificates.

Microsoft Recommendation

Microsoft recommends this extension for all certificates if their intended purpose

or purposes are known. If the extension is absent, Microsoft products will assume
the certificate is valid for all usages. If the extension is present, Microsoft products
will interpret the extension in the same way whether marked critical or not. If the
extension is present, the actual usage must conform to the specified usage.

The only Microsoft application that currently enforces this extension is Microsoft
Outlook.
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nameConstraints

OoID
2.5.29.30

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.11

Criticality
PKIX Part 1 requires that this extension be marked critical.

Discussion

This extension, which can used in CA certificates only, defines a name space within
which all subject names in subsequent certificates in a certification path must be
located.

CMS Version Support
Refer to “NameConstraintsExt Plug-in Module” on page 202.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape products do not currently examine this extension.

Microsoft Recommendation
Microsoft products do not currently examine this extension.

OCSPNocheck

OoID
1.3.6.1.5.5.7.48.4

Reference
http://ww.ietf.org/rfc/rfc2560.txt 42221

Criticality
This extension should be noncritical.
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Discussion

The extension is meant to be included in an OCSP responder’s signing certificate.
The extension tells an OCSP client that the signing certificate can be trusted
without querying the OCSP responder (since the reply would again be signed by
the OCSP responder, and the client would again request the validity status of the
signing certificate). This extension is null-valued: its meaning is determined by its
presence or absence.

Since the presence of this extension in a certificate will cause OCSP clients to trust
responses signed with that certificate, use of this extension should be managed
carefully. If the OCSP signing key is compromised, the entire process of validating
certificates in the PKI will be compromised for the duration of the validity period
of the certificate. Therefore, certificates using OCSPNocheck should be issued with
short lifetimes and be renewed frequently.

CMS Version Support
Refer to “OCSPNoCheckExt Plug-in Module” on page 220.

e CMS 4.1: Not supported
e CMS 4.2;: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation

Netscape recommends using this extension in OCSP responder signing certificates.
The validity period should be short enough to minimize the potential impact of a
compromised OCSP responder signing key to your organization.

Microsoft Recommendation
Microsoft products do not currently use online status checking.

policyConstraints

OoID
2.5.29.36

References
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.12

Criticality
This extension may be critical or noncritical.
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Discussion

This extension, which is for CA certificates only, constrains path validation in two
ways. It can be used to prohibit policy mapping or to require that each certificate in
a path contain an acceptable policy identifier.

PKIX requires that, if present, this extension must never consist of a null sequence.
At least one of the two available fields must be present.

CMS Version Support
Refer to “PolicyConstraintsExt Plug-in Module” on page 224.

e CMS 4.1: Not supported
e CMS 4.2;: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendations
Netscape products do not currently examine this extension.

Microsoft Recommendations
Microsoft products do not currently examine this extension.

policyMappings

OoID
2.5.29.33

References
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.6

Criticality
This extension must be noncritical.

Discussion

The Policy Mappings extension is used in CA certificates only. It lists one or more
pairs of OIDs used to indicate that the corresponding policies of one CA are
equivalent to policies of another CA. It may be useful in the context of
cross-certification.

This extension may be supported by CAs and/or applications.

CMS Version Support
Refer to “PolicyMappingsExt Plug-in Module” on page 227.
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e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape products do not currently examine this extension.

Microsoft Recommendations
Microsoft products do not currently examine this extension.

privateKeyUsagePeriod

OoID
2.5.29.16

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.4

Discussion

The Private Key Usage Period extension allows the certificate issuer to specify a
different validity period for the private key than for the certificate itself. This
extension is intended for use with digital signature keys.

PKIX Part 1 recommends against the use of this extension. CAs conforming to
PKIX Part 1 must not generate certificates with this extension.

CMS Version Support
Refer to “PrivateKeyUsagePeriodExt Plug-in Module” on page 231.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape recommends against the use of this extension.

Microsoft Recommendation
Microsoft recommends against the use of this extension.
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subjectAltName

OoID
2.5.29.17

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.7

Criticality
If the certificate’s subject field is empty, this extension must be marked critical.

Discussion

The Subject Alternative Name extension includes one or more alternative
(non-X.500) names for the identity bound by the CA to the certified public key. It
may be used in addition to the certificate’s subject name or as a replacement for it.
Defined name forms include Internet electronic mail address (SMTP, as defined in
RFC-822), DNS name, IP address, and uniform resource identifier (URI).

PKIX requires this extension for entities that are identified by name forms other
than the X.500 distinguished name (DN) used in the subject field. PKIX Part 1
describes additional rules for the relationship between this extension and the
subject field.

Email addresses may be provided either in the Subject Alternative Name
extension, the certificate subject name field, or both. If the email address is
provided as part of the subject name, it must be in the form of the Emai | Addr ess
attribute defined by PKCS-9. Software that supports S/MIME must be able to read
an email address from either the Subject Alternative Name extension or from the
subject name field.

CMS Version Support
Refer to “SubjectAltNameExt Plug-in Module” on page 235.

e CMS 4.1: Supported

e CMS 4.2;: Supported

e CMS 4.2-SP2: Supported
Netscape Recommendation

Netscape recommends the use of this extension with all certificates issued by a CA
(except for SSL client certificates).
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Netscape products read only the first alternative name in this extension, and ignore
the rest. For S/MIME certificates, Netscape software first checks the first
alternative name in this extension (if the extension is present) for the

Enai | Addr ess attribute. If the first alternative name is not an Enwi | Addr ess
attribute, Netscape software looks for the e= attribute of the DN. If the e= attribute
is not present, Netscape software looks for the mai | = attribute of the DN.

Microsoft Recommendation

Microsoft recommends the use of this extension whenever X.500 guidelines are
insufficient for naming purposes. Currently, no Microsoft products require the use
of Subject Alternative Name. All Microsoft products that support S/MIME are
capable of reading email names from this extension or from the subject name.
Future versions of Microsoft Exchange Server will issue certificates with X.500
names that do not contain the Email Address attribute, and will place the SMTP
address in the Subject Alternative Name extension.

subjectDirectoryAttributes

OID
2.5.29.9

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.9

Criticality
PKIX Part 1 requires that this extension be marked noncritical.

Discussion

The Subject Directory Attributes extension conveys any desired directory attribute
values for the subject of the certificate. It is not recommended as an essential part of
the proposed PKIX standard, but may be used in local environments.

CMS Version Support
Refer to “SubjectDirectoryAttributesExt Plug-in Module” on page 241.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape products do not examine this extension.
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Microsoft Recommendation
Microsoft products do not examine this extension.

subjectKeyldentifier

OID
2.5.29.14

Reference
http://ww.ietf.org/rfc/rfc2459.txt 4.2.1.2

Criticality
This extension is always noncritical.

Discussion

The Subject Key Identifier extension identifies the public key certified by this
certificate. This extension provides a way of distinguishing public keys if more
than one is available for a given subject name, for example after the certificate has
been renewed with a new key.

The value of this extension should be calculated by performing a SHA-1 hash of the
certificate’s DER-encoded subj ect Publ i cKey, as recommended by PKIX. The
Subject Key Identifier extension is used in conjunction with the Authority Key
Identifier extension for CA certificates. If the CA certificate has a Subject Key
Identifier extension, the key identifier in the Authority Key Identifier extension (of
the certificate being verified) should match the key identifier of the CA’s Subject
Key Identifier extension. It is not necessary for the verifier to recompute the key
identifier in this case.

PKIX Part 1 requires this extension for all CA certificates and recommends it for all
other certificates.

CMS Version Support
Refer to “SubjectKeyldentifierExt Plug-in Module” on page 245.

e CMS 4.1: Supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

Netscape Recommendation
Netscape recommends this extension for all certificates.
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Microsoft Recommendation
Microsoft recommends this extension for all certificates.

Introduction to CRL Extensions

Since its initial publication, the X.509 standard for CRL formats has been amended
to include additional information within a CRL. Version 2, the latest version,
allows you to add information as CRL extensions.

The extensions defined by ANSI X9 and ISO/IEC/1TU for X.509 v2 CRLs [X.509]
[X9.55] enable you to associate additional attributes with CRLs. The Internet X.509
Public Key Infrastructure Certificate and CRL Profile (see

http://ww. ietf.org/rfc/rfc2459.txt)recommends a set of extensions to be
used in CRLs. These extensions are called standard CRL extensions.

The standard also suggests that you can define your own extensions and include
them in CRLs you issue. These extensions are called private, proprietary, or custom
CRL extensions and they carry information unique to your organization or
business. Keep in mind that applications may not able to validate CRLs that
contain private, critical extensions, thus preventing the use of these CRLs in a
general context.

NOTE Some explanations in this chapter make reference to Abstract
Syntax Notation One (ASN.1) and Distinguished Encoding Rules
(DER). These are specified in the CCITT Recommendations X.208
and X.209. For a quick summary of ASN.1 and DER, see A Layman’s
Guide to a Subset of ASN.1, BER, and DER, which is available at RSA
Laboratories’ web site (ht t p: / / ww. r sa. com).

Structure of CRL Extensions

A CRL extension consists of the following:

= The object identifier (OID) for the extension; see Appendix B, “Object
Identifiers.”

This identifier uniquely identifies the extension. It also determines the ASN.1
type of value in the value field and how the value is interpreted. That is, when
an extension appears in a CRL, the OID appears as the extension ID field

(ext nl D) and the corresponding ASN.1 encoded structure appears as the value
of the octet string (ext nVval ue); see the examples in “Sample Certificate
Extensions” on page 335.
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= Aflag or boolean field called cri ti cal .

The t rue or f al se value assigned to this field indicates whether the extension
is critical (true) or noncritical (false) to the CRL.

o If the extension is critical and the CRL is sent to an application that does
not understand the extension (based on the extension’s ID), the application
must reject the CRL.

o Ifthe extension is not critical and the CRL is sent to an application that
does not understand the extension (based on the extension’s ID), the
application can ignore the extension and accept the CRL.

= An octet string containing the DER encoding of the value of the extension.

Typically, the application receiving the CRL checks the extension ID to
determine if it can recognize the ID. If it can, it uses the extension ID to
determine the type of value used.
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Sample CRL and CRL Entry Extensions

The following is an example of the section of a CRL containing X.509 v2 extensions.
(Certificate Management System can display CRLs in human-readable format, as
shown here.) As shown in the example, CRL extensions appear in sequence and
only one instance of a particular extension may appear in a particular CRL; for
example, a CRL may contain only one authority key identifier extension. However,
CRL-entry extensions appear in appropriate entries in the CRL.

Certificate Revocation List:
Dat a:
Version: v2

Ext ensi ons:
Identifier: Authority Key ldentifier
Critical: no
Key ldentifier:

2c: 22:c6: ae: 4e: 4b: 91: c7:fb: 4c: cc: ae: 84: e8: aa: 5b: 46: 6a: a0: ad
Ext ensi ons:
Identifier: Revocation Reason - 2.5.29.21
Critical: no
Reason: Key_Conpron se
Serial Nunber: 0x12
Revocation Date: Tuesday, Decenmber 15, 1998 5:20:42 AM
Ext ensi ons:
Identifier: Revocation Reason - 2.5.29.21
Critical: no
Reason: CA_Conprom se
Serial Nunmber: O0x11
Revocati on Date: Wdnesday, Decenber 16, 1998 4:51:54 AM
Ext ensi ons:
Identifier: Revocation Reason - 2.5.29.21
Critical: no
Reason: Key_Conpron se
Serial Nunber: 0x10
Revocation Date: Thursday, Decenber 17, 1998 2:37:24 AM
Ext ensi ons:
Identifier: Revocation Reason - 2.5.29.21
Critical: no
Reason: Affiliation_Changed
Serial Nunber: OxA
Revocation Date: Wdnesday, Novenmber 25, 1998 5:11:18 AM
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In addition to certificate extensions, the X.509 v3 proposed standard defines
extensions to CRLs, which provide methods for associating additional attributes
with Internet CRLs. These are of two kinds: extensions to the CRL itself, and
extensions to individual certificate entries in the CRL.

e Extensions for CRLs

e CRL Entry Extensions

Extensions for CRLs

The sections that follow describe the CRL extension types that are defined as part
of the Internet X.509 v3 Public Key Infrastructure proposed standard, as of
September 1998.

These are the CRL extensions described in the sections that follow:
= authorityKeyldentifier (page 364)

e CRLNumber (page 365)

e deltaCRLIndicator (page 365)

= issuerAltName (page 366)

= issuingDistributionPoint (page 366)

authorityKeyldentifier

OID
2.5.29.35

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.2.1

Discussion

The Authority Key Identifier extension for a CRL identifies the public key
corresponding to the private key used to sign the CRL. For details, see the
discussion under certificate extensions at authorityKeyldentifier.

CMS Version Support
Refer to “AuthorityKeyldentifier Rule” on page 285.
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e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

CRLNumber

OoID
2.5.29.20

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.2.3

Criticality
This extension must not be critical.

Discussion

Standard X.509 v3 CRL Extensions

The CRL Number extension specifies a sequential number for each CRL issued by a
CA. It allows users to easily determine when a particular CRL supersedes another

CRL.
PKIX requires that all CRLs have this extension.

CMS Version Support
Refer to “CRLNumber Rule” on page 287.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

deltaCRLIndicator

OoID
2.5.29.27

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.24

Criticality

PKIX requires that this extension be critical if it exists.

Appendix C  Certificate and CRL Extensions 365



Standard X.509 v3 CRL Extensions

Discussion

The Delta CRL Indicator extension identifies a delta-CRL. The use of delta-CRLs
allows changes to be added to the local database while ignoring unchanged
information that is already in the local database. This can significantly improve
processing time for applications that store revocation information in a format other
than the CRL structure.

This extension is used only with delta-CRLs, which are not supported by
Certificate Management System.

CMS Version Support
e CMS 4.1: Not supported

e CMS 4.2: Not supported
e CMS 4.2-SP2: Supported

issuerAltName

OoID
2.5.29.18

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.2.2

Discussion

The Issuer Alternative Name extension allows additional identities to be associated
with the issuer of the CRL. For details, see the discussion under certificate
extensions at i ssuer Al t Nane.

CMS Version Support
Refer to “IssuerAlternativeName Rule” on page 293.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

issuingDistributionPoint

OoID
2.5.29.28
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Reference
http://ww.ietf.org/rfc/rfc2459.txt 525

Criticality
PKIX requires that this extension be critical if it exists.

Discussion
The Issuing Distribution Point CRL extension identifies the CRL distribution point
for a particular CRL and indicates what kinds of revocation it covers.

PKIX Part | does not require this extension.

CMS Version Support
Refer to “IssuingDistributionPoint Rule” on page 297.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

CRL Entry Extensions

The sections that follow lists the CRL entry extension types that are defined as part
of the Internet X.509 v3 Public Key Infrastructure proposed standard, as of
September 1998. All of these extensions are noncritical.

These are the CRL entry extensions described in the sections that follow:
= certificatelssuer (page 367)

= holdInstructionCode (page 368)

= invalidityDate (page 368)

= reasonCode (page 369)

certificatelssuer

OID
2.5.29.29

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.34
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Discussion
The Certificate Issuer extension identifies the certificate issuer associated with an
entry in an indirect CRL.

This extension is used only with indirect CRLs, which are not supported by
Certificate Management System.

CMS Version Support
e CMS 4.1: Not supported

e CMS 4.2: Not supported
e CMS 4.2-SP2: Not supported

holdInstructionCode

OoID
2.5.29.23

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.3.2

Discussion
The Hold Instruction Code extension indicates the action to be taken after
encountering a certificate that has been placed on hold.

CMS Version Support
Refer to “HoldInstruction Rule” on page 290.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

invalidityDate

OoID
2.5.29.24

Reference
http://ww.ietf.org/rfc/rfc2459.txt 53.3
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Discussion
The Invalidity Date extension provides the date on which the private key was
compromised or that the certificate otherwise became invalid.

CMS Version Support
Refer to “InvalidityDate Rule” on page 291.

e CMS 4.1: Not supported
e CMS 4.2: Supported
e CMS 4.2-SP2: Supported

reasonCode

OoID
2.5.29.21

Reference
http://ww.ietf.org/rfc/rfc2459.txt 5.3.1

Discussion
The Reason Code extension identifies the reason for certificate revocation.

CMS Version Support

Refer to “CRLReason Rule” on page 288.
e CMS 4.1: Not supported

e CMS 4.2: Supported

e CMS 4.2-SP2: Supported

Netscape-Defined Certificate Extensions

Netscape has defined certain certificate extensions for use with Navigator and
Communicator. Some of the extensions that have been defined are now obsolete,
and others can be superseded by the extensions defined in the X.509 proposed
standard. All Netscape extensions should be tagged as noncritical, so that their
presence in a certificate does not make that certificate incompatible with other
clients.
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The specifications for all Netscape-defined extensions are defined at

htt p:// hone. net scape. com eng/ security/comm-cert-exts. htnl.For most
CMS deployments, only net scape- cert -t ype and net scape- corment need to be
supported to maintain compatibility with Navigator 3.x. Therefore, only these two
Netscape certificate extensions are described here.

netscape-cert-type

OID
2.16.840.1.113730.1

Discussion

The Netscape Certificate Type extension can be used to limit the purposes for
which a certificate can be used. It has been replaced by the X.509 v3 extensions
extKeyUsage and basicConstraints, but must still be supported in deployments
that include Navigator 3.x clients.

If the extension exists in a certificate, it limits the certificate to the uses specified in
it. If the extension is not present, the certificate can be used for all applications
except object signing.

The value is a bit-string, where the individual bit positions, when set, certify the
certificate for particular uses as follows:

= bit 0: SSL Client certificate

= bit 1: SSL Server certificate

= bit 2: S/MIME certificate

= bit 3: Object-signing certificate

= Dbit 4: Reserved for future use

= Dbit5: SSL CA certificate

= bit 6: S/MIME CA certificate

= Dbit 7: Object-signing CA certificate
CMS Version Support

Refer to “NSCertTypeExt Plug-in Module” on page 215.
e CMS 4.1: Supported

e CMS 4.2: Supported

e CMS 4.2-SP2: Supported
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netscape-comment

OoID
2.16.840.1.113730.13

Discussion
The value of this extension is an IA5String. It is a comment that can be displayed to
the user when the certificate is viewed.

CMS Version Support

Refer to “NSCCommentExt Plug-in Module” on page 211.
e CMS 4.1: Not supported

e CMS 4.2: Supported

e CMS 4.2-SP2: Supported

CA Certificates and Extension Interactions

Netscape recommends that all CA certificates contain the basi cConstrai nt's
extension, as this is the standard way to identify a CA certificate. In addition, to
ensure support for Navigator 3.x, CAs should also use net scape-cert -t ype.
These two extensions can interact with each other. The following table describes
what different combinations of the two extensions mean.

Extensions Present Description

Only The certificate is a CA certificate if the cAcomponent is true.
basi cConstraints Path length processing is done as described above.

Only The certificate is a CA if at least one of the CA bits is set: SSL

net scape-cert-type CA (5), S/MIME CA (6), or object-signing CA (7). The
certificates issued by this CA are limited to the particular
applications specified. Path length processing is done as
though the pat hLenConst r ai nt is unlimited.

Neither extension The certificate is not a CA.
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Extensions Present Description

Both extensions The certificate is a CA certificate if the c A component of
basi cConst rai nt s is true. If one or more of the SSL CA
(5), S/MIME CA (6), or object-signing CA (7) bits are set in
the net scape- cert - t ype extension, then the CA will be
limited to issuing certificates for the specified application
areas; otherwise, the CA can issue certificates for any
application.

A certificate chain generally consists of an entity certificate, zero or more
intermediate CA certificates, and a root CA certificate. Typically the root CA

certificate is self-signed and is loaded into Communicator's certificate database as a

trusted CA.

An exchange of certificates takes place when performing an SSL handshake, when

sending an S/MIME message, or when sending a signed object. As part of the
handshake, the sender is expected to send the subject certificate and any
intermediate CA certificates needed to link the subject certificate to the trusted
root. For certificate chaining to work properly the certificates should have the
following properties:

= CA certificates must have either the basi cConst r ai nt s extension, the
net scape- cert -t ype extension with one or more CA bits set, or both, as
described above.

= If CAs issue multiple certificates for the same identity, for example for separate
signing and encryption keys, they must include the keyUsage extension in the

subject certificates.

= |If CAs ever intend to generate new keys for their CA, they must add the

aut horityKeyl denti fi er extension to all subject certificates. If the key | Dis

anything other than the SHA-1 hash of the CA certificates

subj ect Publ i cKeyl nf o field, then the CA certificate should contain the
subj ect Keyl denti fi er extension. This will allow for a smooth transition
when the new issuing certificate becomes active.
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