Oracle® Secure Global Desktop

Gateway BEEBEHNAF (/N\—Y a2 46 H)

ORACLE

Part No. 821-2166-10
2010 4 8 A , Revision 01



Copyright © 2010 Oracle and /or its affiliates. All rights reserved.

IOV R T RIOBERF 2 A0 hOER EBRIE. T A2 ARPOHFIRICHED b o & L, MM DI L 0 RS
NTWET, T2 AR THRRMICHFHISN TV 56 L BRI E > TRO O TV A 5a & ke, B FRICEKRR, L
OGO, BT, R BIER Mok, BIE, T At R fith ] RE] A, R, BT AWFELEF RT3 TEEEA, 2O
VIR 2T DYN—A 2 P=T V7 TR TN 3 S VT EEO T ([ERIC L > THIES N TV S G 2 kkE, 2k
SNTVET,

ISR ENIERITER ULICERENLZHAERDH Y T, £, B PAEO I EoRIEIVELARET, V2R TREAR. A7 70
fhE TR <2,

OV TR U =T EEBERN Fa A b 2 KREBUFEES L < IREBUFEBEICRb-> T2 OY 7 U = 7 E I IEBER F a2 A b
T A L AS NIRRT D BT kOBHRAEAS hEJ.

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S. Government
customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be subject to the
restrictions and license terms set forth in the applicable Government contract, and, to the extent applicable by the terms of the Government
contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software License (December 2007). Oracle America, Inc., 500
Oracle Parkway, Redwood City, CA 94065.

oY T =T H LAY = T3 EA RIERERT Y r— 8 L TO RO D ICHE SO T, ZOY 7y =T HL
{HEA—RT =TI, BERBES 77V r—ray (NIEEZRESEIAREEROL T 7Y r—ra k28t ~OMBEHNE L THESN
TWEHA, TOY 7MY =TH LLENA—R T =T E2ER\ED 77 ) r—va o CHERT 8, ZRICHEAT 572010, MR aEE, Ny
27 w7 JURME (redundancy) . ZOMOMEAHEL 2 2 LIMEAFOTEMELE RV ET, ZOV T =T H LEN—R U =T &RV D 7
TV r—vary THEALZZ SICERL THEENRBEL TH, 47 7B L OSSN0 ETZ AV E T,

Oracle & Java I3 Oracle Corporation 3 & O O B £ D BREMGHE T, TOMOAFRL, ENENOFTHE ORFEE £ 721368 EPHE T,

AMD. Opteron, AMD = = AMD Opteron = = |%. Advanced Micro Devices, Inc. ¢ P & 72 (36 8k T 7, Intel. Intel Xeon I3,
Intel Corporation O PAfFE & 72 (ZBEKRGIE T I, 9T SPARC DRFFIET A £ 2 %&b & IEML . SPARC International, Inc. D Pt & 7=
IEBERRGIE T ¥, UNIX!E X/Open Company, Ltd. 705 7 A £ A Z 71TV 5H BERPHIE T,

IOV T R T EREIAN—R Y =T, ZFLTRFa AV NI, BEF0oarsry fli = 2~07 7R, HE0FERGICHET
LIERAERLET DR £7, A7 7B L OEOEESIE, H=2Foar 7oy ®i - XL T-U0FLEEAD T,
We BIRFEL Wi L E A, 4T 7B X O OBESMIE, FEFoar 7oy 8B Y= A~OT 7 A EIMAIC L - TR
B, BH, HDOVITHEENRLEL CHL YO BEEEZAVNRET,

D . 4]

Adobe PostScript



H X

ZU®IT xi

SGD Gateway DA~ A b —)L 1
SGD Gateway (Z2W T 1
VAT NEM 2
BEaOfEE 2
AV AR —=VDFELT 2
v SGD Gateway O A > Ak —/L 5k 3
SGD Gateway »7 v 77 L —FK 5
v SGD Gateway 7 v 727 L —R ik 5

SGD Gateway DFRE 7
SGD Gateway DORCfiii 7
B NN
Ao S i g 9
SGD Gateway D% EMEE 12
7T AT v NT A A D SGD Gateway ~D#zfkE 12
v SGD Gateway DR — [ LR ET 2 1L 12

VY UTAT Y MERAO SSLAFE A TA TV hF—A R TICA Y

AL =955k 13
SGD Gateway 75 SGD H—/N—~Df 14



v SGD Y= —DREEEZ A A =T 505k 14
v SGD Gateway DFE#EZ SGD 7L A2 A A h—LF 551 16
v SGD Client i & i E ¥ 5 ik 17
IIAT VN TNRAANS 0= R AT o ~OHfk 17
n—R/NZ %0 b SGD Gateway ~D e 17
SGD Gateway Ol f#l 18
SGD Gateway DfcH) 18
SGD Gateway M5t 1k 18
SGD Gateway DO #HE) 19
SGD Gateway DOHIFR 19
v SGD Gateway DOHIBRFFIE 19

A. SGD Gateway D7 —X7 7 F ¥ —DOHE 21
SGD Gateway 7 —* 7 7 F v — 21
SGD Gateway O =t R —x 2 k25
N—=T 47 b= IO NT 25
SGD Gateway TS 5% —A 7 26
N=T AT TR EET 7 AN 27
Apache Web —/N—DREZ 7 A/ 28
W7 a ks EAMOBOBRE 28
SGD Gateway Tl &1 % Apache €Y = —/L 29

B. a~<YF{TU77Vv¥ R 31
gateway 2~ K 31
B 31
Wil 32
B 33
gateway start 33
B 33

iv Oracle Secure Global Desktop 4.6 Gateway BEIEEH A K + 2010 £ 8 A



Wil 33
B 33

gateway stop 33

B 34
P 34
EHB 34

gateway restart 34

A 34
Wil 34
B 34
gateway config
B 35
il 35
% 35
gateway config
B 36
Wil 36
B 36
gateway config
w37
wiid 37
AR 38
gateway config
B 38
Wil 38
MBI 39
gateway config

B 40

35

create 35

list 37

edit 38

enable 39

SRV



Wil 40
B 40
gateway config disable 41
B 41
w41
A 42
gateway server 42
B 42
Wil 42
B 42
gateway server add 42
B 43
Wil 43
B 44
gateway server remove 44
B 44
Al 44
G 44
gateway server list 45
B 45
Wil 45
AR 45
gateway status 45
B 45
Wil 45
B 46
gateway version 46

A 46

vi Oracle Secure Global Desktop 4.6 Gateway BEIEEH A K + 2010 £ 8 A



Wil 46
B 46
gateway sslcert 46
B 47
w47
B 47
gateway sslcert export 47
B 47
Wil 47
FEMBI 48
gateway sslcert print 48
B 48
Wil 48
B 48
gateway sslkey 48
A 49
il 49
i 49
gateway sslkey import 49
B 50
Wil 50
AR 51
gateway sslkey export 51
B 51
Wil 51
% 52
gateway cert export 52

A 52

SRV

vii



Wil 52
EHE 52
gateway key import 53
Bl 53
wihd 53
B 54
gateway setup 54
B 54
Wil 54
FEMBI 55
gateway uninstall 55
B 55
Wil 55
i 55
tarantella gateway 2~ RN 55
B 56
Wil 56
B 56
tarantella gateway add 57
B 57
wiid 57
B 57
tarantella gateway list 58
B 58
Wil 58
A 58
tarantella gateway remove 58

B 58

viii Oracle Secure Global Desktop 4.6 Gateway BEIEEH A K + 2010 £ 8 A



D.

Fi 58
ERBE 59
--security-gateway B 59

FHMRE 63
SGD Gateway D% 63
AIP #t D R RKEDEH 64
AIP Hfe B DFHE 64
HTTP ##i D e RELDZEHE 65
JVM O AE Y —H A4 XDEHE 65
JVM ® 2E U —H% A XOFHE 65
HTITP VX AL 7 F DFRE 66
SGD Gateway D/NA 7 4 7K — b DEE 66
SGD 7 L A \Zxt4 % IEME Sk oA 67
SNERSSL 7 72T L — X O 68
v HNERSSL 77T L —2 OV R— bk EFIIITLHIE 68
SGD Gateway CTD 7 7 A4 7 bAEAEOMHEHE 69

v I IAT7» hREAEMMEN SN D K 5 I2SGD Gateway & ik iET 5 ik
69

Balancer Manager 7 7'V r—< a O FM 70
V7L ryar—ex 71
V7L rvary¥—ev2oaumb 71
v V7V 7y arh—t R LEBEET 2 R GRNCT HHE 72
v V7L 7y a s RICKTIHRIET 7 EAZHEIT D HE 73
Vv uvaryh—vADEH 74
RESTful Web #—E & {22\ T 75
V7L oy ar—v ZA0MRAM 76

SGD Gateway D s F 7Ny a—FT 47 79
07 LW 79

SRV



X

SGD Gateway DO 2 7 |22\ T 79
R LAV OZEE 80
077 7 ANDOgE 80
SGD Gateway » 7 1 & A @O E R 81
AU TN LOREOHE 81

SGD Gateway D=7 — Ay t&— 82

Oracle Secure Global Desktop 4.6 Gateway BEIEEH A K + 2010 £ 8 A



IZC®IZ

[ Oracle Secure Global Desktop 4.6 Gateway E#7 %1 F J1Zi% . Oracle Secure
Global Desktop Gateway (SGD Gateway) D1 > A h—/L | RE . B L OEAEDOFIA
ﬁﬁﬁéﬂfvi#o:@7:17wmvx%A%ﬁ%ﬁaLﬁ RSN TVET,

o

N DFREIT

1 # T, SGD Gateway DA > A h —/LIFIEIZOWTHPIL 7,

5%
o

%ﬂlﬁ Jdﬂﬁ

2
iba‘o

fHek A TlL. SGD Gateway D7 —X 7 7 F ¥ —IZ OV T L £,

8k B Tix. =2 v R1722 5 SGD Gateway % % & ¥ L OMl#HI$ 5 FEIZHONT
AL £,

fHk C Tix, SGDGateway@)7l/7/a/‘H‘ VRO EHE LB ITERE
SGD Gateway DR EICHOWTHIAL £,

TlE, v hU—7ZIZIE L T SGD Gateway &g 3% HiEICOWTHI L

4% D TlE. SGD Gateway DRHED BT L fiRICEN D, KT TN 2a—F 1
7F5§J$0)f HIZHOWTERBL £97,

Xi



UNIX =2~ R Ofifi %

D=2 T M, VAT LADY Yy N T VAT ADT — b TN ADRE
TE LW o e AR UNIX® o o< RRFIEICET 2 BRI S i ngs
NHYFET, 20X RFEWIZHOVTIL, RO~=2TVEBRL TLEEN,

m L TVWAV AT AIMHBL TS Y 7 by =T ~v=a2T /L
m Solaris™ 4 XV —F 4 VT VAT LDV =aT IV, WOBFHNHEAFTEET,
http://docs.sun.com

7270, FENEFEND SGD 2 <> FIZBATAFERIIZDO~v=o 7 VICRRE I TW
iba‘o

xii Oracle Secure Global Desktop 4.6 Gateway BEIEEH A K + 2010 £ 8 A


http://docs.sun.com

a7k

P/ 2

=D

C =)

C vz A= —a—H—

machine-name$

machine-name#

Bourne ¥ = /3 X Y Korn ¥ = /v $
Bourne ¥ = /L8 L O Korn ¥ = /L A— % — 2 —H — #
Fic Lo F |
Tk =k Loz
AaBbCcl23 a<w N4, 77 AV4 . BX login 7 7 A VEMREL £,
KT v 7 bV 4ERLET, ls -a AL TIRTHOT 7 AL EE
EE, Bl EOaEa—F R E4,
HhzExRLET, % You have mail.
AaBbCc123 2—YP—=RANTLHXF% ., B % su
i EDaEa—2HEIEIX password:
ML TORLET,
AaBbCc123 EBY O OHHESCHEME . B T=2—— s loEeEszsRBLT

THHEMNERLET, IR
TOEHEZRLET, EEIHE
T 28 E DA E 72138 TR
M2 ET,

TEEW,
INHIFZFRA TV a v LI ET,
7 7 ANVERIRT 5121 om filename
EANLET,

F -7 IUVOREICL ST, XFORRNPERY T, XFNREL SERENRWD
BAE . HEHLTWE T I DTy a3 —F 1 7 % Unicode UTF-8 IZ4H L

TLIZE N,

1ZC BIC xiii



B ~—=7 /L

WoORT, ZORGETEI~v=2T VO EERLTWET, AT r~v=aT
ME ., ROV A FTERTEET,

http://docs.sun.com/app/docs/coll/1706.5

FFUuh—vav B4 L Part Number #s  A4y—>a>
Y Yy —=R/—h Oracle Secure Global Desktop 4.6 Platform 821-1928 HTML %> 7 14
Support and Release Notes PDF  DVD A5 4 7B I OA
N IV
A A K=/ Oracle Secure Global Desktop 4.6 7> X p—s 821-2162 ~ HIML #o J 1
oS PDF  DVD 27 4 TH LOA
A
(egel Oracle Secure Global Desktop 4.6 H##Z %1/ 8212167  HTML #o 7 1
PDF
o Oracle Secure Global Desktop 4.6 = —#—2'1  821-2157 HTML #> 35 A

A PDF

N2 TNVDT 4= RNy T

ZDOv=a2TIWVICET AT A MX, http://docs.sun.com T Feedback[+] VU >
77Uy 7 LTEMLTLIEZN, Z4—FXRXv 72, ROEIIZ, v=2T b
DH A RV & Part Number #5825 X HIZL T EE W,

Oracle Secure Global Desktop 4.6 Gateway EZ## %+ / . Part Number 821-2166

xiv  Oracle Secure Global Desktop 4.6 Gateway BEEH A K « 2010 £ 8 A


http://docs.sun.com/app/docs/coll/1706.5
http://docs.sun.com

HH%
1k

SGD Gateway O A > A h—/)V

ZMFETIE. Oracle Secure Global Desktop Gateway (SGD Gateway) O fifi HL72 341
2kt x . SGD Gateway Y 7 b U =7 DA A —/VHIEIZHOWTHAL £, 20
T ClE. SGD Gateway O ¥ A7 AEMEOFEMIZOWTHBAL £,
ZOFEDOHNFIL, RO LBY TY,

m 1 X—T® [ SGD Gateway (Z2UT |

2=V AT LB

m 2=V D [ A AN —LVDFAT |

m 53—V D [ SGD Gateway D7 v 77 L —F |

SGD Gateway (22T

SGD Gateway 1%, ¥V —2 (DMZ) T SGD 7 L A O#iZEME S D K 5 1T
InkFex ot —n"—TF, kY | MEEoNHEry U —2 EIZSGD 7L
AERETEDL LRV FT, £/, TV AHND SGD P — — T8k DRI,
TR CORH 2 DMZ TRIETE 77,

T7AT A= NEZ (T 7 AT U4+ —NEREE SIS ) ML TSGD ¥—
N—%F 7T 5D VIZ, SGD Gateway ZfEH T 9,

SGD Gateway 13/~ A /3—7 % A hMinpk~7 1 |k =)L (HTTP) Bfoe DA Moy A F B4
DT, SGD IZF £4L TV % JavaServer Pages™ (JSP™) 7 7 / 1 ¥ DA faf 43S
—VERFEHTOILEITIH Y FEA,



AT LNEA

SGD Gateway &S A F THR—=F ENDHA A —=NT T v 75 —4IT,
http://docs.sun.com/app/docs/doc/821-1928 TEHMA[AE/R [ Oracle Secure
Global Desktop 4.6 Platform Support and Release Notes ] IC—BERRINTVET,

SGD Gateway & &b IZEH 412 SGD ¥— "—(21% , ROEMEPEH SN ET .

m EX=2T7E—F, 774/ TiX. SGD Gateway Tl& SGD #—/S—~DtF
a2 7 ERSMER SN E T, SGD ¥y —"—ThF a7 H#Hk a2 AT 2HLERDH Y
£T . T 7 AT VA NOEENENICR > TN DLRERH Y £F

SGD ¥—"—%tx 2 VT 1 —RiE&T 5 EICOWTIE. [ Oracle Secure Global
Desktop 4.6 ZFIZ V1 F ] D% 1 %D [ Secure Connections to SGD Servers |
EZLTIEE N,

m HEE—F, SGD Client (X, #A&E—R TSGD —"—I7 7 ERXTH LI
FHEL THEWTEREA,

m SGD O X—V =¥, SGD #—/3—"Ci% SGD version 4.5 LAENEIT STV D4
AP Y £7, SGD version 4.6 T Gateway version 4.6 # AT 2 Z & #BED
L\i‘g—‘o

n 7my Z7ORH, SGD ¥—/3—& SGD Gateway D> A7 A7 1y 7 BEEIL T
WA ZENEETT, FEFE®R7 2 b2V (NTP) Y 7 b U =7 £7213 rdate 2+
YREBEALT, 7y 7BREHLTHDEZ E2MRL TIZE N,

SGD #—_—=D ¥ AT LEHIZOWTIL, [ Oracle Secure Global Desktop 4.6
Platform Support and Release Notes J &L TS X0,

EExEn o

SGD Gateway D Z DV U — A TR STV D REDFEMIZHOWTIE, [ Oracle
Secure Global Desktop 4.6 Platform Support and Release Notes | ZZ L T2,

e

A AN —ILDFELT

Solaris OS 77 v b 7 4 —ATlL, pkgadd =~ K Zffif L T SGD Gateway % A
YAR—=NLET,

Linux 77 v b 74— ATk, rpm 2~ R &ZfH L T SGD Gateway & 1 o A k—
nLET,

Oracle Secure Global Desktop 4.6 Gateway BEEEH A K + 2010 £ 8 A


http://docs.sun.com/app/docs/doc/821-1928

7 7 4Lk TlX. SGD Gateway (X /opt/SUNWsgdg 7 4 L 7 F VIZA LV A h—/L &
NET AVAR=AT AL 7 MV ROLIICLTERTEET,

m Solaris OS 7T 9 74 —bL -V T b T =2T DAL AR—/LIFIZ, A A h—/b
Tl Tl EoTAV A=A T 4L 7 ) ORENRKRDLNET,

m Linux 7Y b 74 —L -V 7 U 2T DAL AR —)VIFIZ rpm 2~ 2 R IZ
--prefix A7 a v EFHTHI LT, BIOA AN —=AT 4L 7~ EZER
T&EET,

¥ SGD Gateway DA AR~ — /L ik

1. AR EO—KT 4L 7 b V1T SGD Gateway Sy Fr—UEREFEL 7,

AVAN=NV AT 4TINS A AR —)LTB5EE ., Ny /r—Vd gateway T 4 L
7 RVIZHY F9,

FlX, A VA=V T BT A% SGD Web ¥—/3— http://
server.example.com 76X 7 m—R LE4, 22T, server.example.com 1% SGD
P—R—DLAHITT . SGD Web — \—DBtaHEH A Z /R E7=5 . [ Oracle
Secure Global Desktop Gateway O A > A h—/L | &7 Vv 7 L £,

Rolr =T 7 AVEIIRD B Y T,
m SUNWsgdg-version.sol-x86.pkg (x86 77 > b 7 #— AR Solaris OS)

m SUNWsgdg-version.sol-sparc.pkg (SPARC 77 /a7 F v N7 +— Al
Solaris OS)

m SUNWsgdg-version.i386.rpm (Linux 77 > N 7 4 —24)
Z 2T\ wversion |% SGD Gateway D/N— = &5 TH,
2. RARZA—=NR—z2—F— (root) ELTRIT A LET,

3. SGD Gateway # A A b —/VL £7,
W lr =T 7 ANVBEMHINTWDESE . A AN —VRIZT 7 A )V EfRIT
HVERH Y £,
x86 77 v b 7 4 — AR Solaris OS 1T A v Ak — /L4 B4

| # pkgadd -d /tempdir/SUNWsgdg-version.sol-x86.pkg

SPARC 77 /a7 v b7 #—A,# Solaris OS |2 A > A b — /L4 B354

I # pkgadd -d /tempdir/SUNWsgdg-version.sol-sparc.pkg

EHE1E ZESGDGateway DAY R k—JL 3



¥ - Solaris OS 77 v b 7 #—2A4Ti%, [ pwd: cannot determine current
directory! | &) =T —RA v B—URERRENTA AN — BRI 285E1 .
[tempdir T 4L 7 BVIZBEHIL T, A AN —AEFEFETLTIEEN,

Linux 77 v F 7 3 —AIZA VA b=/ B84

[ # rpm -Uvh /fempdir/SUNWsgdg-version.i386.rpm

4. SGD Gateway Ny 7T —V PRy F—T T —Z_XR—RALHEFINTND Z L & FE
RLET,

Solaris OS 77 v b 7 #— L DA :

| # pkginfo -x SUNWsgdg

Linux 77 v b 7+ — A DHE -

| # rpm -gqa | grep -i SUNWsgdg

5. SGD Gateway Oty N7y 77 ur I hAEETLET,

[ # /opt/SUNWsgdg/bin/gateway setup

SGD Gateway Oty b7 v 77 r s T MIROFEERRL ET, 22—V —i% .,
ENEZITANDZELERTHI L TEET,

m SGD Gateway DR — hgRIE ., SGD Gateway CHEHERIMEHEND A &7
=—ALKR—=FTY, 774/ KT, SGD Gateway (ITXTHOA L ¥ 7 =
—ADR— b 443 THAEL 9,

B Ry RNT—I U NIRAU N, 7T 4T 2 M T34 A5 SGD Gateway (282
T oeOIERTLZA X —Fy b TR a2V (IP) TRV AELEIR AL
F— ALYV AT A (DNS) 4 . BELOHR—FTT, T4, SGD Gateway DT K
VALHEIZFEILTHD SR A, v NU—F7OERIZE > TE, v—
RARSG B R EDOHIBTFTNRAZADT KL RZRBZERHY 4,

7o b 21 =—%—7 SGD Gateway gatewayl.example.com (BT
HEAT. XYy U= RURA M ELT
gatewayl.example.com:443 Z AJJL £7°,

a—HP = m—R N7 Y 1b.example.com # 4T L T SGD Gateway (2t
TH5HAE. Ay T =272 FUKRAL &L T lb.example.com: 443 %
ADLET,

n EX T8, SGD Gateway &7 L AND SGD #—— L D HF 2V
T4 —RETDMNE I D, T 74N T, SGD Gateway L& ¥ = 7 H#fi &
FRALET, X aThaeEHT 2120, TUAND SGD —_"—0BtF o7
E—RTHBEHL TWDIRERH Y T,

Oracle Secure Global Desktop 4.6 Gateway BEEEH A K + 2010 £ 8 A



F-hoo®xEiE, & Tgateway config create I~V R EFHL CTEET
TET, 12 3—=UD [ SGD Gateway DR — k LA ET D 5L | #BZRL T
<TEEW,

VI7 T x2T AL A= LTcdh L SGD Gateway DIBIDRRE & F1TT 54
BWRb D £, FTTHLEOD LMEEDFFMICONTIE, F2 mae2ML TL
ZEW,

o 2 «

SGD Gateway 7 > 727 L —R

ZOffiTiX. SGD Gateway D7 v 77 L — R FIEIZOWTHBIL £,

SGD Gateway #7 v 77 L —RLThH | F—ANTRON—T 4 770X TFET
7TANIRE | TOREFRFFSNET, 7y 77 —F% . SGD Gateway % HaX &
TOMETHY A,

Ty 7L —Ruesix, /opt/SUNWsgdg/proxy/var/log/
upgrade_oldversion_newversion.log \Z/E SN ET, T Z T, oldversion X SGD
Gateway D\ »X— 3 T newversion |3 SGD Gateway D7 > 77 L —F {1
o= 3 TF,

7 w77 L — KK, SGD Gateway DA v A b — 70T AMIEo T, M E
NTT vy 77 —FuZil—RFRRINe DAL <A XD Apache Web H—
N=T 7 ANVPINNy I T v TINET, TNLLDT 7 ANVIFEHTT v 77—
LDMENDY T, dff REDA—=T 4 VT 4 —2fEHL T, 77 AV &L
D MABNTEREZRLTEDTHZENTEET,

SGD Gateway O 7 > 77 L —R Kk

1. SSGD Gateway # /'L TEFER TV Ea—F—ky a7 FVr—a v
TyvarPnWZ R LET,

2. HLWWN—T 3 0D SGD Gateway & AV A h—A L ET,
3 =20 [ SGD Gateway DA > A b —/L )ik | 5L TLZEW,

EHE1E ZESGDGateway DAY R k—JL 5



Oracle Secure Global Desktop 4.6 Gateway EEEH A K « 2010 £ 8 A



¥
N
10

[}

I}

SGD Gateway DX 1E

ZOETIE ., —MRAY 2B S 7 U A 1Tk L T Oracle Secure Global Desktop Gateway
(SGD Gateway) & Ed 2 FTEIZOWTHHL £9, SGD Gateway D) & {51k D
Jiik . BELOVSGD Gateway Y 7 N U = 7 OHIBRITIEIZOWTHRFBIL £9,
ZOEOAEIT, RO LEBY TT,

m 7 X—2D [ SGD Gateway D |

m 12 X—2® [ SGD Gateway DX EEH |

m 18 X—T? [ SGD Gateway Dl f#l |

m 19 X—T® [ SGD Gateway DHIBR |

SGD Gateway O B fj

ZOfiTIE . WIZRT SGD Gateway DFEMUE ST U AT HOWTEBIL £77,
m 7 RX—=UO AR
B 9 =T [ ARFEBE Bl )

2 YN O PANLR [

Z ZTlE. SGD Gateway DFEAN2EE DRRENFEZEICHOWTIHMHAL £7°,
FEARM 2B CIX . H— SGD Gateway # X 21 O X )AL 9,



2-1 Hi—® SGD Gateway &[] L 72 FAH 22 Bl

SGD Server SGD Server

LAN

AlP + S5L (Port 5307)
HTTPS (Port 443)

‘ SGD Gateway

DMZ
I
AlP + SSL (Port 443)

HTTPS (Port 443)

Client

Oracle Secure Global Desktop 4.6 Gateway BEEEH A K + 2010 £ 8 A



AR ZRBUR Z50ET D113 £ 21 IR TEROREFEEEZITOET,

% 2-1 SGD Gateway O SAH) 72 Bl i THEH 4 2 e

& BREFIR

ATV NTRAADD 1. SGD Gateway THEM T 2R —F L8R EL £7,

SGD Gateway ZRLOREIL . SGD Gateway DA > A b — LEFICATVNEL 72,

SGD Gateway DR ELZEE T H5EIE. 12 X—T D [ SGD Gateway DR
— b EEERARET D HE | #BRLTIZE N,

2.SGD Gateway {2, 7 7 A 7 > b 4##i 1 D Secure Sockets Layer (SSL) AER &
%4/Xh—wbi?
13—V 77470 MO SSLGERELZ 7 747 FFXF—ZX M TIT
A AL=NTDHTHE ] 2R TIEE N,

SGD Gateway 7°H SGD #— 1. 7L %L TSGD ¥ 2 U7 4 —V—E 2R HFHIIL £T,
S SGD ¥— " —i3t* 27 E—F THRML TODIRERHY £, 77477

F =N OEERBN 2> TV LIRERD Y ET .,
INEAT D HEIZOWTIX, [ Oracle Secure Global Desktop 4.6 EEEZ Y1 F
No% 1 D [ Secure Connections to SGD Servers | #Z&ML T 72 &0,

2. SGD Gateway {2, SGD h—"—DtE¥ 2V 7 4 —GEHAEEZ A A b —LL
£7,
gateway server 2~¥ Y REZHHAL T, 7V AHND SGD $——d CA ik
Bl L SSL FE#I#E % SGD Gateway ¥ — A b 7IZA VR —h~ L £7,
14 <=2 D [ SGD ¥ —=_—DfEWEL A A N =V T 5751k | #BRL T
<TZEWY,

3.SGD Gateway i35 L5127V AND SGD y—"—%2REL £7,
SGD Gateway DFEHI#E % SGD 7L AT A A h—/LL | tarantella
gateway add 2 ~v» R ZfEH L T SGD Gateway % SGD 7' L A [Z8§k L
£,
16 ~—2® [ SGD Gateway DFEM#EAZ SGD 7L A2 A A M —A 57
2RI TIEEN,

4. £ @ SGD Client ##fii ¢ SGD Gateway &l T& 2202 REL £7,
17 ~—Y @ [ SGD Client ##i & ET 55 | #ZML TSV,

RT3 TS LT B

Z TliE. SGD Gateway DEfif 43 # S ALIZBLH OBEMEE IO W THB L £,

AR S Nz Blfii Clk . 3 SGD Gateway &y hU—2 U R URA U &
a0 —RAT oY ER22 ODLIIERAL T,

{ y
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22 ¥ SGD Gateway L m— R ANT U H2EH L 2Ry b U — 7B
SGD Server SGD Server SGD Server

? A
LAN

AIP + SSL (Port 5307)
HTTPS (Port443)

—

SGD SGD
Gateway Gateway

AIF‘ + SSL (Port 443)
HTTPS (Port 443)

‘ Load Balancer

DMZ
AlP + SSL (Port 443)
HTTPS (Port 443)

Client
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B S IR 2R ET 2121 % 21 IR THEROREFELITVET,

*22 SGD Gateway D E 4y S U7 Bl T3 % #fe

5 REEE

JITAT Y NTFARAL AP ba— 1L.IT7AT Y NTFAAL AP OEEEREEINLET,

RAZY WEE . ZZiE Transmission Control Protocol (TCP) 78— K 443 Z{Ef L
£7,

ZOFEDFFMIONWTIE, B—RFARATZ D=2 T LV ESRL TIEEND
2. (BMETTRE ) = — R 3 F 2| SGD Gateway T2 7 A 7 v b &t (A

SINB SSLGtHEEZ A A =L L T,

ZOFEOFHEMIONWTIE, B — AT U DOv=a 7 VESHL T

S,
0—RNZ P05 SGD 1. ¥t % SGD Gateway [JHAR T2 L9 ICr—RAF U FEREL £7 .
Gateway COHEDFMIONWTIE, v —=FAF IO =2T7 V2B R TLE
Xy,

2.SGD Gateway T T 2R —h & asEL £7,

Xy b= FIRAL P ER—FATFUFDOT R RACREL £7,
INHOREL ., SGD Gateway DA A b —/LREIZITWNE LT,

SGD Gateway DR EXZEHL T H5E1L, 12 <= D [ SGD Gateway DR
— N EHERARRET D HE ) #RL TEE N,

3. % SGD Gateway I=, 7 7 A 7> b0 SSL 7 &% A > 2 h— L
£7,
BR=VD[7F74T7 > bEGHAO SSLitAEZ 7 7 ATV hEX—A LT
WA AP =Tk 2ZRL TSN,

SGD Gateway 75 SGD 1.SGD 7L AR LT SGD ¥ ¥ = U 5 1 —H—E 2EHHL £,
Y= SGD #—N—(3 X 2 7T E— R THBL TV HLERHY £F, 7747
7 4 — /L OEIEN BRI > T DMERH D 5,
INEAT ) FEICSWTIE . T Oracle Secure Global Desktop 4.6 EFEE 1
FJDHE1ED [ Secure Connections to SGD Servers | Z#&M L T 72X\,

2. SGD Gateway |Z. SGD ¥ —\—0DtF¥ 2 U7 ¢ —fEHEFEL A A F—/L L
£7,
gateway server 2~V R ZEHAL T, 7LV AW SGD ¥ ——d CA
AEAE & SSL FEEIE % SGD Gateway ¥ — A M 7IZA VAR —h L ET,

14 2=y ® [ SGD Hh—"—DiEHEEL A A M= T L5 HE | #5HL T
{TE&EW,

3.SGD Gateway # T 5L 517V AND SGD —"—%2FEL 7,
SGD Gateway DFE#i% SGD 7L A2 A A h—/L'L | tarantella
gateway add 2 ¥ N Zffif] L T SGD Gateway % SGD 7 L A [T &k L
ESr N
16 *—2® [ SGD Gateway DFEBI#E % SGD 7L A2 A A b —/L T 507
B 2ZRLTEEN,

4. £ ® SGD Client ##5i T SGD Gateway ZHEMTE L EREL ET,

17 ~—>® [ SGD Client #fi & i &9 5 ik | 2L TSN,
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12

SGD Gateway Dk EAF2E

ZOffiTIE. SGD Gateway TR 2kt 25 & T 2 FIRICOWTHB L £9,
M 2BREMFEITKRDO LB TT,

12X=YD 1 77472 T84 R 5 SGD Gateway ~DHfit |
14 ~— ® [ SGD Gateway 75 SGD H—/S—~ Dzt |
17 X=YD 1 7T AT 2 T AL R r— RN o ~OHt |
17 X—=v D [ m—RAZ %5 SGD Gateway ~DHfit |

7T AT N TR A0 SGD Gateway ~DHEHE

77 AT b T RA AL SGD Gateway DR Ot 27 ET 2 I121E . IROBENFEHK%
ITWET,

1. (B ATHE ) SGD Gateway THEM I 28— b LHfatc L £7,

B DOREIT . SGD Gateway D A A f—/LRFIZITVWET
INLOBREEERTHEEIT, 12 =YD [ SGD Gateway DR — k & ki %
RIET D ] #BRLTIIZS N,

(AW FTHE ) SGD Gateway (&, 7 7 A 7 > ki D SSL GEBAEA A > A h — /L
LET,

BR=YDT 7747 MMEGMO SSLAEREEL 2 7 AT bF—AFTITA
AD—=NTHHE ) #BRLTIIZE N,

¥ SGD Gateway 07— b & i & B3 5 71k

ZOFNEZMEN T 20HERNH HDIE . SGD Gateway D A & A b —/VIKFITIT 2 o T2 %
EaERTLHEEDOHRTT,

1.

2.

SGD Gateway A& M ZRA—/N—z2—H— (root) L L TR A LET,

gateway config create 3~V RZEITLET,

| # /opt/SUNWsgdg/bin/gateway config create

B L OBERNICEE L TROERZHREL £,

m SGD Gateway DR — hRE ., SGD Gateway CHEHERIHEAIND A &7
=—ALKR—FTT,
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B XY RNT—I U NIRAU b, 7T 4T 2 8T /31 A5 SGD Gateway (Z#z
BT DD T A =%y b7 bha/L(IP) TRV AEIEIR A A
A—=LY AT 5 (DNS) 4 . BLOKR—FTY, ZhiL. SGD Gateway DT
LALEIZFELTHD EFRY EHA, Xy bT—7ORICE>TL, v—
KRG B EDOHNEET RAADT KL R IZRDIENHY £,

n EX T8, SGD Gateway &7 L ANOD SGD ¥——L Dk arHF 2V
TA—RESTDNE S, BF A TEREHENT DI, TV ANO SGD ¥—
N=PEF2T7ET—FTBEBL TWDLERHD £7,

3. e L R— T OREEZRELET,
AN LT EZ M L T SGD Gateway 23 e E SALET

VI IA4T MERAO SSL GEHEEZ 7 T AT hF— 2
FTWCA A L= F D050k
SGD Gateway TZ 7 A 7> bl fiifl S5 SSL AEM#F L . SGD Gateway SSL

REIE LI ES, SSLAEHFIZZ 947 FF—A LT
/opt/SUNWsgdg/proxy/etc/keystore.client IZRIFSINLET,

77 v b Tld, SGD Gateway 13 /7 = & # 1/ & SGD Gateway SSL it &H % 7 7
A7 v MMERICERNL £ 2, ZOHC F A& SSL REM & 2 38GER (CA) Xk -
TEASNIGEWETESBMA DL LNTEET,

ROFNETIZ, CAIZL->TEAS N SSLEEERH D Z & Zilifes L TWE T,

A > A b=/ F 5 IEABAGEIL Privacy Enhanced Mail (PEM) X TIERL S 41TV 5 44
ERH Y ET,

1. SGD Gateway AR MMZA—/ %=z —H— (root) &L TuF A LET,
2. SSLEEHIE & ZhiTxinc T 5 FEABE %L SGD Gateway A A Mizab—L £7,

3. SSLALHAE L FNBARE IV FAT UV P F—A M TIZA VR - LET,
gateway sslkey import I~ REZROLHIIEHL FT,

# /opt/SUNWsgdg/bin/gateway sslkey import \
--keyfile temp.key \

--keyalg RSA \

--certfile example.com.pem

Z 2T, REMIET 7 AV example.compem & | ZFIUTKHET D RSA TR (L X
M2 IRNBHEE temp key 37 T AT L b HF—ARTICA L R—F SN ET,

IIAT X —ANTHNOBFOHC B A& SSLEEHEIT EEE S ET,
4. (AWEFRE) SGD Gateway Z FHiEEEIL 7,

F2E SGD Gateway D% E 13



AR - ZOFIAIE. SGD Gateway ORI EZ FAT LR WHEICOZRERL T2
S, FIIRRGE D Z OBt T SGD Gateway # BT 5 & | SGD Gateway D F]#
RENTTLTWRWeD | 27 =Xy b=V REREINET,

T CICREWE A THEL TW\W5 SGD Gateway ¢ SSL GEIEHZ E #i2 2 HHE13.
SGD Gateway % FHEEI L £,

7 - SGD Gateway # @35 & . SGD Gateway # /" L CEfTS T 5H2—H
—EvvariT IV r—vartyya 3 SCOlishET,

SGD Gateway " A kT, RO~ F2FATLET,

[ # /opt/SUNWsgdg/bin/gateway restart

SGD Gateway 725 SGD H—/S—~ DRk

SGD Gateway & 7 L A ND SGD ¥ —/N— L O#H5E Tl . M AKRD 726 |[ZREF
PMERSIET ., ThDOERZRET DI2IE ., ROREEEZITVET,

1. SGD #—— it #E % SGD Gateway (21 A F—/L L £,

14 <=V 0 [ SGD H—S—OFEMEE A > A h— LT 2 Jik | & BB T 1S
Wy,

2. SGD Gateway DFEH]FEZ SGD 7L A1 A A h—/ L £7,

16 ~—2® [ SGD Gateway DFEHEH 4 SGD 7L A2 A » A b —/L$ 5 5k |
ZZRLTIZE N,

3. SGD Gateway (Zx}9 % SGD Client £ft i E L £7
17 X—2® [ SGD Client #ft # % €T 5 515 | 22 L T I,

V¥ SGD % — N"—DfEHEZ A A b —/vT 5% ik

COFEEERTHITIE., TVARND SGD 4 —_"—RBtEF 27— R TBEL TV
DLENRH Y F9,

SGD #—"—{Zx L TEF 2 V7 4 —F—E 22 [GRITT D HETHONTIE,

[ Oracle Secure Global Desktop 4.6 EF#Z %1 F ] D% 1 %D [ Secure Connections
to SGD Servers | ZZ ML T 7ZS W,

TV AHNDHE SGD H—"—T [ IROFIEZ# VKL £,

1. SGD FA MCA——2—HP— (root) L TCuasl A LET,
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2. SGD #—3—n 5 SGD Gateway ¥— A RT7T 4L 7 k VIZ CA fEHIEZ o —
LET,

SGD ¥ — X—® CA fFHEIL. SGD KA A+ D
/opt/tarantella/var/info/certs/PeerCAcert.pem (ZH VD 7,

-0 CAZFHEIZ, SGD —R_"—RT L A NOEX 2 T HEIHEHAT LD &
IE‘E"C\“@_O

SGD Gateway ¥ —Z K 77 4 L 2 b V¥ /opt/SUNWsgdg/proxy/etc TY ,

CAFERELZ A =925 L&E, 77 AVORNEIENEY 7 A VD30 > 72 SGD
P—R—ZRETEDLIIC, EHET 7 ANVOLAMEEES D2 L0 L
i‘g—‘o

3. SGD #— 38— 5 SGD Gateway ¥—A 75 4L 7 b VIZ SSL iEHESR 2
—LET,

X 2T E— N TBMEL T35 SGD Y— 3—0 SSL Gt EX . SGD A kD
/opt/tarantella/var/tsp/cert.pem (Z&H D £7,

SGD Gateway ¥ — A~ 77 4 L 27 k UL /opt/SUNWsgdg/proxy/etc TY

SSLAEEZ A —F 5 L &d, 7 7 A VONKRREYET 7 A VDb - 7= SGD
P N—ZRETEL LI FEHET 7 A VDOAMEEET 22 L2BEID L
i‘g_o

4. SGD Gateway &R F TR —/3—a2—H%— (root) &L TR A LET,
5. SGD Gateway ¥ — X b TIZFEAEZ AV R—F L ET,

# /opt/SUNWsgdg/bin/gateway server add --server sgd-serverl \
--certfile /opt/SUNWsgdg/proxy/etc/PeerCAcert.pem --url https://sgdl.example.com \
--gsl-certfile /opt/SUNWsgdg/proxy/etc/cert.pem

--server A7V a Ui, GEHEEZ X — A N TIRGFT S L X ITHEAT 04 &
EFRLET . ZOFITIE. CAGEHEIT sgd-serverl &9 B4 TIRIFS 20,

SSL RER# 1T sgd-serverl-ssl &9 B4 THRAFSILET

https://sgd1.example.com {3 SGD Web #—~3—@ URL (Uniform Resource Locator)
‘(‘\‘g—‘ o

6. SGD Gateway # BB L £7,

7 - SGD Gateway # FifL#i9 % & . SGD Gateway # /"L THEIFS LTV D2 —H
—kyvareTT IV r—vartyva T RTHBENET,

SGD Gateway & A+ T, ROa~v>» Fa2ETL£T,

I # /opt/SUNWsgdg/bin/gateway restart
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¥ SGD Gateway DiE##FE 4 SGD 7L AT A A b —/F
AWIRFS
% SGD Gateway T, RO FJEAM D IRL 9,
1. SGD Gateway DFEHAELZ -7 AR —F L ET,
a. SGD Gateway AR MMZA—/X—z2—H— (root) &L TRIT A LET,

b. SGD Gateway ¥— & k 7235 SGD Gateway DFEEZ =7 AR — b L £,
gateway cert export A<V RKERDOIHIIHEHL £,

I # /opt/SUNWsgdg/bin/gateway cert export --certfile gatewayl.pem

AEAEEN T 7 AV gatewayl.pem \Zx= 7 AR —F SET,

.. TvADTSF4~<Y SGD ¥ —X—D /opt/tarantella/var/tsp T 4L 7
F VICEEAZE R 2 —L ¥,
FEAEZ =7 AR =35 L& GEAET 7 A1 35H - 72 SGD Gateway %
BETE2L5I1C., THE Y s AVDOARTIZETTHZ L 2BED L £9,

d. Gateway DFEHETT 7 AN~DT 7 B AEEZEREL £7,

[ # chmod 644 /opt/tarantella/var/tsp/gatewayl.pem

2. SGD Gateway % SGD 7 L A IZB& L £7,
a. 77 4<Y SGD #—N—ZA—R—2—HF— (root) LTI A LET,
b. SGD Gateway DFEHAEL A R—FLET,

# tarantella gateway add --name sgd-gatewayl \
--certfile /opt/tarantella/var/tsp/gatewayl.pem

Z 2T, sgd-gatewayl 1L SGD 7% SGD Gateway Dkl H 3% 447l
gatewayl.pem 1% SGD Gateway DRt E T 7 A /L4 TT

#H D SGD Gateway # [RIRFIZ BT 2121, tarantella gateway add =
YURD --file A7V a U EFEHL ET, FEMICOWTT,

55 X—T® [ tarantella gateway 2~ K | ZRHL T &,
tarantella gateway add ZfifH L TITR -T2 EAFIL., 7L ANDIEM
? SGD #—"—TEHR S ET,
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V¥ SGD Client #ft 5 &7 5 ik

® SGD Gateway Zf#f9 % SGD Client #iRLHEL £,
7Z A< SGD ¥—/N—T --security-gateway 7 B — NVEMEEHREL T,
& ® SGD Client 7% SGD Gateway Z il T& 20 & 7 7 A7 FDIP TR LA
F72IX DNS A IZESNWTEEREL F9,
H— SGD Gateway gatewayl.example.com ® TCP ‘J‘ ]\ 443 AL T
T? SGD Client #fg & /L —7 4 7T 5 L HITHRET DI ﬁ(@ZV/f‘ 4
AL ET,

S tarantella config edit --security-gateway \
"% : sgdg: gatewayl.example.com : 443"

SEi e — R XF > 1b.example.com @ TCP iR — bk 443 # /L T3 _TD SGD
Client #fiz/V—7 4 7T L5 X IIHRET DT, Roa~v o FEEHAL 77,

$ tarantella config edit --security-gateway \
"% :sgdg:lb.example.com:443"

i - --security-gateway BUYEICINZAZEE L, 7L ANDTXTDH SGD H—
—ICHEAENET . BERKBINDDE, FiHa—F—ky v arZiFTT,

--security-gateway BIEZEH L T SGD Client ¥t 7 « V¥ & EF
BDIFHEIZHOWTIE, 59 =V D [ --security-gateway BM | 25 L <72

SV,

T ITAT U T, AND a —R NT Y ~D

TITAT VN TNARENH =R AT S OMOER % ET D121, ROFEE

ErITWET,

1. 77 AT b T AND O#ERiE 2T AND L) 1ca —RK T a2 EL £9,
COTFEOFMIONWTIL, a—FARXT P DO~v=a2 T VESHRL TLLEE N,

2. (EMEATHE ) SGD Gateway @ SSL fiEBi#EZ v —RF NF A Ak —LL £7
ZOFEOFHFHIZOWTIE, B—RARXATZ Y Dv=a 7L ESBEL TIEEN,

12— R /N7 P05 SGD Gateway ~ D45

SR — RN Z 9 & SGD Gateway DO iR ET DI121T . IRORENEELAT
Wk,
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1. SGD Gateway THEM$ DA — b ke E L £9,
12 X—v® [ SGD Gateway DR — b & a2 ik | #ZRL T
éb\o

2. (W& HTHE ) SGD Gateway (& . {827 77 > M Efe/H O SSL At EZ A Ak —
NLET,

1B3R—YDT 7547 MERO SSL AN EE 7 T 472 hF—RA R TIoA
AR =T B EBRLTLIES D,

SGD Gateway O ffill

ZOHiITIX. SGD Gateway Ol EIZOWTHIIL £9, ST 2 EEITRD &
BYTT,

m SGD Gateway D)

m SGD Gateway D15 Ik

m SGD Gateway O F L)

SGD Gateway O £LH)

SGD Gateway Z 89 5(21%, RO~ N 2L £9,

[ # /opt/SUNWsgdg/bin/gateway start

SGD Gateway D15 I

—tyvarerTYVr—vartyva 3T AT ENES, 5% SGD
Gateway N FPHIETIEILSNGEIE, 77V r—v a7 —2nkbh s ket
WD ET,

ﬁ iE%E - SGD Gateway #1134 % & . SGD Gateway # /L CEITES N TV H =2 —H

SGD Gateway #151L3 212X, ROa~vr Rz L £,

I # /opt/SUNWsgdg/bin/gateway stop
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A\

gateway stop 2~V RA&MHT 5L . SGD Gateway Z1F1LT 2578 5 M ORER
ERODDLEEAy -V NRRENET, ZOAYE—VERRLBVEIICT DI
IX. gateway stop I~¥2 KD --force 7 aEFEHLTIEEN,

7 - SGD Gateway 2351k L TV o5& Ry bV —27 DAEO 2 —HF —75 SGD
Gateway ZffifH L C SGD IC#Hafii 32 Z LIXTE £FH A, --security-gateway
BYEAEHAL T, 7747 F 7 /34 A5 SGD Gateway # #&HH 7 |2 [EHE SGD 1Z
TIEREATEDLEDICLESGE ., 20X TAT 0 M T AL AT &feE SGD
W7 78 ATEET, 59 X—VD [ --security-gateway @M | WL T2
S,

SGD Gateway O -tz #)

R - SGD Gateway # HifL#i3 % & . SGD Gateway # /ML TFEIFES LT DH 21—
P—tyar 77V r—varby a3y _XTUfishEd., 2E0 |
SGD Gateway 2 Pl T HEB S N/HEIE. 77V r—varrF—2nkbnd
AR D U £T,

SGD Gateway Z BT 2213, ROa~v s Fa2fEHL £7,

| # /opt/SUNWsgdg/bin/gateway restart |

gateway restart 2~V N&ZHT 5 & SGD Gateway &5 1T 25028 5 DD
B RODEEA Yy =V PERINET, 2OAYy =V ERRLRNEIITTD
121 . gateway restart IV R D --force A7 aEHFEHL TLEIN,

SGD Gateway @ HIl#

SGD Gateway # M3 521X . SGD Gateway Z A M A A h—/LEN TS Y
7 =T EHIBRL T,

V¥ SGD Gateway O Il bR 51k

1. SGD Gateway &R hMiZA—/3—a2—H#— (root) L L TR A LET,
2. SGD 7V A4 ® SGD Client DA —F 4V VREFZEE L E7,
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a. 79 4=V SGD I —N—|t XA ——a—HF— (root) LTI AL LET,

b. SGD 7L A ® --security-gateway BIEEZREL T,

H—? SGD Gateway Z il L 72 A2 BE DS EIL . RO =A< N 2 EAT
[_/\i\j—‘o

[ # tarantella config edit --security-gateway ""

i - #i%D SGD Gateway &AM E— R NT & L 7o ARG # S Aoz B fis 0 3%
A . --security gateway BHEEZRETILEIIH Y THA,

3. SGD Gateway 27> AV A b —/V L ET,
KDOa~wr REFITLET,

[ # /opt/SUNWsgdg/bin/gateway uninstall

SGD Gateway Z {51928 9 N OMERE RO DEE A v ¥ —VBRFRSNET,

uninstall 2~ R7ZIFTT, pkgrm 2~ R rpm 2~ K 2 H L T SGD

iit EE - SGD Gateway OHIBRFEE L THA—F SN TNHDIE, gateway
Gateway ZEEEHIFRL 20T 7230,

4. (EWEAEE) SGD 7L A &S LTV 5 SGD Gateway DY R kx5, 2D
SGD Gateway #HIBRL £7,

a. SGD 7 U A 2% SN T\ 5 SGD Gateway # &~ L 7,

# tarantella gateway list

Installed gateway: gatewayl.example.com

Issuer: CN=gatewayl.example.com, OU=Marketing, O=Example, L=Boston, ST=

Massachusetts, C=US

Serial Number: 1208509056

Subject: CN=gateway2.example.com, OU=Marketing, O=Example, L=Boston, ST=
Massachusetts, C=US

Valid from Fri Sep 26 09:57:36 GMT 2008 to Thu Dec 25 09:57:36 GMT 2008

b. SGD 7T U A IZBHF IN TV S SGD Gateway DY X kx>, ZD SGD
Gateway ZHIBRL £7,

| # tarantella gateway remove --name gatewayl.example.com
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SGD Gateway D7 —F 7 7 F v —
DB

ZOFETIL ., Oracle Secure Global Desktop Gateway (SGD Gateway) 7 —% 7 7
Fr—LERAVR—R MTOWTHIAL ET
ZOEOARIT, RO LEEY TY,

m 21 X—T® [ SGD Gateway DT —F 7 7 F ¥ — |

m 25 =T D [ SGD Gateway D=1 R —K 2 b |

SGD Gateway D7 —F 7 7 F v —

ZOffiTiX. SGD Gateway D7 —%7 7 F ¥ —%s/<rL . SGD Gateway /L T
SGD ZFEATT % & TITHEL SO ROV TR L £,

X A-1 12, SGD Gateway D7 —*% 7 7 F ¥ —%& /"L 7,
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B A-1 SGD Gateway O7 —% 7 7 F v —

_——— e, —m——————————————————— - —
/ SGD Server
I SGD Server
I CA Certificate and
I Private Key
\-.._./_‘-\
| SGD Server SGD Web Server
55L Certificate S5L Certificate and
I and Private Key Private Key
I SGD Gateway
Certificate
\ _____________________________ -
LAN
| |
AP +88L HTTPS
(Port 5307) (Part 443)
;s - - - - =-—-—"""r"""""""""-""""9"">"-"="="="="="=-""7== -
[ SGD Gateway
I SGD Gateway
Certificate and
I Private Key
"--._./—._“\
! SGD S 5
erver
| CA Certificate m
| N
| SGD Server <
| SSL Certificate
| CEe
| sst Certfcate | [—— )
| and Privale Key X
L~
\
N e e e e e 0 1, -
bDmzZ
AP +35L | [HTTPS
(Port 443) | | (Port 443)
Routing
~

SGD Gateway D7 —F 72 F ¥ —& 5T K> F T—2K

KOTFINETIX . SGD Gateway # /L T SGD 127 7 &£ A 5 & &ITHEL S 58t
WCOWCHHLET, ZOFIETIE., 77 v ¥R L 72 SGD ~0W#i#EEk: . SGD
~oulgty ELIT TV = arOEBETHRINLTWET,

1. 77AT7 Y T NAADT 7 0 HH SGD Gateway (Zx} L T Transmission Control
Protocol (TCP) 7" — | 443 T HTTPS (Hypertext Transfer Protocol over Secure
Sockets Layer) #ft 21TV £ 7,
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n EARBREE DA . = — 3 —I13 SGD Gateway @ URL (Uniform Resource
Locator) IC7 7 ¥ 245 Z LICk>»TSGD IZ7 /7 EAT&E £7°,

m TCP A — I 443 |% SGD Gateway O7 7 4 /b b AR— T, SGD Gateway 7*
FERHTL2R—NNI, V=T 4 T T aXRET 7 A/ gateway.xml TEF
ENET, ZO7 7 Aix, SGD Gateway D A > A b — LIEIZ BB ERL
S, gateway config 2~ FZfEH] L T SGD Gateway D E 2 H L
elEiICEFINET,

m SGD Gateway (I SSL iEHIE A2~ L £9°, ZOFEHIFIL . SGD Gateway D
keystore.client ¥ —A M T7IZHDHME—D T h U TT,

m SGD Gateway MM 2F —A LT DEFAHENAT =R V=T 177 R
FURTET 7 AV gateway.xml CEFRSNFET,

V=T 4 7T X VL HTTPS e itk L . 77— F A b U — L& @sfL |

HTTP 7 — % % Apache i 7' v % 2 |ZHGE L 9,

m A= FTF A NEE S m b =L (HTTP) 5 —#1X. TCP &A— b 8080 L v L
DERADZEE R — NN TEE SN ET,

m Apache 7' 1 ¥ U OFREIL httpd.conf 7 7 ANV TERSINET, ZDT7 7
AN EZNCBET HH T 1 FRET 7 A ML, SGD Gateway DA > A |k

—VIRFICHBIICER S ET, 26D 7 7 A VT, gateway config =
~ v R &ML T SGD Gateway DR EAXALH L2 & SITHEFINET,

. Wi w0 HTTP A BE AL T, 7L A ND SGD Web H#—/3— % jE&iR
LET,

m W7 rF & SGD Web — "—O R O#EHL . TCP A — b 443 T HTTPS %
AL TEX2 )5 —fRi#ESNET,

m Apache W17 1% 37 T U PFIZALT T Cookie ZixEL £9 . ZHLIFE, 7
ZUPIZL DT TO HITP R TR U SGD Web Hh— —RfEH S ET,

. SGD Web $—""—327 7 A7 T ANAADT Z 7 HIZ HIML k5L £7,

m HTML I%. SGD Gateway ® TCP R — b 443 (TR S iz $zfi ¢, HTTPS
T2 LLTHESNET,

m SGD Gateway (X HTTPS 7 —# 47 7 U FITHLE L £7,

. =P —NSCGD Icun s A LET,

m SGD #—/S"—Fa—PF =% L\ 2—HF—t v a VEFHT S SGD F—
N=%ERL  FrlLna—P—kyoa U 20mL 7,

m V74T hT A AIZSGD Client 3% 7 m—REBIOA U A M—/LEiL,
E#INET,

n VIO UPFICEE I HIML V=T 7 =2 U REERTWET, L—
TAVv T b=, 2= —t v a rEEET S LS ICEIRs - SGD
= N=DT R ANEFENTVET, ZOE#HIL. AIP (Adaptive Internet
Protocol) —4 % [EL \» SGD Y ——ZV—F 4 7 TH =R L E T,
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N—=T 47 b =27 0F, SGD I —"—DIRFAREZMLEH L TEHSNILD & |
SGD #——IZd % SGD Gateway DFEHIFEZEH L TH LS ET,

J—T 47 h—2 1% SGD Client IZJE S IVFET
TTAT v T NA A~OEEGE TIE HTTPS BMEHA S ET,

6. SGD Client X SGD Gateway (Z TCP 7R — [ 443 THifE L £7,

SGD Client & SGD Gateway D D7 — Z #f¢ Tid . AIP over Secure Sockets
Layer (SSL) M S v £,

SGD Gateway @ SSL FERHENERO - OIS N ET,

N—TF 477 ax 0L AIP over SSL FET — X ##8ikL £4,

SSL 74 A b U — ABEELE I, AIP F— s A b ) = AR T 4 S
M=t EET,

N—T 47 b =2 0% SGD Gateway DIEARFAMFH L TS {LENTdH
&, SGD ¥ ——0 CAGEAEZHML THR SN ET,

SGD Gateway DFENBA%E L SGD H—/3— D CA FEHI#E (L. SGD Gateway ¥
— A K7 keystore IZRFEINTNET,

N—T 4 VT b= VINHEHTHDHIEEWHRT DI, V=T 4T h—
T DEALAZ L TRBREINET,
SSL #fEH L TAIP T—#% A MV —ARNFER S LI ET,

7. AIP over SSL ¥ — X IV —TFT 4 v 77 aFxT 2N LT N—FT 4T h—7 T

fi

ESNTVWD SGD Hr— " —lisk S E 7,

AIP over SSL 7 — Z 5 Tl% TCP A" — I 5307 MFEH S E7,
AIP 77— H AR ) —AIZIEIN—T 4 T v =7 I EENTOEREA,

8. =—#—73 SGD Webtop T7 7'V 7r—3 a2 v #EBIL £7,

TV =3 a v OEBIERIL HTTPS 24 L T SGD Gateway (2355 =1
7,

=T 47T uaXx L HITPS 7 — # #3785 L TiE5{kL . HTTP b7 7 «
v 7 % Apache W7 m ¥ iRk L £,

Wi a3 X AR B Cookie #HiH L . Cookie THE S T\ 5 SGD Web
P—R—ZFHL ET,

SGD 77V —yarvkyyaryroAfagTit, 77V b= artkyia
VEBEHTATDIZAEL SGD R —RBIRE N ET,

SGD —N—LETHLWIL—T 4T v =T U BMERENET, v—T 47
k=2, 77V r—rartyyar2EH4 5L I0BIREINEZ SGD W
— N AIP T— X EN—T 4 T T HDIEHIET,

SGD H—_—{3—F 1 s —2 % SGD Client IZ3#E L £1 ., BEFED
AIP 5 — X ANV —AIZEINV—T 4 7 b= U BNEENTWET,

9. SGD Client I% SGD Gateway (& TCP A" — b 443 THife L £7°,
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m SGD Gateway ?® SSL GEMIEDR RO T2 ICHRR SNV ET

m V=T 47T aFk N AIP over SSL AR T — # AR L £7,

=T 4T =7 DR R BIOREN TDLET,

m AP over SSL 7 — X IN—FT 4> 77 ax 2N LT A—T 4T =T
THESNLTWD SGD ¥ — " — [Tk I E T,

m AIPT—Z AN —AIZFINV—T 4T h—=T T EENTOETA,
10. SGD —R—37 7V r—Ta by a L EEHL T,

m TV r—=variE, vn—x ) 7Ry hU—2 (LAN) [ZEE ST 7Y
r—varyPh—n— L TEITENET,

SGD Gateway @ =1 IR — R |k

SGD Gateway [Zk D 3 R—x > b TH S IVET .
n V=T 4T Tuky, AP 7 —FHHiE SGD b — "=l —T 4 T T D
Java™ 77 ) a V_R—ADT SV r— a3 TY,
N—T 477 axyOFEEI L R—F MIKRDO EBY T,
8 =T AT =0 225XV D =T 4T N =D T | BB
n ¥F—ALT =26 X—UD [ SGD Gateway THEMAINLF—A T | 5
n =TT TaFVEET AN =27 XD V=T 4 T T a X EE
77 AN ] 2B
n BRI 0k TR TEHET D LD ITRE S L Apache Web H—3
—T¥, W7 vk 3 HTTP #kioAf o #ib FITL 7,
WraX o OEEIa R =R MIRD EBY TT,
s Apache Web % —/R—DfE T 7 (/L =28 ~— D [ Apache Web H—/3—D
WRET 7 AN | 2B
w 7 uX B L O HTTP AR #H O Apache €Y 2 —/L - 29 X—Y D [
SGD Gateway T S5 Apache £ = —/L | 5 M

W—T 4T b= DT

SGD Gateway |3 /0 —7 7> 2 f —2 %ML T AIP #fe 2 EHL 3, +—7 «
YT =7 REOEETE LOERELO SGD — =&l 5 . BaSh
Wb SNIz Ay =V T, =T 4 T b= EF A LRI TREENT
BY . b= roFameHliRTo70IENSNET,
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REN—=T 47 b=V BROE IR T,

m SGD #—N"—DI AL EHL TSGD —"— L TEHAINET,

m SGD Gateway DREH#EZ A L T SGD #—— LTSk E T,

m 7747 T NAAD SGD Client [ZKfF S ET,

BEN—T 4T h =7 IFROE ST ET,

m SGD Gateway DIEAPH#EZ I L T SGD Gateway LTI ET,

m %570 SGD $—3—?D CA GEFZMH L T SGD Gateway L THER S NVET,

m SGD Gateway ECHFESNET, V=T 47 b —27 U &R L TODEHT .
FEEH SGD —R— I —F 4 TS ET,

SGD Gateway THEH SN OoF —A T

SGD Gateway |FFEABRE LAEAELMHEHAL T =T 4 T b= ~DTF TV Z )V
BH N—T AT N—T OMER ., TV AND SGD Y — —Zxt T 2o X%
2 U7 4 —1{Ri# . SGD Gateway ~D 7 7 A7 MEHOEF 2V 7 ¢ —fRi | B&
WY 7L 7y arh—ERA~DT 78 ADKRBEITVET,

SGD Gateway CfEH S 2 AE# & IEABHSEIL . /opt/SUNWsgdg/proxy/etc 7
ALV P IDOF—=ANTIRFESNTNET,

ZOTFT 4L PR OF—ANTRHD 97,

m SGD Gateway ¥— A F 7 keystore (Z1% . SGD Gateway DFEH]E & FEABAGE |
TV AND SGD $— =0 CA GEHFE | 8L SGD ¥—/3—d SSL iEHER &
. TV ANDSGD h— =T 5 tFa TN ET,

SGD Gateway ¥— A b7 Ox b U ZiBA0, HlFR, BL O -ERRTLHITT,
gateway 2~ R &AL £7,

m 7747 ¥ —RANT keystore.client |ZI&, H—® SGD Gateway SSL i
W L IEABEN DY . 7T AT h T8 XL SGD Gateway D[] DHEfi & & %
2 )7 —RETDDIFEMSNET ., 7740 F TR, 2OF =X TITIF
HE B A4MZHHENRA->TWET, ZOAHEZIRIE (CA) ICL-TE LS
NIFEHECEEHMZ 22N TEET,

m VTV ar—ERAF—RNT keystore.reflection (21X, SGD
Gateway CTU 7L 27 a P —EZA~DT 7B ADOKGBIMEN S DAEHE &I
NEENZTENTVET, 774 TIE, 2OF—AMTIZEAC B A EGE
HE L IERBEN A TWET,

F—ALTIE. SGD Gateway O A A b —/L1£IZ gateway setup & ¥ N & FAT
L7z & ICABIER SN ET,
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F - I RTOXF—A T TCRILAAT—RFMERESNET, 202U =R
/opt/SUNWsgdg/etc/password 7 7 AV CERINET , TONRAT—R T,
F—A LT ORI ABNAER S LD T o X LIR/RAT — R TF, /RRAY
— R 7 7 ANETHIRD Z ENTEDDIFEA—/S—2—F — (root) 7217 T,

N—TF T TaXRET 7 A

N—T 4T TaXEET 7 A4 /ViL /opt/SUNWsgdg/etc/gateway.xml T9,
T, 747 e b a)LoREICEL TREZ®RET S XML 7 7 AL TT, b—
TAYTBEIOSSL 7u h a MU BERF— AN T OBFTENRAT—RE , 207
7 ANTHEINET,

N—T 4 7T aXEET 7 A0, SGD Gateway D A > A b —/LIREIZ HBITIC
ER &4, gateway config 2~ KA L T SGD Gateway D% ExZEH L 7=
EEICHEFIENET,

FE - gateway.xml 7 7 AV EFETHREL VT EI W, 207 7 A VORE
NHES>TD & . SGD Gateway DNEMEL <22 2 LDV 7,

FITFINNDON—T 4 T T axTRET 7 AT
/opt/SUNWsgdg/etc/password 7 7 A /VIND/XAT — R ZffHL T, SGD
Gateway DWMEMTHF—A R TIZT 7 BAL ET, ZONAT =R &7 4 A7 ITfR
FLIZKROWEAIE, RATV =R 77 A VNOZ Y 2 EX L ES, AT —F
77 ANVEHIBRL | gateway.xml 7 7 AN HTRTD <keystores BEHED
password T2 U ZHIFRL £7, &KIZ SGD Gateway BT 5 L& | F—A 7
NAT—RDOANERDLNET,

SGD Gateway MEFAT5F—A N T O/RAT—KEEE T 5|21, keytool 2~
VR ® -storepasswd A7 a U EFEHLET, 72L& 21T, keystore.client F
—ARTONRAT—=REETTHITE, ROa~v 2 FEFITLET,

# /opt/SUNWsgdg/java/default/bin/keytool -storepasswd \
-keystore /opt/SUNWsgdg/proxy/etc/keystore.client

¥ - /opt/SUNWsgdg/etc T 4 L 7 k UIZiE, 122D .xml 7 7 A /L L .template
T7ANVEHVET, INHDOT 7 AL, gateway config 2~ R T
gateway.xml 7 7 A /L ERHTH-OICHNEHMIERSNET, 2o o7 7 A1
ZFETWMELRNTIEI N,
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Apache Web #—/S—DRET 7 AV

SGD Gateway T 7 % 72D 2GR E S 4172 Apache Web Hh—/ "—D%E7 7 A L1 |
/opt/SUNWsgdg/httpd/apache-version/conf 7 4L 7 b ViZH Y £,

ZOT 4L 7 MUICHLIRET 7 A/ViE . Apache Web H—/3—Difi 7 1 & LB
EAMNEARET DO SN ET,

W7 a3 L AT D RE

WO A L AR HAERET DO DT 7 AL, extra/gateway 7T
4L 7 RVIZHVET, ZNHDT 7 ANE, AL D httpd.conf 7 7 A /L TR
® Include EHIZL > THEIZEINFET,

# SGD Reverse Proxy/Load Balance settings
Include conf/extra/gateway/httpd-gateway.conf

httpd-gateway.conf 7 7 A /LiX, Apache Web ¥— N—D i7" v ¥ L A5y
WMEBFRELFET, AWOEHIT V—T D A /3—|L, httpd-gateway.conf 7 7 A
JVTHRDE S I Include HEREHAL TEEINET,

<Proxy Balancer://mysgdservers/>
Include conf/extra/gateway/servers/*.conf
</Proxy>

extra/gateway/servers 7 4 L 7 b VIZiX . AfOET V—7 D% SGD Web
—R—DFET 7 ANBHY £9, T 7 A /VITIL server-name . conf &\ 9 £ i
NPT SIVET, 22T, server-name I% gateway server add =~ K TEHAS
Nz —NR"—4TF, ZOa~<r ROEMIZONTIE, 42 <=0 [ gateway
server add | #ZML TLZ& W,

SGD Gateway TlE X 77 v F—F v g > HTTP AfipBMERN S ET, DED |
Apache 70X L7 747 b OT F U HIZ Cookie ZFHETHZ LIZL-T,
7T RMT ARG CER SNz SDG Web — X—|ZEA L H 1L £9,
a—YP—t v a DR THIZ Cookie IZHIFRUINIZZ2 Y 4,

AT 4 v ¥ —F8v g ® Cookie |X. httpd-gateway.conf 7 7 A /LVTRD LI
|Z Header add Set-Cookie HiFIZL > THBIZS N ET,

Header add Set-Cookie "BALANCEID=balanceworker.%{BALANCER WORKER ROUTE}e; path=
/" env=BALANCER ROUTE_ CHANGED
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Z ZT. BALANCEID (% Cookie M4l , BALANCER _WORKER ROUTE &
BALANCER ROUTE_CHANGED (I Apache mod_proxy balancer E¥ =z —/ /LT Lo
T AR = ENTBRELRTY , b DREABIZOVWTIE, Apache
mod_proxy_balancer DR Fa AL FEZZWL TIZE W,

SGD Gateway T &% Apache £ = —/b

SGD Gateway (21} /& ® Apache Web #—/3—Tlid | 7 kv L AR HSHBDTZDIT
IEHED Apache £V 2 —/AMEA &£ T, £ = — 1% DSO (Dynamic Shared
Object) €V 22— /L& L TA VAR —LINLET,

TNHDOFEY 2—)UT .
/opt/SUNWsgdg/httpd/apache-version/conf/httpd.conf (Z& % Apache &
7 7 A/ httpd.conf T, LoadModule fEHIZL > TAZEINET,
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8k B

A< N7V 7 7L A

ZOETIL., 2 F{7H2 5 Oracle Secure Global Desktop Gateway (SGD
Gateway) OREZEH | Ml . BLOEES 2 HEICHOWTHIIL £,

F—2 7 LIEAEORE . SGD Gateway THAT 2K — b ORE, 7L AHND
SGD — =TT D AMDPBORE L VS TEEDT- DD a~ v Rt ST
Il\i‘a‘o

ZOEORNFIL, RO LB TT,

m 31 X—UD [ gateway I~< K |

m 55 =D tarantella gateway 2~ R |

m 59 =D --gecurity-gateway & |

gateway T ~¥ o R

gateway 2+ NiE, SGD Gateway D& &l fEHL £3,

iF - gateway I~ F D7 /8 A L /opt/SUNWsgdg/bin/gateway T7,

B

gateway start | stop | restart | config | server | status | setup | version
sslcert | sslkey | cert | key | setup | uninstall
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]

T gateway o~y K ARORICRLET,

avyFk Bied B

gateway start SGD Gateway Z#®) L £7 33 X—U D [ gateway start |

gateway stop SGD Gateway %1% 1L £§ 33 X—Y D [ gateway stop |

gateway restart SGD Gateway Z &1L TH 6 fF#EE) L 34 NX—U D [ gateway restart |
E3rn

gateway config SGD Gateway Z X & L . Apache #i7'm 35 _X—I D I gateway config |
FURET 7 ANVERFLET

gateway server SGD —"N—D¥Fx =2V 7T 4 —iEtHEEZ 42 X—T D [ gateway server |
AV AR—LL . SGD T L A DATK/
ERELET

gateway status SGD Gateway DHIIED AT — X A& Kx 45 _—V D [ gateway status |
LET

gateway version SGD Gateway O/N—V g U FFEERRL 46 X—T D [ gateway version |
E3xD

gateway sslcert TI7AT v hF¥—A KT HND Secure 46 X—Y® [ gateway sslcert |
Sockets Layer (SSL) fEEH 4 — 7 AR — |k
L. HAhLES

gateway sslkey IIAT Y X —ANTHNOIEARFELIE 48 X—T D [ gateway sslkey |
HEZEHL 3

gateway cert export SGD Gateway ¥ —A k77225 SGD 52 X—® [ gateway cert export
Gateway DFEHIFELZ =7 AR —FLET |

gateway key import JEARA#ELFEFFE A SGD Gateway ¥ — A 53 ~X—I D [ gateway key import
rTCA VR =L ET ]

gateway setup SGD Gateway Oty N7 v 771 75 54 X—=VD [ gateway setup |
EHETLET

gateway uninstall SGD Gateway Y 7 U =7 &7 A A 55 X—U D [ gateway uninstall |
k=L 7

F - F0 gateway A RIZh -~help A7 a v bV ET, oA T a sk
ERTHE, A< RONTERRTEET,
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{5 1)

WOBITIL . SGD Gateway # B L £7°,

[ # /opt/SUNWsgdg/bin/gateway start

WROBITIL, SGD H—/3— server.example.com |% SGD Gateway D H % K78
SNFEHA,

| # /opt/SUNWsgdg/bin/gateway server remove --server server.example.com

gateway start

SGD Gateway zE#EI L £,

jjZE2e

| gateway start

Wt ]

SGD Gateway zE#IL £,

fi FH 1

WROBITIE . SGD Gateway ZEEI L £9,

# /opt/SUNWsgdg/bin/gateway start
SGD Gateway started successfully

gateway stop

SGD Gateway #f#1LL £9°,
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K

I gateway stop [--forcel]

Wt ]
a—PF—THER A KD TH B SGD Gateway ZF1EL £,
--force A7V a k| WERZ KO TIZ SGD Gateway A fF1EL £9°,

{5 A 51

WROBITIE, 2=V =R Z KD T H SGD Gateway #51EL F7,

| # /opt/SUNWsgdg/bin/gateway stop

gateway restart

SGD Gateway # {51 L T 6 iEEIL £,

jiZE2e

| gateway restart [--force]

i

SGD Gateway #f51EL T 6 HEEI L £9°, SGD Gateway A 45 1E 3 HRIIC |
=P TR E RO E T,

--force A 7Y a E | MERAZ KD TIZ SGD Gateway zfF1kL 97,

fi F 1

ROFITIL ., 22— — TR % KD T 5 SGD Gateway a4F1EL | FHEEL 7,

[ # /opt/SUNWsgdg/bin/gateway restart
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gateway config

SGD Gateway ##XE L £7, gateway config =~ FiL, SGD Gateway Ot
X7, A—bF, BXOW T aox b —R"—%FTL £7,

jiZEae

| gateway config create | show

wt ]

ROFL, ZOa~v N THEMATERY 7 a~<~ RaRL TWET,

4Javvk  HH BB ER

create SGD Gateway O#T L WEREZIER L £ 35 X—U D [ gateway config create |
list SGD Gateway DHAEDR E4 —HERL £T 37 X—=Y D [ gateway config list |
edit SGD Gateway OHIEDFRE X RmEL T 38 =D [ gateway config edit |
enable SGD Gateway OV —bE 2 xF L £ 39 X—Y®D [ gateway config enable |
disable SGD Gateway OV —b A& HEZHIZ L £ 41 X—Y?D [ gateway config disable |

fi F 1

WOBITIE. SGD Gateway DHIEDREL —BERRL £7,

[ # /opt/SUNWsgdg/bin/gateway config list

gateway config create

SGD Gateway O L WaREEEKL £7 . RAEOHKEITI LEZINET,
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iz

gateway config create { [ --interface inferface:port ]
[ --entry-point ip-address:port ]
[ --out plaintext | ssl ]
} | --file file

i

WORIT, ZOoa~v s RTHEHMERA T a 2 R0 TWET,

*7Fvay HLE

--interface SGD Gateway 2VE1R 70 % T e T DA 2 7 2 —A L W—h
FIHINV I, TRTDOA X7 = — AD Transmission Control
Protocol (TCP) " — bk 443 T,

--entry-point Xy hU—JDOZUNUKRAU b, ZHUE, 7T 472 F A SGD
Gateway [Z#f T 272D T 2 M 2 —xy b bz (IP) 7R
LALR—=FTT, IPTRLADRDDIZR AL X =LV AT A
(DNS) TRV AEZHETHZ L TEET,

--out SGD Gateway 725 7 L A ND SGD ¥—"N—~DHIF T 7 1 v 7 DY
Ko BFRaT7HREENL TODEA1E, ssl Z@8IRL TIZE W,
--file REZBATND 7 7 ANVEREL T,

F - A7V a s EETEETIC gateway config create I<w L R EfFEHT AL
—HDF T AT u T NREREINDLD T, BERREXANTEET,

gateway config create |Z --file A7 v a v 2HHTL256 . HETL27 71
JVIL /opt/SUNWsgdg/etc/gatewayconfig.xml 7 7 A /L LR LB TR X
W ERA, 12 2= 0 [ SGD Gateway DR — b &kt &5 E 7 5 ik | T
SINTWDHEIIZ, ZTD7 7 A% SGD Gateway DI ERFIZIER S L E T,

ik 151

WOFHITIE., 192.168.01 T, Xy FU—27x U M URA L M0 O A TCP R —
b 443 TR 5 K 512 SGD Gateway % L £7°, &% = 7Hfelx . SGD
Gateway &7 L AN SGD H— "—DTHEHA SN ET,

# /opt/SUNWsgdg/bin/gateway config create --interface *:443 \
--entry-point 192.168.0.1:443 --out ssl
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gateway config list

SGD Gateway DHAEDREL —FFKRL £7,

jjZE2e

gateway config list

[ --binding ]

[ --routes-http-maxcon ]

[ --routes-aip-maxcon ]

[ --routes-reverseproxy-redirect ]

[ --services-reflection-binding ]

[ --services-reflection-auth-binding ]

]

aw NTAT v arvEFEHATLE . BEORTEE T EFRRTEFET AT Va vk
FREL 2 & | SGD Gateway DRREDFEMAT X TR REINET,

SGD Gateway D EUEDFEIL /opt /SUNWsgdg/etc/gatewayconfig.xml 7 7 A
VRSN TVET,

WOFRIL, Z0a~r R THEMAERLT TV a vy ERLTHWET,

TFvay B

--binding SGD Gateway WEE 7 0 X v Hlia T2 M 4 72— R &
A=k

--routes-http-maxcon INANR=TF A NEET 1k 30 (HTTP) Bk O Kk

--routes-aip-maxcon Adaptive Internet Protocol (AIP) #fit D5 KEKk

--routes-reverseproxy-redirect HITP V& AL 7 kAR — |

--services-reflection-binding SGD Gateway Y 7 L 7 ¥ a ¥ —E RITxd 2 WREREY 7 & A

EREND A 2T =—RAER— |

--services-reflection-auth-binding SGD Gateway U 7L 7 ¥ 3 v #—t Ak HRGET 7 £ AIC

EHENDA X T = —RALR—F
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i F 1

IOBITIE, SGD Gateway D/ A T 7 FRIEE AIP #5650 e KA  FomL £7,

# /opt/SUNWsgdg/bin/gateway config list --binding --routes-aip-maxcon
binding: *:443
routes-aip-maxcon: 2920

ROFITIX SGD Gateway DHAEDKEDFFME T X TERRL £,

# /opt/SUNWsgdg/bin/gateway config list
binding: *:443

routes-http-maxcon: 100
routes-aip-maxcon: 2920
routes-reverseproxy-redirect: null
services-reflection-binding: localhost:81
services-reflection-auth-binding: *:82

gateway config edit

SGD Gateway DHAEDRELMmEL £7°,

K

gateway config edit [ --binding int:port 1]

[ --routes-http-maxcon num ]

[ --routes-aip-maxcon num ]

[ --routes-reverseproxy-redirect port ]

[ --services-reflection-binding hﬁ:poﬁ ]
[

--services-reflection-auth-binding int:port 1]

i

AR RTAT a2 ERTL L BEORELMETEET, 2t b 1250
AR NTA T a VEIEETOHERD Y £7,

SGD Gateway D EIUEDFKE L /opt /SUNWsgdg/etc/gatewayconfig.xml 7 7 A
WRAFS VTV ET,

RETIMATZER 2 AN 5121% . SGD Gateway # HHEEN T2 LERH Y £7,
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WORT, ZOa~<vr R THEHAFTRERA Y a v &2 RLTHWET,

*7vay

B L]

--binding

--routes-http-maxcon

--routes-aip-maxcon

--routes-reverseproxy-redirect

--gervicesg-reflection-binding

--gervices-reflection-auth-binding

SGD Gateway NER 7 B X VA T 5 27 =— A L
K—=b, 774N ML, TRTOA 2 FX 7 =2—AD TCP K— b
443 T,

HTTP 5t DR ¥, 7 7 + /v ML, SGD Gateway T [ vJ
BEZ2 AE ) —ERITIEE TA Y A R —ARRICRESNET,
63 ~—T® [ SGD Gateway Ofi# | #ZHL T 7ZE W,

AIP #t DI RE ., 7 7 +/V MEIZ . SGD Gateway Tf# il Alge
AV —BPIIE L TA VA D — VIR ESNET,
63 ~—v® [ SGD Gateway OF¥E | Z#Z L TLZ& 0,

HTTP V¥ AV 27 bAR—F , 77 4/b h® TCP A — 1% 8080
¥,

SGD Gateway V 7L 7 ¥ a3 ¥ —bE R 2 WgdFE T 7 £ R
R ENE A F T 2 — A LR =k, 574/ M. localhost
N—T Ry I A2 BT 2—AD TCP R— | 81 TJ,

SGD Gateway U 7L 7 ¥ a ¥ —E XTHT DRFET 7 £ AT
s A 27 2—ALR—F, 774NN, TRTDA
VBT 2—ADTCP A—h 82 T,

i F 1

WOFITIL, SGD Gateway ¢ HTTP #efe & AIP #fii O KRB AL T L £3,

# /opt/SUNWsgdg/bin/gateway config edit --routes-http-maxcon 200
# /opt/SUNWsgdg/bin/gateway config edit --routes-aip-maxcon 3000

gateway config enable

1 2Ll ko SGD Gateway ¥ —E 2 & FEICL £,
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gateway config enable [ --services-reflection ]

[ --services-reflection-auth ]
[ --routes-http-redirect ]

Wt ]

FriE > SGD Gateway ¥ —E AL FMNIT DT, a v FITA TV a v 2L £
Tl 120a~vr NTAT v a v HBETOLERD Y £,

F-ZoavUREERAL T —E 22N LTedH L . SGD Gateway % FFEE L
T = A2 EHTLILENDH Y 77,

WORT, ZOa~<v R THEMAFTRERA Y a v &2 RLTWET,

*7vay

BT

--gervices-reflection

--services-reflection-auth

--routes-http-redirect

SGD Gateway U 7L 7 ¥ = —t Xk T 5 MRIET 7 A2 AL
£9,

FI7 AN TR, 2OV —E RFEHIR - TOET,

SGD Gateway V) 7 L 7 ¥ a2 > #—E ZADFEIZ OV T,

71 XR=To V7L rvard—tv2R | Z250L TSN,

SGD Gateway ) 7L 7 ¥ a U —E RCHT BRIET 7 B A EHHICL
£7,

FI AN TR, 2OV —E RFEHIR o TOET,

SGD Gateway V) 7L 7 ¥ g ¥ —E ZADFEMIZ OV T,

71 X=vo V7L r7vard—bvR ] EZ2BHLTIEIN,

HTTP V¥ AL 7 b —EREH/HL £,

FI AT, 2OV —E R FWEHI > T ET,

i F 1

WOBITIL, SGD Gateway U 7L 7 ¥ a o —E Rk DGEET 7 B A E G

Li?‘o

I # /opt/SUNWsgdg/bin/gateway config enable --services-reflection-auth
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gateway config disable

1 2Ll ko> SGD Gateway ¥—bE A& ML £7,

jjZE2e

gateway config disable [ --servicesgs-reflection ]
[ --services-reflection-auth ]
[ --routes-http-redirect ]

G

FriE D SGD Gateway ¥ —t 2 &M 5121E, a v FTAT v a 2L %

T, <ty 1 o0a~r R34 7Y a U ERETHAHLERDH Y £9,

F-OavUREHEAL TH—EREZEHICL72dH & . SGD Gateway % Ll
TH—E RA&AFIET OMERH Y £7,

L

WOEIT, ZOa~<r N TCHEHAMRERA T a &2 RLTHVET,

*Fvay Bl
--services-reflection SGD Gateway U 7L 7 ¥ g ¥ —E RICKT O MRFET 7 B A B HLHITL
E35 A

F7 4TI, 2OV — RIENITR>TWET,

SGD Gateway V) 7 L 7 ¥ 3 > #—E ZADFEAIT OV T,

71 R=YO I V7L ryard—b R ] Z8RLTLIIEE N,
--services-reflection-auth SGD Gateway U 7L 7 ¥ a U $—E RIZKT 2RAET 7 £ A% WR)ITL

£7,

FIZFNRTIE, 2O —E 2 TENIT> TWET,

SGD Gateway U 7 L 7 ¥ a2 > #—E ZADFEIZ OV T,

71 R=YO T V7L 7y ary—ER | 2BBLTIIEEN,
--routes-http-redirect HTITP V Z AL 7 h¥—E 2E2EHICL £,

F7 4TI, 2OV —8 RIEHITR>TWET,
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i F 1

WOBITIL, SGD Gateway U 7L 7 ¥ a P —E Rk DFGET 7 & X & BT
L\i‘g—‘o

I # /opt/SUNWsgdg/bin/gateway config disable --services-reflection-auth |

gateway server

SGD #—,3—|Z SGD Gateway DOffi fH & &R L £,

B

[ gateway server add | remove [ list

i

WOFRIL, Z0a~wr R THEHAJERY7a<wr RERLTWET,

4Javvk  #H AR

add SGD #—/3—|Z SGD Gateway Dz A&GBL £73 42 X—Y D [ gateway server add |

remove SGD #— 3—1Zxf L T SGD Gateway Offi D& 44 ~X—T D [ gateway server remove |
HAEHIBRL £

list

SGD Gateway O Z KRB =T 5H SGD ¥ — 45 ~X—T D [ gateway server list |
N—m—REFRRLET

42

{5 A 51

WOHITIL . SGD #—/3— sgd.example.com IZxfL T, SGD Gateway Df#H D
AFRAEHIRL £7,

| # /opt/SUNWsgdg/bin/gateway server remove --server sgd.example.com |

gateway server add

SGD #—/3—(Z SGD Gateway Dffi & 7&B L £7 .
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£

gateway server add --server Sserver-name
--certfile cert-file
--url server-url
[ --ssl-certfile ssl-cert ]

G

WORIT, ZOoa~v R TCHEHMERA T a 2 R0 TWET,

*Foay L1

--server SGD #—/3—® DNS 4

--cert-file SGD ¥ — 3 —DFER (CA) FEMH

--url SGD Web #—/3—® URL (Uniform Resource Locator)

--ssl-certfile SGD #—/3— SSL ZFHE

gateway server add I ~r RKIZROMEEEITL £7°,

m SGD #— 3—d CA FE#1H % SGD Gateway ¥ — A b 7 /opt/SUNWsgdg/
proxy/etc/keystore (ZA AR —hr L ET, CAFEMEIX, --server 77 3
VTTHRESI N SGD r— "= E L ARTORIL THF—A N TIRFESNET,

m SGD #—/3—o SSL it FE 4 SGD Gateway ¥ — A k7 /opt/SUNWsgdg/
proxy/etc/keystore IZA AR —h L ET, SSLFiEAZEIX. --server 7
3V THRE SN SGD r— "—DOLENC [ -ssl | ZFML 7284 TH—2 F 7
REFENET,

m Apache i7" m ¥ o —_"—THEHINLAMIHT V— 712 SGD $——% 8
jjul/jz‘a‘o

7 - gateway server add AL 7-dH L | BEEZAHHITT 5I121E SGD Gateway
EREBTOMLERDH Y T,
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i F 1

WOFITIX . CA FEHE PeerCAcert.pem % sgd.example.com &9 Hll4 T
SGD Gateway *—Z h 7IZiBML 9", SSL iEMHFHF cert.pem b
sgd.example.com-ssl EWIHBIA TR —A M TIZBMENET,

# /opt/SUNWsgdg/bin/gateway server add --server sgd.example.com \
--certfile PeerCAcert.pem \

--url https://sgd.example.com \

--ssl-certfile cert.pem

ZOHITIX, SGD Web #—/3—® URL https://sgd.example.com %7 %
T ORMTE T N —TIBINL | /opt/SUNWsgdg/httpd/apache-version/

=

conf/extra/gateway/servers/conf/sgd.example.com.conf (ZEET 7 A /L

2R L £9,

gateway server remove

SGD H—/3—{Z%f L T SGD Gateway DOffE DGR ZHIFRL £7,

jiZE2e

| gateway server remove --Server Sserver-name

i

SGD #—/3—D CA GEHFE & SSL At # %2 SGD Gateway F— A F 7722 HHIFRL
£,

T - gateway server remove ZEAL7=H L BEHEEZARICTT HI21E SGD
Gateway Z FHEEEN T 2L ERH Y £,

fi F 1

WOHITIL . SGD ¥ —/3— sgd.example.com IZ%f L T, SGD Gateway DA D
AR EHIRL ET,

| # /opt/SUNWsgdg/bin/gateway server remove --gserver sgd.example.com
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gateway server list

SGD Gateway DO A KGR S LTV % SGD r—"—DFflA R L £77,

jjZE2e

| gateway server list

Wt ]

Zo=a~ Rk, SGD Gateway Offf ] ZKGE STV % SGD H— 3 —DREFED
A& URL 2R £9,

fi F 1

ROFITIT . SGD Gateway Dfff i &2 &R ST % SGD H— N— Dl 2 — 5 &
%Li—g—o

| # /opt/SUNWsgdg/bin/gateway server list

gateway status

SGD Gateway DHIED AT —H A% KR L £7,

jjZE2e

| gateway status

wt ]

ZDa~vr R, SGD Gateway MBI L TWDMMEIEL TV & 5 W IR
FAELTWANERLET,
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i F 1

WOBITIL, SGD Gateway D AT —# AffH AR KL £, ZOHFIT,
SGD Gateway |35 1L L TWET,

# /opt/SUNWsgdg/bin/gateway status
SGD Gateway status: STOPPED

gateway version

SGD Gateway ¥ 7 bV =7 D=V g U F SRR L ET,

£

[ gateway version

i

SGD Gateway D/N\— = VK ERRFL ET,

i F 1

KOFITIE, A~ FEETTLRAMIA AP —/LSN TS SGD Gateway O
/§**°}5 :/%fi%%l/i‘j‘o

# /opt/SUNWsgdg/bin/gateway version
Oracle Secure Global Desktop Gateway 4.50.301

gateway sslcert

7747 hF—ANTIHRAFEZS N T D SGD Gateway O SSL GEE 4 Hi ) £7- 1%
T AR—=hLET,
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I gateway sslcert export | print

]

ROFIT, ZOa~vr N THEHATRERY 7 a~r RaRLTWET,

$JavyF B Bt

export 7TAT Y EF¥F—ANT D SGD Gateway @ 47 ~X— D [ gateway sslcert export |
SSL fEFAEA /7 AR—F L E7,

print IIAT Y RF—ANTIRGEEINTND 48 X—U D [ gateway sslcert print |
SGD Gateway ® SSL iEIEAH L 97,

{5 A 51

ROFITIZ, 77472 FF =R TIZRIFSN TS SGD Gateway ¢ SSL AW &
AL ET,

| # /opt/SUNWsgdg/bin/gateway sslcert print |

gateway sslcert export

2747 hF—=AKT G SGD Gateway @ SSL GEHEHLZ = 7 AR —bF L 7,

jjZE2e

| gateway sslcert export --certfile cert-file

G

77 AT ¥ —AKT /opt/SUNWsgdg/proxy/etc/keystore.client 725
SGD Gateway @ SSL at#EZ = 7 ZR—F L £9, iEMFHIL . --certfile A7/
ary THRESNEZZ 7 AMICESHERET,

ZPOa<wrRiL., /opt/SUNWsgdg/etc/password NDO/XAT—REZFEHLTY T
ATV IFR=ALTIET 7 RALET , 2O7 7 ANDPIFELRVG S | NAT =R
DANWRD BN ET,
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i F 1

WOBITIE, 27 A7 bF—ZKFT7n5b SGD Gateway @ SSL GEHHEEZ 7 7 A L
gateway-ssl.pem {ZT 7 AR—F L E7,

I # /opt/SUNWsgdg/bin/gateway sslcert export --certfile gateway-ssl.pem

gateway sslcert print

SGD Gateway @ SSL iEE&EZH L £,

B

I gateway sslcert print

i

7747 ¥ —AKT /opt/SUNWsgdg/proxy/etc/keystore.client (Z{RTF
STV % SGD Gateway @ SSL AEEZ /1L £7°,

Zoavry R, GEHEOFEMAmRAKRY 4 o R UICESHL T,

ZPOa<wrRiL., /opt/SUNWsgdg/etc/password NDO/XAT—REZFEHLTY T
ATV RF=ALTIZT 7 RALET , 2O7 7 AVDPIFEL RV | NAT =R
DANMWKRD BN ET,

{5 A 51

ROFITIZ, 77472 FF =R TIZRIFSN TV D SGD Gateway ¢ SSL AW &
ZHAOLET,

| # /opt/SUNWsgdg/bin/gateway sslcert print |

gateway sslkey

IIAT b FR—=AFTHO SSL F—BLOGEHEO T MU Z2FHL £9,
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| gateway sslkey import [ export

]

ROFIT, ZOa~vr N THEHATRERY 7 a~r RaRLTWET,

4Javvk  #H 2t

import AR LFAAEL 7 FTA T P FXF—ANTIZ 49 X—V D [ gateway sslkey import |
AVR—FLET

export IIAT Y X —ANTPOIEARHEEETZ I X 51 =T D [ gateway sslkey export |
AR—hFLET

{5 A 51

ROFITIZ, 77472 FF =R TICRIFSN TV D SGD Gateway ¢ SSL AW &
BT AR—KLET,

| # /opt/SUNWsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

gateway sslkey import

SSL ¥ —LREAEEZ 2 T AT U FF—A P TICA v H =P LET,
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gateway sslkey import --keyfile key-file
[ --keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file 1 }
[ --alwaysoverwrite ]

i

SSL FEABRASE & T HkHST D SSLAEHESY . 79 AT ¥ —A KT /opt/
SUNWsgdg/proxy/etc/keystore.client AR —hrLET, T 74/ Tik,
ZOF—ARMTITIFHC FAMESHEHEN 1 HOA-THET,

IIAT VP HF—ANTICTTIZEr P Y BRFEETIHE., ZoavrNick-Tkh
EFEXEINFET, T I7ANLITIEH, F—AMTOU M B EEXTIENCHREZRD
HAvw—UNERENET,

ZoOa<wr Rk, /opt/SUNWsgdg/etc/password NDO/XAT—REZFEHLTY T
AT hX=ALTIZT 7 EALET, 2O7 7 ABFELRVGE | RNAT =R
DANMWKRD BN ET,

WORIT, Zoa<wr N TCHEATMRERAL a2 RLTHVET,

*7vay SER

--keyfile SSL JEABRGE A B A TWD T 7 AV, ZOHEE Privacy Enhanced
Mail (PEM) JERX CER SN T D HERH D 5,

--keyalg IHENBHBETHERT /BT LTI XL, A7 3 VT RSA B
OF VAN B AT AT Y XA (DSA) T, 7744k TlE. RSA
DB N ET,

--certfile SSL §EE 7 7 AL,

--cacertfile CA GFHEE -1V — FNEFBHE Y 7 AL,

--alwaysoverwrite MER%RDTIIZTA T h F—Ak TOZUL Y 2 LEEXLET,

FEAET =— 2 A AR — T A0, --cacertfile A7 v a2 FEAHL THM
CA OFEAEZEBEL £7 ., F=—YNOEHEILT T PEM B TEKR S LT
DUENH Y 7,
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FAEEF = — 2 THEEO CAREHENHEN SN TV H AL, F=—r NOTRTO
CAFIEZFHEAL CTL 207 7 AL £F, = —FEHED B L IHEHS N
% CA FEFEDEANCIORENDBERDH Y . WICHEZRL £,

.. .Intermediate CA’s certificate. . .
————— END CERTIFICATE-----

i F 1

OB TIX . RSA T EL 7z SSL FEAHSE gatewayl-ssl.key & ZHUTHKG
9% SSL GEBIE gatewayl-ssl.pem %7 7 A T b F—AK TITA VKR —F LET,

# /opt/SUNWsgdg/bin/gateway sslkey import \
--keyfile gatewayl-ssl.key \
--certfile gatewayl-ssl.pem

WOHITIEL . RSA THA{LI e SSL NGk L SSL st EF = — 2 2 7 74T
F—ZA R TIZA v AR—1FLFET, FH CA DFFHEL gatewayl-ca.pem TI,

# /opt/SUNWsgdg/bin/gateway sslkey import \
--keyfile gatewayl-ssl.key \

--certfile gatewayl-ssl.pem \

--cafile gatewayl-ca.pem

gateway sslkey export

7747 hF—AKT 5 SGD Gateway @ SSL FEAHGELZ =7 AR —F L £,

B

| gateway sslkey export --keyfile keyfile [ --keypass passwd ]

B
77 AT ¥ —AKT /opt/SUNWsgdg/proxy/etc/keystore.client 725

SGD Gateway @ SSL JEABSEA = 27 AR — b L E7, AL, --keyfile &
FrarTRESNEZ 7 ANVICESHENET,
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--keypass 7V a vy EEAL THEABRBO AT —RERETCEET, T 74V
TliX. /opt/SUNWsgdg/etc/password (ZHD/XAT—RAMFEH I NET,

i F 1

WOBITIE, 727 A7 hF—Z K75 SGD Gateway @ SSL IEABH#EZ 7 7 A /L
gateway-ssl.key |7 AR —F L ET,

| # /opt/SUNWsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

gateway cert export

SGD Gateway ¥ — A 775 SGD Gateway Dt EE =7 AR — KL £,

e

| gateway cert export --certfile file-name

i

SGD Gateway ¥—A ;7 /opt/SUNWsgdg/proxy/etc/keystore 7>5 SGD
Gateway DREHEL =7 AR —F L ¥, GEHET . --certfile A7 a T
EINET7 7 ANCEXHEINET,

ZDa~vwr R, /opt/SUNWsgdg/etc/password ND/XAT —R 2L T
SGD Gateway ¥ — A M 7IZT 7 EALET, ZO7 7 AADBIFELRNGS | 7N A
T—RDOANPRRDHIET,

i F 1

wOFITIE, SGD Gateway ¥ — A b 7725 SGD Gateway DREH|EZLZ 7 7 A /L
gatewayl.pem ([T AR —hK L E£T,

| # /opt/SUNWsgdg/bin/gateway cert export --certfile gatewayl.pem
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gateway key import

SGD Gateway D#t & SGD Gateway DFEMEH % SGD Gateway F— A& b 72 A 7R

jiZEae

gateway key import --keyfile key-file
[ --keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file 1 }
[ --alwaysoverwrite ]

]

HENBRgE & E TN T D ABRBEENE 4 . SGD Gateway ¥ — A 7 /opt/
SUNWsgdg/proxy/etc/keystore |24 R — L ET,

F—A F 729 TIZ SGD Gateway D#EDO T N Y BIEET 2856 . £ h VI
EEEENES, 774V F T, HERERDD Ay =V NERENET,

ZDa~vr R, /opt/SUNWsgdg/etc/password ND/SAT —R 2L T
SGD Gateway ¥ — A M 7IZT 7 EALET, ZO7 7 AADBIFELRNEGS | /N A
TJ—RDOATRRDENET,

WORT, ZOa~<v R THEHAFTRERA Y a &2 RLTHWET,

A7vay BLLG]

--keyfile FEABREEZATND T 7 A, 1% PEM XN CTIERE T 5
PVERDHY £,

--keyalg FENBIE AT 24 BT AT Y XL, 72 a 1T RSA B
W'DSA CT¥, T 74/L hTiX., RSA NEIRSFET,

--certfile SSL GERIET 7 AL,

--cacertfile CA F7-3N—bMiEFHAEZ 7 A1,

--alwaysoverwrite fERAROTICF—A T O MY & EEXL 1,

FEAET =— 2 A AR — T A0, --cacertfile A7 v a2 FEAHL THM
CA OFEFHEZEBEL 7, T =— Y NOFEHEILT T PEM B CEKR S LT
DUENH Y 7,
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AEEF = — 2 THEEO CAREHENHEN SN TV H AL, F=—r NOTRTO
CAFIEZFEAL CTL 207 7 A ML £F, = —FEHED B L IHEHRS R
% CA FEFIEDEANCIOR SN D BERH Y o WRICHEZRL £,

.. .Intermediate CA’s certificate. . .
————— END CERTIFICATE-----

i F 1

WOFITIX . RSA T L S NTZFEABRHE gatewayl . key & . ZHUTKILT DA
PASEEEINE gatewayl.pem % ., SGD Gateway ¥ — A~ 7IZA R —F L £7,

# /opt/SUNWsgdg/bin/gateway key import \
--keyfile gatewayl.key \
--certfile gatewayl.pem

ROBFITIL ., ARG L FEIET = — 2 % SGD Gateway ¥ —A R 7T A AR—F L
F9, FH CA DFEHET gatewayl-ca.pem TY,

# /opt/SUNWsgdg/bin/gateway key import \
--keyfile gatewayl.key \
--certfile gatewayl.pem \
--cafile gatewayl-ca.pem

gateway setup

SGD Gateway Dty b7 v 77 ul T haFETLET,

B

| gateway setup

]

B EOERIZEZE L T, SGD Gateway CTHEMT 2R —h , A&7 =—2  BX
CtxF a7 —ERELET,
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i F 1

ROBITIL, SGD Gateway Dt N7 v 770l T AERFATLET,

I # /opt/SUNWsgdg/bin/gateway setup

gateway uninstall

SGD Gateway Y 7 bV =7 & T A A=/ L ET,

B

| gateway uninstall

]

SGD Gateway Zf#1kL | $ X TOREMEH DS ZO T SGD Gateway ¥ 7 b7 =7 %
HIBRL £,

SGD Gateway Z{#1L 9 2#{(IC, 2O a3~ Fida—¥ — TR a2 KD E7,

it i 5l

ROFITIE, a~v 2 FEETTLHRADS SGD Gateway Y 7 bV =7 &7 A~
A ]\hjl/l/ij—o

| # /opt/SUNWsgdg/bin/gateway uninstall

tarantella gateway 2~ R

tarantella gateway 2~> RiX, SGD 7L A DEBEAT — NV = A & ET
DIeOIEHL £7,
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| tarantella gateway add | list | remove

i ]

tarantella gateway 2~ FZEHTLH L SGD 7LV ADF— 7 = A %38,
HIBR , BRO—ERRTEET,

tarantella gateway 2~ Fit. 7L ANDEED SGD ¥—_— ETHEHATX
FT, MATELIL, FDOT VA A N—IZHABNICER S ET,

SGD = R—RT L A IZBMEND L, T4~V SGD —_"— ETEHEINL TV
DT =P 724y bRZOHFLWT L A A N—|Zabt—SNET, KBELT —
MY 2 AMTTIZHFEALEL TWDEE ., ThbiTT_XTLEEESRET, SGD —n
—ETLUANLEVEEL TYH | BEHE AT — b U = 45 SGD r— =B HlRS
LT EIIHY EHA,

i ATREZ: gateway 2~V ROHY T avr REROFIRL T,

4Javvk  HH BHEER

add SGD 7L 1 @ SGD Gateway ZiBML £7 57 ~—? [ tarantella gateway add |

list SGD 7 L 1 @ SGD Gateway & —HE#®/~rL 58 ~—Y® [ tarantella gateway list |
E3xN

remove SGD 7 L 1 @ SGD Gateway Z#HIfrL £79 58 ~~—® [ tarantella gateway remove ]

F - Y ? tarantella gateway 7 I < KiZh --help A7 arRndbv £,
IOFTvarEFERATLE VT a v RONVT ERRTEET,

{5 1]

WOHITIL, SGD 7 b A DBERFE AT — T 2 A DY A KT
gatewayl.example.com ZiBIL 7,

S tarantella gateway add --name gatewayl.example.com \
--certfile /opt/gatewayl cert file.pem
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tarantella gateway add

SGD Gateway % SGD 7 L A IZ8gk L 7,

jjZE2e

tarantella gateway add {
--name server-name
--certfile cert-file
} | --file file

i ]

WOFRIL, Z0a~r R THEMAERLT TV a vy ERLTWET,

*7vay SER
--name k9 5 SGD Gateway D4 Hi

--certfile SGD #— —TfEHF % SGD Gateway D& , Definite Encoding Rules
(DER) X £ 7213 PEM X OGEAELAFEHTE 7,

--file 4D SGD Gateway DR EEZHATNWD Ny F 7 7 4)b,

it i 5l

WOHFITIL, SGD 7T v A DBEE ST — b T = A DU A KT
gatewayl.example.com ZBIL £,

$ tarantella gateway add --name gatewayl.example.com \
--certfile /opt/gatewayl cert file.pem

WOFITIL, tarantella gateway add @ --file A7 v a &AL T, #HKk
DT =7 AL RFFICREL £7,

| $ tarantella gateway add --file gateways.list |

--file A7 a v TRy F 7 7 ()b gateways.list ZHEL CWET, D7 7
AMZIE ROEDIEHET =T = A DREDITVEENTNET,

--name gatewayl.example.com --certfile /opt/gatewayl cert file.pem
--name gateway2.example.com --certfile /opt/gateway2 cert file.pem
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tarantella gateway 1list

SGD 7 L A 28k S 11TV % SGD Gateway & —H#FRL £,

jjZE2e

| tarantella gateway list

Wt ]

tarantella gateway add 2~ > R &L TSGD 7L A IZ&& S L7z SGD
Gateway Dffll 2R <L £7°,

fi F 1

ROFITIZ, SGD TV A DRI H T — bV = A& —HFERLET,

| S tarantella gateway list

tarantella gateway remove

SGD 7 L A DBGKF T — 7 = A DY XA b . SGD Gateway ZHIBRL £,

K

| tarantella gateway remove --name server-name | --file file

i

WOEIT, Zoa~<r N CHEHAMRERA T a &2 RLTWET,

*Foav Bl
--name BEROFEM A HIBRT % SGD Gateway D4 il
--file BH D SGD Gateway DR ELEZATWOHNYF 7 7 AV
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i F 1

ROFITIE, SGD 7L A DBREREHT — T = A DY A6, SGD Gateway
gatewayl.example.com ZHIBEL F9,

I S tarantella gateway remove --name gatewayl.example.com |

--security-gateway B

--security-gateway JEMIL . SGD 7 L A T SGD Gateway il T& 5 k91
TLHOIERL £, ZORMEIL. SGD Gateway (27 7 £ AT & % SGD Client
L ITAT Y FDIP 7RV AE7IE DNS £ IS TESHEL 17,

--security-gateway BN ZAEIL. TV ANDOTRTO SGD H—/"—|Z
WHINET,

ZOBMEOHESIIRD LB Y TT,

| --security-gateway filter-spec. . .

Z D filter-spec 1% ., WDFHRD 7 4 VALK TR E B T,

| client-ip-address [ *: gateway protocol : gateway-address : gateway-port |

Z 2T, client-ip-address 13 SGD Client ® IP 7 KL A TH, T AZ U A7 * [T~
TOIP 7RV A%FKL 7, SGD Gateway & H Ot D4 . 7L A WD SGD
— NI ZOT R X%&fEH L T SGD Gateway (Z#zkt L £7,

i - SGD Gateway & & (A r— R ANZ U HEHEAL TW D56 .
client-ip-address \Z13m— R NNZ DT R 2Ax2 AL ET,

gateway protocol 1% . SGD Gateway #%H Dt DI E 13 sgdg T, SGD Gateway
ZREHETIZ SGD 7 L A ICIE KT % SGD Client D543 direct T,

gateway-address 1X . SGD Gateway 723N — R AT % (FEHL TWDHI5E)
DOHBT RVATT , 7T7AT Y NTNAARIZOT RV A&EFEHAL T SGD
Gateway (Zf&fe L £97,

gateway-port X, 7 7 A7 I H SGD Gateway E72iIFHRr— KT 4
(FEAL TWD5E) ICHERT DM 2K —F T,

BE D filter-spec = s VX[ ; | CFTREIY £,
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ROFITIE, 372TD SGD Client 7% SGD Gateway gatewayl .example.com D
TCP AR— b 443 ZfFfH L T XD LHICLFT,

I S tarantella config edit --security-gateway "*:sgdg:gatewayl.example.com:443" |

ROBITIE, TXTPD SGD Client 234 m— R /NF % 1b.example . com % i ]
LTHERTEAHLIICLET,

S tarantella config edit --security-gateway \
"*:sgdg:lb.example.com: 443"

WIZHNRT LSS BEDO 7 4V Z AR EERTE £,

B B-1 |\ R T AR ZREHICOVWTEZXEL 9 . ZORMETIX, B—0D SGD
Gateway gatewayl.example.com & . 2 DM SGD ¥ —/3— ggdl.example.com
B LD sgd2.example.com &L SGD 7TV A NMEHINET, NERry b U —7
o SGD Gateway ™7 R L A% 192.168.0.250 T,

B-1 BE D7 4 V2RO

SGD Server SGD Server

sgd1.example.com

sgd2.example.com
LAN
192.168.0.250
‘ SGD Gateway

DMz | gateway1.example.com

ZOBNZIE, RO LD 7 4V FEEEEATE 9,

Client

"192.168.0.250:8gdg:gatewayl.example.com:443; \
*:direct:sgdl.example.com:80"
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ZORTEICLY  RONEPBEHINET,

B 7L AHN®D SGD h— =TT H8E . SGD Gateway @ IP 7 R L A
192.168.0.250 2 HRFAISLET, MFkIMEED SGD Client 13, SGD Gateway
gatewayl.example.com @ TCP R— b 443 ZfEH L TR L £7°,

m 2—HATYF %y hU—2 (LAN) Lo SGD Client 72 & . 1370 SGD Client I%
F_XC SGD ¥—/3— ggdl.example.com ® TCP A~ — b 80 I[ZEEHEH L 3,
D OFEEHETIX SGD Gateway I3 S EH A,

m 7 ANV EDIRTITEETT, 7NV EXDIEEEZWICTH L, 33TD SGD Client
23 SGD —/3— sgdl.example.com ([ZEBEFEHT A L5120 £9,
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8k C

AR E

ZMFETIE. Oracle Secure Global Desktop Gateway (SGD Gateway) 0= FE 72 B iE
DFEE EERAEICOWTIRAL 9,
ZOEONEIZ, RO LBY TT,

m 63 X—T D [ SGD Gateway D% |

m 66 X—YD [ HTTP V¥ AL 27 k DFRIE |

m 66 <— D [ SGD Gateway D/ NA > F v 7 RK—F OEHE |
m 67 =YD SGD 7V A x5 5 IEMFSLsefe O fi |

m 68 X—UDIAHSSL 77T —XDfFEH |

m 69 X—T D [ SGD Gateway TD 2 7 A 7 bk EOMF ik |
m 70 _X—® [ Balancer Manager 77" U 77— a > Ok |
CIVAROS DA ORI A S A P Al =S

SGD Gateway DO Fi#&

SGD Gateway @ A > A b —/LIREIZ . SGD Gateway 78 A b T i A[Rg72 A€ U —I(C
JC T, Adaptive Internet Protocol (AIP) 38 X I A /=T F X MHRE T 1 |k 2L
(HTTP) D [RIRFEE D e KD B #BINICERE S Ed ., SGD Gateway O Java AR~
(VMM IZEID B THND AT = A XS | ZOERBUIGL TRrEkS
£7,

SGD Gateway M A > A k —/L#IZ, HiAEN 5 SGD 2—HF =B Lz hbo=
—P—RNEITTDLT 7Y r—a VOBITGE T, T4V OFEE RETE £ T,
ZOBIE, JVM DO ATV =Y A XL T D L0E R H Y £, ZOLBEIT, SGD
Gateway O / # ) LI ET
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FE - FAENDBEFRIICH L TIVM O 2 ) —H A ANARET 5 L SGD
Gateway 2EIEL 72 <72V | THUBOERZ TN THERT 2580800 £§, =
DA 07 JVM AE D —2MEA TE % X 912 SGD Gateway & #7452
N0 ET,

SGD Gateway T java.lang.OutOfMemoryError DT T — A v ¥ —URRRIN
TS EX EDLERRESERH D 7,

SGD Gateway #Fi#4 21213, WOIEEAFITL £T,

m AIP 5O R ALEET L FT, 64 2—2D [ AIP B D KEDOLETE | %5
L&,

m HTTP 8O KA EE L £5, 65 X—T D [ HITP #ki D i RELDZEH |
ML TSN,

B JVMDORAEY =P A XEETLET, 66 X—DN VMDA EY —H A XOEH |
EERLTLIEEN,

AIP 55t D KDL T

AIP DB AT A A = VIRFIZRE SN E S, 77 4/ F ORGEIX, SGD
Gateway 7" A2 b THAAEE/R A U —FIFIZ L - TR £,

AL TWHEMFICEE T, ZORELZ L V#ELZEICAETEET, SGD
Gateway THEH S5 AIP Hfw Ol KE & RIS 2 T EOFHEMIZ OV T,
64 ~—V D [ AIP #HEOFE | ZZRL TIZE 0,

AIP i O KEE AT 3 5121% . gateway config edit I~ KD
--routes-aip-maxcon A/ a rEMHFEHL T, & xiX. AIP Ehoi Kz
3000 (CAEET DT, RDOa~v REFEITLET,

| # /opt/SUNWsgdg/bin/gateway config edit --routes-aip-maxcon 3000 |

& 7= 5 A AT HI2IE . SGD Gateway # FHEEIT 2 LE R H D £,

AIP ¥ DFHE

SGD Gateway T S5 AIP kiDL | [FIRFICHHE T 5 SGD = —H — D ks
FOZNoDa—YF=NETTHT7 TV = a  OBICK > TRRY £,

AIP el = ( 77U 1 —2 3 > %+ 3) x SGD = — 3" —#

7oL 21X, SGD Gateway T 1000 A® SGD —H#—=RZNZEN 4 >DT 7 Fr—
arEFTTLHEE . LR AIP FRHE O R RBUTRO L 512720 £7,

(4 + 3) x 1000 = 7000 AIP ¥4
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HTTP %% D i KIELDEH
HTITP 8kt DB KBTI A A R — IV IFICRESNET ., T 7 4/ MAEIX 100 TT,

HTTP #ft O KA AT+ 5120% . gateway config edit 2~V R®D
--routes-http-maxcon A7 a VEMEHL 7, /=& 21X, HTTP DK
BAa 200 ICAFET DL, ROa~vr REETLET,

| # /opt/SUNWsgdg/bin/gateway config edit --routes-http-maxcon 200 |

MMZ T2 ELE2GNCT 521 . SGD Gateway & FHEEI T2 LER H Y 7,

JVM O AEY —H% A XDEH

HTTP #5¢ & AIP $eft D K2 £ E S 55618 . SGD Gateway @ JVM (2] D
BTHNTWDEAEY =P A XOERLMEICRDZENH Y ET, £DDITIX

/opt/SUNWsgdg/proxy/etc/tuning parameters 7 7 A /L CIRDFXIE & fmte L
ESr N

B -Xms - JVM OHHI AE Y —H A4 X
m -Xmx - JVM Ok AFE ) —H A X

NS DEEFET B HFEOEMIIONTIE, 65 2—YD [ JVM D AE Y —H A X
DOFE | #BRL TLEE N,

E-JVM OB EICK L THa7k ATV —&JRNRY AT AMIRESNTND Z &2
ML TLEE N,

MMA T2 ELE2GNCT 521 . SGD Gateway & FEEI T2 LERH Y 7,

JVM D AE Y —H 4 XDFH

SGD Gateway CEH S5 JVM A€ U —D &L, AIP 35 L O HTTP O [RIReHEfEEL
W&o THRMRY £,

% SGD Gateway ##t (25 300K /S A kD JVM AE U —RNER DT, LE2R JVM
AEY—FROE I ITRDENET,

(AIP ##¢8 + HTTP #5564 x 300K /3 A b

7o & 213, SGD Gateway T 500 A®D SGD = —H—RZNZE 2 >DOT 7V r—
aVERTTLELET . AIP RIRFEROHRAREIIRO L 51220 £F,

(2 + 3) x 500 = 2500 AIP #%f¢
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SGD Gateway Ti& ., SGD Web H—/3—(Zx}9 % 5572400 HTTP [FFRFHEE b AL
TOHLENDHY E£T, ZOHITIX, HITP £t m REBITIRDO LB Y T,

250 HTTP #35¢
L7iio T, BERJVM AT Y —3KRO L 512720 £,
(2500 + 250) x 300K /31 k = I 806M /3 A h

i - /opt/SUNWsgdg/proxy/etc/tuning parameters 7 7 A/LC, -Xms &
-Xmx &, AHREINZJVM AEY —EICREL £7 ., N7+ =< AOHENDE |
-xXms & -Xmx [FBFIEFE CEICERESNET,

HTTP VX AL 7 kN DETE

77 4V bk TlX. SGD Gateway & Transmission Control Protocol (TCP) " — K 80
TO HTTP iz fif L 4,

TCP A — | 80 CTOHERA AT HITIL, IRD X H 12 gateway config enable
av U RE[FEHLTHITP U AL 7 b —E 22 ML £7,

| # /opt/SUNWsgdg/bin/gateway config enable --routes-http-redirect

MMZ T2 ELEGNCT 521, SGD Gateway # FEBIT2LERH D 7,

SGD Gateway D/ A 7 4 2 7 7R — |
DI

SGD Gateway CHEEHHRICHEN SND A Z 72— R ER—NE, N7 TF
A= ) EMHENET, T 7 40 8Tk, SGD Gateway (3T X THOA ¥ T =—
ATCTTCP R—h 443 AT 4 THR—hrELTHAL £9,

NAVT 4 VT R—FEEFETHIZIL, gateway config edit I~ KD
--binding A7 v arEFHEALET, HExiE, AT 4T KR — & TCP FK—
N 4443 ITEET DL, RO Fe#TLET,

| # /opt/SUNWsgdg/bin/gateway config edit --binding *:4443 |
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E721%. SGD Gateway " A b T /opt/SUNWsgdg/bin/gateway config
create AVY RERTTHILICLoTH . MU Ty I AHR—b ZERTEET,
ZDavw U RTE, BRI VERICERTAA 47 2 — A LR — FDATIHNRR
OOHNET,

iF - gateway config create I~V RN EHEHAT S EH L VEREIMERS L.
ENFETIT RS TR EF T AT EEEZINET,

MMATEE G T 52T . SGD Gateway Z #5540 RH Y 7,

SGD 7 L A\ Zkt7 5 FERE ke D4 H

774V F Tk, SGD Gateway &7 L A ND SGD ¥ —/S— D] DHElL . Secure
Sockets Layer (SSL) #ffHL TEFx =2 U 7 4 —fRESNET, 2DE0 . AIP over
SSL 7 —# T TCP A — bk 5307 AMEMH &4, HTTPS 7 — 4 Tl TCP AR — b 443
RS NET,

SGD Gateway & 7 L A ND SGD H—/N—0 [ CIEM Stz 26 - 21213 |
KDa~vr REFTLET,

| # gateway config create |

SGD Hr——IZH L TeF a2 THEm T 5082 pERISZS . n AL
i‘g—‘o

F - TV AND SGD P — A= DEEO IR SALERE A AT D Lo ICREE T
I LEMARLTILEE N, ZODITE, TV ANDOH SGD #—/—T

tarantella security stop I~vU RNZFEITL T, SGD ¥ = U7 44— —t
AeF7IZLET,

FERF LB OSS . AIP 7 — X TIX TCP A — |k 3144 BNERA I, HTTP 7 — ¥
TIX TCP A— b 80 BMEHENET,
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HERSSL T 7T L — X DM

77 4Lk TlX. SGD Gateway 1% SSL TE¥x = U 7 1 —fRiE S N7z HTTP B LY
AIP DFEET — 5’@1‘»’(@1@?‘6 IolREENTWET, Gateway Tid, SSL ®
B ZAT D T2OITHB SSL 7 7 8 7 L — 2 O S R —F S TWET,
Gateway THMIHB SSL 7 7 ¥ 7 L —Z 2T 5121 . ROFNEZETL 7,

m SSL #fia okl . T 2R S L SN TRV EE L L T Gateway (JHRET
HEITHMBSSL 7 /T L — 2 EBREL T,

m Gateway CHMHBSSL 77T L —HDHR— b EZHHL £7,

ZHZEY L X2 T o —RE SR — b T Gateway AR LS TN
BEZ T AND ZENTEL LIV ET, 68 X—YD [ B SSL 7 7t
T —=Z DY R=F AT DHEEZRLTIIZEN,

m VATV NTFNRARATSSL T 78— N Ry NI—2 D= FURA
kbf{fﬂﬂéﬂfu‘é:k%ﬁgwubij—

\H . SSL 7 78T —XIun—KR_RT7 3 THH D ET, 93—V [ Ay
SN EME | TR STV D AN O S VEUEICR L T SGD r—R— &
Gateway X EL £7 .

VHESSL 7 7T L —H2DYR—FE2HBITDH
s
Gateway Z#2H L T SGD IZHHE SN TN D 2 —HF =R\ 2 L A2 fEB L £,
1. SGD Gateway A hMZA— —2—F— (root) L L TRI A LET,

2. RS TWRWERERO YR - 2HRICL 7,

gateway.xml 7 7 ANVDY AR w7V 7EERLT, T 74/ ED
gateway-ssl.xml TiE72< . gateway-plaintext.xml 7 7 A /LI 7§
HEHITLET,

WhHa< R EETLET,

| # 1n -fs /opt/SUNWsgdg/etc/gateway-plaintext.xml /opt/SUNWsgdg/etc/gateway.xml

3. (B FIHE) Gateway DODRAVTF 4V TR—FVBEFELET,

Ty MU= DOFRGEICE > TIiX . SGD Gateway D/ A T 4 VAR — N &BEH S
LRERHLHELHY FT,

66 ~— D [ SGD Gateway D/NA T 4 7 R—FOER | #BML T
él/\o
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4. SGD Gateway #HEBEL £,

| # /opt/SUNWsgdg/bin/gateway restart

SGD Gateway TDO 7 7 A7 » hEB &
DOAE A

2 Z4 T FAFEE L T ARRGEHEE R T\ a— Y —27 7t X &l

[R9%Z L2k > T, SGD Gateway DtF¥ =2 U7 4 #[f LWL LN TEET,
IIATVMEHELIE, 7 9AT VT AL ADT TP AR —LEND

SSLAEHETT . 77 A7 v FEAED A A F =LV FEICHOW UL, 77 v FoF

VIAVRF 2 AL M ERBLTLIEZ N,

77 A7 hbREAEME SN S & 91 SGD
Gateway ZaXEd 5 L
ZOFNEEFATTHITIE, 77 AT v FEHERBETT,

1. SGD Gateway A& MMZA—/X—2—H#— (root) &L T A LET,
2. SGD Gateway #f21LL 7,

| # /opt/SUNWsgdg/bin/gateway stop

3. HTTPS 7 5 A7V MERIZZ FA T v FaEHIFEREA SN D L 512, SGD
Gateway #REL £7°,
WD X HIZ, <needClientAuths =k U % /opt/SUNWsgdg/etc/
gateway.xml 7 7 A /VIZIBIL £7°,

<service id="http-ssl-service" class="SSL">
<needClientAuth>true</needClientAuth>
<!-- Decrypts HTTPS traffic -->
<subService id="ssl-splitter"s>
<binding>*</binding>
</subService>
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4. 75 A7 MiEHIE% SGD Gateway 7 7 A 7V X —XA M TIZAVA—F L
9,
keytool A~ REZRD L HITHEHL £7,

# /opt/SUNWsgdg/java/default/bin/keytool -importcert \
-alias mycert -keystore /opt/SUNWsgdg/proxy/etc/keystore.client \
-file mycert.crt -storepass ‘cat /opt/SUNWsgdg/etc/password:

ZOBITIE, 7747 FEE mycert . crt 7% SGD Gateway 7 7 A 7 2 k¥
—ARTIWAVR—bENET, 7747 biEFAEIR ., mycert ORI4 THRTF
SNET,

5. SGD Gateway Z&E& L £7 .

| # /opt/SUNWsgdg/bin/gateway start

o R N
Balancer Manager 7 7' U 77— 3 > ®
AL
Apache i7" 1 % /(2% Balancer Manager &\9 Web 77U 7r—v 3 UG EN T
VWEJ, Balancer Manager Tl ¥ m¥ v CHEHINLAMSEZ V—T D SGD
Web #—N"—%FHTE E7,
Balancer Manager #1325 & | IROIERELFATTE £,
n AR V—7 D SGD Web H—"—D A7 —Z 2R EFRT D
m SGD Web #—/—OAG 3 O 2 Forks LOEET D
n AfSH7 V=775 SGD Web — 3 —ZHIBRT %
Balancer Manager # A #ZT 2121, W7 B¥ & ET 7 /L /opt/SUNWsgdg/

httpd/apache-version/conf/extra/gateway/httpd-gateway.conf TZ D
TV r—a BRIl b a A M EHIBRL 77,

Allows the configuration of load balancing parameters

#
#
# <Location /balancer-managers

# SetHandler balancer-manager
# Order Deny,Allow

# Deny from all

# Allow from all

# </Location>
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M TR EANCT HICE, 7 ax v 2H/ESTILERNDHD 7,

Balancer Manager |27 7 £ 24 521X, 7 7 UV EEEL T https://
gateway.example.com/balancer-manager (27 7 AL £¥, 22T,
gateway.example.com {3 SGD Gateway & A k TY,

Balancer Manager {22V TCid, Apache mod proxy balancer MDRFa ALk
ZHRL TR,

V7L 73 g rh—E X

[ V722 g 9—EX ) LiX, SGD Gateway D/V—7 477 a¥x i aK—
v b T &35 RESTful Web $—E 2D E Y T, SGD Gateway EHEH 1L
V7L 73 ar Y —E 22 HEHL T =T 477X 0K, y— 2, 1y
LYl BXOEREZRELEY AT —XAEREFRLEY TXET,
ZOHITIE, RIRT IV 7L 7 v ar—EAEEO N v ZIZOWTEHAL £,
m 7l =Tl V7vrvar¥—v 2040t |
m/ARN—=TDl )7Ly arY—EAOEH |

Vo7V 7y arsrr—e 20881tk
77 4/ KTk, SGD Gateway DU 7L 7 ¥ 3 - —E AW/ > T ET,
&@77tzﬁ%@1ouﬁ’ﬁLTU7vav§y%~Ex%ﬁ%mLi¢o
n ERFET 7R - 2V TRAEEZ T DHLERDH D A,
77V Rk TlE, ﬁuhuﬁ77ﬂzx7&ﬁ"i)ﬂ“(%5®iSGDGateway RARDBIET
<9,
WSRAET 7 ¥ A AT 2 HEOFHFMONTE, 2 =YD V7L 7va
CH—t 2] AT HERREET 7 B A2 AT DA ] 2ZRL TZE W,

m BT /A - a—HY =13V 7L 7 g =Y RIT 7B AT AHIHREEY
FAVLERH Y 97,

SRELT VB R AT B HEOZEMICONWTIE, BR—Vo Y7L sy gy
P RN T LT 7 B AZENCT L H5E | 5L TLEE N,
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VIV 7y arh—E XK H8REAET 7 & A
BEENCT B ik
1. SGD Gateway A hMZA— ¢—2—F— (root) L L THRI A LET,
2. V7V Iy a - RICHTHERBIET 7 ERABARICL £,

I # /opt/SUNWsgdg/bin/gateway config enable --services-reflection |

3. (BMFAEE) V7L o7y a v h—ERATHERTAEIA LV Z T =2—REEERELET,

% D1F SGD Gateway A5 A b B IZIT TE, IO A X7 = — A THGERET 7 & A

S BIRNA

ii FHE-T 740 NTIE V7L 73 ar b — BRI T AERIAT 7 AR TE

72

AT DL BX 2V T 4=V RIPRET L AREERSH Y £,

V7L 7y arh—ERIRHTHMEIET 7 B RAERHENDET 74V DA
X7 x—AlL, localhost W —T NNy IV AL X T =2—ATT, ROHNE, 7T
DAYVHET 2—ATHIBIET 7 B REHHTHHEEZRL TWET,

# /opt/SUNWsgdg/gateway config edit \
--services-reflection-binding *:81

4. (BABAEE) Y7L v a v —ERTHEATAR—FEERLET,

Vo7V 7y ard—8 AT HERIET 7 BRI ENDT 7 4L FDR—
M. TCP R—F 81 TF ., ZNEBORFEHOR— MKDFEIETETE T
i‘g—o

# /opt/SUNWsgdg/gateway config edit \
--services-reflection-binding localhost:portnum

2T, portnum (XY 7LV 7 a = ATHEAT LR FESZTT,
5. SGD Gateway * BB L £7,

| # /opt/SUNWsgdg/bin/gateway restart

6. VIV ars—vrRIZTIEBALET,

SGD Gateway " A R C, 77U ¥ A E#H) L T http://localhost:81 (7 7 &
ALET,

V7L 73 arh—t ADFR—L_X—IUNEREINET,
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VIVIL 7 g Y —ERCHTHHIET 7 A%
AT D T5ik
1. SGD Gateway &R M iZA—/3—a2—H#— (root) L L TR A LET,

2. V7Vv v ar—b ROGAE LIEARBE I AR—FLET,

V7V o7y arh—t ZA0REHE LIERREILT, V7L 7y arP—EXF—2
7 /opt/SUNWsgdg/proxy/etc/keystore.reflection IZRFS L TUWE T,
ZOF—A LTI, SGD Gateway D A > A b — /LR HEICAERR S ET,

FIFARTIE. V7L 73 P —ERF—RTIZIFHED 2 44 X3 L
FEDOLTHN 1T DA TWET,
a. V7L 2y ar—vYRADRELY I AR—FLET,

# /opt/SUNWsgdg/java/default/bin/keytool -exportcert \

-alias server-name -rfc \
-keystore /opt/SUNWsgdg/proxy/etc/keystore.reflection \

-storepass "$(cat /opt/SUNWsgdg/etc/password)" \
-file client.pem

ZZ T, server-name XV 7L 7 a Y —ERAX—ZA LT TYTL I g
—E ZADGEHEIMEN SN TWDRI4 | client.pem [T 7 AR — K L72iEHE
DT 7 ANZHTT,

b. Y7V v alh—ERADFAHEBE T AR—PLET,
SGD Gateway (2% £41 TV % KeyManager 77U 77— a U &L £77,

# /opt/SUNWsgdg/java/default/bin/java \

-jar /opt/SUNWsgdg/proxy/KeyManager.jar export \
--keyfile client.key \

--keystore /opt/SUNWsgdg/proxy/etc/keystore.reflection \
--keyalias alias-name \

--keypass "$(cat /opt/SUNWsgdg/etc/password)" \
--storepass "$(cat /opt/SUNWsgdg/etc/password)"

ZZTC. aliagsname X)) 7V /T a Y —ERF—X T TV TV I g
—ERAOHIFER ST DR14 . clientkey 37 AR —F LIcgED 7 7 AL
Z"(“‘g—‘o
3. iEAELIEABREBEZ 7 FAT VP T RNALRARRA VA=V L ET,
SERAE L FEARRGIZ. V7L 7y a = R KT BERBEB/ DD T A
TURTARAATHERAESNET,
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4. V7V 7y ar—ERICHTOWIAET 7 EREHEDILET,
SGD Gateway " A T, RO~ FZ2FATLET,

| # /opt/SUNWsgdg/bin/gateway config enable --services-reflection-auth |

5. (BABARE) V7L 7y a v h—ERTCHERATAA VX T72—RER—FEERL
*9,
VoL 7y ard—E 2T HRIET 7B AIEHENDZ T 7 40 F DA
FA4UTIE,. TR TDOA L BZ T =2—AD TCP R—h 82 TT, ZN&ERDA &
T2 —ADRFEHOR— FROFIETEETE £,

# /opt/SUNWsgdg/gateway config edit \
--services-reflection-binding int:portnum

T, it FAF T 2= A portnum (XY 7V 7y a o —E ATHEPTHAR
—hFEFTY,
6. SGD Gateway # BB L £7,

| # /opt/SUNWsgdg/bin/gateway restart |

7. SEAE L AR EFEAL T, 2794 TV ITRAAZADL Y 7L 7Y g P —F
ACER L E9,

[ S curl --cert client.pem --key clientkey -k -X GET https://gateway.example.com : 82 |

ZOFITIE, curl A REEHALTY 7L 7Y a0 —E ADHR— L=
https://gateway.example.com:82 |7 7 AL £4, 22T,
gateway.example.com {% SGD Gateway D4 HITY , V7L 7 v g ¥ —E ZADiE
B & FENBRERIL . client.pem & clientkey T9

VoL 7y arth—r 20

Vo7V 7y arh—E R TS LTV 5 RESTful Web —E X277 7 & A&
TR VIAT RN T =gy BFERLEY, W25 AT R T
=2 a NERDOE DL ORH Y 9,

m TOUY )T g RIIT VB RT AL o bR TEX, STV
YEERATLZETT, L, 77U CTHR— bk Id D% HTTP GET ZK
o T, ERAZEY H9 RESTful Web —E R T 7 EATE EH A,
B, TV EMEHTLE =T 4 ST AR DAT—F AEREFRL
720 BEEV—EREBERRLTZDTHEEICELLET,
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m curl: 2T UNIX BEX QPN Linux 77 v b 74 —2HDa~<w R{TY—/L T,

HTTP GET . PUT . POST .

B LW DELETE EXRZHVHR—rLTWET, LM

ST, V7L 7 vg v —E2OLFEHED RESTful Web —E 2 &2 HHTX £,
ZOY—=NOWNET 7 AN OT a7 T2V AL LT, S HIZAHE

THIELTEET,

F721%. RESTful Web ¥—t ZA&2 ¥R —h T 52— —HEDOIFAT TV
=y arvERFoTWAEAR., TNnEFEHL T 7L 7y a vy —E AT 7 A

TEET,

E-UV L va v RAEFERAL OL—T 4 v/ T X v OREEEETDLHA,
SGD Gateway % fHEl@h 4 2 4213 H Y FHA,

VoL oy arh—ER2NnG

FROM B TT —FNRENDZ ENRHD £7,

m ASCIL: 2 UIT 7 40 s OHNEXTT, T—F 347 TRYI S 7z ASCIL B
TRENET, ZOHIBRIL., H & TF —ZITHESUENT 72 & O 21T 5 BE

RSB £77,

m HTML..7 — %3, 77U P TOFRRITE L oA N—TF A b= 7 v 75k
(HTML) B TR S E4, HTML HAZBET %1715, Web ¥ —E 20 URI
(Uniform Resource Identifier) KRB IZ /html ZHIL £9°,

RESTful Web ¥ —

B A 12O T

WDOFRIZ, SGD Gateway V 7 L 7 3 % —E XD RESTful Web —E 20—k

ZRLET,

183 URI HTTP ER AV YK e

/ GET N—F 7T R BT A BB 2 & o
BHRERRLET,

/service GET fERARE Y — e 22 —BRRL £,
= RIX, V=T 4 7T XU PNEREN AT
5Ey YRS R T,

/service/Service-Id GET Service-Id THRE Sz —E ADFEHRE —EF L
3

/service/Service-Id PUT Service-Id THRE SNz —bE A& EEIL £,

/service/Service-1d DELETE Service-Id THRE SNz —E A ZEIEL £7,

/client GET R 74T N E—ERRLET,

TIAT Y ME =T 477 a xS BNRIEHER
%TT5H_':DZ1‘3/1’/]\“C@_

T8k C FHMEEETE 75



483 URI HTTP ER AV YK L]

/client/Client-1d GET Client-Id THREINZZ T AT b OEREZ —EER
LEEd,
/route GET R RE ek A — BRI L T,

BEIX . V—E ARBAOERERENS . 7 74T
FMEEOREHERETO, V=T 4T T ux vk

AT,
/route/Route-1d GET Route-ld THE SN-RBEOFHE —ERRLET,
/route/Route-Id PUT Route-Id THEINT-REEELENL 3,
/route/Route-Id DELETE Route-Id THEIN-REEEIEL £3,
/route/Route-Id/connection GET Route-Id THEINT-HEORE O — BRI L
7,
/route/Route-Id/connection/  DELETE Connection-Id CTHE IR E2KETLET,
Connection-Id
/connection GET TRTOBKIZONT | BIEETTTFORR Y —
RLET,
/logging/level GET Ja—)uira S L~ ERRL ET,
/logging/level/Log-Level PUT N—T 7 7axro/a—N)ia s L)Lk
WRELET,
/logging/Package/level GET N—=T 477X ORFEDI L R—F hDR
TN ERRLUET,
/logging/Package/level/ PUT N—FT 4T T ax T OED L R—R 2 Do
Log-Level TUNIVEBRELET,

RESTful Web #—t 227 7 A4 25(2i%, U7V 7 a ¥ —E 2D URL
(Uniform Resource Locator) (Z Web #—t 2AD#xf URI Z ML £9,

jo& 1%, SGD Gateway gateway.example.com O i R RE72 f& % —EFRT5 121,
KDOEIICY 7L 7y a3y —E 2D URL IZ /route ZfHML 7,

| S curl --cert client.pem --key clientkey -k -X GET https://gateway.example.com:82/route |

Z 2T, clientpem & clientkey 1%, V7L 7y gy H—E AOFEHE L IEAREET
T ZOBITIE, 7747 MRV 7L 7Y a s —ERIIT 7B AT HANIHEIEL
2T ET,

V7L 73 g —E XM G

KOFITIIWNTNG . V7L 73 ar P —ERZT IR TAHEODIFAT T
IVl —v gt L TCeourl ZEHL 7,
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I OEITIL, gateway.example.com &\ 5 SGD Gateway DU 7L 7 g H—
BRI LU TREET 7 B AL £, 7747 > M. GEHE client.pem 33 LU
FEBAGE client.key Z M L TRERES AL E T,

SGD Gateway O HIF[RE/2 ¥ —E A% ~HFRT HI121T, kda < Fa2EHL
iba‘o

$ curl --cert client.pem --key clientkey -k \
-X GET https://gateway.example.com:82/service

BBEEIET A2, V7L 7y g —E 2 TEORKICHE N TV 5 Route Id
ZHELE7,

$ curl --cert client.pem --key clientkey -k \

-X GET https://gateway.example.com:82/route
Route Id Route Uptime Service Id

0 21h18m20s743m ssgd-route-service
1 21h18m20s736m shttp-ssl-service
$ curl --cert client.pem --key clientkey -k \

-X DELETE https://gateway.example.com:82/route/1

Jua—\)igua 7 L~yL% FINER IZERET DI, kOa~> R EFEHAL £9,

$ curl --cert client.pem --key clientkey -k \
-X PUT https://gateway.example.com:82/logging/level/FINER

T8k C FHMEEETE 77
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8D

SGD Gateway @ k 7 TV a—T
e/

Z MF(L . Oracle Secure Global Desktop Gateway (SGD Gateway) DD [k &
FRICENLD | b T TN a—T 4 T EO N E Y 7 bR S ET,

Ty

ZOEONEIL, RO EBY T,
m 79— ar LB
m 82— D [ SGD Gateway DT — A v E— |

~ ?/\ N3
n 7 Lk
ZOHITIX . SGD Gateway @ 1 7 F&HE & BWHEREIC DWW TALA L 97,
ZITHATOINEL, KO LBY TY,
m 79 X—Y® [ SGD Gateway D = 27 [Z-D\T |
m 81 X—T® [ SGD Gateway O~ 1 A FHRD KR |
m 81 X—=UD [ a~w R DR EDHER |
m 82— D [ SGD Gateway DT — A v E— |

SGD Gateway D 12 7 {22\ T

SGD Gateway @ =7 Tl Java Logging 7 7'V r—var7rur oI 74087
= — A (API) AMEH S ET, Java TO Java Logging DFEHIZOWTIL, http:/
/java.sun.com/javase/6/docs/technotes/guides/logging/
overview.html ZZML T W,

79


http://java.sun.com/javase/6/docs/technotes/guides/logging/overview.html
http://java.sun.com/javase/6/docs/technotes/guides/logging/overview.html
http://java.sun.com/javase/6/docs/technotes/guides/logging/overview.html

0 s L LD

SGD Gateway Tlidw 7 7 u/X7 4 —fRET 7 A/ logging.properties S
NTWET, 207 7 A/ /opt/SUNWsgdg/proxy/etc T 4L 27 UV IZH Y
\i‘g—‘o

logging.properties 7 7 A VEMREL T, T 74 /Lh Ou s L ~LaEHEL 2D |
R D SGD Gateway h—E 2D r 7 L)L EARELTLD TEET,
logging.properties 7 7 A /LTl 4 SGD Gateway —E A%
async.channel = h U TCTERINFET,

7= & %1%, Transmission Control Protocol (TCP) M #EEHzt & BigHmD 7 L ~L
EF5i2i, TCP ¥ —t A0/ LUk FINEST IR EL £,
logging.properties 7 7 A /LT, IROITO =2 A N &R L £,

[ # async.channel.tcp.level=FINEST

logging.properties 7 7 A VERMEL T VNV EER LGS | AR EZHE
({29 %121% SGD Gateway & FHEEEi§ 2 L EBH Y £,

i - SGD Gateway V) 7L 7 v a v —EAEFEHAL TR L_VEEETHZ LY
TEFET, V7L 7varP—ERORTEEHEHIZOVWTEL, 71— V7L
JvaryP—E R | L TLIEEN,

077 7 AI)VDGHT

SGD Gateway I[CRIBEMNBEAEL ZHET. ROBT 7 7 A VAR TIES N,

=TT FueXrous TN, TNHO0S T 7 A VOBEATE LB,
logging.properties 7 7 AV TCREINET, 7 7 4/ Tld, SGD
Gateway (I/V—TFT 477 uXxs Ol 7 7 A )% SGD Gateway " A LD /
opt/SUNWsgdg/proxy/var/log 7 « L 7 ks VIZ/ERRL £7°,

n R OuST 7 AV, HITP ik L O HTTPS ki O Al 43 L O
XY —NR—DT 7T 4T 4 —DFHMIT. SGD Gateway &~ A F D /opt/
SUNWsgdg/httpd/apache-version/logs 7 4 L 7 s U ® Apache =7 7 7 A
JVIZFEER S IVET,

m SGD y—R—Dul7r7A), 7L AND% SGD H—s3—X | SGD ¥—,3—ik
A K@ /opt/tarantella/var/log T AL 7 VDB 77 ANMIZTT— Ay
AR EXALET, SGD —"—Dua S EREICOWNTIL. [ Oracle Secure
Global Desktop 4.6 EHEZ D17 F J D% 6 EOI Bl v 7| 2 SZHL T ZE W,
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SGD Gateway D7 1 & ZfFHMDFER

SGD Gateway OEBIRFIZ | L—T 1 7 7 uF D7 vk A ID 25 SGD Gateway 78
A K D /opt/SUNWsgdg/proxy/var/run/proxy.pid 7 7 A MIRFS LE T,

H7uXx 07 e X ID L /opt/SUNWsgdg/httpd/apache-version/logs/
httpd.pid 7 7 A VIBRTESNE T, 2D 7 7 A VDOEFFTL . httpd.conf
Apache ZiET 7 A /LD PidFile R A ML TEETE £7,

FATH D SGD Gateway 7' & A& F£RT 5 121L . SGD Gateway 78 A b TIRD =<
YREERLET,

[ # ps -ef[ grep SUNWsgdg

2'7>/F??ﬁ)EﬂDAmHVDEEMp

WDOa~r REMHAL T, SGD Gateway DR E X B CTE £,
m gateway status - SGD Gateway D A7 — ¥ AfF#AE K<L £,
SGD Gateway 7" 2 h TIROD A~ R &ZFTL £,

I # /opt/SUNWsgdg/bin/gateway status

o<y ROFEMIZONWTIX, 45 =YD [ gateway status | &L T
<&,

m tarantella gateway 1list -SGD 7L A CHATHZ L E2EBEINTWD
SGD Gateway @ U Ak #F /R L £,

T ANDEZED SGD r—_R—TRDOa<w REFETLET,

| S tarantella gateway list

tarantella gateway =¥ K OMEAIEDEMICONTIE, 56 ~—v o [
tarantella gateway 2~ R | &L T 7ZEW,

m tarantella config 1list —-SGD 7L A D/ va— U EERRILET,

fEE®D SGD —"—TRDOa~ FEFEITL T, --security-gateway BHED
REZRFLET, ZOBMIZLY | SGD Gateway O Z7FF Al =75 SGD
Client R E D £7°,

| S tarantella config list --security-gateway

ZDBMEOFEMIZOWTIE, 59 X—Y D [ --security-gateway B | 5 H
LTLEE,
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SGD Gateway DT 7 — Ay E—¥

SGD Gateway ®T 7 — A v tE—I1%, SGD Gateway & A kD /opt/SUNWsgdg/
proxy/var/log 7 4V Z NV IZHDN—T g rraxronl 7 7 A )VIZHE S
WES,

SGD Gateway DfXEM LT T— X v =V DWW 2k | TOHEERKOHA & &
HIZRDFRIRL F9,

IS—Ayte—Y #ERA
Failed to validate token: SGD Gateway &7 L AIN®D SGD —"—D 7 1y 7
b= DBIEICRBLELT: ANEBIL TWEEA

Token time not yet wvalid

F—O FEEREDICG>TLERA

Failed to decode token: SGD #— 3 —od CA FEHE 2 SGD Gateway (24 > A
F—0 DESICERBRLEL: F—=ENTWEEAL
No trusted signature found

EHETED ERANRONYFEEA

Failed to validate token: SGD Gateway DFEH &N SGD 7L A 124 A h—/b
F—O L DBEEICKRBLEL: SNTWEHA
No recipient available to decrypt token

F—O EBEBLTELREBELNHY FEA

SSL error: SGD #—/3—o SSL GEE A SGD Gateway (21 > A
SSLITS5—: = INTWEEAL

Check the proxy SSL keystore has wvalid

trusted certificates

TOXT O SSL F—R FICHEMGIEBETE HIAE

NHrdILzmRLTLIESW

82 Oracle Secure Global Desktop 4.6 Gateway EEEH A K « 2010 &£ 8 A



	Oracle® Secure Global Desktop
	目次
	はじめに
	SGD Gateway のインストール
	SGD Gateway について
	システム要件
	既知の問題

	インストールの実行
	SGD Gateway のインストール方法

	SGD Gateway のアップグレード
	SGD Gateway のアップグレード方法


	SGD Gateway の設定
	SGD Gateway の配備
	基本的な配備
	負荷分散された配備

	SGD Gateway の設定作業
	クライアントデバイスから SGD Gateway への接続
	SGD Gateway のポートと接続を設定する方法
	クライアント接続用の SSL 証明書をクライアントキース トアにインストールする方法

	SGD Gateway から SGD サーバーへの接続
	SGD サーバーの証明書をインストールする方法
	SGD Gateway の証明書を SGD アレイにインストールす る方法
	SGD Client 接続を設定する方法

	クライアントデバイスからロードバランサへの接続
	ロードバランサから SGD Gateway への接続

	SGD Gateway の制御
	SGD Gateway の起動
	SGD Gateway の停止
	SGD Gateway の再起動

	SGD Gateway の削除
	SGD Gateway の削除方法


	SGD Gateway のアーキテクチャー の概要
	SGD Gateway のアーキテクチャー
	SGD Gateway のコンポーネント
	ルーティングトークンについて
	SGD Gateway で使用されるキーストア
	ルーティングプロキシ設定ファイル
	Apache Web サーバーの設定ファイル
	逆プロキシと負荷分散の設定

	SGD Gateway で使用される Apache モジュール


	コマンド行リファレンス
	gateway コマンド
	形式
	説明
	使用例
	gateway start
	形式
	説明
	使用例

	gateway stop
	形式
	説明
	使用例

	gateway restart
	形式
	説明
	使用例

	gateway config
	形式
	説明
	使用例

	gateway config create
	形式
	説明
	使用例

	gateway config list
	形式
	説明
	使用例

	gateway config edit
	形式
	説明
	使用例

	gateway config enable
	形式
	説明
	使用例

	gateway config disable
	形式
	説明
	使用例

	gateway server
	形式
	説明
	使用例

	gateway server add
	形式
	説明
	使用例

	gateway server remove
	形式
	説明
	使用例

	gateway server list
	形式
	説明
	使用例

	gateway status
	形式
	説明
	使用例

	gateway version
	形式
	説明
	使用例

	gateway sslcert
	形式
	説明
	使用例

	gateway sslcert export
	形式
	説明
	使用例

	gateway sslcert print
	形式
	説明
	使用例

	gateway sslkey
	形式
	説明
	使用例

	gateway sslkey import
	形式
	説明
	使用例

	gateway sslkey export
	形式
	説明
	使用例

	gateway cert export
	形式
	説明
	使用例

	gateway key import
	形式
	説明
	使用例

	gateway setup
	形式
	説明
	使用例

	gateway uninstall
	形式
	説明
	使用例


	tarantella gateway コマンド
	形式
	説明
	使用例
	tarantella gateway add
	形式
	説明
	使用例

	tarantella gateway list
	形式
	説明
	使用例

	tarantella gateway remove
	形式
	説明
	使用例


	--security-gateway 属性

	詳細設定
	SGD Gateway の調整
	AIP 接続の最大数の変更
	AIP 接続数の計算

	HTTP 接続の最大数の変更
	JVM のメモリーサイズの変更
	JVM のメモリーサイズの計算


	HTTP リダイレクトの設定
	SGD Gateway のバインディングポート の変更
	SGD アレイに対する非暗号化接続の使用
	外部 SSL アクセラレータの使用
	外部 SSL アクセラレータのサポートを有効にする 方法

	SGD Gateway でのクライアント証明書 の使用法
	クライアント証明書が使用されるように SGD Gateway を設定する方法

	Balancer Manager アプリケーションの 有効化
	リフレクションサービス
	リフレクションサービスの有効化
	リフレクションサービスに対する無認証アクセス を有効にする方法
	リフレクションサービスに対する認証アクセスを 有効にする方法
	リフレクションサービスの使用
	RESTful Web サービスについて
	リフレクションサービスの使用例



	SGD Gateway のトラブルシューテ ィング
	ログと診断
	SGD Gateway のログについて
	ログレベルの変更
	ログファイルの場所

	SGD Gateway のプロセス情報の表示
	コマンド行からの設定の確認

	SGD Gateway のエラーメッセージ



