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EARRTHRT , 37 SGD RFFRA T TLEREN , THERRI KA webtop B SOAP iE#E, tarantella security
enable BT EBEZ W RITIRF —H# B3R SOAP EH,

XREN SGD RS HLEBMTHRBHNARNRET ER.







£ 2E RGEBERNF

REGE AKX Oracle Secure Global Desktop (SGD) ixA 4.63 M RAERMAZIFFEMNIFMAER,

2.1. SGD FRSSBRER M

EHNET SGD BRFJ/XBFHNFANER,

2.1.1. SGD WEHER

UTEAERNAEES  MARREEBNEETR, BEREEEHAERBEXNEAREEES | B5 Oracle HEDL
EBK R,

* SGD RERFSFMERMBEATHFEEEER :

o REMIZIT SGD FEENKH

« BMAPRBRIEN LN SGD HETHABRFAMEENSY

LTRZEMZETT SGD WER :

© 2 FTRFIHY AT AL 22 H

« 2 TRFTHH RAM

o 1 TG

- MEERF

XREREREXFMERMOER LTAFTEN , ABRERSHMNAT SGD.

UTRXFAFERE SGD HZTHARFHER !

- BMRAF&RD 50 KFH

« B8RP 50 ki
N

A SERREY AL EEBS (central processing unit, CPU) MINEER a2 RIEFIFERANNARFM
BRATE,
2.1.2. SGD XFMZEF A
TRIHET SGD XFMNREFA,

BERSR SRR
SPARC ¥ & £/ Oracle Solaris Oracle Solaris 10 X4THR 10/09 ( E¥ 8 ) HE S x4 ®

B\ E#Y Trusted Extensions MxZ4<
x86 & E£# Oracle Solaris Oracle Solaris 10 £ 1ThR 10/09 ( E#7 8 ) ES A @

LA_ERY Trusted Extensions R4S
Oracle Linux ( 32 i1 64 {i ) 55, 5.6, 5.7
@ X %#% Oracle Solaris 11

1£ Oracle Linux EBEIAIER Oracle &= @t £1E Red Hat Enterprise Linux EBE[AEM R , RAXFEAN D KRA 2
B Z1ERRN 3B, Oracle R7E Red Hat Enterprise Linux 7= fa LiE TR E A=



http://www.oracle.com/corporate/contact
http://www.oracle.com/corporate/contact

XENFREE

2.1.21. BERGER

21.211.

21.21.2.

21.21.3.

B REBATRIER G 1T — B R, MREFHITXLEMH , SGD AL EEBRERIEREIET.
5250 1 3270 R AR

libXm.so.3 FER X 5250 M 3270 S ARFFIA4FEM . tETE OpenMotif 2.2 B F 1A,

Oracle Solaris 10

BEDPYBMEEHLAF Oracle Solaris 20 K T BEIR1G SGD FTEMEE. MRREE , SGD FELERE,

Oracle Solaris 10 ¥ TCP A B AAEA S B SGD FIfE AN R LA EEFEZEEIAB, BERLE SGD #iiRNT
FREEF TCP B4 Thae -

1. FUTITHIE /etc/system XHRIESE,

set ip:do_tcp_fusion = 0x0
2. Ef5|ISRSE,
Oracle Linux

Oracle Linux BYERIA /etc/hosts IR BE—NEKE |, ZHXBEHIR#IT SGD EHLH E B BRSS9 A it B 3E b 1t
127.0.0.1,

4R%E /etc/hosts SUHFLAMIBRLARSY |, FHRM—NF%KE |, ¥ SGD HWEN B RS SGD EHMI ML Internet T
(Internet Protocol, IP) #hiiit, SGD EHE T REARST F A B35 IP sk,

2.1.2.2. BEMLX#F

Oracle EHMELIRFEZ#E SGD , AIMEREFREN BN, MREATZIIFNEMURRIBERFRE , BRBEFELL
HYRER SR IIE R BB R BB S E LML= mER,

Oracle Solaris 10 XBFHEXF P %ZIK, SCD TUREHLRXKFPHE - IMHEMELREEHP, FXFEANTEES
REXEHMFELRXEF,

£ Oracle Solaris 10 Trusted Extensions £ & £ , A MEEHRZIXE P ZE SGD., FEF SGD ZEHEERHXFF,

21.2.3. EFILLEANZE X SGD ZEF A

TRERTEFILEMAN SGD REF A,

SGD hrA TEXHNTA
4.60 OpenSolaris ( FTERZA )

Red Hat Enterprise Linux 5.0 % 5.4
Solaris 10 OS , EZ%| ( ‘&@1& ) Solaris 10 5/09

SUSE Linux Enterprise Server 10

2.1.3. TEMNHARER

MR TRRAF R E) SGD hrAs 4.63 :

+ Oracle Secure Global Desktop ¥ #FRRZAX 4.62.913
+ Oracle Secure Global Desktop X #FiR4s 4.61.915
+ Oracle Secure Global Desktop 2 #FhrZx 4.60.911
+ Sun Secure Global Desktop ¥ #hx < 4.50.933




Java BIARRRA

MREMNEAEABRAE SGD A , 5 Oracle RARZFARBKZR,

2.1.4. Java HEARMRA

TRETRT SGD HFFEE1 JDK A,

SGD Kr#A JDK fRAR
4.63 1.6.0_43
4.62 1.6.0_29
4.61 1.6.0_24
4.60 1.6.0_21

2.1.5. FRE R P M4

ER%¥ SGD , XM EBRAF (root) o

ELRE SGD 28l , RE L XIEE ttaserv M ttasys A AR ttaserv 4,

ttasys A #848 SGD FRE ESFTER AT A XM MR, ttaserv A B SGD Web BRS 88 A 48 A MY AT LA M A2,
SGD REJ|/AFEBEAF (root) X EITIZ1T. SGD BRFSH/EZEL root AF FBR3 , REERE ttasys AF,

MREXLEAFANARRENER TSRREZRM , REBFRFL  AREH#ITEMER , HER-FHEEEH
EFrRXmNERE. WERES M RERHANEAEFE , BULSETIZMHARUCIZFENASM4A,

NMREFBZFHOUNEMENAFLNE | XIERUATER :

« AFPBUAE ttaserv M ttasys.

o HENPZ ttaserve

o BALMEREEAFFRIRE (user identification number, UID) 4 ID (group ID, GID), UID #1 GID T AR,
o XEANAP LI ttaserv WAHEH,

« XWNRAFSRER-NERE shell , BI40 /bin/sh,

s BAMNAFPSAERTERNERE R

c RTRLEN , FYEXLRS (B, A passwd - 85F ) o

BIEX LA —R AR 2EA useradd M groupadd % , Bl

# groupadd ttaserv

# useradd -g ttaserv -s /bin/sh -d /home/ttasys -m ttasys
# useradd -g ttaserv -s /bin/sh -d /home/ttaserv -m ttaserv
# passwd | ttasys

# passwd -| ttaserv

ERBERELEEEWRET ttasys M ttaserv A, | EEANUTH S,

# su ttasys -c "/usr/bin/id -a"
# su ttaserv -c "/usr/bin/id -a"

MRRGREER , Zw @ RFEBT AT RO,

uid=1002(ttaserv) gid=1000(ttaserv) groups=1000(ttaserv)
uid=1003(ttasys) gid=1000(ttaserv) groups=1000(ttaserv)

2.1.6. MEER
AIELE MK LA SGD A, L TREFEER




rHePE %

o ENMRMEBUEABEF WFENTIEE R4S (Domain Name System, DNS) %8

+ f£/ DNS ERMR @B R EHBMIEL R

« FBEFImREHMLAER DNS,

« RE SGD B, REFMELZEATF SGD ARS527HI DNS £#5. DNS EMMAFEUTER :
- EEERAEOMES , FEATE SGD EHARR R T FH A IEA B DNS &5,
« WRAER SGD EHHERE DNS &#5. HI130 , boston.example.com,

{Oracle Secure Global Desktop 4.6 Administration Guide) @& H5% SGD FrfEF K FTE I O LA KR A E B By X &
KM TEA SGD WiFMER. TEIETERKO,

EPmiERMHIEEH SLLT TCP w0 LA SGD &M &R FIH i/ Internet MY (Transmission Control Protocol/
Internet Protocol, TCP/IP) #&E#,

« 80 - ATEFIKIRE S SGD Web FREESZHAM HTTP i&E#E, O S AE2RLENMERN KO MAERTE.

« 443 - ATEFIHZERE SGD Web lRSH|Z BB ZL£EZFTEMN HTTP (HTTP over Secure Sockets Layer,
HTTPS) £,

« 3144 - BT SGD Client 5 SGD &2 RIMFAE ( IEME ) EZ,
+ 5307 - AT SGD Client 5 SGD RFF|Z AN L LEE, T2 EEFRLTLEETRE (Secure Sockets Layer, SSL),

EE

@ SGD B 5 SGD RS2 AIMIMERKRARLTLERE, EAFERXE SGD F , ZiE#E
FIRRBAIRAEERE, F—IRZR% SGD i , A4$TF TCP iw0O 3144 1 5307 LLEREZ] SGD,
B LN SGD BB N RA AR EER,

EZTNARRF , SGD MM ENARSEEFEY TCP/IP EE, NARFWERBRET XMEITFH TCP ixwA |, 4l
m :

.« 22 - ATFERARE Shell (Secure Shell, SSH) ¥ X EARFNFZHNARF
« 23 - AT A Telnet B Windows AR, X NABRFNFZHNARF

+ 3389 - AT A Windows 4 ixfRS5#Y Windows N AREF

« 6010 Rt - BF X HARERF

2.1.7. B EE

ESGD # , FIE2—IMHEREBEEN SGD RESHEE. RAMIFHEN SGD RS EEXAFKENNARE
FEENEER , BESTRE SGD EH ELHRHRESIEEEE, FHMEEMIL (Network Time Protocol, NTP) ¥4k
rdate S AIERATE SGD =M L4 RIZRS,

2.1.8. SGD Web AR5 25

SGD Web lRE B8 ETME BV SGD A —4 Apache Web FRS 85 A% — 4 Tomcat JavaServer Pages (JSP)
REER,

SGD Web REHEBE S MM, TRIIM TRIEKITIRE SGD &Y Web FRS2RAFIRA

PHER SGD hR# - 4.63 SGD hR# 4.62 SGD hr 7~ 4.61 SGD hR# 4.60
Apache HTTP Server 2224 2.2.21 2217 2.2.16
OpenSSL 1.0.0.k 1.0.0.e 1.0.0d 1.0.0a
mod_jk 1.2.37 1.2.32 1.2.31 1.2.27
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B2 L oan Ik

HUYER SGD hR7s - 4.63 SGD &7 4.62 SGD iR~ 4.61 SGD hR7< 4.60
Apache Jakarta Tomcat 6.0.36 6.0.33 6.0.32 6.0.29
Apache Axis 14 14 14 14

Apache Web RS 85 2 IEFT AR AHER Apache BEIRIEAHET R,
AT Tomcat JSP HARAESHI TR/ Java B (Java Virtual Machine, JVM) ZR4E3#E K/ fy 256 JkFH,

2.1.9. MR &

LT R SGD X £ A TRIEAFHHLE

« BE B FIRMIYL (Lightweight Directory Access Protocol, LDAP) iR7s 3

* Microsoft Active Directory

« MEE B MRS (Network Information Service, NIS)

+ Microsoft Windows 13

» RSA SecurlD

« Web RFBEFWIE ( HTTP/HTTPS EARWKIE ) , SIFLNAEMLE M (public key infrastructure, PKI) & FIHiE$

2.1.9.1. X#H Active Directory iR
THETUTRAM Active Directory #1T Active Directory IRiEF LDAP RiF :
+ Windows Server 2003
* Windows Server 2003 R2
+ Windows Server 2008

* Windows Server 2008 R2

2.1.9.2. XM LDAP B %

SGD X #F#R/H LDAP HiXARA 3, BRI LAEAIRF S LDAP IS 3 B B ZARE2[ 68 LDAP Bif, A , SGD X X#F
LU B SRS :

« Oracle Directory Server Enterprise Edition i~ 6.3.1 1 7.0 ( ZBI#7 Sun Java Directory Server Enterprise
Edition )

» Windows Server 2003, 2003 R2, 2008 #1 2008 R2 £/ Microsoft Active Directory
+ Novell eDirectory fR7s 8.8
Hitt B FBRSB|AEANET , BRFIZXF,
2.1.9.3. X#FH SecurlD krA
SGD A[LA& RSA Authentication Manager ( SLBI#59 ACE/Server ) BIRA< 4, 5. 6 F 7 —&FEH,
SGD XIFRFEEKM PIN FAF 2IZH PIN,

2.1.10. SSL %#

SGD X #F TLS R4 1.0 # SSL R4S 3.0,
SGD X iF 7% 4 858 A & F B4+ (Privacy Enhanced Mail, PEM) Base-64 4 X.509 il $, XEIFBEFLTEN :

11



T HF

SGD X% #¥ SSL iEPHIAEE B R B (Subject Alternative Name, subjectAltName) ¥ B, SGD &35 15 & # 25 — 2B
SER * BEA , il *.example.com,

SGD @EN KBIEFHMA M (Certificate Authority, CA) B, /opt/tarantella/etc/data/cacerts.ixt X#F#E@& SGD
X iEH9FTE CA IEH /Y X.500 #RiR B (Distinguished Name, DN) 1 MD5 &%, EEHFNEBS AT ZEN
CAFRZEAM SSLIEPR, X#FHE CA, BMREPE—EPRATZIRHMN CAZLEN , NITREETINEE,

SGD X #FEA/IBEH SSL MiEs , EFEEFINEE.

SGD XIFUTHBEHS !

+ RSA_WITH_AES_256_CBC_SHA

+ RSA_WITH_AES_128 CBC_SHA

+ RSA_WITH_3DES_EDE_CBC_SHA

+ RSA_WITH_RC4_128_SHA

+ RSA_WITH_RC4_128_MD5

RSA_WITH_DES_CBC_SHA

2111 FTEN R HF

SGD X#FMMRERITED : PDF §T ENFNT ENHLIE HRIT ED

XF PDF $TED , SGD £ Ghostscript FH4T EN{Eil 353 PDF X#f. SGD E#Hl LE DML % Ghostscript B 6.52
W7, Ghostscript 0 & %BE ps2pdf BF. RREBHREMRR , iBL % Ghostscript B RFTRA,

SGD X #FITENHLE 4T ENE PostScript, $TENHL&H1ES (Printer Command Language, PCL) AR EZ AN E
PRI E MR IAIT L. SGD tta_print_converter BIAR4 X & F i% 3T ENH 0T E KN LIT EN4EAL PR B AV (E 5%
#t, tta_print_converter BIZ4# A Ghostscript M Postscript ##t8 PCL, EX bR | 4HE SGD RESE LRE
Ghostscripte HIREBREMR , BT THRHA KM INFME,

SGD ##H & E Ghostscripto

22 BEFmIRBRERNZH
ABNBTEPHREXHOTANER,

221. XFENEFIRFE

TRIIH T SGD Client XIFHYE F i F & MM K25

XFENEFRFEE X FRHYR ST BR

Microsoft Windows 7 ( 32 il 64 { ) Internet Explorer 7, 8, 9
Mozilla Firefox 3, 17.0.2:ESR, 18

Chrome 24

Microsoft Windows XP Professional SP3 ( 32 i ) Internet Explorer 7, 8
Mozilla Firefox 3. 17.0.2:ESR, 18

Chrome 24

12


http://www.ghostscript.com

XFENEFKEE

XENEFIRES FE o op =
SPARC ¥ & £H Oracle Solaris : Mozilla Firefox 3, 17.0.2:ESR, 18
+ Solaris 10 10/09 ( &7 8) Chrome 24

+ Solaris 10 9/10 ( E#7 9)
+ Solaris 10 8/11 ( E#7 10)

x86 & E# Oracle Solaris : Mozilla Firefox 3, 17.0.2:ESR., 18
+ Solaris 10 10/09 ( E#7 8) Chrome 24

+ Solaris 10 9/10 ( 7 9)
+ Solaris 10 8/11 ( 7 10)

Mac OS X 10.6, 10.7, 10.8 Safari4, 5
Mozilla Firefox 3, 17.0.2:ESR, 18

Chrome 24

Oracle Linux 5.5 £ 5.9 ( 32 1 #1 64 i ) Mozilla Firefox 3
Chrome 24

Ubuntu 10.04 ( 32 {iZ#1 64 i ) Mozilla Firefox 3. 17.0.2:ESR. 18
Chrome 24

£ Oracle Linux EBZIIAIER Oracle = Rt £ % Red Hat Enterprise Linux EBRHAEMTE , RAXA N2 KiRA 2
B 121EBR 3B, Oracle R7E Red Hat Enterprise Linux 7= fa L& TR E A=

SGD EE2#|A1E Safari XMW/ LFZXH.
Beta M= 7 %5 A O 33 B8 28 7 2 X 1o

X 5 28 478 A JavaScript RIREE.
EXRFLAT 6 , JRB[LAE A Java HAR
+ B3I TEM %K% SGD Client

- BEAFHBRIERBERCERSR/RE

MR Java BARFTH , AALLFF THMEE SGD Client, Bk Mac OS X ZANFIE S BN EF BEASBXFFHR
%, 7£ Microsoft Windows ¥ & £ , BEEEEE AN T EELZ L SGD FF o

F YW Java BARTEH R A Java Plug-in B4R 1.6 1 1.7

EE
@ BXMEA Java Plug-in BEFMRA 1.7 MFEN EAEBNFHAEL , S My Oracle
Support (MOS) E£HY&IHR34Y ID 1487307.1,

YAPEAR—EFFHRRZ2MAIRRRESNAFREN , AFRIENQLE , FNQXET2E4RAFTLE. EiLAF,
ST ARES |, MM HAE B R ARV KA cookie, WMRFARFKA cookie , MAFAFRAAERHATEHSHK
MNARFEOHEX,

NRBRERR , FRRREZDMAEE 256 HHE,

REUTZXEIESH SGD Client # Webtop :

« EX

13


https://support.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1487307.1

XEFNRERS S

- BX
- BX
- BX
- R
- BB
2211 ERML

Oracle E#MELIRFEZ#E SGD , AIMERPREN BN, MREAFZIIFNEMURRRIBERFRE , BUREBRERELL
HRER SR IRIE R BB R BB S E LML= mEX,

2212 EFLERANZXHEEFRFEE

TRERTEFLFEMAK SGD BEFHRETA. X KM Java Plugin T&,

SGD HRZA TEXHNTA
4.63 Microsoft Windows Vista
4.60 Mac OS X 10.5

OpenSolaris ( FIERAS )

Red Hat Enterprise Linux Desktop 5.0 &l 5.4
Solaris 10 OS , EZ ( @ ) 5/09

Ubuntu 8

Firefox 2

Internet Explorer 6

Safari 2

Safari 3

Java Plugin TEfRZA 1.5

2.2.2. TEHNRERS S

EFEANRERSEIERED SGD , RERSB/UAZHRBE, TUUFER HTTP KBRS, ZL£EETFRE (Secure
Sockets Layer, SSL) R¥ER$285 SOCKS kx4 5 RERRS 2.

F SOCKS #ik 5 REESE , SCD TR EARENEBRREFRRIES =, THEERSBHLTRE.
2.2.3. PDF {TEI X #

R TEEBER PDF 3TH] , XMEZFIRIRE L %% PDF &8585, BIAMBERT , SGD XU T PDF &&85,

EPHTEE i\ PDF &58%

Microsoft Windows ¥ & Adobe Reader , Z AR 4.0

SPARC ¥ & £/ Oracle Solaris Adobe Reader (acroread)
GNOME PDF & &2 (gpdf)

x86 ¥ & L# Oracle Solaris GNOME PDF &E& 2§ (gpdf)

Linux GNOME PDF & &2 (gpdf)

14



XN ERER

EFRRYA BRiA PDF &2
Evince MH4Z&E &SR (evince)
X PDF Reader (xpdf)
Mac OS X Preview App (/Applications/Preview.app)
EE
@ Adobe Reader PDF & & 88 4 X & -openinNewWindow #5i% 1, Preview App PDF &&

BE AT IF open -a T HIEIR,
NTRBEAZIIGN PDF 2835 , NABRFLFAMLTAFK PATH £,
AUERAFNEFREEXHFEEX & PDF EFHN IR,
224 TR BEE

SGD I EAMFEMNAITEN / BHe+ (Personal Computer/Smart Card, PC/SC) #ISB#Y B8~ FiE~85 , Mg
Microsoft JZf2 £ RS F A,

2.3. SGD Gateway ER ML #&F

EFHNET SGD Gateway XFNFAMER,
2.3.1. SGD Gateway XEFHNZEF A

TRETRT SGD Gateway FH X FHWELEFT A,

RERS X IR RRA

SPARC ¥ & LK Oracle Solaris Oracle Solaris 10 £1THR 10/09 ( % 8 ) RE S 4 ®

x86 & L/ Oracle Solaris Oracle Solaris 10 & 1Thx 10/09 ( 57 8 ) HEBMRA @

Oracle Linux ( 32 {1 64 iz ) 55, 56, 5.7

@ X %#F Oracle Solaris 11

£ Oracle Linux EBZIAIER Oracle = @t £ Red Hat Enterprise Linux EBE[HAEMTE , RAXAN D KR4 2

B Z1ERNFEA, Oracle K Red Hat Enterprise Linux = LiE TR E AN,

HKIANERT , SGD Gateway BIE A &S X#F 100 MNHEH HTTP EFEM 512 N H A/ BIER Internet tHiY (Adaptive

Internet Protocol, AIP) &%, JVM RFA/NTIT IEESRE TR, (Oracle Secure Global Desktop 4.6 Gateway
Administration Guide) KIi% C & M4 TEAH AP B Gateway #THEBHIFMES,

2.3.1.1. BEEML X

Oracle EHMELIRFEZ#E SGD , AIMERPREN BN, MREAFZIIFNEMURRIBERFRE , BUREBRERELL

HIRER G R IRIE R BB R BB S E LML= mEKX,

/=

£ Oracle Solaris 10 £ , FXFHERXEH TR,

2.3.1.2. EFLLEANZ X Gateway ZRF¥ A
TRETRTERELLFEMAK SGD Gateway REF &,

SGD & TBXENTE

4.60 OpenSolaris ( FIAMZA )
Red Hat Enterprise Linux 5.0 2| 5.4

15



SGD Gateway #J SGD R85 E R

SGD HR&E TBXENTE

Solaris 10 OS , B3 ( ‘23 ) 5/09

SUSE Linux Enterprise Server 10

2.3.2. SGD Gateway B SGD fRF R ER

X TF 5 SGD Gateway B & HEAK SGD RS2  FREHRATER :

- Z2ERK, RIAERT , SGD Gateway A E SGD RSB/ R L ERE., L SGD RSHLEAREERE, £X
TERRABXIER L.

o ERER, TEBN SGD FFIHELE N AERENHR SGD R85,
+ SGD fRAS, SGD REBEMMEDIZIT 4.5 iKY SGD., RIFFF 4.6 ik Gateway 5 4.6 ix SGD —#2

. RS, ESAE SGD BREE LM RSET40 5 SGD Gateway LRI RERHRIZFES ., 8 MK E L
(Network Time Protocol, NTP) {5 rdate t & REBRITEREF

2.3.3. Apache Web R% 25

B8 SGD Gateway $2#t#9 Apache Web JR$588 4 Apache hr7x 2.2.24, HF B EATFREAREBENAR FENIRE
Apache 83, XLEEREENSHLZXK (Dynamic Shared Object, DSO) EIR LRI,

2.3.4. SSL EEXEFENEBES

SGD Gateway X% SSL HEEFERUTERBES :

* SSL_RSA_WITH_RC4_128_MD5

+ SSL_RSA_WITH_RC4_128_SHA
 TLS_RSA_WITH_AES_128_CBC_SHA

+ TLS_RSA_WITH_AES_256_CBC_SHA
 TLS_DHE_RSA_WITH_AES_128_CBC_SHA

* TLS_DHE_RSA_WITH_AES_256_CBC_SHA
 TLS_DHE_DSS_WITH_AES_128_CBC_SHA
 TLS_DHE_DSS_WITH_AES_256_CBC_SHA

+ SSL_RSA_WITH_3DES_EDE_CBC_SHA

+ SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

* SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

+ SSL_RSA_WITH_DES_CBC_SHA

+ SSL_DHE_RSA_WITH_DES_CBC_SHA

+ SSL_DHE_DSS_WITH_DES_CBC_SHA

* SSL_RSA_EXPORT_WITH_RC4_40_MD5

* SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

+ SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
* SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
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BARFERNXE

2.4 NRAERFERNE

ETHNETES SGD ERNMARFHAXFNFEMER,

241, XENNARERF
AILAGEA SGD IR T RENNARR :
» Microsoft Windows
* 7 Oracle Solaris, Linux, HP-UX #1 AIX R fIfRSS 28 LiE1THY X NARF
+ ¥ Oracle Solaris, Linux, HP-UX 1 AIX B ARS8 L2 T Z TR AERF
. £ IBM XEHLH AS/400 R LE{THRARE
« f£/A HTML # Java H#RH Web R B-EF
SGD XL TFHMY :
+ Microsoft iILf2 £ E X (Remote Desktop Protocol, RDP) , 24 A iR4s 5.2
< X11
« HTTP
« HTTPS
+ SSH, EDWRA 2
+ Telnet VT , EEERIRAHMH S (American National Standards Institute, ANSI)
- TN3270E
+ TN5250

242 SGD HEERIHNEET A
SGD MEERE A THUEEENARSEL N EAET SOD &R AERN | TR T I M

BE :

- BRAHTE

« BERIRIESEBF[MRE (SUEAT UNIX 5 Linux &)
- THED ({GERT Windows ¥4 )

o B ({UEAT UNIX 5 Linux £& )

T&RIIHT SGD HBEERIFHEET A,

BRIERS XEFHARA
Microsoft Windows ( 64 i ) Windows Server 2008 R2
Microsoft Windows ( 32 {1 64 {i ) Windows Server 2008

Windows Server 2003 R2

Windows Server 2003

SPARC ¥ & E# Oracle Solaris 8. 9. 10, 10 Trusted Extensions
x86 ¥ & E£# Oracle Solaris 10, 10 Trusted Extensions
Oracle Linux ( 32 i 64 i ) 5

17



Microsoft Windows £ iR

BERS KRR AR AR
SUSE Linux Enterprise Server ( 32 1 64 i ) 10, 11

1£ Oracle Linux EBFIAIER Oracle &= @Mt £1E Red Hat Enterprise Linux EBE[AEM R , RAXFEAN D KRA 2
B Z1ERRN 3B, Oracle R7E Red Hat Enterprise Linux 7= f LiE TR E A=

£ Oracle Solaris 10 Trusted Extensions £ & L , REFERAEFEH, ZFIHM COM T2 X,
TET SGD #HmEER T IFFANMAREH/TLE SGD — A , WERE—SXRHNDFRZ NN BAREFE

A,

2421 EEMLX#E

Oracle E#MELIRFE#E SGD , AIMERFREN BN, MREAFZIIFNEMURRIBERFE , BUREERHEFELL
HIRER G R RIE R BB R B SELL=mEKX,

Oracle Solaris 10 XHEXFHF L, SGD IUZEELRXEFHE NS N FELBXEH, TEXFERANZEES
BXEMkELBXEF,

£ Oracle Solaris 10 Trusted Extensions £ & £ , X MEEHRZIXIE P ZE SGD, T EFf SGD ZEAELRXFF,

2422 BELFEANTE X SGD HEERTEFA
THERTEFLEAN SGD HBEREETA,

SGD A TEXENTA
4.60 OpenSolaris ( FIE AN )

Windows Vista Business
Windows Vista Professional

Windows XP Professional

EE
@ SGD #EE R A BIE M Windows Vista 1 Windows XP & L X #ZFHTheE, XEFELAMAE
SXRANARSSETLE , FSNE 2.4.3 7 “Microsoft Windows LK i RS,

2.4.3. Microsoft Windows & i RS

SGD 78 E Microsoft Windows & ik RSB F AJiE, MR 15[ H Microsoft IRIERS = MATIREN K IHRSSESThaEE , N
EERTUWREANESREFERALIET R, FSEFMEMEARN Microsoft 2ERS T MMVF AT | LA TE #8400 3R BN R LE

],
EE
@ B Microsoft Windows Server 2008 R2 #2 , Windows XixRES WM EH B N ZRREES .

SGD X#FZ|LLT Microsoft Windows ARZH RDP 3 :
* Windows Server 2008 R2

* Windows Server 2008

* Windows Server 2003 R2

+ Windows Server 2003

* Windows 7 Ultimate

18



Microsoft Windows £ iR

* Windows 7 Professional
» Windows Vista Ultimate
* Windows Vista Business
* Windows XP Professional

1£ Windows 7, Windows Vista #1 Windows XP & Lt , X% Windows KESE, TXEETRMHNNARF.
[ R (R N = v 3

SGD P K ThsEBUR T 2 A RDP 3£ 2 Oracle VM VirtualBox RDP (VRDP) 31T , 1 F R R

% 2.1. £/ RDP # VRDP B} SGD Fr X hAER LEER
IhaE RDP
FIMFA (WMAEFIR)

EMEEM

BINE AR E R [E]

COM i O B &%

EE

WENBEEEM ( B IRESNERMET )
Qe

MEReM (MBERE )

£EBF

BRFEZEER

NXEEM

USB & & EEM

b1

Windows 3T ENHLEREY ( B IRFTED )

2431. TR E
Windows Server 2008 R2 1 Windows 7 XiF& &N 44.1 kHz W ESRALEE, RIMERT , SGD XEHKE N 22.05
kHz IfEE, EXHRE N 44.1 kHz WADERE | HEEEIEH A FHOXFEE "Global Settings" ( £F1&E ) # "Client
Device" ( B W& % ) ‘I , HiE#E "Windows Audio: High Quality" ( Windows H51 : BRE ) I,

2432 BBaRE

SGD 7 Windows iR ERHEF 8 U, 16 fi. 24 (UM 32 UHERE,

<
X
O
T

N IR ENENENE I RN RN ENENEN
x| x| x| x|x|x|«|x|x[x|x|<|]x

32 (U B 7E Windows Vista, Windows Server 2008, Windows Server 2008 R2 1 Windows 7 SF& LA H., EE R 32
NE®  BEPIRRE SIS IR 32 UHE,

FxH 15 WHSRE, MRELRRSHLIEET LAGRE , SGD 2EZFRSREREN 8 L,
2.4.3.3. tNE%K 5

7t SGD R#EfEA "Low" (1K ) . "Client-compatible” ( & ikFHRE ) = "High" ( & ) MEH 5. SGD FXIFEEEKF
1§ B4 B ¥R (Federal Information Processing Standards, FIPS) i 4 5l

2434 . ERELRZSE

B Microsoft Windows Server 2003 {2 , &I LAE A& Hi/E &2 (Transport Layer Security, TLS) #1TBRSEFWIAE , MUK
TNAWRSERBEEWHTINE, SGD FXHEHFEA TLS,
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X NRARFNFHNARF

244 X NHAEFNZHFMNARERF

BT XNMABRFNFZHNARER , SGD S MaH EEIREZNAREFWRARSES. SGD Xi#F SSH, Telnet
rexec EE S %, SSH Z& MR,

SGD £/ SSH R4S 2 MESMRA. BT SSH \RAFRAEMME , BHMHE SGD EH MM A MRS 28 L EABEEREN
SSH , ATLARMRA 2 FIRE 3,

WMREMFER SSH E#HE X NARRF , BFUS A X1 ¥R, ALE SSH BRERHEBILE SGD P EBEMHMMARRFK

HITIHLIR4E, {Oracle Secure Global Desktop 4.6 Administration Guide) ‘@&8F % SSH 5 SGD —2FERAMNEAE
&

/Bro

SGD X X L2 B. X T2V RBREEEXF -V MM SSH IRA—2 M, 3F OpenSSH , EEMAK 3.8 ESIR
x,

2441 ZFHN X TR
SGD @& —1MET X11R6.8.2 ¥ X FR% 3.
SGD X#HUTAT X NABFHN XTE :
» BIG-REQUESTS
« BLINK
« DAMAGE
+ DEC-XTRAP
+ DOUBLE-BUFFER
+ Extended-Visual-Information
+ GLX
+ MIT-SCREEN-SAVER
* MIT-SHM
+ MIT-SUNDRY-NONSTANDARD
+ NATIVE-WND
- RDP
+ RECORD
+ RENDER
+ SCO-MISC
« SECURITY
+ SGI-GLX
+ SHAPE
+ SYNC
+ TOG-CUP
» X-Resource

+ XC-APPGROUP
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Virtual Desktop Infrastructure

« XC-MISC

« XFIXES

+ XFree86-Bigfont

« XTEST

« XTTDEV

AT XV BRAEXE:
« KEYBOARD

« RANDR

« XINERAMA

- XVIDEO
2442 FHNAERF

SGD X% # VT420. Wyse 60 5 SCO Console FFRNARF.

2.4.5. Virtual Desktop Infrastructure

£ SGD hx4< 4.60 # , BIAT — MRS NARSENFTNRER, HSNARSRERTELRSBAERRF
(virtual server broker, VSB) I3 R, SGD £/ VSB REX AT LUz T EA N ARFH N A RS EBHN IR,

SGD @& —1 VDI RERF , B ZAEEF YA F5R Oracle Virtual Desktop Infrastructure (VD) BRES8RFTIR
M RHE,

XU TRA# VDI

* Oracle VDI 3.2.2

+ Sun VDI 3.1.1

MREF SGD SHAMRAR VDI —#2fEA , HS I Oracle XFFHAAY 1373652.1,

2.5. IRTHYZhEE

1£ SGD W7k 4.60 1 |, TEiE#E] Windows N ARSI , FEALUEA Citrix I3 T EAER LM (Independent
Computing Architecture, ICA) tHi. EREBRIFR , B LUF Citrix ICA BEFIREE R X BABRFIR.
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£ 3E SHRA, HIREEMAEEZ

RE G EHX Oracle Secure Global Desktop (SGD) W EHEE, HiREEFN BTN EE. A, BEFEANBTH
AR At R IR ARG R R

3.1. EH4E =A@ &
AFHH T SGD M7~ 4.63 #I E A& =@,
3.1.1. 2205237 - EF BRI EEN S ER HI T4 E O Z /R A&

B : AP XAEAN Windows NAREFEEF B ZNARFMTRERBELEBEOMBE, £ Windows Server 2008
R2 RS L REZNARFNSHIMEE,

RE : FL& SGD EEBERRAK — I EREE,
BRRTTE R Windows R RS 28 £IZ1THY SGD 8 BIRRA S SGD MRS BRIRAMEE.

3.1.2. 6456278 - £ EXTEH T Root AF

[B%R : #£ Solaris 10 0S x86 ¥ A L , EL root AR B E RN BHAEREXN T2 TN BRFFNE Solaris 10 B3I E
B, BUREELSEINUTES :

gnome-vfs-modules-WARNING **: Error writing vfolder configuration file
"/l.gnome2/vfolders/applications.vfolder-info": File not found.

K& : Gnome B\ R L (Virtual File System, VFS) £/ —/NE &R &,
ERFE . HEREMRAETA,
3.1.3. 6482912 - SGD EFmEEHILZE

B : £ Microsoft Windows Vista £ & £ Internet Explorer 7 &t , B2 BZI THH L% SGD B K, AUEH R
% SGD FFu% , th AT MEA H A ES ( Hl0 Firefox ) B3R,

JREA : Internet Explorer B RIFEX2PELE B2 T H L% SGD F /.
RRFA% - F SGD BREE37FMZE Internet Explorer WEZ£REF IS RFIR,

3.1.4. 6555834 - ARKBEAT Java AR , BEFRIZE L RLEZHA

B MRERKIRERBSAT Java HR , BEEFIRIRE EAREZE Java Plugin TE |, MF4E R SGD Webtop, &
EFEEBAEHITERENELE,

RE : SGD AN KRR ERBEREMEM Java KR,

RRAE . RE¥ Java Plugin TE , REAE— MR K24 B F2 Java B (Java Virtual Machine, JVM) 4Pt
ENEBENFSHEE, BXESZER , BSAENN KX,

3.1.5. 6598048 - X T Windows B FARER , MNE K AR E R IEFER G

B :  Windows MARBFFEAMEAEX (1B ) BEARN , REENFHLEERITH,

FER : MEXEX (BR ) BEAREEN - EHHEE,

BRGE RECHNERSGE. BE , SGD SREMTE RN BEBE (keymap) X #,
3.1.6. 6665330 - M\fEEMA MyDesktop & /~"HY Java Desktop System &i& /3 3f
VirtualBox 348 H I F AR

[B & : 7 Solaris 10 0S £ , M\ MyDesktop £ 7RHEJ Java Desktop System REAE B3 VirtualBox B4R 7 F
IR F AFEEERAE, F Xsession.jds A4 MyDesktop BIFARRFEXN RS AR F iS4 HE it EE,
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6801579 - Kana R %% A T Microsoft Windows & 1% % £H Solaris OS R AR

A : SGD X B8 L BRI RN F4,

R % M Java Desktop System RESiEE3 VirtualBox B4Rt |, £/ -in MEEE RN EE, HE &
SGD RFE L ZEKRDN T, HXH SGD FAFHENELFMEES , SN (Oracle Secure Global Desktop 4.6
Administration Guide) o

3.1.7. 6801579 - Kana # =X % 3£ F Microsoft Windows & iii& % E# Solaris OS
NARERF
B : £ B8 BB S HEM Microsoft Windows FFiwig & Lk , Kana R 7E A F Solaris OS B ARERF.

FE& : £ Microsoft Windows BF %1% % £ , SGD & i%1E Kana XX T~ ASCIl, Solaris OS R FEF1E Kana #&
R A Unicode,

fBIRT5E - £ Microsoft Windows Z iRt & £ , RINFHRSEEE TARANTELLA_KEYBOARD_KANA_SOLARIS,
FURETENEIZERN 1.

3.1.8. 6809365 - NAREFSHMEFNEF DN Rl 5| &

B : £ LDAP BiEA et , B A HHARRR (distinguished name, DN) @& Z M2 E5|S (') , M Windows KA
BFUETER.

RER : — NEXE&E,
RRFAE  BBBRAERERE wepwis.exp BFHAR, HIAHM T SGD IRF 8 LK /opt/tarantella/var/

serverresources/expect B &/,

1 wepwts.exp BIARHREILAT 4B

regsub {'} $value {"""} value

HBIZFRE  FERBENR

regsub -all {"} $value {

3.1.9. 6831480 - B ERF[/IRDTIREILEIR

BE : EREIEH TGS ER SGD RE 85 £ A tarantella array list_backup_primaries &5 £3&E "Failed to
connect" ( TiEEE ) HFiR.

BER : —NEAEE,
R 3% - AR tarantella array list_backup_primaries S5 Z 81 , LEFH B30 B SGD RS

3.1.10. 6863153 - B KX mNARFEEFENMHN Windows RHEISIFHRER

& : 3 FHE Windows RELEFETRRLRNARFHAS  MRMENZHEMEMEFFHEENRERKBELXE  Ue
BERB, BRAKNARFLIXEWEA , FATEXE,

FEE : NEMEFIREZIIRE Windows RESE ( BFRR“SFEE (session grabbing)” ) & , BHRLHH —EH0E]

o

} value

BRGE  AXHABRLIENARER , ARBMNEMEFEFIHIZERIRE Windows RHE1E.
3.1.11. 6921995 - Java B AR o] ARt s F 8 JSP AL

B& : SGD ATAF&ERRTEHMN AR TE JavaServer Page (JSP) AL, WEELER—% Java BEHEE,
R : EFEAARTE JSP , XAEFFMER LB A Java AR,
RS E  PITATREZ—
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6937146 - 64 {u Linux AR 2R LHEEN X NARFH M H

« EEFIRIRE AN KERFEA Java BR.
+ f£/ SGD Gateway WA 2EH#TARTH. XREEBRGE , RARRTE ISP EFHRHRITRS AL

THH, BXNALENMEE SGD Gateway HiFMEE , i3 M (Oracle Secure Global Desktop 4.6 Gateway
Administration Guide) o

3.1.12. 6937146 - 64 I Linux M A MRS 2r EEEM X NAREFAYF 0T A A

@& : 1£ 64 I Linux B ARSSHFLIEEN X MARFPARLTEBRETMN. X TEBERBAERA /dev/dsp = /dev/
audio iR & HBHZIMEEBE (--unixaudiopreload) BHMN X MARSF , SHIFEIE,

RHE : — 1 EXFE, 64 I SGD FMEEMGFERTETE SGD BraEIRF,
BRFE - BEDRBE AR *.

3.1.13. 6942981 - B FAFEFTE Solaris 10 OS Trusted Extensions Bz

B 5% : ¥ Solaris 10 OS Trusted Extensions & £ , Windows M ARRFEHM X ARFEN S S atE ATse bR E K,

FER : RABERT , X G ZBLZREET X ER%A 10, 4 Solaris 10 OS Trusted Extensions B , ttig O d
A, —BWRZE , X MG ZBLEEIEM X ERE0 , NABFERIIE.

BRFE  PATUTE—]E -
- FY SGD RFBFEANRINFK/NETREH,
1£ SGD BR$585 L+ /opt/tarantella/var/serverconfig/local B & F# xpe.properties XFF |, BLEM TIRE :

tarantella.config.xpeconfig.defaultmindisplay=11
HITHERG , EXE3 SGD RS-
- BERTAANEA , Bk X G ZER,

EEEEHED , HAMESIRE SGD IRSEFM "Protocol Engines" ( X 5|% ) » "X" T+ , £ "Command-Line
Arguments" ( TS ) ZEHBEA -xport portnum , E & portnum 2EHEBRE TCP 505,

%E , BAUERANTHS :
$ tarantella config edit --xpe-args "-xport portnum"

filgn , EHERR X £RERD 10 B X UEIZER |, EERAUTHS

$ tarantella config edit --xpe-args "-xport 6010"

PRAGEVE SR FTHY X G EA K. BN X UG EFZEWE,

3.1.14. 6957820 - XJ Windows M ARFFEABSEFRIER , SGD BEFnaiEie

B : FAEEEFM Ubuntu 10.04 Linux & 518 & &% 2 Windows MARRF2£ER , SGD BFIREAFERHZTR
TN ARFAERAER, AFTRTEBHEMEMNAREFHM SGD 5E4H,

ERA : Ubuntu FFim¥ A L 1.5.3 lix PCSC-Lite H18y—/NE AR,
RRFE  EEPRHIEE EFEHE PCSC-Lite IR FThRAN,
3.1.15. 6961236 - Tomcat HEFHEIREE

@& : 5% ThreadlLocal RTEit TE MR E 2B AR T /opt/tarantella/webserver/tomcat/tomcat-version/logs/
catalina.out # Tomcat JSP B2 BEIX ., SGD WETTZHM,

& : Tomcat BRI F T4 ShREF R — B HE
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6962970 - Windows & iR &EAZ 1 CAL

ARG ZE  RECHMNBERGE, ZRBFEREKMN Tomecat XKITHREBEEE,
3.1.16. 6962970 - Windows ZFi#ig & FHZ CAL

@& : H— Windows B iHi & 28 7 ZNEF iR HRIYF AL (client access licence, CAL). &X/E3) Windows B
AEF , BT EEBWSE CAL,

ER : P #%IRE EH Windows SEMER T4 HKEY_LOCAL_MACHINE\Software\Microsoft\MSLicensing 3E it M
ROBEEFEMRIASHAN —NEHAREB, ZEZEM Microsoft Windows Vista F1 Microsoft Windows 7 SF &

BRFEE  BIERAEEARNEIZERRMERE , ENMBRRIVIIMRI. BXESZHARFE , 2N Microsoft Al
REXE 187614,

3.1.17. 6963320 - £/ SGD Gateway W7 4.5 S FH L /5 Gateway hR7 4.6 B
ToEEREER| SGD

B : £ 90 K2 f5e , AP TEMER Gateway IR 4.5 E# %] SGD. fF Gateway AREIRAEK 4.6 i , AP T EERES
SGD,

F&R : SGD Gateway k7 4.5 ERBRHR N 90 KW BEZRIEH., XEWATE Gateway WEFIRIEZNBRIAEZ
% SSLiEP , LUK Gateway iEFH AT REBRSHIESE,

fF Gateway AREIRAEK 4.6 5 , AP EZEERED SGD , R Gateway BZ BRI BB,

BRRGE . MREFEANRE Gateway IRZA 4.5 , HHAREIMZA 4.6,

MRIB SN Gateway ARFIRAK 4.6 , WEERITIEBRESREB SGD TR —1 Gateway , 21 {Oracle Secure Global
Desktop 4.6 Gateway Administration Guide) 28 16 J1 LY "How to Install SGD Gateway Certificates on the SGD
Array" PR,

TERMRA 4.6 |, Gateway IE BRI 5T REHIEBHIE RN 3600 KXo AT Z Gateway WEFIHEZMNERIABEZ S SSL
IERHBEREN 365 X, MRBEHEF I SSL EERETHSH SSLIUEH , MEARNREZIES.

3.1.18. 6969404 - Solaris 10 OS ¥ & L/ PDF #TENjr] &
(@& : PDF $TENE Solaris 10 10/09 ¥ & L AI8ETLE T, PDF X4F&E R PostScript #iRE 2.

FRE : EL Ghostscript RAEFEN—NEHBIB, SGD EH Ghostscript T EN{E 3 #2% PDF X

RRFE - 1£ SGD BRE 8 L2 EHHRAH Ghostscript. HRAFE4E#E /opt/tarantella/var/info/gsbindir & 8 & #Y
Ghostscript Z 3 $I3X#4HH Z % B Fo

2 A Ghostscript ix4< 8.71 ¥iE 7 8 S,
3.1.19. 6970615 - X M FATEFH SecurlD W iF kW

B : f5F RSA Authentication Agent for PAM Bt , X BIFATEF# SecurlD RIFAK. X FEBEREA telnet ERERE
FEM X NARRF , aHBtkE &,

ER : £/ RSA Authentication Agent for PAM By — 2 Hl R,
BRAE FXNARFNREERNFEA SSH ERERES .

3.1.20. 6974464 - Ubuntu B Fim L H Kiosk =\, & /R [A] &

[BFH : £ Ubuntu B FI%E A £, B kiosk B E RO AREFH Ubuntu EE T ERER. ZHFEA Compiz EOEES
F B3 Ubuntu REEH T MRN 2 HI L EE,

RE : BIAERT , Compiz EOEERFR I REBXNEREZH
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6979110 - AR {L B LR 0] A

3.1.21.

3.1.22.

3.1.23.

3.1.24.

BREE  PUTUTE—8%E
+ 5 Ubuntu REXAMHERE.

+ Z% Compiz Config Settings Manager } £ B R 5 EFE M /S A "Legacy Fullscreen Support" ( IEX 2R X )
%I,

PR BB SRS # L B RE FF 2 & £ Mo

6979110 - Z<#b{L Y A A A

BER A LR HTML XHEFTA , MR2ERRX X,

RR : — M EHE=E,

fERIRTTE © ATBAM SGD Web BR S5 25 X0 71 EI SR EX AN it {6 X% HY PDF hR Ao

7004887 - £ Windows ZFimi& & L , ITENZIXXH KW

B YAFEES SGD &R Windows I FEF Hi%$F "Print to File" ( TENEISUHF ) FHETR |, TENENRIFE
FEEZEPIKIEE EMITEIRAFIH, Windows Vista # Windows 7 B iR & £ & HI MBI,

FRRA : ¥ Windows R4 — P EHE &,
fBIRT5 3% © Microsoft AIREEIE 2022748 H 48 7 5EMAF Windows Vista BB R %,

7014475 - ARBTF2RE LDAP &R IEES
AR - AR EF SGD hxAK 4.6 B R &R LDAP & RIIEE5.

FEE : @5 SGD 4.6 H5| A7 LDAP #58IMAE , FTAA RN T LFREX LDAP BRI ERFAT BN EMES, X858
WEEMNEZHMER , HSNE 1.1.3 T “Active Directory 1 LDAP #38",

BRFE . AREEFEE LDAP BRI ISR, BXUMAEE LDAP BFLIEHFNFMEL , HSM (Oracle Secure
Global Desktop 4.6 Administration Guide) # 2 ZH Y "Filtering LDAP or Active Directory Logins" &84 .

7020250 - 7£ 64 I SUSE Linux & L LS MER KK

[ : 1 64 i SUSE Linux £ A £%% SGD #EraEsRet , UNIX FHERLZ LM, £ SUSE Linux Enterprise
Server 11 L& ¥t & KL EE,

FRE : 64 f SUSE Linux & LFEMN—NE R,

BRRE % BEERFGERRE /opt/tta_tem/audio/src/sgdadem B FHHILAT X4 -

« & Makefile 3X#H |, R/ CFLAGS WFIB R BIE XN EXTRA_CFLAGS.

+ f£ sgdadem.h 3X#e | B TIT :

#include <linux/ioctl32.h>
WINBATAT -

#include <linux/version.h>

#if LINUX_VERSION_CODE < KERNEL_VERSION(2,6,22)
#include <linux/ioctl32.h>

#endif

7 sgdadem.h XHHTERE , BITUTHEREZEH B FHER,

# cd /opt/tta_tem/audio/src/sgdadem
# make

# make install

# /opt/tta_tem/bin/tem startaudio
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7022104 - EAREHRSH[ LEFHBRESERELN

3.1.25.7022104 - EAREHRFZSHLBIHELZEIEZLN

3.1.26.

3.1.27.

3.1.28.

3.1.29.

B FEAREIRZ 4.6 M SGD RESHFLEABIREEFNRELEEEAM. ELFIFEA tarantella security
enable TS B ANEBE T T2 EENARERZHE LSBT EE,

1EfE A tarantella security disable T RERBELREMN SR EHIR.
RHE : EARENRSEE LA tarantella security disable BHZ1E M — B &A1&,

ERFE  EARZE , ERSEES LIE1T tarantella security disable, #AJ5 W@ IZ 1T tarantella security enable 1E 4%
EWRSHLAYEERSEE.

12309146 - B 5 To7ETE Active Directory iR OU

[B& : £ Active Directory #1 LDAP £ & R A4 # 5t (organizational unit, OU) NiREMEME R, MM B ZRSERK
(Directory Services Integration, DSI) #% LDAP AP 2 B ARFE , FEERSAP2HIEBE, 3F OU B9 LDAP
BRTZRWm,

RHE : EEESAERN LDAP #RTRFFEN - EMEZ,

BRI E  RBHERFERBH LDAP RIS,

EEBRSAYT  BENAEFX RN "Assigned User Profiles" ( 2B KA FEE S ) &+,

£ "Advanced Search" ( &8 % ) #8407 , ¥ (objectclass=*) £ B M%) LDAP #BRIJEF, Hlun :

Idap:///OU=Users,OU=Marketing,DC=example,DC=com,DC=uk??sub?(objectclass="*)

12309185 - AL J5 , BEFH LDAP HiZ LMW
B : MRS 4.50 ARG , F& LDAP AFNERZBIEFET A,
ERA : =/ EHRAB, ATE# LDAP BBREFZENGREINE SGD 4.50 URERKEEN,

BRAE  BXRUOMAIBREBEFFENEAFE , BEKER Oracle BRI IFARZH SN hitps://support.oracle.com/
CSP/main/article?cmd=show&type=NOT&id=1316990.1,

12309385 - M HTTPS Z| HTTP B Gateway i ##k 5k

BE : APEEEINARERIFREEZRE A, 2 SGD Gateway BB FEMH T H Gateway 1 SGD IR 282 Al
ARMBH HTTP EER S HIEE,

R : 5 Gateway Ml SGD RSB/ AN ERETZENFEN —NEARE, MABERT , XEEERRZT2MH.

REE  TEEBEREERREBMT /opt/SUNWsgdg/httpd/apache-version/conf/extra/gateway/httpd-gateway.conf &9
Apache & ECEEEL & 14,

ERELTRAE :
ProxyPassReverse / https://gateway.example.com:443/

AT B

ProxyPassReverse / http://gateway.example.com/
ProxyPassReverse / http://gateway.example.com:80/

H | gateway.example.com £ SGD Gateway % #5.

12309559 - £ Internet Explorer 9 A Java #& U %

B EEFEFHIRE LERET JavaPlugin T8, HEERKEREFFAT Java HAR |, 18 SGD BEZKBRAMNE
BRASZ% Java, £ Windows F/i%F A L&A Internet Explorer 9 &% 2| SGD Bt & IR,
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13117149 - Active Directory AFEHR T ESTHNERF

3.1.30.

3.1.31.

BR : EH AR Internet Explorer B EEN —NE HE &,
BRAE  FERAUTEBRREEZ—.

« EBFE SGD Z#l , A Internet Explorer B ARAMME, BXRIMARTHBENFMAES , HS A Microsoft &R
X E 956197,

« HERT Java KNEIREER , BEH KR LA "Back" (FIR ) . EFALTBEBRARSE , SGD B iRERA
MEFETESES  BNSEREEY T EE.

13117149 - Active Directory AF B F HEZ N R
BE: MRAFEHEETETHNER (HINEEINTZTTEZER (U)) , W Active Directory I ilE £ K M,

£ A server/login/info BEEEERA , BEBMHPSERUTHEIR

javax.security.auth login. LoginException: Integrity check on decrypted field failed (31)

JR&E : Active Directory % iE 8 Kerberos BIEMY. X2 Kerberos WiFELE I £ DES mEHBATH —NE HEIE,
R - WEBMERFERIE SGD IRSE5 LMY krb5.conf Kerberos Bt & XA 22 1EEH DES %,

£ krb5.conf X ## [libdefaults] 8% FBFE L T 1T

[libdefaults]
default_tgs_enctypes = rc4-hmac des3-cbc-shal aes128-cts aes256-cts
default_tkt_enctypes = rc4-hmac des3-cbc-sha1 aes128-cts aes256-cts

13242998 - Bl E SGD Gateway By Z15

W8 : [EF SSL #5 Gateway 2 MM R 2 E BT HAEABRHBE.

RE : MR T , Gateway X B EHBOEMN | G LERBBANFRESD,

B3 SSL BRI R BN RBEANGIR  HSNE 234 7 ‘SSLEBXHNTBEM,
BRI - 49 Gateway BEN ERARMEENBEE , MTAE :

+ =1k Gateway,

# /opt/SUNWSsgdg/bin/gateway stop

« 1 Jopt/'SUNWsgdg/etc B FF , Bl —1E R ciphersuites.xml X # , ERXHEBEFREZBNFIR, H0 :

<ciphersuites>
<cipher>SSL_RSA_WITH_RC4_128_MD5</cipher>
<cipher>SSL_RSA_WITH_RC4_128_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA_WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_256_CBC_SHA</cipher>
<cipher>SSL_RSA_WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA</cipher>
</ciphersuites>

o FLUT 5B A= /opt/SUNWsgdg/etc/gateway.xml X4 , EZ X2 E ciphersuites.xmlo
<service id="sgd-ssl-service" class="SSL">

<keystore file="/opt/SUNWSsgdg/proxy/etc/keystore.client"

password="/opt/SUNWSsgdg/etc/password"/>

<xi:include href="ciphersuites.xml" parse="xml"/>
</service>
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Sun Type 7 RiBHEERE

<service id="http-ssl-service" class="SSL">

<keystore file="/opt/SUNWSsgdg/proxy/etc/keystore.client"

password="/opt/SUNWSsgdg/etc/password"/>

<xi:include href="ciphersuites.xml" parse="xml"/>
</service>

- EFE3) Gateway,

# /opt/SUNWSsgdg/bin/gateway start

3.1.32. Sun Type 7 HiE{g&Z )&
B3 : 5 Sun Type 7 HiIBREMAFLEMER SGD EBMAZRR.
RR : EFPWIZE LD Solaris OS &% (keytable)o
RRTE  REMNWEBNEFUAERTFIHIRE LRZEER (keytable)o

Fa EIMERF
SPARC & E£# Solaris 10 OS 121868
x86 ¥ & L# Solaris 10 OS 121869

3.1.33. "Start" ( FF#p ) LU ARRFBINFHEF

@R : £ Microsoft Windows & imit & FLLEREXFEH SGD EFiwE , AR TAELEE "Start" ( R ) T2 %KE
KRFBINFHERF.

EHE : X2HF Windows WEENHFBURAMEELERE , MARRBREZR]INFHIERF.
BRGE  BXRIEFMEE |, SN Microsoft HIREXE 177482,

3.1.34. Microsoft Windows Server 2003 M HREFN T AXREDHRRT 8 UEEIR
E

B : X F Microsoft Windows Server 2003 SRR , EFREZE LN ETHERENTAREDHUERT 8 i, &
Eo#ERSTF 1600 x 1200 BE S HIFRIH,

ERA : Windows Server 2003 KimRE LB EEN —NE B,

BRFE  AXRNAFHRERELME 16 NHFMES , HS A Microsoft IB4MERF 942610,
3.2. kA 4.63 P EHIRIEE

TRIIHTHE 4.63 RITRHPEENEKRER,

& 3.1. 1£ 4.63 RITRHPIEENHIR

2E i

16444653 ALARMS ARE UNRELIABLE

16403102 AGED PASSWORD HANDLER FAILS AFTER UPGRADE TO SGD 4.61

16355460 PORT 16317210: HUMAN READABLE APPLET NAME

16354407 PORT MOD_DEFLATE AND SERVERTOKENS TO 4.63

16354044 HIDE "CERTIFICATE WAS ADDED TO KEYSTORE" MESSAGES

16328224 CTRL KEY COMBINATION DOES NOT WORK WITH VT420 APP

16323698 AUTHENTICATION CONFIGURATION WIZARD : UNABLE TO CREATE A SERVICE OBJECT
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] iR

16323687 FIREFOX 4 DOES NOT DISPLAY ADMIN CONSOLE TABLE CONTENT

16323496 SYSLOG AUDIT MESSAGES SPANS MULTIPLE LINES

16323491 BLANK PULL DOWN MENUS WHEN RUN UNDER CWM BUT NOT UNDER METACITY

16323218 ADDITIONAL DIALOG BOX SHOWN WITH JAVA 7u11

16323196 PORT ROGUE SESSION CODE FROM 14827197: ADD CANCEL BUTTON TO H5C PROGRESS
CONNECTION DIALOG

16323189 JAVA APPS JERKY VIA SGD

16323105 FIX FOR POTENTIAL INFINITE LOOP IN DYNAMIC LAUNCH SHOULD BE PORTED TO MY
DESKTOP

16323102 PORT OF 12826145 FOR SOLARIS: UNIX CDM FAILS FOR USERS WITH UPPER CASE
CHARACTERS

16323077 MOUSE POINTER MOVES VERTICALLY WHEN NO USER INPUT IS GIVEN

16323072 NAMINGEXCEPTIONTHROWN RESULTS IN BLOCKED THREAD

16323051 SESSION INFORMATION OUT OF SYNC BETWEEN ARRAY MEMBERS

16323027 TTATSC CRASHES WHEN VIEWING CERTAIN URLS WITH WINDOWS 7 APP SERVER

16323010 REPROMPT FOR USER CREDENTIALS ON APPLICATION LAUNCH AFTER PASSWORD
CHANGE

16323003 EXCEPTIONS SEEN WITH MYDESKTOP/AUTOLOGOUT FUNCTIONALITY

16317686 DUTCH KEYBOARD MAPPING PROBLEM WITH WINDOWS CLIENT

16317678 NEED A 4.62 REPLACEMENT FOR 4.50 GROUP MATCHES FEATURE

16317664 GATEWAY CPU USAGE STEADILY RISING OVER A PERIOD OF UPTIME

16317617 TTATSC SPIKING CPU

16317507 WEBTOP SESSION IDLE TIMEOUT CAN FAIL IN AN ARRAY

16317460 SGD TTATSC (VDI) SESSION APPEARS TO CRASH WHEN USING PIVOT TABLE IN MS EXCEL

16317453 TTACPE DUMPS CORE PERIODICALLY ALTHOUGH NO ISSUE NOTICED BY END USER

16317433 AUTOMATIC PASSCACHE ENTRIES ARE NOT BEING CREATED

16317410 WORD DOCUMENTS FAIL TO OPEN OR SAVE WITH SGD 4.61 DRIVE MAPPING

16317402 SUNBT7032412 POTENTIAL INFINITE LOOP IN DYNAMIC LAUNCH

16296782 NEED TO SUPPORT THE TEM ON THE LATEST UEK KERNEL

16019885 SGD RPM INSTALLATION INCORRECTLY FLAGS LIBRARIES FOR SHARING

14836444 DUPLICATE MAPPED NETWORK DRIVES SHOWN ON WINDOWS APPLICATION

13836161 SMART CARD DATA ACCESS NOT WORKING WITH WINDOWS 2008 R2

3.3. hxZ< 4.60 H Ay 34 [E]

AFFIHT 4.60 RITHRE B AR,

3.3.1. UNIX, Linux 1 Mac OS X A EFRiZZ R IAITENAL

BRI X IR 1S M Microsoft Windows Bi fl R$5253T ENEI S UNIX, Linux 2% Mac OS X B IR IR ZFEEN T
Uh 3T ENHLES P68 A 9 BRIAST EDAL AR Zh#8 /+ 9 QMS 1060 Print Systems,

ZRINFTEDHIXZN R FH HP Color LaserJet 2800 Series PS,

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) BJ58 243 W , < F default.printerinfo.txt Bl i& X4 K15 B
NEMTAR :

When SGD is first installed, the default.printerinfo.txt file contains the following entry:
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[UNIX]
"_Default" = "HP Color LaserJet 2800 Series PS" PostScript

With this configuration, when users print from a Windows application server, they see a printer called _Default.This
printer prints to the default printer on the client using a basic PostScript printer driver, "HP Color LaserJet 2800 Series
PS".

332. BZNMRUBNEF A IREENHFRE

BEA SRR EE "Span Multiple Monitors (Kiosk Mode)" ( BB MNSMES ( Kiosk 3 ) ) EFHEEXHIRENT
BIEMREFER.

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) HY58 193 71 , FFLA T SERR R INE "Configuring Desktop
Size for Kiosk Mode Applications" 4,

EE
@ The desktop size for kiosk mode applications can also be configured from the webtop.Use
the Span Multiple Monitors (Kiosk Mode) option in the Client Settings tab.

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) K958 317 Tl {Oracle Secure Global Desktop 4.6 FF°
B WE 47 I, BUTRERMEIEFiHEEXHIRER.

®iE IR

Span Multiple Monitors (Kiosk AR X NRAEFE Kosk BEXTE RES LML EMSE £,
Mode) ( BZMNEMER ( Kiosk 1 \ . _
#x)) MRFHA , Kiosk R ERFESNMNEMEEFHITE R

WMRER |, Kiosk BXE RMUEA TR ARHTER. XEMIARE,

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) £ 193 T1#Y "Using Multinead or Dual Head Monitors" 3§
2 | iR "Configuring Desktop Size for Kiosk Mode Applications" 382 Y LA N ERS%

"X applications can be displayed in kiosk mode on a multihead or dual head monitor.

You configure kiosk mode display features with the <KioskArea> entry in the <localsettings> section of the client
profile, profile.xml on the client device.If the <localsettings> section is not present in the client profile, create a new
section.

The <KioskArea> entry defines the screen area used by kiosk mode.The available values are as follows:

« virtual — Uses the virtual screen size.All monitors are used.

* 0 - Uses the primary monitor only.This is the default value.

* 1 - Uses the secondary monitor only.

* n— (Multihead monitors only).Uses the nth secondary monitor only.

For example, to span the kiosk mode display across all monitors:"

<KioskArea>virtual</KioskArea>

3.3.3. X "Array Resilience" 0 M E IE

{Oracle Secure Global Desktop 4.6 Administration Guide) 28 340 TT#Y "Recovery Stage" B FHV AT BE TR E#,

"If an array splits into more than two arrays during the failover stage, the original array formation cannot be recreated
automatically.Manual recovery must be used."

BERENRBNIM TR
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"If an array splits into more than two arrays during the failover stage and the Action When Failover Ends (--array-
primaryreturnaction) attribute is configured as Restore original primary (accept), the original array formation is

recreated automatically.

If the Action When Failover Ends attribute is configured as Restore array with a new primary (acceptsecondary), the
original array formation cannot be recreated automatically.Manual recovery must be used."

3.3.4. X "Dynamic Launch" 8% FE IE

1£ (Oracle Secure Global Desktop 4.6 Administration Guide) #I58 170 WLt , sgd-webservices.jar LRI B EFIE
.

EHEAREM TR

/opt/tarantella/bin/java/com/scol/tta/soap/services/proxy.

3.3.5. NI RITREBRE T
EATHXEEBEEXINGTTRERMIRNTEBES.
1£ {Oracle Secure Global Desktop 4.6 Gateway Administration Guide) & :
s EBS9 ML, ZBENRBNE M TR :
"Separate multiple filter-spec entries with a comma, and enclose the entire string in double quotation marks ("™)."
«c EE 60 ML, BXREESMERTIRBH RO LM TR

"192.168.0.250:sgdg:gateway1.example.com:443,\
*:direct:sgd1.example.com:80"

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) = :
« EE 5L, S\EDNS EHE BN REIKH M TR :

$ tarantella config edit --server-dns-external \
"192.168.10.*:boston.example.com” "*:www.example.com"

s EE12WE, FIRAREN ROIMYS M TR

"192.168.5.*:CTDIRECT" \
"192.168.10.*:CTSOCKS:taurus.example.com:8080" \
"*:CTSOCKS:draco.example.com:8080:ssl"

s EE1BWE , NANAERIREPEES MNIIRBROECEN LW T AR

"Separate each filter with a space and enclose in double quotation marks ("").For example, "filter1" "filter2" "filter3"."
« 1£28 391 TIMY "Log Filters" o H , BENBN H M TR :
"Separate multiple filter entries with a space and enclose each filter in double quotation marks ("")."

1£ 58 496 T1HY "External DNS Names" #7# , "Usage" BEREN T FRH M TFANA :

"Separate multiple DNS names with a space and enclose each DNS name in double quotation marks ("")."

ERE—L , A& DNS & FRE B/ RIS S W FAR

--server-dns-external "192.168.10.*:boston.indigo-insurance.com" "*:www.indigo-insurance.com”

3.3.6. FIEHAI XY URL & - R AR B Fop 44 b ik

BE& Sun XHY¥ER (docs.sun.com) BIXH , BRMHI XA LR E T IERK XA URL MBS RIRE FERAF b FA1E
B
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XA URL WA ¢
http://docs.oracle.com/cd/E19351-01/index.html
EXTHNATREEFERN S FERHiut FEARA,
1t B RN B T 3R
+ {Oracle Secure Global Desktop 4.6 Administration Guide)

{Oracle Secure Global Desktop 4.6 ZZ55)
+ {Oracle Secure Global Desktop 4.6 AAF15&)

{Oracle Secure Global Desktop 4.6 Gateway Administration Guide)
+ {Oracle Secure Global Desktop 4.6 ¥ & X#FMETiHA)

3.3.7. XHPEE LM --force LI

{Oracle Secure Global Desktop 4.6 Administration Guide) K3 D 4&iR# 7 tarantella stop # tarantella restart 5%
S T --force &M,

--force IRINFE 4.6 ZTHRFEINHEFTETH,
3.3.8. X¥ "SGD Remote Desktop Client" #f2 H & IE

{Oracle Secure Global Desktop 4.6 Administration Guide) £ 152 W t SGD ZRKHEF M IHN G SRR G IR BB
-windowskey JEINHY BRIAIRE I on.

-windowskey JEIH BRIAIRE N off,
3.3.9. B X i 5|1 Z M ux O 4 38
ERMASAEPRD T AR FHELRER,

MR SGD ZREAEMBS EEFERN X ERmO , NN ARRFEHFIE R E TR, NMARFRERL
ST Ko

fRRTERBERIG O, Bk X UG ZEER,

EEBREH AT | IS RSN SGD RS EFM "Protocol Engines" ( X 51%E ) - "X" T+ , £ "Command-Line
Arguments" ( TS ) FERHBEA -xport portnum , E & portnum 2EHERE TCP 05,

HE , BAAERUT®S :
$ tarantella config edit --xpe-args "-xport portnum"

EHBRSANHO , A BB RIEE -xport portnum , I RFTR :

$ tarantella config edit \
--xpe-args "-xport portnum_1" "-xport portnum_2" "-xport portnum_3"

FREGH BRI X UG BER. REMN X UG BRZ RN,
3.3.10. X --suffix-mappings %W SCA4HY E 1IE
X FRIREY tarantella service T HY --suffix-mappings I E#,

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) Fff3& D #% 820 W% 825 W LMW HEIMEH , LT
BETILER

"Applies only to Active Directory service objects."
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Xt tarantella object new_windowsapp # S #IE IE

ZBCENABTN LM TR
"Applies to Active Directory service objects and LDAP service objects that connect to Active Directory."

1£ {Oracle Secure Global Desktop 4.6 Administration Guide) 58 2 ZE 5 98 W #Y "Suffix Mappings" Z8% PV E — N9
FRYMTANR

"The following information applies to Active Directory service objects and LDAP service objects that connect to Active
Directory."

3.3.11. X} tarantella object new_windowsapp & HYE IE

EREITHRS , £ tarantella object new_windowsapp &5 I Windows B AREFXT&RAT , "Window
Manager" ( & Q& 28 ) (--winmgr) BEF T,

{Oracle Secure Global Desktop 4.6 Administration Guide) KiZ D 58 744 T L tarantella object new_windowsapp
WMHHEERMIE T --winmgr B %,

3.3.12. tarantella config reload 4 Y 3C#Y

ERAH X ERD tarantella config reload ar S EIEAE S,

{Oracle Secure Global Desktop 4.6 Administration Guide) H{3% D 158 688 T1 _LH "The tarantella config Command"
MoPRHETEUTER.

tarantella config reload

Reloads properties for the server where the command is run.

Syntax
tarantella config reload [ --login-beans ]
Description
The following table shows the available options for this command.
Option Description
--login-beans Reloads server properties related to authentication, such as
com.sco.tta.server.login.DSLoginFilter.properties.
This option can be used to reload properties on a secondary server, without restarting the
server.
Examples

The following example reloads all authentication properties for the server where the command is run.

$ tarantella config reload --login-beans

3.3.13. X Windows SHESRERHNEIE

{Oracle Secure Global Desktop 4.6 Administration Guide) Kf3 A #5 468 T L# Windows 5% E R & (--array-
audio-quality) J& I ST EH,

"High Quality Audio" ( @ REEM ) REMNERN LM T AR
+ High Quality Audio — 44.1 kHz.

[&@—TT L "Description" &5 DA T % :
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¥ "Upgrading the SGD Gateway" FE IE

"If the application server hosting the Windows application does not support the High Quality Audio setting, the audio
rate is downgraded automatically."

3.3.14. X "Upgrading the SGD Gateway" FY & IE

{Oracle Secure Global Desktop 4.6 Gateway Administration Guide) £ 5 Tt "Upgrading the SGD Gateway" # %
KT AFFER,

"When you upgrade the SGD Gateway, your original configuration, such as keystores and routing proxy configuration
files are preserved.There is no need to reconfigure the SGD Gateway after upgrading.”

ZAFHRBNIMTAR

"When you upgrade the SGD Gateway, most of your original configuration, such as routing proxy configuration files is
preserved.However, the upgrade process overwrites any self-signed certificates used by the Gateway.

After an upgrade, you must reconfigure the SGD Gateway.Follow the standard configuration steps for authorizing a
Gateway to SGD, as described in "How to Install SGD Gateway Certificates on the SGD Array" on page 16."

BXREARZREFHBE SGD Gateway WEZHMELR , S M E 3.1.17 17 6963320 - £ SGD Gateway M4~ 4.5
RARGH Gateway kA 4.6 BF , FToiEEEE] SGD”

3.3.15. WHTENPEHERR =B E IE

{Oracle Secure Global Desktop 4.6 Administration Guide) 2 5 EH % 250 1 £ "For PDF Printing, is Ghostscript
Available on the SGD Host?" 3T ENEFEHERREBH RO LT A F

"Try upgrading to the latest version of Ghostscript.After upgrading, ensure that the symbolic link /opt/tarantella/var/info/
gsbindir points to the directory where the new Ghostscript binaries are installed.”

3.4. RERIFM IR = A=A

AFTRMBERNMIRME R BILZEXR Oracle Secure Global Desktop =R IFHE .

ERERIBRBZE—MAIE , AFHEREE %X B Secure Global Desktop HifF#t Xitiz, Liz2HATEXKER |
& Secure Global Desktop #f#F#Xitiz E R mHEETRILAEHESE] Oracle HEIE, MREFERERBAEIT
T “Oracle FRAESZIFHL , M AiZiEE Oracle Support ( {F https://support.oracle.com ) &IE 244,

MREEREFEE , FRUEUTES (WRER)
- FEHER , SERERBHEEARX EHRESENZE,

« UEHRE, RERSGRA, REREBENRAR, ESHRATREES (SFELMANFREBIER ) UARTESR
Wi ) B B AR A

« BERNBTENEASR , MEERRE,
« FREHIR B ESHKOHEE,

3.4.1. B Oracle TRZ#HEPI 1B R

MBEA Oracle B ZIFFRIARF (Customer Support Identifier, CSI) , ¥ 5t 2= f# A My Oracle Support ( Pt}
https://support.oracle.com ) KRG, & Oracle BREF CSI TBREEHNEIE. E=FRGIBRE=FE
B,

MRTERRIEHFE , F1@ Oracle TRZIF/NMARERE , LIRIMBEARBERFRMEETRAZ, ATROINIE
IRMEEUTERREFHRREHEE

« I&H Oracle & F XIFHRiAHF,
o BRI M.
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IR 4.63 X E=HEEFHANENR

« SRFEE Oracle #BYARIRAY R B R Z R o

MREFMEEHSH CSI, FHEBEPTEE R/ XA R ARS H 0 (http://www.oracle.com/us/support/
contact-068555.html) , RA/FEAR Oracle BRSFRITRBIE —MNEFARRFER (service request, SR) , FRBIEM CSI, IR
B CSI & , #ETRETLUEF My Oracle Support 8241,

3.5. X7 4.63 AN E=HEEFHNENR

AT Apache E2FEHER T SGD R 4.63,
AE

BX SGD EHAMNE=SRHNWEMERFEH , 53N (Oracle Secure Global Desktop 4.6
Administration Guide) o

Apache HTTP Server
Copyright 2013 The Apache Software Foundation.

This product includes software developed at The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications(NCSA) at the University of lllinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various maodifications by Spyglass Inc., Carnegie Mellon University,
and Bell Communications Research, Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source
software, written by Philip Hazel, and copyright by the University of Cambridge, England.
The original software is available from
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

Apache Portable Runtime
Copyright (c) 2011 The Apache Software Foundation.

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications (NCSA) at the University of Illinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm.

This software contains code derived from UNIX V7, Copyright(C)
Caldera International Inc.

Apache Portable Runtime Utility Library
Copyright (c) 2011 The Apache Software Foundation.

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications (NCSA) at the University of Illinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University,
and Bell Communications Research, Inc (Bellcore).

Apache Tomcat Connectors
Copyright 2002-2012 The Apache Software Foundation

This product includes software developed at The Apache Software Foundation
(http://www.apache.org/).

This software contains code derived from UNIX V7, Copyright(C)
Caldera International Inc.

Apache Tomcat
Copyright 1999-2012 The Apache Software Foundation
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This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

The Windows Installer is built with the Nullsoft Scriptable Install System (NSIS), which
is open source software. The original software and related information is available at
http://nsis.sourceforge.net.

Java compilation software for JSP pages is provided by Eclipse, which is open source
software. The orginal software and related information is available at
http://www.eclipse.org.

== NOTICE file corresponding to section 4(d) of the Apache License, ==
== Version 2.0, in this case for the Apache Axis distribution. ==

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

The following applies to all products licensed under the Apache 2.0 License:

You may not use the identified files except in compliance with the Apache License,
Version 2.0 (the "License.")

You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0.
A copy of the license is also reproduced below.

Unless required by applicable law or agreed to in writing, software distributed under

the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY

KIND, either express or implied.

See the License for the specific language governing permissions and limitations
under the License.

License: Appache 2.0, 2004; http://www.apache.org/licenses/LICENSE-2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
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"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
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You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Your modifications, or

for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

40



IR 4.63 X E=HEEFHANENR

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS 1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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