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Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

(Abbreviation or Terminology [ FullName
Administrative Console | ESSO-LM Administrative Console

Agent | ESSO-LM Agent

FTU | First Time Use Wizard

ESSO-AM | Oracle Enterprise Single Sign-on Authentication Manager
ESSO-ODE | Oracle Enterprise Single Sign-on On Demand Edition

ESSO-PG | Oracle Enterprise Single Sign-on Provisioning Gateway
ESSO-KM | Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM | Oracle Enterprise Single Sign-on

ESSO-PR | Oracle Enterprise Single Sign-on Password Reset
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About ESSO-PG

Oracle Enterprise Single Sign-on Provisioning Gateway (ESSO-PG) enables an administrator to
automatically provision ESSO-LM with a user’s ID and password by using a provisioning system.

An administrator is able to add, modify, and delete IDs and passwords for particular applications
within the provisioning system and have the changes reflected in ESSO-LM. From the provisioning
system, an administrator can delete all usernames and passwords inside of ESSO-LM so that a
user’s access to all protected applications is eliminated.

This guide describes the ESSO-PG functionality and provides instructions for installation and
configuration.

This guide is intended for experienced administrators responsible for the planning,
implementation, and deployment of ESSO-PG. Administrators are expected to understand single
sign-on concepts and be familiar with Internet Information Services, Windows Registry settings,
and the ESSO-LM Administrative Console. Persons completing the installation and configuration
procedure should also be familiar with their company’s system standards.
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Installation Overview

ESSO-PG is installed as an add-on component to Oracle Enterprise Single Sign-on (ESSO-LM).
ESSO-LM must be installed prior to installing ESSO-PG. ESSO-LM automatically recognizes ESSO-
PG when it is installed. The following list contains the procedures that must be followed to
successfully install ESSO-PG.

Before you begin the installation and configuration process, carefully review the system
requirements and verify that your system meets those requirements.

There are several procedures that you must complete to install and configure ESSO-PG:

Installing the Server

Creating or identifying a User Account for Anonymous Logon
Enabling SSL

Installing the Client CLI

Installing support for the Agent

If you are upgrading from an earlier version of ESSO-PG, refer to the Upgrade Notes.
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Installing the Server

Installing the Server

To install and configure the ESSO-PG Server:

1.
2.

Close all programs.

Insert the installation CD in your CD-ROM drive (or start the installation from a shared network
drive).

On the main menu, click Install ESSO-PG Server to begin the installation.
On the Welcome Panel, click Next.

The License Agreement panel opens. Read the license agreement carefully. Click the I accept
the terms in the license agreement button and click Next.

On the Customer Agreement screen, enter your user name, organization name, and select
who to Install this application for: All Users or Only for you. Click Next.

On the Setup Type screen, select Complete or Custom. Complete installs all program files.
Custom allows you to choose which program files are installed and where they are installed.
Custom installations are only recommended for advanced users. Click Next.

ESSO-PG is ready to be installed. Click Install. Wait for the installation to complete. When it is
done, click Finish.
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Installing the Server on Windows Server 2008

If you are installing the ESSO-PGServer on a Windows 2008 machine, you need to take some
extra steps to ensure that the server installs and runs properly.

Before Installing the ESSO-PG Server

Because Windows 2008 uses a newer version of IIS (Internet Information Services), you must
turn on IIS compatibility mode for the previous version of IIS if you are installing the ESSO-PG
Server on a Windows 2008 Server machine.

To add the IIS 6 Management Compatibility role service to IIS:

1. Start your Windows 2008 Server.
2. From the Initial Configuration Tasks screen, under Customize This Server, click Add Roles.
3. Inthe Roles window, select Web Server (IIS); click Next.

4. Inthe Role services window, scroll down and select IIS 6 Management Compatibility.

Raole services:

[ | Digest Authentication a|
[] client Certificate Mapping Authentication
[] 115 Client Certificate Mapping Authentication
[ ] URL Authorization
[#] Reguest Filtering
[] 1r and Domain Restrictions
B [E Performance
IZ Static Content Compression
l: Dynamic Content Compression
= [E Management Tools

II 115 Management Console

[ ] 115 Management Scripts and Tools

|: Management Service

= 115 & Management Compatibility
| TIS 6 Metabase Compatibility

[/] 115 & WMI Compatibility
[#] 115 & Scripting Tools
IZ 115 & Management Console
=[] FTP Publishing Service
|: FTP Server
|: FTF Management Console —

5. Click Next.
6. 5. From the Confirmation screen of the Add Roles wizard, click Install.

7. After configuring IIS 6 Management Compatibility, install the ESSO-PGServer. See "Installing
the Server" on page 7.)
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After Installing the ESSO-PG Server
Now you need to create a new App Pool and move your ESSO-PG Console and ESSO-PG Service
into it.

1. GotoPrograms > Administrative Tools > IIS. From the IIS Manager, select 2008SRV-
STD > Application Pools.

Right-click Default App Pool and select Add Application Pool... from the drop-down menu.

For the name of the new app pool, enter Classic .Net App Pool. From the Managed Pipeline
Mode field drop-down menu, select Classic.

4. Name the new pool Classic .Net App Pool. In the Managed Pipeline Mode field, select
Classic.

Qél Application Pools

This page lets vou view and manaoe the list of aoolication pools
Sall Add Application Pool e
proce

isolat Name:

Filte IClassi-: .MET AppPool

|
Mam  .MET Framework version: ged P
E¥c [ NET Framework v2.0.50727 =l lrated
-=.? rated

Managed pipeline mode:

[Cassic ] EI

MV start application poal immediately

Ok I Cancel

1| | i

5. Return to 2008SRV-STD >Sites>Default Web Site and right-click ESSO-PGConsole.

6. Select Manage Application >Advanced Settings. In the Advanced Settings window, select
Application Pool. In the Select Application Pool window, select Classic.
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Advanced Settings 7] x|
B (General)
Application Pool DefaultAppPool
Physical Path C:\Program Files\Passlogbd\v-GO PM\Console
Fhysical Path Credentials
Physical Path Credentials Logon Type ClearText
Virtual Path G0 PM Console
B Behavior
Enabled Protocols http
select Application Pool 2] x|

Application pool:

DefaultAppPool j

DefaultippPool

Net Framework Version: 2.0
Fipeline mode: Integrated
oK I Cancel
Application Pool
[applicationPool] Configures this application to run in the spedified application pool.
Ok Cancel |
A

7. Click OK.

8. Follow the same steps to move the ESSO-SAM Console, the ESSO-SAM Service, and the ESSO-
PG Service into the Classic .NET App Pool.
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9. From the list of available Role services in IIS, select and install all of the Security Role services.

= 0 )
! : Select Role Services

Select the role services to install for Web Server (T15):

Confirmation Role services: Description:
Progress - Web Server provides support for
L] Logging Tools. d HTML Web sites and optional support
Results Request Monitor (Installed) For ASP.NET, ASF, and Web server
[ Tracing extensions, You can use the Web
[] Custom Logging Server ko host an internal or external
[ ] ODBC Logging ‘Weh site or bo pravide an environment
for developers ta create Web-based

= Security (Installed)
Basic Authentication (Inskalled)
‘Windows Authentication (Installed)
Digest Authentication (Installed)
Client Certificate Mapping Authentication (Instal
115 Clignt Certificate Mapping Authentication (Ins
URL Authorization {Inskalled)
Request Fitering {Installed)
IP and Domain Restrictions (Installed)
= & Performance (Installed)
Skatic Cantent Compression {Installed)
|: Crynamic Content Compression
= [E Management Toals (Installed)
115 Management Console (Installed)

| [T 115 Management Scrits and Tools | _lﬂ
4 4

More about role services

applications.

= Frevious | Mexk = | Imskall | Cancel I

¥, For all Web Services using .NET and IIS, where .NET is installed before IIS is
4 configured, you must run the command “aspnet_regiis —i from the command prompt
after you have completed all of the other steps. (The aspnet_regiis tool is located in
"%WINDIR%\Microsoft.NET\Framework\v2.0.50727.)

Configuring a 64-bit OS to Run PM Server and SAM Server

On a 64-bit Windows 2003 Server, you need to enable IIS 6.0 to run 32-bit applications. To do so:

1. Open a command prompt and navigate to the %systemdrive®%\Inetpub\AdminScripts direc-
tory.

2. Type the following command:
cscript.exe adsutil.vbs set W3SVC/AppPools/Enable32BitAppOnWin64 “true”

3. Press ENTER.
Restart IIS.

:Zi_ These steps should be done after installing the PM/SAM Server.

On a 64-bit Windows 2008 Server, you need to enable running 32-bit applications for the Classic
.NET Application Pool:

1. Open Internet Information Services (IIS) Manager.
2. Click Application Pools.
3. Right-click Classic .NET AppPool and select Advanced Settings...
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4. Change "Enable 32-bit Applications" settings to True.

5. Click OK.

E (General) =
MET Framewark Version w20
Enable 32-Bit Applications True ;I
Managed Pipeline Mode Classic
Mame Classic .MET AppFoal
Queue Length 1000
Start Automatically True
E CPu
Lirit 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294967295
E Process Model
Identity ApplicationPoolldentity
Idle Time-out (minutes) 20
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
| Startin Time |imit fzernnds) an =
Enable 32-Bit Applications
[enable32BitAppOnWing4] If set to true for an application pool on a 64-bit operating
system, the worker process(es) serving the application pool will be in WOWa4
(Windows on Windowsa4) mode, Processes in WOWE4 mode are 32-bit processes...

QK Cancel |

4

6. Restart IIS.
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Creating or Identifying a User Account for Anonymous
Logon
You must create or identify a dedicated Anonymous User account through which ESSO-PG users

and administrators access ESSO-PG Web Services. This Anonymous User account should be a
member of the Administrators group.

Because the default Anonymous User account in IIS, IUSR_MACHINE_NAME, is not a member
4 of the Administrator group, you must create or choose a domain user account that is an
Administrator; this will allow the account to perform the following tasks:

e Change which Web service account to use from the management console
e Read from and write to the directory service (if AD or ADAM)
e Write to the local-machine registry IHKLM).

To create a new user account or assign Administrator rights to an existing account, use the
Active Directory Users and Computers console (for an Active Directory domain) or the
Computer Management console (for non-AD domains)

The user account you create or choose is specified as the Anonymous User dialog of the Services
tool during this step.

Click Start > Program Files > Administrative Tools > Internet Information Services.

2. Locate the ESSO-PG Console node in the tree, right-click on it, and click Properties.
3. Click the Directory Security tab and click the Edit button next to Anonymous Access
4. Mark the Anonymous Access checkbox and enter the username and password of the anony-

mous user. The anonymous user must have local administrative access.

By default, the ESSO-PG Management Console is not restricted. Any user with a credential in
" the backend storage can log in. If you want to restrict access to a particular group, please see
the Additional Security Settings in the ESSO-PG Administrator Guide.

Give the IIS Anonymous Account Access to ADAM

:Zj This step only applies to ADAM users. Use the account chosen in Step 4 above.

1. Click Start, point to Program Files, point to ADAM, and then click ADAM Tools Command
Prompt.

2. Enter:
dsacls [\\SERVER:PORT\DISTINGUISHED NAME] /g [USER]:ga /i:t"

For example:

dsacls \\localhost:50000\ou=pm, dc=passlogix,dc=com /g PLX\PMWeb:ga
/it

3. To verify that the account was given access, type:
dsacls \\SERVER:PORT\DISTINGUISHED NAME

The output shows the security information for the directory object. The v-GO PM Anonymous
Account should appear in the list with full access.
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Give the ASPNET Account Additional Privileges

:Zj The following step is for Windows 2000 users only.

You must give ASPNET the “Act as part of the operating system” privilege:

1.

u »h W N

Open the MMC console by clicking Start > Run. Type mmc and then click OK. The Microsoft
Management Console opens.

On the File menu, click Add/Remove Snap-in.

On the Standalone tab, click Add.

In the Add Standalone Snap-in dialog, highlight Group Policy and click Add.
On the Group Policy dialog, select Local Computer and click Finish. Click OK.

If you are installing the ESSO-PG Console on a workstation that is a domain controller,
4 instead of selecting Local Computer, click Browse and search for Default Domain

Controller Policy. When you complete the next step in the procedure, Default Domain

Controller Policy will be displayed in the MMC instead of Local Computer Policy.

In the MMC, click the + sign to expand Local Computer Policy and continue expanding Com-
puter Configuration > Windows Settings > Security Settings > Local Policies. Dou-
ble-click on User Rights Assignment.

Double-click Act as part of the operating system and click the Add User or Group button.
Select the ASPNET account and click OK. Click OK again.
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Enabling SSL

An X.509 Certificate for SSL must be obtained from a trusted certificate authority. This trusted CA
must be installed in the list of trusted Root CAs.

The certificate must be valid for the current date and must contain the name of the Web site
(machine name).

The following instructions assume that these certificates are available at known locations.

The following articles from the Microsoft Web site can be referred to for information on
= installing certificates and setting up SSL:

"How to: Obtain an X.509 Certificate” http://msdn2.microsoft.com/en-
us/library/ms819929.aspx

“How to: Set Up SSL on a Web Server” http://msdn2.microsoft.com/en-
us/library/aa302411.aspx

If you use Microsoft Certificate Services to obtain the X.509 certificate, choose a Server
Authentication Certificate. Also, enable the Mark keys as exportable and Use local
machine store options under the Key Options section.

1. Goto Control Panel > Internet Information Services. Right-click Default Web Site.
Select Properties.

Y Internet Information Services 10| x|

Fl= Acthion Wiew Help

e~ A0 FRE @ 2> =

" Inteenet Information Services Name | Path | Starus
- B RAWINGPYL (local computer) w-GO P Console C:\Program FilesiPasslogixly-GO FM. ..
= —I Web Skes w=0) P Service Ci\Program Files\Passlagixiy-G0 PM...
[#] y  Explore _] aspnel.:_cienl
X 3] hielp. gif
- i QJ'H :
i B ] isstart.asp
S 9] localstart. asp
Start !| mrirrc. gif
Stop 3] pagerror.gf
Pause 3] prinit. gif
Hew 9 3] warnir!g.gir
Al Tasks y 1] web.gif
3] wirixp. gif
L »
| 5

Opens proparty shest For the current selection. |

2. Click the Directory Security tab and under Secure Communications, click Server Cer-
tificate.

— Page 15 of 27 —


http://msdn2.microsoft.com/en-us/library/ms819929.aspx
http://msdn2.microsoft.com/en-us/library/ms819929.aspx
http://msdn2.microsoft.com/en-us/library/aa302411.aspx
http://msdn2.microsoft.com/en-us/library/aa302411.aspx

ESSO-PG Installation and Setup Guide

Default Web Site Properties kil 4
webSke | Performance | ISAPIFters | Home Carcbony
Doouments Cwectory Security ] HTTP Hesders ] Customm Erroes
- Authentication and access conkrol

Enable anorymous scoess and adi thes

Wnﬁmtﬁw-mm.@
1P address and domain name restricbons

Grank or deny acoess bo bhis resounce using

1F addresses of Inbemet domain names,

SELUre COMEMLUTRCALONS.
REquire SBCLNS COMTAMICAkions and
=9 eriabile chert certficates when this Server Cestiicate. .. |

PESOUNCE B Aoesaed, ow

3. The Web Server Certificate Wizard opens. This is where you generate a request for a certificate.
Click Next.

4. Select Assign an existing certificate and click Next.

115 Certilicate Wizard | x|

Server Cerlhoate
Thoecte i thee: rrasthedsdds fod adsigning & cadificale bo a'wWeb sbe

Select the method pou wart bo e for thes web site:

" Comabe anew certificale,

i+ isan an saiting ceiticate

T Il & corlificsbe hom a Key Manager backup fle.

1 Impoit & certificats hom a .pha e

" Copy o Move a cesticate fiom a 1emole serves site (o Hhis site.

cgock [ bewr | cocad |

5. Highlight the certificate to assign and click Next.
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6.

10.

Seiver Cedbilicabe
T s thaee meticds for sssigring a certificate o4 Web e

St th mathioed jaoin weand b et T il v sl
= Cinabe & rever oria: b

™ Ao an g cotificaln
™ Imnprt & certicabs from a Fap Mansgsr backup s

cgack [ Hets | Caen |

The default SSL port is 44 3. Accept the default and click Next.

55L Port -

Sipecify thee 551 paoet fioe Bhis e gile,

551 poet this web sbe shoubd use:

o

cBack [ Meas | cance |

Review the summary of your request. Click Next.
Click Finish.
The Directory Security tab will still be open. Under Secure Communications, click Edit.

In the Secure Communications dialog box, check Require secure channel (SSL) and
Require 128-bit encryption. Click OK to close the dialog.
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11.

12.

Secure Communications |

—Iv Require secure channel (5513

v Fequire 128-bit encryption

— Client certificates

" Ignore client certificates
" Accept client certificates
{* Require client certificates

™ Enable client certificate mapping

Client certificates can be mapped to \Windows user

accounts, This allows access conkraol Eo resources using Edi
client certificates. dit...

™ Epable certificate brust list

Zurrent CTL: I j

Mew .. | Eelir,, |

(]4 I Zancel | Help |

On the Internet Information Services Tree (see screen following step 1), select v-GO PM Con-
sole. Right-click and select Properties. To enable SSL for the Console, repeat steps 2 through
10. The next two steps ensure that the Console can communicate with the Web service.

Select the ASP.NET tab (on the ESSO-PG Console Properties dialog box). Verify that the
ASP.NET version is set to 2.0.x. (Ifitis not set to 2.0, change the setting, then click Apply).
Click Edit Configuration.

v-GO PM Console Properties i 2]
Wrtual Directory I Documents ] Directory Securnty ]
HTTP Headess | Custom Enots ASPNET

Mi

ﬁgP.net
ASPNET veron T -
Virtual path: [/+G0 PM Console
File location: |mumms and Seltings\Administiator\Deski
File creation date: |1fqmos1&3&35m
File last modified: [12/21/2005 1:47:54 PM

Edi Configuration. . |

oKk | Concel e
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13. Under Application Settings, select localhost.UP and click Edit.

.:,'_-:'II'EP.‘*ET Conliguration Settings _ﬂl
General | Custom Ences | Authorization | Authentication | Application | State Management | Location: |
r Connechon string manage:
Nawe | Connechion Paismetes
LocaSpSever data sowrre= | SO EXFRESS ntegrated Secum=RSS AtachDRbnant=jlataly
i| | »
Add | it I o I Flese J
[ Vialse
None
|Rigplace with certficate Subgsct Mame)]
ED
| ¥
Add | Edt | Remows | Rest |
[Faih w2000 Defo Web She/vGOFM Corsle | OK | Coneel | iov | Heb |
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Configuring Syslog

After ESSO-PG installation is complete, you must configure Syslog:

1. Click on the Settings option, then click on the Event Log.
2. From the Database Type drop-down list, select Syslog Daemon.
3. Click Save Changes.

Complete the following Registry changes:
1. Open regedit and navigate to the following location:
HKEY LOCAL MACHINE\SOFTWARE\Passlogix\Extensions\EventManager\Syslog

2. Enterthe IP address of your Syslog server in the RemoteAddress key.

If you are using a non-standard Syslog port, enter the correct port number of your
= Syslog server in the RemotePort key.
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Installing the Client CLI

This installation procedure is optional. The ESSO-PG Client CLI SDK is supplied as an
= integration component for Provisioning Solutions.

The ESSO-PG Server provides a Web service that allows integration with other third-party
provisioning systems. The ESSO-PG CLI is used to communicate with this Web service. You can
use it as a traditional scripting tool or, if you prefer, you can use the SDK library to develop more
complex integration solutions and connectors for the ESSO-PG Server.

Complete the following procedure to install and configure the ESSO-PG CLI. For more information
on the CLI syntax and usage, refer to the ESSO-PG CLI Guide.

1. Close all programs.

2. Insert theinstallation CD in your CD-ROM drive (or start the installation from a shared network
drive).
3. On the main menu screen, click Install ESSO-PG Client CLI/SDK to begin the installation.

On the Welcome Panel, click Next.

5. The License Agreement panel appears. Read the license agreement carefully. Click the I
accept the terms in the license agreement button and click Next to continue.

6. On the Customer Agreement panel, enter your user name, organization name, and select who
to Install this application for: All Users or Only for you. Click Next.

7. The Setup Type panel appears. Select Complete or Custom. Complete installs all program
files; Custom allows you to choose what program files are installed and the location. Custom
installations are only recommended for advanced users. To install the Java CLI, you must
choose the custom panel. Installation choices for the Java CLI are for JDK 1.4 or 1.5.

8. Select the proper setup options and click Next.
9. ESSO-PGis ready to be installed. Click Install.
10. When the installation is complete, click Finish.
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Installing Support for the Agent

To install and configure the ESSO-PG support for the ESSO-LM Agent:

1. Close all programs.

2. Insert theinstallation CD in your CD-ROM drive (or start the installation from a shared network
drive).
3. Click Install ESSO-PG Support for v-GO SSO Agent to begin the installation.

On the Welcome panel, click Next.

5. The License Agreement panel opens. Read the license agreement carefully. Click the I accept
the terms in the license agreement button and click Next to continue.

ESSO-PG is ready to be installed. Click Install.
7. When the installation is complete, click Finish.

Setting the CycleInterval Registry Key

In order for ESSO-PG to function properly, the ESSO-PG Agent must synchronize to retrieve the
provisioning instructions from the directory.

When you deploy ESSO-PG, you must decide on the synchronization interval. The
CycleInterval registry key is used to force synchronization to occur on a regular interval. If this
is not set to a non-zero value, synchronization only occurs upon some user action. This is not the
desired behavior with ESSO-PG. Oraclerecommends that this key be set to a value, for example,
15 minutes. This setting would guarantee that the provisioning instructions are pulled down from
the directory within 15 minutes (or whatever interval is set) of when they are put there by the
ESSO-PG Server.

TheCycleInterval registry key can be set through the ESSO-LM Administrative Console:

1. Open the ESSO-LM Administrative Console by clicking Start, point to Programs > ESSO-PG>
ESSO-LM, and click ESSO-LM Console.

Expand v-GO SSO, Global Agent Settings, expand Live, and click Synchronization.

Set the Interval for automatic re-sync setting to the desired value.

Click Tools > Write Global Agent Settings to HKLM.

The Apply Settings dialog opens. Click Yes.

gu b~ W N
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O Templates.xml - Oracle Enterprise Single Sign-on Lopon Manager Administrative Console E|@rz|

Fle Edt [nsert Repository Jook Help
Del@ 8
= [E] ESSO-LM Aggressive Syncheorization O A
[ Applications
@ B Kiosk Manager Detete local cache L]
ﬂ Provisioning Gateway )
@ Paszword Genetation Policies Deleted-credential cleanup 4
_f 3 gtﬂ:mal Sh::;;m Discornected Opearation O
= @ Live Enable role/group security suppat [
-] End-User Expetience
# [ Event Logging Interval for automatic re-sync h5 =
@ [Z) Kiosk Manager . o
& [Z) Primary Logon Methods Optimized Synchronization O v
&[] Secury Selecl a Selling above I view it deseriplion below
# ] Syncheonization P : .
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Ready

{a This procedure applies only to running ESSO-LM agents. If a user does not have ESSO-
i

LM running, the provisioning instructions are not processed until the user starts ESSO-
LM.

Processing the provisioning instructions requires that the user be authenticated to
ESSO-PG. If the user is not authenticated to ESSO-PG (for example, the timeout expired)
then an authentication UI is presented and the synchronization process is blocked until
the user authenticates.
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Upgrade Notes
If you are upgrading from an earlier version of ESSO-PG, perform the following procedures.

ESSO-PG Server

Follow the instructions in Installing the Server. After running the installer, you must reset IIS and
verify that the anonymous accounts are still set.

ESSO-PG Agent

Before installing, shut down the ESSO-LM Agent. Follow the instructions in Installing Support for
the Agent. After running the installer, restart the ESSO-LM Agent.
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Uninstalling ESSO-PG

Uninstalling ESSO-PG

Use the following procedure to uninstall ESSO-PG.

1. Click Start, point to Settings, and then click Control Panel.
2. Open Add/Remove Programs.

3. Select Oracle Enterprise Single Sign-on Provisioning Gateway Server and click
Remove.

Follow the prompts to uninstall ESSO-PG.

5. Repeat Steps 3 and 4 for Oracle Enterprise Single Sign-on Provisioning Gateway Agent for
SSO and Oracle Enterprise Single Sign-on Provisioning Gateway Client CLI.
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Reference and Troubleshooting

Customization Notes

Creating Default Access Pages

You can create HTML pages to provide end users with easy Web access to the ESSO-PG
Management Console. Here is an example of the HTML markup for an end-user access page:

You can then create and distribute desktop shortcuts or Internet Explorer favorites to access this
page.

You can also make your access page the default (home) page for the host Web server (YOURHOST,
in the example URLs above). To do this, follow these steps:

Open IIS Manager.

2. Right-click the Default Web Site, and then choose Properties from the shortcut menu.
3. Click the Documents tab.
4. Make sure that the Enable default content page option is checked (note the name of the

first-listed default page), then click OK.

5. Place your access page in the root folder of the default Web site and rename it as the default
content page. Note that the link URL can now be relative to the root (for example,
href="ESSO-PG Console").

Use these URLs in an access page or shortcut to access Management Console functions; again,
substitute your host server name for YOURHOST:

<a href="http://YOURHOST/ESSO-PG Console/overview.aspx">Overview</a>
<a href="http://YOURHOST/ESSO-PG Console/storage.aspx">Storage
Settings</a>

<a href="http://YOURHOST/ESSO-PG Console/users.aspx">Users</a>

<a href="http://YOURHOST/ESSO-PG Console/eventLog.aspx">Event Log</a>
<a href="http://YOURHOST/ESSO-PG Console/report.aspx"/Report</a>

Installation and Configuration Notes

Review the following installation and configuration notes:

e ESSO-PG Does Not Support File Synchronization

e Multiple Locators Require an Entlist at Each Locator Site

e Using AD or ADAM and IIS Web Services on Different Servers

e Windows Installer Error 1720

e Internet Security Settings (Windows 2003 Users)

e Internet Security settings (Windows Domain and Citrix MetaFrame users)
e Deploying ESSO-PG With Multiple Oracle Internet Directory (OID) Servers

ESSO-PG Does Not Support File Synchronization

ESSO-PG will not function correctly if it is deployed with the file synchronizer.

The Agent is configured to store its user data as a flat file on a network drive, FTP server, NFS
share, or local disk drive. ESSO-PG will not function in this scenario because it requires a directory
in order to distinguish and provision individual user accounts.
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Multiple Locators Require an Entlist at Each Locator Site

If two users are stored in different containers, a matching application configuration list (entlist)
must exist in each locator site in order for provisioning to work down to the client. The matching
entlists must exist under both containers that store the user credentials.

Using AD or ADAM and IIS Web Services on Different Servers

If IIS and Active Directory (or the ADAM-instance) are on different computers, then you must
provide the IIS Web services with a user account that is in the same domain as (or a trusted
domain of) AD or ADAM, and that is provided with read/write access to the directory.

Windows Installer Error 1720

Error 1720 occurs during ESSO-PG Client software installation when the logged-on user does not
have sufficient rights to install software on the workstation. You must log on to the workstation as
a user with administrator rights or contact support personnel for assistance.

Internet Security Settings (Windows 2003 Users)

The default settings for Windows 2003 Internet Security are more stringent than those for
Windows 2000 and XP. If Internet Explorer Enhanced Security Configuration is enabled (on by
default in Windows 2003), you must add the ESSO-PG Web Console URL to the workstation's
Trusted Sites Internet Zone or the Local Intranet Zone in order to use ESSO-PG without issues.

Internet Security Settings (Windows Domain and Citrix MetaFrame®
Users)

In order for Windows domain users and Citrix MetaFrame users to access ESSO-PG, you must add
the ESSO-PG Web service to the workstation's Local Intranet zone.

Deploying ESSO-PG With Multiple Oracle Internet Directory (OID)
Servers

When ESSO-PG is deployed with multiple Oracle Internet Directory (OID) servers load-balanced in
an active-active (all servers active) topology, ESSO-PG cannot resolve the client-server session
state due to multiple servers being involved in the session. This will cause ESSO-PG to behave
erratically. To avoid this issue, do one of the following:

e For simple failover support, load-balance your deployment using an active-standby topology.
In this configuration, only one OID server is handling connections from ESSO-PG clients at
any given moment. Backup servers, synchronized with the active server via replication, are
ready to take over if the active server fails. You must configure your network to automatically
re-route the connections from the failed server to one of the backup servers when a failure
occurs.

¢ (Recommended) Use the Oracle Real Application Cluster (RAC) technology to create an OID
server cluster. A cluster will appear as a single server to ESSO-PG clients, while providing the
performance and high availability of a fully load-balanced deployment. In case of server failure,
operation continues uninterrupted, and servers can be replaced on the fly. Servers can also be
added at any time, providing quick and easy scalability.
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