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Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

(Abbreviation or Terminology [ FullName
Administrative Console | ESSO-LM Administrative Console

Agent | ESSO-LM Agent

FTU | First Time Use Wizard

ESSO-AM | Oracle Enterprise Single Sign-on Authentication Manager
ESSO-Anywhere | Oracle Enterprise Single Sign-on Anywhere

ESSO-PG | Oracle Enterprise Single Sign-on Provisioning Gateway
ESSO-KM | Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM | Oracle Enterprise Single Sign-on Logon Manager

ESSO-PR | Oracle Enterprise Single Sign-on Password Reset
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About the ESSO-PG Minimum Permissions Guide

When you install Oracle Enterprise Single Sign-on Provisioning Gateway (ESSO-PG), you must
create a specific service account, at the domain level, in order for ESSO-PG to function properly.
This guide describes how to increase security by creating such an account with a specific set of
permissions to certain objects within Active Directory.

In order to increase security, Oracle now recommends that this service account be created as a
member of the Domain Users group. (For the purposes of this document, the service account is
named PMSERVICE; however, you can follow any naming convention you choose).

The instructions in this document describe how to:

e create the service account (PMSERVICE) as a member of the Domain Users group

e grant a specific set of permissions to certain objects within Active Directory to the serviced
account

e configure the ESSO-LM Administrative Console
e create templates for provisioning

e provision a user

The PMSERVICE account must also be a member of the local administrator’s group on
= the IIS server that the ESSO-PG server-side components are installed on.

You will need an account with Domain Admin and Schema Admin privileges in order to
complete certain tasks involving the installation of ESSO-LM, extending the schema,
installing software, and modifying certain permissions within Active Directory.

This guide is intended for experienced administrators and software engineers who are responsible
for the installation, configuration, and maintenance of ESSO-PG and Oracle Enterprise Single Sign-
on Logon Manager (ESSO-LM). Administrators are expected to understand the installation,
configuration, maintenance, and troubleshooting of the following Microsoft products and
technologies:

e Windows® Server 2003
e Microsoft Active Directory
e Microsoft Internet Information Server (version 6.0)

e Oracle ESSO-LM software in a Microsoft Active Directory environment, including installation of
the ESSO-LM Administrative Console and the ESSO-LM Agent, schema extension, and con-
figuring the ESSO-PG Agent through the ESSO-LM Administrative Console.
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General Recommendations and Notes

Microsoft recommends that you not install Internet Information Server (IIS) on a Domain
Controller. Oracle recommends that you install the ESSO-PG Server-side components on a
member server, not a Domain Controller.

The procedures and recommendations presented in this document have been tested in a
controlled environment where the desired results were achieved. Oracle recommends that you
test these procedures in a non-production environment that resembles your working network as
closely as possible.

The procedures outlined in this document involve changes that can affect your entire domain.
Specialized policies, trust, inheritance issues, and intra- and inter-site replication issues,
particularly as they exist in large enterprises, cannot be fully tested outside of the actual
environment.

As with any issues that could affect a large number of users, Oracle recommends a prudent, error-
on-the-side-of-caution approach to testing and deploying this product by those who are
responsible for installing, configuring, and maintaining it.
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Installing the Server-Side Components

To install the ESSO-PG Server-side components:

1. On adomain controller, through a Terminal Server session to a domain controller, or through a
workstation that has the Active Directory Users and Computers snap-on installed, create an
account called PMSERVICE.

Provide the account with a very secure password.

Verify that the account is not required to change its password on next logon. This account need
only be a member of the domain users group.

On a member server in your domain, log onto that machine as a domain-level administrator.

5. Inthe Application Server dialog box, verify that Internet Information Server 6.0, as well as the
ASP.NET components, are installed:

application Server x|

To add of remove a component, click the check box. A shaded box means that anly part
of the component wall be installed. To see what's ncluded in & component, chick Details.

Subcomponents of Application S erver:
] ) Application Server Console 00ME =]
¥ By ASPNET 0.0 MB
W @ Enable network COM+ access 0.0ME
[ i Enable netweork DTC sccess 0.0 ME
M :3'[ Internet Infomation Services [11S]
] =@ Message Queuing 6.5 MB H

Dezcription: IS Inchudes Web, FTP, SMTP, and NNTP suppost, slong with support
for FrontPage Server Extensions and Active Server Pages [A5P).

Total disk space requied: 4 5ME Details...
Space avalable on disk: 3360.7 MB
ok | cance |

You can install the .NET framework, version 2.0, manually by downloading it from the
4 Microsoft Web site.

6. There are no special configurations or options to consider during the installation of the ESSO-
PG Server-side components. Accept the defaults after agreeing to the End-User License Agree-
ment.

7. Inthe Setup Type dialog box, select Complete.
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|'&"- -0 Provisioning Manager Server - InstallShield Wizard

Setup Type
oo the sabup bype that best sulbs your nesds,

Please sebect a setup bype.

© Eomplete
ﬁ Al program festures will be installed, (Requires the most disk.
Space. )

" Custom
lﬁ Chocss which program festures you want instaled and where they
will ba installad, Recommendad for advanosd users,

Irrstalicheeid

< Back I_Eht? I Cancel

As part of the installation process, one or more DOS windows will flash momentarily on
(o this server as services start and stop. This is normal behavior during the installation
process.
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Installing ESSO-LM and the ESSO-PG Agent

1.

Install and configure ESSO-LM on a workstation within your domain. Install the ESSO-LM
Administrative Console, the ESSO-LM Agent, and extend your schema. Refer to the ESSO-LM
Installation and Setup Guide for more information.

2. Verify that ESSO-LM is functioning properly.

Install the ESSO-PG client-side components on the workstation where you installed ESSO-PG.
Refer to the ESSO-PG Installation and Setup Guide for more information.

When you deploy the ESSO-LM Agent to workstations, you must also deploy the ESSO-
A PG client-side component to each workstation where ESSO-LM will reside.
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Verifying the ESSO-PG Server-Side Installation

To verify that you have successfully installed the ESSO-PG Server-side components on your IIS
Member Server, look for the following:

e virtual directories within IIS Manager
o folders and files in the C:\Program Files\Oracle directories on the server.

Examples of these entities are shown in the followingillustrations:

I Internet Information Services (I1S) Manager

Vg File Action View Window Help
I

[©) Internet Information Services
=) ORCAMS (local computer)
[+ _J Application Paols
=-_J Web Sites
= g Default Web Site
= -',,}.';1 v-GO PM Console
#-_J App_LocalResources
- _J bin
E-_Ji | |
+-_J WebHelp
= -"}j v-GO PM Service
&-_J bin
_J Resources
(+-_J aspnet_client
_J Web Service Extensions

=

W W

File Edt View Favorites Tools Help
QBack » ) ~ T | search | Folder
Address |() C:\Program Files\Oracle\ESSO- P

]
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Configuring the ESSO-PG IIS Server

In order for the ESSO-PG Server-side components to function properly, you must make the

PMSERVICE account a member of the local administrator’s group
the Oracle server-side components.

1.
in the Computer Management Group.

Add the PMSERVICE account.

Open the Internet Information Server, then Default Website.

on the IIS Server that houses

In the control panel of the ESSO-PG IIS member server, click the Local Users and Groups icon

Locate the ESSO-PG Management Console and ESSO-PG Service virtual directories. For both
directories, make the PMSERVICE account responsible for anonymous access.

irl i

POV - i} P4 Console Propesties
Ty pe w0 P Consobe Propesties k

ik hyeritic sk Methaods: E

¥ Erabie grorgmos scoess

2

== oE| x HTTR Headers: | Cussbom Errors [ AT NET
[y teimet Information Servces
= CRCAMS (locsl compater b Bupbartiation ard sotets pantnal e rus: IW —
Bl Apphcation Fodk Erabie sronemos sooess and edk e [7
=) Wb Skes % hentination methads for this resouce. Ede... I Basomord: hehchaiontcheta
= I Ol Wl Sin
= o vl M Con
A ep Locsl = pedress ared domasn naeey restrichiors. m
s b Gl o ey BCreds be Bhil PeRour e LG Autherticated accm  Pleace o-erited thi pasiwoed i confem.
Bt ! a [ 4 or Intanfek domir fumed. Fax the folowing su | .........
5| Walil e inpined whern:
& 4 e
i Wieh Service Extersion (=4 e Wik,
I Digest muthanticstion for Windiws doman servars
g S T — ™ Bage: utharticaton (passvwond i senk in cloar tast)
=0 seable et cortcates e s — | et
o | coew | bk |
o | cwem | [

5. From the RUN line, type iisreset torestart the IIS service.
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Granting Special Permissions to the PMSERVICE
Account

The next procedure is to grant special rights to specific containers within Active Directory on a
domain controller to the PMSERVICE account. Remember that, to Active Directory, the
PMSERVICE account is simply an ordinary user account.

To grant the special permissions:

1. Inthe Permission Entry for SSOConfig dialog box, grant the PMSERVICE account read-only
access to the SSOConfig container (the container where the application templates are stored)
as shown in the following illustration:

Permission Entry for SSOConfig ilil\

Dbiject I Froperties

[REUTE PrAAD MM [PMADMINEORCA.EDL]

Apply onto: IThis object and all child objects j

Permizsions: Allena Dery

T, Steps 2 through 8 must be repeated for each Organizational Unit that exists within your
- organization that contains users.

2. Inthe Permission Entry for the Users container grant the PMSERVICE the ALLOW permission
applied onto the User objects as it pertains to both the Create vGOUserData Objects and Delete
vGOUserData Objects.
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Permission Entry for Users 7] x|

Dbject | Froperties

Mame:

Apply onba; IUSEI ohjects j

Pemizgions: Allo Dreny

TR TrrTeT

Al alidated Writes

All Extended Rightz

Create All Child Dbjects
Delete All Child Qbjects
Create vGOConfig Objects
Delete vGOConfig Objects
Create vGOUszerD ata Objects
Delete vGOUzerD ata Objects
Allowed to Authenticate

Change Pazzword
Receive Az

=
r Apply these permizzions to objects and/ar Clear All |

cohtainers within this container only

(] I Cancel |

Rezet Pazzword

IO0O000EO0O0O00O0C
IO0O00000000000t

3. Grant List Contents, Read all Properties, and Read Permissions to the User Objects containers.
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Permission Entry for Users : ed

Object | Properties

I arne:

Apply gnto: | Uzer objects j

Permizsions: Allon Dery

Full Contral

List Contents
Read All Properties
Wwirite All Properties
Delete

Delete Subtree
Fead Permissions

M odify Permizsions
Modify Owner

Al alidated 'Wwiites

Al Extended Rights
Create All Child Objects

[ TP PO TP N T e O N ] S

r Apply these permizsions to objects and/ar Clear all |

containers within thiz container only

OF. I Cancel |

10O00008O000®EO
lOOOoOoOoOoooooon
|

-

4. Grant the ALLOW permission applied onto the User objects as it pertains to both the Create
vGOConfig Objects and Delete vGOConfig Objects.
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Permission Entry for Users 2 x|

Object | Properties

M armne:

Apply onto: ILIser objects j

Pemizzions: Al [rery
Modiy Pemmizsions ;|
todify Owner

Al alidated Wites

All Extended Rights

Create All Child Objects
Delete All Child Objects
Create wGOConfig Objectsz
Delete wE0Config Objectz
Create vGOUzerD ata Objects
Delete vGOUzerD ata Objects
Allowed to Authenticate
Change Pagzward

Receive Az

r Apply these permiszions to objects and/or Clear Al |

containers within thiz container arly

4 I Cahcel |

OO0O000EEO0O000C
OOO00O00O0000O0000C

L

5. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOConfig objects.

Mtlu[med(dvmumtmm iaed _..lmﬂ
o Ble Bten Vew Windew  Hel =181 =]
+ =+ | G| e T [cvanced Security Settogsforthiers i x|
= Drecton | . 5 | Posminsi | I I Efloct Perrnsssion Lnbry for Users E _‘”zl'
-] Savad Qs ] Ihw |
= P okcacor feoup o uie names T wiews moe il omahon sboud 1pecie
# _J Bultin A Eresprive Admwing [DRCANErterprins Adming]
y P i tore [EEINGEIIICGNR  Chne |
j ;ﬂm‘" 8 ENTERPRISE DOMAR CONTROLLERS ol
: o [ Mome | o
1 Feson | 10 PMADMN [PHADMBIGORCA COM) m Apely geier [VGOConig sbwects =
o Jiensn |10 Preirien 2000 Compatiie Arcess DACA\PIeWndwe 2 [ ap,  PRsbH PMADM. F PR
R - ﬂ“wﬂwrmlﬁtﬁ%ﬂwal Aloes  PRADMIN PMEDM . .
5 ) Progpar | | er. Alos  PMADMIN PMADM.. F Full Coratecd [ =] [m]
£ Ao PMADMIN PMADM . F Lt Cortents
: Fh ] Agd Ao | FRMADHI PMADM F Snbe [=] [m]
e Alow  FMADMIN PMEDM F i A Pkt =) a
=1 Permes o o PMADHIN Ao Do | bow  Pru Opersions ORC . € wirbs Al Propesies [ =] [m]
(gl WORKF FrT— o o ik Ar i - Delste a8 o
Faad 0O Of A |0 e ] Aedreme B O
-~ o o Wby Prerrtors
Crnate 411 Obct O O F e ety e || MottrOme B O
Credede £ Crdd Olbyects o [ ] A1V sbdsted Wriea =] [m]
Epecl Pemsion =] w]
Foa npecisd pesmmpons or bo sdvancesd peftings, Ackyare Tosplace all perms on srines wih B
chek Advaried S
Leair e abinad 200873 Conivgl
Agiphy thecte aeniisons 1o sbyscts aedhar Cloar A
or Carcel I cartarers thitha
1 0

6. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOLocatorClass objects.
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% Active Directory Users snd Computers
) He Adim few Wnde Heb

+ - | B T

e el ot e
B [P orcacor  GHupo e ranes Tis wiews g irboemtion abcad spmc
Emn T o Admins [DRCAAE nioreiss fdmins] o [T Crege |
; jw €0 ENTERPRISE DOMAIN CONTROLLERS koot grts [ o |
F L) Foregn | 1 PHADMB PMADHINGORCA COM) i
5 tosirs | Prewindows 2000 Compubis Access [DRACANPYe-Windows 2 e Al Dery
@ Canmos e | 0 P Operators [ORCANPint Dpetstors] Fud Contrel [=] [=]
8 [E] Prograr| e oo List Conteriz =] o
B Ssoca g [ Froad A4 Progesties =] o
BO —] Wile Al Bropates B [m]
AU Pesitsions e PMADMIN Al Dery Daiats a8 o
e FullConisol u] o Rt Pasiisn: B ]
Rasrd u ] u] oty Paemizzon: =] o
Wike [u] o Moy Orner B [m]
Casate A8 Chid Dbsects a w] A0V ahclated Wik B [m]
Db AN Chled Obpenchs o m]
Spemcial Permizons =] [ ]
Fox tpecial posmitsions o for achvanced
= ) i ] Aok aes pamsions o it ndie st |

1! W =]

7. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOUserData objects.

ity Settings lor Users

Emm Denecad| Dbaect HI m|m|m|!mm [Ty pe—
= () Srved Qe |
- #Eﬂum VD 00 b Te v raire puraaton abol tpeeeal perrma
< Qo [, [Ty m—r— Hover [T Croree |
- ’m.k
o @ I ENTERPRISE DOMUN CONTROLLERS Recty ks [B0ert dn ety =
S CANTDSE | 8 Pt Chpmeators [ORCA ot Dpsestors) Mlow  PUADMNIAOM CustaDel J]| Ful Cored a g =
i~ =—-lalgl [Paara
fi’mﬂ: Abme  PHDMMPMADM Pl Cone | | o e g g
w0 Srstem T o | Ao [ mm :f:ﬁmh- =] =]
. Alow  PMADMN
A Usary Erermazsmons dor PRADAIK il Do | oo Pird Gposgion [OAC..  ConafinTn Dokt =) ]
5wk Fa o o - Debete Satisee. B a
o 0 O % | B || sestbome 2 0O
= a o Feet Moy Pesrizsiorn B [m]
kot paeree piona ko B
Create 40 Chid Dtyects E E o et vk i e || Mot Do g g
Dot A e Oty Y ol it
Specaal Premznors a o Crmatn S0 T bty =] =]
—— .. Delte A1 CHaA Dbt
A [Ea]| e i L2y R g2 04
L mone shoul S00eid contel. r Jm&u Cea &l
e (e ]
o |

8. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOSecret objects.
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