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Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

ooreiation o Terminatogy JFulltame
Administrative Console | ESSO-LM Administrative Console

Agent | ESSO-LM Logon Manager Agent

FTU | First Time Use Wizard

ESSO-AM | Oracle Enterprise Single Sign-on Authentication Manager
ESSO-Anywhere | Oracle Enterprise Single Sign-on Anywhere

ESSO-PG | Oracle Enterprise Single Sign-on Provisioning Gateway
ESSO-KM | Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM | Oracle Enterprise Single Sign-on Logon Manager

ESSO-PR | Oracle Enterprise Single Sign-on Password Reset
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About ESSO-PR

Oracle Enterprise Single Sign-on Password Reset (ESSO-PR) enables workstation users to reset
their own Windows domain passwords without the intervention of administrative or help-desk
personnel. It provides end users with an alternative means of authenticating themselves by taking
a quiz comprising a series of passphrase questions.

Each question is weighted with point values. As the end user answers the quiz questions, ESSO-PR
keeps a running score. Points are added to the score for each correct response and points are
deducted for each incorrect response. When the end user accumulates sufficient points to meet a
preset "confidence level," ESSO-PR permits the end user to select a new password. If the end
user's score does not achieve the required confidence level after all questions have been
presented, or if it falls below a preset negative value, the quiz ends and the end useris not
permitted to reset the password.

The reset service is available to each end user after completing a one-time Enrollment Interview to
record passphrase answers. The ESSO-PR Management Console provides easy configuration of the
Enrollment Interview and Reset Quiz, including question text, point values, and confidence-level
limits. The console also affords convenient reports of enrollment and reset activity and status.
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Before You Begin

Purpose

This document provides step-by-step installation and configuration instructions for the ESSO-PR
server-side software component with enhanced security settings.

Intended Audience

This document is intended for system and network administrators who are responsible for
deploying and securing ESSO-PR on their networks. It is assumed that the reader has a solid grasp
of technologies surrounding the configuration of Windows®Server 2003, Windows XP Professional,
Windows 2000 Professional, and general technologies regarding the same.

Best Practices

The following best practices should be observed:

e Review the hardware and software requirements in the ESSO-PR Release Notes thoroughly
and verify that your environment meets all requirements.

e Avoidinstalling the ESSO-PR server-side components on a domain controller. Use a
member server.

e Ensure that DNS is configured and working properly, including correct enumeration of for-
ward and reverse lookup zones.

o Verify that your servers and workstations have the latest service packs and Windows
updates installed on them.

For the creation of service accounts, consider using long, complex passwords and set the accounts
to lock out after a specific number of bad password attempts. These actions will prevent a hacker
from successfully launching a dictionary attack on service accounts.

'Zi Generally speaking, Microsoft recommends that IIS servers be installed on member
4 servers. For a full discussion of this matter, visit Microsoft.com.
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Server Installation Overview

Server Installation Overview

To install the ESSO-PR server components:

1.

lzj Do NOT install the ESSO-PR server-side components on domain controller.

Log on to the IIS Member Server where you have local administrative rights at the domain
level. Do notlog on at the local machine level.

If you are installing the Web server on Windows Server 2008, you must configure it for
Microsoft Internet Information Services 7.0 prior to installing ESSO-PR.

Notice that, by default, members of the Domain Administrators group in AD are
automatically added to the local administrator’s group on the member server. If you are
not a member of the Domain Administrators group, add yourself to the local administrators
group on the member server. This example designates an “Administrator” account as a
member of the Schema Admins group to simplify the process.

Locate the .exe or .msi installation file for the ESSO-PR server-side component.

Whether you receive the ESSO-PR 7.0 CD or download the components, two files exist to
install the ESSO-PR server-side components. One is an executable, the otheris an MSI,
with the .exe containing the .NET framework components.

Follow the installation wizard, selecting the defaults and performing the complete instal-
lation.

The .exe file includes the .NET 2.0 framework. If you are certain that you are running
4 the most recent version of .NET, install from the .msi file.
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Configuring a Windows Server 2008 Web Server for IIS

7.0

Prior to installing the ESSO-PR Web server on Windows Server 2008, you must install Microsoft
Internet Information Services 7.0. Following is the procedure to configure IIS 7.0 on Windows
Server 2008.

1.

u A WN

In the Windows Server 2008 Manager, select Roles>Add Roles.
In the Add Roles Wizard, select the Web Server (I1IS) role.
In the resulting popup window, confirm that you want to add the required features.

Click Next.
In the Role Services selection window, check the following selections (in addition to the
default settings already checked):

e Under Application Development:

o ASP .NET (in the resulting popup window, confirm that you want to add the
required features)

e Under Security:

o Windows Authentication
o IPand Domain Restrictions

e Under Management Tools:

o IIS Management Console

o IIS Management Scripts and Tools

© Management Service

o IIS 6 Management Compatibility (which selects all sub-items)

Click Next.
In the confirmation window, verify your installation selections. Click Back if you want to
change any of your selections. Click Install when you are ready to begin installation..

After installation completes, continue to the ESSO-PR installation wizard.
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Using the Installation Wizard to Install the Server

Using the Installation Wizard to Install the Server

rZi If you are installing ESSO-PR on Windows Server 2008, you must install Microsoft
"2 Internet Information Services 7.0 first. See the section on configuring IIS 7.0 before
beginning this installation.

PZi Installation of ESSO-PR on Windows Server 2003 in a 64-bit environment can take up to
"2 50 seconds to complete.

1. Double-click the Setup icon (Oracle_sspr_server_xxx.exe or Oracle_sspr_server_xxx.msi)
to launch the Install Wizard:

i Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... E'

Welcome to the InstallShield Wizard for
Oracle Enterprise Single Sign-on Password
Reset Server

The InstallShield(R) Wizard will install Orade Enterprise Single
Sign-on Password Reset Server on your computer, Ta
continue, dick Next,

WARMING: This program is protected by copyright law and
international treaties.

 Mextr | [ Cancel

2. OntheLicense Agreement panel, read the license agreement carefully. Select I accept
the terms in the license agreement and click Next > to continue.
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i Oracle Enterprise Single Sign-on Password Reset Server - Instal... |._||_| X

License Agreement

Flease read the following license agreement carefully,

The Programs (which include both the software and documentation) contain #
proprietary information; they are provided under a license agreement
containing restrictions on use and disclosure and are also protected by
copyright, patent, and other intellectual and industrial property laws.

Reverse engmeering, disassembly, or decompilation of the Programs, except
to the extent required to obtain interoperability with other independently
created software or as specified by law, is prohibited.

The information contained in this document is subject to change without w

(%) accept the terms in the license agreement:

()1 do not accept the terms in the license agreement

Print ] [ < Back ” Mext = ] [ Cancel

3. Select Complete or Custom setup type and click Next >.(Custom setup allows you to
specify an alternate installation directory.) Then click Next >.

i Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... b__(|

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

< Back ” Mext = ] [ Cancel

4. Click Install.
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i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... [Z|

9

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back ]| Install i [ Cancel

The bar indicates the progress of the installation.

i Oracle Enterprise Single Sign-on Password Reset Server - Instal..

Installing Oracle Enterprise Single Sign-on Password Reset Server
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Oracle Enterprise Single
Sign-on Password Reset Server, This may take several minutes.,

Status:

(RNNRNRNNRNRNNANANARNARARN

5. When the installation is complete, click Finish.
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i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... E|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Crade
Enterprise Single Sign-on Password Reset Server, Click Finish
to exit the wizard.

< Back Einish Cance
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Creating Service Accounts

Create the following two accounts on your domain controller. These accounts should be ordinary
users in the domain users group (default):

e SSPRWEB: This account will be responsible for ESSO-PR IIS functions and will make
changes, additions, and so forth, to the organizational unit (OU) that you will create later.

e SSPRRESET: This account will run the actual reset service on the ESSO-PR member server
with IIS. It will be responsible for resetting user passwords on the domain level.

T, Make these accounts members of the local admins group on the local IIS workstation to
< avoid problems.

These accounts will be the service accounts that ESSO-PR uses to manage the container
where user questions and enrollment information will be housed and to handle the
actual password reset process. Because these are service accounts, you should use
highly complex passwords and prudent practices in terms of user lockout after a certain
number of bad attempts. Although this might result in some help desk calls from users
who cannot reset their passwords, it will also alert you that someone has been trying to
attack these service accounts. For information as to best practices for service accounts
and security log monitoring, visit Microsoft’s knowledge base.
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Assigning the SSPRRESET and SSPRWEB Accounts

When a user needs to reset his password, he must verify his identity to the SSPRWEB account
first. After the SSPRWEB account confirms the user’s identity, it communicates permission to the
SSPRRESET account to allow the user to change his password. To assign the authentication and
password reset roles, designate properties to SSPRRESET first, and then to SSPRWEB.

Setting Up the SSPRRESET Account

1. Run: Control Panel > Administrative Tools > Services.

From the list in the right-hand pane, right-click Self Service Password Reset, and
select Properties.

3. Inthe Self Service Password Reset Properties dialog box, select the Log On tab.
Select This account and enter the account name: Domain\SSPRRESET. Then enter and
confirm (re-enter) the password for the account.
A dialog box displays to advise you that changes will apply after the service is restarted.

5. Restart the service as indicated. The SSPRRESET account setup is complete.

E Computet Management _ ﬂﬂ
g RN fiction Ve Window  Help | -1l x||
- Y ERR ) 11 » ol sere Pasword ese Popetis (Locl 21
g Computer Management (Local) Name  / | Description | g General Logn |Hecove|y| Dependencies'
2k System Tools SResutant Set of Poicy Provider Enablesa .., L :
F- ] Event Viewer %Routing and Remote Access Enables mu... e
‘ U"'% Shared Folders %Secondary Lagan Enablesst,. 3t € Local System account
‘ EE-8y Locel Users and Groups %SECU”W Accounts Manager The startu... 3t I™ Allaw service tointeract with desktap
[]"'g ;erflormr:nce Logs and Alert 8 5elf-Service Password Resat 6 Passlogix 5., 5t
b Stora;:we lanager %Server Supperts fil.., St _ _ IPASSLDGIX\SSPHHESET‘Emwse,,, |
%Shell Hardiare Detection Providesm,, 3t
[#-f3f Removable Storage Password: sessssnssntneee
[ . Disk Defraqmenter %Smart Card Manages a... =
| Disk Management %Specia\ Administration Console Helper Blows adm, .. Canfimpassward: [seeessensannsee
E& Services and Applications %System Event Natification Monitors 5., 3t
(] Telephany %Task Scheduler Enablesa.. 3t ; ; i .
B Eorice 6 %TCPHP NetEIOS Helper Providess... 5 Loucan enable or disable this service for the hardware profiles listed below:
% WMI Contral %Telephony Provides T... Hardware Profile | Servica |
#-§ Indexing Service B Telnet Enables ar.., Profile 1 Enabled
B3 DNs %Term\nal Services Bllows user., 3t
B-4) Inkernet Information Service %Term\nal Services Session Directary Enables ..,
%Themes Provides u. .
%Uninterruptible Power Supply Manages a...
| 4 | j Extended 4, Standard Eratle s |

0K | Cancel | Apply |

'a The SSPRRESET account runs the password reset service on the IIS server where the
« server-side components reside.

The SSPRWEB account runs the virtual Web site on the IIS server where the server-side
components reside.
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Setting Up the SSPRWEB Account on Windows Server 2003 for
IIS 6.0

To configure the SSPRWEB Account on Windows Server 2003 with Internet Information Services
(1I1S) 6.0:
1. Run: Control Panel > Administrative Tools > Internet Information Services.

2. UnderIS, locate the vGOSelfServiceReset virtual directory, right-click it, and select Prop-
erties.

3. Select the Directory Security tab.
4. In the Authentication and access control section, click Edit.

5. Inthe Authentication Methods dialog box, under "Use the following Windows user account
for anonymous access:", enter the name (in Domain\Username format) and password of

the SSPRWEB account.
In the Confirm Password window, retype the password and click OK.
7. Restart IIS by clicking Start > Run and enteringiisreset.

E Internet Information Services (I1I5) Mana

"'Q ][I e oy BT =R o S elfServiceReset Properties

w2 e | | fal HTTP Headers I iZustarnn Errars A5SP.MET |
ft;] Inkernet Information Sery Wirtual Directary | Documnents Direckory Security

=50 FATHER {local comput
---_,_J application Pools

S ) ‘Wb Sites Enable ANONYMOLS SCCEsS anc_l edit the:
Elﬂ Default Weh © w authentication methods for this resource, Edit. .. e
=- .};; wgoSelfSe s

r—IP address and domain name restrickions —

r—Authentication and access control

—v Enable anonymous access
Grankt or deny access to this ey
1P addresses or Internet don Use the Following Windows user account For anonymous access:

Browse, .. |

User narne:

Password: TYIIITIL

[+-_) aspret_cli e
B aspnet_ ~ Secure communications

----- _ | b Service Exte
Require secure communicatio Lonfine P iy

enable client certificates whe
resource is accessed, T T

For the Follow I“"""'|

are required v
F.anol ’W Cancel
= acce

il Integratea oS-

[~ Digest authentication For Windows domain servers
[~ Basic authentication (password is sent in clear text)
[~ MET Passport authentication

Default danmain: I Select,,, |

Please re-enter the password to confirm;

If you still have the IIS console open and attempt to browse an item therein, you will
4 receive an error message stating that you must reconnect. If you are prompted, answer
yes. This happens because the IIS service was restarted.
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Setting Up the SSPRWEB Account on Windows Server 2008 for

I1IS 7.0

To configure the SSPRWEB Account on Windows Server 2008 with Internet Information Services

(11S) 7.0:

1. Run Control Panel > Administrative Tools > Internet Information Services

(IIS) Manager.

2. UnderIS, locate the vGOSelfServiceReset virtual directory. Make sure that the Features
View tab is selected, and double-click the Authentication icon under the IIS section.

| &

File  Wiew Help

€- |7 |8

o H}l Start Page

[i

9 /vGOSelfServiceReset Home

Open Feature

";'Elnternet Information Services {(I15) Manager [_ O]
b @ » HYPERVOTK » Skes » DefaultWebSke » vGOSefServiceReset »
L= &

@ -

i ; - [EE]~ [ Explore
=93 HYPERVETK (SSFRadmiristrator) Group by: Area - _
- [ Application Pacls ASP.NET Edit Permissions...
B8] Sites - . - . [=] Basic Settings...
€ Default wieb Site N> () & &N ) 52 R
[ aspnet_client R 4 iz 2 EN ' = Wiew Virtual Directoties
¥ veOsefserviceReset MET M ({NET Profile  .MET Roles NET Trust \.NET Users  Application E—
= Compilation  Globalization Levels Setkings Manage Application 2
- Browse Application
) = ) —-
ab| g‘? E "J?_:. % = Browse 180 (http)
Connection  Machine Key  Pages and Providers  Session State  SMTP E-mail advanced Settings...
Strings Contrals - A
@ Help
115 Cnline Help

DEFaL‘ﬂt

21

PGl Compression Directory Error Pages Handler HTTP
Docurment Browsing Mappings Respa...
. ﬂ: =L Ird o
2 A= ! | o

S = /1 <-':$E| F :

P4 Address Lagging MIME Types Modules Cukput 551 Settings

and Damai. .. Caching

Management

[
]

IS Manager
Permissions

EFBatures View |/ - Content Yiew

Ready

3. Inthe Authentication configuration window, select the Anonymous Authentication
property and click Edit on the Actions panel.

4. Inthe Edit Anonymous Authentication Credentials dialog box, select Specific user: and
click Set.
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"™E Internet Information Services (IIS) Manager M[=]E3
@ © [ [P » HYPERVETK b Stes b Defalt'webSite » vEOSelFServicsReset » | @ -
File ‘Wew Help
_‘ T q Authentication T
@- - |& 8 = Disable
----- 5 Start Page Edit...
-3 HYPERYETK (S5PRYadministrator) Group by: N Grouping b
: t::? Application Pools Mame -+ | Status | Response Type @ Help
E-[@ Sites Anonymous Authentication nabled Onling Help
143 Default Web Site ASP.MNET Impersonation Disabled
|1 aspret_client Forms Authentication Disabled HTTP 302 Login/Redirect
(P vaoselfservicsReset ‘wWindows Authentication Enabled HTTP 401 Challenge
Edit Anonymous Authentication Credentials B
Anonymous user identity:
% Specific user:
1SR e -
" ppplication pool identity R — HE l
User name:
ISSPR'!,SSPRWEB
Password:
I..........
Confirm password:
I..........l
@me' |
4 | >
.'_E_Content Wigw
Configuration: localhost’ applicationHost. config , <lacation path="Default Web SitevGOSelfServiceReset" = eﬂ_:;

5. Inthe Set Credentials window, fill in the User name (including the domain), Password, and
Confirm Password fields. Then click OK twice.

6. RestartIIS by clicking Start > Run and entering iisreset.
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Configuring Virtual Sub-Directories

After setting up the SSPRRESET and SSPRWEB accounts, configure the virtual sub-directories
under the vgoSelfServiceReset virtual directory as follows:

Configuration of Virtual Sub-Directories

Virtual Directory

| EnrollmentClient

Enable Anonymous Access | NO
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

Virtual Directory

| ManagementClient

Enable Anonymous Access | NO
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB
Virtual Directory | ResetClient
Enable Anonymous Access | YES
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

Virtual Directory

| WebServices

Enable Anonymous Access | YES
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

P ¥ Theonly two virtual directories that do not permit anonymous access are

A
A EnrollmentClient and ManagementClient.
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Verifying Proper Assignments of SSPRWEB and

SSPRRESET Accounts

1.

Y9 Fie

For I1IS 6.0:

To access the ESSO-PR web-based console, open IIS Manager and navigate down to
Default Website, then to vgoSelfServiceReset > ManagementClient. In the right-hand
pane, scroll down to the webservice.aspx page, and browse it.

I Internet Information Services (I15) Manager i

action  Wiew  Window

Help

=101 x|

JRETE

c= A XERE2(2(rm 0

-% Internet Information Services

= %0 MEMBSERYER (local computer)
#-_J Application Pools
Bl J Weh Sites
- Default Weh Site
= -w‘}; wooselfServiceReset
© g Common
—‘iy EnrollmentClient
()i ManagementChient
;) hin
[#-_J Branding

| | Mame

| Path

2]

| ¥ —

| starage. aspx
'i up_Arrow, GIF
| users.ascx

| users, aspx
| warning. gif
| Web. config

Dpen
Permissians

|

|De|etes the current selection.

Browise

¥, By default, Windows Server 2003 installation has all Web service extensions disabled.
< Be sure to activate the required web service extension.

For IIS 7.0:

To access the ESSO-PR web-based console, open IIS Manager and navigate down to
Default Web Site, then to vgoSelfServiceReset > ManagementClient. Select the Content
view tab on the right pane, scroll down to the webservice.aspx page, and browse it.

File:

@-|

*E Internet Information Services (115) Manager M=l 3

@;., [? » HYPERWETK P Sites » Default Web Site »  vGOSelfServiceReset  » ManagementChient

FEEEICE

View  Help

i1# |88

9 fvGOSelfServiceReset/ManagementClient Content
[

|| 'webservice.aspx' Tasks

W5 Start Page
E*’g HYPERV:TK (5SPRY administrator) Filter: - Go howe All | aroup by Mo Grouping < AR
¥ application Pools Mame ~ | Type | :l B Switch to Features Yiew
| Sikes || manageResets. aspx ASPY File Erowse
E--@ Default Web Site || passwordPolicy, aspx ASPY File Edit Permissions
B[] aspnet_tlient __| Precompiledfpp. config CONFIG File
| propertyEditor, aspx ASFH File I,_qarjt Modified: 1072002 4:11:00
|| questionClone, aspx ASPY File i
| questions.aspx ASPY File St D0ElS
| |resets,aspx ASPY File 83 Refresh
ManagementClient I ser\fice.aspx iy F?\e @ e
N sethings, aspx ASPY File
ResetClient = ) Online Help
P webservices 4F | SSpr.Css Cascading Style Sheet Document
|| storage aspx ASPE File
| |ui.aspx ASPY File
3| up_arrow, GIF GIF Image
|| users.aspx ASFY File
5 warning. gif GIF Image
|| 'web.config CONFIG File
L [E] switch to Features Wiew

B Features Vi

Ready

Browse

Edit Permissions. ..
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On IIS 7.0, SSPR Server will be installed into the custom “"SSPR AppPool” application pool
4 instead of DefaultAppPool (as is the case of IIS 6.0). The reason for this is that
DefaultAppPool in IIS 7.0 uses the Integrated managed pipeline mode, which is not
compatible with vGOSelfServiceReset application.

(]

:a. When you open your browser, add this page to your Favorites list for easy access.

2. Inthe ESSO-PR Management Console web page, locate the System > Web Service Account
section. Verify that the SSPRWEB account has been designated as the Current Account.

CORACLE' Enterprise Single Sign-on Password Reset

Settings fAuastions Users Enrolimenis Hessts
Web Service Account
Storage
Reset Service
Connaclors
Current Account DOMAIMSEFRWER
User Name
Fasawond
Confirm Passwond
=, Powered by | -
) passLoGIK

3. Inthe ESSO-PR Management Console Web page, locate the System > Reset Service sec-
tion. Verify that the SSPRRESET account is listed as the service account for the Reset Serv-
ice.

T, If the SSPRRESET account is not listed as the Reset Service account under the Reset
< Service section of the ESSO-PR Management Console Web page, verify that you are
logged in as a local administrator. If it still does not appear, you can manually assign it
by specifying the account with the following naming convention:
Domainname\SSPRRESET.

If you receive an error message indicating that the account does not have logon rights to a service:

1. Navigate to the IIS member server where you installed the ESSO-PR server-side com-
ponents.

2. Check the local administrator’s group.

3. Verify that the SSPRRESET and the SSPRWEB accounts are both members of the local
administrator’s group.

4. Click on Reset Service in the left pane and verify that the SSPRRESET account is listed as
the Reset Service account.
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ORACLE Enterprise Single Sign-on Password Reset
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Notice that the SSPRRESET account has been designated as the service account for the Reset
Service.
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Granting Registry Access to the SSPRWEB Account

In order for ESSO-PR to function properly, the SSPRWEB service account needs full permissions to
the following registry key on the member server containing the ESSO-PR server side components:

HKLM\ SOFTWARE\PASSLOGIX\SSPR

] After applying permissions to this key, drill down several levels to verify that
< permissions have been propagated throughout.

To avoid possible permissions problems during the configuration of the ESSO-PR server-side
components, Passlogix recommends that you make both the SSPRWEB and SSPRRESET accounts
members of the local administrator’s group on the IIS Member Server where you are installing the
ESSO-PR server-side components.

After you have finished the installation and configuration of the ESSO-PR server-side components,
you can remove these accounts from the local administrator’s group on the member server.
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Enabling Storage in Active Directory

ESSO-PR stores user questions, answers, configuration, and enrollment information within an
organizational unit in Active Directory. Select any name for the OU that will identify the unit easily.

'Zi Before you proceed, create this organizational unit at the root of your domain. If the OU
4 does not exist when you try to enable storage, you might receive an error message
indicating that no such object exists on the server.

The Connect As account performs the schema extension. As such, this account must be a member
of the Schema Administrator’s group and have permissions to create objects within the ESSO-PR
Ou.

ORACLE’ Enterprise Single Sign-on Password Reset

Setlings Questions Usars Erclimants Rasets

Web Service Anoount
Storage

Reset Service
Connectors

Starage Type A0 w

ﬁs::el;lame:ﬂ Address, Port
SEFFDC DORAIN.COM m

Seneis &

Delete

Servar Timeaut a Seconds

Slorage Localicn (DM) OLI=SEFR DC=Celkid W O =C0k

Use 551 ]

Inttialize sterage for ESS0-PR B

Connect As [User Marme) DOMA MECHEMASUFER

Pazgword LRI T )

| Subemit |

=, Powered by
"2 pussLoGHT

To enable storage in Active Directory:

1. Inthe System > Storage screen, select the storage type as AD in the Storage Type drop-
down menu.

2. Enterthe fully qualified domain name or the IP address of the domain controller that you
want to use.

Enter 389 for the port number. This is the LDAP port used by Active Directory.
Click the Add button.

Populate the fields according to the information in the table below.

Click Submit.

o v AW
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After a slight delay, the confirmation message, Successfully Saved Changes, is displayed.

Storage

Configuration
Screen Label Explanation

Storage Type The type of directory in which ESSO-PR is installed. This example uses
Microsoft Active Directory (AD).

Server The fully qualified domain name or the IP address of the domain controller.
Name/IP The port number for AD is 389. The port number for SSL is 636.
Address,

Port Number

Servers The list of domain controllers to use. This example uses one server:
SSPRDC.PASSLOGIX.COM. It is possible to have multiple servers.

Server Timeout | The number of seconds in an attempt to establish a connection to the
repository before a timeout.

Storage The distinguished name (DN) of the ESSO-PR OU that you create within
Location (DN) Active Directory. The DN typically includes:

OU=SSPR The name of the OU that you create

DC=PASSLOGIX | The NetBIOS or short name of the domain

DC=COM The extension of the domain; for example, com or .gov.

Use SSL Select to enable secure socket layer.

Initialize Make sure that this box is checked. If you do not select this option, you will
Storage for not be able to enter information into either the Connect As or Password
ESSO-PR fields. This tells ESSO-PR whether or not it should extend the schema and

create the initial objects. If this box is not checked, ESSO-PR will only
update the storage settings.

Connect As The name of the account that will actually extend the AD schema and add
the necessary objects to the ESSO-PR OU. This account should be a
member of the Schema Admins group and have permissions to create
objects in the ESSO-PR OU.

-r
l'“: Enter the username in this syntax: Domain\Username

Password The password for the account specified above.

To verify that the ESSO-PR OU is configured correctly, open a fresh instance of Active Directory Users and
Computers on your targeted domain controller, using the Advanced view. You should see an OU named SSPR
(or the name that you chose) and two subordinate OUs named SystemQuestions and Users. The existence of
these two subordinate OUs indicates success.

You can now remove both the SSPRWEB and SSPRRESET accounts from the local administrator’s
group on the IIS member server where you installed the ESSO-PR server-side components.
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Granting Permissions to the SSPRWEB Account in AD

After creating the OU and subordinate containers within Active Directory, grant limited, specific
permissions to the SSPRWEB account for the ESSO-PR OU you created in AD.

F’Zi If you are familiar with granting advanced permissions to Active Directory objects, make
= sure that you grant the SSPRWEB account full control to both the ESSO-PR OU and its
subordinate containers at the advanced security levels.

# Active Dir I8 [=1 5]
<5 Ble  Action Yiew Window Help ‘;Iilzl‘
- ) p : :
| ’_ B Permission Entry for SSPR f 2lx|
&5 active Directory o o :
15[ Saved Quer Giorera | Manager By | bject | Group Poiicy | Pernissions | Audiing | Due | Effestive Permissions | Obieet | Fropetties |
=23 PASSLOGTX.
@ ruitns NEeoiusensnes Ta wiew mare information about spevial permissions, select a permi - - =
Compues | €8 Account Dperators [PASSLOGMMAceount Dperators] E Ly [ e |
Domain | € Administrators [PASSLOGIXM dinistratars) Pemission enjies it ﬁms obiect and all chid abjects =
Foreign: | €37 Autheniicated Users Typs | Hams [ Permission [LInherited o
LostAnd €T Domain Admins (PASSLOGIXAD amain Admirs) Allows  Autherticated Users  Special <notinke  Eermissions: Allgwr Deny
g'::;a?r‘ €7 Enterprise Admins [PASSLOGERE rterprise Adring) El G pooncemis(ies il ot ol o =
M e onies non cosTo oo 52
e Alow  SEPRWEE (S3PR... eummd cnot inhe List Cortertts =]
Superhy Add Femove Allows  SYSTEM | Contral <notinhe Read Al Propetties [m]
fllow  Account Operators [ Create/Delete . <notinht | vyibe All Froperties
Sytem - permissions for Account Operalars Alow  Deny Allow - Account psrators [ Lreste/Delete .. cnotinhe || " E
3 users - Allow  Account Operators [ Create/Delele... <o inhe Ale
Full Contral a a s R P st Delste Subtres [m]
Read a ] Agd. Edit. | Bemove Fead Permissions a
Wite [m] [m] Maodify Permissions [m]
Create &)l Child Objects O [m} I %:Iow |n|':ﬁntalh\_e parm::ss\tlnr\; f;_nm dtl';‘e parent to propagate ta th Madify Dwrer O
Delets &1l Child Dbiscts m] m] ERHLGHESEE S C AT Al Validated Wites m]
Generate Resultant Set of Policy(Loaging] a [m} | Al Extended Rights [m}
L Create All Child Objects [u]
e Adxanced(n To replace all permission eriries with the defaul setfings, olick Def ISP = noxl
Apply these permissions o abjects and/or Clear 41
Leamn mare about access control r containers within this container only
oK Concel | ooy |
m— ! oo |
I

To assign advanced permissions to the SSPRWEB account of the ESSO-PR organizational unit:
1. Make sure that you have enabled Advanced Features in the View menu under Active Direc-
tory Users and Computers.

2. Inthe Active Directory Users and Computers window, right-click the ESSO-PR OU and
select Properties.

3. Select the Security tab.

4. Click the Advanced button at the bottom of the tab to display the Advanced Security Set-
tings for SSPR window.

5. Select SSPRWEB from the Permission entries list and click Add.
6. Enterthe name of the SSPRWEB account. Click OK.

7. On the Permissions Entry for SSPR page, mark the Full Control check box in the Allow col-
umn.

8. Inthe Apply onto: drop-down menu, select This object and all child objects.
9. Click OK and close all open windows.
10. Verify that the permissions have been set accordingly.

The SSPRWEB account in Active Directory will have the permissions shown in the following table.

SSPR | Funl control
SSPR/SystemQuestions | Full Control
SSPR/Users | Full Control
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Delegating Permissions to the SSPRRESET Account

The goal of this procedure is to grant a limited set of rights to the password reset account
(SSPRRESET). You will be able to reset user passwords and unlock accounts with this account, but
nothing more.

Note that the SSPRRESET account is simply a member of your domain users group. As a fail-safe
built into AD, this account cannot be used to change the password of a user that has greater rights
(such as, an administrator account).

You can assign this right at the organizational unit level or group level. Assigning this right at the
user level should not be a general practice and is not recommended.

Considerations When Planning Account Permissions

The assignment of password reset permissions mandates careful consideration and planning to
ensure that the desired accounts, and only the desired accounts, are granted this permission.
Some practices and caveats that might help you fine-tune your strategy as you set up these
accountsinclude:

e Consider granting the password reset account granular permissions based on organ-
izational units or specific groups. After applying permissions to either, test to make sure
that you have the desired results.

e Do not run the Delegation of Control Wizard at the root of your domain: if you do, you will
give the password reset account rights that extend beyond users to objects such as com-
puters and printers.

e Because the password reset account is a member of the domain users group, its password
reset permissions are applied to all the members of the domain users group, who are at the
same level.

So, if you store all of your users in the default users container in AD and run the Delegation of
Control Wizard at that level, it will not permit a domain user account to reset administrator
account passwords. Active Directory does not permit users to have admin rights over
administrators.

In this scenario, the password reset service account will not be granted permission to reset the
password of your administrators. Your administrators will be able to enroll in ESSO-PR and go
through the entire password reset dialog. However, when they attempt to reset their passwords,
they will receive an error message because the password reset service account is not designed to
have permissions to reset the password for users in a higher security group.

Carefully consider whether you want members of your domain administrators group to be able to
have their passwords reset by an ordinary user account. While you can grant this level of control to
the password reset account, you might decide it is wiser not to do so.

Delegating Control at the OU Level

Consider an OU structure in Active Directory where users are divided in the following manner:

e OU = Usersl
e OU = Users2
e OU = Users (the default user container created in AD)

Assigning users to organizational units makes it possible to manage the SSPRRESET service
account permissions of many users in a simple and uniform manner.
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In the following example, we will give the SSPRRESET account the authority over the Users2 OU to
reset its members’ passwords.

1. Goto Start>Administrative Tools> Active Directory Users and Computers.
2. Make sure Advanced Features is checked under the View menu.

-.{; Active Directory Users and Computers - |EI|5|
@ File  Action | ¥iew MWindow Help |_|- =1
o o= | |E addiRemave Columns.. . G E'@ F @ T
@ Active Director Large Icons I Internal_Users
[:I Saved Que  Small Icons 5 ,r = =
=3P voURCOM st ﬂa fe Be :
(&) Accour @ peta e il
@ Exl —— ﬁ UsersZ User
@ m Users, Groups, and Computers as containers ﬂ Uszers3 User
#-C3 Buitin 14 Advanced Features ﬂ Usersd User
B-[C] Compu  Filter Cptions. .. ﬂ Userss User
- L i Users6 User
&l @ omtalr Cuskamize. .. ﬁ
-1 Foreigr
-1 LostandFound
- [L] NTDS Quakas
[]---[:I Program Data
-{25] sspr
[]---[:I Swstem
- Users
1| | i
|Enab|es,|’disables advanced features and objects | |

3. Navigate to Active Directory Users and Computers > [YourDomain] > [YourOU].
This example uses YOURCOMPANY.COM> Users2.

4. Right-click on the OU that you want to control (this example uses the Users2 OU) and
select Properties.
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@ Active Directory Users and Computers
-0 Saved Queties

E..@ LR OMP Y O

H-[g5] Accounts

Delegate Contral...

Move, .

Find...

e »
Al Tasks 3
Wi 3

Mew Window Fram Here

Zuk

Delete
Rename
Refresh
Expork List, ..

Propetties

Help

5. Inthe Users2 Properties window, select the Security tab.

Generall Managed Byl Object :_.SBCU'“ IEDM+I Group F'olic_l,ll

Giroup of Lger names:
ﬁ Enterprize Adming ;I
!ﬁ EMTERPRISE DOMAIN COMTROLLERS
!ﬁ Pre*#findows 2000 Compatible Access
ﬁ Frint Operators

€5 SYSTEM

-

Add.. | Bemove I

Permissions for Account Dperators Allaw Dieny

Full Caontral O
Read O
Wirite: O
Create &l Child Objects O
O
O

-

|
For special permissions or for advanced settings, Advanced |
click Advanced. —

QK. I Cancel | Apply |

Delete All Child Objects
Generate Resultant Set of PaolicylLogaing)

Ooooooo

6. Click the Advanced button to access Advanced Security Settings.
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Advanced Security Settings for Users2 ] 2] x|

Permizgion: |Auditing| Dwnerl Effective Permissionsl

T o wiews more information about special permizsions, select a permizzion entry, and then click Edit

Permizszion entries:

Type I Mame I Permizzion | Inherited From I Apply To |A

Allow Account Operators .. Create/Delete | <not inherited: Thiz object only

Allow Account Operators .. Create/Delste . <not inherited: This object only

Allow Account Operators .. Create/Delste . <not inherited: This object only

Allow Frint Operatorg (vOUF - Create/Delete .. <not inherited: Thiz object only b
Allow Account Operators [ Create/Delete .. <not inherited: Thiz object only

Allow Damain Admins [YOW Full Caontral <not inherited: Thiz object anly

Allows EMTERPRISE DOM...  Special <not inherited: Thiz object anly

Allows Authenticated Users Special <not inherited: Thiz object anly LI

Edit... Bemaove

” Aillows inheritable permizsions from the parent to propagate to thiz object and all child objects. Include
these with entries explicity defined here.

To replace all permission entries with the default settings, click Default. D efault |

Learm mare about access contral.

QK. | Cancel | Apply |

7. Click the Add button.

8. Inthe Enter the object name to selectfield, enter the name of your ssprreset account
(or browse to the account using the Advanced > Find buttons. (You can use the Check

names button to verify that you have entered the account name correctly.

Select User, Computer, or Group I x|

Select thiz object type:

ILIser, Group, or Built-in zecunty principal Object Types. ..

Frarm thiz lacatian:
IYOURCOMPANY.IDC&I Locationg...

Enter the abject name to select [examples):

B

Lheck Mames

Advanced... | ] I Cancel |

9. Click OK.

10. From the Object tab of the Permission Entry screen, select User objects from the "Apply

onto:" dropdown menu.

11. Inthe Permissions window, check the Reset Password box in the Allow column.
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Permission Entry for Internal_Users

Dbject | Properties I

Apply onto: IUser objects

Permizsions:

Delete Sublree
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todify Owner
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Create All Child Objects
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[
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[
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O o =l
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O O
O O
O O
O O
O O
O O
O O
=i
Clear Al |

o]
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12. In the Permission Entry screen, select the Properties tab.
13. From the "Apply onto:" dropdown menu, select User objects.
14.

in the Allow column.

Permission Entry for Internal_Users

Object Froperties I

2]

In the Permissions window, check the Write lockoutTime and Write pwdLastSet boxes

Permission Entry for Internal_Users 2l

Dbject Properties |

MName: Isspneset [z=prreset@alanfeldman. local] LChange... | Mame: Isspneset [zzprrezet@alanfeldman. local) LChange... |
Apply onto: IUser ohjects j Apply ante: IUSBI ohjects ﬂ
Permizzions: Allowy Derny Permizzions: Al Deny
Read IF Phone Number [Qthers) O O LI Read photo O a ;I
‘white |P Phone Mumber [Others) O O wihite photo O a
Read.aob Title O O Read Post Office Box O a
white Job Title O O ‘wihite Post Office Box O a
Read jpeaPhota O O = Read postaldddress O a
wite jpegPhata O O wiite postaldddress O a
Read labeledURI O O Read preferedLanguage O a
“wiiite labeledUR] O O ke preferredlanguage O a
Fead lastLogonTimestamp O O Read profileF ath O a
‘wihite lastLogonT imestamp O O ‘wihite profilePath O o -
Read lockautTime O O Read pwdLastSet O a
wiite lockoutTime O wihite pwdlastS et a
[T S Y P m m LI [T W m m ;I
Apply these permissions to objects and/or Clear &l | Apply these permissions to objects and/ar Clear &l |
containers within this container anly containers within thiz container only
Cancel | Cancel |
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15. Click OK.
16. Click OK two more times to close the windows. Your changes take effect immediately.

To verify that permissions were correctly assigned:

1. Right-click on the OU to which you just assigned the new permissions.
2. Select Properties.
3. Select the Security tab.

The SSPRRESET account should be listed as having Special Permissions. The Advanced tab will
indicate that this account has password reset permissions on the OU.
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Making the SSPR Server a Trusted Intranet Site in AD

There are two virtual directories within ESSO-PR that do not permit anonymous access, but that
are configured to use integrated Windows authentication (that is, if you are logged onto the
domain with your Windows password, you should be able to get to that page).

Because the security for IIS running on Windows Server 2003 is more stringent than IIS on
Windows Server 2000, the first time a user attempts to enroll, he might encounter a popup screen
requesting username and password, as is customary with any Web site with such settings. You
can avoid this behavior (which can lead to undesired help desk calls) by putting the fully qualified
domain name of your ESSO-PR IIS server in your list of trusted sites for any user in your domain.

To designate your ESSO-PR server as a trusted intranet site:

e Foran individual computer, add the ESSO-PR IIS server’s default Web site to your list of
trusted intranet sites.

e Within AD, add this site to your list of trusted intranet sites through a group policy.
To accomplish this, you need:

e Domain administrator rights
e The ability to create or modify group policies at the OU or domain level.

In the following example, the ESSO-PR server site is designated as a trusted intranet site for the
entire domain. As such, it is a trusted site to all domain users.

'Zi You might choose to create this policy for each OU that contains potential ESSO-PR
4 ysers for more granular access control. Regardless of your approach, the end result is
the inclusion of the ESSO-PR IIS server default Web site as a trusted site.

To add the ESSO-PR IIS server to the list of trusted sites in your organization, you must first create
a policy for Windows clients that do not have the Internet Explorer Enhanced Security
Configuration installed (by default, Windows XP and Windows 2000 Professional do not have this
feature installed):

1. Remove the Internet Explorer Enhanced Security Configuration settings (Control
Panel > Add/Remove Programs > Add/Remove Windows Components).

2. De-select (remove) the Internet Explorer Enhanced Security Configuration.

"Zi You can install this enhanced security feature on your domain controller after having
A created this policy. Read the dialog box that pops up when you attempt to import the
current zone within Group Policy Object Editor.

To create this policy, open Active Directory Users and Computers, right-click on the
organizational units that contain users who will be enrolling in ESSO-PR (in this
example, at the root level of the domain) and click the Group Policy tab.

3. Create a policy named SSPR TRUSTED INTRANET SERVER.
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5. Expand the user configuration portion of the policy in the Group Policy Object Editor.

Navigate to Windows Settings > Internet Explorer Maintenance > Security > Security
Zones and Content Ratings.

Click Modify Settings.
Read the displayed message and proceed.

'g" This is the same Internet Properties dialog window that is found in Internet Explorer v
6.0.

all
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In the Internet Properties dialog box, click the Local intranet zone icon, then click the

In the Local Intranet dialog box, click Advanced.
Enter the fully qualified domain name of your ESSO-PR IIS default website where indi-

|
9.
Sites button.
10.
11.
cated.
12. Click Close.

13.

Click OK and Apply as needed to close out of the Group Policy Object Editor.

Depending on the replication speed within your network, it could take some time to replicate this
policy throughout your Active Directory structure.

To confirm that this policy was applied at your desired level in AD:

1.

Log on as a user who would be affected by this policy (having given AD group policy rep-
lication sufficient time).

In Internet Explorer, open Tools > Internet Options > Security > Local Intranet >
Sites > Advanced.

Internet Explorer should list the site you added in its Trusted Sites window.
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Restricting Access to the Management Console

In order to avoid unauthorized users from accessing the Web-based ESSO-PR management
console, perform the following steps:

[y

Open Windows Explorer and navigate to C:\Program Files\Passlogix\ESSO-PR\.
Right-click the Management Client and select Properties from the shortcut menu.
In the Properties dialog box, click the Security tab.

Click Advanced.

Click Inheritable rights for Users to clear the selection.

In the dialog box that opens, click Copy.

Click OK.

In the Security tab, remove unauthorized users.

Click Add.

Choose an Advanced search and select IIS_WPG (for Windows 2003).

Click OK.

O 0N O U1 A WN

=
= O

:Zj All permissions except Full should be checked under the Allow column.
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Reference and Troubleshooting

Installation and Configuration Notes

Using AD or ADAM and IIS Web Services on Different Servers

If IIS and Active Directory or the ADAM instance are on different computers, then you must
provide the IIS Web services with a user account that is in the same domain as (or a trusted
domain of) AD or ADAM, and that is provided with read/write access to the directory.

Installing ASP.NET 2.0 With Windows 2000 SP4: “Access is Denied”
Error

When you install ASP.NET 2.0 on a computer running on a Windows 2000 Server domain
controller with Service Pack 4 (SP4) installed, the built-in IWAM user account (used by IIS Web
services with ASP) is not granted Impersonate User rights for ASP.NET 2.0. A request for any ASP
resources, including ESSO-PR, can produce an “Access is denied” error message. Microsoft has
acknowledged that this is an issue in SP4 (Knowledge Base article 824308) and provides the
following workaround to assign “Impersonate a client after authentication” to the IWAM account
manually:

1. Goto Start > Programs > Administrative Tools, and click Domain Controller Security
Policy.

2. Click Security Settings.

3. Click Local Policies, and then click User Rights Assignment.

4. Intheright pane, double-click Impersonate a client after authentication.

5. Inthe Security Policy Setting window, click Define these policy settings.

6. Click Add, and then click Browse.

7. Inthe Select Users or Groups window, select the IWAM account name, click Add, and then
click OK.

8. Click OK, and then click OK again.

9. To enforce an update of computer policy, type the following command:
secedit /refreshpolicy machine policy /enforce

10. Atacommand prompt, enter iisreset.

Server Error in ' /vGOSelfServiceReset/ManagementClient” Appli-
cation
When you install .NET 2.0 on a computer running a newly installed operating system, the Network

Service account must be granted read/write access or you will encounter a server error when you
access the ESSO-PR 7.0 Management Console.

To avoid the server error, grant the Network Service account read/write access to the following
folder:

C:\Windows\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files
This is not a ESSO-PR-specific issue. All ASP.NET applications will receive this error if the configuration is

not set correctly.

Group Security Policy: Password History Setting Should Be Increased

ESSO-PR uses the password history setting of the Windows 2000 Group Security Policy. You
should allow for one additional prior password in addition to the Enforce password history setting.
For example, if the setting is 3 (ensuring that a user’s last three prior passwords cannot be
reused), ESSO-PR uses one of these, so the actual setting is 2. Oracle recommends a higher
setting for Enforce password history for optimal security.
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Internet Security Settings (Windows 2003 users)

The default settings for Windows 2003 Internet Security settings are more stringent than those
for Windows 2000 and XP. You must add the ESSO-PR Web service to the workstation's Trusted
Sites Internet zone or the Local Intranet zone in order to use ESSO-PR as a Windows 2003 client.

Upgrading for SQL Server Users

Versions of ESSO-PR prior to 10.1.4.0.2 Fix Pack 1 did not adhere to case sensitivity when
submitting Users page queries to SQL databases, which would result in an error message.

ESSO-PR 10.1.4.0.2 Fix Pack 1 has resolved this issue. However, depending on your upgrade
path, your installation might still require this manual change. The following table illustrates the
various upgrade paths for ESSO-PR and what to do based on the path you have taken.

Version/
Upgrade Path Workaround

10.1.4.0.3/ Issue resolved Not necessary
New installation

10.1.4.0.3/ Issue resolved Not necessary

Upgrade from 10.1.4.0.2

Fix Pack 1

10.1.4.0.3/ SQL Case Sensitivity Rename Design Table as follows:
Upgrade from 10.1.4.0.2

1. On the SQL Server machine,
open Enterprise Manager.(see
following procedure)

2. Locate the SSPR database and
select Tables.

3. Right-click on the Users table
and select Design Table.

4. Change the column name
"UserSiD" to "UserSid"
(Change capital 'D' to lower
case'd").

5. Save.

or prior
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Server Registry Settings

» Under HKLM\Software\Passlogix\SSPR

Data
Key Value Name Type

SSPRService Reset_ dword Set to 1 to display the reset prompt.
ShowIntroduction REG_ Set to 0 (default) to suppress the reset
DWORD | prompt.

SSPR Service Reset _ dword Set to 1 to activate customizable reset
CustomizedErrorMsg | REG_ error messages. Set to 0 (default) to
DWORD | use the built-in reset error messages.

Storage StorageOrder string AD or ADAM
(REG_
SZ)

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

ADAM Root string (REG_SZ) ADAM partition root

Classname string (REG_SZ) Adam

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\ADAM\

| Servers | Serverl | string (REG_SZ) | server:port (of the ADAM instance) |

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

Root string (REG_SZ) AD root

Classname string (REG_SZ) AD

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\AD\

| Servers | Serverl | string (REG_SZ) | server:port |
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Installing an ADAM Instance

1. Start ADAMSetup.exe. Select A unique instance and click Next.

2 Active Directory Application Mode Setup Wizard x|

Setup Options
An ADAM instance iz created each time ADAM iz installed.

‘r'ou can create a unique instance, or you can install a replica of an existing instance.

Select the ype of ingtance you want to install,

& unigue instance
Thiz option automatically creates a new instance of ADAM that uges the default

configuration and zchema partitions. The new instance will not be able to replicate
with exizting instances.

A replica of an existing instance
Thiz option createsz a new instance of ADAKM that uzes the configuration and
zchema partitions replicated from another ingtance of A0AM. You can alzo select
the application partitions to replicate.

< Back I Mest > I Cancel Help

2. Provide your Instance name and click Next.

= Active Directory Application Mode Setup Wizard x|

Instance Hame
The instance name iz uged to diferentiate this instance of ADAM from other ADAM
inztances on this computer.

Type a name far thiz ingtance. The name should reflect the use far which this instance
of ADAM is intended.

Instance name:
ISSF'FH1

Example: Addresshook

The ADAM zervice name is created when the instance name is combinad with the
product name. [t will be dizplayed in the list of Windows services.

ADAM service name:
ADAM_SS5PR-1

¢ Back I Mewt » I Cancel Help |

3. Specify port numbers of 10000 and 10001 (ten thousand range, for easy recall) and click
Next.
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= Active Directory Application Mode Setup Wizard x|

Ports
Computers will connect to thig inztance of ADAM uzing zpecific portz on all of the
|IP addreszes azzociated with thiz computer,

The ports displayed below are the first available for thiz computer. To change these
parts, type the new part numbers in the text boxes below.

If you plan to install Active Directory on this computer, do not uze 385 for the LDAF port
or 636 for the S50 port becauze Active Directony uges these port numbers, Instead, uze
available port numbers fram the following range: 1025-65535.

LDAP port mumber:
|1uunu

S50 port number:
|1 001

< Back I Hest » I Carcel | Help I

4. Specify the root DN (for example, DC=SSPR, DC=Passlogix, DC=COM) and click Next.

= Active Directory Application Mode Setup Wizard x|

Application Directory Partition
An application directory partition stores application-zspecific data.

Do you want to create an application directony partition for this instance of ADakM Y

" Mo, do not create an application directony partition
Select thiz option if the application that you plan to install creates an application directong

upon ingtallation, or if pou plan to create one later,
¢ ‘Yas, create an application directary partition

Select thiz option if the application that you plan to install does not create an application
directary partition upon inztallation. & walid partition name iz ary distinguizhed name that does
ok already esxist in thiz instance. Exrample disgtinguished name:

CM=Partition1.DC="w oodgrave, DC=C0 M

Partition nanne:
DC=55PR.DC=Faszlogix.DC=COM

< Back I Mest » I Cancel | Help I

5. Specify an easy-to-find base location (for example, $RootDrive$\ADAM\ Instance) and
click Next.
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.,';', Active Directory Application Mode Setup Wizard il

File Locations
ol can specify a lacation far each wpe of file azsociated with thiz instance of
ADAK,

Specify the locations to store filer azzociated with ADAM.

Data files:
IF:\AD.&M\SSF’H-T\data Browse. ..

Data recovery files:

IF:\.-’-‘n.D.t'-\M'\SSF'FH Wecoverny Browse. . |

< Back I Hest » I Cancel Help

6. Specify the run privileges and click Next.

3 Active Directory Application Mode Setup Wizard x|

Service Account Selection
AlAM performs operations uzing the permizsions aszociated with the account you
select,

Set up ADAM to perform operations uging the permizzions aszociated with the following account,

" Metwark service account
A0AM haz the permizzions of the default Windows zervice account,

{*" This account:

ADAM haz the permissions of the selected account. Ensure that the account yau select iz zet
up torun as a service.

User name; (€ oaradministator = J Browse... |

Pazaword: I.o..oo-ooo.

< Back I Nest » I Cancel Help

7. Specify the Administrative Permissions and click Next.
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= Active Directory Application Mode Setup Wizard x|

ADAM Administrators

Y'ou can specify the user ar group that will have administrative privileges for this
ifiztance of ADA.

Azzign the fallawing user or aroup of users administrative permizszions for ADAK .

& Currently lngged on user; Dé&%Administrator

The uzer that iz installing ADAR will have adminiztrative permiszions for thig instance
of AL,

= This account

The zelected user or group will have administrative permiszions for this instance of
ADAKM. *ou can chooze any uzer or group from thiz computer, this complter's
domain, ar any domain that iz trusted by thiz computer's domain.

Scoaunt name:

Browwse).. |

< Back I Ment » I Cancel | Help I

8. Select Do not import LDIF files for this instance of ADAM and click Next.

= Active Directory Application Mode Setup Yizard ﬂ

Importing LDIF Files
'ou can impart data from Lightweight Directony Interchange Format [LDIF] files into
yaur A0AK application directon partition.

Ta configure the ADAM service in a specific way, impart ane o rore af the LDIF files isted
bl

' Da not import LDIF files for this instance of ADAM:
™ |mport the selected LDIF files far this instance of ADAR
by ailatle files: Seleated/LINE files:

t5-42kan LOF
1 S-Inet0rgPerson LDF

M5-Uzer LDF
5 -U zerProwsy LDF fdd > |
<- Hemove |

< Back I Memt » I Cancel Help

9. Click Next as requested to proceed.
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= Active Directory Application Mode Setup Wizard x|

Ready to Install
The ADAM Setup Wizard iz ready to inztall A0DAM with the fallowing configuration.

Befare continuing, review and confirm pour selections,

Selections:

Inztall a unique instance of ADAM. -

Instance name: S5PR-1

Computers will connect ta this instance of ADAM using the following ports:
LDAR port: 10007
S5L port: 10002

A0AM replication will use Megotiate authentication,

Store ADAM program files in the following location: LI

To change your selections, click Back. To install ADAM, click Next.

< Back I MHewt » I Cancel Help

10. Click Finish.

Active Directory Application Mode Setup Wizard ﬂ

Completing the Active Directory
Application Mode Setup Wizard

Vou have succezsfully completed the Active Directary
Application Mode Setup Wizard,
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