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Preface

The Documanage system is comprised of server programs, including your
database system and the Documanage Router and Server applications, and
end-user client applications, such as the Workstation. Documanage also
includes administrative applications used to manage and configure the
system. This book describes those administrative applications, Documanage
Administrator, Web Workflow Designer or Graphical Workflow Designer,
Service Controller MMC Snap-in, Document Migration Tool and Command-
line Import Tool.

Currently only the Documanage Router and Server are available for platforms
other than Microsoft Windows 32-bit operating systems, and the new Web
Workflow Designer is an Internet application. All other applications
described in this book run only on Microsoft Windows, although they are
used to administer Documanage systems where the router and server are
running on other platforms. In very limited cases, a function or two described
may only be available when administering router and servers running on
Win32 platforms. Those cases are noted where they are described.

Installing the Administrative Applications
The Documanage administrative applications are installed as an option with

the Documanage Windows services installer as described in the Documanage
Installation Guide. Please refer to that guide for installation instructions.

Running the Administrative Applications

Once installed, the Administrative Applications are available in your
Windows Start menu under Documanage. Documentation and help are added
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to those respective sub-menus as well. To run any of the applications, click
Start, navigate to the Documanage program group and choose the desired
application from the list.

Using this manual

XViii

This Administrator’s Guide describes how to use the Administrator module to
set up and maintain your Documanage system. It also discusses use of the
Web Workflow Designer, configuration options for non-NT security, and
utilities for importing and migrating documents.

Contents
The Administrator’s Guide contains the following sections:

€ Setting up Documanage: Describes the procedures for setting up
Cabinets and Business Tables, and defining the relationships between
them.

€ Maintaining Documanage: Describes the procedures needed to
successfully maintain Documanage, including maintaining storage
volumes, document Category designations, the User list and user security
assignments. This chapter also discusses how to monitor and track system
usage in Documanage.

& Workflow: Describes how to create workflow maps using both the new

Web Workflow Designer and the legacy Workflow module. It also
describes how to use workflow maps in a project.
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& Appendix A: Managing Heterogeneous Servers in Documanage: A
Documanage system consists of a Documanage Router and one or more
Documanage Servers. The router may run on Windows NT/2000/XP, or
on one of several UNIX-based operating systems, including Linux,
Solaris, and AIX. A server may run on any of these same operating
systems, and a single router may host servers based on more than one
operating system. In Documanage the presence of multiple servers is
transparent to the user. The user connects to the router and is assigned a
server. Each server provides access to the same database and to the same
document data store.

¢ Appendix B: Documanage .ini file settings: The Documanage .ini file
settings appendix describes the sections in the poffice.ini file. The entry
for each section contains a short description, a name/value table, and a
sample file entry.

€ Appendix C: DmgCOMODbijects .ini file: The DmgComObjects.ini file
adds one or more menu items to the Documanage Workstation Document
Menu.

€ Appendix D: Using the Documanage Service Controller: The
Documanage Service Controller allows you to manage the Documanage
Router and all of the Servers. To facilitate remote administration, this can
be performed by any account with sufficient privileges, on any machine
with network connections to the Router and Server(s).

¢ Appendix E: VLAM Storage: VLAM, an acronym for Virtual Library
Access Method, is a proprietary Skywire for Oracle storage layer that
uses the Virtual Storage Access Method (VSAM) to store documents and
their annotations on a mainframe running the MVS (Multiple Virtual
Storage) operating system.
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Related documents

¢ Appendix F: EMC Centera Settings: The Documanage EMC Centera
API Integration product described in this appendix is available under a
separate license from Oracle.

¢ Appendix G: Snaplock settings: Network Appliance Settings for
Documanage.

@ Appendix H: LDAP security: Lightweight Directory Access Protocol
(LDAP) service usage with Documanage.

Conventions

This guide provides consistent typographic conventions and keyboard
formats to help you locate and interpret information easily. These conventions
are provided below.

Convention | Description
Italics Command, dialog, icon, and field names
San serif font Directory, folder, and file names
1 Numbered lists Provide step-by-step procedures for performing an
action
€ Bulleted lists Provide grouped information, not procedural steps

Related documents

In addition to this manual, the following related publication(s) are also
available for Documanage:
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Suggestions

Installation Guide
Using Documanage Workstation
Database Administrator’s Guide

Dmg API online help

* & 6 o o

Programmer’s Guide

Suggestions

We welcome your comments, suggestions, and concerns about this manual or
any Oracle Software publication.

Send your comments to:
Skywire’s Documanage for Oracle Technical Documentation

3353 Peachtree Road NE, Ste 800
Atlanta, Georgia 30326
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Setting Up Documanage

One feature that sets Documanage above the competition is its innovative
Powermapping technology. Powermapping, a feature unique to Documanage,
allows organizations to use their existing line-of-business (LOB) databases
for the access and retrieval of data. Therefore, installing Documanage
requires no additional programming.

In this chapter

The information in this chapter will help you answer the following questions:
-+ How can | PowerMap Cabinets to my existing data?

-+ How can | create new Cabinets?

-+ How do | set up Business Tables?

-+ How do | set up relationships between Cabinets and tables?

Overview

The chapter is broken into the following sections:
4 Setting Up Cabinets

This section describes the differences between Powermapping to an
existing database and Powermapping from scratch.
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Powermapping to a Database

This sections covers how to map to a database.

Creating New Cabinets

This sections describes creating cabinets, adding and deleting tables,
creating single level, multi level, and consolidated cabinets, and releasing
a cabinet.

Setting up Business Tables

This section describes business tables and covers viewing Business Table
data, adding and deleting indexes, and editing index records.

Defining Relationships

This section details how to define and delete relationships between the
DMANAGE “housekeeping”database and your “business” database.

Setting up Cabinets

One of the first tasks facing the Documanage Administrator is the creation of
Cabinets where documents can be accessed. Cabinets are a graphic
representation of data in LOB table: users will see a Cabinet icon that
contains folders representing data rows in the original database tables. There
are two methods by which Cabinets can be created depending on the existing
database structure. No matter which method is selected, Cabinets will offer
the same functionality.
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& Powermapping (using existing data): A Documanage Administrator
can map to the database table that is used as the index data. He can also
customize how this data from the mapped table will be used to index and
organize documents. This is the most efficient method of creating a
cabinet.

& From scratch: A Documanage Administrator can define the cabinet and
the index structure to be used for indexing and organizing documents. He
can also key in the appropriate indexes.

Creating Cabinets by Powermapping

The preferred method in creating Cabinets is through the use of Skywire’s
Documanage for Oracle Powermapping feature. Powermapping, a key
feature of the Documanage model, works by mapping to an organization’s
existing data residing in a well-defined database. Powermapping eliminates
any data redundancy while avoiding prolonged data-entry time and costly
programming that may be required.

For example, suppose your company’s Accounting department has a database
listing all current vendors. Documanage can quickly and efficiently
PowerMap to this existing data. Once this database has been PowerMapped,
all the data and data structures are available for use as the basis of a new
Cabinet. There is no limit to the number of databases that you can PowerMap.

Creating Cabinets from Scratch

An alternate method in Cabinet creation is to create a Cabinet from “scratch.”
Using this method, a Documanage Administrator creates a Cabinet by first
naming it and then defining all indexes that will be used to access it. A
Documanage Administrator would have to create a Cabinet from scratch
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when, for example, there are no databases to which to map or the existing
databases are inadequate for proper document management.

Specify Cabinet on Startup

You can specify what cabinet will open when a user starts the Documanage
Workstation. For example, you might have users that need access to only one
cabinet. It simplifies their process to have that one cabinet open on startup.
Also, if you have users that are unfamiliar with the system, it might be easiest
to specify a cabinet to open at startup so they don’t have to navigate through
the system.

To force a specific cabinet to open you can edit the registry as follows:

[HKEY_LOCAL_MACHINE\SOFTWARE\Docucorp
International\DocuManage\Client]
"OnStartCabinet"="<Replace with Start Cabinet>"

Powermapping to a database

Since Powermapping technology works with most installed ODBC databases,
indexes can be drawn from most databases currently in place; therefore,
indexes will be the same in the Documanage cabinet as they are in the
existing database. Documanage uses ODBC to connect to most databases.

For example, a company’s Purchasing document indexes can be drawn from a
company’s Oracle database, while its Product Development document
databases can be drawn from their SQL Server database. When mapping to a
database, you can map either to tables or views. Mapping to a table maps to
one specific table, while mapping to a view maps you to two or more tables.
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NOTE: When Powermapping, Documanage ensures that unique Cabinet
names are applied to each table. If a Documanage Administrator
attempts to name multiple Cabinets the same name, Documanage
brings the repeat to your attention. At that time, change the duplicate
Cabinet name to a unique one.

To map to a database

1 Open the Documanage Administrator.

2 Click the Map to a Database button from the main Documanage
Administrator dialog.

The Map to a Database login dialog appears.

- Map to a Database R

Fleaze zpecify a databaze to map to

Databaze M arthwind

Hlzer Hame |za k.

HEEEE

Fazzward Cancel

3 Select the appropriate database from the Database list.
4 Enter the User Name and Password for the database and click OK.

This will be the user name and password used in the ODBC
configuration.
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The Map to a Database dialog appears.

x
File:
— Mapping to Marthiwind
. Mapt
[~ Case Sensitive Data Source W IT‘E'bIES %I
Tables in D atabase: Selected tables:
Bl Northiind ;I
e [B) Cabegories
B CustomerCustome: Ldd > |
B CustomerDemogra
E3 Customers fdd all > |
B3 Emplayees
B EmployesT eritorie
B Order Details Bemove < |
B Orders

e |E Region Remove all <<
- -, -
«| | B
0K | Cloge |

5 Select either Tables or Views from the Map to drop-down list
depending on what you want to map to.

If you select Tables, the tables will be listed in the Tables in Database
box.

If you select Views, the views will be listed in the Tables in Database box.

6 Select Case Sensitive Data Source if necessary.
When selected, this option omits the UCase function from the query.

NOTE: Certain data sources, such as older versions of DB2 on MVS, do not
support case-insensitive searches because they lack a UCase or
Upper function. By default, queries generated by the Documanage
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Workstation’s Query By Example dialog make use of this function,
and they return an error when run against a data source which does
not support the problem function. You can keep users from
generating this error by using a new checkbox on the Map Database
dialog.

If you are mapping to tables in an Oracle database management system, a
Tables allowed to map to current user checkbox appears in the Map to a
Database dialog. Selecting this checkbox only allows databases that you
can select to display in the Tables in Database window.

~~ Map to a Database |

File
r— Mapping to ORCIDEYT

Mapta ITabIes j

[~ Case Sensitive Data Source

v Tables allowed bo map bo curent user

Tables in Database Selected Tatbles

Elj Databa&_

Add >

Add all >

Bemowve <

FlEE

Remowe all <<

0k | Cloze |

7 Select the table you want to map from the Tables in Database list
and click Add > .
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The selected table displays in the Selected Tables list. Click Add all >>to
select all the tables. You can deselect tables one at a time by clicking
Remove < or all of them by clicking Remove all <<.

8 Click OK when all desired tables have been selected for mapping.

If you are mapping a table that has an unsupported data type, you will see

a dialog displaying the Column Name and Data type and asking what you
wish to do appears.

« Power Mapping Warning ﬂ

The table Northwind.dbo.Customers has one or more
columns of data types not fully supported by
Documanage; double byte stings. which will be
converted to ASCIl zingle byte stringz. Data can be lost
in this conversion!

The following columng are not fully supported.

Data Tvoe =
CustomerlD nchar
CompanyN ame nvarchar
ContactN ame nwarchar
ContactTitle nvarchar
Address nvarchar
City nvarchar
Region nvarchar
PostalCode nvarchar
Cowarben nwarchar i
Continue Mapping this table? Ve

“r'es, but omit these columns

ﬂol

¢ Continue mapping tables

¢ Continue mapping, but omit unsupported columns
¢ Stop mapping

9 Click OK to close the confirmation dialog.

All tables that were mapped are now available for document-management
use within Documanage.
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NOTE: If a message appears stating that the table has been previously
mapped, simply click OK to close the message and continue. A table
that has been previously mapped to Documanage, and then removed
from the Documanage system, will retain a PowerKey, and that is
why this message may appear. It is ok to re-map the table.

If you used Powermapping to link to an organization’s databases, the next
recommended step in creating a Documanage system is Cabinet creation.
Powermapping does not automatically create Cabinets.

Creating new Cabinets

A cabinet is a basic unit of organization containing folders and documents
that group information for a user. Documanage Administrators create cabinets
to provide functional structures of information. Documanage users select
cabinets by name to perform their document management operations.

Cabinets can contain levels. A cabinet level is a layer within a cabinet and is
created by the Administrator when cabinets are defined. Cabinet levels are
related hierarchically and each level references a set of one or more LOB
tables.

A cabinet level contains a sequential level number, a set of one or more LOB
table names, and an SQL relationship to the immediately preceding level’s
table set (if a preceding level exists).

Cabinets that contain one level are sometimes referred to as Single Level

Cabinets. Cabinets that contain more than one level are often called Multi-
Level Cabinets.
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Cabinet levels can be consolidated. Consolidation groups documents from
multiple LOB tables and organizes the documents in one folder level so the
documents can be viewed together.

For example, you might have one folder for the LOB table Vehicle Types and
one folder for LOB table Manufacturers. Once these tables are defined in a
relationship, a consolidated level could show all vehicle types and their
manufacturers in one folder.

Use the Cabinet Definition dialog to create new cabinets. From this dialog
you can view folders in a cabinet, folder properties and documents, and
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groups that have access to the selected cabinet. You can also specify a filter
on which the end user can search for documents.

~ | Cabinet Definition - Released
File Tables @oTo Help

Cakinet |Amergen ﬂ
Level Table | Shot | Documents Label Farmula
1 Amergen Tes ez + | DMGS amples. dbo.smergen LM ame
Releazed [ v Enable Extended Doc Attributes

Documents | Fofder Properties

T able Docurnent Filker

Amergen

Distribation List | Filter On ] Cateqories

* Public Access
| Group |

(" Following Groups Only

i
oEEEN
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Cabinet Definition Dialog Options

[ Fea | Desopuon |

Level
Table
Show

Documents

Label formula

Documents tab:
Table
Document filter

Properties tab:
Property name
Display
Editable
Required

Distribution List tab:
Public Access

Following Groups Only

Group
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The level the table will appear in the Cabinet
The table name

Whether or not that table will show in the Client in
that cabinet

Whether or not documents will show in the cabinet’s
folders

Defines the default folder label that will appear
within the Documanage Client. This can be a
combination of text and fully qualified table columns
as defined by the database you are using.

The table name

Allows you to set both document and folder filters
using SQL Where clauses

The name of the field
Whether or not that field will appear in the Client
Whether or not that field is editable

Whether or not that field is required to be completed
in the Client

Provides access to all groups in Documanage.
Security on tables will also be implemented on all
cabinets

Provides access to selected groups in Documanage.
Security on tables will also be implemented on all
cabinets

Only users belonging to the selected groups can
access the cabinet



Creating new Cabinets

[ Fea | Desorpion |

Filter On tab:

Filter text box Allows you to enter a SQL WHERE clause that
filters cabinet folders

Variable Opening a cabinet prompts you to enter a value for

(See Note) the variable defined in the Filter text box. The
Workstation filters folders in the cabinet which
match the value of the variable before the cabinet
opens.

Order By Overrides default sorting

Type The variable data type

Categories:

Include All/Exclude All Allows selection (check box) of Document

Categories that are to be EXCLUDED from use with
this Cabinet. Users will not be able to use a
specified, or checked, Document Category with this
particular Cabinet. By default, all Categories are
available for use with all Cabinets.

NOTE: The Variable must be enclosed in % symbols. The query shown here
filters the calxpPower table in the DMGSamples database using its
Service State column:
DMGSamples.dbo.CalXPower.Service State LIKE
sState Code%.
$State_Code% would be entered into the Variable box. The entire
statement would be entered in the Filter text box.

As you open the cabinet, the Workstation prompts you to enter a
value for the state Code variable. The filtered cabinet only shows
folders containing the value of State Code inthe Service State
column.

Alternately, you can choose from a list of values for the variable that
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have been entered in the poffice.ini file. Refer to “Cabinet Filters” on
page 241.

Creating a single-level cabinet

The most basic type of cabinet is the Documanage single-level cabinet, which
contains only one table. This type of table is created through the Cabinet
Definition dialog.

To create a single-level cabinet

1 Click the Cabinets button in the main Documanage Administrator
dialog.

2 Select New from the File menu.

3 Type anew cabinet name in the New Cabinet dialog and click OK.

CAUTION: Cabinet names cannot be all numeric: they must contain at least
one alphabetic character.

4  Select atable from the Table list.
Adding one table creates a single level cabinet.

5 Select whether or not users are able to add Documents to the table
in the Documents column.

If you select Yes, the user can view and add documents to this table. If
you select No, the user can view documents in this folder, but cannot add
any documents.

6 Edit the Label Formula, if necessary.
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This is the label for the table that will display in the Client. Folder labels
must be entered in valid label format which is
databasename.dbo.tablename.primarykey.

7 Select Enable Extended Doc Properties if you want to enable
extended document properties for this table.

Extended document properties are created on Document
Categories|Extended Doc Properties. For more information see “Adding
Extended Document Properties” on page 103.

8 Go to the Documents tab, add tables, and define the document filter.

9 Go to the Folder Properties tab. For each Database Field Name,
select whether the field will Display, is Editable, or is Required in
Documanage Workstation.

10 Set the Distribution List, Filter On, and Categories properties.

11 Save and Exit. Upon Saving you may be prompted to Refresh the

connection to the Documanage Server. Supply the ODBC username
and password here.

Creating a multilevel cabinet

A multilevel cabinet contains two or more tables. This type of cabinet is
created through the Cabinet Definition dialog.

To create a multilevel cabinet

1 Click the Cabinets button in the main Documanage Administrator
dialog.

2 Select New from the File menu or select an existing cabinet from the
Cabinet list.

Administrator’s Guide for Documanage 15



Creating new Cabinets

16

3 Type anew cabinet name in the New Cabinet dialog and click OK, if
you are creating a new cabinet.

CAUTION: Cabinet names cannot be all numeric: they must contain at least
one alphabetic character.

4 Select atable from the Table list.

Selecting one table creates a single level cabinet. Adding two or more
tables creates a multi-level cabinet.

5 Select Add Table from the Tables menu.
A second level displays.

6 Select atable from the Table list.
Add as many tables as necessary to the multi-level cabinet.

If a relationship does not already exist between the selected tables, the
Define Relationship dialog opens and you must define a relationship
between the database tables to continue. For more information see
“Defining Relationships™ on page 30.

7 Select whether or not you want to Show the table.

After adding two or more levels, the Show field becomes active for each
level except the last.

If you select Yes, the user will be able to see this table displayed as a
folder in the Documanage Client. If you select No, the user will not be
able to see this table in the Documanage Client.

8 Select whether or not users are able to add Documents to the table.

If you select Yes, the user can view and add documents to this table. If
you select No, the user can view documents in this folder, but cannot add
any documents.
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11

12

13

14

Edit the Label Formula, if necessary.

This is the label for the table that will display in the Client. Folder labels
must be entered in valid label format which is
databasename.dbo.tablename.primarykey.

Select Enable Extended Doc Properties if you want to enable
extended document properties for this cabinet.

Extended document properties are created on Document
Categories|Extended Doc Properties. For more information see “Adding
Extended Document Properties” on page 103.

Go to the Documents tab, add tables, and define the document filter.
Go to the Folder Properties tab. For each Database Field Name,
select whether the field will Display, is Editable, or is Required in
Documanage Workstation.

Set the Distribution List, Filter On, and Categories properties.

Save and Exit. Upon Saving you may be prompted to Refresh the

connection to the Documanage Server. Supply the ODBC username
and password here.
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Creating a consolidated cabinet

A consolidated cabinet contains documents from multiple tables at the same
cabinet level.

To create a consolidated cabinet

1 Click the Relationships button from the Documanage Administrator
dialog, define a relationship, save and close the form.
See “Defining Relationships” for directions on completing the dialog.

2 Select the Cabinets button in the main Documanage Administrator
dialog.

3 Select New from the File menu.

4 Type anew cabinet name in the New Cabinet dialog.

CAUTION: Cabinet names cannot be all numeric, they must contain at least
one alphabetic character.

5 Select the desired table for the cabinet from the Table drop-down
list.

6 Select Add on the Document tab and add a new table. Repeat as
necessary

See “Adding and deleting tables” for details.

7 Save and Exit the form.

Administrator’'s Guide for Documanage



Creating new Cabinets

Adding and deleting tables

To add a table

1 Select the Cabinet to which you want to add tables from the Cabinet
drop-down list.

2 Select the Add Tables option from the Tables menu or press
[Alt+T+A].

3 Select the table you want to add from the Table drop-down list.

The Define Relationship dialog appears when you add a second table.
Complete the form. See “Defining Relationships” for directions on
completing the dialog.

4 Select the whether or not you want to Show the table.

If you select Yes, the user will be able to see this table displayed as a
folder in the Documanage Client. If you select No, the user will not be
able to see this table in the Documanage Client.

All tables can be set to show or not show except the last one listed. The
last table listed will always be visible in the client. For example, if 5
tables are listed, you can hide the first 4. The 5th one will display in the
Client. If 10 tables are listed, you can hide the first 9, the 10th one will
display in the Client.

5 Select whether or not you want users to be able to add Documents
to the table.

If you select Yes, the user can view and add documents to this table. If
you select No, the user can view documents in this folder, but cannot add
any documents.

6 Edit the Label Formula, if necessary.

This is the label for the table that will display in the Client. Folder labels
must be entered in valid label format:
databasename.dbo.tablename.primarykey.

Administrator’s Guide for Documanage 19



Creating new Cabinets

7 Save and Exit. Upon Saving you may be prompted to Refresh the
connection to the Documanage Server. Supply the ODBC username
and password here.

20 Administrator’s Guide for Documanage



Creating new Cabinets

To delete a table

1 Select the table you want to delete.

2 Select the Delete Table option from the Tables menu or press
[Alt+T+D].

A confirmation box displays.

3 Select Yes.
The table is deleted.

Editing a Database Field

You can edit database field properties on the Cabinets dialog. You can
determine whether a user will be able to see a field, whether they can edit the
field, and whether the user must enter information in that field.

After selecting the Cabinet you want to work with, go to the Folder
Properties tab and select Yes or No in the Display, Editable, and Required
field depending on the properties you want to set.

Releasing a cabinet

Before any Documanage user can access a cabinet, it must first be released
using the Cabinet Definition dialog. Releasing a cabinet (including single-,
multi-level, or consolidated cabinets) permits it to be viewed by Documanage
users with the appropriate rights. Cabinets that are not released will not
appear to users in the Client. Unreleased cabinets are labeled as Not Released
and released cabinets as Released.
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NOTE: Editing a cabinet definition in any way causes the cabinet to be Not
Released again. Therefore, after making changes to a cabinet
definition, it is necessary to resave and re-release the cabinet.

To release a cabinet

1 Be surethat the cabinet you want to release appears in the Cabinet
Definition dialog and has been saved.

2 Select the Release option from the File menu or press [Alt+F+R].

3 Enter the User Name and Password for the selected database.

The cabinet is released and available for viewing in the Documanage
Client by those viewers who have the rights to do so.
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Viewing, Modifying and Setting Up Business
Tables

Every Documanage table has attributes associated with it. These attributes
include a description of the table, its related database, data type, whether or
not shortcuts to the table can be made, and so on.

To quickly view the attributes related to a database, you can use the Business
Data Tables dialog accessed by clicking Business Tables in the Documanage
Administrator dialog. You can use the Business Data Tables dialog to view,
modify or create attributes for an existing or a new database table.

For example, to view the attributes of the Authors table, select the table icon
labeled Authors from the list of table icons displayed in the window on the
left hand side of the dialog. Authors appears in the Table Name field in the
dialog, and the characteristics of the table columns appear in the Columns
section of the dialog.
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Business Data Table Dialog

The screen shot that follows shows the Business Data Tables dialog.

- Business Data Tables
Filz Elds @ To Help

=@ DMGE5amples
=@ Mapped Tables T able Mame: }dmergen
[ dbo.PersonalCabinet

B dboWF_Claims Description: |ﬂmergen

B dbowFO_Claims

[ dbo/wFP_Claims Qualified T able: |DMGSampIe&.dbn..&mergen

B dbowFU_Claims

(0 =} D55 arnples. dbo Amergen Default Label: |DMI35amples.dbo.Amergen.LName
.[B DMG5amples.doo.ARCHIVE
[ DMIGS amples.dbo. Cal¢Pow DSM: |DMGS.&MF‘LES
[ DM0GSamples.dbo. Claims "
[ DMIGS amples.dbo. Customer W allow Shoteuts W Can Contain Documents tapped to an Existing Table: £
[ DMIGS amples. dbo. Customer
Caol

[ DMIGS amples.dbo.Documet D%Jmm
[B DMGS amples.dho Lothian Part of ; ;
_ g DMGSam;es_ FiT DE FiskdName | Data Type L;f;fh Pl FoldtPrpaty | Dily| Dily
[ DMGSamplez.dbo. Palicy
[ DMGS amples. dho RPEX LMame waichar 2lfes w LgstName 28 1
[ DM amples. dho RSRC Fhame varchar ] 1T FlrsltName 2h 2
- DMBSamples.dbo.Teshdn Pallum warchar 12[Yes = |Policy Number 12 3

penche Phoret um varchar 12|No » |Phaone Number 12 4

[ DMGSamples.dbo. T esséd
[ DMIGSamples.dba Yehicle
[ pubs.dbo. authors

E pubs dbo. Test
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Business Data Table Dialog Fields and Options

The table that follows defines the fields in the Business Data Tables dialog

\ Field
Table Name

Description

Default Label

DSN
Allow Shortcuts

Can Contain
Documents

Mapped to An Existing
Table

DB Field Name
Data Type

Text Length
Part of Folder Key
Folder Property Name

Display Width
Display Order

Administrator’s Guide for Documanage

Description
The name of the Documanage housekeeping table you
are creating or modifying, or you have selected to view
A quick description of the purpose of the table. It is for
the Administrator’s use only and does not appear in the
Client.
Defines the default folder label that will appear in the
Documanage Client. This text is from the label for a
fully qualified table column as defined by the database
you are using.
The data source name of the data base
Select Yes to allow shortcuts and checked-out
documents to be kept in the table, or select No to
disallow them
Whether or not the database table can contain
documents
Indicates whether the selected line of business table
column field is powermapped using the Map to a
Database dialog in the Administrator
The name of the table field
The data type of the table field defined by the ODBC
driver.
The length of the table field
Every table used in Documanage requires a unique
value to be assigned as part of a folder key. This is the
same as the primary key for the table.
How the database field text appears in the Client (that
is, the name that the Client displays)
The width of the table fields displayed in the Client
The order in which the table fields appear in the Client
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Viewing the contents of a Business Table

1 Click Business Tables in the main Documanage Administrator
dialog.

The Business Data Tables dialog appears.

2 Inthe tree displayed on the left side of the Business Data Tables
dialog, click on the icon for the database table that you wish to view.
The characteristics of the selected table display in the fields on the right
side of the dialog.

3 Click File | Exit. when you are finished viewing the table.

Modifying a Business Table

As the needs of your enterprise grow, you may need to add additional
database fields to a table or update a table in Documanage that you have
changed in your database. In addition to naming a new database field, you
may specify other information such its data type, length and whether it will be
part of the table key.

In the Business Data Tables dialog, you can also delete any database fields
that you don’t want to make available to Documanage users. Doing so keeps
these documents or document categories hidden from unauthorized users.

NOTE: You can only add database fields to newly created tables.

Administrator’'s Guide for Documanage



Viewing, Modifying and Setting Up Business Tables

To add a database field

Follow the steps below to add a field to a data base table.

1

2

Click Business Table in the Documanage Administrator dialog.

In the tree displayed on the left side of the Business Data Tables
dialog, click on the icon for the database table that you wish to view.

Enter a Description for the table.
This is for your future reference. It does not appear in the Client.

Select Add DB Field from the DB Fields menu.
A new row appears in the table.

Type a name in the DB Field Name field.
Select a data type from the Data Type list.
Type the length of the DB Field Name in the Text Length box.

Click the Part of Folder Key list and select Yes or No.
Selecting Yes makes this field a part of the folder key.

NOTE: A folder key is a set of fields that uniquely identify a Documanage

folder. If two folders have the same key, Documanage outputs errors.
To ensure that a folder key is unique, choose at least one key that is
unique to the database among the fields that form the folder key. (If
the unique key is a composite key, all its constituent fields must be
selected to be part of the folder key.)

9

Type the name that you want to represent the DB field in the Folder
Property Name field.

This is the name that appears in the Documanage Workstation (Client).
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10

11

12

Enter the width of the field that displays in the Client in the Display
Width field.

Enter the order that fields display in the Client in the Display Order
field.

Click File | Save and File | Exit.

To update a database field

Perform these steps if you change a field in your database and want
Documanage to reflect the changes.

1

Enter a Folder Property Name if you want the user of the Client to
see a different name on a folder than the one displayed.

Go to the Cabinets dialog and delete the cabinet(s) referencing the
table.

This does not destroy the tables in the database.

Go to the Business Tables dialog and delete the table you modified
in the database.

This does not delete the table from the customer database. Data will not
be lost.

PowerMap the updated tables with the new indexes.
See “Powermapping to a database” on page 4 for more information.

Recreate the cabinets.
See “Creating new Cabinets” on page 9 for more information.
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To delete a database field

CAUTION: Use the Delete DB Field option with caution, since you may not

be able to immediately retrieve deleted fields.

Select the DB Field you want to delete.

Select Delete DB Field from the DB Fields menu or press [Alt+I+D].
A confirmation message appears.

Click Yes.
The DB Field is deleted.

Creating a new Business Table

When you create a new table from Documanage, follow these steps to add a
field to the table.

1

5

6

Click Business Table in the Documanage Administrator dialog.
The Business Data Tables dialog appears.

Click File | New.
The boxes in the dialog go blank. A row appears in the Columns area.

Populate the row by performing “Step 5" through “Step 11" on
page 27 through page 28. Press Tab.

A row appears in the Columns area.
Repeat “ Step 3” until you have populated all of the rows in the table.
Type the name of the new table into the Table Name box.

Type a brief description of the table into the Description box.
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7 Type adefault folder label that will appear in the Documanage Client
into the Default Label box.

NOTE: To make this entry, you can also click “...” and type the label into the
Folder Label Formula dialog.

8 Type the Data Source Name (DSN) into the DSN box.

9 Click File | Save and File | Exit.

Defining Relationships

A relationship creates a Cabinet consisting of two or more tables. For
example, if you want to create a Cabinet that lists employees and the human
resources department, you would create a relationship between the Employee
and Human Resources tables. The similar value database fields in these tables
would be used to create a relationship—for example, Employee ID.

New relationships are defined through the Define Relationship dialog.

NOTE: You can quickly switch to the Business Tables dialog from the

Relationships dialog by selecting Business Tables from the Go To
menu as conceptually they are similar.
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To define a relationship

1 Click the Relationships option on the main Documanage
Administrator dialog.

The Relationships dialog opens.

. Relationships ;Iglll

File GoTo Help

Primary Key T able Primary K.ey Field Faoreign Key Table Foreign K.ey Field

2 Select File | New.

3 Click the One Record Table drop-down list to select a table to be
joined.
A list of indexes for that table appears.

4 Select the index by which you will join the tables.

5 Click the Many Records Table drop-down list.

Once the table is selected, the corresponding database field will
automatically fill in. If one does not fill in, you can use the drop-down
menu to select a joining index.

6 Click OK when finished.
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The Relationships dialog reappears with the new relationship shown.

" Relationships =]
File GaTa Help
Prirnary F.ep T able Frimary ey Field | Fareign ey Table | Fareign K.ep Field
authorz au_id titheauthor au_id
|| publishers pub_id tithes pub_id
lithes tithe_id titleauthor fitle_id

7 Save and Exit the form.
The Define Relationship dialog closes.

To delete arelationship

1 Select the table you want to delete.

2 Select File|Delete or press [Alt+F+D].
A confirmation box appears.

3 Click Yes.

4 Save and Exit the form.
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Processing Large Metacode Files

Documanage now handles metacode files larger than 256 Kb. This is handled
through the IMC.INI settings MaxDocumentSize and MaxSeekSize.

MaxDocumentSize specifies the maximum document size to be loaded in
units of Kb. The default is 256 Kb. The Printstream Library stops opening a
document when it reaches the end of the document, reaches that maximum, or
runs out of memory, whichever comes first. The only pages that would then
be available are those that are fully described up until that point. In the latter
two cases, the user will receive a warning stating the full document could not
be read.

MaxSeekSize specifies 2 things. It specifies how far past the beginning of a
file (in Kb) the printstream library looks for the first document boundary
without finding one before deciding that there is only one document in the
file. For example, if MaxSeekSize is set 1000K, the printstream library will
look through 1000k of the file and if it does not find a document boundary it
will decide there is only one document in the file.

MaxSeekSize also specifies how far after the place where the printstream
library last stopped reading (the end of the last document it read, or
MaxDocumentSize into the last document it read) that it looks for the next
beginning document marker before it stops.

For example, suppose MaxDocumentSize is set to 1000K and MaxSeekSize
is set to 1500K. Suppose also that a file contains two documents of 8000K
and 500K respectively. In reading the first document in the file, the
printstream library will stop reading the file at 1000K. If the second
document is requested, the printstream library will continue to look for the
next beginning document marker for 1500K beyond the point it last read.
Since the printstream library does not find a beginning document marker
within the 1500K, it decides there are no more documents in the file.
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Keep in mind that the maximum document size that may be effectively
processed on your system will be affected by the amount of memory available
on your computer, the speed of your computer and these product settings
described above.
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This section explains how to configure Documanage logging, the component
parts of a Documanage log file, and how the log file capacity is managed.

Documanage Logging Configuration

Configuration of the Documanage logging framework can be done via two
methods: the poffice.ini file, and the Microsoft Management Console (MMC)

Poffice.ini File Configuration Method

The poffice.ini file contains configuration information for each of the
Documanage applications. Within these sections, the system administrator
defines name/value pairs that specify the logging level, detail level, log file
name, log file size, startup action, and SQL logging level. In the following
sections, we will be taking a look at each of these settings.

LogDisable

This entry determines whether logging is allowed or not. A value of '0' (the
default) means the logging for this application is allowed. A value of '1'
disables all logging from the application.
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LogDetailLevel

This entry specifies which entries to the log file are actually made. Each
message has a level of importance associated with it. '0' means the message is
very important and should appear whenever logging is enabled. '1' means that
the message is relatively important, but does not usually adversely affect the
execution of the application. Finally, '2' means the message is for
informational purposes only.

By modifying the LogDetailLevel value (‘0" is the default), an administrator
can manage the number and quality of messages that are written to the log
file.

LogExtraDetail

Each message that is written to the log file contains some basic information
(timestamp, thread id, message). By setting this entry to '1' (‘0" is the default),
some additional information will be written if available. This includes the raw
error value, the module/function causing the error, and the module/function
catching and processing the error.

LogFile

This entry specifies the name of the log file being written to. The
Documanage Server's default log file name is "poffice.log.” The Documanage
Router's default log file name is "dmgrouter.log."

A second file is created from this entry (the archive file) with ".old" appended
to the value.

LogMinSize

This entry has been deprecated, so administrators may safely exclude it.
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LogMaxSize

In order to prevent the log file from growing too large, an administrator may
specify a maximum log amount (in Kbytes). The logging framework will split
this amount between the current log file ("poffice.log™ for example) and the
archive log file ("poffice.log.old™).

The default log file maximum size is 200 Kbytes.

LogSqlLevel

Just as determines which messages are written to the log file, LogSqlLevel
determines which database messages are written to the log file. The values for
this entry determine if and which messages get logged. A value of '0' (the
default) specifies that no logging be done. '1' specifies that all non-select
statements be logged. And lastly, '2' specifies that all statements be logged.

DeleteFileAtStartup

This entry tells the server to delete the current contents of the log when during
its initialization. If the value is '0' (the default), the server will NOT truncate
the data in the log file. If itis '1," it will.

Microsoft Management Console Configuration Method

The MMC may be used to manage the Documange Server's log settings.
Opening the MMC and drilling down into the explorer style tree, right click
the desired server and select "Properties" from the popup menu. The
following Documanage Server Properties dialog appears:
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Server on 10.7.10.124 Properties ilﬂ

Server |
— Status -
Status: |H Wil
Yersin; £.4.0.32
— Error Logging

Detal: & High ¢ Medium ¢ Low ¢ Dizabled
W Show Estra Detail in Messages [ Clear on Start

Log File: Ipu:uffiu:e.lu:ug

File Size: |1n to |5IZIIZI KE

—5S0AL Logaing Level
" Mone % Database Changes ¢ Al

k. I Cancel Apply

Using this dialog, a system administrator can set all the values reference in
the poffice.ini section above.

Once the desired values are set, click the "Apply" button to forward them to

the server and click "OK" to exit. Click "Cancel" to backout any changes that
have not yet been applied.

Documanage Log File Components
This section describes the component parts of a Documanage log file entry.

The following text shows a typical log file entry:
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07/08/04 11:53:03.949 [0xbb0] - [*] - Task queue thread for time 60000
starting.

A log file entry is made up of the following parts:

& Timestamp—The first section of the entry that displays the current date
followed by the time (including milliseconds);

@ Thread ID—The hexadecimal representation of the tread handle from
where the log message originated,

@ Log Level Indicator—A number of asterisks representing the message's
log level: One asterisk for LogDetailLevel 2 messages, Two asterisks for
LogDetailLevel 1 messages, and three asterisks for LogDetailLevel 0
messages. See the poffice.ini section above for the definitions of the
LogDetailLevel levels.

€ Message Text—The log message's text. This section may or may not
contain extra detail depending on 1) the LogExtraDetail setting, and 2)
the source of the message.
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Log File Capacity Management

It is often the case that an administrator of a Documanage system wishes to
limit the amount of hard drive space taken up by the Documanage log file(s).
The configuration variable LogMaxSize maintains the maximum amount of
disk space to be used by the logging framework.

This disk space is divided equally between the current log file and the archive
log file (<current log filename>.old). These files are managed as follows:

1 The application starts up and checks the DeleteFileAtStartup value
to determine if the current log file needs to be cleared or not.

2 Then, when a message is received for writing, the system checks
the message's level against the current logging level (as specified
by LogDetailLevel), and if appropriate, forwards it for writing.

3 The application then checks the size of the current log file. If it is
greater than or equal to 50% of the value specified by LogMaxSize
(in Kbytes), any archive file is removed and the current log file is
converted to the archive log file.

4 The message is then written to the current log file (creating a new
one if necessary).
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Documanage System Administrators must perform various functions to
successfully maintain Documanage, such as maintain storage volumes,
document Category designations, the User list, and user security assignments.
Documanage also provides the ability to monitor and track system use to
optimize performance.

In this chapter

The information in this chapter will help you answer the following questions:
-+ How do | add, delete, and migrate Documanage storage volumes?
-+ How do | maintain Documanage document categories?

-+ How do | define default storage options, and monitor or track system use
in Documanage?

-+ How do | maintain the User list and define security levels?

Maintaining storage volumes

Documanage stores documents in volumes. It supports most types of storage
volumes, including magnetic and optical disks, magnetic tapes, CD-ROMs,
BLOB storage in database tables, Network Attached Storage (NAS) systems,
and Storage Area Network Storage (SAN) systems.
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For organizations with complex storage needs, including retention and
migration requirements, Documanage supports a wide range of Hierarchical
Storage Management (HSM) systems. In fact, Documanage supports any
storage device or HSM system that DOS recognizes as a drive.

Documanage also makes the distinction between permanent, temporary and
annotation storage. Permanent storage contains the original Documanage
documents while temporary storage contains the checked-out copies of
Documanage documents. Annotation storage contains annotations for
documents.

You can set up any number of volumes for a document Category, and there are
two ways in which documents are stored in volumes: round-robin format
(default) and sequential fill format. When using the round-robin format, each
time you import a document into the Documanage system, the document is
placed into the next consecutive volume for that document Category.

For example, if you are importing 4 documents into the system with the same
document Category and that Category has 3 volumes, the first document is
imported into Volume 1, the second into Volume 2, the third into Volume 3,
and the fourth into Volume 1.

With the sequential fill format, documents with the same document Category
are imported into one volume until it is full, at which point documents are
imported into the next volume with sufficient space.

For example, if you are importing 100 documents and the specified Category
has 2 volumes, documents are imported into Volume 1 until it is full, at which
point the documents are imported into Volume 2.

You can also set the space you want to reserve on each volume for revisions.
This allows you to revise a document and ensure it is placed in the same
volume as the original.
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Storage concerns and tasks are accomplished through the Storage option in
the main Administrator module.

Displaying volumes in storage

If you want to make certain that all your current storage devices are
represented properly, you can display the volumes listed on your
Documanage Server in the Storage dialog on the Volumes tab.

To display volumes in storage

1  Click the Storage option on the main Documanage Administrator
dialog.
The Storage dialog appears.

2 Open the Volumes tab.

The Volume list contains the current volumes, and the Storage Provider
column lists the volume types (BLOB, NTFS, SNAP, EMCC, VLAM or
Customized) and the Path column lists the volume locations. If you are
using a Volume on a Windows operating system, you can index it, which
enables a full text search capability using Microsoft Index Server.

NOTE: The Microsoft Index Server must be running on the same server as
the Documanage Server.
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File Help

WVolumes | Options I

Wolumne [ Storage Frovider Path [ Indexed
ARCHIVE DMGSAMPLESA\DMGS amples.dbo.VolsRCHIVE No =]
DEFALLT MNa -

T

Customized

QK I Apply Cancel

Adding a custom storage provider

You can choose from one of the storage providers in the Storage Provider list,
or you can enter the name of a custom storage provider. No dialog will be
provided for the path if a custom specifier is entered; you must enter the path
manually.

1 With the Storage dialog displayed, select Customized from the
Storage Provider list.
A Documanage Administrator dialog appears.

2 Type the name of the custom storage provider into the box, then
click OK.
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T

File Help

WVolumes | Options I

Wolumne [ Storage Frovider Path [ Indexed
| |ARCHIVE ELOE ¥ | DMGSAMPLESA\DMGS amples.dbo.VolARCHIVE No =]
»|DEFAULT IEustomized * |DMGSAMPLESA\DMGS amples. dbo.VolD efault Mo -

Fleaze enter a new Storage Provider name:

Ok | Lancel |

QK I Apply Cancel

Adding a new volume

Using the Storage dialog, you can add new volumes to Documanage as your
storage needs increase. To do this, you enter a volume name for the storage
device and its associated path in the Storage dialog. You must create the
storage location before inputting it into the Path box. You can add as many
additional volumes as required.

NOTE: The procedures that follow describe how to automatically enter a
path for an NTFS, SNAP or BLOB volume into the Path box using a
browse dialog. EMCC, VLAM and Customized volumes must have
their path manually typed into Path field.
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To add a new NTFS or SNAP volume

NOTE: Directories must already exist before you enter them into the Path
field.

1 With the Storage dialog displayed, select New from the File menu or
press [Alt+F+N].

An insertion point appears in the first open Volume field.

2 Typethe desired volume name, then press the [Tab] key.

3 Select the type of volume from the Storage Provider list.
A New NTFS Volume or New SNAP Volume message appears.

New NTFS Yolume =]

@ ‘fou must provide a "path” o your new volume, The Documanage Server will use this path to access the volume from the server computer,
If you have access to the desired Folder (directory) From this administrative computer, vou can browse a list of Folders {directaries) which will help you
create the path, If yvou cannot access the file system path from this computer in the same way the server will, wou must type the path the server wil
use directly into the Path field in the Yolumes tab.,

‘Would vou like ko create the path by browsing a list?

4 Click Yes if you want to navigate to the location of the new volume
rather than typing its path directly into the Path box.
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The Browse for Folder dialog appears.

Select a Molume location

=y 1
& 314 Floppy (A:)

g Local Disk (C:)

s DVDYCD-RAW Drive (D)

-5 Parts on 'Sil1Fs01' ()

;g Docucreate 3C - DocuManage on 'Sillfs0
;g Jane on 'Primaryisers' (1)

;g Samples on 'Primaryiserst Jane' (T:)
-5 Public on 'Primary’ {U:)

-5 Cuskormer on '2000server\Doculibrary' (4

'=_-F
= Builds_Share on 'Sil1Fs01" (n)

il -
S Parke an "SIl Fant ' O
4| | b

o | Zancel |

2

5 Inthe dialog, navigate to the location of the new volume. Click OK.

The path to the location of the new volume appears in the Path field in
the Storage dialog.

6 Select Yes or No from the Indexed list in the Storage dialog, then
press the [Tab] key.

Selecting Yes enables a full text search using a Microsoft Index Server

7 Click OK and Exit.
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To set up a BLOB storage volume

1 From the Storage dialog, select New from the File menu or press
[Alt+F+N].

An insertion point appears in the first available open Volume field.

2 Typethe desired volume name, then press the [Tab] key.

3 Select BLOB from the Storage Provider list.
A New BLOB Volume message appears.

New BLOB Yolume =]
@ ‘fou must provide a "path” o your new volume, The Documanage Server will use this path to access the volume from the server computer,
If you have access to the desired database table from this administrative computer, vou can browse a list of databases and tables which will help you
create the path, IF you cannot access the database From this computer in the same way the server will, yvou must bype the path the server will use

directly into the Path field in the VYolumes tab.

‘Would vou like ko create the path by browsing a list?

4  Click Yes if you want to navigate to the location of the BLOB table
rather than typing its path directly into the Path box.

The Login dialog appears.

]

Pleaze select and login to a database where the BLOE table
is lozated.
Database | DMESAMPLES =l
Uzer Mame ISamJDnes o
Paszword I’“"“‘“’“‘ Caticel

5 Select the name of the database where the BLOB tables are located
from the Database list.
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6 Type your User Name and Password to connect to the database.
Click OK.

If you are selecting a BLOB table in a Microsoft SQL, MySQL, Sybase,
or Oracle database, the following BLOB Tables dialog appears.

~~ BLOB Tables x|

File:

Fleaze zelect a table to set a volume path, or create a new
table uging the File menu option.

B_ OGS amples.dba
B Tables

)4 | Lancel |
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If you are selecting a BLOB Table in a DB2 database, the following
BLOB Tables dialog appears.

-~ BLOB Tables x|
File

Fleaze zelect a table to set a volume path, or create a new
table uging the File menu option.

—Select the DE2 UDB type for creating a new table

[~ DE2UDE for UNIX ar ‘Windows computers
[~ DE2UDE for IBM mainframe computers

)4 | Lancel |

7 Select a BLOB table and click on the OK button to set the volume
path or create a new BLOB table as listed in the steps below.

8 If you are creating a BLOB table on a DB2 database, select:

¢ the DB2 UDB for UNIX, or Windows computers checkbox if your
database is running on a computer using a UNIX or Windows
operating system.

¢ the DB2 UDB for IBM mainframe computers checkbox if your
database is running on an IBM computer with an OS390 operating
system.

9 On the File menu of the BLOB Tables dialog, click Create new table
or press [Ctrl + R].
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If you are creating a BLOB table in a Microsoft SQL or a Sybase
database the following Create BLOB Table dialog appears.

~ Create BLOB Table x|

— Create BLOB T able

Table name: i

Constraint name: i

It iz recommended that the constraint name end with _FPK.

i~ Design BLOB Table

Table Columnz | Data Type | Length | Allow Mulls { Primary Key
| [EZPNAME wvarchar 44 ¥
EZPSEQNUM  |int ¥
EZPSIZE int #
EZPCONTENT |image ¥

[k Lancel !

¢ Table name—Type in the name of the new BLOB table.

¢ Constraint name—Type in the name of the primary key, which
should end with PK.
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If you are creating a BLOB table in an Oracle or DB2 database the
following Create BLOB Table dialog appears.

~ Create BLOB Table _ x|

— Create BLOB T able

Table name: i

LConstraint name: i

It iz recommended that constraint name ends with _PE

Tablespace name:  [E1S¥RT=E

i~ Design BLOB Table

Table Columnz | Data Type | Length | Allow Mullz | Primary Key
| JEZPMAME wvarchar 44 ¥
EZPSEQNUM  |int ¥
EZPSIZE int 4
EZPCONTENT |blob 20480 ¥
[k i Lancel !

& Table name—Select the name of the new BLOB table from the Table
name list.

¢ Constraint name—Type in the name of the primary key, which
should end in _PK.

¢ Tablespace name—Select the name of the tablespace in which you
want to create the table from the Tablespace name list.
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If you are creating a table for a DB2 database running on an IBM 0S390
operating system, the following Create BLOB Table dialog appears.

- Create BLOB Table x|

— Create BLOB Table

T able name: |TBLDB|

Tablezpace name: IDEVBDB2 j

3

Table Columns | Data Type | Length | Allow Mulls | Primary Key
|_|EZPMAME wvarchar 15 I
EZPSEQNUM  |int I
EZPSIZE int I

EZPCONTENT |blob 20480 |
EZFROWID rowid

Index name: |BLOBINDEX

[esign BLOE Table

Ok | Lancel |

¢ Table name—Type in the name of the new BLOB table.

¢ Tablespace name—Type in the name of the tablespace in which you
want to create the BLOB table.

¢ Index name—Type in the name of the index to the BLOB table.
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If you are creating a table for a DB2 database running on an IBM OS390
operating system, the Create Auxiliary Table dialog appears after you click
OK in the Create BLOB Table dialog.

T

Create an ausiliary table in which to store LOB data for
EZPCONTEMT column.

Tablespace name: |

Table name: |

Index name: |

(] Lancel |

¢ Tablespace name—Type in the name of the tablespace in which you
want to create the auxiliary table.

¢ Table name—Type in the name of the auxiliary table.

¢ Index name—Type in the name of the index to the auxiliary table.

NOTE: After you fill in the boxes in a Create Blob Table dialog, the contents
of the new BLOB table will appear.

10 Click OK.

A Documanage Administrator message appears indicating that a BLOB
table has been sucessfully created.

Documanage Administrator ﬂ

i BLOE table TESTWOL was successfully created,
Please select this table to set the volume path.
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Deleting a volume

WARNING: Before deleting a volume, migrate any documents that need to
remain accessible to a different storage location. See “To change
the location of a volume” for more information.

Deleting unnecessary volumes maintains the accuracy of Documanage
volumes and keeps the list of volumes from becoming cumbersome. Use the
Storage dialog from the Documanage Administrator menu to delete a volume.

Any documents that were stored on a deleted volume will still be accessible
to Documanage users as long as the documents were migrated to a different
storage location. See “Changing Volume Locations”for more information on
migrating.

To delete a volume

1 With the Storage dialog displayed, click the volume and path you
want to delete.

2 Select Delete from the File menu or press [Alt+F+D].
A confirmation box appears.

3 Click Yes.
The confirmation box closes and the file is deleted.

4 Select Exit from the File menu or press [Alt+F+X].

The Storage dialog closes and the Documanage Main Administrator
dialog reappears.

Administrator’s Guide for Documanage 55



Maintaining storage volumes

56

Setting Storage Options

.~ Storage M=l
File Help

Wolumez Options |

— Space Reserved on Each Wolume for Revisions

Reserve 14% on each vaolume —

[Mot all volume types accurately report space available.]

— Storage Method

' Bound Robin : Mew documents are distibuted evenly among all eligible volumes.

= Sequential : New documents fill nest eligible valume untl full

QK Apply Cancel

To set storage options

1 Open the Storage Volume dialog and go to the Options tab.

2 Set the Space Reserved on Each Volume for Revisions.

Setting space on a volume for revisions allows you to revise a document
and ensure it is stored on the same volume as the original.
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3 Select the Storage Method you want to use.

NOTE: These selections have an effect only when more than one volume has
been assigned to a Category.

¢ Round Robin. Documents are placed into the next consecutive
volume.

For example, if you are importing 4 documents into the system and
the Category you select has 3 volumes, the first document is imported
into Volume 1, the second into Volume 2, the third into Volume 3, and
the fourth into Volume 1

¢ Sequential. Documents are imported into one volume until it is full,
at which point documents are imported into the next volume with
sufficient space.

For example, if you are importing 100 documents and the specified
Category has 2 volumes, they are all imported into Volume 1 until
that volume is full, at which point the documents are imported into
\Volume 2.

Volume Duplication Check

Storage volume duplication occurs when two or more storage volumes point
to the same secondary (or mass) storage media.

To keep data from being lost, the Documanage Server performs the Volume

Duplication Check as it starts up. If more than one volume points to the same
secondary storage:
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@ The Server writes details about the duplicate volumes (the volume names,
for instance) in duplicate pairs of entries to the log. Each entry has the
following form:

VOLUME_DUPLICATION_CHECK [DUPLICATE VOLUME] causes
server shutdown: the volume name in the OT_Volumes
table is [DEFAULT], but the same volume is also known
as [PRIORVOL]

where:

¢ DUPLICATE VOLUME is the volume name that is duplicated in
each of the entries in the log.

¢ DEFAULT is the volume name that the OT_Volumes table uses to
identify the duplicated volume.

¢ PRIORVOL is the alternate name for DUPLICATE VOLUME; each
log entry contains a PRIORVOL name.

@ The Server shuts down.

To eliminate duplicate volumes
When the Server shuts down after failing the Volume Duplication Check:
1 Locate the log entries by searching for CVOL using the log viewer.

2 Read the entries to determine which of the volumes is a duplicate.

3 Use the Storage dialog to delete the duplicate. See “To delete a
volume” on page 55.

Using DMGBLOB for Storage

Normally, Documanage stores document files on the local disk or on network
file system storage using the DMGNTFS storage provider plug-in. However,
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Documanage can also store document files in BLOB (Binary Large Object)
or Image fields within the database management system. Another storage
plugin, dmgblob, allows Documanage to store document data directly on a
database management system, potentially the same one that stores the data
that describes the documents.

To take advantage of this feature, a new table must be added to your
Documanage database or your line-of-business database for each storage
volume you wish to define (Either database can be used.). Each table must
have the basic set of columns shown here. Some databases may require
others. The combination of the EZPName and EZPSegnum fields form the
table's Primary Key. Each file stored to the volume is written into one or more
records with the same EZPName and sequential values for EZPSegnum.

1 EZPName  varchar 44 N Same as file name and used in
NTFS, including extension, no
path

2 EZPSegnum int N Sequence number. Combination
of Name and Segnum is unique

3 EZPSize int N Size of BLOB contents

4 EZPContent BLOB N Actual file content, two gig max

This table can be created with SQL statements similar to the ones listed in the
examples shown here.

For DB2 for Windows NT:

create table DMG.PO BLOB
(EzZzPName varchar (44) NOT NULL,
EZPSegnum int NOT NULL,

EZPSize int,

EZPContent BLOB (2048 M)

NOT LOGGED NOT COMPACT,
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constraint bll primary key (EZPName,EZPSegnum)
) in DMANAGE;

For DB2 MVS:

CREATE TABLE DMG.TBLOB
(EZPNAME VARCHAR(44) NOT NULL
,EZPSEQNUM INT NOT NULL
,EZPSIZE INT
,EZPCONTENT BLOB(2048 M)

,EZPROWID ROWID NOT NULL GENERATED ALWAYS
,PRIMARY KEY(EZPNAME ,EZPSEQNUM)
) IN DMANAGE.TSNrml

CREATE TYPE 2 UNIQUE INDEX DMG.BLOBINDX
ON DMG.TBLOB
( EZPNAME ASC
, EZPSEQNUM ASC
) CLUSTER
BUFFERPOOL BPO

CREATE LOB TABLESPACE TSTBLOB IN DMANAGE
USING STOGROUP SYSDEFLT
BUFFERPOOL BP32K
LOG NO
LOCKSIZE LOB

CREATE AUX TABLE DMG.AUXBLOB
IN DMANAGE.TSTBLOB
STORES DMG.TBLOB COLUMN EZPCONTENT

CREATE TYPE 2 UNIQUE INDEX DMG.TBAUXIDX
ON DMG.AUXBLOB
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BUFFERPOOL BPO

NOTE: The IBM DB2 Administrative Guide contains additional details on
setting up BLOB storage on DB2 MVS.

Administrator’s Guide for Documanage 61



Maintaining storage volumes

For SQL Server:

create table DMG.PO_BLOB
(EZPName varchar(44) not null,
EZPSegnum int not null,
EZPSize int,
EZPContent image,
constraint bll primary key(EZPName,EZPSeqnum)

)

For Oracle:

CREATE TABLE DMG.PO_BLOB
(EZPNAME VARCHAR2(44) NOT NULL,
EZPSEQNUM NUMBER NOT NULL,
EZPSIZE NUMBER,
EZPCONTENT BLOB,
CONSTRAINT B11 PRIMARY KEY(EZPNAME, EZPSEQNUM)

);

NOTE: You can change the “DMG” qualifier to whatever owner name you
wish, and you can change the “DMANAGE” data space to the data
space in which you want your BLOB to be stored.

You can also give the table any name you wish. However, you must
specify the first four columns in the order shown here. Also, note that
column names are case sensitive in some database installations.

DB2 MVS Table

A table is required for DB2 MVS that is very much like the one shown for
other databases, However, there are additional requirements for setting up the
the table:
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@ The Primary Key for the table must be indexed, which may have to be
done manually, depending on the setting of the “CURRENT RULES
REGISTER.”

@ Tables and indexes are created within table-spaces/index-spaces. Those
spaces define which physical volumes hold the data stored in the table
and index.

€ Since the BLOB table has an LOB column, two tables and table spaces
are required: the original BLOB table in a normal table space and an
"auxiliary table" in an LOB table space. (Each LOB column goes in a
separate table and table space. In this case there is only one.) Both table
spaces must be in the same database.

# Since there is an auxiliary table, an auxiliary index is also required. Also,
because of the BLOB column, an additional required column of type
"ROWID" is required.

There are defaults available for much of the above (database, table space,
auxiliary table/index, and so on), but these offer little or no control over your
system configuration.

The CURRENT RULES Register

The steps that you must execute to set up BLOB storage depend on the setting
of the "CURRENT RULES" register. It controls whether certain SQL
statements are executed according to the SQL Standard rules (STD) or
modified rules set by the IBM DB2 MVS product (DB2). The register
determines whether DB2 automatically creates the LOB table space, auxiliary
table, and index on the auxiliary table for each LOB column (in this case the
"BLOB" column.) If automatic creation is set up, DB2 chooses the names and
characteristics of these objects.
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Automatic (or implicit) creation occurs if CURRENT RULES is setto 'STD'.
If you use 'STD', SQL command REPORT TABLESPACESET identifies the
LOB table spaces that DB2 implicitly created. This is described in the DB2
SQL Reference.

To determine the default value of the "CURRENT RULES" register in your
SQL execution environment, execute "SELECT CURRENT RULES FROM
table,” where table is an arbitrary table. The returned value will always be
either 'DB2' or 'STD'. If nothing has set the value in your environment, the
base default value is 'DB2'. Of course, you can override this setting (with the
right permission) in your SQL code by using the SET CURRENT RULES =
'value'; statement. In this statement, value must be either 'DB2' or 'STD".

Limitations

BLOB fields in most database systems are usually limited to 2 gigabytes, so
no file larger than 2 gigabytes can be stored in the BLOB storage subsystem.

The dmgblob plugin is currently supported only on versions 6 and greater of
DB2 UDB, DB2 for OS/390 and Microsoft SQL Server.

Administering BLOB Storage

If the BLOB table is installed on a data source other than the ones known to
Documanage, you must enter the data source name, type of storage provider,
user ID, and password in the Configure DSNs section of the Documanage
Administrator.

To install the BLOB table

1 Go to the Storage section of the Administrator application.

2 Select New from the File menu.
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3 Enter aunique volume name (MYBLOB for instance) in the Volume
field.

4 In the Storage Provider field, select BLOB from the list.

5 Inthe Path field, enter a storage specifier.
This specifier must be in the format: Datasource\Owner.TableName.
For example: DMANAGE\DMG.PO_BLOB

NOTE: If desired, or if required by your database configuration, additional
qualifiers can be added before the table name, such as data space. Be
sure that the table name exactly matches the name used in creating
the table, and that the owner is the one specified in the creation script.

6 Select File menu | Save.

7 Update the poffice.ini file. Use the examples shown in “Appendix B:
Documanage .ini File Settings”. Look under “StorageProviders” on
page 231 and “DmgSNAP storage plugin” on page 254.

8 Tousethe new volume, create a document Category and assign it to
this volume as described under “Adding a new volume” on page 45.

9 If any Documanage Servers are running, refresh the Servers.

Using the dmgsnap plugin for storage

Documanage provides an option for storing document data on NearStore
Network Attached Storage (NAS) systems provided by Network Appliance,
Inc. The NearStore product line provides WORM:-like storage with
customizable expiration dates. A document stored by Documanage server on
NearStore cannot be deleted, even by use of a superuser account outside of
Documanage, prior to the specified expiration date for the document.
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A storage plugin from Docucorp, dmgsnap, interfaces Documanage to a
NearStore NAS system. The Documanage storage type corresponding to the
dmgsnap plugin and the NearStore product line is SNAP. The Documanage
Services installer automatically installs the dmgsnap plugin in the same
directory as the Documanage server executable.

NOTE: To take advantage of this feature, you must first install the NearStore

product on the local area network and make it accessible (visible) to
each instance of the Documanage server.“Appendix G: Network
Appliance Settings for Documanage” on page 309 describes how to
configure the snaplock_maximum_period and
snaplock_default_period values for Documanage.

To set up a NearStore Network Attached Storage system as
a valid storage volume

To configure a Category and a Volume to use the SNAP storage type, proceed

as follows:

1 Go to the Storage section of the Administrator application.

2 Select New from the File menu.

3 Enter aunique volume name (MYNEARSTORE for instance) in the
Volume field.

4 In the Storage Provider field, select SNAP from the list.

5 In the Path field, type the path name to the NearStore Network

Attached Storage.
Examples:
& For Windows — \\mynearstore\mypath

& For UNIX — /mnt/nearstore
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6 Select File menu | Save.

7 Update the poffice.ini file. Use the examples shown in “Appendix B:
Documanage .ini File Settings”. Look under “ StorageProviders” on
page 231 and “DmgSNAP storage plugin” on page 254.

8 To usethe new volume, create adocument Category and assign it to
this volume as described under “Adding a new volume” on page 45.

9 If any Documanage Servers are running, refresh the Servers.

NOTE: In order to utilize the features of Snaplock storage for document
retention, you must also configure document retention properties for
at least one document Category that will use the Snaplock device for
a storage volume. Checking “protect document” on the Retention
configuration tab in the Categories dialog will complete the setup.
Please see “Setting Retention Review Options” for details.

Using the dmgemcc plugin for storage

Using a plugin, Documanage can store documents on Centera Network
Attached Storage (NAS) systems provided by EMC Corporation. Centera
storage systems allow Documanage to provide WORM-like storage with
customizable expiration dates. A document stored on a Centera file server
cannot be deleted or altered, even by use of a superuser account outside of
Documanage, before the specified expiration date for the document. A
Centera file server uses Content Addressing (CA); the Centera server creates
the CA, a secure alphanumeric descriptor, for each document it has in storage.
CAs allow Documanage to store and retrieve documents without referencing
a physical storage location, making the use of subdirectory structures
unnecessary.
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The storage plugin from Skywire’s Documanage for Oracle, dmgemcc,
interfaces Documanage to a Centera NAS system. The Documanage storage
type corresponding to the dmgemcc plugin and the Centera product line is
EMCC. The Documanage Services installer automatically installs the
dmgemcc plugin in the same directory as the Documanage server executable.

NOTE: To take advantage of this feature, you must first install the Centera

product on the local area network and make it accessible (visible) to
each instance of the Documanage server. “Appendix F: EMC Centera
Settings for Documanage” on page 305 describes how to set up a
Centera system so that it will accept files from Documanage.

To set up an EMC Centera system as a valid storage volume

To configure a Category and a Volume to use the EMCC torage type, proceed

as follows:

1 Go to the Storage section of the Administrator application.

2 Select New from the File menu.

3 Enter aunique volume name (MYCENTERA for instance) in the
Volume field.

4 In the Storage Provider field, select EMCC from the list.

5 In the Path field, type the DNS name or the IP addresses of the EMC
Centera pool access node.
For example: 128.221.200.64

6 Select File menu | Save.

7 Update the poffice.ini file. Use the examples shown in “Appendix B:

Documanage .ini File Settings”. Look under “StorageProviders” on
page 231 and “DmgEMCC storage plugin” on page 256.
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8 To usethe new volume, create a document Category and assign it to
this volume as discussed under “Adding a new volume” on page 45.

9 If any Documanage Servers are running, refresh the Servers.

Changing Volume Locations

This option provides the ability to redefine where particular document
categories will be stored. If your storage needs change, move documents from
one media to another. You might also do this if your current storage media is
not sizeable enough.

Before a volume can be moved the new storage directory or folder must be
created in File Manager or Windows Explorer. Once the storage path has been
created, all new documents that you want to move can be placed in the new
directory or folder. This task is accomplished through the Storage dialog.

To change the location of a volume

1 In File Manager or Windows Explorer, create the new path indicating
where you would like to store the documents.

2 Click the Storage option on the main Documanage Administrator
dialog to display the Storage dialog.

3 Click the volume and path you want to migrate.

4 Select Migrate from the File menu or press.
A confirmation box appears.

Migrate ¥Yolume E

|Jze this option if pou wish to migrate a volume to new media (including publish 2 CO). vou need to phpgically move all
files to the new location/media, then change the path or UMNC of the volume here. Do pou wish to change the path
now?

o |

5 Click Yes.
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The confirmation box closes and the insertion point appears in the Path
field.

6 Type the new path.

7 Save and Exit.

Moving Documents

The Document Migration utility moves documents, based on a specified
query, from their current volume to a new specified volume. Relationships
and annotations are preserved. This utility can also be used to delete
document versions. When deleting documents, the selected version and all
previous versions are deleted. You can migrate documents through a user
interface or through a command line utility.

User Interface

The document migration graphical user interface provides an interface from
which you can query certain cabinets for specific documents and then migrate
them to a new or different volume. You can also use the graphical user
interface to delete documents. When deleting documents, the selected version
and all previous versions are deleted.

With the user interface, you can:
Create a new list

Open an existing list

Open an existing list with additional document attributes

® O o o

Clear a list
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¢ Migrate a list of documents

& Delete a list of documents

Lists contain the documents based on your query. For example, you might
query the Invoices cabinet for a list of customers who have outstanding
invoices. The migration tool will query the Invoices cabinet and output a list
of unpaid invoices. This list can be save for later use.

Starting and Logging in to the Document Migration Utility

1 Click the Windows Start menu.

2 Select Programs|Documanage|Document Migration.
The Document Migration login box opens.

3 Enter your Documanage User Name, Password, and Domain in the
Document Migration Login dialog.

4 Click the Router button and the enter the Router IP Address. Then
click OK.

5 Click OK.
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The Document Migration main dialog opens.

- Dacument Migration |:,”E]E|
Fie Help
D& 5] o V.| &  Desc2-A)
Cabinet | DoclD | Major Vession | Minor Version
< >
Destination Yolume Document Processing
ﬁ [ | @ @ Migrate g " Delete
DMANAGE

Creating a new list

Lists are created by running a query on a specified cabinet. You must create a
list before you can delete or migrate documents.

1 Open the Document Migration Utility.

2 Go to File|New List.
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The Enter a new name or select an existing list dialog opens.

Enter a new name or zelect an existing list [ %]
Save jn Ia Admin j gl
1 Samples

@ Dochigration. ML
@ DockigrationF ailureLog. =ml
@ DockigrationSucceszlog. sml

Save as lyper [XML [ aml] =l o |

[ Open as read-only

3 Enter a name for the new list and click Save.
The Select Cabinet Name dialog opens.

- Select Cabinet name |

SHCHIVE fa

Amergen

Amergen v/ Document Filker

CATHY WF:Completed T azks q
CATHY W Overdue Tasks —lu':'en Dacument Fier
CATHY “WF:Pending Tasks

Cal<Power

Cal<Power w./ Yariable Filter Cancel |
Claim Properties:Completed Tasks

Claim Properties:Overdue Tasks

Claim Properties:Pending Tasks

Congolidated Amergen/Loth/Cal+
DCIG by Clairm =l
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4  Select the cabinet from which you wish to run a query then click
Open.

The Document Filter dialog opens.

Document Filter

Document Properties | Categores | Full Test Search | Edit 0L |

Field | Operator VYalue
Marme fincludes
Wolume Includes | -
File Type Includes | 7]
Werzion Equals |
SubVersion Equals =
Deszcription Includes |
Author Includes |
Added On Fquss | £
Added From Includes =+
Last Edit By Includes |
Last Edit On Equals Z| LJ
Checked Dut By |Includes
Checked Out For |Includes j
Due Date Equals hal -
Date Equals - -
Document Size | Equals ] i

v Owerides Edit SOL Screen

"

T oK | El_lear..| Clearﬂll‘ gance|J

5 Enter the search criteria you want the documents to meet on each of
the tabs and click Load Filter.

You can search by document properties, Category, full text, or by entering
an SQL clause on the advanced documents tab.

OR

You can leave the filter fields blank to receive a list of all documents in
the cabinet you queried.
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A list of documents displays on the Document Migration dialog. You can
now migrate or delete the documents in this list.You can also sort the list
alphabetically A-Z or Z-A by selecting Asc and Desc, respectively.

" Document Migration

Fie Help
LS @A) © Dec@A)

Cabnet DoclD Major Version | Minoe Veesion | ~
[] 1 [
Ameagen § 1 0
Amaigen B 1 [1}
Amargen 7 1 1}
Ameigen 8 1 1}
Amegen 9 1 [
Amaigen n 1 [1}
Amergen 13 1 1]
Ameigen 1" 1 1}
Ameigen 15 1 0
Ameigen 16 1 0
Amergen 17 1 1}
Ameigen 18 1 o
Amegen 13 1 o
Amrigen 20 1 0

G, 1 1 n e

Destination Valurme Document Processing
ﬁ | <] :g * Migate D  Delets
Pﬂxmi
| DMANAGE C'Program F i | P 30 Totsl documants: 30

Opening an existing list
1 Open the Document Migration Utility

2 Open an existing list (File|Open List|Open).
The Open an existing list dialog displays.

3 Navigate to and select the .xml file that contains the list you want to
open then click Open.
A list of documents displays on the Document Migration dialog. You can
now migrate or delete the documents in this list.You can also sort the list
alphabetically A-Z or Z-A by selecting Asc and Desc, respectively.
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Opening a list with additional document attributes
1 Open the Document Migration Utility

2 Open an existing list (File|Open List|Open with additional
DocAttrib).

The Document Attributes dialog opens.

+ Documents Attributes ngﬂ

[[] Description

] dwathor

[[] &dded On

[[] &dded Fram

[ Last Edit By
[JLast Edit On

[ Checked Out By
[[] Checked Out For
[ Due Date

[ Sub-Categom
[[] Status

[1Date

[ DocumentSize

Add | SelectAIIl B | Eancell

3 Select the document attributes you want displayed on the
Document Migration dialog and click Add.

NOTE: Document Attributes are used for displaying additional document
information on the Document Migration main dialog. The attributes
you select are not saved in the XML file for future use.
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The Open dialog appears.

Open an existing list H

Look in: I 23] Admin

i ca] = ) ]

1 Samples
Dochigrat i

E DockigrationF ailurelog. =ml

E DacMigrationSuccesslag. xml

File name: |DO0Migrati0n.><ML

Open |

Files of type:  [XML [*.xmi]

I Open as read-arly

j Cancel |

4 Navigate to and select the .xml file that contains the list you want to

open then click Open.
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A list of documents displays on the Document Migration dialog. You can
now migrate or delete the documents in this list.You can also sort the list
alphabetically A-Z or Z-A by selecting Asc and Desc, respectively.

" Document Migration
File Help
| @ Aoz © Deso B4
Cabinet \ DoclD \ Major Version | Minor Yersion | Dacument Name | Category | Yolume | A
Amergen 4 1 0 Chart - Excel File XLS STATEMENT DEFAULT
Amergen 5 1 0 Family Protection Offer Letter DOC CORRESPONDENCE  DEFAULT
Amergen 3 1 0 Printstream Property Palicy Pages AFP - POLICY DEFAULT
Amergen 7 1 0 Surnmary of Caverage.DOC POLICY DEFAULT
Amergen 8 1 0 ‘Welcome Letter.DOC CORRESPONDENCE  DEFAULT
Amergen 9 1 1] Family Protection Offer Letter, DOC CORRESPONDENCE  DEFAULT
Ameigen 1 1 0 Cox Auto Policy &FF POLICY DEFAULT
Amergen 13 1 0 Cuotes for Life Property and AutoXLS  POLICY DEFALLT il |
Amergen 14 1 0 Summary of Coverage.0OC PoLICY DEFAULT
Amergen 15 1 0 Welcome Letter,DOC CORRESPONDENCE  DEFAULT
Amergen 16 1 0 Family Protection Offer Letter.DOC CORRESPONDENCE  DEFAULT
Amergen 17 1 0 Account Terms and Conditions. TIF-— POLICY DEFAULT
Amergen 18 1 0 Summary of Coverage.00C POLICY DEFAULT
Amergen 19 1 0 Value Chat LS STATEMENT DEFAULT
Ameigen 20 1 0 ‘Welcome Letter.DOC CORRESPONDENCE  DEFAULT
Bmernen kil 1 n Fami Protection Nffer | atter NAC_ CIRRESPANNENCE  NFFAINT ™
Destination Yolume Docurnent Processing
- @ * Migiate =7 Dekete
| K
Process
DMANAGE C:\Program Files'Docucorp InternationalDoc i igration.xml | Parsing 30 Total documents: 30

Clearing a list
1 Open the Document Migration Utility.

2 Open the list you want to clear.

3 Go to the File|Clear List.
The list is cleared.
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Migrating documents

1

2

Open the Document Migration Utility.

Create a new (File|New List), or open an existing list (File|Open
List|Open).

Select the Destination Volume from the list.
Select the Migrate option from the Documents Processing box.

Click Process or select File|Process documents.
The documents are migrated to the specified volume.

Deleting a list

WARNING: When deleting documents, the selected version and all previous

versions are deleted.

Open the Document Migration Utility.

Create a new (File|[New List), or open an existing list (File|Open
List|Open).

Select Delete from the Documents Processing box.

Click Process or select File|Process Documents.
The selected document and all previous document versions are deleted.

NOTE: Ignore the number of failed documents in the status bar of the

Document Migration dialog when the document has revised versions.
Once the latest version of a document is deleted, processing other
revisions in the list cause “not found” errors.
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Exiting the Document Migration Utility

& Go to File|Exit.

Command Line Utilities

The query tool and migration tool are run from the command line. Using the
query tool, you can run a query based on specified criteria using an SQL
where clause on the command line. The tool then outputs a list of document
specifiers in XML format. Using the migration tool, you can migrate
documents to a specified volume using the data from an XML file.

Query Tool

The query tool allows you to run a query based on specified criteria using an
SQL where clause on the command line. It then outputs an XML formatted
list of document specifiers. The document specifiers are expressed as a set of
attributes: Cabinet (string) /DocID (number) /Major

Version (number) /Minor Version (number) .

For example, you might want to see all the invoices paid by electronic
payment. You would run a query using an SQL where clause. The output
would be in an XML file.
Input parameters for the query tool are:

¢ U:user name

¢ m: domain in which user resides
¢ w: password
2

d: the document filter - a SQL where clause (optional — need if no
SQL file path)

& X: the extended document filter
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2

n: a cabinet name

t: the document Category (optional—needed for extended document
properties)

s: the path to a file containing one or more of the following: SQL
filters, document Category, opcode, destination volume, and
cabinet. The file is an XML file using the same DTD as the
specifier file. These values are overridden by those passed in on
command line (optional — need if no filters)

I: the path to a file to be used for a log (optional - outputs to stdout)

o: the path to a file for output of document specifiers (optional - if
blank output to standard out)

c: flag indicating that only a hit count should be returned (optional)

b: feedback flag (optional) — tells utility to output status to command
line during processing. This consists of a count of documents
found and output to XML file, i.e. 1<cr/If>2<cr/If>...

p: opcode (optional but recommended) — this isn’t used by the tool
but is output to the XML file so it is ready to process: 1=migrate;
2=delete

v: destination volume (optional but recommended) — not used by the
tool but is output to the XML file

h, -?: outputs list of recognized commands

Sample Schema

<IELEMENT joblist (doclist+)>

<IELEMENT doclist (listheader,destina-

tion?,opcode?, (indoc*|specifier*))>

<IELEMENT listheader (timestamp?,cabinetfilter?,docfil-
ter?,xdafilter?,folderfilter?,doctype?,numdocs?)>
<IELEMENT timestamp (#PCDATA)>

<IELEMENT cabinetfilter (#PCDATA)>
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<IELEMENT
<ITELEMENT
<IELEMENT
<ITELEMENT
<IELEMENT
<ITELEMENT
<IELEMENT
<ITELEMENT

docfilter (#PCDATA)>

xdafilter (#PCDATA)>

folderfilter (#PCDATA)>

doctype (#PCDATA)>

numdocs (#PCDATA)>

destination (#PCDATA)>

opcode (#PCDATA)>

specifier (cabinet,docid,majorversion,minor-

version,note?)>

<IELEMENT
<ITELEMENT
<IELEMENT
<IELEMENT
<ITELEMENT
<IELEMENT
<ITELEMENT
<IELEMENT
<ITELEMENT
<ITELEMENT

cabinet (#PCDATA)>

docid (#PCDATA)>

majorversion (#PCDATA)>
minorversion (#PCDATA)>

note (#PCDATA)>

indoc (docpath, xproperty*)>
docpath (#PCDATA)>

xproperty (xpropname, xpropval)>
Xpropname (#PCDATA)>

xpropval (#PCDATA)>
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Sample Import File

] CHWINDIS\ TEMPimport.aanl - Microsoft Internet Explorer

File Edit View Favottes Tools Help
.+ 2 B B8 la @ @ 3B 5 o =H R s
BEGE Fomiand Stap Refrash Home Search  Favortes Media Histary Mail Print it Discuss  Messanger
Address [E] CuwINDSBTEMPhimpor.ami = @6
<7xml version="1.0" 7= E
<IDOCTYPE joblist (Wew Source for full doctype...)»
- <joblist>
- =doclist
- <listheader>
«<timestamp=>01/25/2002 11:44:16</timastamps
=cabinetfilter> AUTHORS </cabinatfilters
=folderfilter>PUBS.DBO.AUTHORS.AU_ID = '172-32-1176"'</folderfilters
«doctype=Normal</doctype>
<numdocs=2</Mumdocss
<flistheadar>
- <indoc>
«docpath>e:\import\doc13.doc</docpath:
— axpropertys
«<xpropname=Bogosity</xpropname:
<xpropval=Franny</zpropval>
=/upropertys
— axpropertys
<xpropnamexFreebus</xpropnamez
<upropvalz13</propvalz
=/upropertys
<findoc»
- <indoc>
zdocpathz=c:\import\docl4.doc/docpaths
— «xproperty>
<xpropname>Bogosity</xpropnames
<upropval=Junket</propval=
=/upropertys
- axproperty>
<upropnamexFreebus</xpropnamea:
<upropval=82</zpropvals
</ wproperty>
<findoc»
</doclist>
<fjoblist> :l
|€] Dene [ =y Computer

Error or success messages display after each command. Error messages show
the error number and text. Success messages show the number of document
specifiers retrieved.

Migration Tool

The migration tool uses the data from an XML file to migrate documents to a
specified volume. You will usually use the XML file outputted from the query
tool, but you can create or edit any XML file with the specified data. For
example, your electronically paid invoice query resulted in 250 documents
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from several different volumes. You can now move all the electronically paid
invoice documents to an e-pay volume.
Input parameters for the migration tool are:

¢ U:user name

¢ m: domain in which user resides
¢ w: password
*

X: the path to a file containing a formatted XML list of document
specifiers, destinations and opcodes

¢ s: the path to a file to be used for a success log (goes to standard out)
¢ |: the path to a file to be used for a failure log (goes to standard out)

¢ p: opcode (optional) — in case it isn’t already in the XML file —
overrides file opcode: 1=migrate; 2=delete

¢ v: destination volume (optional) — in case it isn’t already in the XML
file — overrides file dest vol

¢ b: feedback flag (optional) — tells utility to output status to command
line during processing. This consists of each document specifier
(cabinet<sp>docid<sp>majorversion<sp>minorversion<cr/If>)

¢ h, -?: outputs list of recognized commands

Error or success messages display after each command. The error message
displays with text and error number. Success and failure logs are generated in
the same XML format as the migration list. The success logs lists each
successfully processed document specifier. The failure log lists the document
that failed, its destination and opcode, and an error description in the Note
field.
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Importing Document(s)

The DMImport utility allows users to import a document(s) or folder of
mixed type documents into a Documanage system. The utility operates from
the command line or a batch file on the machine where Documanage is
installed (the Documanage router, a server and their associated applications).
The utility may also use Universal Naming Conventions (UNCSs) to import
documents across a network. The type of file is irrelevant to the import
process, but there must be at least one defined Category and a Documanage
Workstation Cabinet with each folder.

Running DMImport

On the command line, option and argument pairs must follow the DMImport
executable (DMImport.exe). The pairs may occur in any order, but an option
must precede each argument. Option/argument pairs may be entered at the
command line, executed from a batch file, referenced through a directory, or
referenced through an XML file. Referencing pairs through an XML file is
the preferred way to import documents because different values can be
supplied for each document.

NOTE: Document paths in the XML file must be files, not directories.

If multiple files are referenced through a directory or XML file, the attributes
on the command line apply to all documents. If attributes are provided on the
command line, they override any attributes in the XML file.
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Syntax:

DMImport.exe <option> space <argument> space <option> space

<argument>

Options:

€ -c <import destination> Documanage Cabinet name

€ -t <category>

@ -p <path> Location of target folder or XML files.

& -f <folder filter>

@ -u <User Name> This option uses login credentials listed in the
DMImport.ini file—refer to “DMImport.ini File” on page 87.

€ -x indicates that DMImport is taking its inputs from an XML file

@ -r <string [propertyname:propertyvalue]> contains extended document

properties
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DMImport.ini File

If there is no .ini file, DMImport uses your Windows login credentials. If you
want to use the DMImport utility with an account other than the one that your
are currently logged into, you must create a DMImport.ini file and put it into
the \WInNT directory. The file is formatted as follows:

[User]

Name=MyUser
Password=MyPassword
Domain=MyDomain

[NextUser]

Name=MyUser2
Password=MyPassword2
Domain=MyDomain2

If you do not use the -u option and there is an .ini file, DMImport uses the
default ([User]) set of login credentials in the file. As shown here, you can
add login information for other user accounts by adding entries in the files
that have the same format as the first [User] entry. You can invoke these
accounts by using the entry name as an argument for the -u option.

Administrator’s Guide for Documanage 87



Importing Document(s)

Target Folder Example

DMImport.exe -c Authors -t Statements -p C:\TestDocs -f
pubs.dbo.authors.au_i1d="213-46-8915"

XML File Example

Command:
DMImport.exe -p C:\TestDocs.xml -Xx

Minimum options/arguments required:
-c cabinet
-t category
-p path
-f folder filter
-0OR-
-p path (location of target folder or files)
-x flag indicates XML file
Document Type Definition: Sample XML File Format

NOTE: Use the INDOC element.

<?xml version="1.0"?>
<IDOCTYPE joblist [
<IELEMENT joblist (doclist+)>

<IELEMENT doclist
(listheader,destination?,opcode?, (indoc*|specifier*))>

<IELEMENT listheader
(timestamp?,cabinetfilter?,docfilter?,xdafilter?,folderf
ilter?,doctype?,numdocs?)>

<IELEMENT timestamp (#PCDATA)>
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<IELEMENT cabinetfilter (#PCDATA)>
<IELEMENT docfilter (#PCDATA)>
<IELEMENT xdafilter (#PCDATA)>
<IELEMENT folderfilter (#PCDATA)>
<IELEMENT doctype (#PCDATA)>
<IELEMENT numdocs (#PCDATA)>
<IELEMENT destination (#PCDATA)>
<IELEMENT opcode (#PCDATA)>

<IELEMENT specifier
(cabinet,docid,majorversion,minorversion,note?)>

<IELEMENT cabinet (#PCDATA)>
<IELEMENT docid (#PCDATA)>
<IELEMENT majorversion (#PCDATA)>
<IELEMENT minorversion (#PCDATA)>
<IELEMENT note (#PCDATA)>
<IELEMENT indoc (docpath, Xproperty*)>
<IELEMENT docpath (#PCDATA)>
<IELEMENT Xxproperty (Xpropname, xpropval)>
<IELEMENT xpropname (#PCDATA)>
<IELEMENT xpropval (#PCDATA)>
1>
<joblist>
<doclist>
<listheader>
<timestamp>01/25/2002 11:44:16</timestamp>
<cabinetfilter>AUTHORS</cabinetfilter>

<folderfilter>PUBS.DBO.AUTHORS.AU_ID = "409-56-
7008"</folderfilter>

<doctype>XDA</doctype>
<numdocs>2</numdocs>
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</listheader>
<indoc>
<docpath>D:\Volume2\EZPOWER. log</docpath>
<xproperty>
<xpropname>Name</xpropname>
<xpropval>Franny</xpropval>
</Xproperty>
<xXproperty>
<xpropname>Address</xpropname>
<xpropval>13</xpropval>
</Xproperty>
</indoc>
<indoc>
<docpath>D:\Volume2\Proc. txt</docpath>
<xproperty>
<xpropnhame>Name</xpropnhame>
<xpropval>Junket</xpropval>
</xXproperty>
<xproperty>
<xpropname>Address</xpropname>
<xpropval>52</xpropval>
</Xproperty>
</indoc>
</doclist>
</joblist>

90 Administrator’s Guide for Documanage



Maintaining Categories

Maintaining Categories

Most organizations have a high degree of structured and unstructured
information within their enterprise. Structured data includes information such
as name, address, telephone number, and user ID in a well-defined database.
Unstructured data can include images, word-processing files, and
spreadsheets located anywhere within an organizational structure. To better
work within a document-management system, it is often helpful to categorize
both structured and unstructured data. In Documanage, these groupings are
referred to as categories.

Categories refer to a document classification, such as an invoice or purchase
order. When documents are organized by Category, you can process them
more easily, ensure security, allow for migration, and customize workflow.
Document categories vary depending on the organization.

Related to categories are sub-categories, which are a subset of a document
Category. For example, if you have a document Category called Contracts,
subsets of this document Category may include Sales Contracts, Marketing
Contracts, and so on. You can have as many sub-categories as necessary for
your organization.
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Defining document categories

The Documanage Administrator is the only person who defines document
categories and provides import rights to users. Document categories can be
created both when generating the Documanage system or after it has been
constructed. Once document categories are defined on the Categories dialog,
the user can select the appropriate Category when documents are imported
into the Documanage Workstation.

For example, if the System Administrator sets up two document Categories,
Invoices and Contracts, the user can select one of these types when importing
documents into the Workstation.

New document Categories can be added by clicking the New Category button
in the Category dialog. Document categories can be removed by clicking the
Drop Category button in the same dialog. When you do so, that document
Category will no longer be available.

The Document Category dialog offers further methods of working with
document categories. The tabs on the dialog represent each method.

NOTE: By default, all Categories can be used when importing documents
into any available Cabinets. To restrict use of certain document
Categories to specific Cabinets, use the ‘Categories’ tab on the
Cabinet Definition dialog. Please see “Creating new Cabinets” for
details.
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Adding and Deleting Categories

To Add a Category

1 Click the Categories button on the main Documanage Administrator
dialog.

The Categories dialog opens.

o Categories PZ|
File Help
Category |40C0UNT |
Storage lSub-Eategories] Status Eodes] I:abels] Application | Extended Document Properties] Eietention
olurme | Tvpe
| |DEFAULT Temporary |
DEFAULT Permanent -
Add
Delete
Mew Category | Drop Category | | | Lancel |

2 Click the New Category button.
The New Category dialog opens.

3 Enter a name for the document Category and click OK.

Category refers to a document classification, such as an invoice or
purchase order.
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To Delete a Category

1 Click the Categories button on the main Documanage Administrator
dialog.

The Categories dialog opens.

2 Select the document Category you want to delete from the Category
list.

3 Click the Drop Category button and click Yes in the confirmation
box.

The Category is dropped.

Adding and deleting storage volumes

The Storage tab in the Document Category dialog allows you to set specific
storage volumes for the selected document Category. Types of storage include
Permanent, Temporary and Annotation. Permanent storage refers to a
volumes containing documents; Temporary storage refers to volumes
containing checked-out documents, and Annotation refers to volumes
containing document annotations.
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To add a storage volume

1 Click the Categories button on the main Documanage Administrator
dialog.

The Categories dialog appears.

- Categories El
File Help
Category |ACCOUNT -
Storage 1 Sub{alegnnes] Status Eodes] Labels] App_hcatmn] Estended Daocument Propertles] Betention
olume I Type
| JDEFAULT Temparary jhd
DEFAULT Permanent -
Add
Dielete
Mew Categomy | Lirop Category | | | Cancel ‘

2 Select the desired document Category from the Category list.

3 Click the Add button.

A list of possible volume choices appears. This list is generated from
Volume information entered on the Storage dialog.

4 Select the volume on which you wish to save the document
Category from the Volume list.
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5

Select the storage type from the Type list.

¢ Permanent—Permanent storage contains original Documanage
documents.

¢ Temporary—Temporary storage holds checked-out copies of
Documanage documents.

¢ Annotation—Annotation storage holds annotation files for
documents.

Each Document Category can have any number of Temporary,
Permanent or Annotation volumes.

Click OK to save the changes and exit the dialog, or click Apply to
save the changes without exiting the Categories dialog.

To delete a storage volume

Deleting unnecessary storage volumes eliminates outdated or invalid

volumes.

1 Go to the Storage tab of the Categories dialog.

2 Click the storage you want to delete.

3 Click the Delete button to the right of the Type column.
A confirmation box appears.

4 Click Yes.

The storage volume is deleted.

Adding and deleting document sub-Categories

Sub-categories are a subset of a document Category. For example, if you have
a document Category called Contracts, subsets of this Category may include
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Sales Contracts or Marketing Contracts. You can have as many sub-
categories as necessary for your organization.

Only the Documanage System Administrator can define document sub-
categories on Sub-Categories tab in the Categories dialog.

To add a sub-category
1 Click the Categories option on the main Documanage Administrator

dialog.
The Categories dialog opens.

2 Select a Category and go to the Sub-Categories tab of the
Categories dialog.

x
File Help
Category IELAIM j
Storage  Sub-Categories | Status Eodesl Labelsl App_licationl Estended Document Propertiesl Betentionl
Sub-Categories

Accaunt

|| Authorization

| |gil

|| Claimn Add
Carrespondence

| |Fom %I

| |Loan

|| Policy
Statement

Mew Categary | Drop Categary | jifs | Apply | E'""'Qancelm‘é

3 Click the Add button and enter a sub-category name.
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You have just created a sub-category within the current document
Category.

4 Click OK to save and close the dialog or click Apply to save the
change without closing the dialog.

To delete a sub-category

Deleting unnecessary sub-categories will prevent the sub-categories feature
from becoming cumbersome. For example, if you had a type Review with
sub-categories Published, Reader, and Pending, and you were no longer
reading reviews, you could delete sub-category Reader.

1 Click the Sub-Categories tab of the Categories dialog.

2 Select the sub-category you want to delete.

3 Click the Delete button.
A confirmation box appears.

4 Click Yes.
The sub-category is deleted.

Adding and deleting status codes

Each document brought into Documanage can be assigned a status code.
Status codes provide a quick document workflow status. The Documanage
System Administrator can create as many status codes as desired. Examples
of status codes include: Active, Expired, Pending, and Cancelled. Additional
status codes can be added as necessary based on organizational needs. The
Documanage user can select the appropriate status code in the User module
from the list created by the Documanage Administrator.
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Adding a status code

1 Select the Categories option on the main Documanage
Administrator dialog.

The Categories dialog opens.

2 Select the desired Category and go to the Status Codes tab.

=
File Help
Categary ICLAIM j

§torage| Sub-Categoies  Status Codes |I__abals| App!ication' Extended Document Properties | Retention

Status Code

Active
Inactive
Pending

Add

Delete:

{ Hew Category | QmpCaleguryl juls | Apply | LCancel |

3 Click the Add button and enter a name for the status code.

4 Click OK to save and close the dialog or Apply to save changes
without closing dialog.

To delete a status code
Deleting unnecessary status codes keeps the list accurate and efficient.
1 Click the Status Codes tab of the Categories dialog.

2 Select the status code you want to delete.
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3 Click the Delete button to the right of the Status Codes column.
A confirmation box appears.

4 Click Yes.
The status code is deleted.

Creating keywords and flags

The Labels tab on the Categories dialog allows you to refine a document by
assigning keyword and flag attributes. Keywords are text fields that can be
changed to something more specific by the Documanage Administrator. For
example, for Category Contract you could have a keyword called Acme Inc.
to find all contracts for Acme Inc. Keywords appear in a document’s
properties on the user side.

NOTE: If keywords are not specified, no keyword fields will display in the
Client.

You can also set flags for a document. Flags function similarly to keywords.
One difference between the two is that a Documanage Administrator can only
set up to two keywords, but can set as many flags as desired under the
Application tab.

NOTE: If no flags are specified in the Application tab and none are specified
in the Labels tab, no flag fields will appear in the Client.

To create keywords and flags

1 Click the Categories option on the main Documanage Administrator
dialog.

The Categories dialog opens.
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2 Select adocument category and go to the Labels tab of the
Categories dialog.

zl
File Help
Category I CLAIM j

§t0rage| Sub-EategoriesI Status Codes  Labels |App_|ic:ati0n| Extended Document Properties | Betention

To customize the document properties interface, please
zpecify litles for the following document attributes

Kepword 1 IW
Kepword 2 W
Flag 1 [select Coverags
Flag2 [pusCoversge

QropEategoryl Ok | Apply | Lancel |

3 Typein the new keyword or flag name in the appropriate text box.

4 Typein new keywords or flags for the remaining text boxes as
desired.

5 Click OK to save and close the dialog or click Apply to save the
change without closing dialog.

Adding flags to the pick list

Once a flag is established on the Labels tab, the Administrator can create
extended options for each flag. The options will display in the Client. Users
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can then search for documents in the Documanage Client by these flags.
These extended flags are created through the Application tab.

Another difference between flags and keywords is the Documanage
Administrator creates a pick list for flags from which the user can choose, but
only one replacement word can be made for keywords.

To add a flag to the pick list

1 Click the Categories option on the main Documanage Administrator
dialog.
The Categories dialog appears. Ensure that flag information is set up on
the Labels tab.

2 Select a Category and go to the Application tab.

x|
File Help
Category IEILAIM j ‘
§t0rage| Sub-EategoriesI Status Codes | Labelz  Application | Extended Document Properties | Betention
Flag1 Flag2

Automative Automative
|| Disability || Bus Owner
|_|Health |_|Bus Property
| |Homeowners || Diir & Oifficers
| |Life || Gen Liability
|__|Long Term Care || Group Health
|| Term Life workers Comp

“whale Life

Add Delete | Add | Delete |

QropEategoryl Ok | Apply | Lancel |

3 Click the Add button below the Flag 1 column.
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4 Type the desired Flag 1 information as desired.
5 Click the Add button below the Flag 2 column.
6 Typethe desired Flag 2 information if necessary.

7 Click OK to save and close the dialog or Apply to save changes
without closing it.

Adding Extended Document Properties

Extended document properties are user defined document properties held in
the Documanage database. They are defined for each Category. You might
use extended document properties to set a specific set of database properties
for a Category. These new properties would behave like database fields when
used in Queries, for example, but would not alter the original customer LOB
database tables, since they are stored in Documanage housekeeping tables.

For example, if you are presenting an insurance bill you might want the
properties to be premium, amount due, and due date.

You can use extended document properties with the built in document
properties and folder criteria to search for specific documents and/or to
extract critical data values from the document and make it accessible from the
database without opening the document.

You define Extended document properties using the Documanage
Administrator in Document Categories | Extended Doc Properties. Once
entered, the database management system creates a table in the database and
the document properties display in the Documanage Client on the Query By
Example dialog and the Document Properties dialog.
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After extended document properties are created, you need to select the

Enable Extended Doc Properties check box on the Cabinet dialog for the
cabinet that this document Category resides in.

Data Types

The data types that actually appear in the database vary depending on the
Database Management System (DBMS) that you are using with
Documanage. The Data Type list in “Step 5 names data types using different
terms than some used by the DBMSs. The different terms named and
described here are for the latest versions of the DBMSs used by Documanage.

They could change in the future.

¢ DB2 (v8.2)—If you select Decimal or Numeric, DB2 enters data into the

Documanage database as a “Decimal” data type, with default settings of
Length 5, Precision 5 and Scale 0. As a result, DB2 can accept numbers
of up to 5 digits; it truncates numbers after the decimal point. Ask your
database administrator to change the Precision and Scale for the column
to get the result that you want.

If you select Float, DB2 enters data into the database as a “Double” data
type, with a default setting of Length 8. The data that DB2 maps to the
Real, Smallint, Int, Double, and Float data types is subject to the limits of
DB2. For example, the acceptable range for a Smallint is between -32766
to 32767; DB2 rounds numbers after the sixth decimal position for Float
and Double data types.

SQL (v8.00.760)—If you select Decimal or Numeric, SQL enters
numbers into the Documanage database with default settings of Precision
18 and Scale 0. As a result, SQL truncates numbers after the decimal
point. Ask your database administrator to change the Precision and Scale
settings for the column to get the result that you want.

Data that SQL maps to the Real, Smallint, Int, Money, Smallmoney, and
Float types is limited by the SQL standard.
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@ Oracle (v10.g)—If you select Decimal, Oracle enters numbers into the
database as "Number" data types with the Precision and Scale default
settings blank. As a result, Oracle truncates numbers after the decimal
point. Ask your database administrator to change the Precision and Scale
settings for the column to get the result that you want.

If you select Double Precision, Oracle enters numbers into the database
as "Float" data types with default settings of Precision 126 and Scale

blank.
1 Click the Categories button on the main Documanage Administrator
dialog.
The Categories dialog opens.
E
File Help
Category IEILAIM j ‘
§t0rage| Sub-EategoriesI Status Eodesl I:abelsl Application  Extended Document Properties |Eetention
- Text . Extended Document | Dizplay | Display | =]
1B =t e DE s Length iz Property Mame “wiidth | Order
Accident Cause  [varchar S0 No = |Accident Cause 50 1
Fault warchar 50/ Mo * | Cust at Fault? 50 2
4 | [
Add Delete |
il Drop Category | Ok | Apply | Lancel |

2 Select the Category to which you want to add Extended Document
Properties from the Category list.

3 Go to the Extended Doc Properties tab and click Add.
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4

Enter the DB Field Name.
This is the name that will be created in the database.

Select the Data Type from the list.
This is the type of data in the database.

NOTE: The data types that actually appear in the database vary depending on

the Database Management System that you are using with
Documanage. In the tab, a few data types are not named using the
same terms. Refer to “Data Types” on page 104.

10

Enter the Length.
This is the length of the field.

Select whether or not it is required in the Required list.
Selecting Yes requires the user to enter information for this in the Client.

Enter the Extended Document Attribute Name.
This is the name that will display in the Client.

Enter the Display Width and the Display Order.

This is the width of the field and the order in which it will display in the
client.

Click Apply to apply your changes or OK to apply the changes and
exit the form.

Selecting Document Retention Options

Retention Management keeps users from altering or deleting documents by
putting automatic controls on how long documents will be retained and when
they will be deleted. Organizations use Retention Management to implement
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policies for retaining document versions. Such policies can require deleting
document versions when they are no longer required.

Documanage Retention Management allows users to store document versions
on third-party file servers which provide write-once read-many (WORM)
-like storage that is time-limited. These servers provide secure protection for
document versions, making it almost impossible to delete documents, even
with an account that has administrative privileges.

In addition, Documanage can manage the retention of files on NTFS, VLAM
and BLOB storage volumes, but without the security features provided by
WORM-like third-party file servers.

Retention Reviews

A Retention tab in the Category dialog in the Documanage Administrator
application allows an administrator to set retention options for each document
Category. These options cannot be changed by Workstation users. Retention
Management options specify how long the Documanage Server will keep a
document version under retention management, and how the retention status
of the document version will be evaluated at the end of the retention period.
Document versions in a Category can be retained for a set time interval after
they are imported into the system, until a specific fixed date, or forever.
Retention options are applied to a document version when it is imported into
Documanage and at its review time.

A review time occurs when (and if) a document version's retention period
ends. At review time, the Documanage Server automatically reviews the
options that currently apply to the Category for the document version and
then applies the current retention options for the document's Category.
Review time rules can cause a document version to be:

< retained forever, or until a later date;
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@ released from retention management to a normal (un-retained) status;

¢ or deleted

NOTE: Document versions that do not have retention options applied to them
when they are imported into Documanage will not be affected by
retention management, since they will never be subject to retention
review. These versions include those imported into Documanage
before a version of Documanage Server with Retention Management
is installed and those imported using a Category that did not have
retention management enabled.

Retention Review Rules

Document versions that are not being retained forever are subject to review.
The following review time rules can cause a document version to be retained
forever, or until a later date.

@ If the current retention option for the Category is to retain document
versions for a longer duration, or for a later fixed date, the Documanage
Server retains the document version until the later time. This can occur
when the review time established by the current retention review option
differs from the one specified when the document was imported in to the
system.

For example, if the retention interval has increased, then Documanage
calculates a new retention review date by adding the new retention
interval to the date on which the document version was added to the
system.
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& If an earlier version of the document version under review has a later
review date, the Documanage Server assigns the document version under
review the later review date.

This rule applies if the document version under review is not the oldest
version. An earlier version might have a later review date if, for instance,
a prior version was stored in a different Category, or if the prior version
was imported into the system before the retention time for the Category
was reduced, and the current document version was imported into the
system after the retention time was reduced.

@ If the current retention management option for the Category is to retain
document versions forever, the Documanage Server retains the document
version forever, with no later retention review time.

4 If more than one of these rules applies, the Documanage Server applies
the latest review date to the document version under review. For instance,
if a prior version has a review time one week later, but the Category's
current retention option extends the review time for six months, then
Documanage reviews the document in six months.

Administrator’s Guide for Documanage 109



Maintaining Categories

Setting Retention Review Options

As shown here, the Documanage Administrator uses the Retention tab in the
Categories dialog to enable Retention Management and assign Retention
Review options to each document Category.

x|
File Help
Categor JaccounT =l

§tolage| Sub-CategoriesI Status Codesl I__abelsl App_licationl Extended Document Properties  Betention

¥ Enable Fetention Management [Mote: If pou do not make this selection, the documents in this category
can be deleted or altered at any time. |

r— Retain Docurnent Version:

Murnber of time intervals: Tirme inkerval:

* For |1| ﬂ I 30-day rmorths j
Date:

" Unbk I - I

" Farewer [Mate: vou will never be able to delete documents saved while this rle is effect ]

r Frotect Document
[ Pratect the document version during its retention period

— Delete Document
[~ Automatically delete the document version after its retention period expires

Hew Categoryl Drop Categoryl Ok | Apply | LCancel |

4 Enable Retention Management—select Enable Retention Management to
put documents subsequently imported into the Category under Retention
Management. If you do not make this selection, users will be able to
delete or alter document versions imported into the Category at any time,
and document versions will not have retention reviews.

The Retention Management options include how long document versions are
to be retained, whether they are deleted after a retention review, and whether
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they are protected from deletion or modification by Documanage while under
retention:

€ Retain Document Versions:

¢ For—protect document versions for a set interval after they are
imported into Documanage. You can set the interval in days, in
weeks, in 30 day months, or in 365.25 day years. You select the
number of intervals using the Number of time intervals box, and you
select what each interval represents using the Time interval box. If
you select another time unit from the Time interval is box, the
previous number of intervals is converted into the present number of
intervals.

Documanage adds the interval to the date that the document version
was imported to calculate its next review time. The time interval can
be up to 200 years from the date on which it is set or up to December
31, 9998, whichever is earlier.

¢ Until—protect all of the documents imported into the Category until
a common review date. You set the review date by entering it directly
into the date box in mm/dd/yyyy format, or by selecting from the
calendar that drops down from the box. Documanage reviews the
retention status of all of the documents in the Category on this date,
no matter when they were imported into the system.

The retention review date may be up to 200 years from the date on
which it is set, or up to December 31, 9998, whichever is earlier.
¢ Forever—protect document versions indefinitely. Do not schedule
reviews.
€ Two selections modify how these options affect document versions:

¢ Protect Document: Protect the document version during the retention
period. —Keep protected documents from being deleted or altered by
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Documanage during retention. If available, protection is enforced
using the security features of third-party file servers, which make it
impossible to delete documents, even with an account that has
administrative privileges. Making this selection protects all retained
document versions from deletion and modification within
Documanage, but external third-party enforcement can only be
applied to versions that are directed to one of those servers; document
versions that are directed to other types of servers or volumes will not
receive secure protection outside of Documanage.

¢ Delete Document: Automatically delete the document version after
its retention period expires—Delete a document version after the
next retention review. Documanage re-evaluates the document’s
retention status if a future retention time does not apply. If a future
retention time does not apply and the checkbox is not selected, the
document version will no longer be under retention management; it
will no longer be protected and it will not have a scheduled retention
review date.

CAUTION: Make sure that you want the document versions in this Category
deleted before you make this selection. Selecting this option may
result in the deletion of large numbers of document versions
when review dates occur.

Maintaining system profile options

The System Profile dialog allows you to set Default Storage Locations for
various documents. It also allows you to set transaction logging and timeout
options.
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The Documanage Administrator can define default storage options in
Documanage so that whenever a personal document enters the system, a
default document Category is displayed. Similarly, when annotation files or
recovery files are created, a default document Category would be established.
Naturally, the Documanage Administrator can change these defaults when
defining new document categories.

The Documanage System Administrator can use transaction logging to
monitor or track system usage and maintain Documanage at optimum
efficiency. Transaction logging options include adding an annotation layer,
deleting an annotation layer, copying a document, and moving a document.
The Documanage Administrator logs these operations in Documanage for
later use.

The transaction log that is created may be of assistance in identifying
bottlenecks in the Documanage system as well as determining whether
existing security measures are sufficient in protecting your information. The
Documanage Administrator can then generate transaction reports using third-
party reporting software such as Crystal Reports and other well-known
packages. With reporting software, the Documanage Administrator can
produce detailed usage summaries of Documanage functions, such as the
number of users who edited a document, the number of users who checked
out a document, and so on.
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To change system profile options

1 Click the System button from the main Documanage Administrator
dialog.

The System Profile dialog opens.

- |System Profile E\
Fle Purge Help
T Logging T Optiong

Default Storage Yolumes

Persanalworkflow Documents |DEFAU LT j

Corporate Documents |DEFAULT j

Anotalion Fles |DEFAULT -

Recovery Index Files |DEF&ULT |

1 To change default document storage volumes:

¢ Select the appropriate drop-down list in the Default Storage Volumes
area at the top of the System Profile dialog.

¢ Select the appropriate document Category.
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2 To set transaction logging options:

¢ Select the transaction you want the system to track. The Documanage
Administrator will now log this option. The selected transactions can
be analyzed through third-party software such as Crystal Reports.

3 System Profile
File Purge Help

WVolumes T T Options
Tranzaction Logging Options
[ Add Document [~ Add Annotation Layer [~ Secan Input
[~ Wiew Document [~ Delete Annatation Layer [~ FaxInput
[~ Check-out Document [ Input File [ Export to File
[~ Update Document [~ Move Document [~ Print Document
™ Check-in Document ™ Reference Document ™ Fax Document
[~ Copy Document [ Delete Document [v Display ODBC Ermars

Log File Location
Enter the path to the location where the POADMIN.log
file will be stored. The path is set by default.

C:ADocuments and SettingziPatrick Key\bdy

Physzical Location: | Documents\Documanage Browse...

3 To set the Log File Location:

¢ By default, the poadmin.log file is created in the \Documents and
Settings\ $User\MY documents\Documanage directory. The
location of the poadmin.log file is written into the pooffice.ini file.
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¢ You can browse to an alternate location for the log file directory
using the Browse button on the System Profile dialog.

3 System Profile
File Purge Help

WVolumes T T Options
Tranzaction Logging Options
[ Add Document [~ Add Annotation Layer [~ Secan Input
[~ Wiew Document [~ Delete Annatation Layer [~ FaxInput
[~ Check-out Document [ Input File [ Export to File
[~ Update Document [~ Move Document [~ Print Document
™ Check-in Document ™ Reference Document ™ Fax Document
[~ Copy Document [ Delete Document [v Display ODBC Ermars

Log File Location

Enter the path to the location where the POADMIN.log
file will be stored. The path is set by default.

C:ADocuments and SettingziPatrick Key\bdy

Physzical Location: | Documents\Documanage Browse...

4 To set timeout options:

¢ Inthe <i> Servers check-in with Router every </i> field, type a value
for how often (in minutes) you want the Documanage Servers to
check-in with the Documanage Router. Keep this value as low as
possible.
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¢ In the Clients will timeout after field, type a value for when (in
minutes) you want inactive clients to timeout.

o System Profile g|
File Purge Help

Wolumes T Logging T

Timeout Dptions

Servers check-in Clierts will
with Router every |1 min timeout after |60 min

LContent kManagement Options

[ Allow Release without Approve

Betention Management Task Options

00 =l i Set the UTC time when the Retention Management
e LDzt Task will execute or check to disable the Task.

Authentication and Authorization Data Source

" Windows, LDAP and Custorn % Documanage Database W Display Selection Dialog

Falders Fetch Limit Option

Enter a value to set an upper limit to the number of folders
20 returned by a cabinet query. O for no limit.

5 To set content management options:

¢ Select Allow Release without Approve to allow documents to be
released without first being approved.This is primarily intended for
use with Oracle’s Docuflex product, but is available for general use
when Docuflex is not part of your solution.

6 To set retention management task options:

¢ Set the UTC (Coordinated Universal Time) value when the server
should execute the retention management task. This task evaluates
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and applies all of the defined retention management rules. Select the
Disable checkbox to disable the task.
7 To set the Authentication and Authorization Data Source:
& Select Windows, LDAP and Custom
¢ Select Documanage Database

¢ Select Display Selection Dialog

8 To set the Folders Fetch option:

¢ Enter a value to limit the maximum number of folders that will be
returned when a cabinet is opened. This option can be used to
enhance performance on systems with a very large number of folder
records; however, it will prevent users from accessing any folders
over the limit. Enter zero for no limit (the default).

9 Save and Exit.

Purging the Activity Log Table

Documanage maintains an OT_ActLog table for each of the databases that
have been Powermapped. Various events are recorded in this table and the
records can be used for reporting and auditing. This table can grow quite large
and there is now an option available to purge the table of older records.
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1 Select the Purge menu on the System Profile dialog and select the
OT_ActLog Table... option. The Purge OT_ActLog dialog is
presented.

3 Purge OT_Actlog

Fecords added to an OT_ActLog table prior to the specified date will be purged from
the table. Thiz table is for historical reporting only and purging the records will not
affect Documanage in any way.

Purge records prior to

SOL Statement(s)

DMGSAMPLES-->DELETE FROM dbo.0T_4ctlog WHERE since < fts '2003-03
Northwind-->DELETE FROM dbo.0T_actLog WHERE since < {ts '2009-03-23 1

< ¥
OT_ActlLog Table(s)

Data Source | Actlog

DMGSAMPLES dbo.0T_&ctlog

Morthwind Morthwind.dbo. 0T _ActLog Purge Table(s)

< ¥

Lloze
Select Al | Uncheck A1 |

2 Select the "Purge records prior to" field and a calendar will be
presented for you to pick a date. Records timestamped prior to that
date will be purged from the table.

3 Alist of the powermapped databases is presented (commonly this
will only be one database). Check each database that should have
its OT_ActLog table purged.

4 The dialog will present the SQL statement(s) that will be executed
against the table(s). This is for informational purposes only. Select
the "Purge Table(s)" button to purge the records from the table(s).
The statements will be executed and an informational message will
be posted.

5 Click "Close" to close the dialog and return to the System Profiles
dialog.
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Maintaining the Users list

Documanage can use three user authentication mechanisms. It can use
Windows NT security, a user/group management scheme that uses the
Documanage database, or a Lightweight Directory Access Protocol.

When using Windows security, Documanage inherits users and groups
defined in Windows. Maintenance functions, such as adding new users,
updating passwords, and changing group composition, can all be performed
from Windows. Users login using their Windows password. Users in multiple
domains can share a Documanage installation.

Note that only authentication is performed by Windows; authorization (user
rights and permissions on various cabinets, folders and documents) are still
defined and enforced within Documanage.

Clicking on Users in the main Administrator dialog displays the
Authentication and Authorization Data Source dialog as shown here. This
dialog allows you to view the users in either the Windows NT domain or in
the Documanage database. Select the "Do Not Show This Dialog Again
check box if you wish to go directly to the user model you have selected in
the future (you can also change the access model from the System Profile
dialog).
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»” Authentication and Authorization Da X|

— Documanaage sers and Groups are defined

Outzside of Documanage [includes Windows, LDAP and
custom soLces)

* Afithin the Documanage Database

[ Do nat show this dialog again oK I Eareel |

NT Users

If you are a Documanage Administrator who wishes to see a list of
Documanage system users sorted by group, click Outside of Documanage to
view a list of current Documanage users on the Users dialog. You will see
each user’s User ID and Full Name.
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[users J1=TEY
File I ﬂelp_
Groups: IEackup Operators ;I
Uszer D Usger Marne
AICIEIYE
|_|glong gene long
|| mdladmin bdr. &drinistrator
REFP Replicator Account

¥ Show User Hame

You cannot add users through this dialog since it uses Windows NT security.
To add, modify or delete users when using NT Security, an NT administrator
must use the tools supplied by Microsoft for administering Users and Groups
for the domain or the computer as appropriate.

Maintaining the NT Users list

1 Click the Users option on the main Documanage Administrator
dialog.
The Authentication and Authorization Data Source dialog appears.

2 Click the Outside of Documanage radio button and click OK.
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The Users dialog displays, listing current Documanage users.

3 Select the group of users you want to view.
The users in the group you selected are listed.

—ioixi
File Tables GoTo Help
Group
I Allow User Impersonation ™ Allow Rendition Editing
Table [ iew Stare Copy Export | Move Out | Annotate | Black Out

| JAmergen I'ves xlves wlVes  w|Yes x|ves x|ves  x|Ves hd
|_|ARCHIVE Yer  wlves wlYe: @ w|ve: |V x|ves  w|ver x|

CabePawer Yas w|ve:  w|Yex = |Ye: bl LCH bl LCH bl LCE s
4 [ J

UserID | Full Mame

| |Adrminiztratar |
| |arczerve
|_|along
| iane
|_|JBenniddmin
| |Lowel
|| mdladmin
| |pioria

toptools admin

[~ Show Full Mame

Documanage Database Users

The Authentication and Authorization Data Source dialog allows you to
select security Outside of Documanage, or Within the Documanage
Database. The Within the Documanage Database option will display the
Database Users dialog, where you can view and edit users in the
Documanage database. This dialog displays the User 1D, and the user’s Last

Administrator’s Guide for Documanage 123



Maintaining the Users list

Name and First Name. Click New User, Delete, or Modify on the bottom of
the dialog, to create a new user, delete a user, or modify an existing user.

NOTE: Please also see the POFFICE.INI discussion in the Appendix to
change authorization settings for Database security.

Maintaining the Database Users list

1 Click the Users option on the main Documanage Administrator
dialog.

The Authentication and Authorization Data Source dialog appears.

+ Authentication and Authorization Da x|

— Documanage Users and Groups are defined

Dutzide of Documanage [incldes Windows, LDAP and
custom gources)

{* Aithin the Documanage D atabase

[~ Do not show this dialog again ok I Earee) |

2 Select Within the Documanage Database and click OK.
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The Database Users dialog appears, listing current Documanage
users.

« Database Users

To add a user:

1 Inthe Database Users dialog, click New User.
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The User dialog appears.

user x|
File Help
[
User D Administrator e G
O docucap
Firzt Mame IJDhn .
Last Name Lee
Password |
4] | |
Canfirm Password |xxx=«x L
Select Al | Cear |
k. | Apply | Cancel |

2 Enter the User ID, First Name, Last Name and Password.

NOTE: Restricted characters for User and Group hames within the
Documanage Database are /\ |, ? * “.
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3 Select the checkboxes in the Groups list for any groups the user
should be a member of.

NOTE: In the Groups list, the Users Group entry is selected when the User
dialog appears, since it is the default group used for Documanage
server logon rights. To change this group, edit the
LoginGroup=Name inthe Router entry section of the
POFFICE.INI file.

4 Click OK.

To modify an existing user:

1 Select the user entry from the Database Users window and click the
Modify button.

The User dialog appears.

x|
File Help
[
User D J&sdmiristrator Us=r Gms
O docucom
First Mame [John
Last Name |Lee
Pazsword I xxxxxx
[« | |
Confirm Password | xxxxx L
Select Al | Cear |
0K | Apply | Cancel |
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2 Change the user information. Note that User ID cannot be modified.
Click OK.

To delete a user:

1 Select the user from the Database Users window and click the
Delete button.

A dialog appears asking you to confirm that you want to delete the user.

2 Click OK.

NOTE: See also the POFFICE.INI discussion in the Appendix to change
authorization settings for LDAP security.

Managing an LDAP Users List

The Lightweight Directory Access Protocol, or LDAP, queries and modifies
directory services running over a TCP/IP network. The LDAP plugin
supplied with Documanage interfaces a Documanage server to an LDAP
server. This allows the Documanage server to use data from an LDAP server
to authenticate and authorize Documanage users. Settings stored in the
LDAPAuthConfig section of the poffice.ini file configure the plugin.

To utilize LDAP security, select the Outside of Documanage option in the
Authentication and Authorization Data Source dialog. For further LDAP user
configuration options, please see the Appendix on LDAP use with
Documanage.

NOTE: See also the POFFICE.INI discussion in the Appendix to change
authorization settings for LDAP security.
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JXplorer

You can use an open-source LDAP-compliant browser like JXplorer to
manage an LDAP directory. JXExplorer can read and search an LDAP
directory, or any X500 directory with an LDAP interface. JXplorer performs
the operations required to browse and modify an LDAP directory. It is also
highly configurable—the user can customise it in a number of ways, ranging
from the configuration of HTML viewing templates to the creation of Java
plugins.

To download JXplorer, go to: <http://www.jxplorer.org/>

Maintaining user security

Security is crucial for any enterprise. Documanage provides two dialogs from
which you can assign security attributes to Documanage users: the User
Authorities dialog and User Groups dialog.

NOTE: You can easily jump between the User Authorities, User Groups, and
Business Data Tables dialogs by selecting the corresponding option
from the Go To menu.

Using the User Authorities and/or User Groups dialogs, the Documanage
Administrator can determine the exact Documanage functions that a user
group may perform by table. Security attributes may be “mixed and matched”
as needed to implement the desired security level. These attributes may be
changed at any time as your organization grows or changes, including adding
groups or deleting a group’s access to a particular table.
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When using the database access model, the User Groups dialog can also be
used to assign users to groups. Groups can also contain other groups, but only
nested one-deep.

Security attributes may be set either to Yes or No. An SQL selection is also
available for more specific SQL Where clauses. A complete list of security
attributes and their definitions are provided below.

‘ Feature Function

View Allows a user to view a document

Store Allows a user to add a document as an original,
checkout copy or shortcut

Copy Allows a user to make a copy of the document

Export Allows a user to export a copy of the document

Move Out Allows a user to move a document from one
Documanage location to another

Annotate Allows a user to add an annotation layer

Black Out Allows a user to add a blackout layer

Edit Contents Allows a user to update the contents of a document

Edit Profile Allows a user to update a document’s properties

Check-In without His- Allows a user to check-in a document without creating a

tory new version

Create Major New Allows a user to create a new major version of a

Version document (By default, users can only create a new

minor version.)

See History Allows a user to view a document’s history. You must
set this to Yes if you want users to create renditions,
since their rendition sets may contain historical
document versions.

Delete Allows a user to delete a document
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‘ Feature Function ‘

Folder Delete Allows a user to permanently delete a folder, which
deletes the underlying data record

Folder Insert Allows a user to create a new folder

Folder Update Allows a user to edit a folder’s properties

Folder View Allows a user to view a folder

Admin Allows a user to administer a table. This attribute allows

a user to assign or revoke any rights (including
Administrator rights) to/from other users

To assign security via the User Groups dialog:

1 Click the User Groups option on the main Documanage
Administrator dialog.
The Authentication and Authorization Data Source dialog
appears.

» Authentication and Authorization Data x|

— Documanage Ugers and Groups are defined

Dutside of Documanage [includes Windows, LDAP and
Clighom sources)

= Aafithin the Documanage Database

[~ Da nat shaw this dialog again oK I Cancel |

2 Select how users and groups are defined (Outside of Documanage
or Within the Documanage Database) for your Documanage System.
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If you select Outside of Documanage, the User Groups dialog for
the NT LAN Manager appears.

ErrEEs— T
Ele TIsbles GoTo Help :
fos [ |
[~ Allowe User Impersonation ™ Allow Rendition Editing
Table [ View Store Copy Export | Move Out | Annotate | Black Dut
L] en Ie: = Yes = Yes Flves =] Yes = es Flves =]
| |ARCHIVE Yes wl|ves wilves wlves wlYes wlVes wlVes =
Cal<Power Yes  wilves wlves w|Yes ¥ |'Ves w|ves  w|Yes -
1| | 3
User D [ Full Name

| Jadmnistiator |

|_|arcserve

|_|glong

| fiane

|| /B ennidudmin

|_|Lowell

|| mdladrnin

L piorio

|| toptools admin

™ Show Full Name
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If you select Within the Documanage Database the User Groups dialog
for the Database appears.

x
File Tables GoTo Hep
Greup |usees |
¥ Allow Rendition E diting
Table | View | Stoe [ Cooy | Ewport | Move Out | Annotale | = |
| Jhumer es  wlver wiVes wlVer wlVer  wlVes wl|Ye: )l
|_JARCHIVE Ye x|No  ~lves wlves  wl¥es  wiver wlYes
|| Cal<Power Yes w|ves w|ves w|V¥es wl¥es wlves w|Yes
|| Claume Mo  =lves  wives wlves  wlves  wlVes  wlves
|| Customer Yes wlves wl¥es wlVes wl¥es  wlves =|Yes
|| Customer_Service Yer wlves  wives wl¥er wlves  wlver  w|Ves
| |42 Ye: wlves wives wlves wlYes  wlver  wlYes
|| Documentation Yes w|ves w|ves w|Yes wlves wlves w|Ves |
|| Lothian Yes wlves wlvVes  wlves  wlVes  wlvYes  w|Ves
_|Lothianfuth ["'e.?. =]No =iNo =fNo =JNo _=lNo ~]No ﬁl |
1 »
|

Uzers not in the Users Group Uzess in the Users Group

;;E; LEIDIIE>

££

ElEER

3 Select the user group that you want to assign security privileges to
from the Group list.
The users that are in the group appear on the Users in Group list, User
group information displays, including tables and their annotations and
other document-management rights.
The Allow User Impersonation check box becomes available, and the
Documanage User IDs and the Full Names of the members of the
selected group are listed in the Users in Group list at the bottom of the
dialog.
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NOTE: Group Names can contain up to 64 characters. Restricted characters
for User and Group names within the Documanage Database are /\ |,

LE N

@ To have sessions based on members of the selected group impersonate
other users, select Allow User Impersonation.

NOTE: User Impersonation allows you to impersonate another user during a
transaction without storing the user’s password. Select the Allow
User Impersonation checkbox to control which groups can
impersonate other users. This keeps a user without a specific name
and password from writing an application that can impersonate
another user. This would allow such a user to do things like viewing
another user's diaries.

@ To allow users in the group to create and manipulate renditions, select
Allow Rendition Editing. You must also set the See History authority for
the appropriate tables in the dialog to Yes.

NOTE: Using renditions, files containing the same content but with different
formats can be automatically interchanged to meet the requirements
of different applications. For instance, with renditions it is possible
to: display an image on a monitor using a TrueColor file; print the
image on a black and white printer from a monochrome (or
grayscale) file; and incorporate the image into a pre-print color-
separation from a four-color file.

% If you are using the Documanage database access model and want to add
members to a group, select the users and/or groups to be added from the
All Users Not In Group list. Click the right arrow button to move them

134 Administrator’'s Guide for Documanage



Maintaining user security

into the Users in Group list. Click the double arrow buttons to move all
the users and groups.

4 If you want to remove members from a group, select the users and/or
groups to be deleted in the Users In Group list, and click the left arrow
button to move them out of the group. Click a double arrow button to
move all the users and groups between lists.

@ If you are using the Documanage database access model and want to add
a new group:

¢ Select NewGroup from the File menu.

¢ Enter the group name into the dialog and click OK.

To assign security via the User Authorities dialog:

1 Click the Authorities button on the main Documanage Administrator
dialog.
The Authentication and Authorization Data Source dialog appears.

+~ Authentication and Authorization Da x|

— Diocumanage Uzers and Groups are defined

Dutzide of Documanage [includes Windows, LDAP and
cuztom sources)

* #fithin the Documanage Database

[~ Do nat show this dislog again oK I Cancel |

2 Select how users and groups are defined (Outside of Documanage
or Within the Documanage Database) for your Documanage System.
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« User Authorities

Fil= User Groupz GoTo Help

The User Authorities dialog appears.

Tahle authors j
Group | Wiew Store Copy Ezport | Mowe Out | Annotate | Black Ouwt | Edit
|Jzers ez wlves | w|Y¥es | w|Yes o |ves T ves  w|Yes o |ves
» |Administrators Ives * |Ves w |Ves w |Ves w |Ves * |Ves w |Ves w |Ves

4|

3 Toggle the appropriate security attributes either to Yes or No.

4 If you want to add a group to the Group column:
¢ Select Add Group from the User Groups menu.
¢ Select the group you want to add from the Group drop-down list.
5 If you want to delete agroup from the Group column for the selected
table:
¢ Highlight the group to be deleted.

¢ Select Delete Group from the User Groups menu. A confirmation
dialog displays.

¢ Click Yes. The group is deleted.

6 Save and Exit.

Security attributes set and saved in the User Authorities dialog will also
appear in the User Groups dialog.
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To give users the authority to edit only certain documents in
a folder

1

Click Start|All Programs|Authorities
The Authentication and Authorization Data Source dialog appears.

Select how users and groups are defined (Outside of Documanage
or Within the Documanage Database) for your Documanage System.
Click OK.

The User Authorities dialog appears.

From the Table list, select the database table on which your cabinet
is based.

Select the Group that to you wish to award the conditional edit
authority.

Select SQL from the Edit Contents list.
The SQL Clause dialog appears.

=

CASE WHEM Status="Publizhed' THEM O ELSE 1 EMD

] | Caticel |
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6 Type an SQL SELECT expression that returns a 1 (TRUE) if the
document can be edited by the group, and a 0 (FALSE) otherwise.
Click OK.

The SQL Clause dialog closes.

For example, the following SELECT expression gives members of a
group Edit Contents authority for unpublished documents, but not
published ones:

CASE WHEN Status="Published” THEN 0 ELSE 1 END

7 Close the User Authorities dialog.
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Locks

When a user is annotating a document in Documanage Workstation, that
document is placed in annotation lock mode. The locked document’s
properties display on the Locks dialog in Documanage Administrator so that
an administrator can view and remove locks if necessary.

o ] 1
File Locks
- Locks

| DoclD | Host | Time | Server
an FIRETRUCK 2002-08-01 18:37:21 FIRETRUCK

An administrator might delete locks if the system crashes and certain files are
not released by the server. The administrator can then go in and delete the
locks so the file is available for use by everyone with access.
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To view and delete locks

1 Click the Locks button from the main Administrator dialog.
The Locks dialog opens and displays the Username, DoclD, Host, Time
and Server of the files that are locked.

o [m] 3
File Locks
- Locks

| DoclD | Host | Time | Server
80 FIRETRUCK. 2002-08-01 18:37:21 FIRETRUCK.

4| | >

2 Select the lock you wish to delete (if you wish to delete a lock) and
go to Locks|Delete Lock.

The selected lock is deleted.

3 Exit the dialog when finished.
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Reassign Checked-Out Documents

A document checked-out to a specific user can only be checked-in by that
same user (referred to her as the “owner”). If the check-out owner is no
longer available, an option has been provided to reassign the checked-out
documents to another user (referred to as the “assignee™).

To reassign checked-out documents

1 Click the Reassign Check-Outs button from the main Administrator
dialog. The Reassign Checked-Out Documents dialog is presented.

=3 Reassign Checked-Out Documents

Usger

Check-Out Owner Aszsignes
TESTER ~| |ADMINISTRATOR ~|
Checked-Out Documents Field | alus
Label ll:_)ibchl:) Cox &uto Policy
O Prirtstream Property Policy Pages RecordlD 205
uto TableMame PerzonalCabinet
CheckedOutBy TESTER
CheckedOutFor Editing
D eror Due Date 20081024 09.55:23.00(

SourceDoclD 1Al
DSM Mame DMGSAMPLES Reassign
D5MIndex 1]

[

Select Al Uncheck Al

2 Select a check-out owner from the picklist. The checked-out
documents owned by that user will be presented in the list.
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3 Select an assignee from the picklist. The checked-out documents
will be reassigned to this user. Only users of Documanage that have a
Personal Cabinet defined will be presented in this list. (A user will have a
configured Personal Cabinet if they run Documanage Workstation).

4 Check the documents to be reassigned. Use the “Select All” and
“Uncheck All” buttons to toggle the selection of all documents in the list.
Information about the current document is presented in the right-hand list.

5 Click the “Reassign” button to reassign the selected documents. An
informational message will display after the documents have been
reassigned.

6 Select a new owner to reassign or click “Close” to close the dialog.

142 Administrator’'s Guide for Documanage



Diagnostic Tests

Diagnostic Tests

Documanage Diagnostic Tests allow other Oracle products to have a
Documanage server run tests that assess the accessibility of the storage
volumes and database used by that server.

Diagnostic tests are defined in the poffice.ini file, and each one must be given
a unique name of up to 255 characters. Each diagnostic test is a section of the
INI file and has one or more runtest statements that test the storage volumes
and database. Each runtest statement has a type (listed in the table below) that
determines the specific nature of the test to be run. There can be no more than
one instance of any type of runtest statement in each diagnostic test.

The syntax for the section heading of a diagnostic test is:
[DIAGNOSTICTEST : <name>]

where <name> is the name of the diagnostic test. This section heading is
followed by a list of runtest statements. The runtest statements are executed
in the order in which they are listed. Each runtest statement has the following
syntax:

RUNTEST (<type>) =<parameter string>

where <type> is one of the types listed below and <parameter string> is
appropriate to the particular type.
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<type> | <parameter string> |

Description

FSMIN Comma separated
VOLUME list or the
keyword _ALL_ for all
VOLUMES

FSREAD Comma separated
VOLUME:<filename>
list

FSREADWRITE Comma separated
VOLUME list or the
keyword _ALL_ for all
VOLUMES

DBSQL Comma separated
DSN:<SQL> list and
use the keyword _ALL
for all DSNs

DBCON Comma separated
Data Source names or
the keyword _ALL_ for
all DSNs

Verifies access to specified
VOLUMES

Opens the specified file in the
volume and reads from it.

Creates a temp file in the
specified VOLUME, writes to and
reads from the file and deletes
the file

Executes the specified SQL
against the specified DSN. Only
select statements are executed,
others are ignored

Verifies connectivity to specified
database(s)

Remember: Each type of runtest statement may be used at most once in a
diagnostic test. For example, if access to multiple volumes is to be tested, all
volume names should be listed in a parameter string to a single FSMIN
runtest statement, and not as multiple FSMIN runtest statements.

Administrator’'s Guide for Documanage




Diagnostic Tests

In the following examples, notice that the keywords are not case sensitive.

Example 1:

[DiagnosticTest : CheckFSandDB]
RUNTEST (fsmin) =VOL1, VOL2
RUNTEST (dbcon) =DMANAGE, pubs

This diagnostic test is named "CheckFSandDB". It has two runtest
statements. The first verifies the connection to the volumes named "VOL1"
and "VOL2". The second verifies the connection to the databases named
"DMANAGE" and "pubs".

Example 2:

[diagnostictest:CheckFSandDBall]
RunTest (FSMin) = ALL
RunTest (DBCon)=_ ALL__

NOTE: When using the parameter for ALL, the underscore characters are
part of the required parameter.

This diagnostic test is named "CheckFSandDBall". It has two runtest
statements. The first verifies the connection to all volumes. The second
verifies the connection to all databases.
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Example 3:

[DIAGNOSTICTEST : CheckFSandDBadv]
runtest (FSREADWRITE) =VOL1, VOL2
runtest (FSREAD) =VOL3:myfilel.jpg, VOL4 :myfile2.met

runtest (DBSQL) =pubs:<select * from
employee>, authors:<select * from address>

This diagnostic test is named "CheckFSandDBadv". It has three runtest
statements. The first verifies read/write access to the volumes named "VOL1"
and "VOL2". The second verifies that the file myfilel.jpg on VOLS3 and the
file myfile2.met on VOL4 can be read. The third verifies that a SQL
statement can be run against the employee table of the pubs database and the
address table of the authors database.
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Introduction to the Web Workflow Designer

NOTE: This feature is not available with the Documanage Server Lite
product.

Documanage Workstation provides routing of documents along a pre-defined
series of destinations (i.e., people or departments) in an organization.
Documanage’s Web Workflow Designer module enables you to design a
workflow map which contains the steps needed to route documents for a
particular project. The new thin-client Workflow Designer tool provides
complete flexibility in handling workflows from the very basic to the very
complex, depending upon your organization’s needs.

In this chapter

The information in this chapter will help you answer the following questions:
-+ What are workflow maps?
-+ How do | use the Web Workflow Designer to create workflow maps?

-+ How do | use workflow maps in projects?
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Understanding workflow maps

A workflow map is a set of tasks and links which form the complete steps
needed to route documents. A task is a destination where the documents are
routed to or from. A link is the connection from one task to another. A map is
processed by advancing from task to task along each link connecting them
together. A workflow design may originate as a diagram detailing all the steps
a workflow must complete to process. An example of such a diagram is

below:
- =
First Motice of LossGenarate Received Claim Latter
L5 $E
[ _ ____@ N Update Claims H vt 1
Inside Adjust, y r"';y Claim ™
//
Adjuast Claim
[.'.' <
Investigate? .

Every workflow map is based upon data from a table in a database. The table
that is used is called the workflow table. This table can be chosen from
among all the tables that are mapped to Documanage. The documents in a
workflow are associated with data in the workflow table (so, in a claims
processing workflow the documents in the workflow might be associated
with the data from the customer *Claims’ table), to create workflow folders
called projects. Documanage implements data driven workflows with the
association between the data in the table and the documents.

For example, a workflow designer wants to create a way to route claims for

processing through all staff that must approve the claim. The designer, or
administrator, of the workflow must create a map linked to the customer
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database table that has data relevant to claims processing: this could be a table
called ‘Claims’ in the Customer database.

|Claim_Mumber |vehicle_ID |Claim_Rremarks  |POWER_Tag|Palicy_MNumber |Claim_spproved |
123534864898 7 Rear Burmper 49 200002587735 YES

123589387546 10 Front Bumper & Cor S0 200110225874 MO

125256488481 12 Rear End 51 199906105486 YES

132554988065 1 Rear End 53 199905143580 YES

153543498735 14 Rear Right Burmper £ 54 199805152548 YES

154543543548 24 Driver's Side Front 555 200203101576 YES

The table is mapped to Documanage and then used to create a new workflow

map based upon the original analysis represented in the diagram. The

workflow administrator creates tasks that must be completed to route a claim.
The administrator assigns a manager and a team of users to each task. The

tasks are linked together to complete the map. In our example, the completed
Claims map could appear as this one below:

Flow

= [ Firt Motice of Loss

= &Genera{e Received Claim Letter

i Inzide Adjuster

= Pay Claim
i Claims Review and Disposition

= Update Claims Host System

=] ‘,}Process Claim

= &Genera{e Letter and Pay

!- Cloze Claim

= &Genera{e Denial Letter

¥ (Ciose cisim)

i Investinate?

£ tPay claim)
o Adiust Claim
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Once the workflow map is ready for use, the administrator must release it. A
map is actually made available for processing by activating it. When a
workflow map is ready for use, an administrator releases it, which
automatically activates it. If there are no users working in the workflow, it can
be unreleased to make changes, but if any work is being done in the
workflow this will result in possible data loss. If editing is required on an
active workflow map, a safer option is for a manager to use the checkout
feature, making a locked copy of the workflow map that safely allows work
to continue on the original workflow.

Once changes are complete, an administrator then uses the checkin feature on
the altered version of the workflow. This checkin process will overwrite the
original workflow without loss of any data that is currently being processed.
A released map can also be deactivated, or set so that no further processing
can be done on it. A deactivated map can be reset for processing by activating
it.

In our Claims Processing workflow example, the users assigned tasks in the
workflow would then be able to start projects, and create new folders, within
the tasks assigned to them. Below is a view of how this might appear to users
in Documanage Workstation:

W =i

-{f Personal Cahinet

-{f Favorites

-4 Pending Tasks

¥ 3 Clairn Properie .

- Suspended Tasks |

o — € Cabinets
- & Amergen

& Amergen wf Document Filter

& ARCHIVE

A CalxPower

A CalxPower w! Variable Filter

@ Claim Properties:Completed Tasks

@ Claim Properties:Overdue Tasks

The users could now import documents into these folders, based on the
structure of the “‘Claims’ table. Once a user has accepted, or checked out, a
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task and worked on the document in that folder, they can advance the folder
to the next task within the workflow, or choose to check the project back in
for use by another member of their user group.

Workflow roles
There are several roles in the workflow model:

€ Administrators. Administrators are responsible for designing and
maintaining a workflow map. An additional duty is monitoring a
workflow for adequate throughput and lack of bottlenecks. All
Administrators are members of the Documanage_Managers group.

€ Managers. Managers are responsible for assigning teams of people to
various tasks. All managers are users whose names are taken from
NTLM, LDAP, or database security. Only one manager is assigned to
each task.

¢ Team Members. Team members are responsible for performing the

various tasks in a workflow. Each team consists of one or more groups
taken from NTLM, LDAP, or database security.
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Getting started

The Web Workflow Designer is used to create the workflow map containing
the steps needed to route documents for a particular project. The Web
Workflow Designer allows you to:

® & 6 O 6 O o o

Create maps

Create tasks and link them together

Assign managers and team members to each task
Create Workflow Task Containers

Release maps

Activate and deactivate maps

Checkout and Checkin workflow maps

Delete maps.

Before you can use the Web Workflow Designer to create a workflow map,
you must start and log in. Note that your start-up procedure may differ
slightly from the one below.

To start the Web Workflow Designer

1

Launch the Web Workflow Designer. (Usually a url set up in
installation, such as http://your computer name:8080).

The Authenticate User login dialog displays (allow pop-ups in your web
browser).
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2 Typeyour user name in the Name text box, then fill in the Password
and Domain.

NOTE: Web Workflow Designer validates the user name and password from
the Documanage Router, utilizing NTLM, LDAP, or database
security.

To exit Web Workflow Designer

1 Choose Designer|Exit from the File menu.
Web Workflow Designer quits the application and returns you to
Windows with a confirmation message.

Using the main window

Web Workflow Designer has several features that help you to create a
workflow map.

wworkflow Maps ~ Tasks - Help -

Flow <« welcome

7\ Skywire- workriow Besianer

Software
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*

Menu bar. Menus provide access to commands that you use to create a
workflow map. Some commands allow you to initiate actions
immediately. Others display a dialog, which lets you specify file locations
and settings and then initiate actions. Commands that are not available
are dimmed.

Tool bar. The tool bar offers an alternative way to initiate standard
commands. If a function is not available, the corresponding button on the
tool bar is dimmed. Placing your cursor over an item in the tool bar will
show a tool tip for that icon.

Details/Properties area. The right section of the Web Workflow
Designer is the details or properties window. The details on the workflow
maps, and the properties for links and tasks display here.

Workflow Map views: Flow vs. Structure. The workflow map area, on
the left side of the screen, has two view options, selected by tabs at the
bottom of the pane. The Flow tab will show a picture of the flow of
workflow tasks within a map; it shows a visual display of how tasks are
linked to one another. The Structure tree shows tasks grouped according
to Task Containers. (For very complex workflows, it is sometimes easier
to view tasks, and their links, in the Structure tree, instead of the drill
down view in the Flow pane.)

Log messages/Error messages. These two tabs appear at the bottom of
the Designer, under the Status bar, and display general log messages by
default. If you encounter errors, such as an error during validation, the
Designer will warn you of an error, then automatically toggle to the Error
message tab, where the error will display.
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These messages are different from the web server’s log and are not saved
in any file. Messages are lost when the user session in the Web Workflow
Designer ends.

Date Message

Fri Aug 03 12:45:08 2007 The Task - trech failed validation:

Fri Aug 03 12:45:09 2007 Task is invalid: [The task has no route to the 'EMD' task]
Log M g Error M g

Creating a map

After you’ve started the Web Workflow Designer and logged on, you are
ready to create a workflow map. You can create a new map from scratch or by
importing the properties of an existing map, using the Import menu item.
When importing an existing map, all the links and tasks are kept intact,
requiring minimal effort from a system administrator. A map may be exported
for use later if you wish to build another, similar map at a later time.

NOTE: It is recommended that you perform analysis on a workflow design
prior to beginning map creation in the Web Workflow Designer,
especially for very large or complex workflows. This way, you can
utilize features, such as Task Containers and the Structure tree
grouping of tasks, to your advantage.

Administrator’s Guide for Documanage 155



Creating a map

156

To create a new map

1 Select Designer|[New|Workflow Map, or the New map “% tool bar

button.
The New Workflow Map dialog displays.

New Workflow Map ey

Name

Description

Table Data Source
Armergen v | DMGSAMPLES

Create ][ Cancel

Type a map name in the Name text box, then press <Tab> and add a
Description.

Enter a unique name up to 32 characters long. The workflow name should
be descriptive of the process it facilitates. You can use spaces to improve
readability. Duplicate map names and single quotes are not permitted.

Enter a description up to 100 characters long that tells users who are
unfamiliar with the workflow what its purpose is

Choose atable to base the map on from the Table drop-down box.

This box includes all tables or views which are currently mapped to
Documanage. When a table is chosen, the database in which it exists is
automatically displayed in the Database text box. The table you choose
must contain the data that you want to associate with the documents.
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4 Click Create.

The New Workflow Map dialog closes, the Begin and End tasks are
available, and the workflow details window displays properties of the
new workflow map. You are able to select completion options for the
workflow projects on this screen. These include the following:

¢ Delete the documents in the project. When checked, indicates that
documents in the current workflow project will be deleted upon
completion of the END task.

¢ Delete the folder. When checked, indicates that the database table
folder corresponding to the current workflow project will be deleted
upon completion of the END task.

¢ Delete the Project. When checked, indicates that the entire workflow
project, including folders and documents, will be deleted upon
completion of the END task.

To Delete a Workflow Map

1 Select Designer|Delete|Workflow Map, or use the Delete a4
workflow map button on the tool bar.

The confirmation message appears.

2 Click ‘Yes’ to confirm. The Web Workflow Designer window will
refresh and the map will be deleted.

To open an existing map

1 Select Designer|Open, or click the Open workflow map ° button
on the toolbar.

Opening a workflow will automatically close any currently open
workflow.
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2 If you wish to save the existing map as a new map, select Workflow
Maps|Export.
The Export dialog window appears, and you will prompted to save the
map as an XML file. Once this is saved, you can then use the Designer,
Import menu item to import the map and build another workflow.

3 To Close a Workflow Map, select Designer|Close from the menu bar.

4 To Import an existing Map, select Designer|lImport from the Menu
bar.

The Import dialog will appear. Browse for the xml file to import:
Import Workflow Map - X

Import File Path

|

[ Import ][ Cancel ]

Now that you have created or opened a map, you are ready to add tasks to
your newly workflow.

Working with tasks

The first step to perform after creating a workflow map is to add tasks. In
order to add tasks properly, it is important to know what task types are
available.

There are two system tasks required in a workflow map: “BEGIN” and
“END.” There can only be one of each in a map. All the tasks of a map must
be linked from the BEGIN task to the END task. The system automatically
creates these tasks. They cannot be added to or deleted from a map.
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& BEGIN: This task is the starting point of all maps. The team members
assigned to this task are able to create projects.

4 END: This task is the final task of a map. No team members can be
assigned to this task.

In many instances, the route that a map takes is dependent upon the action
taken in a previous task. These tasks are referred to as decision branches.
There are two types of decision tasks from which you can choose: automatic
branch tasks and human decision tasks.

€ Automatic branch task: This task automatically routes a project to one
of the tasks linked to it. It is routed to another task based upon the data in
the workflow table. For example, in the Claim Processing workflow, if
the adjuster approves the claim, a letter is generated along with a payment
flag. Therefore, Claim Approved = Yes routes all documents in folders
marked with a value of “YES” in the Claim_Approved data field to the
payment department, while all other values route the workflow to a denial
letter task type. This step is automatically accomplished, precluding the
need for human intervention.

To use an automatic branch task, you must create a “rule” for every link
from the automatic branch. These rules are based on the columns in the
database table upon which the workflow is based. The links leaving an
automatic branch task can have only a single DEFAULT rule. A
workflow cannot be released if the Task Link properties of one or more of
the links leaving its Automatic Branch tasks are set up incorrectly. A map
advances to the link with the DEFAULT rule if the conditions set in any
other rule are not met.

An example of the automatic branch rules, using the Claims Processing

example above, might be Claim_Approved="Yes', and DEFAULT (for any
other claim status.) See “Working with links” on page 167 for details on

adding a link rule.
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NOTE: Creating proper rules for an automatic branch is important in order to

ensure that the map is routed correctly. The rules in the links from an
automatic branch do not have to be fully qualified SQL statements,
but use a single quote ( ) around the data value to be evaluated. If
you are unsure of how to create a rule, contact your Database
Administrator for more details.

4 Human decision task: This task gives the team member processing it the

ability to route a project to one of the tasks linked to the human decision.
When the task is processed, the team member chooses the appropriate
task to send the project to. For example, a claim documents would be sent
to an adjuster for review. That user could then deny or approve the claim.
The team member can not choose more than one task to route a project
along.

Consolidation: A map can be set up so that a task will not advance to the
next task until all the tasks which are linked into it are processed. This
type of task is a consolidation task. A map will not be advanced to a
consolidation task until every parallel task is processed. For example, a
manager may want to review all documents together for a claim before
giving final approval to the project. Until all documents are approved, the
project will not be advanced.

Auto Mail: An Auto Mail task is a special task which tells the
Documanage Server to automatically send mail to a user while this task is
processed. Unlike other tasks, this task will not show up in the user’s
Inbox.

Any tasks, which are not part of a category listed above, are considered
Work, or generic, tasks. Whenever an operation, such as adding a document
to a file, needs to be performed a generic task can be used.
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To add a task

1 To add the first task, you must first click on the existing BEGIN task,
and then edit the properties of this task. You must assign one
Manager, and then select a user group to work on the task. This
group will be able to start a workflow project. Add a description to
the task as well (see step 4).

2 Now you may add another task type. First, click or highlight the task
you wish to link the NEW task to.

Then either select Designer|New|Workflow Task from the menu, or use

the New Workflow Task L button on the tool bar.

3 The New Workflow Task window appears. Select the type of task
from the drop down list.

4 Then fill in the description. Every task is required to have a description,
which is what you see for the task when looking at the Web Workflow
Designer window. It is also what a team member sees when they are
processing the task. Each description should be unique, since this helps
teams to process tasks.

5 What is written in the Instructions is what assigned users will be
able to read when they accept the task in the workflow project.

This is an optional property. This property is used to help a team member
when they are processing a task. If they need instructions on a task, they
can click a Help button available in the Workstation and display the
instructions entered here.
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New Workflow Task = i

Details Manager & Groups

Type
Hurman Decision hd

Description

Instructions

[ Create ][ Cancel ]

6 If you click ‘Create’ now, you will be prompted to assign a Manager,
located on the ‘Managers and Groups’ tab.
Every task must have a manager. The manager of the task is the person
who is responsible for assembling each team to fill each role. A manager
can manage more than one task. The team assigned to a role can be
changed at any time.

7 Add at least one Team Group (users group) to the task.

Every task must have a team. The members of the groups on the team
given to a task can process the task.
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New Workflow Task = 0

Details Manager & Groups

Parent Container

— by
Manager

—_ by
Team Groups
avallable assigned

Documanage_Managers
Users

~ “

[ Create ][ Cancel ]

NOTE: Missing required items (Manager, Team Groups, and Description)
are flagged in red.

8 Now you will be prompted to save changes to the workflow map.

9 If you click on the Inbound Links tab in the workflow task details
window, you will see that the task you clicked on originally (in our
example, the BEGIN task) shows up as the task that links inbound to
the new task. We will look at adding Inbound and Outbound links in
the “Working with links” on page 167 section of this chapter.
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To delete a task

1

2

Highlight or click on the task you wish to delete.
Then either select Designer|Delete|Workflow Task from the menu

bar, or click on the Delete workflow task = — button on the toolbar.
This deletes the task and all of its links.

To change atask’s details

It is necessary to specify task properties in order for a task to work properly
within a workflow.

1

If a task has already been added to the workflow map, click on the
task in the map.

The Properties or details of the task will appear on the right hand
pane of the Web Workflow Designer.

The Task Details dialog corresponding to that task displays.

Designer + Workflow Maps + Tasks » Help

oy
i

Flow

o Ba=S 1 E oY

<« Task Details

=) {4 Claims Processing B work Task
= [ eEc Hame

@ g Unlinked Tasks

= 4 tecile to ackvance claim to investigation or & | [T re e T

Instructions

Please rewview claim for adjustment.

Manager

|a =

Team Groups
available assigned

Documanage_Managers
| Users
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3 To change the task properties, including name, instructions,
manager or team, type in the new information or select new options
from the drop down lists.

Every task must have a name, which is the type of task being used. This
property can be changed, except in the case of BEGIN and END tasks.

4 If you wish to change the email properties on an Automatic Email
task type, first highlight or click on the task in the workflow map.
Then, select Tasks|Automail Details from the menu bar.

The Automail Task Properties dialog displays.

Automail Task Properties - X

Docurmanage will automatically send mail to the following address when
this task is executed.

Mail To
Subject

Body

[ Set ] [ Cancel ]

An Auto Mail task is a special task that tells the Documanage Server to
automatically send mail to a user when this task is processed. Unlike
other tasks, this task will not show up in the user’s Inbox.

NOTE: To use the Auto Mail task the Documanage server must be set up to
mail.
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To Validate a Task

All tasks in a workflow map must be valid for the workflow to process
successfully. If a task is not valid, the workflow map will not release. A task
is valid if it meets the following criteria:

-+ task has a manager
-+ task has one or more team groups (if it is not an END task)
-+ task has at least one route from BEGIN type task to END type task

-+ all Automatic Branch outbound links have a non-empty and valid
RuleSQL

-+ all Automatic Branch outbound tasks have one DEFAULT RuleSQL
outbound link

-+ all Human Decision tasks links have a non-empty ‘Decision’ caption

-+ All Automail task types have a non-empty ‘Recipient’

1 The workflow must either be unreleased or be a checked-out copy
to validate a task. Highlight or click on the task you wish you
validate from the Flow or Structure pane, then select Tasks|Validate
from the menu.

2 The Task Validation Complete dialog appears. If the task fails
validation, the reason will post in the Error Message pane.
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Working with links

The next step to perform after creating a workflow map and adding tasks is to
add “links.” Links connect one task within a map to another. Every task must
be part of a link from the BEGIN task to the END task. When a task is
processed, the project is routed to the tasks to which it is linked.

In order to add links properly, it is important to know what link types are
available. There are two types of links used in Documanage: “Inbound” and
“Outbound” links. The functionality of these links is the same. Inbound links
display on the Inbound Links tab in the details of a task; all tasks linked to the
task you are viewing show up in the Inbound links table. If the task you are
currently viewing is linked to other tasks, these links display on the Outbound
Links tab.

Links may have certain properties depending upon the task types they are
connecting. For example, Automatic Branch task types have Outbound links
that reflect SQL statements for routing a folder. Human Decision tasks have a
‘Decision’ parameter for Outbound links.

To add a link
There are several ways to add a link.

1 Inbound Links are created when a new task is added to the
Workflow Map. When adding a new task, you must highlight an
existing task (such as the Begin task) and then add a new task. This
automatically creates an Inbound link from the original task to the
new one.

2 To create an Outbound link, you must select a task and then click on
the Outbound Link tab in the Task Details window. Then select either
Designer|New|Workflow Task Link from the menu, or use the

“a Add Link button on the tool bar to create a new link.
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3 The New Workflow Task Link dialog appears.

New Workflow Task Link b4

To Task
<

[ Create ][ Cancel ]

4 Select the task to link to, then click Create.

The Task Details window now displays the Outbound link task that was
just added.

tOutkbound links for Automatic Branch or Human Decision
asks

When adding an Outbound link to an Automatic Branch or Human Decision
task type, you can specify properties of the link. Links can be created to any
tasks that are unlinked to the Workflow Map, listed under “Unlinked Tasks”,
or to any existing task.

1 An Outbound task from an Automatic Branch will need a ‘Rule SQL’,
which, if TRUE, is the SQL statement that the branch must follow to
route a folder in the Workflow Map.

An Automatic Branch should have at least two Outbound links: one for

the specific SQL rule that must be met, and one for all other values
(‘DEFAULT).
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New Workflow Task Link i
To Task
Abd v
RuleSQL
DEFAULT
[ Create ] [ Cancel ]

2 A Human Decision task should have at least two Outbound links.
User Teams working on this task will see ‘questions’ when
advancing these task types. The questions they see are what the
Workflow administrator types in the Outbound link ‘Decision’
window. (The ‘Decision’ pane allows up to 20 characters.)

New Workflow Task Link e
To Task
Adjust Claim v
Decision
[ Create ] [ Caniel ]

3 The Outbound Links tab for both Automatic Branch and Human
Decision task types have an extra column in the link table that
displays the properties of the links.

If a Workflow Map is not released, or is checked out, these columns are
editable. A Human Decision task link will allow manual editing, and an
Automatic Branch link will launch the SQL Builder.
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Please see “Automatic Branch links using the SQL Builder” on page 171 for
details.

signer »  Workflow Maps + Tasks + Help

Pt e Be =G 2 4k B 20 [ JlReY
w 4 | Outbound Links
:i Claims Processing Task To Decigion
= FJ BEGIN ’ !t process clim YES
EF jh proc

e

] zf__process claim

£ [deniect

2 gf Unlinked Tasks

Outbound links of Automatic Branch tasks are processed in the order listed. If
needed, these can be reordered once they are added to the Outbound Links tab
of an Automatic Branch task type. The links can be highlighted, then dragged
and dropped into a new order from this window. Note that the ‘DEFAULT’
links is always last, and cannot be reordered.

Designer + Workflow Maps v Tasks » Help +

b ph=iads oo
How 4 Dutbound Links
3 gy Claims Processing Task To RuleSoL
» PEGN 1. Brocessclsms? Claim_kpproved="YES'
o g, process clams?
&'om:essdm EMM!M k... -
3 djn achust cleim? 3B worktask T

R, sutmatically routs fo dept
i lprocess clams?]
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Automatic Branch links using the SQL Builder

To reduce the possibility of errors when creating an Automatic Branch Rule
SQL, you can use the SQL Builder. This is an interface for adding, editing,
deleting, and grouping clauses. It also provides a selection of operators based
upon the data type of the column used in the rule. This interface also allows
manual editing of the SQL Rule.

The following steps describe how to access the SQL Builder:

1 Add an Outbound link to an Automatic Branch rule, following the
directions above in “Outbound links for Automatic Branch or
Human Decision tasks” on page 168.
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Double-click on the RuleSQL column on the Outbound links tab of
the new task. A drop-down arrow will appear at the end of the
column. To access the SQL Builder, click on this arrow, and the
SQL Query Builder dialog opens:

SOL Query Builder x

SQL Builder S0L Editor

Claim_Approved = "YES'

AND [
glsim_Remarks IM  'this', 'that', 'and', 'the', 'othe AND
Policy_Number IN (1,2, 3,4, 5) - OR

¥ Default

Clear |
Clairm_approved = "YES' AND Claim_Remarks IN i’

{ 'this', 'that', 'and', 'the', 'other' ) OR Policy_Mumber IN {

1.2.3.4.859 LI

|CIaim_Number j |< j

Add Reset |

[ Sek ] [ Cancel ]

The SQL Builder tab is the interface for adding fields and operators from
drop-down tables to build a SQL Rule. The Rule is displayed in the box
above the column, or field, table as you work. The components list window at
the top of the Builder pane displays all distinct clauses utilized in the current
Rule, and allows you to re-order, group or delete clauses from the Rule.

The SQL Editor tab allows manual editing of the SQL Rule; for example, if
you may use the SQL Builder pane to construct a Rule using column
elements, and then add a custom script to this Rule that is not based on

database fields. Changes in the Builder pane will reflect in the Editing pane
and vice versa.
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3 To add afield to the SQL Rule, click on the drop-down arrow in the
first box and select the field.

4 Operators will vary based upon the data type of the selected column
(ex., anumeric field will provide different operators than a date
field). To add an operator, click on the operator list next to the
column selection window.

Operators include:

> greater than

>= greater than or equal

= equal

<> does not equal

<= less than or equal

< less than

IS NULL the column is null

IS NOT NULL the column is not null

IN one of a list,

LIKE the column’s data contains, begins
with, or ends with specified values

BETWEEN the column’s date value is between the
provided start and end dates
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5 Once an operator has been selected from the list, the user will

supply the datato be processed by the rule in the value fields box at
the bottom of the Builder pane.
If the operator is IN, the user can click on the edit button at the end of the
value fields box to open the Edit field window. This window will let the
user Add values for a field, and then the SQL Builder will correctly enter
the values to match their date type in the database, such as ODBC, date or
numeric vs. string syntax.

The Set button will edit and change selected values in the list. The Delete
button deletes a highlighted value. Clicking OK saves the entries, while
clicking on the Cancel button takes you back to the Builder pane without
saving any values.

“IN" Operand List —
222244|
Add Set

111111
222222

[ Ok ] [ Cancel
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6 Once you ar back in the Builder or Editor pane of the SQL Builder,
to add a new clause created from the field and operator drop-down
tables, click on the ‘Add’ button.To re-order or group individual
clauses built using the steps above, click on the line, or clause, in
the list in the uppermost box of the Builder pane that you wish to
work with, then use the arrow, (...), AND, or OR buttons to edit the
statement.

" 5OL Query Builder G

SQL Builder SQL Editor

Claim_aAj d ="YES'

ASE)m pprove
Claim_Number IN ( 111111 , 222222

Al\a”;m_ umber IN ( )
Vehicle_ID IS NOT NULL

Claim_Approved = "YES' AND Claim_Number IN { 111111 ,
222222 ) AND Vehicle_ID IS NOT NULL

Claim_MNumber v IN v

i)

(111111,222222)

:

[ Set ] [ Cancel ]

7 If you have edited an existing clause, an ‘Update’ button will display
instead; click on this to update the existing clause.

8 Toremove aline from an existing clause without deleting the entire
Rule, select the clause in the list, and then click on the ‘Clear’
button.

9 To complete the sql statement and exit the SQL Buider, click on the
‘Set’ button on either the Builder pane or the Editor pane.
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10 To exit the SQL builder without setting any changes, click on the
‘Cancel’ button. You will be asked if you wish to discard any
changes you made to the SQL Rule: click ‘Yes’ to clear changes.
Clicking ‘No’ will put you back in the SQL Builder where you can
Update and Set any changes you made to the Rule.

11 The RuleSQL column on the Outbound Tasks link will display a red
flag in the upper left corner until the Workflow is saved. Remember
to Validate the Workflow as well to check all SQL Rules. Please see
“To Validate a Workflow Map” on page 181 for more details.

To add a Parallel Task Link

By deafult, Human Decision or Automatic Branch task types route projects
along one of many outbound task links. However, a manager may wish other
task types to route a document in two different directions within the company
for dual work. To allow the Administrator to build multiple Outbound links
for a task (other than Human Decision or Automatic Branch), the ‘Allow
Parallel Links’ feature can be enabled.

@ Under the Tasks menu, check/select ‘Allow Parallel Links’.

NOTE: This enables Parallel Links for the duration of the current workflow
designer session. A ‘Consolidation’ task type can be used to merge
the different branches created by parallel links back into one.

To delete a link

1 AnInbound link can only be deleted from the source task.
You can click on the details window of the task with the Inbound link that
you wish to delete, and double-click on the link itself. This will open the
properties of the original, inbound task.

Then highlight the Outbound link on the original task.

176 Administrator’'s Guide for Documanage



Working with Task Containers

Then we can either select Designer|Delete|Workflow Task Link from the

menu, or use the Delete Link e button on the tool bar to delete the link.

2 To delete an Outbound link, select the link on the Outbound Link tab
on the details window of the task that has the link. Either select
Designer|Delete|Workflow Task Link from the menu, or click the

Delete link e button on the toolbar.
The link is deleted.

Saving a Workflow Map

When making certain changes to a Workflow Map, you will be prompted to
save by the system. For all other saving, you can select Designer|Save from

the menu, or use the Save - putton on the tool bar to save. This will update
the Documanage Server with your changes.

Working with Task Containers

Task Containers are optional, design time entities to assist Administrators in
organizing workflow tasks. An Administrator can use them to group tasks,
independent of their place in a workflow map flow design. These groups of
tasks, in turn, can share a “parent container’, which will have default
properties for task manager and team groups. A single task container could
have tasks and other task containers as ‘children’. Task containers can be seen
and utilized in the “Structure’ pane.
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To add a new Task Container

1 Select Designer|New|Workflow Task Container from the menu bar,
or click on the Create Workflow Task 4 button on the tool bar.

2 The New Workflow Task Container dialog appears. The task
container must have a name. If another parent container exists and

this should be a sub-container of that one, select it from the drop-
down list.

New Workflow Task Container x

Details Manager & Groups

Name

Parent

Description

[ Create ][ Cancel ]

3 The properties of the new Task Container display in the details pane.
Note that changes to the properties of Task Containers will NOT
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change the properties of the Container’s current child containers or
child tasks. Only new tasks can reflect any new settings made here.

4 To add atask to a Task Container, or to make an existing Task
Container a child or another Task Container, click and drag the task
or container onto the container you wish to add the task to.

i i | 3w ad w
Structure

= 4§ Claims Processing

J All Generic Tasks
¥ BEGIN

& i adust claim?

N T N e

If the parent container has settings for Manager and/or Team Groups, you will
see the following message:

Apply Container Yalues? x

Would you like to overwrite the task's manager and groups with the new container's
values?
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Releasing

To Delete a Task Container

1 Select the Task Container to be deleted from the Structure pane. Use
either Designer|Delete|Workflow Task Container from the menu, or

use the Delete Container ) button on the tool bar.

2 The Delete Task Container confirmation dialog will appear.

Note that deleting a Container will not delete any child tasks or task
containers from the Documanage System. These will be added back to
the root of the Structure pane view.

amap

Only valid workflows can be released to workflow users for processing. A
workflow is valid if all tasks are valid. Once the workflow is validated, it can
be released. A workflow cannot be released until every task has a team and
every task is linked from BEGIN to END. When a workflow is released, it is
also activated. It is viewable to a user team once the server has been
refreshed.

NOTE: Please see “To Validate a Task” on page 166 for instructions on
validating a task.

If there are no users working in the workflow, it can be unreleased for
alteration; if work is being done in the workflow, this could result in data loss.
It is therefore recommended that a workflow be checked out if changes need
to be made. Once the changes are complete, and the workflow passes
validation, it can be checked in, and thus made available to users again. A
workflow can also be deactivated so no further processing can be done on it
by users.
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To Validate a Workflow Map

1 Select Workflow Maps|Validate from the menu, or click on the

Validate Workflow - button on the tool bar.

2 If successful, you will see the Workflow Validation Complete dialog.

3 If the workflow fails validation, you will see the Workflow Validation
Failure message. When you click Ok on this message, you will see
the reasons for the failure in the Error Message pane.

NI LY U
13:10:56 The YWarkflow - Claims Processing failed validation:
2007

‘Workflowy iz invalid: [The following tasks have no manager assigned to them: [EMD, adjust claim?], The followin
‘Wed Aug 08 no route to the 'EMDY task: [process claim, work task], The followving task links from Human Decision tasks haw
13:10:57 dept), (adjust claim? ---= work task)], The following task links leaving Automatic Branch tasks have invalid Rul
2007 2000 Driver for JOBC[SGLServerlinvalid column name 'Claim_Approved'. (autmatically route to dept ---= proc

| name 'Claim_State']]

4

Log M: Error M
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To release a map

1  Select Workflow Maps|Release from the menu.
The map is released. If a workflow is Released the word “Released”
displays in the upper right corner of the workflow details window.

2 The letter ‘R’ will appear next to the name of the workflow map on
the Flow or Structure pane.

3 The workflow map will also be activated upon release. The word
‘Active’ will appear on the workflow details pane, and the letter ‘A’
will appear next to the map name on the Flow or Structure pane.

Deactivating or deleting a map

If an Administrator wants to stop team members from accessing a map but
does not want to delete it, he or she can deactivate the map. After it is
deactivated, no further workflow projects may be started on the map. Existing
projects on the map may continue to completion.
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To deactivate a map

1 Select Workflow Maps|Deactivate.

2 The word ‘Active’ will be greyed out in the workflow map’s details
window, and disappear from the name of the map in the Flow or
Structure pane.

To delete a map
1 Select Workflow Maps|Delete or click on the Delete Workflow Map

“ button on the tool bar.

2 A confirmation message will appear. Click ‘Yes’ to confirm delete.

NOTE: When a workflow is deleted, all references to it are removed.

To activate a map

1 A workflow map that has been deactivated may be set to ‘Active’
again by selecting Workflow Maps|Activate from the menu bar.

2 The map should now be listed as ‘Active’ on the details pane, and
have an ‘A’ next to the map name in the Flow or Structure pane.

Editing a Released Workflow Map

A workflow that has been released and activated cannot be edited. If the
Administrator needs to edit the workflow there are two options. One is to
unrelease the workflow map. However, if there are users working in the map
at that time, this could result in data loss, so must be used cautiously. The
second option is to check out the workflow map, and then check it back in
when changes are complete.
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To
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To

To

unrelease a map

Select Workflow Maps|Unrelease from the menu.

The details pane of the workflow map should now have ‘Released’
and ‘Active’ greyed out, and the workflow map name in the Flow or
Structure pane will have no letters next to it.

check out a map

To safely edit a workflow that may have users processing it, select
Workflow Maps|Checkout from the menu or click on the Checkout

- FY
Workflow Map = button on the tool bar.

A ‘C’ will appear next to the map name in the Flow or Structure pane.

The workflow map will also have a number appended to it by the
Documanage database while it is in the locked mode.

The original map will have a status of ‘Locked’ on the details pane, and
the letter ‘L’ added to the ‘R’ and ‘A’ already present to show it is locked.

Undo a Checkout

You can Undo a Checkout by selecting Workflow Maps|Undo
Checkout from the menu bar or clicking on the Undo Checkout

Workflow Map ® button on the tool bar. This will delete the locked
copy of the map, and will NOT apply any changes to the original
map.

The ‘Locked’ status flag will disappear from the map details pane on
the original workflow map, while the ‘Released’ and ‘Active’ flags
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will remain. The ‘L’ will also disappear from the name of the map as
it displays in the Flow or Structure pane.

To Check In a Workflow Map

To save changes to a checked out workflow you must check the workflow
map back in. This will unlock the original workflow and apply the changes,
as well as delete the checked out copy from the Documanage System. If any
task have been altered or deleted, this change will be applied safely, with no
data loss. The users working in a deleted task would be able to complete the
current project without any loss of work.

1 To check-in a workflow map, either select Workflow Maps|Checkin

from the menu, or click on the Checkin Workflow Map % putton on
the tool bar.

2 If successful the original workflow will be opened, and the ‘Locked’
status will disappear from the details pane, and the ‘L’ will disappear
from the name of the map in the Flow or Structure pane. The map
will remain ‘Released’ and ‘Active’.

3 If the checkin failed b/c the checked out copy of the map is invalid,
the error messages will appear in the Error Message pane.

Workflow Daemon

The Documanage Workflow Daemon automates workflow tasks that might
normally be completed by human users. It can be run either as an NT service
or as a console application. The daemon application logs into the
Documanage Server with a user account, periodically checks the logged-in
user's inbox for pending tasks and runs custom-programmed rules to process
each task. The custom rules have access to the Documanage session and can
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manipulate the workflow project and associated documents as desired, based
on the privileges of the logged-in user account.

The custom programming and workflow set up required to make use of the
daemon is beyond the scope of this document. Consequently, reference
information for using daemon and custom programming rules to be used with
it are described in the Documanage Programmers' Guide. The programmer
should document each workflow function developed with the daemon. Set up
information should be provided to the system administrator and workflow
designer.
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Introduction

NOTE: This feature is not available with the Documanage Server Lite
product.

Documanage Workstation provides routing of documents along a pre-defined
series of destinations (i.e., people or departments) in an organization.
Documanage’s Workflow Designer module enables you to design a workflow
template which contains the steps needed to route documents for a particular
project. Workflow Designer provides complete flexibility in handling
workflows from the very basic to the very complex, depending upon your
organization’s needs.

In this chapter

The information in this chapter will help you answer the following questions:
-+ What are workflow templates?
-+ How do | use Workflow Designer to create workflow templates?

-+ How do | use workflow templates in projects?
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Understanding workflow

A workflow template is a set of tasks and links which form the complete steps
needed to route documents. A task is a destination where the documents are
routed to or from. A link is the connection from one task to another. A
template is processed by advancing from task to task along each link
connecting them together.

Every workflow template is based upon data from a table in a database. The
table that is used is called the workflow table. This table can be chosen from
among all the tables that are mapped to Documanage. The documents in a
workflow are associated with data within the workflow table (for example, in
an auto parts workflow the documents in the workflow are associated with the
data from the auto parts), to create workflow folders called projects.
Documanage implements data driven workflows with the association
between the data in the table and the documents. Note that you cannot use
database views to create workflow templates.

A template is made available for processing by releasing it. Once a template
is released, it cannot be altered any further. A released template can be
deactivated, or set so that no further processing can be done on it. A
deactivated template can be reset for processing by activating it.

Workflow roles

There are several roles in the workflow model that are assumed by users.

€ Administrators. Administrators are responsible for designing and
maintaining a workflow template. An additional duty is monitoring a

workflow for adequate throughput and lack of bottlenecks. All
Administrators are database users within the DMANAGE database.
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€ Managers. Managers are responsible for assigning teams of people to
various tasks. All managers are users whose names are taken from NT
security. Only one manager is assigned to each task.

& Team Members. Team members are responsible for performing the

various tasks in a workflow. Each team consists of one or more groups
taken from NT security.

Getting started

The Graphical Workflow Designer is used to create the workflow template
containing the steps needed to route documents for a particular project. The
Workflow Designer allows you to:

@ Create templates

4 Create tasks and link them together

Assign managers and team members to each task

Release templates

Activate and deactivate templates

* & o o

Delete templates.
Before you can use Workflow Designer to create a workflow template, you

must start and log in to Workflow Designer. Note that your start-up procedure
may differ slightly from the one below.
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To start the Graphical Workflow Designer
1 Click and hold open the Start menu on the Windows Desktop.

2 Select Programs|Documanage|Documanage Workflow Designer.
The Login dialog displays.

£ Documanage Login : EZPOWER

eer Name ||

ak I
==

Password ;
- LCancel

Copyright 2 1938-2001 Docucorp Intemational

3 Typeyour user name in the User Name text box, then press TAB.

4 Type your password in the Password text box, then click OK.
The main Workflow Designer application window displays.

NOTE: The Graphical Workflow Designer validates the user name and
password from database security. The user name must be that of a
valid user of the DMANAGE database.

To exit Workflow Designer

1 Choose Exit from the File menu.

Graphical Workflow Designer quits the application and returns you to
Windows with a confirmation message.
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Using the main window

The Graphical Workflow Designer has several features that help you to create
a workflow template.

w Documanage Workflow Designer M= 3
Wworkflow  Edit Tazk Links GoTo Help
AHEERY KMAerd = e
B
|
« T >~
EZPOWER Feleased: Activated: &

€ Menu bar. Menus provide access to commands that you use to create a
workflow template. Some commands allow you to initiate actions
immediately. Others display a dialog, which lets you specify file locations
and settings and then initiate actions. Commands that are not available
are dimmed.

If the menu name has an underlined letter, press the Alt key and the
underlined letter to move to the menu bar, select the menu, and open it.
Once you’ve opened any menu, you can execute a command by typing
the underlined letter of the command.
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Tool bar. The tool bar offers an alternative way to initiate standard
commands. If a function is not available, the corresponding button on the
tool bar is dimmed.

Drawing area. The middle section of the Workflow Designer is the
drawing window. All links and tasks are created in this window. If there is
not enough room to add all the tasks and links, simply use the scrollbar to
enlarge your viewing area.

Status bar. The status bar at the bottom of the window indicates the
status of the workflow. It lists the current user logged into Workflow
Designer, and whether the template they are using is released and active.

Mode of operation. When you are adding tasks, Workflow Designer
enters Add-Task mode. When you are adding links, Workflow Designer
enters Add-TaskLink mode. When you are selecting a task or link,
Workflow Designer enters Selection mode. The mouse pointer changes
depending on what mode you are in. Each mode only allows certain
activities (for example you cannot add a task while in selection mode.)

Creating a template

After you’ve started the Grahpical Workflow Designer and logged on, you are
ready to create a workflow template. You can create a new template from
scratch or by using the properties of an existing template (the properties may
need to be altered or corrected after it is released.) All the links and tasks are
kept intact, requiring minimal effort from a system administrator. This also
serves to work-around the fact that changes cannot be made to a released
template.
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To create a new template

1 Select Workflow|New or press [Alt+W+N].
The New Workflow dialog displays.

» New Workfow E3

ok flove Hame

Claimz Processin
| d oK
Dezcription
To process cugtomer claims -
LCancel
=

‘whork o T able
iobs

Databaze

|Prubs:

2 Type atemplate name in the Workflow Name text box, then press
<Tab>.
Enter a unique name up to 32 characters long. The workflow name should
be descriptive of the process it describes. You can use spaces to improve

readability. Duplicate template names and single quotes are not
permitted.

3 Type adescription for the template in the Description text box, then
press <Tab>.

Enter a description up to 100 characters long that tells users who are
unfamiliar with the workflow what its purpose is.

4 Choose atable to base the template on from the Workflow Table
drop-down box.

This box includes all tables which are currently mapped to Documanage.
When a table is chosen, the database in which it exists is automatically
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displayed in the Database text box. The table you choose must contain
the data that you want to associate with the documents.

Click OK.
The New Workflow dialog closes, and the Login dialog displays.

Type your user name in the User Name text box, then press TAB.

Type your password in the Password text box, then click OK.

The workflow name displays in the Workflow Designer title bar, and the
BEGIN and END tasks display in the Workflow Designer.

+ Mew Workflow E2

Workflow Marme

|Claims Froceszing Ok,

Dezcription

To process customer claims ‘I
LCancel

Wiorkflow Table
obs

Database

|Pubs

To save your newly created workflow template, select
Workflow|Save.

If a template is not saved, the data is lost when exiting the Workflow
Designer or when opening a different workflow.

194 Administrator’'s Guide for Documanage



Creating a template

NOTE: A workflow template can also be saved as a bitmap file by selecting
Workflow|Save As Bitmap. A dialog prompts you to specify a name
for the new bitmap. Workflow Designer saves the currently open
workflow template as a bitmap file in the specified location.

To open an existing template

The Graphical Workflow Designer lists most recently opened workflow
templates at the bottom of the Workflow menu. This feature serves as a
shortcut to open existing, recently accessed workflow templates. Simply
select the workflow template’s name from the Workflow menu, and it
displays.

If the template you want is not listed on the Workflow menu, then follow the
instructions below to locate and open an existing workflow template.

1 Select Workflow|Open, or click the Open icon on the toolbar.
The Open Workflow dialog displays.

» Open Workflow
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2 Double-click the workflow you want to open, or select and highlight
the workflow and click Open.

3 To save the existing template as a new template, select
Workflow|Save As.

The Save Workflow As dialog displays.

4  Type anew workflow name for the new template.

When a template is open, tasks and links can be added, deleted, or
changed as long as the template was not previously released.

You are now ready to add tasks to your newly created workflow template.

Working with tasks

The first step to perform after creating a workflow template is to add tasks. In
order to add tasks properly, it is important to know what task types are
available.

There are two system tasks required in a workflow template: “BEGIN” and
“END.” There must be one and only one of each in a template. All the tasks
of a template must be linked from the BEGIN task to the END task. The
system automatically creates these tasks. They cannot be added to or deleted
from a template.

€ BEGIN: This task is the starting point of all templates. The team
members assigned to this task are able to create projects.

4 END: This task is the final task of a template. No team members can be
assigned to this task.
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In many instances, the route that a template takes is dependent upon the
action taken in a previous task. These tasks are referred to as decision
branches. There are two types of decision tasks from which you can choose:
automatic branch tasks and human decision tasks.

€ Automatic branch task: This task automatically routes a project to one
of the tasks linked to it. It is routed to another task based upon the data in
the workflow table. For example, Ford requires an automobile part
supplier however all other car companies do not. All parts with a make of
Ford are routed for approval while all other parts go to a different task.
This step is automatically accomplished, precluding the need for human
intervention.

To use an automatic branch task, you must create a “rule” for every link
from the automatic branch. These rules are based on the columns in the
database table upon which the workflow is based. The links leaving an
automatic branch task can have only a single DEFAULT rule. A
workflow cannot be released if the Task Link properties of one or more of
the links leaving its Automatic Branch tasks are set up incorrectly. A
template advances to the link with the DEFAULT rule if the conditions
set in any other rule are not met.

An example of the automatic branch rules (using the auto parts example
above) might be make="ford', and DEFAULT (for all other makes).

NOTE: Creating proper rules for an automatic branch is important in order to
ensure that the template is routed correctly. If you are unsure of how
to create a rule, contact your Database Administrator for more
details.

€ Human decision task: This task gives the team member processing it the
ability to route a project to one of the tasks linked to the human decision.
When the task is processed, the team member chooses the appropriate
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task to send the project to. For example, an auto parts documents would
be sent to a project manager for review. That manager could then deny or
approve the documents. The team member can not choose more than one
task to route a project along.

€ Consolidation: A template can be set up so that a task will not advance
to the next task until all the tasks which are linked into it are processed.
This type of task is a consolidation task. A template will not be advanced
to a consolidation task until every parallel task is processed. For example,
a manager may want to review all documents together for a part before
giving final approval to the project. Until all documents are approved, the
project will not be advanced.

Documanage also provides an Auto Mail task. An Auto Mail task is a special
task which tells the Documanage Server to automatically send mail to a user
while this task is processed. Unlike other tasks, this task will not show up in
the user’s Inbox.

Any tasks, which are not part of a category listed above, are considered

generic tasks. Whenever an operation, such as adding a document to a file,
needs to be performed a generic task can be used.
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To add a task

1 Click the toolbar icon representing the task type you want to add, or
choose atask from the Task menu.

2 Move the mouse pointer to the position in the drawing area where
you want to put the new task, then click the mouse button.

3 It cannot be on top of one which already exists. The icon
representing the task displays on the template.

4 To reposition the task, click the Selection icon, click the task, and
move the task while holding down the mouse button.

To delete a task

1 Click the Selection icon on the toolbar.
This puts the Workflow Designer in selection mode.

2 Select the task to be deleted by clicking on it, then either select
Task|Delete or click the Delete icon on the toolbar.

This deletes the task and all of its links.

To use Snap to Grid

Workflow tasks are automatically aligned on your dialog when you move
them around if you’ve turned on Snap to Grid drawing.

@ Select Edit|Snap to Grid to toggle Snap to Grid mode on/off.

To specify atask’s properties

It is necessary to specify task properties in order for a task to work properly
within a workflow.

1 Click the Selection icon on the toolbar.
This puts the Workflow Designer in selection mode.
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2

3

Select Task|Properties, double-click the task for which you want to
set properties, or click the Properties icon on the toolbar.

The Task Properties dialog corresponding to that task displays.

X
Task Mame: — Project Team
IGeneric ﬂ
Team... |
Description:
WORK 2l Project Manager

|Adrmiristrator

leon:

- s

Instuctions:

Ok, Cancel |

To change the task name, click the Task Name drop-down box and
choose the type of task with which you want to replace it.

Every task must have a name, which is the type of task being used. This
property can be changed, except in the case of BEGIN and END tasks.

To change the description, click in the Description text box and
change the text using the keyboard.

Every task is required to have a description, which is what you see for the
task when looking at the Workflow Designer window. It is also what a
team member sees when they are processing the task. Each description
should be unique, since this helps teams to process tasks. The default
value for this field is always the task name except in the case of generic
tasks when it is the word “WORK?”.
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5 To change the manager, click Manager.
The Manager dialog appears.

—Iix

—Select a Manager from the Uszers in a Group

Group: |Administrator$ j

© fscp-Z] O Desc[Z-4]

jae
dbZadrmin

arczerve
JBennisdmin
Lowel

picrio
rndladrnir
glong

mmikirn

oo
zgladman

| il

] | Cancel |

¢ From the list choose the user that you want to replace the present
manager with.

NOTE: Every task must have a manager. The manager of the task is the
person who is responsible for assembling each team to fill each role.
A manager can manage more than one task. The team assigned to a
role can be changed at any time.

Administrator’s Guide for Documanage 201



Working with tasks
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6 To add or remove a group assigned to a team'’s task, click the Team
button.

The Team Members dialog displays.
]

—Select Team Members

Az [d-Z) O Desc [Z-4)

»

zer Groups

Select All |
O &dministrators

Backup Operators Clear &l |
O BChUzers

[ Debugger Users

O Guests

O HelpS ervicesGroup

O MyHomeGroup

O MyPersonal

O Metwork Configuration Dperatars

O Pawer Users -

O Remote Deskiop Users oK
O Replicatar

SilverSpring hd
4 3 LCancel

¢ To add a group to a team, select its check box, then click OK.

¢ Toremove a group from a team, unselect its check box, then click
OK.

& Click Select All to select all of the check boxes. Select All becomes
unavailable.

& Click Clear All to clear all of the check boxes. OK becomes
unavailable.

NOTE: Every task must have a team. The members of the groups on the team
given to a task can process the task within Documanage Workstation.
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The groups are set up in Windows NT security. A task's team can
have multiple groups assigned to it.

7 To change the task icon, click the arrows next to the icon until you
find the icon you want to use.

A task must have an icon. You can change the icon of any generic task to
a more appropriate one if you wish.

8 If you selected an End task, click the Project Settings button on the
Task Properties dialog.

The Settings dialog displays.

When the project reaches end of workflow :

™ Delete the folder

™ Delete the project [don't keep project histary)

0K I LCancel |

¢ Check the appropriate option(s) if you want the documents, the
folder, and/or the project that is added to the workflow to be deleted
after it reaches the end of the workflow or to store it to provide
project history.
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9 If you specified an Auto Mail task, click the Mail Properties button.
The Mail Properties dialog displays.

Docurmanage will autarmatically send mail to the fallowing mail address
when this task iz emecuted,

MailTe: fron@docucorp. com

Subiect: [Automail
Bodw:

The customer repart has been generated ] ;I

An Auto Mail task is a special task that tells the Documanage Server to
automatically send mail to a user while this task is processed. Unlike
other tasks, this task will not show up in the user’s Inbox.

NOTE: To use the Auto Mail task the server must be set up to mail.

Configure the mail settings for the task:

¢ Inthe Mail To: text box, type the mail address of the person to which
this mail should be sent.

¢ Inthe Subject text box, type the subject of the mail.
¢ In the Body text box, type the mail text.
¢ Click OK.
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10 To change the instructions, click in the Instructions text box and
change the text using the keyboard.

This is an optional property. This property is used to help a team member
when they are processing a task. If they need instructions on a task, they
can click a Help button and display the instructions entered here.

Working with links

The next step to perform after creating a workflow template and adding tasks
is to add “links.” Links connect one task within a template to another. Every
task must be part of a link from the BEGIN task to the END task. When a task
is processed, the project is routed to the tasks to which it is linked.

In order to add links properly, it is important to know what link types are
available. There are two types of links used in Documanage: “forward” and
“backward” links. The functionality of these links is the same. The reason
that there are two types of links is to aid in the creation of a template. If the
task being linked to is to the left of the linking task then a forward link would
appear to be confusing. In these cases, a backward link should be used.
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To add a link

1 Click the Forward link or Reverse link icons on the toolbar.

2 Click the task which will be linked from.

3 While holding the mouse button down, drag the mouse pointer to
the task which will be linked to.

4 Release the mouse button.

An arrow displays pointing from the first task to the second. This arrow is
the link.
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o Documanage Workflow Designer - Claims Processing
“Workflow Edit Task Links GoTo Help

ASHFEY HAECE|D= eS8

Oi et &ta% Sean doe H@ Tvestigate

Customet Files Claim Drata Capture Sean Document Investigate?

s investigate

Claims Adjustment

st
Teiew clam

Claim Review and Dispostition Update Claims System
Automatic Branch’

stizate more [enerate letter

Investigation Documents

lose

Close Claim

Generate Letter and Payment

< [

EZPOWER

To delete a link

1 Click the Selection icon on the toolbar.

This puts the Workflow Designer in selection mode.

»
Released: |'YES  Activated: | YES

2 Select the link to be deleted by clicking on it, then either select
Links|Delete or click the Delete icon on the toolbar.

The link is deleted.
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To specify a link’s properties

1

Click the Selection icon on the toolbar (this puts the Workflow
Designer in selection mode), then click the link.

Either double-click the link, or click the Properties icon on the
toolbar, or select Links|Properties.

The Task Link Properties dialog displays.

« Task Link Properties

From Task: To Task:
|Conso|idatinn |Aut0 [GET
Caption; Diirection;
|F|eady for Feview |F0rward
ok LCancel |

Some link properties are editable by the user and some are not. The
different link properties are listed below.

*

2

From Task property of a link: This property is not editable. This
property indicates the task where the link originates.

To Task property of a link: This property is not editable. This
property indicates the task the link goes to.

Direction property of a link: This property is not editable. This
property indicates whether it is a forward or reverse link.

Caption property of a link: The caption property is editable by the
user. The caption of a link serves two purposes. First, when creating
or editing a template, captions help to keep track of the purpose for
each task. Second, when the task being linked from is a human
decision, the caption for the link tells users what decision choices
they can make. For example, the dialog below shows a sample Auto
Parts Documentation template with link captions of “Approve” and

208 Administrator’s Guide for Documanage



Changing workflow properties

“Deny” from the two human decision tasks (Approval of Artwork
and Approval of tech docs.

23 Documanage Workflow Designer - Claims Processing
‘Workflow Edit Task Links GoTo Help

PedXuEY ENAeE 528

e aataﬁ|@— sean doe > @ Trvestizate

Customet Files Claim Data Capture Sean Document

Investigate?

yes investigate

Claims & djustment
st

reviewr clam
Claim Review and Dispostition Update Claims System

Auvtomatie Branch’
stizate more |cenerate lotter

Investigation Documents
(Generate Letter and Payment

lose

Close Claim

1] [ »
EZPOWER Released |YES  Activated: | YES

Changing workflow properties

You can change the workflow manager, description, and workflow table for a
workflow template at any time.
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To change workflow properties

1 Select Workflow|Properties, or click the Properties icon on the
toolbar when you are not focused on a link or task.

The Workflow Properties dialog displays.

whork o Mame

":Iaims Proceszsing ol

Dezcription

To process cugtomer claims ‘I
LCancel

‘workflow T able Manager...
Iiobs ﬂ

Databaze

|Prubs:

2 To change the description, type a new description in the Description
text box.

3 To change the table, click the Workflow Table drop-down box and
choose a new table.

After you have chosen a table, the database indicated in the database
textbox changes automatically if the databases are different.
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4 To change the manager, click the Manager button.
The Workflow Managers dialog appears.

x|

|lzer Groups -
O &dministrators

O Backup Operators

Guests Clear Al
Power sers -
O Replicatar

O Users

O Docucop

O taRSs MT Admin
O MaRS MT Directory Server ok

O MaRs MT FreeFarm Server -

I:' MARS NT FresFom | lzer | _’|;| Carcel

Select All

¢ Toadd a group that the manager belongs to, select its check box, then
click OK.

¢ Toremove a group, unselect its check box, then click OK.

& Click Select All to select all of the check boxes. Select All becomes
unavailable.

& Click Clear to clear all of the check boxes. OK and Clear become
unavailable.
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Releasing a template

To make a workflow template available for team members to use, it must be
released. When a workflow is released, no further alterations can be made to
it. It is viewable to a team once the server has been refreshed. A workflow
cannot be released until every task has a team and every task is linked from
BEGIN to END.

To release a template

1 Select Workflow|Release, or click the release icon on the toolbar.
The template is released. If a workflow is Released the word “YES”
displays next to the word “Released” and “Activated” at the bottom of the
dialog.

2 Login to the database containing the table the workflow was based
upon.

Type a User ID that has the right to create views within the database.

3 Click OK.

The word “YES” displays next to the words “Released” and “Activated”
at the bottom right side of the dialog.

4 Select Workflow|Refresh Server to refresh the server.

In order for a team to see a released workflow, the server must be
refreshed. Once the server is refreshed, the workflow can be used. Any
subsequent time the server is started, the workflow is usable.
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Deactivating or deleting a template

If an Administrator wants to stop team members from accessing a template
but does not want to delete it, he or she can deactivate the template. After it is
deactivated, no further workflow projects may be started on the template.
Existing projects on the template may continue to completion.

To deactivate a template

1 Select Workflow|Deactivate.

2 Select Workflow|Save

3 Select Workflow|Refresh Server.

The template is deactivated. If a workflow is deactivated the word “NO”
displays next to the word “Activated” at the bottom of the dialog.

To delete atemplate

1 Select Workflow|Delete.
A login dialog displays

2 Login into the database
3 Type a User Name and Password

4 Select Workflow|Refresh Server to refresh the server.

NOTE: When a workflow is deleted, all references to it are removed.
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Saving a template as a bitmap

You can save the currently open workflow template as a color bitmapped
image for printing and use in documentation and review.

1 Select Workflow|Save As a Bitmap.
The Save Workflow As dialog displays.

Save Workflow As EE3
Save jn; Ia wiorkflow Bitmaps j gl
File name: I Save I
Save as lvpe: |255 Calor Bitrap j Cancel |

2 Type aname for the image in the File Name text box, then click
Save.

The workflow is saved as a bitmap in the designated location.

Workflow Daemon

The Documanage Workflow Daemon automates workflow tasks that might
normally be completed by human users. It can be run either as an NT service
or as a console application. The daemon application logs into the
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Documanage Server with a user account, periodically checks the logged-in
user's inbox for pending tasks and runs custom-programmed rules to process
each task. The custom rules have access to the Documanage session and can
manipulate the workflow project and associated documents as desired, based
on the privileges of the logged-in user account.

The custom programming and workflow set up required to make use of the
daemon is beyond the scope of this document. Consequently, reference
information for using daemon and custom programming rules to be used with
it are described in the Documanage Programmers' Guide. The programmer
should document each workflow function developed with the daemon. Set up
information should be provided to the system administrator and workflow
designer.
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Appendix A: Managing
Heterogeneous Servers in
Documanage

A Documanage system consists of a Documanage Router and one or more
Documanage Servers. The router may run on Windows NT/2000/XP, or on
one of several UNIX-based operating systems, including Linux, Solaris, and
AIX. A server may run on any of these same operating systems, and a single
router may host servers based on more than one operating system. For
example, a Documanage installation may include an NT-based router, an NT-
based server, and a Linux-based server.

In Documanage the presence of multiple servers is transparent to the user.
The user connects to the router and is assigned a server. The user does not
know which server she is using, and could be connected to a different server
each time she logs in. Each server will provide access to the same database
and to the same document data store.

In order for each server to provide access to the same data store, the store
must be accessible to each server through a network connection. The
OT_Volumes table in the database contains the Documanage-specific name
of the storage location, and an encrypted string containing the path or storage
specification. This string can be edited (in plain text) in the Storage dialog of
the Documanage Administrator application.

BLOB data is generally kept in the same database as the document data, and
is available to each server through its database connection. VLAM data is
stored on a mainframe and is accessible to each server through a set of code
libraries.
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Standard file system storage is accessed locally or through a network share,
such as a shared volume on an NT server, or a Samba or NFS shared volume
on a Linux server.

When a data store is specified in the Documanage Administrator, a standard
notation is required. For example, BLOB storage is specified as
BLOB|DSNAME\OWNER.BLOBTABLE. This notation is recognized by
servers running on any platform.

Shared storage presents a special problem in that mounted volumes and
directories are specified differently on different platforms. For example, a
server on Windows 2000 may use a networked storage volume, using the
Universal Naming Convention (UNC)-formatted path
\\SomeMachine\DMGStorage. Prior to the introduction of UNIX-based
Documanage servers, this is how file system storage was specified in the
Administrator. However, a server on Linux would address this directory
differently and would not recognize the Windows directory specification. A
Linux server might expect a path such as /usr/DMGStorage, where /usr/
DMGStorage is the mount point for the network share.

In a homogeneous system in which all the servers are running on the same
platform, this is not an issue. In a system that supports only Windows servers,
the native or UNC path is used. In a system that supports only Unix servers,
the native path is used. In a heterogeneous system that supports a mix of
Windows and Unix servers, the UNC path is used. On the Linux machines,
the volume must be mounted to a mount point that maps to the UNC path by
replacing "\" characters with /" characters.

If you are configuring a system that uses all Windows servers, simply enter
the UNC path to the storage in the Storage dialog of the Documanage
Administrator. For example, you might enter "Default” in the Volume field,
and "\\SomeMachine\DMGStorage" in the Path field.
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If you are configuring a system that uses all Linux or Unix servers, you must
mount the shared storage volume to the same mount point on each server
machine. Then enter the path to that mount point in the Storage dialog. For
example, you might enter "Default” into the Volume field, and "/usr/
DMGStorage™ into the Path field.

If you have both Windows and Unix/Linux servers in your system, determine
the UNC path that the Windows servers will use to find the storage. Enter it
into the Storage dialog of the Administrator. On the Linux machines, create
the necessary directories and mount the shared storage to a mount point that
can be expressed in the same path, with "/ replacing "\". For example, mount
\\SomeMachine\DGMStorage to /SomeMachine/DMGStorage. If you need to
mount further down in the file system hierarchy, you can enter a preface in
the PowerOfficeServer section of the poffice.ini file. Enter
"StorageRoot=[preface]". For example, if you want to mount the above
volume at /usr/'SomeMachine/DMGStorage, enter "StorageRoot=/usr". The
default storage root is a blank string, so if you want to mount at /
SomeMachine/DMGStorage, no StorageRoot entry is necessary.
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Here are some examples of how various paths map to Windows and UNIX.

Storage Configured String

Root in Database Path on Windows Path on Unix
\\PC\DMGStorage \\PC\DMGStorage /PC/DMGStorage
"fusr” \\PC\DMGStorage \\PC\DMGStorage /usr/PC/DMGStorage
<ignored> D:\DocStore\Voll D:\DocStore\Vol1 <NA>
<ignored> /usr/DMGStorage <NA> /usr/IDMGStorage
<ignored> BLOB|DS\Owner\ BLOB|DS\Owner\ BLOB|DS\Owner\Table

Table Table
<ignored> VLAMI|LibName VLAM|LibName VLAM|LibName
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File Settings

File sections

The following is a list of the sections in the poffice.ini file. Each entry in the
list contains a short description, a name/value table, and a sample file entry.

PowerOfficeRouter

The PowerOfficeRouter section contains the configuration entries for the
Documanage router. This must include its RPC settings.

Name | Possible Values | Default I Description

LoginGroup Valid group name "Users” Defines the group that all users
must belong to in order to log in to
the Documanage system.

NetworkAddress Valid IP address No Default Defines the network address the
Documanage Router uses to con-
figure its RPC service.Note: This
value is referenced by the Docu-
manage Workstation.
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PowerOfficeRouter
Name I Possible Values | Default Description
EndPoint Valid endpoint value  No Default Defines the protocol specific end-
based on the proto- point (for example, the TCP/IP port
col number) the Documanage Router
uses to configure its RPC ser-
vice.Note: This value is referenced
by the Documanage Workstation.

Protocol One of the possible  "ncacn_np" Defines the communication's pro-

RPC protocol tocol used by the Documanage

descriptors. Router RPC endpoint.Note: This
value is referenced by the Docu-
manage Workstation.

Options RPC binding options No Default Binding options string supplied to
"RpcStringBindingCompose()"
call when router connects to
server.

Domain Valid network domain No Default Defines the default domain used

ID. by the Documanage Router for
authentication and authorization
purposes.

RouterName Any appropriate "/.:/IDocuman- Names the instance of the router

string ageRouter"

LogDetailLevel 0 =lowl = medium 0 Specifies the detail level for log.

2 = high/extended
LogExtraDetail 0 = Do Not Add Detail 0 Specifies whether to log extra
1 = Add Detail information with each entry or not.
This information includes the
module name and calling function.
LogDisable 0 = Allow Logging 1 Specifies whether to allow logging
1 = Disable Logging or disable it.

LogFile Valid file path "dmgrouter.log" | Defines the name of the Documan-
age Router logfile.

LogMinSize Size in Kbytes 100 DEPRECATED

LogMaxSize Size in Kbytes 200 Specifies the maximum amount of
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PowerOfficeRouter
Name | Possible Values | Default I Description

LogSqlLevel 0 = Off 0 Specifies the detail level for SQL

1 = Non-Select State- log entries.

ments

2 = All Statements
DeleteFileAtStartup 0 = Do Not Delete 0 Specifies whether to delete the

1 = Delete current log file upon server startup

of to append new entries.

LoadReportingTime- 2|3]4] ... No Default DEPRECATED

out

Sample ini file entry:
[PowerOfficeRouter]
NetworkAddress=127.0.01
Protocol=ncacn_ip tcp
Endpoint=4000
Domain=MDLDOMAIN
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0
LogFile=DMGRouter.log
LogMinSize=100
LogMaxSize=200
LogSqglLevel=2
DeleteFileAtStartUp=0
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PowerOfficeServer
PowerOfficeServer
This section defined the configuration for the Documanage Server
application. This may include items such as its RPC settings and debug/trace
settings.
Name | Possible Values | Default | Description

NetworkAddress Valid IP address No Default Defines the network address the Doc-
umanage Server uses to configure its
RPC service. This is optional.

EndPoint Valid endpoint value  No Default Defines the protocol specific endpoint

based on the proto- (for example, the TCP/IP port number)
col the Documanage Server uses to con-
figure its RPC service. This is optional.

Protocol One of the possible  "ncacn_np" Defines the communication's protocol

RPC protocol used by the Documanage Server RPC
descriptors. endpoint. This is optional.

Options RPC binding options No Default Binding options string supplied to
"RpcStringBindingCompose()" call
when server connects to router.

LoadReport- Any positive int 1 Changes the weight of a server during

WeightFactor router load balancing.

IndentifyEmpty- 0] 1 0 Specifies whether or not to return

Folder empty folders.

KeepHistory 0]1 1 Specifies whether or not to retain the
workflow's activity log history.

EnableNewTasks 0] 1 1 Specifies whether new tasks are Auto
Mail, Launcher and Poller enabled

EnableAutoma- 0]1 1 Specifies whether we are using an

tionForPoller automation dll or a regular dll for

POLLING
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PowerOfficeServer

Name

I Possible Values

Default

Description

MAPIProfile Any valid MAPI pro-

file name
RenderTemp A valid directory path

fragment
RenderLog A valid log file name
RenderLoglLevel 0 = off

4 = warning

5 =error

else information
RenderINSO A valid directory path
EZPOWERData-
base
AutoLogin
LogDetailLevel 0=low

1 = medium

2 = high/extended
LogExtraDetail 0= Do Not Add Detail

1 = Add Detail
LogDisable 0 = Allow Logging

1 = Disable Logging
LogFile Valid file path
LogMinSize Size in Kbytes
LogMaxSize Size in Kbytes
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Microsoft
Outlook Internet
Settings

'temp' subdirec-
tory of the server
directory

"Remot-
eRex.log"

0

'inso’ subdirec-
tory of the server
directory

No Default

No Default
0

poffice.log

100
200

Specifies the MAPI profile to be used
by the Auto Mail task.

Specify the temp directory for remot-
erex, page at atime rendering

Specify the log file for remoterex, page
at a time rendering

Specify the log level for remoterex,
page at a time rendering

Specifies the directory containing the
INSO imaging libraries used for some
file types.

DEPRECATED

DEPRECATED
Specifies the detail level for log.

Specifies whether to log extra informa-
tion with each entry or not. This infor-
mation includes the module name and
calling function.

Specifies whether to allow logging or
disable it.

Defines the name of the Documanage
Server logdfile.

DEPRECATED

Specifies the maximum amount of
data to be added to the current log file
before archiving.
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PowerOfficeServer
NETNIE | Possible Values | Default Description
LogDebugTrace 0= No 0 Specifies whether logging is also sent
1=Yes to the debugger output
LogSqlLevel 0 = Off 0 Specifies the detail level for SQL log
1 = Non-Select State- entries.
ments

2 = All Statements

enter | exit | all | exec
| fetch | bind | con-
nection | resources

LogSqlDriver-
Calls
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‘enter' and 'exit' determine whether
driver calls will be logged before the
call, after the call, or both. 'exit' log-
ging also logs the time spent in the
call, in milliseconds.

The following keywords determine
which driver calls to log; one or more
may be set.

- all: log all driver calls

- exec: log SQLExecute and SQLExec-
Direct calls

- fetch: log SQLFetch calls

- bind: log SQLBindCol and SQLBind-
Parameter calls

- connection: log calls related to con-
necting, disconnecting, and setting
connection options. Includes transac-
tions.

-resource: log calls that allocate or
free resources, such as statement
handles.

- schema: log calls that look at the
database catalog or otherwise deter-
mine the database schema informa-
tion.
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PowerOfficeServer
Name I Possible Values | Default | Description
LogAutoSave 0 = Buffer the log file 1 When set to 1, the server writes to the
and write several log file and closes the file after every
lines to disk at a time line is written. Setting it to 0 makes
1 = Close the log file logging faster, but if the server
after every write crashes you may miss the last few

entries, and if you open the file while
the server is running, you will be
unable to write to it.

DeleteFileAtStar- 0= Do Not Delete 0 Specifies whether to delete the current

tup 1 = Delete log file upon server startup of to
append new entries.

ShowTree 0|1 1 DEPRECATED

ShowUsers 0|1 1 DEPRECATED

ShowcCalls 0|1 1 DEPRECATED

GarbageCollec- Delay in seconds 10 DEPRECATED

tionDelay

FillVolumesSe- 0|1 0 DEPRECATED

quentially

MaxConcurrent-  Any Integer 20 Maximum number of concurrent client

Calls calls to the server. Not limit for sessions,

but actual in-progress concurrent
operation calls.

Sample ini file entry:
[PowerOfficeServer]
NetworkAddress=127.0.0.1
Protocol=ncacn_ip tcp
Endpoint=4100
LogDetaillevel=2
LogExtraDetail=1
LogDisable=0
LogFile=poffice.log
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PowerOfficeServer

LogMinSize=100
LogMaxSize=200
LogSglLevel=2
LogSQLDriverCalls=
DeleteFileAtStartUp=0
LogAutoSave=0

Sample LogSQLDriverCalls entries:

; see how long each call to execute a statement or fetch
data takes:

LogSQLDriverCalls=exit exec fetch

; see how and when connections are made and statements
are allocated:

LogSQLDriverCalls=enter connection resource
; maximum logging:

LogSQLDriverCalls=enter exit all
; no SQL driver logging:

LogSQLDriverCalls=
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EZPDSInfo

EZPDSInfo

The EZPDSInfo section defines the Documanage data source used by the
router and server applications.

NETE] | Possible Values | Default | Description
DataSource Valid DSN "EZPOWER"  Defines the Data Source Name
(DSN) for the Documanage
database.
AuthID Valid DSN Owner String "EZPOWER"  Defines the table owner value for the

Documanage database.

NOTE: If AuthID is not a valid
string then the Configure DSN
section of the Documanage
Administrator generates errors and
no sections of the Administrator can
be completed.

Sample ini file entry:
[EZPDSInfo]
DataSource=DMGSAMPLES
AuthID=dbo
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Directories
Directories
The Directories section defines the paths for directory resources used by the
router and server applications.
Name | Possible Values | Default | Description
Pictures Valid Directory Path "C:\POFFICE\PICTURES" Defines the directory where
<some pictures?> are
stored/accessed.

Sample ini file entry:
[Directories]

Pictures=.\Bitmaps\
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StorageProviders

The StorageProviders section defines the plug-in shared libraries that provide
access to the document storage mechanism (filesystem, database, etc).

Possible
Values

Default Description

NTFS Plug-in Filename No Default Provides the name for the NTFS storage plug-in.

BLOB Plug-in Filename No Default Provides the name for the database storage plug-in.
VLAM Plug-in Filename: No Default Provides the name for the VLAM storage plug-in. There
The name of the are two versions of the plug-in: dmgvlam?20.dll and
ini file used by dmgvlam?21.dll. The settings are the same for both plug-
CommCom- ins, but they interact with versions 2.0 and 2.1 of Com-
mander mCommander, respectively.

SNAP Plug-in Filename No Default Provides the name for the SNAP storage plug-in
EMCC Plug-in Filename No Default Provides the name for the EMCC storage plug-in

Sample ini file entry:

[StorageProviders]
NTFS=dmgntfs.dll
BLOB=dmgblob.dll
VLAM=dmgvlam21l.dll:isi.ini
SNAP=dmgsnap.dll
EMCC=dmgemcc.dll

Administrator’s Guide for Documanage 231




Appendix B: Documanage .ini File Settings
AuthorizationProviders

AuthorizationProviders

The AuthorizationProviders section defines the available authorization
mechanisms for user validation (user group memberships). These are also
plug-in shared libraries.

Name |PossibIeVaIues| Default | Description

NTLM Plug-in Filename No Default Specifies the authorization provider plug-in for NTLM

DMGDB Plug-in Filename No Default Specifies the authorization provider plug-in for
DMGDB

LDAP Plug-in Filename No Default Specifies the authorization provider plug-in for LDAP

Sample ini file entry:
[AuthorizationProviders]
DMGDB:DMGDB_AuthoriZation.dll
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AuthenticationProviders

The Authentication Providers section defines the available authentication
mechanisms for user validation (user name and password check). These are
also plug-in shared libraries.

Name IPossibIeVaIuesl Default | Description

Default Plug-in Filename No Default  Specifies the default authentication provider plug-in.
This overrides the OS specific default plug-in
(Windows = NTLM, IX's = DMGDB).

<UserClass> Plug-in Filename No Default  Currently NOT in use and may change. Specifies the
authentication provider plug-in to use to
authenticate users belonging to the specifies class
(NYSales=NTLM_AuthenticationServer.dll means
that all users in the N'YSales class will be
authenticated using NTLM).

Sample ini file entry:
[AuthenticationProviders]
Default=DMGDB_AuthenticationServer.dll
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LDAPAuthoritiesConfiguration

The Lightweight Directory Access Protocol, or LDAP, queries and modifies
directory services running over a TCP/IP network. The LDAP plugin
supplied with Documanage interfaces a Documanage server to an LDAP
server. This allows the Documanage server to use data from an LDAP server
to authenticate and authorize Documanage users. Settings stored in the
LDAPAuthConfig section of the poffice.ini file configure the plugin.

Activating the Plugin

To activate the plugin so that it reads the entries from this section of the
poffice.ini file, you must make the settings in other sections of the file that are

listed here:
Section | Entry | Value | Description

PowerOfficeRouter Login- dmgusers Tells the Documanage the com-

Group mon name of the group entry

that identifies users

AuthenticationProvid-  Default Idap_authenticationserver. Configures the Documanage
ers dll server for LDAP authentication
AuthorizationProviders LDAP Idap_authorization.dll Configures the Documanage

server for LDAP authorization

Sample ini file entry:
[PowerOfficeRouter]
NetworkAddress=127.0.01

LoginGroup=dmguser

[AuthenticationProviders]

Default=1dap_ authenticationserver.dll
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LDAPAuthoritiesConfiguration

[AuthorizationProviders]
LDAP=1dap_authorization.dll

LDAPAuthConfig Entries

The entries in the LDAPAuthConfig section of the poffice.ini file are listed
and defined here:

Possible
Values

Default Description

Configuration for LDAP server connection:

Host 10.7.10.100 or localhost IP address or name of the host machine
mybox.mydo- for the LDAP server.
main
Port nnnn 389 The TCP port used by the LDAP server
running on the host.
Binddn yourID anonymous Distinguished Name (DN) for the base
name context; used for logging into the
LDAP server.
Bindpw yourPW “ Password (PW) for logging into the
Documanage account on the LDAP
server.

General configuration for searches:

Base dc=example, “* Base object for the LDAP searches
dc=com

Scope sub, top, one sub Scope of the LDAP searches

Configuration for user entries:

Uidattr uid uid User ID attribute

Uidpw pw, MD4 pw, clear Identifies the password attribute and its

representation.

Uidfriendlyattr CN cn The attribute name in which a full name
for the user appears.
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LDAPAuthoritiesConfiguration

Possible

Name
Values

Default

Description

Uidgroupattr memberOF

Uidfilter (&(ou=docu-
corpUs-
ers)(objectCla
ss=docucor-
pAccount))

uvidgroup- yourGroupOU
memberclass

(&(ou=docucorpUs-
ers)(objectClass=docu-
corpAccount))
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Establishes group membership in the user
entry. An empty string indicates that
there is no way to indicate group
membership in a user entry.

A search expression, or filter, for finding
user entries. Search expressions support
AND and OR prefix operators and
wildcards. (objectClass=*) returns all of
the entries in an LDAP server.

The organizational unit for group entries.
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LDAPAuthoritiesConfiguration

Name

Possible
Values

Default

Description

Configuration for group entries:

Groupfilter (&(ou=docu-  (&(ou=docucorp- A search expression, or filter, for finding
corp- ~ Groups)(object- group entries. Search expressions support
Groups)(objec  Class=group of AND and OR prefix operators and
tClass=group  UniqueNames)) wildcards. (objectClass=*) returns all of
of Unique- the entries in an LDAP server.
Names))

Groupnameattr cn cn The specific short name of a group. It
identifies the attribute name for
membership in a group.

Groupmember- uniqueMem-  uniqueMember The attribute name for membership in a

attr ber group

Groupfriend- cn description Description; the attribute name of a long

lynameattr name that describes the group

Groupuidmem- yourUserOU  docucorpUsers Identifies the objectClass for the user

berclass

Sample ini file entry:
[LDAPAuthConfigl

members of a group. The organizational
unit for user entries.

; config for LDAP server connection
Host=10.7.10.163

Port=389
Binddn=
Bindpw=

; general config for searches

Base=dc=example, dc=com

Scope=sub
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; config for user entries

Uidattr=uid

Uidpw=sambaNTPassword, MD4
Uidfriendlyattr=cn
;Uidgroupattr=memberof
Uidfilter=(objectClass=docucorpAccount)

Uidgroupmemberclass=docucorpGroups

; config for group entries
Groupfilter=(objectClass=groupofUniqueNames)
Groupnameattr=cn
Groupmemberattr=uniqueMember
Groupfriendlynameattr=description

Groupuidmemberclass=docucorpUsers
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PowerOfficeDesigner

The PowerOffice Designer section defines the runtime characteristics for the
Documanage Workflow Designer.

INET ] | Possible Values | Default | Description
EnableNewTasks 1 =Enable 0 Specifies whether the Workflow
0 = Disable Designer will allow users to create
new workflows or not.
RecentWorkflowCount 0 or any positive inte- 0 The number of workflows in the
ger Documanage system.
ltem<#> Workflow name No Default The name of a recent workflow

accessed by the designer

Sample ini file entry:
[PowerOfficeDesigner]
EnableNewTasks=1
RecentWorkflowCount=1

Iteml=Claim Properties
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PowerOfficeClient

The PowerOfficeClient section defines the runtime characteristics for the
Documanage workstation.

Name Pessile Default Description
Values
MaxFolders Positive Inte-  No Default DEPRECATED.
ger
RequestedProtocol No Default DEPRECATED
ControlErrorLogging No Default DEPRECATED
MaxCabinets No Default DEPRECATED
ViewDir Valid directory Windows DEPRECATED
path System32
directory
Options RPC binding No Default DEPRECATED.
options
TimeOut Positive Inte-  Zero (0) DEPRECATED.
ger (uses server
setting)

Sample ini file entry:
[PowerOfficeClient]
MaxFolders=100
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Cabinet Filters

The Cabinet Filters section contains picklist values for cabinet filter
variables. Refer to the description of the “Variable” field on page 13. When
you open a cabinet for which a picklist for a filter is defined, you will be
presented with a list of values for its filter variables.

Name | Value | Description

Variable Name  number of picklist items The number of picklist items
defined for the variable name

Variable NameO value for first picklist The picklist variables start with
item zero.

Varialbe Namel value for the second This is the second item since the
picklist item picklist variables start with zero.

Sample ini file entry:

[Cabinet Filters]
State Code=5
State Code0=MD
State Codel=GA
State Code2=TX
State Code3=NC
State Code4=CA
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Desktoplmport

The Desktoplmport section defines the desktop folder into which documents
may be placed for importation into the Documanage system (when the
workstation is next run).

Name I Possible Values | Default | Description
WatchDirectory Valid Directory Path  C:\Documents DEPRECATED.These options
and Set- are now maintained by the

tings\[Current Documanage Workstation

User]\Desk- Options dialog.
top\Import to
Documanage
PollingRateInMilliSec- Wait Timeout 65535 DEPRECATED.These options
onds are now maintained by the
Documanage Workstation
Options dialog.
UsePoller 1="Poll 1 DEPRECATED.These options
0 =Don't Poll are now maintained by the

Documanage Workstation
Options dialog.

ShowMessage True | False True DEPRECATED.These options
are now maintained by the
Documanage Workstation
Options dialog.

Sample ini file entry:
[DesktopImport]

WatchDirectory=C:\Documents and Settings\All
Users\Desktop\Import to Documanage

PollingRateInMilliSeconds=5000
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Domains
Domains
The Domains section stores the last used domain for the Documanage
Workstation application.
Name I Possible Values I Default | Description

LastUsedDomain Valid Domain Name No Default The name of the last domain used to log into

the Documanage Workstation. This appears
in the user credential's dialog at startup.

Domain<#> Valid Domain Name No Default DEPRECATED

Sample ini file entry:
[Domains]

LastUsedDomain=mdldomain

WFDaemon

The WFDaemon section defines the runtime characteristics for the workflow
daemon (such as its debugging information). The Workflow Daemon keeps a
log of its activity. It fetches the settings for its log from the poffice.ini file.

Name | Possible Values | Default | Description
Interval Positive Integer 1 The number of seconds to sleep
between polling loops.
LogDetailLevel 0 =low 0 Specifies the detail level for log.
1 =medium

2 = high/extended
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Description

Name | Possible Values | Default

LogExtraDetail 0= Do Not Add Detail 0

1 = Add Detalil
LogDisable 0 = Allow Logging 1

1 = Disable Logging
LogFile Valid file path "DMWorkDae-

mon.log"

LogMinSize Size in Kbytes 100
LogMaxSize Size in Kbytes 200

Sample ini file entry:
[WFDaemon]
Interval=1
LogFile=wfdaemon. log
LogMinSize=100
LogMaxSize=200
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0
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Specifies whether to log extra infor-
mation with each entry or not. This
information includes the module
name and calling function.

Specifies whether to allow logging
or disable it.

Defines the name of the Workflow
Daemon logdfile.

Specifies the minimum amount of
data to retain in the current log file
when archiving (which happens with
LogMaxSize is reached).

Specifies the maximum amount of
data to be added to the current log
file before archiving.
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DS_<Datasource Name>

DS _<Datasource Name>

The DS_<Datasource Name> section defines the connection credentials for
the specified datasource (found in the EZPDSInfo section).

Name I Possible Values | Default Description
uID Valid DSN Username  No Default ~ The connection string's user 1D value.
PWD Valid DSN Password  No Default ~ The connection string's password value
(encrypted & sanitized).
CON Encrypted string No Default Datasource connection string
Connections  Positive integer 1 The number of ODBC connections to open to this

LOB datasource.

Sample ini file entry:
[DS_DMGSAMPLES]
UID=sa

PWD=01tWg
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PowerOfficeAdmin

The PowerOfficeAdmin section defines the runtime characteristics of the

Documanage Administrator.

Name | Possible Values | Default | Description
DisplayUser NTLM
DisplayUserSwitch TRUE | FALSE TRUE
DebugMode 1 = Record Errors 0 If DebugMode is set equal to 1

0 = Do Not Record Errors

DisplayODBCEr- 1 = Display ODBC Errors 0
rors 0 = Do Not Display ODBC Errors

Sample ini file entry:
[PowerOfficeAdmin]
DebugMode=1
DisplayODBCErrors=0
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then the POAdmin will record
errors to a flat ASCII file (poad-
min.log) in the same directory
asPOAdmin.EXE. If the setting is
not equal to 1, or missing, the file
is not generated. By default, the
log file is not produced.

If DisplayODBCEtrrors is set equal
to 1 then the POAdmin will pop up
a message box displaying the
DBMS errors. If the setting is not
equal to 1, or is missing, no mes-
sages are displayed. This setting
can be changed via the System
Profile dialog. The option is set
through Display ODBC Errors
located at the bottom of the form.
By default, no messages are pro-
duced.
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FileRooms

The FileRooms section has been deprecated.

Workflow<#>

The Workflow<#> section has been deprecated.

FileRoom<#>

The FileRoom<#> section has been deprecated.

PowerOfficePublisher

The PowerOfficePublisher section defines the runtime characteristics of the
Documanage publisher application. It has been deprecated.

NETIE |Possib|e Valuesl Default I Description

PrinterDriverName Valid driver name 0 Specifies the number of cabinets stored in this
fileroom section of the ini file

PrinterDeviceName Valid device name No Default Specifies a cabinet to be added to the tree
control

PrinterPortName Valid port name
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PowerOfficelnput

The PowerOfficelnput section has been deprecated.

Diagnostic tests

Refer to “Diagnostic Tests” on page 143 for information on how to configure
the Documanage Server to execute diagnostic tests.

DmgBlob storage plugin

The Dmgblob plugin (dmgblob.dIl) uses database BLOBSs to store documents.
It can write a detailed log of its activity. Logging is disabled by default. For
performance reasons, logging should only be enabled to troubleshoot storage

problems.
Possible Values | Default Description
LogFile Valid file path “dmgblob.log" Defines the name of the Workflow Dae-
mon logfile.
LogMinSize Size in Kbytes 100 Specifies the minimum amount of data

to retain in the current log file when
archiving (which happens with LogMax-
Size is reached).

LogMaxSize Size in Kbytes 500 Specifies the maximum amount of data
to be added to the current log file before
archiving.
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DmgBlob storage plugin

Name | Possible Values | Default | Description
LogDetailLevel 0 =low 0 Specifies the detail level for log.
1 =medium
2 = high/extended
LogExtraDetail 0= Do Not Add Detail 0 Specifies whether to log extra informa-
1 = Add Detail tion with each entry or not. This infor-

mation includes the module name and
calling function.

LogDisable 0 = Allow Logging 1 Specifies whether to allow logging or
1 = Disable Logging disable it.

Sample ini file entry:

[DMGBLOB]
LogFile=dmgblob.log
LogMinSize=100
LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0

In this sample, the plugin will log at the highest level, with full detail.
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DmgNTFS storage plugin

The DmgNTFS plugin (dmgntfs.dll) uses the disk file system of the native
operating system to store documents in a directory for each configured
volume. It can write a detailed log of its activity. Logging is disabled by
default. For performance reasons, logging should only be enabled to

troubleshoot storage problems.

Description

Possible Values Default
LogFile Valid file path “dmgntfs.log"
LogMinSize Size in Kbytes 100
LogMaxSize Size in Kbytes 500
LogDetailLevel 0 =low 0
1 =medium

2 = high/extended

LogExtraDetail 0= Do Not Add Detail 0
1 = Add Detail

LogDisable 0 = Allow Logging 1
1 = Disable Logging
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Defines the name of the storage plugin

logfile.

Specifies the minimum amount of datato
retain in the current log file when
archiving (which happens with LogMax-
Size is reached).

Specifies the maximum amount of data
to be added to the current log file before
archiving.

Specifies the detail level (verbosity) for
log.

Specifies whether to log extra informa-
tion with each entry or not. This informa-
tion includes the module name and
calling function.

Specifies whether to allow logging or to
disable it.
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DmgNTFS storage plugin

Sample ini file entry:

[DMGNTFS]
LogFile=dmgntfs.log
LogMinSize=100
LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0

In this sample, the plugin will log at the highest level, with full detail.
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VLAM storage plugin

The VLAMCmdr section sets up the VLAM plugin to communicate with the
CommCommander server. VLAM, an acronym for Virtual Library Access
Method, is a proprietary Skywire for Oracle storage layer that uses the Virtual
Storage Access Method (VSAM) to store documents and their annotations on
a mainframe running the MVS (Multiple Virtual Storage) operating system.
The storage plugin provides access through Documanage and
CommCommander to documents stored on VLAM chains on a host with an
MVS operating system.

The VLAM storage plugin can write a detailed log of its activity. Logging is
disabled by default. For performance reasons, logging should only be enabled

to troubleshoot storage problems.

INET[E] | Possible Values | Default | Description
CCINI isi.ini N.A. The name of the CommCommander ini
file.
Interval Positive Integer 1 The number of seconds to sleep
between polling loops.
LogFile Valid file path “dmgvlam.log" Defines the name of the VLAM logfile.
LogMinSize Size in Kbytes 100 Specifies the minimum amount of data to

retain in the current log file when
archiving (which happens with LogMax-
Size is reached).

LogMaxSize Size in Kbytes 500 Specifies the maximum amount of data
to be added to the current log file before
archiving.

LogDetailLevel 0 =low 0 Specifies the detail level for log.

1 =medium

2 = high/extended
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Name | Possible Values | Default | Description
LogExtraDetail 0= Do Not Add Detalil 0 Specifies whether to log extra informa-
1 = Add Detail tion with each entry or not. This informa-

tion includes the module name and
calling function.

LogDisable 0 = Allow Logging 1 Specifies whether to allow logging or
1 = Disable Logging disable it.

Sample ini file entry:

[DMGVLAM]
CCINI=isi.ini
Interval=1
LogFile=dmgvlam.log
LogMinSize=100
LogMaxSize=500
LogDetaillevel=2
LogExtraDetail=1
LogDisable=0
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DmgSNAP storage plugin

The DmgSNAP storage plugin (dmgsnap.dll) uses a file server that provides
WORM-like storage with customizable expiration dates. It can write a
detailed log of its activity. Logging is disabled by default. For performance
reasons, logging should only be enabled to troubleshoot storage problems.

Description

Possible Values | Default

LogFile Valid file path “dmgsnap.log”
LogMinSize Size in Kbytes 100
LogMaxSize Size in Kbytes 500
LogDetailLevel 0 =low 0

1 =medium

2 = high/extended

LogExtraDetail 0= Do Not Add Detail 0
1 = Add Detail

LogDisable 0 = Allow Logging 1
1 = Disable Logging
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Defines the name of the storage plugin

logfile.

Specifies the minimum amount of datato
retain in the current log file when
archiving (which happens with LogMax-
Size is reached).

Specifies the maximum amount of data
to be added to the current log file before
archiving.

Specifies the detail level (verbosity) for
log.

Specifies whether to log extra informa-
tion with each entry or not. This informa-
tion includes the module name and
calling function.

Specifies whether to allow logging or to
disable it.
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DmgSNAP storage plugin

Sample ini file entry:

[DMGSNAP]
LogFile=dmgsnap.log
LogMinSize=100
LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0

In this sample, the plugin will log at the highest level, with full detail.
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DmgEMCC storage plugin

The DmgEMCC storage plugin (dmgemcc.dll) connects Documanage to a
file server that provides WORM-like storage with customizable
expiration dates. It can write a detailed log of its activity. Logging is
disabled by default. For performance reasons, logging should only be enabled

to troubleshoot storage problems.

Name | Possible Values | Default | Description
LogFile Valid file path “dmgemcc.log Defines the name of the storage plugin
" logfile.

LogMinSize Size in Kbytes 100 Specifies the minimum amount of data to
retain in the current log file when
archiving (which happens with LogMax-
Size is reached).

LogMaxSize Size in Kbytes 500 Specifies the maximum amount of data
to be added to the current log file before
archiving.

LogDetailLevel 0 =low 0 Specifies the detail level (verbosity) for

1 =medium log.
2 = high/extended

LogExtraDetail 0= Do Not Add Detail 0 Specifies whether to log extra informa-

1 = Add Detail tion with each entry or not. This informa-
tion includes the module name and
calling function.

LogDisable 0 = Allow Logging 1 Specifies whether to allow logging or to

1 = Disable Logging
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DmgEMCC storage plugin

Sample ini file entry:
[DMGEMCC]
LogFile=dmgemcc. log
LogMinSize=100
LogMaxSize=500
LogDetaillevel=2
LogExtraDetail=1
LogDisable=0

In this sample, the plugin will log at the highest level, with full detail.
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Sample POffice.ini file

A typical poffice.ini file is shown here.

[PowerOfficeRouter]
NetworkAddress=127.0.0.1
Protocol=ncacn ip_ tcp
Endpoint=4000
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0
LogFile=DMGRouter.log
LogMinSize=100
LogMaxSize=500
LogSglLevel=2
DeleteFileAtStartUp=0
Domain=MDLDOMAIN

[PowerOfficeServer]
NetworkAddress=127.0.0.1
Protocol=ncacn ip_ tcp
Endpoint=4100
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0
LogFile=poffice.log
LogMinSize=100
LogMaxSize=500
LogSglLevel=2
DeleteFileAtStartUp=0
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Sample POffice.ini file

[EZPDSInfo]
DataSource=DMGSAMPLES
AuthID=dbo

[Directories]

Pictures=.\Bitmaps\

[StorageProviders]
NTFS=dmgntfs.dll
BLOB=dmgblob.dll
VLAM=dmgvlam21l.dll:isi.ini
SNAP=dmgsnap.dll
EMCC=dmgemcc.dll

[AuthorizationProviders]
DMGDB=DMGDB_Authorization.dll

[AuthenticationProviders]
Default=DMGDB_AuthenticationServer.dll

[PowerOfficeDesigner]
EnableNewTasks=1
RecentWorkflowCount=1

Iteml=Claim Properties

[PowerOfficeClient]

MaxFolders=100

[DesktopImport]
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Sample POffice.ini file

WatchDirectory=C:\Documents and Settings\All
Users\Desktop\Import to Documanage

PollingRateInMilliSeconds=5000
UsePoller=1

[Domains]

LastUsedDomain=mdldomain

[DS_DMGSAMPLES]
UID=sa
PWD=01tWg

[WFDaemon]
Interval=1
LogFile=wfdaemon. log
LogMinSize=100
LogMaxSize=500
LogDetailLevel=2
LogExtraDetail=1
LogDisable=0

[PowerOfficeAdmin]
DebugMode=1
DisplayODBCErrors=0

[DMGNTFS]
LogFile=dmgntfs.log
LogMinSize=100
LogMaxSize=500
LogDetailLevel=2

260 Administrator’s Guide for Documanage



Appendix B: Documanage .ini File Settings
Sample POffice.ini file

LogExtraDetail=1
LogDisable=0

[DMGBLOBRB]
LogFile=dmgblob. log
LogMinSize=100
LogMaxSize=500
LogDetaillevel=2
LogExtraDetail=1
LogDisable=0

[DMGVLAM]
Interval=1
LogFile=dmgvlam.log
LogMinSize=100
LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0

[DMGSNAP]
LogFile=dmgsnap.log
LogMinSize=100
LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0

[DMGEMCC]
LogFile=dmgemcc.log
LogMinSize=100
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Sample POffice.ini file

LogMaxSize=500
LogDetaillLevel=2
LogExtraDetail=1
LogDisable=0
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Appendix C: Using the
Documanage Service
Controller

The Documanage Service Controller allows you to manage the Documanage
Router and all Servers. This can be performed by any account with sufficient
privileges, on any machine with network connections (to the Router and
Server(s)). This is intended to facilitate remote administration.

NOTE: The Services controller can start and stop Server or Router services
running only on Microsoft Windows. Unix-based Servers running on
Unix or Linux operating systems cannot be started or stopped from
the Service Controller.

You can use the Documanage Service Controller to inspect the operating state
(and version level) of the Router and all Servers, and view and control usage.
You can disconnect individual users, stop and start Servers, and stop and start
the Router. These are potentially disruptive operations that should only be
performed by knowledgeable administrators.

In the left pane of the Service Controller, the Router, Server, and Users are
listed in a tree format. Selecting an icon in the left pane displays
corresponding details in the right pane. For example, if the Server icon is
selected on the left, a list of servers displays on the right.

Right clicking on an icon in either pane yields an option to open a new
window, displaying that branch of the tree and associated details.
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Using the Documanage Service Agent

You can also monitor the operating state of the router and server on your
computer by using the Documanage Service Agent. The service agent places
a diamond shaped icon in the system tray on your desktop. This icon indicates
if the router and server are running or not. The left side of the diamond
represents the router and the right side represents the server. The colors green
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and red indicate their operating status (running or stopped). You can right-
click on the icon to change the operating status of the router and server.

@ The Router and Server are running
@ The Router and Server are stopped

@ The Router iz running and the Server iz stopped

@ The Server iz running and the Router iz stopped

Legend
B Green -Running <4 Router
B FRed-Stopped [> Server

The Documanage Router

The Router, which should be the first Documanage component started, acts as
a Documanage “traffic cop,” coordinating the load of session connections
between Clients and Servers by directing new Client connections to an
available Server. This allows load sharing across multiple servers.

The Router is especially useful when there are multiple Documanage Servers,
preventing bottlenecks and maximizing speed. For instance, if there are
multiple Documanage Servers, the Router traffics information so that each
Documanage Server handles an equal share of traffic.
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The network settings used in the Connect to Router dialog and the Router
Properties dialog must be the same as those set in the poffice.ini file on the
Router machine. The .ini file tells the Router what protocols, address, and
endpoint through which to listen. The radio buttons TCP/IP and Microsoft
Networking on both dialogs correspond to the protocol settings (in
poffice.ini) ncan_ip_tcp and ncacn_nb_tcb respectively.

You can start and stop the router, connect to server, update the service,
and open a new window from the Service Controller.

To add the Router

1 Open the Documanage Service Controller (Start | Programs |
Documanage | Documanage Service Controller.)

You will see two folders on the left hand side of the dialog - Console Root
and Documanage.

"fii SiwCtil - [Console Root\Documanage] M= E3
J'ﬁ] Console  Window  Help |J O=-" | | _ 18 x|
|| acton view || & = | @@ |2 I

M ame |
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2 Right-click the Documanage folder and select Connect.
The Connect to Router dialog opens.

Select Router:
I Birowse... |
Metwork, Settings for Admin

Address: I

E ndpoint; I

=+ TCP/AP € Micrazoft Metworking

ok |

3 Enter or browse to the Router and enter the Address and Endpoint.
& Address: This is the name or TCP/IP address of the Router.

¢ Endpoint: This is TCP/IP network specific information. Enter 4000
unless otherwise stated. Check with your network administrator if
you have any questions.

4 Click OK.

The Router has been added. You can now start, stop, and check router
properties from here.

To start the Router

You can start the Documanage Router by highlighting the Router in the
Service Controller, right-clicking and selecting Start, or by highlighting the
Router and clicking the traffic light icon in the top right of the dialog.
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The Documanage Server

The Documanage Server stores and retrieves information in Documanage.
Documanage supports multiple servers, which run on different machines.
They are displayed as Server on... in the Service Controller. Multiple
instances of a server are run on a single machine and are listed beneath each
Server. Server instances reflect refresh operations from the Administrator.

The Server instance list is refreshed automatically every few minutes, but can
be refreshed manually.

To add the Server

1 Open the Documanage Service Controller. (Start | Programs |
Documanage | Documanage Service Controller.)

2 Right-click the Router and select Connect to Server.
The Connect to Server dialog opens.

Connect to Server E3
Select Server

IF'ower

ak | Cahicel |

3 Enter or browse to the Sever and Click OK.

The server has been added. You can now start, stop and check server
properties from here.
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To start the Server

You can start the Documanage Server by highlighting the Server in the
Service Controller, right-clicking and selecting Start, or by highlighting the
Server and clicking the traffic light icon in the top right of the dialog.

To check Router and Server properties

1 Open the Documanage Service Controller. (Start | Programs |
Documanage | Documanage Service Controller.)

2 Right-click either the Server or the Router depending on the
properties you want to see and select Properties.

The Properties dialog open.
¢ Router Properties: In the Router Properties dialog you can see the
Network Setting and Status information.

Router on Power Properties

Fouter |

— MNetwark Settings for Adrmin

Address: || Endpairt: I.-.mDD

= TCRAP ' Miciosoft Networking

— Statuz

Statuz |Hunning

Current Clients: |D

Wersion: pz0E

QK I Cancel S
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¢ Server Properties: In the Server Properties dialog you can see Status
and Error Logging information.

Server |
— Status =
Status: |Hunn|ng
Yersion: 64032
— Ermor Logging

Detal. ¢ High ¢ Medium ¢ Low  Disabled
¥ Show Extra Detall in Messages [ Clear on Start

Log File: Ipoffice.log

File: Size: |10 to [500 KE
S0OL Logging Lewel
’7(' Mone (% Database Changes ¢ Al |

0k I Cancel | Aoy |

Restarting the Documanage Server

The Documanage Server needs to be restarted whenever a change that is
made and saved in the Documanage Administrator needs to display in the
Client.

Clicking the Exit button from the main Administrator dialog or clicking
Refresh from any dialog menu will prompt the user to refresh the server.

Server status is reflected in the Server Manager Report dialog, which appears
when the Server is refreshed. When the Client machine is disconnected, all
previous connections to old Servers (i.e., those marked as “stale™) are
terminated and those Servers are shut down. Additionally, once a Server is
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refreshed, no new connections can be made to an old Server (i.e., those
marked as “stale”). The dialog then closes automatically.

NOTE: If you access an Administrator function and exit the Administrator
without making any changes, you will not be prompted to refresh the
Server as no changes were made.

Disconnecting a user from the Documanage Server

To disconnect a user from a Documanage Server, select Disconnect User
from the Options menu in the Documanage Server. For example, if a user on a
remote site forgets to logout of Documanage, their session can be closed from
the Server.

To disconnect a Documanage user from the server

1 Go to the Service Controller and make sure the Server is running.

2 Expand the tree so the list of users is displayed.

3 Highlight the user you want to disconnect and click Disconnect.
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Introduction

VLAM, an acronym for Virtual Library Access Method, is a
proprietary Skywire for Oracle storage layer that uses the Virtual
Storage Access Method (VSAM) to store documents and their
annotations on a mainframe running the MVS (Multiple Virtual
Storage) operating system. It provides access through Documanage
to documents stored on VLAM chains on MVS. This appendix
describes VLAM storage for Documanage.
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Libraries

Virtual Library Access Method uses named libraries containing collections of
named members. Documanage uses a member to represent a single instance
of a document or the annotations for a document. A Chain in the member
stores for a document and the annotations for a document. The documents
themselves are stored in @ member using a chain named BLOB and their
annotations are stored in a separate member using a chain named ANO or
ART. To represent a set of documents or annotations, three things are thus
required:

& alibrary name
¢ amember name

€ achain name
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An Example

In the example shown here, the library name is Sample, the member names
are Member Document 1 and Member Document 3. The chain names are
BLOB chain, and ANO chain.

Sample
Member Document 1 Member Document 2
BLOB ANO
Chain Chain

This library contains two members; each has a one chain.
The library identifies the chains by name.
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VLAM Architecture

VLAM interfaces the Documanage Server to MVS systems so that it can
store documents in VLAM libraries. The Documanage Server accesses
VLAM via Skywire for Oracle’s CommCommander application.
CommCommander consists of two modules: one runs on MVS and the other
runs on Windows NT. A simplified block diagram of the VLAM architecture
is shown here.

The Documanage Server connects to a VLAM driver on its machine via its
VLAM plugin . This VLAM driver connects with the CommCommander NT
server which in turn connects to the CommCommander MVS server. The
CommCommander MVS server uses its VLAM driver to retrieve data from
the VLAM library. It sends the data back to the CommCommander NT
Server, which in turn sends it back to the Documanage Server via its VLAM
driver and plugin.
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Documanage | VLAM 4+—| VLAM

Server Plugin »| Driver Windows or UNIX Machine
. . CommCommander
Windows NT Machine
NT Server
MVS Machine CommCommander - VLAM |<— VLAM

MVS Server || Driver | .| Library
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Naming Conventions

VLAM uses naming conventions for its Libraries, member names and file
extensions.
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Naming Conventions

Libraries

VLAM libraries are specified as “VLAMI|<libraryname>" in the database
table OT_VOLUMES. For example, the library VLAMVOL1 would be
specified as “VLAM|VLAMVOLL1” where “VLAM]|” is the storage type and

“VLAMVOLL” is the library name.
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Member Names

Documanage assigns member names when it adds new documents to the
system. The full file path is formed by adding the member preceded by a “\.
The member name is a 10-digit number left-filled with zeros. For example,
for member 0000001234.doc, the full file path is
“VLAM|VLAMVYOL1\0000001234.doc.” The annotation data would be
stored in a separate member whose full path is
VLAM|VLAMVYOL1\000001234.ano.
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Naming Conventions

File Extensions

The Documanage server uses the .doc extension while VLAM member chains
are BLOB and ANO chain names. The BLOB chain holds the document data
and the ANO chain (if present) holds any annotations for the document. The
VLAM plugin handles the nhaming conversion when it imports files into
Documanage or exports files back into VLAM. The document data goes into
a member called EZPDOCID:0000001234, in the BLOB chain. Annotation
data for the document goes into a member called ANO000001234 in the
ANO chain.
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Storage Volumes

Use the categories screen in the Documanage Administrator to set up storage
volumes:

€ Since Documanage uses VLAM to archive documents and their
annotations, we recommended that you send files to VLAM for
permanent storage and send files to local magnetic media (a hard disk
drive for example) for temporary storage. This stores a viewed or
checked out document on local media and then stores it on VLAM when
it is saved and closed.

4 Because annotation files change frequently, it is preferable to store them

on a magnetic storage volume. Use the System dialog in the Documanage
Administrator to assign Annotation files to magnetic storage.
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Setting Up Categories

You can use Categories in the Documanage Administrator to reference
VLAM libraries as document storage locations.

In the Documanage Administrator program the storage location will be
defined as VLAM|ddname. VLAM]| indicates that the storage location is a
VLAM library and the ddname contains the name that Documanage uses to
reference the VLAM library.

Documanage uses a table of DD names and the VLAM libraries they
reference. The DD name defined in the Documanage Administrator must
agree with the DD name supplied to Documanage.

For example, suppose we use the Documanage Administrator to set up a
Document Category called Claims. The storage for this Document Category
is defined to be VLAM|VLAMVOL1. When a document has a Document
Category of Claims, Documanage stores the document in the VLAM library
referenced by the DD name VLAMVOL1.

When you view this document, the Workstation requests the document from
Documanage because of the VLAM]| prefix. Documanage then retrieves the
document from the VLAM library associated with the DD name
VLAMVOL1 in its setup table.
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The Documanage EMC Centera API Integration product described in this
appendix is available under a separate license from Oracle Software. It is not
a part of the Documanage product.

References in this documentation to the Documanage EMC Centera API
Integration product, its configuration, or its interfaces to the Documanage
product do not imply that the Documanage EMC Centera API Integration
product has been incorporated into the Documanage product.

Since your software license may not include the Documanage EMC Centera
API Integration product, the software discussed in this appendix may not be a
part of your installation.

Contact your Oracle Software sales representative if you wish to license the
Documanage EMC Centera API Integration product.

EMC Centera must be set up in a certain way to operate properly with
Documanage. Also, Documanage does not support all Centera options and
capabilities related to document retention. This appendix only describes
settings related to the operation of Documanage features and it only
recommends settings that have an influence on the behavior of Documanage.
The Centera settings that are related to Documanage include cluster settings
and replication/fail over settings.

NOTE: This appendix does not describe how of EMC Centera operates.
Refer to the EMC Centera documentation learn about the concepts,
capabilities and features of EMC Centera that you need to make these
settings. You should rely on EMC field-engineers and sales engineers
for the best configuration of your Centera system. Documanage
places minimal requirements on the configuration and connectivity of
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Centera Settings

your Centera system; this allows it to have the best possible
performance with the widest possible array of configurations.

Centera Settings

286

Centera cluster settings and replication/failover settings must be made to
accommodate Documanage.

Cluster Settings

Cluster settings include application profile settings, the compliance mode,
retention classes, the retention period, and constraints.

Application Profiles

Documanage requires read, write, delete and exist access rights to the
Centera. Documanage uses a configurable string to access each Documanage
volume defined on Centera. Typically, you use one volume name to refer to
an entire Centera. This string may be configured with multiple primary and
secondary cluster addresses as well as a PEA (Pool Entry Authorization) file.

Compliance mode

The compliance mode must be CE (GE) or CE+. Documanage retention
management capabilities are available in every installation. To use them with
Centera storage and to have retention enforced by the Centera system, the
Centera must use one of the compliance-supported models.
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Retention Classes

Documanage does not use Centera retention classes and it never sets them in
Documanage documents. This setting should not impact Documanage
operation.

Retention Period (default)

Documanage sets an explicit retention period on every document, even if the
period is zero. As such, this setting should not affect Documanage.

Constraints

@ check_retention_present—Documanage sets an explicit retention
period on every document, even if it is zero. Since this is the case,
check_retention_present should not affect Documanage.

@ check_retention_range—check_retention_range specifies the minimum
and maximum retention periods. If check retention_range is set, all
Documanage document categories must be defined with retention periods
that fall within this Centera-configured range.

If no retention is configured in Documanage for a document Category,
such documents will be set with a zero retention interval. If this or any
other explicit retention setting falls outside the Centera constraint setting,
an error will occur. Documanage cannot override Centera compliance/
retention constraints.

NOTE: How this setting is applied may be changing in the Centera interface.
Later Help documentation shows this under the command update
pool retention <name>. The principles described above still apply.
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Replication/Fail-over Settings

EMC provides you with a considerable amount of documentation and
consulting on how to configure Centera for different replication and failover
strategies. EMC will help you come up with a configuration that meets your
needs. Oracle is unable to make any recommendations on how to configure
Centera for replication and fail-over.

The EMC SDK controls the behavior of Documanage using the contents of
the connection address string and the associated PEA file. The connection
address string for each volume in the Administrator program is defined to
Documanage as the Volume Path.
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If the value of the snaplock_maximum_period for a SnapLock-enabled
volume is less than infinite, and the volume is associated with a Documanage
Category configured for retention forever or for retention beyond the
snaplock_maximum_period, then files associated with the Category will be
be retained on the volume only for the snaplock_maximum_period.

When the snaplock_default_period exceeds the snaplock_maximum_period,
the SnapLock-enabled volume applies the lesser value, which is the
maximum retention period. For instance, if the snaplock_maximum_period is
30y, and the snaplock_default_period is infinite, then files associated with the
Category will be stored in the volume with protection enforced for no more
than 30 years.

Documanage cannot detect these hardware protection shortfalls. You must
ensure that the snaplock_maximum_period and snaplock_default_period
values are configured to avoid them.

To allow Documanage to provide storage protection with a duration of
forever on a SnapLock-enabled volume in a Network Appliance System, you
must set the volume configuration of the system to make the
snaplock_maximum_period value infinite. You can use the Data ONTAP
administration console to set the snaplock_default_period to infinite, without
changing the snaplock_maximum_period or having the console produce error
messages.
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Setting the snaplock_default_period to infinite will not enable infinite
duration WORM status, because the maximum retention period takes
precedence over the default retention period, and the factory-shipped value
for snaplock_maximum_period is 30y (30 years).

Use the Data ONTAP administration console command shown here to set the
default configuration of a SnapLock enabled volume. This command makes
infinite-duration WORM status available for files initially stored using a
Documanage Category configured for protection forever.

filer> vol options SnapVol snaplock maximum period
infinite

NOTE: In these examples, the console prompt is £iler>, and the volume
name is SnapVvol. For your configuration, please use the same
commands and substitute your volume name in place of snapvol.

290 Administrator’s Guide for Documanage



Appendix G: LDAP
Authentication and
Authorization

Documanage can be configured to utilize an existing Lightweight Directory
Access Protocol (LDAP) service to supply authentication and group
membership definitions for authorization. This capability is provided by two
LDAP plug-in modules included in both the Documanage Server and Router
folders:

dll | function

Ldap_authenticationserver.dll | Server-side authentication
services

Ldap_authorization.dll Server-side group resolution
services for authorization

Documanage integration with your LDAP infastructure is flexible, but proper
configuration requires understanding of what Documanage needs from LDAP
and how your LDAP schema is shared with Documanage. A section
“ILDAPAuthConfig]” in the POFFICE.INI file configures the plug-ins with
the required schema element names. Two basic LDAP objects are required:
one object represents users and provides the means to authenticate them and a
second represents groups which can be used to assign Documanage
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authorities. How these objects are found in the LDAP system and the names
of the various required attributes is completely configurable.

NOTE: All following POFFICE.INI entries, unless otherwise noted, are
found in the [LDAPAuthConfig] section of the POFFICE.INI. Please
see Appendix B for more information on the POFFICE.INI file.

Binding to the LDAP Service

Documanage binds to your LDAP service according to the configured
parameters, and a server name or address and port is required. A
Distinguished Name (DN) and password for the bind must be configured if
your LDAP service has security enabled and requires an authenticated bind to
the service for querying User and Group objects. Documanage treats LDAP
as a read-only data source and never writes or updates the LDAP records. In
summary, the following settings in the Poffice.INI provide the binding
information:

Name | Value
Host Hostname or IP address of LDAP server
Port Port number of LDAP server on host
Binddn DN to use for authenticated connection
Bindpw Password for binddn account
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Search Base and Scope

The search base determines where in your LDAP database tree Documanage
starts searches for User and Group objects. The search scope parameter
controls the depth of searching within the tree. The base object is identified
by a DN which is effectively added to all search criteria. The scope can be
one of three values: “base”, “one” or “sub”, described in the table below:

Name | Description
Base The distinguished name (DN) of the entry at which to start the
search
Scope base: Search the base-entry only.

one: Search all entries in the first level below the base-entry,
excluding the base-entry

sub: Search the base-entry and all entries in the tree below the
base

Users

Documanage requires three attributes for User objects: a user 1D, a user’s
“friendly name” and a password. Documanage authentication uses a
challenge-and-response protocol which requires an MD4 hash of the user’s
password to be available at the server. For this reason, User objects used for
Documanage authentication must have either an MD4 hash or clear-text
password attribute, or both. An MD4 hash must be stored as a 32-character
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string of hexadecimal digits which represent the value of the 16-byte binary
MD4 hash.

Skywire’s Documanage for Oracle has supplied a suitable auxiliary
objectclass that adds an MD4 password attribute to a User object. Within the
‘docucorp.schema’ file supplied with Documanage, the ‘docucorpAccount’
objectclass adds the “doccNTPassword' attribute with a suitable definition to
hold an MD4 hash converted to a hexadecimal string. Further, Skywire’s
Documanage for Oracle supplies a password editing plug-in for the JExplorer
open-source LDAP browser. This plug-in recognizes the ‘doccNTPassword’
attribute name and provides the user the ability to type in a clear-text
password and have it properly MD4 hashed and converted to a hex string.
Note that since MD4 is a one-way hash algorithm, passwords cannot be
recovered from the database once stored this way.

To improve efficiency, some LDAP schemas also provide for User objects to
list the groups of which they are members. This multi-valued attribute is
generically called a “member of” attribute because it provides a list of all the
groups a user is a “member of.” Groups are referenced in “member of” values
by their LDAP Distinguished Name, or “DN.”

NOTE: If your configuration indicates that your LDAP system supports the
use of a “member of” attribute, the attribute must be created and
maintained by your LDAP administration software. Documanage
will expect the information to be correct. For example, Documanage
will report that a user is not a member of any groups if there are no
“member of” attributes, regardless of actual group object contents. To
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force Documanage to refer exclusively to group objects to determine
group membership, do not configure the “member of” attribute name.

Here is a summary of all User-object-related configuration parameters and
attributes from the POFFICE.INI file:

INET !

Values

uidfilter

An arbitrarily complex filter which limits searches to only desired User
objects. This expression should be surrounded with parentheses to fit into an
overall expression of the form:

(&((<uidattr>=userid)<uidfilter>)

This expression may be empty.

uidattr

The name of the User object attribute that contains the User ID

uidfriendlyattr

The name of the User object attribute that contains the User’s full name

uidpw

The name of the User object attribute that contains the password followed by a
comma and the encoding scheme for that password attribute. More than one
pair may be specified by separating them with a vertical-bar. In this case, the
attributes are processed in the order listed as the order of preference for which
password to use. Two formats are supported: MD4 and clear.

uidgroupattr

The name of the User object attribute (multi-valued) that contains the DN of
each group of which this user is a direct member. This attribute should NOT be
configured if your LDAP system doesn’t maintain these “member of”
references.

uidgroupmemberclass

The Organizational Unit of the Group objects referenced by DN’s in the
attribute named by ‘uidgroupattr’.
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Groups

Documanage uses Group membership to confer authorities. Authorities are
assigned to group names in the Administrator module and users inherit those
authorities through membership in the group. Groups may have both Users
and other Groups as members. When a user is a member of a group and that
group is in turn a member of another group, the user is considered a member
of both groups. This may continue for any number of levels.

If the “uidgroupattr” User attribute is configured in the Poffice.ini file, first-
level immediate group memberships for a given user are determined from this
User attribute. These groups are then resolved for any groups of which they
are members, and so on. If the “uidgroupattr” attribute is not configured or
blank, then all groups are searched for the user’s DN to get the first-level
immediate group memberships. Parent-group resolution then continues
normally.

Here is a summary of all Group-object-related configuration parameters and
attributes from the POFFICE.INI file:

Name

| Values

groupfilter

An arbitrarily complex filter which limits searches to only desired Group
objects. This expression should be surrounded with parentheses to fit into an
overall expression of the form:

(&((<groupnameattr >=groupname)<groupfilter>)

This expression may be empty.
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Name

| Values

groupnameattr

The name of the Group object attribute that contains the Group ID

groupfriendlynameattr | The name of the Group object attribute that contains the Group’s user-friendly

description

groupmemberattr

The name of the Group object attribute (multi-valued) that contains the DN of
each User or Group object which is a direct member of this group

groupuidmemberclass | The Organizational Unit of the User objects referenced by DNs in the attribute

named by ‘groupmemberattr’. Other members are expected to be Groups.

An Example

Example Company (example.com) has a simple LDAP structure.
Example.com has objects for Users and Groups with these objectclasses,
separated into their own organizational units:

@ User objects are defined as objectclasses ‘person’ and
‘docucorpAccount'”:

& ‘person’ provides attributes of ‘cn' and 'userPassword'
¢ ‘cn' holds the user's common, or “friendly"”, name
¢ 'userPassword' may hold the user's clear-text password

¢ ‘'docucorpAccount' provides the attributes 'userid' (or 'uid’) and
‘doccNTPassword'

¢ ‘userid' (or 'uid’) is the log-on name of the user
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¢ ‘'doccNTPassword' holds an MD4 password hash

€ Group objects are defined as objectclass ‘groupOfUniqueNames'

¢ ‘groupOfUniqueNames' provides attributes of 'uniqueMember' and
lcnl
¢ 'uniqueMember" holds the distinguished name (DN) of the user or
group that is a member, one for each member

¢ ‘cn' holds the common, or descriptive user-friendly, name of the
group

So, the structure of Example.com company, with separate OU groupings for
users and groups, may be defined as follows:

## ---> Root Base Object for Example.com
Hit

dn: dc=example,dc=com
objectClass: dcObject
objectClass: organizationalUnit
dc: example

ou: Example Company Base Object

## ---> Structural Objects - The 'users’ ou
HH#

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit
ou: users

## - The 'groups’ ou

298 Administrator’s Guide for Documanage



Appendix G: LDAP Authentication and Authorization

Hit

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

## ---> The LDAP user with which we can bind to the LDAP server
Hit

## User: ldapuser

dn: uid=Ildapuser,dc=example,dc=com
objectClass: person

objectClass: uidObject

objectClass: simpleSecurityObject

cn: LDAP User

sn: Administrator

description: Sample Docucorp admin account
uid: ldapuser

userPassword: bindpassword

Here are a couple simple examples of defined objects:

## ---> Sample Users - User: dmguser

Hit

dn: uid=dmguser,ou=users,dc=example,dc=com
objectClass: person

objectClass: docucorpAccount

uid: dmguser

userPassword: secretword

doccNTPassword: 5D77280F6936E92F41686198C870A4CF
description: Sample Docucorp user account

cn: Test User
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sn: TestUser

## - User: demo

#Ht

dn: uid=demo,ou=users,dc=example,dc=com
objectClass: person

objectClass: docucorpAccount

uid: demo

userPassword: secretword
doccNTPassword: 5D77280F6936E92F41686198C870A4CF
description: Documanage Demo Account
cn: Demo Account

sn: DemoAccount

## ---> Sample Group - dmgusers

Hit

dn: cn=dmgusers,ou=groups,dc=example,dc=com
objectClass: groupofUniqueNames

ou: groups

cn: dmgusers

description: Documanage Users

owner: uild=dmguser,ou=users,dc=example,dc=com
uniqueMember: uid=dmguser,ou=users,dc=example,dc=com
uniqueMember: uid=demo,ou=users,dc=example,dc=com
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Poffice.ini Settings for Example.com

To now utilize the above LDAP schema and objects for Example Company in
Documanage, the following section in the POFFICE.INI must be added and
configured. For Example.com, it would look like this:

;LDAP Settings

[LDAPAuthConftig]

Host=LDAPServerHostName

Port=389

Binddn=uid=ldapuser ,dc=example,dc=com
Bindpw=bindpassword

Base=dc=example,dc=com

Scope=sub

Uidattr=uid

Uidpw=doccNTPassword,MD4 JuserPassword,clear
Uidfriendlyattr=cn
Uidfilter=(objectClass=docucorpAccount)
Uidgroupmemberclass=groups
Groupfilter=(objectclass=groupOfUniqueNames)
Groupnameattr=cn
Groupmemberattr=uniqueMember
Groupfriendlynameattr=description
Groupuidmemberclass=users
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