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Preface

Purpose of This Document

This document describes the BEA Manager Log Central and gives instructions for
using the graphical user interface for managing Log Central applications.

Who Should Read This Document

This document is intended for administrators who manage Log Central applications,
and administrators of applications that are being managed by Log Central.

How This Document Is Organized

The Log Central Administrator’'s Guidis organized as follows:
4 Chapter 1, “Overview,” provides an overview of Log Central.

4 Chapter 2, “Getting Started,” describes the steps that an administrator needs to
perform to set up a Log Central system.

4 Chapter 3, “Configuring the Database for Use with Log Central,” describes
utilities that configure the database.

4 Chapter 4, “Integrating Logs into Log Central,” describes how to create
mappings to map third-party log messages into Log Central log message format.
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Chapter 5, “Creating and Loading Message Definitions,” describes how to create
and load message definitions in a batch process.

Chapter 6, “Host and Filter Configuration,” describes how to configure a backup
collector, and define filters.

Chapter 7, “Integrating Log Central with an SNMP Manager,” describes how to
integrate Log Central with an SNMP Manager.

Chapter 8, “Starting and Stopping Log Central,” describes starting a Central
Collector on the central host and starting agents on managed nodes.

Chapter 9, “Using the Log Central Console,” describes management tasks
implemented through the tools of the Log Central graphical user interface.

Appendix A, “Message Format,” describes Log Central message attributes at the
agent and in the message definition.

Appendix B, “Environment Variables,” describes certain environment variables
in Log Central, and why you may need to change them.

Appendix C, “Testing and Debugging Commands,” describes how to generate
test messages, read the current log file, and display the BEA Manager version
number.

Appendix D, “MIB Reference,” describes the Log Central Traps MIB and the
Process Monitor MIB.

Appendix E, “Database Schema,” details the contents of the database table
definitions used by Log Central.

Appendix F, “Initialization File,” details the contents of the Log Central
initialization file.

Appendix G, “Predefined Log Mapping,” details the predefined mappings from
the messages of BEA TUXEDO applications, NT, and Oracle to those stored in
the Log Central database.
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How to Use This Document

Thisdocument, Log Central Administrator's Guidésdesigned primarily asan online,
hypertext document. If you are reading this as a paper publication, note that to get full
use from this document you should install and access it as an online document viaa
Web browser.

The following sections explain how to view this document online, and how to print a
copy of this document.

Opening the Document in a Web Browser

To accessthe online version of thisdocument, open thefollowing HTML fileinaWeb
browser:

install _dir/docs/ ngr/20/1ogcent/index. htm

instal | _dir isthedirectory in which you installed L og Central.

Note: The online documentation requires a Web browser that supports HTML
version 3.0. Netscape Navigator version 2.02 or Microsoft Internet Explorer
version 3.0 or later are recommended.

Figure 1 shows the online document with the clickable navigation bar and table of
contents.
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Figurel Online Document Displayed in a Netscape Web Browser

Navigation Bar
Click a button to view
a main topic.

Table of Contents
Click a topic to view it.

BEA Manager Log Central Administrator’'s Guide - Netscape

file: /7T actives c:ent.-"htmlsrc:.-"lndex.htm -]

Log Messages\in System
Management

Agent'Manager
Architecture

Log Central and
Enterprise Management

Systems Chapter 1. Overview

Data Collection Agents

Log Central Components

on the Managed Node This chapter provides an architectural overview of Log Central, covering the
following topics:
Log Monitor

¢ Log Messages in Systerm Management
Message Sender

Agent/Manager Architecture
Process Monitor

Log Central and Enterprise Management Systems
Central Collector

_ Data Callection Agents
Message Receiver

Log Central Components on the Managed MNode
Message Processor

Process Monitar

2. Getting Started

Central Collector
Setting Up Log Central

_ Log Messages in System Management
Optional Setup Tasks

Configuring Log Central Log messages are typically used as a system management tool: to detect
problems, track down the source of a fault, or track system performance.

Required Information for Host Distributed systems typically include a variety of software components that
Configuration Utilit generate message logs, sueh as operating systems and relational database H

Document Display Area

Log Central Administrator’s Guide



Printing from a Web Browser

Y ou can print a copy of this document, one file at atime, from the Web browser.
Before you print, make sure that the chapter or appendix you want is displayed and
selected in your browser. (To select a chapter or appendix, click anywhere inside the
chapter or appendix you want to print. If your browser offers a Print Preview feature,
you can use the feature to verify which chapter or appendix you are about to print.)

The BEA Manager Online Documentation CD &l so includes Adobe Acrobat PDF files
of all of the online documents. Y ou can use the Adobe Acrobat Reader to print al or a
portion of each document.

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Item

boldface text

Indicates terms defined in the glossary.

Ctrl+Tab

Indicates that you must press two or more keys sequentially.

italics

Indicates emphasis or book titles.

nonospace
t ext

Indicates code samples, commands and their options, data structures and
their members, data types, directories, and file names and their extensions.
Monospace text also indicates text that you must enter from the keyboard.

Examples:

#i ncl ude <iostreamh> void main ( ) the pointer psz
chnod u+w *

\'t ux\ dat a\ ap

.doc

tux. doc

Bl TVAP

fl oat

Log Central Administrator’'s Guide  xv



XVi

Convention

Item

nonospace I dentifies significant wordsin code.
bol df ace Example:
text . .
void commt ( )
nonospace Identifies variables in code.
italic Example:
t ext .
String expr
UPPERCASE Indicates device names, environment variables, and logical operators.
TEXT Examples:
LPT1
SIGNON
OR
{1} Indicates a set of choices in asyntax line. The braces themsel ves should

never be typed.

Indicates optional itemsin a syntax line. The brackets themselves should
never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin a syntax line. The symbol itself
should never be typed.

Indicates one of the following in acommand line:

4 That an argument can be repeated several timesin acommand line

4 That the statement omits additiona optional arguments

4 That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

bui l dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.
The vertical dlipsisitself should never be typed.
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Related Documentation

The following sections list the documentation provided with Log Central, and other
related publications.

Log Central Documentation

The Log Centra information set consists of the following documents:

¢
¢
¢
¢

Log Central Administrator’s Guide
Log Central online help
BEA Manager Installation Guide

BEA Manager Release Notes

Note: The BEA Manager Online Documentation CD also includes Adobe A crobat

PDF files of all of the online documents. Y ou can use the Adobe A crobat
Reader to print all or a portion of each document.

Contact Information

The following sections provide information about how to obtain support for the
documentation and software.

Documentation Support

If you have questions or comments on the documentation, you can contact the BEA
Information Engineering Group by e-mail a docsuppor t@beasys.com. (For
information about how to contact Customer Support, refer to the following section.)
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Customer Support

If you have any questions about this version of BEA Log Central, or if you have
problems installing and running BEA Log Central, contact BEA Customer Support
through BEA WebSupport at www. beasys. com Y ou can a so contact Customer
Support by using the contact information provided on the Customer Support Card,
which isincluded in the product package.

When contacting Customer Support, be prepared to provide the following information:
4 Your name, e-mail address, phone number, and fax number

4 Your company hame and company address

4 Your machine type and authorization codes

4 Thename and version of the product you are using
¢

A description of the problem and the content of pertinent error messages
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CHAPTER

1 overview

Thischapter providesan architectural overview of Log Central, covering thefollowing
topics:

4 Log Messages in System Management
4 Agent/Manager Architecture

4 Log Central and Enterprise Management Systems
4 DataCollection Agents

4 Log Central Components on the Managed Node
4 Process Monitor

4 Central Collector

Log Messages in System Management

Log messages are typically used as a system management tool: to detect problems,
track down the source of afault, or track system performance. Distributed systems
typically include avariety of software components that generate message | ogs, such as
operating systems and relational database management systems (RDBMYS). In the
absence of any standard, software makers use different practices for message logging.

Log Central allowsyou to extract the information from these diverse logs and map the
information into acommon format. Theinformationismaintained in asinglerelational
database, providing a single point of access and a unified view of all information
contained in log messages. This database approach improves the manageability of
distributed systems.
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A singlefailure, such as afile system filled to capacity, can generate a number of
different log messages as the problem ripples through the affected software
components. A unified view of the various messages means that the source of a
problem can be more rapidly diagnosed.

All messages are stored in an RDBM S, and users can view the ogs, generate reports,

and do online monitoring through a set of graphical user interface tools—called the

Log CentralConsole—and through several commands offered at the operating system
level.

Also, each message is associated with a message definition, which includes
information such as severity (degree of impact on the distributed system), probable
cause of the message generated, and actions that need to be taken when it is logge
This information can be viewed and updated online by the administrator, who can us
it to form a knowledge base for resolving problems.

Log information can be monitored “in real time” as it arrives at the Central Collector,
using the Log Central Message Browser (part of the Log Central Console). The Centr:
Collector stores management information in a relational database system which can |
queried for analysis of problems or to track trends.

How to use the Log Central Console is discussed in Chapter 9, “Using the Log Centre
Console.”

Agent/Manager Architecture

Log Central is based on an agent/manager architecture, as shown in Figure 1-1. Loc
data collection agents run on machines where you have resources to be managed—
these machines are calle@dnaged nodes. Local data collection agents forward log
messages to the Central Collector. The Log Central Console, the Central Collector, ar
the Log Central relational database together play the “manager” role in the Log Centre
system.

The log agents monitor log messages generated by the resources that you wish to

manage, such as messages logged to the UNIX syslog or NT event log, BEA TUXEDC
userlogs, or relational database system logs. Agents map the information from these
log messages into Log Central’s uniform internal format for forwarding to the Central
Collector. The data collection agents can be distributed around the network as neede
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Toimplement fault tolerance, users can configure asecondary Central Collector. If the
primary Central Collector becomes unavailable, management information is
automatically sent to the secondary Central Collector. Control automatically switches
back to the primary Central Collector when it becomes available. Once the primary
Central Collector becomes available again, the information sent to the secondary
Central Collector isavailable to the primary Collector if the primary and secondary
Central Collectors have been configured to use the same RDBMS.

How to configure a backup Central Collector is described in Chapter 6, “Host and
Filter Configuration.”

When no Central Collector is available to the data collection agent, the agent
automatically stores the information in a temporary local backup file. Information in
this file is automatically recovered and passed to the Central Collector when the
Central Collector becomes available.

Log Central and Enterprise Management
Systems

Log Central allows you to integrate information from logs into an enterprise
management system using Simple Network Management Protocol (SNMP). Both the
data collection agents and the Central Collector have the ability to generate SNMP trap
notifications. Two levels of trap configuration are available:

4+ A basic mapping of log messages to SNMP traps can be configured at the
Central Collector using the Log Central Console Basic Trap Configuration
window. The Central Collector generates SNMP traps when messages arrive that
match the selected criteria. Using the Log Central Console Basic Trap
Configuration is described in Chapter 9, “Using the Log Central Console.”

4 By editing the Log Central configuration filegssagi ng. conf ), more complex
criteria can be specified to select messages that trigger SNMP trap notifications.
These criteria allow you to generate SNMP trap notifications from the
distributed data collection agents. Defining agent filters to generate SNMP traps
is described in Chapter 6, “Host and Filter Configuration.”
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Figure1l-1 Log Central in an Enterprise Network
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DATA COLLECTION AGENTS

Steps for integrating Log Central with your enterprise management system are
described in Chapter 7, “Integrating Log Central with an SNMP Manager.”

Data Collection Agents

The data collection agent is made up of a Message Sender and one or more Log
Monitors. Log Monitors monitor log messages generated by the resources that you
wish to manage, such as messages logged to the E\NdIDOg or Windows NT event

log, BEA TUXEDO userlogs, or relational database system (RDBMS) logs. A distinct
Log Monitor process is used on each managed node to monitor a particular log and
map the information from incoming log messages to Log Central internal log format.
The log messages are then forwarded to the Message Sender.

Log Central Components on the Managed
Node

The flow of information from the managed resource through the agent to the Central
Collector is shown in Figure 1-2.

Note: Although two Log Monitors are shown in this diagram, the data collection

agent can in fact have one or any number of Log Monitor processes. You must
have a separate Log Monitor process for each log that you wish to monitor.
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Figure1-2 Log Central Flow of Information

MANAGED NODE

/

Managed Managed
Resource Resource
Temporary
Local File
Process Automatic
! ; When
Monitor
Log ,' Lo Central r%ﬁgﬁw
) / ) g RN X Host
File | File e SO Central Host
| L7 NS available is available
] . ld [N 2
> y s & v
. ; Message
Log Monitor !
Log Monitor g »| Queue R Sender
|
|
| a4

|
Data Collection Agent
|

L

v

/
/
/

start/stop_messaging

Messages
Sentto
Central
Collector

(e

Traps

4
Rule-based
Action

1-6

Log Central Administrator’'s Guide



LoG CENTRAL COMPONENTS ON THE MIANAGED NODE

Log Monitor

The Log Monitor reads the logs generated by the managed resource, such as a
computer system, a BEA TUXEDO application, or arelational database system. Log
Monitor maps the attributes in the managed resource log messages to attributesin Log
Central messages. Messages are then placed in the Message Sender queue for
forwarding to the Central Collector. Y ou need a dedicated Log Monitor process for
each managed resource.

Mapping of information into the Log Central internal format is provided
out-of-the-box for the following logs:

4 BEA TUXEDO user logs

4 Oracle alert logs

4 WindowsNT event log

M essage definitions are al so provided out-of-the-box for these log resources.

Thisisan extensible system in that other log resources can be incorporated into Log
Central aswell. To manage other log resources you need to provide two things:

4 A mapping to enable Log Monitor to translate the log messages into Log Central
format.

You can define different mappings for the same log file—up to 20 different Log
Central messages could be generated from a single message logged by the
managed resource. How to devise mappings for log files is discussed in
Chapter 4, “Integrating Logs into Log Central.”

4 Message definitions corresponding to the messages that will be forwarded by
data collection agents to the Central Collector. A message definition template
and command-line utilities are provided for loading message definitions when
setting up the Log Central system. This is described in Chapter 5, “Creating and
Loading Message Definitions.”

For a list of all the procedures for setting up Log Central, refer to Chapter 2, “Getting
Started.”
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Message Sender

The Message Sender reads incoming messages from its queue and forwardsthemtoits
primary Central Collector. If the primary Centra Collector is not available, the
Message Sender sends the message to a secondary Central Collector if a secondary
Central Collector has been defined. There should be one message sender for every
managed node.

Agent filters can be defined for the Message Sender to do the following:
4 Discard (not forward) specified messages

4 Send a Simple Network Management Protocol (SNMP) trap notification when a
specified message occurs

4 Execute ascript or program when a specified message occurs
4 Store a specified messagein alocal file
Configuring filters is described in Chapter 6, “Host and Filter Configuration.”

If none of the Central Collectors configured for this agent are accessible—due to a
network outage, for example—the Message Sender writes messages retrieved from
qgueue to a temporary local file. When the Central Collector becomes available, the
Message Sender automatically recovers all messages from the temporary file and
forwards them to the Central Collector. When automatic recovery is occurring, new
incoming messages have the highest priority and recovered messages are forwarde
when the Message Sender is not preoccupied with new messages.

Temporary files are automatically deleted once the messages have been forwarded
the Central Collector.

If the Message Sender is unable to save messages in a temporary file, the messages
discarded and an SNMP trap is generated.

For information on starting and stopping Log Central processes on the managed nod
refer to Chapter 8, “Starting and Stopping Log Central.”
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Process Monitor

Central

The Process Monitor (pr oc_noni t or ) isadaemon that runs on all managed nodesand

the central host. The Process Monitor is started whenever the st art _nessagi ng
command is invoked on a particular machine. The following processes “register” with
the Process Monitor at startup time:

4 start_nessaging
Log Monitor ( og_noni tor)
Message Sendeirgg_sender )

Message Receivengg_recei ver)

> & & o

Message Processarsg_pr ocessor)

The Process Monitor awakens at fixed intervals and checks all registered processes. If
configured to do so, it restarts any dead processes. The Process Monitor restarts the
processes with the user and group IDs that were passed to it at startup.

Collector

The Central Collector performs the following functions:

4+ Log information collected by the distributed data collection agents is forwarded
to the Central Collector. The Central Collector is your central point of access to
the stream of information flowing from distributed log agents. When you
monitor incoming messages using the Log Central Message Browser, the Central
Collector provides the messages to the Message Browser as they arrive from the
log agents.

4 The Central Collector is responsible for inserting incoming messages into the
Log Central database. The Log Central database may be located either on the
central host or on another machine in your network. The Central Collector is
your point of access to the historical log data maintained in the database. When
you make queries for historical log data through the Log Central Message
Browser, the Central Collector processes your requests, retrieves the requested
data from the database, and sends the data to the Message Browser.
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4 TheLog Central Console Basic Trap Configuration window allows you to do
basic configuration of SNMP trap notifications generated by the Central
Collector. More advanced conditions can be defined for generating SNMP traps
using agent filters. These are defined by editing the Log Central configuration
file (messagi ng. conf ) on the central host.

4 TheCentra Collector is also your point of access to the message definitions
maintained in the Log Central database. Requests for viewing or modifying
message definitions from the M essage Definition Editor are processed by the
Central Collector.

For fault tolerance, you can configure two Central Collectorswith one serving asthe
backup or secondary collector in case the primary Central Collector goes down or is
unavailable.

The Central Collector is made up of two processes, the Message Receiver and the
M essage Processor. The flow of information at the Central Collector is shownin
Figure 1-3.
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Figure1-3 Log Central Componentson the Central Host
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Message Receiver

M essages from the distributed data collection agents arrive at the Message Receiver.
The Message Receiver stores the incoming messagesin an intermediate file. A new
intermediate file is created every hour. Y ou can control how frequently the
intermediatefiles are deleted using the Log Central Console Storage M aintenancetool.

For information on using the Storage Maintenance tool, refer to Chapter 9, “Using the
Log Central Console.”

The Message Receiver generates an enterprise-specific SNMP trap if it cannot log
messages to an intermediate file. The number of failures that triggers a trap is define
by theBEA LC TRAP_EVERY_FAI LURES environment variable. If this environment
variable is not set, a trap is generated every 100 failures. The SNMP trap has an
enterprise-specific trap number of 90101.

Message Processor

The Message Processor performs the following functions:

4 Reads messages from intermediate files and inserts these messages into the Lo
Central relational database.

4 Handles user-initiated requests from Log Central Consoles, such as database
queries or forwarding of incoming messages for online monitoring.

4 Generates SNMP trap notifications if the user has enabled trap generation at the
Central Collector. This can be configured using the Log Central Console Basic
Trap Configuration window. Traps can be generated either on the basis of
severity or the message definition. How to do Basic Trap Configuration is
described in Chapter 9, “Using the Log Central Console.”
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CHAPTER

2 Getting Started

This chapter describestherequired administrative stepsto set up al og Central system.
The procedure assumes that you have aready installed Log Central on the managed
nodes and the central host, as described in the BEA Manager Installation Guide.

The following topics are included:

L4

¢
¢
¢

Setting Up Log Central

Optional Setup Tasks

Configuring Log Central

Configuring Multiple Instances of L og Central

Setting Up Log Central

To set up Log Central, perform the following steps:

1

Ensure that the Log Central relational databaseisinstalled and accessible to the
Log Central Central Collector.

For alist of supported databases, refer to the BEA Manager Release Notes. For
database installation details, consult the database vendor’s documentation. The
installed database must have a Java Database Connectivity (JDBC) driver
available. For details on how to install this, consult your database JDBC
documentation.

Create a Log Central database user (for exampleser ).

This user should have privileges to create and delete tables and modify their
contents. Allocate a minimum of 10 Mb of disk space for the database user. Log
Central uses this database user to access the database and create and update
tables that store Log Central messages.
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. Ingtall the Java Runtime Environment (JRE) on the Central Host machine.

The JRE should be available from your operating system vendor. Modify your
environment so that the path includes the directory that has the JRE program.

. On the central host, configure the Log Central system using thel ¢c_confi g

program, as described in “Configuring Log Central.”

Note: You need to create service entries for the UDP services—if they do not
exist— c_t al k (default port 7012) andc_conf (default port 7011).
These services need to be available on the central host, and managed
nodes, as well. For more information, consult your network administrator.

Service entry examples:

| c_conf 7011/ udp
lc_ talk 7012/ udp

. Create the Log Central database schema.

To do this, run théc_creat e_schema program. For more information, refer to
Chapter 3, “Configuring the Database for Use with Log Central.”

. Create mappings for logs that you want to monitor.

Each Log Monitor process on a managed node monitors a log and maps
incoming log messages to Log Central format. Mappings are provided
out-of-the-box for BEA TUXEDO logs, the Oracle alert log, and the NT event
log. You need to create mappings for other logs that you wish to monitor.

How to do this is described in Chapter 4, “Integrating Logs into Log Central.”

. Create and load message definitions.

In addition to the log message attributes that are contained in the messages sen
by Log Central data collection agents, further attributes for each message are
contained in the message definition, which is stored in the Log Central database
The definition includes such attributes as severity and recommendation (the
action recommended in response to a message). You can modify or add
definitions one at a time using the Message Definition Editor—a tool in the Log
Central Console. However, when initially setting up Log Central, you may want
to load a number of message definitions at once. It is easier to do this as a batch
process using command-line utilities provided for this purpose.

How to do this is described in Chapter 5, “Creating and Loading Message
Definitions.”

Note: You may wish to create subsystem entries. How to do this is described in
Chapter 3, “Configuring the Database for Use with Log Central.”
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8. Integrate Log Central with your network or system manager.

The Log Centra system itself is manageable from a management system that
supports Simple Network Management Protocol (SNMP). Log Central can also
be configured to send SNMP trap notifications to a system manager in response
to specified log messages.

How to do this is described in Chapter 7, “Integrating Log Central with an
SNMP Manager.”

9. Start Log Central components on the central host.

How to do this is described in Chapter 8, “Starting and Stopping Log Central.”

10. Start Log Central components, including the necessary Log Monitor processes,
on the managed nodes.

How to do this is described in Chapter 8, “Starting and Stopping Log Central.”

11. To use Log Central to monitor log resources, invoke the Log Central Console on
the Central Host using the_| aunch command.

How to do this is described in Chapter 9, “Using the Log Central Console.”

Optional Setup Tasks

Optional setup tasks include:

4 Setting environment variables

You might want to set environment variables if you want to run Log Central
without accepting all its defaults, such as with multiple instances of Log Central
or for debugging purposes. You can do so before starting Log Central. If you
want to set environment variables later, you must first stop Log Central, as
described in Chapter 8, “Starting and Stopping Log Central.”

Environment variables are described in detail in Appendix B, “Environment
Variables.”

4+ Specifying agent filters

If you want to specify filters for different managed nodes, modify the
configuration file appropriately. This is described in Chapter 6, “Host and Filter
Configuration.”
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Configuring Log Central

After you have ensured that all of the software components previously specified have
been properly installed, and you haveinstalled Log Central onthe central host, you can
proceed with configuring Log Central. To do so, you runthel c_confi g program.
However, before running this program, you should be prepared to provide the
information listed under “Required Information for Host Configuration Utility.”

Required Information for Host Configuration Utility

Running the c_conf i g program brings up the form shown in Figure 2-1. You might
want to fill out a worksheet first and have it handy.
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The numbered list that follows the figure correspond to the numbers in Figure 2-1.

Figure2-1 Host Configuration Utility

E‘%Log Central Host Configuration Utility

messaging.conf Parameters: /
Central Host Name: I quahog /

Interrediate File Prefix: I.fusrsﬂogt:entrall’f'ﬂssmdog

msg_processor.ini Parameters:

Fort nuraber for Log Central Ivessage Processor: I 001 £ 4

5
Datahase Setup: /

Datahase Vendor Marae: IORACLE j 6
What type of Database Cormection will sou nse? (® Native JDBC (" IDBC-ODBC Bridge 7
Database TRL: debc:oracle:ocig:@stingdb
Datahase Diiver Class Mare: Ioracle.jdbc.d.river.OracleDriver
I
JDBEC Driver File Path: IIdjskél.foracle.l’app.l’oracle.l’pmduct.fg.D.4I'jdbc.l’lib.l’classesl 11.zip e

Diatabase User Mame: I Io_usez| Datahase TTser Password: I Hkhhk
ok || Carcel | \

Enter the Database user Name

9 10

Y ou need to ascertain the following:

1. The central host machine name

This name should match the value returned by the host name command as run
on the central host.

2. Thestring to prefix to the names of the intermediate log files

3. The port number on which the Log Central message processor listens (the default
is 7001)

4. The database name (either Oracle or MSSQL )
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5. Thetype of database connection

For more information, refer to your database documentation.
6. TheURL to access the database

For more information, refer to your database documentation.
7. Thedatabase driver class name

For more information, refer to your database documentation.

8. Thecomplete file name to the JDBC driver (for example,
d:\orant\jdbc\lib\classeslll.zip)

The configuration program copies the file specified here to
install_dir/bin/JDBCDrvrForLC. zip

9. ThelLog Central database user name

This is the user you created in the second step under “Setting Up Log Central.”
The configuration program then uses this user to create and populate the tables
of Log Central.

10. The user password

Running the Host Configuration Utility

2-6

After you have determined the information in the preceding section, you run the hos
configuration utility, as shown in the following steps.

11. Run the c_confi g program on the central host.

The syntax fof ¢c_conf i g follows:

lc_config [-inifile initialization file]
[-conffile configuration file]l [-fn fontnane] [-fs fontsize]

The defaultforinitialization fileis
install _dirl/etc/nmsg_processor.ini

The default forconfi guration fileisinstall_dirl etc/messagi ng. conf
(wherei nst al I _di r is the directory in which you installed Log Central).

12. Fill out the fields of the script to correspond to those you determined earlier.

You can do more extensive configuration of Log Central than that which you have just
accomplished usingc_confi g. This is described in Chapter 6, “Host and Filter
Configuration.”
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Configuring Multiple Instances of Log
Central

An instance of aLog Central system consists of software integrated across a central
host and several managed nodes. All messages from Log Central are collected and
centralized on the central host. If one set of messages generated by aset of applications
isindependent of another set of messages generated by another set of applications, yet
they share at least one physical machine, and you need to administer both sets
independently, then you must configure multiple instances of Log Central. For
example, if you have more than one BEA TUXEDO domain, and you need to
administer them differently, then you would create a separate instance of Log Central
for each BEA TUXEDO domain.

To configure multiple instances of Log Central, for each additional instance perform
all the following steps on the central host:

1. Definetwo services in the services database similarto | ¢_conf and|l c_t al k,
using the following format:

conf_service port_nunber 1/ udp
nsg_service port_nunber 2/ udp

Make sure the domains use unused ports.
For example, they might have entries that look like the following:

| ¢c_conf_don® 9011/ udp
| c_tal k_don® 9012/ udp

2. Make acopy of the Log Central configuration file
(i nstall _dir/ etcl/messaging. conf), as, for example,
install _dirletc/messagi ng. conf.dong.

3. Make acopy of the Log Central initialization file
(install_dir/etclmessage_processor.ini), as, for example,
install _dir/etc/message_processor.ini.don.

4. Edit the copied messagi ng. conf file of step 2.

Change the TALK_SERVI CE parameter to the newly defined service. For
example, the parameter might look like the following:

TALK_SERVI CE = "l c_t al k_done"
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5. Inthe samefile, set the | PCKEY entry to a value different from the value of any
other instance. For example:

| PCKEY = Oxee220000

IPCKEY can take any numeric value. Use Ox to indicate a hexadecimal value.

6. Inthe samefile, set the | NI FI LE entry to the copied message_pr ocessor . i ni
filein step 3. For example:

INIFILE = install_dir/etc/message_processor.ini.donR2

7. Runthel c_confi g command to configure the newly copied file. For example:

lc_config -conffile install_dirletc/nessagi ng. conf.dom?
-inifile install_dirletc/message_processor.ini.dom?

8. Set the environment variable BEA LC | PCKEY to the value set in step 5, as, for
example, 0xee220000.

9. Set the environment variable BEA LC _CONF_SERVI CE to one of the new service
values, for example, if you are configuring a second instance, | c_conf _don?.

For more information about the two preceding variables, refer to Appendix B,
“Environment Variables.”

10. When you start the Central Collector, pass the comedlagi ng. conf file as a
parameter. For example:

start_messaging -f install_dirletc/nessaging. conf.dom?

On each managed node, perform steps 8 and 9 from the preceding list, using the sal
values.

Note: Make sure the environment variab&sA LC | PCKEY and
BEA_LC CONF_SERVI CE are set to correct values before running the
start_nessagi ng command on the managed nodes as well as the central
host. Also, usethe i ni fil e parameter for all the database commands, such
asl c¢_user _|ist. For more information on database commands, refer to
Chapter 3, “Configuring the Database for Use with Log Central.”
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3 Configuring the

Database for Use with
Log Central

Log Central has several utilities that configure the database. Use these utilities to
perform the following tasks:

L4
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Managing Your Database
Categorizing Messages by Resource
Deleting a Subsystem Entry

Managing Log Central User Entries

Managing Your Database

Y ou can manage your database by creating and del eting database schemas.
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Creating a Database Schema

Usethel c_creat e_schema application to create the database table definitions used
by Log Central to store message data. These tables are shownin detail in Appendix E,
“Database Schema.” The initialization fiteg_pr ocessor . i ni contains information
about connecting to the database. This file is described in detail in Appendix F,
“Initialization File.”

To run this application, simply type_cr eat e_schena on the Central Host.
The syntax of the command follows:

I c_create_schenma [-inifile inifilenane]

where:

inifilenanme
Specifies the complete file name of the initialization file. If no name is given,
the namersg_processor.ini isused. The initialization file is described in
detail in Appendix F, “Initialization File.”

If an error occurs, or the script called by the application aborts, run the
I c_drop_schenma application to clean up files that may have been created, correct the
problem, and recreate the schema.

Dropping a Database Schema

3-2

Use thd c_drop_schema application to drop the Log Central database schema. You
might want to do this because the script called by ther eat e_schema application
aborted. If so, ignore all error messages generatéd byt op_schema, since it may

try to drop tables and synonyms that were not yet created. You might also run the
I c_drop_schena application before reinstalling Log Central.

The syntax of the command follows:

I c_drop_schema [-inifile inifilenane]
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where:

inifilename
Specifiesthe complete file name of theinitiaization file. If no nameisgiven,
thenamensg_processor.ini isused. Theinitialization fileisdescribed in
detail in Appendix F, “Initialization File.”

Categorizing Messages by Resource

You might wish to partition the Log Central database, separating various messages
(such as NT events, Oracle messages, BEA TUXEDO messages, and so on) into
different categories. These categories represent a resource that generates messages;
these resources are knownsabsystems. Every message has two unique attributes,
message ID and subsystem. You can create, add, or drop subsystem entries, and delete
subsystems within Log Central, using thébsyst em cr eat e and

subsyst em del et e commands.

Creating Subsystem Entries in the Database

Use thesubsyst em cr eat e application to create subsystem entries in the Log Central
database. The syntax of the command follows:

subsystem create -s subsystem nane [ subsystem nane]
-d subsystem description [-inifile inifilenang]

where:

subsyst em nane
Specifies the subsystem name. This is one or more strings, each of up to eight
characters. Each string must be entirely in upper case, and it must be unique
in the Log Central database. You can supply a list of subsystem names.

subsyst em description
Gives a short description of the subsystem. This is a string of up to 40
characters. If it contains more than one word, enclose the entire string in
double quotes.
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inifilenanme
Specifiesthe complete file name of theinitializationfile. If no nameisgiven,
thenamensg_processor.ini isused. Theinitializationfileis described in
detail in Appendix F, “Initialization File.”

An example follows:
subsystem create -s ORACLE -d "Oracl e Dat abase Alert Log"

Note: If you wish only to modify the subsystem description, use the message
definition editor. Modifying the subsystem description is described in
Chapter 9, “Using the Log Central Console.”

Deleting a Subsystem Entry

34

Use thesubsyst em del et e application to delete a subsystem entry from the Log
Central database from the command line. All the megisdietions for the specified
subsystem are also deleted; however, the Log Cenésahges for the specified
subsystem not deleted. The syntax of the command follows:

subsystem del ete -s subsystem nane [ subsyst em nane]
[-inifile inifilenane]

where:

subsyst em nane
Specifies the subsystem name. You can supply a list of subsystem names.

inifilenanme
Specifies the complete file name of the initialization file. If no name is given,
the namersg_processor.ini isused. The initialization file is described in
detail in Appendix F, “Initialization File.”

An example follows:

subsystem del ete -s ORACLE
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Managing Log Central User Entries

Log Central provides a number of commands for creating and deleting users,
modifying user password, and listing available users found in the Log Central
database.

Add a User

Usethel c_user _cr eat e applicationto createanew user inthe Log Central database.
The syntax of the command follows:

I c_user_create -u usernane -p password [-inifile inifilenane]
where:

usernane
Specifies the name of the user to create, which can be up to 10 characters, and
contain any aphanumeric character, as well as a hyphen or underscore.

passwor d
Specifies the user password, which can be up to 10 characters, and contain
any printable ASCII character.

inifilename
Specifiesthe complete file name of theinitiaization file. If no nameisgiven,

thenamensg_processor. ini isused. Theinitialization fileisdescribed in
detail in Appendix F, “Initialization File.”

An example follows:

| c_user_create -u sinpson -p sinpsOn
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Delete a User

Usethel c_user _del et e application to delete a user from the Log Central database.
The syntax of the command follows:

I c_user_delete -u usernanme -p password [-inifile inifilenane]
where:

user nane
Specifies the name of the user to delete.

password

Specifies the password.

inifilenanme
Specifiesthe complete file name of theinitializationfile. If no nameisgiven,
thenamensg_processor.ini isused. Theinitializationfileis describedin
detail in Appendix F, “Initialization File.”

An example follows:

I c_user_delete -u sinpson -p sinmpsOn

Modify a Password

Use thd c_user _nodi fy application to modify a user password in the Log Central
database. The syntax of the command follows:

I c_user_nodify -u usernane -p ol dpassword -n newpasswor d
[-inifile inifilenane]

where:

user nane
Specifies the name of the user to modify.

ol dpasswor d
Specifies the current password.

newpasswor d
Specifies the new user password, which can be up to 10 characters, and
contain any printable ASCII character.
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inifilename
Specifiesthe complete file name of theinitiaization file. If no nameisgiven,
thenamensg_processor. ini isused. Theinitialization fileisdescribed in
detail in Appendix F, “Initialization File.”

An example follows:

I c_user_nmodify -u sinpson -p sinpsOn -n slnpsOn

List Users

You can use thec_user _l i st application to list all the users in the Log Central
database. The syntax of the command follows:

lc_user list [-inifile inifilenang]
where:

inifilename
Specifies the complete file name of the initialization file. If no name is given,
the namersg_processor. ini is used. The initialization file is described in
detail in Appendix F, “Initialization File.”
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CHAPTER

A4

Integrating Logs into
Log Central

The Log Monitor program integrates logs into L og Central. Log Monitor does the
following:

4 Monitors application logs for incoming messages.

4 Sdectswhich incoming log messages are to be forwarded to the Log Central
database.

4 Mapsthe attributesin log messages into the internal Log Central og message
format.

A number of predefined mappings of log formats are provided with Log Monitor. For
information on how to start Log Monitor using a predefined mapping, refer to

Chapter 8, “Starting and Stopping Log Central.” This chapter describes how to
construct mappings for additional log files that you want to monitor. Consult
Appendix A, “Message Format,” for information about the Log Central log message
format.

There are two ways to pass a mapping to Log Monitor when it is started:
4 As a series of options in a Log Monitor configuration file
4 As options passed on the command line

This chapter describes the configuration file options. Passing the options on the
command line, and the syntax used in starting Log Monitor, are discussed in Chapter 8,
“Starting and Stopping Log Central.”
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Log Monitor Configuration File Options

4-2

A Log Monitor configuration fileis simply alist of up to 20 different Log Monitor
filters, each on a separate line. Each filter consists of alist of Log Monitor options.

Filters can be used to specify which messages to drop. For example, if you use the - p
pattern option in afilter, alog message that satisfy thisfilter isthen forwarded by Log
Monitor. If thisisthe only filter in the file, any message not matching the pattern
specified by the - p option will be discarded.

Alternatively, you can usethe - x option to specify particular messages that you do not
want selected. To select which message to ignore, the - x option also uses a pattern to
determine amatch. Using patternswiththe- x and - p optionsisdiscussed bel ow under
“Using the -p and -x Options.”

Log Monitor tests each incoming message against each filter sequentially. A log

message that fails to be selected by one filter in the configuration file may be selecte
by one of the other filters. A log message is forwarded by the Log Monitor to the Log
Central database if it is selected by at least one of the filters in the configuration file.

You may want to use multiple filters to provide different mappings for different
message types.

If you use a configuration file to instruct Log Monitor how to map incoming log
messages, the name of the configuration file is passed to Log Monitor-in dipdion
when it is started.

Table 4-1 summarizes the options that are available for defining a mapping in a
configuration file.
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Table4-1 Log Monitor Configuration File Options

Argument

Description

-b body

body isastring that contains the body of the message.

-D date %" fornmat"

This option specifies the date format to use in the message.
See “Specifying the Date Format (%f).”

-d nsgid This option specifies the message ID to use in the message.
The default isL000.

-1 processl D This option specifies the process ID to use in the message.
The default is the process ID of the Log Monitor daemon
process.

-Mlog_Ievel This option specifies the logging level to use in the message.

This is a one-character string. The allowed values and their
interpretation are as follows:

N—Normal
V—Verbose
D—Debug
S—Special

-m subsystem

This option specifies the module subsystem name to use in
the message. The defaulnisne.

-n function

This option specifies the function name to use in the
message. The defaultisne.

-0 hostnane

This option specifies the host name to use in the message.
The default is the machine on which Log Monitor is
running.

-p pattern

This option instructs the program to forward only messages
that matchpat t er n, whichmay use special
metacharacters. Use the metacharacters defined under
“Using the -p and -x Options.”
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Table4-1 Log Monitor Configuration File Options

Argument

Description

-S

This option specifies one or more separators to be used to
calculate field values in the input message file for
corresponding % specifiers on acommand line. (The %~
format symbol is described in Table 4-2.)

If more than one separator is specified, all are used to count
the fields. If a message starts with a separator, the text
between thefirst and the second separator iscounted asfield
number 1. Fields are numbered starting with 1 (not 0). If a
message does not start with a separator, the first field
consists of the text up to the first separator.

For examples, see “Multiple Separators with the -S Option.”

-T transactionl D

This option specifies the transaction ID to use in the
message. The default is 0.

-u userlD This option specifies the user ID to use in the message. The
default is the current user (that is, the owner of the
| og_noni t or process).

-X pattern This option instructs the program to not forward messages

that matctpat t er n. To define a pattern, you can use the
metacharacters defined under “Using the -p and -x Options.”
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Table 4-2 Format Symbols

Character Description Examples
0 Used with an integer to specify aparticular -m %1 -S " |’
field. Must be accompanied by - S (from This selects the first field from the incoming
Table 4-1). message and usesit as the subsystem namein
The- S option specifies the character used to the corresponding Log Central message to be
separate fields in the message. generated. The field separator is the vertical
bar.
uc Specifies the starting character position for  -U %C10L4
the value. Must be followed by the L or S This selects the 10th, 11th, 12th, and 13th
symbol (not both) to terminate the value. characters from the incoming message to use
The L symbol specifies an absolute lengthin & the user 1D in the corresponding L og
characters of the value. Monitor message to be generated.
The S symbol specifies that the following -u %C10S|
character is to be a separator. This selects the string that starts at the 10th
character and ends immediately before the
next | character.
%/ Specifies user-defined values within formats, -N %3L5%11%/" This option
indicates a M NOR FUNCTI ON' - S:
This creates a function name entry composed
of the five-character string starting at
character 3, field 11, and the string Thi s
option indicates a M NOR
FUNCTI ON. The field separator is the colon.
% Specifies the format for the date value. This - D %1% " fornat”

option is used with the - D option only.
All values of % are detailed in Table 4-4.

This specifies that the date valuein field 1 is
in the format as specified by the format string
(f or mat).

Double quotes are required only if this option
is being given on the command line (or if
format contains one or more embedded
spaces).
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Specifying Option Values

Y ou can specify how thevaluefor an option isdetermined in two ways: by literal value
and by format. The methods can be mixed.

To specify the option by literal value, follow the option with the specific value. For
example:

-u KONG

-b "This is the nessage body."
-m "Mjor function"

-d 1234

If you specify both aliteral valueand aformat, theliteral must start with the characters
%/, which is explained in Table 4-2.

To specify the value by format, use format symbols to extract the value from the
application log message. Examples appear in Table 4-2 under »C and %v.

Example of Using Log Monitor with a Configuration File

4-6

Thefollowing is an example of acommand used to start Log Monitor with optionsin
aconfiguration file.

log nonitor -f forward options -i /hone/denmo/denp. mul _fld -t O

The configuration fileisnamed f or war d_opt i ons. The contents of
forward_options are

S|! -0 %8 -p sony -b %12 -T %10
-S|t -1 %6 -u %7 -b %11 -x error
S|! -m%3%W=%30S| -n %8%10 -b %11 -D %2

Each line pertains to onefilter or mapping for the/ home/ deno/ demo. mul _f 1 d log
file. Log Monitor works on these filters sequentially. L og Monitor picks one message,
appliesthethreefilters one after the other, then moves to the next message in the input
file.

The separator specification following the - S option indicates that either | or! is
considered to be a separator. Whichever one the parser encounters signals the start of
anew field. For an explanation of the- S option, refer to “Multiple Separators with the
-S Option.”
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Multiple Separators with the -S Option

When you use the - S option, you can specify multiple separator characters. The
following example shows how fields are numbered in such situations.

If the following is the incoming message:
abcd”xys”b| bbbb”

Specifying - S*| for the separator results in the following.

Field Number Contents
1 abcd

2 Xys

3 b

4 bbbb

Specifying - S” for the separator resultsin the following.

Field Number Contents
1 abcd

2 Xys

3 b| bbbb

Separators at the beginning of amessage areignored. For example, thefieldswould be
exactly the same as the previous table if the incoming message were:

| abcd”*xys”~b| bbbb”
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Using the -p and -x Options

4-8

The - p option specifies a pattern that is used to select messages for forwarding. If a
message does not match the pattern, it is not selected for forwarding by that filter.

The pattern may simply be a string. For example, if you use:
-p su:

then any message in which su: occurs will be selected. Y ou can aso use
metacharactersto select arange of values. For example, if you want to select messages
with ayear value from 97 to 99, you could use:

9[ 7- 9]
to specify such arange.

The - x option specifies a pattern that is used to select messages to be discarded. If a

message matches the pattern, it is not selected by that filter. (However, that message

might still be selected for forwarding by another filter if you are using multiple filters
in the same configuration file.)

Table 4-3 lists the metacharacters you can use with the - p and - x options.

Table 4-3 Metacharacters

Expression Description
? Matches any single character except a newline character.
% Matches the beginning of the line. For example,

%abc

matchesastring only if thelettersabc occur asthefirst three characters
of aline. The %symbol does not have its special metacharacter role if
it is not at the beginning of aline.

$ Matches the end of aline. For example,

xyz$

matchesastring only if thelettersxy z occur asthelast three characters
on theline. The $ symbol does not have its special metacharacter role
if itisnot at the end of aline.
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Table 4-3 Metacharacters

Expression Description

@ Escapes the following character (¢). When followed by any
metacharacter, the expression matches the metacharacter itself. For
example, @omatches a percent sign (which otherwise would be
interpreted as part of an expression specified as starting at the
beginning of aline).

Do not confuse this with the backd ash used on the command line to
escape characters that have special meaning to the command
interpreter.

* Indicates multiple occurrences of the preceding character or
expression. A single character followed by an asterisk is aregular
expression that matcheszero or more occurrences of that one character.
If the expression has multiple matches, it chooses the longest |eftmost
string that permitsamatch. For example, in aline starting aaabaa, the
expression a* would match aaa.

[string] Indicates a group of characters. A nonempty string of characters
enclosed in sguare brackets matches any one character in the string. If
the first character isacaret (), the regular expression matches any
character except anewline character and theremaining charactersinthe
string. Use a hyphen to indicate a range of consecutive ASCII
characters, suchas[ 0- 9] .

Here are examples of metacharacter usage with - x and - p:

[ aei ou]
Matches any single character that is a vowel.

[~a-zA- Z0- 9]
Matches any nonalphanumeric character.

-X [a-zA-Z][a-zA-Z]*$
Do not forward any messages containing lines that end in words. The
specification isto match an entire word, that is one containing one or more
alphabetic characters.

-p (7%)
Forward any messages with lines containing parentheses.

-X 9%gobbl edegook$
Ignores any message with aline that consists solely of gobbl edegook.
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Field Lengths

If the length of a string-valued field in the input file goes beyond its maximum, the
value is truncated. For example, if an input message contains the user ID
Adni ni strat or, it would be truncated to Adni ni st .

The maximum lengths of the fields are the following.

Field Maximum
Length

Subsystem Name 8
User ID 8
Hostname 20
Function name 40
Transaction Key 21
Timestamp 20
Message Body 2000
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Specifying the Date Format (%f)

When specifying the date by format, use the date format detailed in Table 4-4.

Table 4-4 Date Formats

Format

Explanation

%06

A literal percent sign

%a

Abbreviated weekday name (for example, Sun)

YA

Full weekday name (for example, Sunday)

%

Abbreviated month name of the locale (for example, Jan)

B

Full month name of the locale (for example, Januar y)

%

Day of month (1-31; leading zeroes are permitted but not required)

9w

Date as % %/ %y

%h

Same as %b

%

Hour (0-23; leading zeroes are permitted but not required)

%

Hour (0-12; leading zeroes are permitted but not required)

%

Day number of year (001-366; leading zeroes are permitted but not required)

%n

Month number (1-12; leading zeroes are permitted but not required)

o

Minute (0-59; leading zeroes are permitted but not required)

%P

Locale’s equivalent of AM or PM

%

Time as% : %t %8 %

%S

Seconds (0-59; leading zeroes are permitted but not required)

%

Time as%H: %t %8

%

Year within century (0-99; leading zeroes are permitted but not required)

%Y

Year, including century (for exampl&998)
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Filtering a System Log

This section gives an example of filtering a system log. The following file contains
messages from the UNIX system log (/ var / | og/ sysl og):

May 15 11:06:02 eclipse vnunix: psig: "EMclient" signal 15 was
masked, put back.

May 16 13:51:11 eclipse | pd[8951]: /usr/spool/lpd/Ipd-1og: No such
file or directory

May 17 10:38:12 eclipse su: 'su webuild failed for emlie on
/dev/ttyp4

May 17 13:54:28 eclipse vnunix: NFS wite error: on host iseult
renote file system full

May 17 13:54:37 eclipse | ast nmessage repeated 13 tines

May 17 14:40:42 eclipse | pd[9290]: /usr/spool/lpd/Ipd-1og: No such
file or directory

May 17 17:08:09 eclipse su: 'su root’ succeeded for enmlie on
/dev/ttypO

Our configuration file (conf _f i | e) contains the following lines:

-M LM VERBOSE -D "%1%/ %2%W %3% % % 99" -S " " -mNFS -d 123
-0 %4 -p "wite error" -u emlie -n %5 -b %6-

-D "%1%W %2% %3% % % % -S " " -mAUTH -d 124 -0 %4 -p su:
-u emlie -n %5 -b %6-

-D "UF1W 9%2% 3% % %d W -S " " -mPRINT -d 125 -0 %4 -p | pd
-u emlie -n %5 -b %6-

To filter the UNIX system log, run the following command:
log nonitor -i /var/log/syslog -f /hone/emlie/conf file

(For 1 og_noni t or command options, refer to Appendix 8, “Starting and Stopping
Log Central.”)
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This produces the following Log Central messages:

| N May 16 13:51:11
1998| PRI NT| 125] ecl i pse| 11593| eni | i e| | pd[ 8951] : | O] 1! / usr/ spool /| pd
/1 pd-1og: No such file or directory

| Nl May 17 10:38:12 1998| AUTH 124| ecl i pse| 11593| enilie|su:| 0| 1!’ su
webui ld’” failed for emlie on /dev/ttyp4

| V| May 17 13:54:28
1998| NFS| 123| ecl i pse| 11593| emi i e| viruni x: | O] 1! NFS write error: on
host iseult renmote file systemfull

| N May 17 14:40:42
1998| PRI NT| 125] ecl i pse| 11593| eni | i e| | pd[ 9290] : | O] 1! / usr/ spool /| pd
/1 pd-1og: No such file or directory

| Nl May 17 17:08:09 1998| AUTH 124| ecl i pse| 11593| enilie|su:| 0| 1!’ su
root’ succeeded for emlie on /dev/ttyp0

Thefollowing table shows how the mapping inthe second linein conf _f i | e produced
the second Log Central message shown in the preceding. Two generated lines of output
(the second and fifth messages in the preceding) were produced as a result of that

mapping.

Input Format Specification M eaning Output
su: -p su: Each message containing the Log Centra sample
specified string (su: inthiscase) messages2 and 5
is mapped according to the (shown preceding this
specificationsin the second lineof  table).
conf _file.
None. None provided. Reporting mode; uses the default, N
LM NORMAL, which producesan N
in the Log Central file.
May 17 -D "9%1W Y20/ Time stamp; constructed from May 17 14:40: 42
14: 40: 42 W3% o % /d" -S " " fields1, 2, and 3. 1998
Field not present - m AUTH Subsystem name; specified by AUTH
ininput. literal vaue.
Field not present -d 124 Message ID; specified by literal 124
ininput. value.
ecl i pse -0 Y4 Host name; taken from field 4. ecl i pse
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Input Format Specification Meaning Output
Field not present  None. Process ID; uses default (PID of 11593
ininput. the Log Monitor process), since
thereisno - | specification.
Fieldnotpresent -u enmilie User name; specified by literal emlie
ininput. value.
su: -n %5 Function name; extracted from su:
field number 5.
Field not present  None. Transaction |D; uses default (0). 0
ininput.
Field not present  None. Reserved. 1!

ininput.

"su webui | d’ -b %-6-
failed for
emlie on
/dev/ttyp4

Message body; constructed from
field 6 until the end of line.

"su webuil d’
failed for
emlie on
/dev/ttyp4

Note: There must be separators between the date format specifierswith % ; the same
separator should appear in the value specified for - D. Thisiswhy %W/ isusedin
thefirst part of the specification tofill in the corresponding separators between
the fields generated by Log Monitor.

Where fields are specified, the field numbers are cal culated by using the separator
specified with the - S option, which is a blank in the preceding example (the second

lineinconf_file).
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Specifying Date Format

To specify the date format, precede the data format with % .
If the input file contains lines like the following:

May 15 11:06:02 eclipse vnuni x: psig: "EMclient" signal 15 was
masked, put back.

May 16 13:51:11 eclipse | pd[8951]: /usr/spool /| pd/Ipd-1og: No such
file or directory

To map these dates, you could use the following:
-D "%1W %20 3% % %d 9 -S "t
If the input file contains aline like the following:

ecl i pse|su:|12/12/99 09: 20| 'su root’ succeeded for emlie on
/dev/ttypO

To map the date, you could use the following:

-D %3% "% % o - S

Converting Input Dates

Thefollowing rules are applied for converting the input specification into the internal
format:

4 If only the weekday is given (that is, without specifying aday of the month),
today is assumed if the given day is equal to the current day. Otherwise, the
corresponding day from the next week is assumed.

4+ If only the month is given (that is, without specifying a year), the current month
is assumed if the given month is equal to the current month. Otherwise, the
corresponding month from the next year is assumed. The first day of the month
is assumed if no day isgiven.

4 If only thetimeisgiven (that is, without specifying a date), today is assumed if
the given hour is greater than the current hour. Otherwise, the corresponding
time from tomorrow is assumed. If no hour, minute, and second are given, the
current hour, minute, and second are assumed.
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Thefollowing examples illustrate these rules. Assume that the current dateis
Tue Sep 22 12:19:47 PDT 1998.

| nput Line in Tenplate Dat e

Tue %a Sep 22 12:19:47 PDT 1998
Mon %a Sep 28 12:19:47 PDT 1998
Fri %a Sep 26 12:19:47 PDT 1998
Sept enber 9B Sep 1 12:19:47 PDT 1998
January B Jan 1 12:19:47 PST 1999
Decenber 9B Dec 1 12:19:47 PST 1998
Sep Tue % % Sep 1 12:19:47 PDT 1998
Jan Sat % % Jan 2 12:19:47 PST 1999
Dec Tue % % Dec 1 12:19:47 PST 1998
Jan Fri 2003 % Y% W Jan 3 12:19:47 PST 2003
Fri 9 % 9% Sep 26 09: 00: 00 PDT 1998
Feb 10: 30 % % ¥ Feb 1 10:00:30 PST 1999
10: 30 %H. oM Sep 23 10: 30: 00 PDT 1998
13: 30 %H. oM Sep 22 13:30: 00 PDT 1998
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CHAPTER

5 (Creating and Loading
Message Definitions

This chapter describes the following:
¢ Message Definitions
4 Getting Message Definitions into the Log Central Database

4 Using Other Message Definition Commands

Message Definitions

Applications generate messages in many different formats. Log Centra stores

messages in its database in one format. It also stores message definitions. Message
definitions provide static information about messages that may be generated by

various applications. Such information might include recommendations for how to
respond to specific errors. Message definitions can be viewed within the Log Central
Console with the Message Details window of the Message Browser. For more

information about the Message Browser, refer to Chapter 9, “Using the Log Central
Console.”

Message definitions provide information about probable causes or suggest corrective
actions in response to received messages. Two fields in the Log Central message
format—Description and Recommendation—are provided for this purpose. You can
access this information from the Log Central Console by invoking the Message
Browser Message Details window, as described in Chapter 9, “Using the Log Central
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Console,” or by exporting message definitions to a file, as described in this chapter il
“Exporting Message Definitions.” This information is stored in the message type
definitions in the Log Central database.

Message definitions are provided out-of-the-box for BEA TUXEDO applications,
Oracle Host Log, and NT eventlog messages. Utilities, which are described in this
chapter, are provided to add message definitions for other resources you wish to
manage. The Message Definition Editor of the Log Central Console can also be use
to update these fields. This facility allows users to update probable cause or
recommended action fields in light of their experience.

Getting Message Definitions into the Log
Central Database

To get message definitions into the Log Central database, you perform the following
two steps:

1. Create a Message Definition File
2. Load the Message Definition File

You can also modify or create message definitions one at a time through the GUI. Ho
to do this is described in Chapter 9, “Using the Log Central Console.”

Create a Message Definition File

5-2

To create a message definition file, perform one of the following two actions:

4 Construct your own file, following the structure and rules of the template
(install_dirletc/ msgdef. tenpl at e) supplied with Log Central.

4+ Copy the template and then edit it to your specifications.

The remainder of this section provides details.
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Description of Message Definition File

A message definition file contains one or more message definitions, each of which
consists of up to 10 fields. Two of those fields, SUBSYSTEMand SEVERI TY, must
appear in the first message definition, and can optionally appear in succeeding
definitions. If they are not specified in any definition after the first, their values are
inherited from thelast definition in which they were specified. Severity isan important
attribute of amessage. The severity of amessageis arating used to represent the
importance or impact of an event. For example, amessage that indicates high usage of
aprint spooler reportsaless severe event than amessagetelling you that an application
server has crashed. The Log Central Central Collector assigns a severity to messages
asit saves the message in the Log Central database or to generate SNMP traps. When
the Log Central Console displays messagesin its M essage Browser, the messages are
typically colored depending on their severity. If you want the same subsystem and
severity to apply to al message definitions, you can specify these values only in the
first definition. Typically, though, you would assign a different severity to each
message definition, and thus would repeat this field for each message definition.
Alternatively, you could group message definitions by severity, so asto preclude
having to repeat the same severity for each definition in a group.

The subsystem and message ID are used to correlate incoming messages in the Log
Central database with their corresponding message definitions. Thus, when amessage
with a particul ar subsystem and message ID arrives, you can display its corresponding
message definition.

Two of the fields, MESSAGE_| D and SUMMARY, must appear in every message
definition. The message ID uniquely identifies a message definition, while the
message summary gives it contextua identity.

Other fieldsare optional. If aparticul ar field appearsin one message definition, but not
in succeeding definitions, the value of that field isinherited by message definitions that
follow. Each message definition is enclosed within a pair of braces ({}).

The message definitions are stored in an ASCI | text file. Y ou can either construct your
own file, following the structure and rules of the template supplied with Log Central,
or copy the template and then edit it to your specifications. The template is found in
install_dir/etc/msgdef.tenpl at e. If you use the template, you must edit all
constructs following equals signs because the constructs specified in the template file
are just descriptive placeholders.
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Fields of a Message Definition File

5-4

Thefields of a message definition are shown in the following table in the order in
which they appear in the message definition file.

Field Name Format Description
SUBSYSTEM String field, single line, Subsystem name (for
maximum of 8 characters. example, TUXEDO,
syslog), which must appear
in the first message
definition.
MESSAGE_| D Integer, appearing on asingle The message ID, which
line, in the range 1-99999. must appear in every
message definition, which
must be unique within a
subsystem.
SUMVARY String field, single line, Summary of the
maximum of 40 characters. DESCRI PTI ON field,
which must appear in every
message definition.
SEVERI TY One of the following strings: The severity level of the
I nf or mati onal , War ni ng, message.
M nor,Major,Critical
DESCRI PTI ON String field, ononeor morelines.  Thetext to be associated
The total maximum of thisfield  with the message.

plusthe RECOMVENDATI ONfield
must not exceed 2 Gb.

RECOMVENDATI ON

String field, on one or morelines.
The total maximum of thisfield
plus the DESCRI PTI ONfield
must not exceed 2 Gb.

A recommendation of what
to do when encountering

this message.

EXECUTE_ON_UPLOAD

String field, single line,
maximum of 40 characters.

The path to a script or
executablefile to invoke
when the Central Collector
loadsthe specified message
into the Log Central
database.
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Example

Field Name

Format

Description

TRAP_ I D

Integer, appearing on asingle
ling, in the range 1-99999.

The specific SNMPtrap ID
to issue upon encountering

this message.

TRAP_ENABLED

A gtring, one of Yes or No.

A flag indicating whether
the SNMP trap isto be
enabled. Default isNo.

AUTO_ACKNONLEDGE

A gtring, one of Yes or No.

A flag indicating whether
the message isto be
automatically
acknowledged. Default is
No.

A sample message definition might look like the one following this paragraph. This
definition includes all of the possible fields. Its subsystem is TUXEDO, its

MESSAGE | D=1206, its severity isCri ti cal . The summary, description, and
recommendation are as shown. When the Central Collector |oadsamessage of D 1206
and subsystem TUXEDO, thefile sendal ert . exe is executed. This could, for
example, send an alert to the system administrator. Whenever amessage matching this
MESSAGE | D and subsystem appears, Log Central issuesan SNMP TRAP_I D=47. The

message is al so automatically marked as acknowledged.
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{

SUBSYSTEM = TUXEDO

MESSAGE | D = 1206

SUVVARY = Menory allocation failed for conpression

SEVER TY = Critical

DESCRI PTI ON = An attenpt dynamically to allocate nmenory fromthe\

operating systemfailed while conpressing a nessage.

RECOMVENDATI ON = Make sure the operating system paraneters are set\
correctly for the amount of menory on the machi ne and the anpbunt of nenory that\
can be used by a process. Reduce the nenory usage on the machi ne or increase\

t he amount of physical menory on the nachine.

EXECUTE_ON _UPLQAD = C:\bi n\sendal ert. exe

TRAP_I D = 47
TRAP_ENABLED = Yes
AUTO_ ACKNOALEDGE = Yes

}

Load the Message Definition File

Once you have constructed your own message definition file, you load it into the Log
Central database by entering the following command at the command-line prompt:

megdef inport [-f filenane] [-inifile inifilenane]
where:

fil enane
Specifies the compl ete file name from which the message definitions are to
be imported into the Log Central database. The contents of this file must
follow a specified format. If no file name is given, text is accepted from the
standard input of the terminal.

inifilenane
Specifiesthe complete file name of theinitializationfile. If no nameisgiven,
thenamensg_processor.ini isused. Theinitializationfileis describedin
detail in Appendix F, “Initialization File.”
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Using Other Message Definition Commands

There are aso command-line utilities that enable you to export message definitions
from the L og Central database to an ASCI| text file and del ete selected message
definitions.

Exporting Message Definitions

Y ou can export message definitions from the database to an ASCI| text file with the
msgdef _export command at the command-line prompt. The exported datais written
to afilein the format described in “Create a Message Definition File.” To export
message definitions, use the following command at the command-line prompt:

nsgdef _export [-f filenane] [-s subsystem nane
[-s subsystemnane...]] [-inifile inifilenane]

msgdef inport [-f filename] [-inifile inifilenane]
where:

fil ename
Specifies the complete file name to which the message definitions are to be
exported. If no file name is given, the message definitions are displayed on
the standard output of the terminal.

subsyst em nane
Specifies the subsystem name for which message definitions will be
exported. If no subsystem is given, the message definitions for all subsystems
are exported. You can supply a list of subsystem names.

inifilename
Specifies the complete file name of the initialization file. If no name is given,

the namersg_processor. ini is used. The initialization file is described in
detail in Appendix F, “Initialization File.”
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Deleting Message Definitions

Y ou can del ete the message definitions specified in the message definition file from
the Log Central database with the msgdef _del et e and subsyst em del ete
commands at the command-line prompt. If you want to delete a group of message
definitions you loaded previously, you could use the same message definition file you
used with the nsgdef _i nport command. If you want to delete a group of message
definitionsthat belong to aspecific subsystem, usethesubsyst em del et e command.

How to Delete a List of Message Definitions

Y ou can delete alist of message definitions by using the following command:
megdef _delete [-f filenane] [-inifile inifilenane]
where:

fil enane
Specifiesthe complete file name that contains alist of message definitionsto
be deleted. The contents of thisfile must follow a specified format, as
described in “Create a Message Definition File.” Only the subsystem name
and message ID are used for the deletion operation. If no file name is given
text is accepted from the standard input of the terminal.

inifilenane
Specifies the complete file name of the initialization file. If no name is given,
the namersg_processor.ini isused. The initialization file is described in
detail in Appendix F, “Initialization File.”

You might use this command to delete the message definitions you just loaded with
nsgdef i nport.

How to Delete Message Definitions Associated with a Subsystem

You can delete all the message definitions associated with a particular subsystem,
well as the subsystem name entry. To do so, use the following command:

subsystem del ete -s subsystemnane [ Subsystem nane]
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where:

fil ename
Specifies the complete file name to which the message definitions are to be
exported. If no file name is given, the message definitions are displayed on
the standard output of the terminal.

subsyst em nane
Specifies the subsystem name for which to delete all message definitions.
Y ou can supply alist of subsystem names. Only the subsystem name and
message | D are used for the deletion operation.
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CHAPTER

6

Host and Filter
Configuration

When Log Central starts, it reads a configuration file, messagi ng. conf , to determine

central host configuration and agent filtering. Some of the configuration attributesin

thisfile are set up for you when you run the Host Configuration Utility (I c_confi g),

as described in Chapter 2, “Getting Started.” This chapter describes optional additional
fields in the configuration file that you may want to modify. Topics discussed include:

4+ Default Configuration
4 Specifying a Backup Central Collector

4 Specifying Nondefault Global Parameters
4 Assigning Filters to Agents

4+ Defining Agent Filters

Log Central uses a single configuration file located on the central host. The
configuration file is an ASCII text file which you can modify with your favorite text
editor. The default location for the configuration file is:

UNIX systems
install_dir/etc/messagi ng. conf

Windows NT
C \install _dir\etc\nmessagi ng. conf

where:

install _dir
Is the directory where Log Central was installed.
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Default Configuration

When you complete theinitia setup using the Host Configuration Utility

(I c_confi g), your configuration is specified by an LC_GLOBAL entry. This entry
provides the name of the central host and the directory and prefix for intermediate
message files used by the Message Recelver to pass |og messages to the Message
Processor for inclusion in the relational database. For example:

LC GLOBAL
{
CENTRAL_HOST = "quahog"
LOGPREFI X = "/usr/lclog"

}

At the minimum, the configuration file must contain an LC_GLOBAL clause, in which
the keywords CENTRAL _HOST and LOGPREFI X must appear. The LC_G.OBAL clause
configures parameters for all nodes. The configuration file can contain other
constructs, but they are optional.

TheLog Centra configuration file consists of commented sectionsthat contain all the
permitted constructs you might need. After initially running the Host Configuration
utility, only the CENTRAL_HOST and LOGPREFI X fieldsinthe LC_GLOBAL entry are not
commented out. (In the configuration file the pound sign (#) indicates the start of a
comment.) However, you should look at the commented sections to get an idea of the
constructs that you can use in the configuration file to further customize your
configuration. Any modifications you make to the configuration file only take effect
after the st art _nmessagi ng command isused to start up the Log Central components.

Where to Put Intermediate Files

When the intermediate log files (specified by LOGPREFI X) reside on aremote file
system, performance of the Log Manager is adversely affected.

Werecommend using log files on the local file system if the log messagetrafficishigh.
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Specifying a Backup Central Collector

To specify a backup Central Collector, you need to add the following two linesto the
LC_GLOBAL entry in the configuration file:

BACKUP_HOST = host nane
BACKUP_LOGPREFI X = log file dirl prefix

For example, you might have an LC_GLOBAL entry that looks like this:

LC_GLOBAL
{
CENTRAL_HOST = "quahog"
LOGPREFI X = "/usr/lcl og"
BACKUP_HOST = "orca"

BACKUP_LOGPREFI X
}

Touseabackup Central Collector, the name of the backup host must be specified when
starting each of the log agents. Both the primary and backup Central Collectors must
be started before the agents are started.

"/ usr/backupl og"

For best performance, werecommend specifying local filesystemsfor the LOGPREFI X,
BACKUP_LOGPREFI X, and ESCALATI ON_DI R keywords in the LC_GLOBAL clause.

Host Name Usage

The host names used in the configuration file (CENTRAL_HOST, BACKUP_HOST, and
HOSTNANME) are the same as the value returned by the host name command on the
specified systems. For example, on a particular host, host nane returns

st ar. abc. com then the identifier for that host isst ar . abc. comand not st ar .
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Specifying Nondefault Global Parameters

6-4

The LC_GLOBAL entry in the configuration file can also be used to specify nondefault
values for the following:

¢ IPCkey

The default IPC key value is 0xeeee0000. Use the | PCKEY keyword in the
LC _GLOBAL entry to define a nondefault |PC key value.

IPCKEY can take any numeric value. Use 0x to indicate a hexadecimal value.

4 The communication service between the Message Sender and M essage Receiver

The default service name used for communication between the M essage Sender
(msg_sender ) processes and the Message Receiver (nsg_r ecei ver ) process
running on the central host or on the backup hostisl c_t al k. Usethe TALK_SERVI CE
keyword in the LC_GLOBAL entry to specify a nondefault service name.

4 Thelocation for the message processor initidization file (msg_pr ocessor. i ni)

neg_processor. ini istheinitiaization file used by themsg_pr ocessor process.
The default location of thisfileisi nstal | _dir/ etc/ msg_processor.ini,where
i nstal | _dir isthedirectory where Log Central was installed on the central host. To
specify a different location for the Message Processor initialization file, usethe | NI FI LE
keyword in the LC_GLOBAL entry.

4 Temporary log file directory for data collection agent on managed nodes

When a data collection agent is unable to forward messages to a Central
Collector, it writes log messages into atemporary log file. When the Central
Collector becomes available, the data collection agent automatically recovers the
contents of the file and forwards the messages to the Central Collector. The
default directory for these filesis/ t np on UNIX, and C: \ t np on Windows NT.
Use the ESCALATI ON_DI Rkeyword in the LC_GLOBAL entry to specify a
different directory for these log files. This directory nameisglobal sinceit isthe
same on all nodes that connect to this Central Collector.

All of the valid keywords that you can use in the LC_GLOBAL entry are described in
Table 6-1.
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Table6-1 LC_GLOBAL Keywords

Keyword

Data
Type

Description

CENTRAL_HOST

string

The host name of the central host, which is a mandatory field.

LOGPREFI X

string

The base name of the intermediate |og message files used by the
nsg_recei ver processrunning on the central host. Thisisa
mandatory field.

BACKUP_HOST

string

The host name of the machine where the backup Central Collector
runs. Thisfield is optiond. If thisfield is not specified, no backup
central host configuration is made.

BACKUP_LOGPREFI X

string

The base name of the intermediate |og message files used by the
nsg_recei ver processrunning on the backup central host. This
field is optiona unless the BACKUP_HOST keyword has been
specified, in which case it is mandatory. Thereis no default for this
field.

TALK_SERVI CE

string

The service name used for communication between the
nsg_sender processesandthensg_r ecei ver processrunning
on thecentral host or on thebackup host. Thisisanoptional field. The
default value of thisfieldisl c_t al k.

| PCKEY

i nteger

The IPC key for the Log Central subsystem. Thisisan optional field,

unless you have more than one Log Centra system. For details on

how to handle this situation, refer to Appendix B, “Environment
Variables.” The default value of this fielddseeee0000. | PCKEY

can take any numeric value. Use Ox to indicate a hexadecimal value.

I NI FI LE

string

The initialization file used by thesg_pr ocessor process. This is
an optional field. The default value of this field is
install _dir/etc/msg_processor.ini.

ESCALATI ON_DI R

string

The directory for storing temporary log files on managed nodes. The
name of the temporary log file directory is the same for all of the Log
Central hosts. (It can be a local or remote file system, but the name
should be same.) This is an optional field. The default value of this
field is/ t np on UNIX (C: \ t np on NT).

FI LTER

string

The filter identifier, if any filtering is required. (This option can be
repeated to specify multiple filters.) This is an optional field. There is
no default for this field. If né&l LTER entry is specified in the
LC_GLOBAL entry, no global filter is present.
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Assigning Filters to Agents

6-6

Agent filters can be used by the data collection agents to do the following:

4 Drop specified messages (that is, fail to forward them to the Central Collector)
4+ Execute aprogram or script when a specified log message occurs

4 Send an SNMP trap notification to an enterprise management system
Defining filtersis described under “Defining Agent Filters.”

Use of agent filters is optional. By default, no agent filters are defined.

Filters are invoked in either thec GLOBAL entry or thevANAGED_NODE entries in the
Log Central configuration file. In either case, a filter is invoked if a statement occurs
in the entry that has this form:

FILTER = "filternane"
wheref i I t er name cannot be longer than eight characters.

For each named filter that is invoked in this way in the configuration file, there must
be aDEFI NE_FI LTER entry in the configuration file that defines the named filter.

An agent filter can be global or it can be assigned to a specific machine (managed
node). An agent filter is global if it is invoked in the_GLOBAL entry in the
configuration file. For example:

LC GLOBAL
{
CENTRAL_HOST = "quahog"
LOGPREFI X = "fusr/lclog"
BACKUP_HOST = "orca"
BACKUP_LOGPREFI X = "/usr/ backupl og"
FI LTER = "BankAppTr ap"
}

BankAppTr ap might be a filter that generates SNMP traps when certain log message:
occur, for example. Of course, if you usel & TER statement, this presupposes that a
DEFI NE_FI LTER entry occurs in the configuration file, defining the invoked filter—
BankAppTr ap in this caseDEFI NE_FI LTER entries are described in “Defining Agent
Filters.”
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Using a MANAGED_NODE Entry

If an agent filter is global, then by default al agents use that filter. However, you can
aso:

4 Turn off the global filter for a particular managed node
4 Assign aparticular filter to a particular managed node
To do either of these things requires a MANAGED_NODE entry in the configuration file.

The MANAGED NODE entry is simply alist of assignments defining the filters for a
managed nodein your L og Central system. A MANAGED NODE entry isrequired only if
you wish to specify non-global filters. No more than one MANAGED NODE entry may be
specified for each managed host.

If aMANAGED NODE entry isnot specified for amanaged node, that nodeinheritsall the
global filters (if any), as specifiedinthe LC_G.OBAL entry. The simplest approachisto
use global filtersfor situations that apply to the greatest number of hosts, and specify
any exceptions within the MANAGED NODE entry.

Turning Off Global Filters on a Particular Node

If you want to turn off the global filters for a particular managed node, use the
GLOBAL_FI LTER statement in a MANAGED_NODE entry for that managed node. Global
filters are turned off for machine bi gi r on in the following example:

MANAGED NODE

{
HOSTNAME = " bi gi ron"
GLOBAL_FI LTER = "NO'

}
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Assigning a Filter to a Particular Node

A MANAGED NODE entry can be used to assign aparticular filter to aparticular machine.
Y ou might do this if you want to define a custom filter for a particular log resource
being managed by a single agent. For example:

MANAGED NCDE
{
HOSTNAMVE = "peach”
FI LTER = "F4"

}

Inthisexample, filter F4 isused by the log agent on machine peach, in addition to any
global filtersthat may be defined in the LC_GLOBAL entry. In the following example,
the agent on machine nar mal ade does not use any global filters but appliesfilters F2
and F3 to incoming log messages:

MANAGED NCDE
{
HOSTNANME = "mar mal ade
FI LTER = "F2"
FI LTER = "F3"
GLOBAL_FILTER = "NO'
}

Valid keywords for the MVANAGED NODE entry are described in Table 6-2.

Table 6-2 Valid Keywordsfor the MANAGED_NODE Entry

Keyword Data Description
Type

HOSTNAME string The host name to which this MANAGED NCDE
entry applies. Thisis amandatory field.

FI LTER string The filter identifier, if any filtering is required.
(This option can be repeated to specify multiple
filters)

GLOBAL_FI LTER string Specifies whether to include global filters or not

(if thiskeyword is not specified, global filtersare
included). Valid values are YES and NO.
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Defining Agent Filters

In order to invoke afilter inan LC_GLOBAL or MANAGED_NODE entry, the filter must of
course be defined, in aDEFI NE_FI LTER clause. If you usefilters, the DEFI NE_FI LTER
clause must appear in the configuration file before the LC_ G OBAL clause.

A DEFI NE_FI LTER entry hasthe following syntax:

DEFI NE_FILTER "filternane"
if condition

{

action_statenent 1

[ action_stat enent 2]
[ action_statenent N

}

Y ou can specify one or more actions to be taken when condi t i on evaluates to true.

A condition can be simple or complex. Thefollowing isan example of afilter that uses
asimple condition:

DEFI NE_FI LTER " Dr opl nf 0"
if (MSG D == 8)

{
REMOTE = "NO'

}

Thisentry definesafilter named Dr opl nf o. Thisfilter specifiesthat a message having
amessage ID of 8 isdropped, that is, it isnot sent to the Log Central Central Collector.
Y ou might use such afilter to drop messages that you do not wish to monitor. By
default, data collection agents send all messages to the Central Collector, that is, the
default value of REMOTE is YES.

Complex conditions can be built up from simple conditions using logical operators.
The following logical operators can be used to build up complex conditions.
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Table 6-3 Logical Operatorsfor Usein Defining Conditions

Syntax I nterpretation

I'(condi tion) Evaluatesto true when condi t i onisfalse.
(conditionl) &% Evaluatesto trueif both condi t i on1 and
(condition2) condi tion2aretrue.

(conditionl) || Evaluatesto trueif either condi t i on1 or
(condi tion2) condi t i on2 (or both) istrue.

For instance, the earlier Dr opl nf o example might not suit your need if you are
monitoring two subsystems which both have messages with a message ID of 8. You
might want to only drop messageswith amessage | D of 8 from one of the subsystems.
Thefollowing filter drops only messages with amessage ID of 8 from subsystem NDB:

DEFI NE_FI LTER " Dr opl nf 0"

if ((SUBSYSTEM == "NDB") && (MSA D == 8))
{
REMOTE = " NO'
}

Only attributesin the message header, or contents of the message body, can be used to
define message filtering because only these components of the message are available
to the data collection agents. The attributes contained in the message definition cannot
be used for filtering at the local agent because they are stored in the Log Central
database and are only accessible to the Central Collector.
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Defining Conditions

The following keywords can be used to define conditions.

Table 6-4 Keywordsfor Usein Defining Conditions

Keyword Data Type M essage Attribute

PID Number Process ID

MSGID Number Message ID

SUBSY STEM String Subsystem name

LOG_LEVEL String (oneof N, V, D, Logging level

orS)

HOST String Host name

FUNCTION String Name of the interna
function that issued the
message. Thiscan beup to
40 charactersin length.

TXKEY String Transaction key. This
string can be up to 20
charactersin length.

USER String User ID

MSGBODY String String to test for amatch in

the body of the message

Note: String values must be enclosed in double quotes.

Table 6-5 describes the relations that can be used in defining conditions. Note that the
symbols have a somewhat different interpretation for string arguments than for
numeric arguments. Perhaps the most useful relational operator for stringsis >=.
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Table 6-5 Relationsfor Usein Defining Conditions

Symbol M eaning

== Numeric: Isequd to
String: Isidentical to

1= Numeric: Isnot equal to
String: Does not match

>= Numeric: Greater than or equal to
String: Contains or isthe same as

<= Numeric: Less than or equal to
String: Is asubstring of or isthe same as

> Numeric: Greater than
String: Contains and is not the same as

< Numeric: Less than
String: Is asubstring of and is not the same as

Defining Actions
Y ou can specify one or more actions to be taken by a data collection agent when a
condition evaluates to true. Three types of action statement are possible:
4 Dropping aMessage
4 Executing a Command

4 Sending an SNMP Trap Notification

Dropping a Message

Y ou can instruct the data coll ection agent not to send the message to the central host:
To do so, use an action statement of the following form:

REMOTE = " NO'
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Executing a Command

Y ou can instruct the data collection agent to execute aprogram or invoke a shell script
or batch file. To do so, use an action statement of the following form:

COWNVAND = "execut abl e_pat h [ argunent s]"

execut abl e_pat h
The name of the program or script, including the full path.

Sending an SNMP Trap Notification

Y ou can instruct the data collection agent to send an SNM P trap notification when the
filter's condition evaluates to true. To do so, use an action statement of the following
form:

TRAPI D = speci fic_trap_nunber

The data collection agent sends the numeric value entered for
speci fic_trap_number in the specific trap ID field of the SNMP trap notification
packet.

For example:

DEFI NE_FI LTER " AppTr ap”
if ((SUBSYSTEM == "APP") && (MSGID = 11))

{
TRAPI D = 5001
}

This filter causes the data collection agent to generate an enterprise-specific SNMP
trap with a specific trap ID of 5001 when the agent receives a message with a message
ID of 11 from subsystempPP.

The valid keywords in the action part of a filter are shown in Table 6-6.
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Table 6-6 Keywordsfor Usein Defining an Action

Construct Data Type Description

REMOTE String YES or NO. If you specify NO, the
message is dropped.

LOCAL String /path/filenane

COMMAND String /pat h/command argl arg2

TRAPID Integer Enterprise-specific SNMP trap ID.

Example

Y ou have one central host and six managed nodes. Y ou havefivefilters (which we can
number F1 through F5) that you want to apply this way:

Host Filter Combination
H1l F1,F2,F3

H2 F1, F2, F3, F4

H3 F1, F2, F3, F5

H4 F1, F2

H5 F1,F2, F3

H6 F1,F2, F3

4+ You want filters F1, F2, and F3 to apply to all hosts, except host H4, so you
specify these three in an LC_GLOBAL entry.

4 You want host H2 to have accessto filter F4. Since F4 is not globally specified,
you need a a MANAGED NODE entry within which you specify filter F4. Host H2
already knows about filters F1, F2, and F3.

4 You use the same technique for host H3, so that it can use filter F5.
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4 You want host H4 to use only filters F1 and F2; that is, you specifically do not
want host H4 to inherit the three global filters. To accomplish this, you need a
MANAGED NODE entry, within which you “turn off” that inheritance with the
G.OBAL_FI LTER keyword. Doing so requires again individually specifying
filters F1 and F2.

Note: When you are assigning filters to a specific machine, be aware of the path
syntax for the machine. For example, trying to use UNIX path syntax on a
Windows NT machine could generate errors.

The following configuration file accomplishes this:

DEFI NE_FI LTER " F1"

if ((USER == "test") || (PID == 12))
{
REMOTE=" NO"
}

DEFI NE_FI LTER " F2"

if ( LOGLEVEL == "D" )
{
LOCAL="/usr/ nyl ogs/ | ocal | og"
REMOTE=" NO"

DEFI NE_FI LTER " F3"
if ( MBGBODY >= "network" )

{
COVMAND="/ usr / nybi n/ noti fy_adm n"
}
node
DEFI NE_FI LTER " F4"
if ( SUBSYSTEM =="KERNEL" && MSGBODY >= "fatal" )

{
COVMAND="/ usr / nybi n/ noti fy_adm n"
TRAPI D=123

}
DEFI NE_FI LTER " F5"
if ((SUBSYSTEM == "NDB') && (MSGI D == 12))

{
REMOTE=" NO'
TRAPI D=343

}
LC _GLOBAL
{
CENTRAL_HOST
LOGPREFI X
FILTER
FILTER

" quahog"
"[usr/lmog"

T

1"
on
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FI LTER = "F3"
}

MANAGED NCDE

{
HOSTNAVE = "H2"

FILTER ="F4"
}

MANAGED NCDE

{
HOSTNANME = "H3"

FI LTER ="F5"
}

MANAGED NCDE

{
HOSTNANME = "H4

# Do not use global filters
GLOBAL_FI LTER="NO'
FI LTER "F1"
FI LTER "F2"

Filter Recommendations

Use enough parentheses in the “if” statement in a filter definition to preclude
ambiguities in the evaluation, since precedence rules are not followed strictly during
evaluation.

Enclose any string value in double quotes.

Try to use filters as little as possible. Since each log message has to go through all
the filters, throughput can be adversely affected. G@KAND action in particular is
very costly.
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CHAPTER

.

Integrating Log Central

with an SNMP
Manager

Log Central supports Simple Network Management Protocol (SNMP), the de facto
industry standard for management of system and network resources. This capability
enables monitoring and fault management of log resources or the Log Central system
itself from any SNMP-compliant system manager.

Log Central includes an agent that can be used to monitor the Log Central processes

on the machine on which it is running. Using this agent, you can instruct an SNMP

manager, or an intelligent agent like the BEA Manager Agent Integrator, to poll to
periodically check conditions—for example, to ensure that Log Central processes have
not died. Log Central data collection agents as well as the Central Collector can also
be configured to send event notifications—catieghs in SNMP terminology—to

SNMP managers when critical log messages occur.

This chapter describes how to integrate Log Central with an SNMP manager and
includes the following:

4 Facilities for Managing Log Central
4 Setting Up SNMP Management of Log Central

4 Integrating Events Generated by Agent Integrator Polling
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Facilities for Managing Log Central

Thefacilities provided by Log Central for SNMP systems management are the
following:

4 Management Information Base Support for Log Central
4+ Process Monitor Agent

4 Central Collector SNMP Trap Generation

¢

Data Collection Agent SNMP Trap Generation

Management Information Base Support for Log Central

A Management Information Base (M1B) describes the attributes of the managed
resourcein away that an SNM P management system can understand. An SNMP MIB
must bewritten in Abstract Notation One (ASN.1) and beformatted in conformity with
the SNMP standards. Two MIB files are provided with Log Central that contain
information for managing Log Central. These files fully conform to the SNMP
standard and are ready for loading into your SNMP manager. The MIB files are:

bea. asnl
Thisfile contains MIB definitions for other BEA Manager products as well
as Log Central. The Log Central-specific part of thisMIB is the Process
Monitor M1B, which enablesamanager to communicate with the Log Central
ProcessMonitor agent (pm_snnpd). The Process Monitor MIB isdescribedin
Appendix D, “MIB Reference.”

bea. asnl
This file contains MIB definitions for other BEA Manager products as well
as Log Central. The Log Central-specific part of this MIB is the Process
Monitor MIB, which enables a manager to communicate with the Log Central
Process Monitor agenpifh snnpd) Appendix D, “MIB Reference.”
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Process Monitor Agent

The Process Monitor agent (pm snnpd) enables you to monitor the Log Central
processes on the machine on which the agent isrunning. For example, you can find out
the number of times the Process Monitor hasrestarted a process. The attributes of Log
Central processesthat can be managed with this agent are documented in Appendix D,
“MIB Reference.”

The Process Monitor agent can be run as a standalone SNMP agent or as an SNMP
Multiplex Protocol (SMUX) subagent under a master agent such as the Agent
Integrator.

Central Collector SNMP Trap Generation

The Central Collector has the ability to generate SNMP trap notifications in response
to incoming log messages. This is simple to configure, using the Log Central Console
Basic Trap Configuration window, but it is not as fine-grained as the trap generation
capability of the data collection agents. The Central Collector can be configured to
send a trap based on either the severity of the log message (a measure of the impact on
users of the condition that the message is reporting) or, on the message type definition.
If you base trap generation on the message definition, a trap is generated if the Trap
Enabled attribute is set &&S.

Data Collection Agent SNMP Trap Generation

The data collection agents that you install on the managed nodes have the ability to
generate SNMP trap notifications in response to log messages. To activate this feature,
you need to define one or more agent filters in the Log Central configuration file
(messagi ng. conf ). You can define global filters that are used in common by all the

log agents, or you can define filters that differ from agent to agent. This is described in
Chapter 6, “Host and Filter Configuration.”
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Setting Up SNMP Management of Log
Central

7-4

To set up Log Central for monitoring by an SNM P management system, do the
following:

1

Decide what management information you want to collect.

For example, you might want to consider which log messages that enter the Log
Centra system should generate SNMP traps for forwarding to your SNMP

manager. Also, you might want to consult Chapter D, “MIB Reference,” which
provides information on the aspects of the Log Central processes that can be
monitored using the Process Monitor agent.

Define the destination for SNMP traps in the BEA Manager configuration file.

The TRAP_HOST entry in the BEA Manager configuration fileaprgr . conf)
defines the machine and port used by Log Central components as the destinatio
for trap notifications. By default this is the local host. Be sure to edit this file to
point to the proper destination for traps. For more information, refer to the
“Configuration Files” chapter in th&gent Integrator Reference Manual.

Configure basic trap generation (if desired).

The Log Central Console has a tool called Basic Trap Configuration that allows
you to set up the Central Collector to issue traps under conditions that you
specify. This tool is described in Chapter 9, “Using the Log Central Console.”

Load the Log Central MIBs into the management system.

You may want to look at thagent Connection for M3 and TUXEDO Systems
Reference Manual for examples of how this is done, or else consult the
documentation for your management system. The necessary files are:

bea. asnl
bea | c_trap.asnl

Configure the management system to take appropriate action in response to Lo
Central trap notifications.

You may want to change the way in which Log Central SNMP traps are
displayed on your management console, or the actions that the management
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system takes in response to specified events. You might choose to ignore some
routine informational notifications. For example, the OpenView Event
Configuration window allows you to modify the event configuration to ignore an
event, to generate a pop-up notification, or to run a program or script when the
event is received. If you are using OpenView, you might also want to create a
separate category for Log Central events. For more information, refer to the
Agent Connection for M3 and TUXEDO Systems Reference Manual .

. The management system needs to recognize the enterprise of the Log Central
traps.

For example, in HP OpenView, you must create anew enterprise entry using the
object identifier (OID) for Log Central. The enterprise nameis
beaSyst enDescr andtheOID is. 1.3.6.1.4.1.140.1.1.

. Define Agent Integrator polling rulesto poll the Log Central Process Monitor (if
desired).

A polling ruleis defined by aRULE_ACTION entry in the BEA Manager
configuration file (beamgr . conf ). Thisisdescribed in the Agent Integrator
Reference Manual. When a user-defined threshold is crossed, the Agent
Integrator sends an enterprise-specific trap to the destination specified in the
TRAP_HOST entry in the BEA Manager configuration file. The enterprise name
and OID of thetrap are the same as for Log Central traps (see Step 6). If you use
this option, you will need to also follow the procedure outlined under
“Integrating Events Generated by Agent Integrator Polling.”

. Configure the Data Collection Agents to generate SNMP traps (if desired).

The Message Sender (a component of the data collection agent on a managed
node) can generate traps in response to incoming log messages based on filters
that you define in the Log Central configuration file{sagi ng. conf ). This

allows a more fine-grained selection of which log messages prompt generation
of SNMP traps than is possible using the Basic Trap Configuration window on
the Log Central Console. You can select messages for SNMP trap generation
based on any attribute contained in the message header, or based on text in the
body of the message. Agent filter configuration also allows you to specify
different SNMP trap generation rules for each managed node, if desired.
However, messages cannot be selected for trap generation at the Message Sender
based on attributes contained in the message definition (such as Severity or
Description) because the definition database is available only to the Central
Collector. For more information, refer to Chapter 6, “Host and Filter
Configuration.”
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Integrating Events Generated by Agent
Integrator Polling

Agent Integrator can be used to do polling of resource attributes monitored by the
Process Monitor agent, or other managed resources. To integrate the Agent Integrator
threshold-checking activity with the management system, do the following:

1. Set upthe Agent Integrator polling rules.

A palling ruleis defined by a RULE_ACTION entry in the BEA Manager
configuration file (beamgr . conf ). Thisis described in the Agent Integrator
Reference Manual.

2. The management system will need to recognize the enterprise of the Agent
Integrator traps.

For example, in HP OpenView, you must create a new enterprise entry using the
object identifier (OID) for Agent Integrator. The enterprise nameis
beaSyst enDescr andtheOIDis.1.3.6.1.4.1.140.1. 1.

The Agent Integrator generates an enterprise-specific SNMP trap when the
condition defined in the ruleis satisfied (evaluatesto TRUE). The traps
generated by the Agent Integrator use the same enterprise identifier as traps
generated by Log Central.

3. Configure the management system to recognize the events generated by Agent
Integrator.

For example, in HP OpenView, you can add a new event type by selecting Event
Configuration - Edit — Add Event. In this case you would use the following as
the event number:

.1.3.6.1.4.1.140.1. 1. 0. speci fi c_trap_number

4. Configure the management system to respond appropriately to incoming Agent
Integrator events.

Thisinvolves essentially the same process as described under Step 5 under
“Setting Up SNMP Management of Log Central.”

For more information about Agent Integrator, consultAgent Integrator Reference
Manual.
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8 Starting and Stopping
Log Central

TouseLog Central, you need to start aCentral Collector on your central host and start
the agents on the managed nodes.

This chapter discusses the following topics:

4 Starting the Log Centra Data Collection System
4 Stopping the Log Central Data Collection System
4 Displaying Log Centra System Information

The proceduresfor starting Log Central described in this chapter assume that you have
completed the initial configuration steps discussed in Chapter 2, “Getting Started.”
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Starting the Log Central Data Collection
System

The procedure for starting Log Central follows:

1. Runthestart_nessagi ng command on the central host to start the Central
Collector.

After starting the Central Collector, the st art _messagi ng process continues to
run and acts as the server of the host and filter configuration to the
start_nessagi ng process on managed nodes. The st art _nmessagi ng
command al so starts the Process Monitor (the pr oc_noni t or process). The
Process Monitor monitorsthe st art _nmessagi ng process to ensure that it
continuesto run and restartsit if it dies. The st art _messagi ng processin turn
monitorsthe proc_noni t or process and restartsit if it dies.

Because L og Central processes on the central host provide Log Central agents
with their configuration information when they are started, the Central Collector
must be started before any of the data collection agents are started

This is described under “Starting Log Central on a Central Host.”

Note: If you are using a backup Central Collector, start it at this time also.

2. On each managed node, usesther t _messagi ng command to start the
Message Sender and Process Monitor.

This is described under “Starting Log Central on the Managed Nodes.”

3. On each managed node, start a Log Monitor process for each log resource that
you wish to manage.

This is described under “Starting Log Monitor.”
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Starting Log Central on a Central Host

The st art _nmessagi ng command starts Log Central components on the central host.
The minimum set of components started by the st art _nessagi ng command on the
central host are:

4 Message Receiver (msg_r ecei ver)

4 Message Processor (msg_pr ocessor)

4 Process Monitor (pr oc_noni t or)

4 Message sender (msg_sender )

Tousethest art _messagi ng command on the central host, enter the following
command:

start_messaging [-f config file] [-q] [-v] [-h] [central host]
[ backup_cent ral _host]

where:

-f config file

-h

Usesconfig_fil e astheLog Central configuration filein place of the
default (i nst al I _di r/ et c/ messagi ng. conf ).

Makes the process “quiet”; that is, no informational messages are displayed.

Specifies the verbose option, which displays informational and debug
messages.

Prints out detailed usage information.

central _host

Specifies the host name of the machine acting as the primary central host. If
not specified, the current host is considered to be the central host. This
parameter must be specified when starting the Log Central system on the
backup host or a managed node.
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backup_central _host
Specifiesthe host name of the machine where the backup Central Collector is
running. Datacoll ection agents connect to the backup Central Collector if the
Central Host cannot be reached.

Note: Y ou need to specify a backup central host with the st art _messagi ng
command only if you are starting a data collection agent on the central host in
addition to a Central Collector.

Because L og Central processes on the central host provide Log Central agents with
their configuration information when they are started, the Central Collector must be
started before any of the data collection agents are started.

After being invoked, the st art _messagi ng process continues to run and can be used
to stop the Central Collector (and other central host Log Central processes) by
invoking the st op_nessagi ng command. Use of the st op_nmessagi ng command is
described in “Stopping the Log Central Data Collection System.”

Thest art _messagi ng process must be able to find the Log Central configuration file
(messagi ng. conf ). The default location of this file is:

¢ install_dirletc/ messagi ng. conf on UNIX systems
¢ install_dir\etc\nessagi ng. conf on Windows NT systems
Thei nst al I _di r variable is the directory under which you installed Log Central.

If you wantst art _nessagi ng to use a configuration file that does not reside in the
default location, invoket art _nessagi ng with the - f option to provide a path to the
file.

When starting a backup Central Collector, you must specifgdheral _host
parameter. It is not necessary to specifydbet ral _host when starting the primary
Central Collector becausg¢art _nessagi ng assumes that the machine it is invoked
on is the central host if this parameter is not specified.

Oncethest art _nessagi ng process is started on the central host, changes made to the
Log Central configuration file will not take effect until the next time the Log Central
processes are started usingghert _nessagi ng command.
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Starting Log Central on the Managed Nodes

A managed node is any machine remote from the Central Collector that has log
resources that you want to monitor. To start the Log Central processes on a managed
node, do the following:

1. Start the Message Sender and Process M onitor by invokingthe st art _messagi ng
command. The syntax for the st art _messagi ng command, when used on a
managed node, follows:

start_messaging [-q] [-v] [-h] [central host
[ backup_central _host]]
where:
-q
Makes the process “quiet”; that is, no informational messages are
displayed.
-V
Specifies the verbose option, which displays informational and
debug messages.
-h

Prints out detailed usage information.

central _host
Specifies the host name of the machine where the primary Central
Collector is running. If not specified, the current host is assumed to
be the central host.

backup_central _host
Specifies the host name of the machine where the backup Central
Collector is running. Data collection agents connect to the backup
Central Collector if the primary Central Collector cannot be reached.

Note: You must have already invoked thear t _messagi ng command on the
central host.

2. Start a Log Monitor process for each log resource that you want to monitor.
This is described under “Starting Log Monitor.”

Note: You must invoke thet art _nessagi ng command on the managed node
before starting the Log Monitor processes.
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To start the Log Central subsystem on a managed node, you must supply the name of

the central hosttothest art _nessagi ng process. Thest art _messagi ng processon

the managed node connects to the st art _messagi ng process running on the central

host, using the udp service defined by the environment variable

BEA _LC CONF_SERVI CE. The st art _messagi ng process on the managed node then
downloads the local host’s configurationBEA_LC CONF_SERVI CE is not defined, a
service called c_conf is used by default. Thet art _nessagi ng process then starts
the Log Central subsystem according to the configuration received from the central
host.

Starting Log Monitor

You must start a Log Monitor process for each log that you want to monitor on a
managed node. The Log Monitor reads the logs generated by the managed resourc
such as a computer system, a BEA TUXEDO application, or a relational database
system. Log Monitor maps the attributes in the managed resource log messages to
attributes in Log Central messages. Messages are then placed in the Message Send
qgueue for forwarding to the Central Collector.

You can instruct Log Monitor to map log messages to Log Central message format fc
forwarding to the Central Collector in three ways:

4 Using a predefined mapping, which is described under “Starting Log Monitor
with Predefined Mappings.”

4 Using a configuration file in which you have defined a mapping, which is
described in “Starting Log Monitor with Mappings in a Configuration File.”

4+ By specifying the mapping options on the command line, which is described in
“Starting Log Monitor with Mapping Specified on the Command Line.”

Starting Log Monitor with Predefined Mappings

8-6

Predefined mappings are available for integrating the following log resources into the
Log Central system:

4 TUXEDO—Used for mapping BEA TUXEDO logs

4 NTEVENTLOG—Windows NT event log
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4 ORACLE—Oracle alert log

4 LG—Log Central temporary log files
Note: For usage of LC, see “Using the LC Predefined Mapping.”

To invoke Log Monitor with a predefined mapping, use the following command:

log monitor -i filenane -P predefined mapping [ -t tine ]
[ -p pattern] [ -x pattern] [ -e entitynane ]

where:

-i filename
This option specifies the incoming message file to use. You can also use a
dash {i -) to specify standard input.

-P predefi ned_mappi ng
This option tells Log Monitor to use a built-in message format mapping. The
argument can be any one of the following:

TUXEDO

LC
NTEVENTLOG
ORACLE

-t tine
This option specifies the amount of time to wait between forwards. The
default is one second (that is, 1). Use 0 to forward once and then stop.

-p pattern
This option instructs the program to forward only lines that madeh er n,
which may simply be a string or it may use special characters. These are
defined in Chapter 4, “Integrating Logs into Log Central.”

-X pattern
This option instructs the program not to forward lines that matcher n,
which may simply be a string or it may use special characters. These are
defined in Chapter 4, “Integrating Logs into Log Central.”

-e entitynane
This option specifies the entity name to be used bydbenoni t or process
to register to ther oc_noni t or process. The default valueisg_noni t or .
All Log Monitors on one managed node must have unique entry names. If the
log_monitor process is run as a daemon (with 0), then the entity name
option is not used.
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The - p option can be used to select only certain messages for forwarding. The - x
option can be used to select messages to be dropped. For more information, refer to
Chapter 4, “Integrating Logs into Log Central.”

For details about the predefined mappings, refer to Appendix G, “Predefined Log
Mapping.”

USING THE LC PREDEFINED MAPPING

Log Central processes create temporary log files, which exhibit a common log file
format. Normally the contents of these files make their way into the Log Central
database through normal operation of the system. There are two abnormal situation
where you might need to use Log Monitor to recover the contents of these files:

4 A Message Sender writes log messages to a temporary file if the central host is
unavailable. When the Central Collector becomes available again, the Message
Sender automatically forwards the log messages from the temporary file to the
Central Collector. However, if the Message Sender dies before it can recover the
file, the temporary file may not be recovered automatically. If this happens, you
can recover the contents of this temporary file by starting a Log Monitor to read
the temporary log file, using the LC mapping.

4 The Message Receiver on the central host writes incoming messages to an
intermediate file. The Message Processor reads this file to insert these message
into the database. If for some reason an intermediate file does not get processec
by the Message Processor, you can recover the contents of the intermediate file
by invoking Log Monitor to read the intermediate file, using the LC mapping.

These are the only situations where you would start Log Monitor with the LC mapping

Starting Log Monitor with Mappings in a Configuration File

8-8

A configuration file is simply a list of Log Monitor filters, each on a separate line. A
log message will be forwarded by the Log Monitor if it is selected by at least one of
the filters in the configuration file.

For information on constructing mappings in a Log Monitor configuration file, refer to
Chapter 4, “Integrating Logs into Log Central.”

The syntax for invoking Log Monitor with a configuration file follows:

log nonitor -f config filename -i filename [-t tine] [-c]
[-e entitynane]
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where:

-f config filenane
This option specifies the configuration file from which to read filters.

-i filenane
This option specifies the incoming message file to use. Y ou can also use a
dash (-i -) to specify standard input.

-t tine
This option specifies the amount of time to wait between forwards. The
default is one second (that is, 1). Use 0 to forward once and then stop.

Thisoption appliesthe commandsin the configuration fileonly up to thefirst
match in the configuration file.

For examples, see Chapter 4, “Integrating Logs into Log Central.”

-e entitynane
This option specifies the entity name to be used bydbenoni t or process
to register to ther oc_noni t or process. The default valueisg_noni t or .
All Log Monitors on one managed node must have unique entry names. If the
| og_noni t or process is run as a daemon (with 0), then the entity name
option is not used.

Starting Log Monitor with Mapping Specified on the Command Line

The syntax for invoking Log Monitor by specifying all options on the command line
follows:

log monitor -i filename [-t tine] [-M/log |evel]l [-m subsysten
[-d msgid] [-n function] [-u userlD [-o0 hostnane] [-| processl!O
[-b body] [-D date] [-p pattern] [-x pattern] [-T transactionl O
[-P predefined mapping] [-e entitynane] [-S]

where:

-i filenane
This option specifies the incoming message file to use. You can also use a
dash {i -) to specify standard input.

-t tine

This option specifies the amount of time to wait between forwards. The
default is one second (that is, 1). Use 0 to forward once and then stop.

Log Central Administrator’'s Guide 8-9



8 STARTING AND STOPPING LOG CENTRAL

-M Il og Ievel

This option specifiesthe logging level to usein themessage. Logging level is
asingle character that must be one of the following:

N—A normal message
V—A verbose message
D—A debug message

S—A special message

-m subsystem

This option specifies the subsystem name to use in the message. The defau

is none.
nsgi d
This option specifies the message ID to use in the message. The default is
1000.
function
This option specifies the function name to use in the message. The default i
none.
userl D
This option specifies the user ID to use in the message. The default is the
current user (that is, the owner of they_noni t or process).
host nane
This option specifies the host name to use in the message. The default is th
machine on which Log Monitor is running.
processl D
This option specifies the process ID to use in the message. The default is th
process ID of the daemon process invoked by the Log Monitor command.
body
This option specifies the body of the message.
date % " fornat"

This option specifies the date to use in the message. For information on
specifying the date format, see Chapter 4, “Integrating Logs into Log
Central.”
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-p pattern

This option instructs the program to forward only lines that match pat t er n,
which may simply be a string or it may use special characters. These are
defined in Chapter 4, “Integrating Logs into Log Central.”

-X pattern

This option instructs the program not to forward lines that matcher n,
which may simply be a string or it may use special characters. These are
defined in Chapter 4, “Integrating Logs into Log Central.”

-T transactionl D

This option specifies the transaction ID to use in the message. The default is
0.

-P predefi ned_mappi ng

This option tells Log Monitor to use a built-in message format mapping. The
argument can be any one of the following:

TUXEDO

LC
NTEVENTLOG
ORACLE

-e entitynane

This option specifies the entity name to be used byydbenoni t or process

to register to ther oc_noni t or process. The default valueisg_noni t or .

All Log Monitors on one managed node must have unique entry names. If the
| og_noni t or process is run as a daemon (with 0), then the entity name
option is not used.

This option specifies one or more separators to be used to calculate field
values in the input message file for correspondigpecifiers on a
command line. (Thes format symbol is described in Chapter 4, “Integrating
Logs into Log Central.”)

If more than one separator is specified, all are used to count the fields. If a
message starts with a separator, the text between the first and the second
separator is counted as field number 1; fields are numbered starting with 1
(not 0). If a message does not start with a separator, the first field consists of
the text up to the first separator.

For examples, see Chapter 4, “Integrating Logs into Log Central.”
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A number of these options refer to specific attributesin aL og Central log message,
such as message ID or process ID. The Log Central message format is described in
Appendix A, “Message Format.”

For information on how to use these options to construct mappings, consult Chapter
“Integrating Logs into Log Central.”

Stopping the Log Central Data Collection

System

8-12

To stop the Log Central data collection system, you must issue themessagi ng
command on each node where Log Central components are running.

The syntax of thet op_nmessagi ng command follows:
stop_messaging [-q] [-v] [-h]
where:

-q
Makes the process “quiet”; that is, no informational messages are displayed

Specifies the verbose option, which displays informational and debug
messages.

-h
Prints out detailed usage information.

When Log Monitor starts, it registers with tlweoc_noni t or process. This enables
thest op_messagi ng process to stop the Log Monitor processes when you issue the
st op_messagi ng command to shut down the Log Central system. No separate
command is required to shut down the Log Monitor processes.
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Displaying Log Central System Information

Log Central includes acommand, show_conf i g, that enables you to display the
current state of your Log Central configuration file, compile the configuration file, or
display Log Central shared memory information.

Depending upon the arguments or options you enter, the show_conf i g command
compiles the configuration file or dumpsthe Log Central shared memory information
to st dout . Y ou can use this command to seeif all processes are up or what processes
are no longer running and to check for other system maintenance indicators.

The syntax of the show_conf i g command follows:
show config -c [-f config filel | -g| -p| -d| -e entity nanme [-h]
where:

-C
Check syntax errorsin configuration file.

-f config filenane
This option specifies the name of the Log Central configuration file to use
with the - ¢ option. If this option is not specified,
install _dirletc/messaging. conf istaken asthe default. The
instal | _dir variableisthe directory in which Log Central wasinstalled.

-9
Dumps the Log Central global information from shared memory to st dout .
-p
Dumpsthe pr oc_noni t or shared memory information about the processes
being monitored to st dout .
-d

Dumps the whole Log Central shared memory to st dout . Thisoptionis
equivalent to using both the - g and - p options.
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-e entitynane
This option specifies the entity name to be used by thel og_noni t or process
toregister totheproc_noni t or process. The default valueis! og_noni tor.
All Log Monitors on one managed node must have unique entry names. If the
| og_noni t or processisrun asadaemon (with -t 0), then the entity name
option is not used.

Prints out detailed usage information.

Example

Before using your configuration file at run time, you may wish to check for syntax
errors. To validate your configuration file, run the following command:

show config -c -f config file

In the preceding command, if the - f option is not specified, the file
install_dirletc/ messagi ng. conf isused by default.

The show_conf i g command displays syntax errorsto st dout , showing line and
character position.

Note: Avoid the use of tabsin your configuration file because they can cause the
character positions reported to be inaccurate.
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CHAPTER

O Using the Log Central
Console

The Log Central Consoleisagraphical user interface that provides your main point of
accessfor controlling theflow of informationin Log Central, monitoring incoming log
messages, and carrying out other management tasks. The Console consists of a set of
toolsthat you can access from the Log Central Launch Panel.

This chapter covers the following topics:
4 Invoking the Launch Panel

4 Using the Message Browser

4 Using the Message Definition Editor

4 Using the Basic Trap Configuration Tool
¢

Using the Storage Maintenance Tool

Invoking the Launch Panel

To invoke the Log Central Console, typel c_| aunch at acommand prompt on the
central host.

When you start the Console, the Launch Panel appearsfirst. The Launch Panel
provides access to the Console tools of Log Central.
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E‘%BEA Log Central - Launch Panel [_ (O] %]
N sl s
X | &
Ilsz Browser Ilsg Def Edit Basic Trap Storage Inlaint Help

Y ou can also invoke the Console with a number of options. Y ou may want to specify
any of the following:

4 Message processor port number

4 Thecentrd host, if you areinvoking the launch panel from other than the central
host

4 Some maximum number of messages to display

4 Thefont and font size to use within all the windows of the Console
4 TheWeb browser to usefor displaying help about Log Central

To change any of thel ¢_I aunch defaults, use the following syntax:

Ic_launch [-p port] [-h central _host] [-n nsgs] [-fn fontnane]
[-fs fontsize] [-b browser]

where:

port
Specifies the message processor’s port number. The default is 7001.

central _host
Specifies the host name of the machine where the Central Collector is
running. If not specified, the current host is considered as the central host.

nsgs
Specifies the maximum number of messages to display in the Message
Browser. The default is 1000.

font name

Specifies the font to use wherever text appears in the Console. The default i
Times Roman.
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fontsize
Specifies the font size to use wherever text appearsin the Log Central
Console. The default is 12 points.

brounser
Specifies the Web browser to use for displaying help about Log Central. Use
either the name of an executable within the current path specification, or
specify an executable together with its complete path name. The default is
Netscape.

Using the Message Browser

The Message Browser displays L og Central messages that are generated by the
resourcesyou are monitoring. Invoke the M essage Browser main window by selecting
the Msg Browser button on the Launch Panel.

E‘%BEA Log Central - Launch Panel [_ (O] x|
5| @ ?
Ilsz Browser Ilsg Def Edit Basic Trap Storage Inlaint Help

The subjects discussed in this section are as follows:
M essage Browser Main Window
How to Monitor Incoming Messages

How to Perform Historical Queries of the Message Database

How to Acknowledge M essages

¢

¢

¢

4 How to Delete Messages
¢

4 How to Remove Acknowledgment from Messages
¢

How to Filter Messages
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How to Change the Message Layout in the Main Window
How to Change Message Colors
How to View Message Details

> & & o

How to Generate Reports

Message Browser Main Window

Figure 9-1 shows the basic ook and presentation of the Message Browser main
window.

Figure9-1 M essage Browser Main Window

E‘%BEA Log Central - Message Browser =] 3
Edit Seffings Actions Help

i -
@ % = ? ? 3=
lic Start i Laryout Filter Colors Help
Unacknowledged: 0 DisplayedMiatched: 20120 " Online Monitoring (8 Historical Query
LogID | Date Acked | Severity | Subsystern |MsgID | LogLewel | Host Mame Process ID | UserID | Fum
06 Cct 1998 13:54:57 Mo Critical  ITP 102 Mommal — sunburst 1938 Administ chech—
06 Cct 1998 13:55:00 Mo Critical ~ EM 00001 Mommal — sunburst 240 Aydminist  prog
06 Cct 1998 13:55:01 Mo Critical LI 00001 Mommal — sunburst i} Adrminist Im_g
06 Cct 1998 13:55:50 Mo Critical ~ EM 00000 Mommal — sunburst 238 Adrminist ipe_|
06 Cct 1998 13:55:50 Mo Critical ~ EM 20 Mommal — sunburst 238 Adrminist ipe_|
06 Cct 1998 13:56:31 Mo Critical ~ EM 00000 Mommal — sunburst 266 Adrminist ipe_|
06 Cct 1998 13:56:31 Mo Critical ~ EM 20 Mommal — sunburst 266 Adrminist ipe_|
06 Cct 1998 13:56:39 Mo Critical ~ EM 00000 Mommal — sunburst 252 Aydminist  prog
06 Cct 1998 13:56:59 Mo Critical LI 22 Mommal — sunburst 194 Ldrivist g |
06 Cct 1998 14:15:49 No Critical  ITP 102 Mommal — sunburst 281 Administ  chee
06 Cct 1998 14:15:52 Mo Critical ~ EM 00001 Mommal — sunburst 252 Aydminist  prog
06 Cct 1998 14:15:53 Mo Critical LI 00001 Mommal — sunburst 163 Adrminist Im_g
06 Cct 1998 14:17:33 Mo Critical ~ EM 00000 Mommal — sunburst 163 Ldminist ipe_—
| | [»

Ready
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Table 9-1 describes the fields of thiswindow.

Table 9-1 Message Browser Main Window Fields

Field Description

Menus The File, Edit, Settings, Actions, and Help menus provide
access to Message Browser tools.

Toolbar Thetoolbar buttons provides accessto frequently used actions.
Refer to Table 9-2 for a description of the toolbar buttons.

Unacknowledged Thisfield displays the number of messagesin the main window

scrollable display that have not been acknowledged. A typical
use for the acknowledgment attribute is to chart which system
problems are currently being resolved or actively investigated.

Displayed/Matched

When you execute a search of the database for messages

matching a search filter, the main window displaysthe number

of messages that match your search criteriaand the number of
messages displayed. These numbers differ if the search found

more messages than the maximum that can be displayed. The
maximum number of messages that can be displayed by the
Message Browser is configurable, as detailed under “Invoking
the Launch Panel.”

Online Monitoring

Select Online Monitoring to monitor log messages “in real
time” as they arrive at the Central Collector, with the most
recent message at the top of the window.

Historical Query

Select Historical Query to search the Log Central database for
log messages that match criteria that you define.

Message pane

Displays messages that meet the filtering criteria.
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Table 9-2 describesthe M essage Browser tool bar buttons availablefor frequently used
actions.

Table 9-2 Message Browser Toolbar Buttons

Tool Button or Field Action

Appliesthe settings defined in the Filter Settingswindow to select

messagesto be displayed, either incoming messagesasthey arrive
a the Central Collector, or aquery of messagesin the Log Central
tart database.

------------------ 1 Stopsretrieval of messages. Thisbutton is grayed out if you have
% not yet started message retrieval.

Invokesthe Layout Definition window. Y ou can use thiswindow
%:' to specify which fields in messages to display and which order to
place the columnsin the table.
Lavont
Invokes the Filter Settings window. Y ou can use this window to:
@ 4 Switch between online monitoring and historical queries.
E 4 Definethecriteriathat are used to determine which messages
Filter are displayed in the main window.
4 Select the sort order for message display in ahistorical query.
Invokes the Message Colors window. Y ou use this window to
change the mapping of colors to message severity level.
]
Colors
? Invokes the help page.
Help

Note: All options other than Stop and Help are grayed out if the Browser is either
actively receiving incoming messages or is carrying out a database query.
Select Stop to access the other options.
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How to Monitor Incoming Messages

You can monitor log messages “in real time” as they arrive at the Central Collector. To
monitor incoming messages, perform the following steps:

1. Select the Online Monitoring radio button on the Message Browser main window.
2. Select Start from the toolbar on the Message Browser main window.

Alternatively, you can select the Online Monitoring radio button on the Filter Settings
window, and then select Start from the toolbar when you return to the Message
Browser main window.

Messages are retrieved that satisfy the filter settings defined in the Filter Settings
window.

The scrollable display in the main window accumulates incoming messages until it
contains its maximum number of messages. At that point, the oldest messages are
dropped from the display as new messages arrive. New messages appear at the top of
the tabular list.

To filter incoming messages, see “How to Filter Messages.”

How to Perform Historical Queries of the Message
Database

You can search the Log Central database for log messages that match criteria that you
define. To do a historical query of the message database, perform the following steps:

1. Select the Historical Query radio button on the Message Browser main window.
2. Select Start from the toolbar on the Message Browser main window.
To filter historical queries, see “How to Filter Messages.”

Alternatively, you can select the Historical Query radio button on the Filter Settings
window, and then select Start from the toolbar when you return to the Message
Browser main window.

Messages are retrieved that satisfy the filter settings defined in the Filter Settings
window.
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The default isfor retrieved messagesto appear on your screen in chronological order,
with the most recent at thetop of the screen, from thelast query made. Y ou can change
this default with filtering, as described in “How to Filter Messages.”

How to Delete Messages

From the Message Browser main window, you can delete a log message as follows

1.
2.
3.

If you are actively monitoring online messages, select Stop.
Select the message that you want to delete.

Select Edit» Delete from the Message Browser main window, as shown in

Figure 9-2.

Figure9-2 Selecting Delete from the M essage Browser Main Window

E‘%BEA Log Central - Message Browser M= E3

Fie MY Settings  Actions  Help

s Meszage Details | I | ’ ’ -

(s | O EERY
All Queried  Filter Colors Heln

Unacknowledged |53 Displayed/Tilatched: 53153 (® Online WMonitoring (" Historical Query

| LagID |Date |Severity |Acked |Subsystem |Msg i} |L0g Lewel |Host Hame |Pmcess i} |User i} |Fu.n
22 0ct 1998 10:42:26  Critical Mo EMI 3 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:42:26  Critical Mo EMI 4 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:42:26  Critical Mo EMI 1 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:42:26  Critical Mo EMI 2 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:42:26  Critical Mo EMI 3 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:42:26  Critical Mo EMI 4 Momnal — surburst fiid Acdminist msg)
22 0ct 1998 10:43:05  Critical Mo LC 1 Momnal — surburst &70 Acdminist msg)
22 0ct 1998 10:43:05  Critical Mo LC 2 Momnal — surburst &70 Acdminist msg)
22 0ct 1998 10:43:05  Critical Mo LC 3 Momnal — surburst &70 Acdminist msg)

<1 | [+

Ready

A submenu allows you to delete either the current message or all messages that

were returned in the last query.
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How to Acknowledge Messages

When messages arrive at the Central Collector, they are by default not acknowledged.
You can change the acknowledged value to “Yes” from the Message Browser. A
typical use for this attribute is to chart which system problems are currently being
resolved or actively investigated.

From the Message Browser main window, you can acknowledge a log message as
follows:

1. If you are actively monitoring online messages, select Stop.
2. Select the message that you want to acknowledge.

3. Select Actions» Acknowledge.

Figure9-3 Selecting Actions — Acknowledge from M essage Browser Main
Window

E"g,% BEA Log Central - Launch Panel _ (O] x|

Ilsg Browser

“FCIE

Isg Def Bdit Bagic Trap Storage Ivlaint Help
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A submenu allows you to change the acknowledgment of either the current
message or all main window messages retrieved in the last query.

Once the message has been acknowledged, “Yes” appears in the Acknowledgec
column.

How to Remove Acknowledgment from Messages

From the Message Browser main window, you can change the acknowledgment of :
log message from “Yes” to “No” as follows:

1. Select the message whose acknowledgment you want to remove.

2. Select Actions- Clear -~ Acknowledge.

A submenu allows you to change the acknowledgment of either the current
message or all main window messages retrieved in the last query.

Once the acknowledgment of the message has been removed, “No” appears in
the Acknowledged column.

How to Filter Messages

You can use filters to specify selection criteria to:

4+ Define which incoming messages are selected for display when doing online
monitoring

4+ Define which messages to retrieve in historical database queries
From the Message Browser main window, you can filter log messages as follows:

1. Select the Filters button on the main window.
Alternatively, you can select the SettingsBrowser Filter menu option.

The Filter Settings window appears on the screen, as shown in Figure 9-4.
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Figure9-4 Filter Settings Window

Ega Filter Settings M= 3 |
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i Keyl: IDate j et INone j et INone VI
Severity:
( [ Informeation [ Waming |V Minor [ Major [V Critical ‘
Log Level:
’7 [¥ Hormal [ Vetbose [¥ Debuzg [ Special ‘ |
Log Idl Subsys | MsgID | Huost | Process | Userl Trans Idl Function MName | Ilsg Bodyl
® Show 411 |
(" Use Inchude List (" Use Fachude List
= Selected
= &1
All=
Selected =
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Dielete &11
OK | Cawel | Demut | Hep |

From the Filters Settings window, you can switch between online message
monitoring and historical queries of the Log Central database.

2. Definethe selection criteria from which to view messages in the message
browser.

To filter incoming messages, select Online Monitoring. To filter messages
already stored in the Log Central database, select Historical Query.
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If you select Online Monitoring, the date and sorting sections of the form are
grayed out, as shown in Figure 9-5.

Figure9-5 Filter Settings Window with Portions Grayed Out

Ega Filter Settings M= 3
Tvlode: - . Acknowledeed Ilessages:
’7 e ™ Historieal Query | ’7  Yes (Mo ® Al
Cuery Il From: ey i To:
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Diate/Tirme: |13 Cict 1998 11:13:39 Diate/Tirme: |13 Cict 1998 11:13:39
- Sort
| ape ape ape
L i L i L i
i Keyl: IDate j et INone j g INone VI
Severity:
( ¥ Inforreation [ Waming | Minor [ Major [V Critical ‘
Log Level:
’7 [¥ Hormal [ Vetbose [¥ Debuzg [ Special ‘ |

Log Idl Subsys | MsgID | Huost | Process | Userl Trans Idl Function Marae | Ilsg Bodyl

(® Show Al |
 Use Include List  Use Exclude List

= Selected
= &l
All=

Selected =

Diel Selected

Delete £11

OK | Cawel | Demut | Hep |

Select the sort order for messages retrieved in historical database queries. You
can nest up to three sorts, mixing ascending and descending sort order.

3. If you want to specify different filtering criteriafor any of the nine fields shown
in the tabs across the middle of the Filter Settings window, select that tab.

For example, the Subsystab displays a list of the subsystem entriesin the Log
Centra database, and you can use the buttons between the two windows (Include
List and Exclude List) to move selections from one window to the other, or
delete selections.
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Figure 9-6 showsthe LM subsystem in the exclude list and NT selected and
ready to be moved to the exclude list.

Figure9-6 Filter Settings Window, Include and Exclude Selections

Ega Filter Settings M= 3 |
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Severity:
( [ Informeation [ Waming |V Minor [ Major [V Critical ‘
Log Level:
’7 [¥ Hormal [ Vetbose [¥ Debuzg [ Special ‘
Log Idl Subsys I MsgID | Huost | Process | Userl Trans Idl Function MName | Ilsg Bodyl
" Show All |
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CRACLE x| Delete A11
OK | Cawel | Demut | Hep |

For other tabs, enter your specification in the field above the two list boxes, and
use the appropriate button between the list windows to move this specification to
the list you want. For example, Figure 9-7 shows the Msg ID tab selected and

message 90000 entered.
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Figure9-7 Filter Settings Window, Include Selection
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Figure 9-8 shows this message moved to the include list.

Figure9-8 Filter Settings Window, Include Selection Made
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4. Select either Use Include List or Use Exclude List.

For Use Include Ligt, the specified features are used to determine which
messages to display. For Use Exclude List, those messages that meet the selected
criteria are specificaly excluded from the display.
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5. Repeat steps 3 to 4 for as many tabs as you want.

6. When you have made as many specifications as you want, select OK.

How to Change the Message Layout in the Main Window

From the M essage Browser main window, you can change the layout to define which

log attributes are displayed in the main window or to change the order of the attributes
in the tabular display:

1. Select Layout from the Message Browser main window.
Alternatively, you can select the Settings — Layout Definition menu option.

The Layout window appears on the screen.

Figure9-9 M essage Browser Layout Window

Ega Layout [_ O] x]
| Hide Show |
Lag ID Diate ]

Log Lewel Severity ;
Show = | cked ]

Subsystern f )

Ilsgz ID

= Hide Frocess ID
Tser ID
Function Mare i

Transaction ID
Ilessaze Body

[ Save to datahase

oK | Default Clancel Help

2. Select the components that you want to show or hide.

You can move components into the appropriate column by selecting the Show or
Hide arrows on the main Layout window. You can move components up and
down with the blue arrows to the right. The order you specify in the Show panel
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determines the order these columns appear in the message panel of the Message
Browser main window, shown in Figure 9-1.

3. Select OK.

Note: If you want these selections as your default settings, select Save to Database
before selecting OK.

How to Change Message Colors

By default, messages appear in the M essage Browser mainwindow in different colors,
depending on severity. For example, you might want messages of critical severity to
appear in red, warningsin yellow, and so on. The default color-mapping is asfollows.

Severity Color

Informational Green

Warning Yellow
Minor Blue
Major Magenta
Critical Red

To change the mapping of colors to indicate message severity level:

1. Select Colorsfrom the Message Browser main window.
Alternatively, you can select the Settings - Message Colors menu option.

The Color Settings window appears on the screen.
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Figure9-10 M essage Browser Color Settings Window
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2. Inthe Severity column, select the severity level whose color you want to change.
3. Movethe RGB dlidersto get the color you want.

Asyou move the dliders, the color in the Color column changes.
4. Repeat steps 2 and 3 for as many severity levels as you want to change.

Note: If you do not want to map colorsto severity levels, select the None radio
button.

5. Select OK.
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How to View Message Details

Message definitions are stored in the L og Central database. These message definitions

are described in Chapter 5, “Creating and Loading Message Definitions.” You can
access this message detail information for a particular message, such as a description
of the event that triggered the message and recommended action to resolve a problem
condition.

1. Select the message that you want to access information about.

2. Select Edit- Message Details from the Message Browser main window.

The Message Details window appears showing the message details stored in the
Message Definition database.

How to Generate Reports

You can generate two types of reports from the Message Browser:
4 Summary reports
4 Detail reports

For both, the Message Browser uses the current filter criteria, as defined in the Filter
Settings window, to select messages on which to generate a report. The generated
report is an HTML file created innst al I _di r\ web\ appl et

(i nstal I _di r/ web/ appl et on UNIX), wherei nstal | _di r is the directory in

which you installed Log Central. Viewing this file requires a Web browser. Make sure
that you have made a Web browser accessible to the Console. For information on how
to do this, refer to “Invoking the Launch Panel.”

How to View Summary Reports
To view summary reports in the Message Browser, perform the following steps:
1. Specify the filtering criteria, as described in “How to Filter Messages.”

2. Start your query, as described in “How to Perform Historical Queries of the
Message Database.”

3. Select File~ Reports— Summary.
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Figure 9-11 shows a message selected, and the summary reports option chosen.

Figure9-11 M essage Browser Window, Choosing Summary Report
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A Web browser window appears, displaying the requested report.

Figure9-12 Message Browser Summary Report
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Error Report Generated: 14 Oct 1998 16:08:51
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To: Last Message
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EM 32 0 0 2 2 36 0 0 0 36
M 63 0 0 0 0 63 0 0 0 63
Oracle 9 0 0 0 0 9 0 0 0 9
Total 109 0 0 2 2 113 0 0 0 113
il [Bocument. Dane
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How to View Detail Reports

9-22

To view detail reportsin the Message Browser, perform the following steps:
1. Specify the filtering criteria, as described in “How to Filter Messages.”

2. Start your query, as described in “How to Perform Historical Queries of the

Message Database.”

3. Select Files Reports— Details

Figure9-13 M essage Browser Window, Choosing Detail Report

E‘%BEA Log Central - Message Browser M=l E3
=W Edit Settings Actions Help

Summary o -
S | 7 ? 333
Layout Filter Colors Heln
Unacknowledged: |113 Displayed/Tilatched: 113113 (" Online Ionitoring (® Historical Query
LagID |Date |Severity |Acked |Subsystem |MsgID |L0gLevel |Host Hame |Pmcess i} |UserID |
14 Cct 1998 16:06:23  Critical Mo Cracle [ Momnal — surburst 466 Auhoinist [~
14 Cct 1998 16:06:23  Critical Mo Cracle 1 Momnal — surburst 466 Administ ||
14 Cct 1998 16:06:23  Critical Mo Cracle 2 Momnal — surburst 466 Administ
14 Cct 1998 16:06:23  Critical Mo Cracle 3 Momnal — surburst 466
14 Cet 19 A Informational 4 Honmal sunburst

14 Oct 1998 16:04:56  Critical Hao

ET 1 Mormal surburst 434
14 Oct 1998 16:04:56  Critical Hao ET 2 Mormal surburst 434
14 Oct 1998 16:04:56  Critical Hao ET 3 Mormal surburst 434
14 Oct 1998 16:04:56  Critical Hao ET 4 Mormal surburst 434
14 Oct 1998 16:04:56  Critical Hao ET 1 Mormal surburst 434 A drinist
14 Oct 1998 16:06:23  Critical Hao Oracle 1 Mormal surburst 66 Ldminist =
4 | »

Ready
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A Web browser window appears, displaying the requested report.

Figure9-14 Message Browser Detail Report

etscape !El!!l
File Edit “iew Go Communicator Help
| 2 £ 3 DB 2 £ S & @
i Back  Fonwad Reload Home  Seach Guide Print  Secuity  Slop
v wt'EDokmarks \&. Localion:Ilile:./‘fJCIJTemp.flea\ filie: for message browser details report.htm j
i embers WwiebMai Connections

Message Browser - Detail Report

Errar Repart Generated: 14 Oct 1998 16:22:07

Frorn: First Message

To: Last Message

For Severities: Informational (1), Warning (2), Minor (3), Major {4), Critical (5)

For Log Levels: Normal (N), Verbose (V), Debug (D), Special (S)

SEV DATE SUBSYS MSG ID MESSAGE SUMMARY PID USERID | LOG LVL HOST
Informational | 1998-07-15 CMDTUX | 4350 BEL started on machine - 20296 sachin Mormal jellyfish
034825.0 Eelease val

CMDTUX_CAT4350: ITFO: BEL started en STTE2 - Release 6400

Informational | 1998-07-15 LIBTUX 262 Standard main starting 20298 sachin Mormal jellyfish
0348:14.0

LIBTUX_CAT:262: INFO: Standard main starting

Informational | 1998-07-15 LIBTUX 262 Standard main starting 20298 sachin Mormal jellyfish
0348:14.0

LIBTUX_CAT:262: INFO: Standard main starting

Informational | 1998-07-15 CMDTUZX | 4250 BEL started on machine - 20296 sachin Mormal jellyfish
0348:25.0 Eelease val

CMDTUZ_CAT-4350: INFO: BEL started on SITE2 - Eelease 6400

Informational | 1998-07-15 LIBTUX 262 Standard main starting 20298 sachin Mormal jellyfish
0348:14.0

LIBTUX_CAT:262: INFO: Standard main starting

Informational | 1998-07-15 CMDTUZ | 4350 BEL started on machine - 20296 sachin Mormal jellyfish
0348250 Eelease val =l
=il |Document: Done 2l
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Using the Message Definition Editor

M essage definitions provide static information about messages that may be generated

by various applications. These message definitions are described in Chapter 5,

“Creating and Loading Message Definitions.” The Message Definition Editor allows
you to create or modify message definitions one at a time. This is particularly useful i
you already have an existing stock of definitions in the database and want to add a ne
definition on the fly.

To load many message definitions in a single action, you may find it more efficient to
use the command-line utilities provided with Log Central. Messages are imported fron
an ASCII text file using the command-line utilitggdef _i npor t . Message

definitions in the text file must conform to the format used in the message definition
template fsgdef . t enpl at e) provided with Log Central. Messages can also be
exported from the database to an ASCII text file using the command-line utility
msgdef _export . For more information on these utilities, refer to Chapter 5, “Creating
and Loading Message Definitions.”

Invoke the Message Definition main window by selecting the Msg Def Edit button
from the Launch Panel.

E‘%BEA Log Central - Launch Panel M=l E3
& @ ?
Basic Trap Storage Inlaint Help

The subjects discussed in this section are as follows:
4 Message Definition Main Window

4 How to Display Message Definitions

4 How to Add a New Message Definition
4 How to Modify a Message Definition

¢

How to Delete Message Definitions
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How to Define Filtering Criteriafor Retrieving Message Definitions
How to Change the M essage Definition Layout
How to Change Message Definition Colors

How to Modify the Subsystem Description

* & & & o

How to Generate Reports

Message Definition Main Window

Figure 9-15 shows the basic look and presentation of the Message Definition main
window.

Figure9-15 Message Definition Main Window

S2BEA Log Cential - Message Definition
it Seftings - Actions - Helg
-
D S| B D| P 33
e Layout Filter Color Heln
Displayed/latched Fﬁuwsa?s
Severity | Subsystem | MsglD | Message Sunumary | Exe on DB Upload | Subsystem Description | Trap 14 | Trap Enbled | Auto Ack
Critical CMDDES 3 prograa_name: Could not open file_ae £ o o =
Critieal CMDDES 11 icoess to the intisl resk is not penadt Ho Ho
Critical CMDDES 12 Could not find initial raask o o
Critieal CMDDES 13 Tnitial mask not found Ho Ho
Critieal CMDDES 15 Ingin, you are not allowed to exter mask Ho Ho
Critical CMDDES 16 Ingin, could not find form rask_naee o o
Critieal CMDDES 17 Hon-existent transaction Ho Ho
Critical CMDDES 18 Forn mask_nawe not foud o o
Critieal CMDDES 19 Mleranry allocation feilure Ho Ho
Critical CMDDES 23 Meraory allocation failure o o
Critical CMDDES 25 NO SERVER AVAILABLE FOR THIS FORM o o
Critieal CMDDES 26 MEMORY ALLOCATION FAILURE Ho Ho
Critical CMDDES 27 CANNOT SEND TO SERVER o o
Critieal CMDDES 22 wknown send feilure Ho Ho
Ciritical CWTIDES an FIFT IFT1 RTTFRFR FRROR NA NA [~1
Ready
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Figure 9-3 describes the fields of this window.

Table 9-3 Message Definition Main Window Fields

Field Description

Menus The File, Edit, Settings, Actions, and Help menus provide
access to Message Definition Editor tools.

Toolbar The toolbar buttons provides access to frequently used actions.
Refer to Table 9-4 for a description of the toolbar buttons.

Displayed/Matched When you execute a search of the database for message
definitions matching a search filter, the main window displays
the number of message definitions that match your search
criteria and the number of message definitions displayed.
These numbers differ if the search found more message
definitions than the maximum that can be displayed. The
maximum number of messages that can be displayed by the
Message Browser is configurable, as detailed under “Invoking
the Launch Panel.”

Message pane Displays messages that meet the filtering criteria.

Table 9-4 describes the M essage Definition toolbar buttons available for frequently
used actions.

Table 9-4 Message Definition Toolbar Buttons

Tool Button or Field Action

Applies the settings defined in the Filter Settings
@ window to select message definitions.

------------------ 1 Stops retrieval of message definitions. This
% button is grayed out if you have not yet started
5 message definition retrieval.
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Table 9-4 Message Definition Toolbar Buttons

Tool Button or Field Action

Invokes the Layout Definition window. Y ou can

'%:' use this window to specify which fieldsin
message definitionsto display and which order to
Larout place the columns in the table.

Invokes the Filter Settings window. Y ou can use

@ this window to:
3 ¢ Definecriteriathat are used to select the
Filter message definitions that are displayed in the
_— main window.

4 Select the sort order for message definition

display.

Invokes the M essage Colors window. Y ou use
this window to change the mapping of colorsto
= message severity.

Colors
? Invokes the help page.
Help

How to Display Message Definitions

To display message definitions, select the Start button from the M essage Definition

main window. This brings up alist of message definitionsin the scrollable display
window, according to the filtering criteria. For more information, see “How to Define
Filtering Criteria for Retrieving Message Definitions.”
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How to Add a New Message Definition

1. Select File — New Message Definition.
This brings up the M essage Definition Details window, shown in Figure 9-16.

Alternatively, you can double-click on any message definition, and then select
the File — New menu option.

Figure9-16 M essage Definition Details Window

i Meszage Definition Details H=E3
|| Fite
Subsystern Mame: LIETMIE - |
Meszage Summary: I
Execute on Upload: I
] IC: I
Severity: Infarmational hd R
Trap 1D: I
Auto Ack: es hd
e As Trap Enabled: Yes -
Drescription:
Recommendation:
Add Cancel Help

|W'aming: Applet Window

2. Select the subsystem name from the pull-down list, and continue filling out the
fields as you want.

The Subsystem Name pulldown displays alist of subsystemsin the Log Central
database. To add a new subsystem entry, use the subsyst em cr eat e command,
described in Chapter 3, “Configuring the Database for Use with Log Central.”
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If you want to have a script or file execute when the Central Collector loadsthe
specified message into the Log Central database, specify it in the Execute on
Upload field.

Figure 9-17 shows a filled-out form.

Figure9-17 Message Definition Details Form Filled Out

E‘%Message Definition Details
File

Subsystern Mame: [guipEen

Ilessage Su.mmary:l Mleraory allocation failed for corpression

Execute on DB Upload:l bintsendalert exe

Ilessage ID: I 1206
Severity: ICritical = I =
Trap ID: I 47

Auto Ak |Ves =

Trap Enabled: Tes -

Diescription:

An atterapt dynarnically to allocate merory from the operating systera failed while ;I
coMmpressing a message.

|

Recorrmendation:

Ilake sure the operating system parameters are set correctly for the arount of memory ;I
on the machine and the amount of mermory that is allocated to the program.

|

Add Clancel Hlp |

3. Select Save, and your definition is saved to the Log Central database.
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How to Modify a Message Definition

From the Message Definition main window, you can modify an existing message
definition:

1. Double-click on the message definition that you want to modify.

The Message Definition Details window appears with the fieldsfilled in for the
specific message definition.

2. Change these fields as you want.

3. Select Save, and your modified definition enters the message definition list.

How to Delete Message Definitions

From the M essage Definition main window, you can delete amessage definitionin two
ways, as follows:

1. Select the message definition that you want to delete.
2. Select Edit —» Delete from the Message Definition main window.
3. Select either Current or All Queried from the submenu, as shown in Figure 9-18.
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Figure9-18 Message Definition Window: Delete

E‘%BEA Log Central - Meszage Definition
Fie MY settings  Actions  Help

P ] 3 |

s imot print the irdtial forr
logir, you are not allowred to enter mask

Meszage Details ’ ’ =
Subsystem Definition | 3 & 3 - ‘
Colors Help
DisplayedMatched F All Queried |
Severity | Subsystern | sz ID | Ilessage Surarmary | Exe on DB Upload | ;
Critical CRDDES 3 program_naree: Could not open fil_name =
Critical CRDDES 11 Areess to the initial mask is not permit
Critical CMDDES 12 Cold not find initial mask
Critical CMDDES 13 Initial mask not found

Critical 135

Critical CMDDES 14 Ingin, could not find form rask_name

Critical CMDDES 17 Hon-exdstent transaction

Critical CRIDDES 18 Forra rask_name not found

Critical CRDDES 19 Ileranry allocation failure

Critical CRDDES 23 Ileranry allocation failure

Critical CMDDES 25 MO SERVER AVAILABLE FOR THIS FORIM =
1] | *
Ready

Alternatively:

1. Double-click on the message definition that you want to delete.
The Message Definition Details window appears.

2. Select File —» Delete from the Message Definition Detail s window.
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How to Define Filtering Criteria for Retrieving Message

Definitions

Y ou can usefiltersto specify selection criteriato define which message definitionsare

selected for display.

From the Message Definition main window, you can filter message definitions as

follows:

1. Select the Filters button on the Message Definition main window.

Alternatively, you can the select Settings — Editor Filter menu option.

The Message Definition Filter Settings window appears on the screen, as shown

in Figure 9-19.

Figure9-19 M essage Definition Filter Settings Window

E‘%Message Definition Editor - Filter Settings

[ Waming [¥ Nlinor [¥ Iajor [¥ Critical
—huto Acknowledze Flag:
(" Yes (" Mo @ Al
. Sort
[ Ascending [ Ascending [ Ascending
- | Keyl INone j Key2 INone j Key3 INone j
Subsystem l sz ID
(@ Show A1 |
(" Use Include List (" Use Exclude List
CIMDDES - = Selected
CIMDFIL —
CMDGW =4l
CIMDTUX All>
CORBLA
EI Selected =
5P Del Selected
LIEFML —_—
LIEGW = Dalste 411
ok | camwel Default Help
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2. Definethe selection criteria from which to view message definitionsin the
Message Definition Editor.

3. Select the sort order for message definitions. You can nest up to three sorts,
mixing ascending and descending sort order.

4. If you want to specify different filtering criteriafor either Subsystem or Message
ID, select that tab.

Operations in these tabs are similar to those discussed under “How to Filter
Messages,” in the Message Browser section.

5. Select either Use Include List or Use Exclude List.

For Use Include List, the specified features are used to determine which message
definitions to display. For Use Exclude List, those message definitions that meet
the selected criteria are specifically excluded from the display.

6. When you have made as many specifications as you want, select OK.

How to Change the Message Definition Layout

From the Message Browser main window, you can change the layout to define which
message definition attributes are displayed in the main window or to change the order
of the attributes in the tabular display:

1. Select Layout from the main window.
Alternatively, you can select the SettingsLayout Definition menu option.

The Message Definition Editor Layout window appears on the screen, as shown
in Figure 9-20.
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How to Change Message Definition Colors

9-34

Figure9-20 M essage Definition Editor Layout Window

Hide

(0]:9

E‘%Message Definition Editor - Layout

Show

Severity
Subsystern

Ilsg ID

Ilessaze Surarmary
Exe on DB Tpload
Subsystern Description
Trap Id

Trap Enabled

Auto Aok

Cancel Help

L
3

2. Select the components that you want to show or hide

You can move components into the appropriate column by clicking the Show or
Hide arrows on the main Layout window. You can move components up and

down with the blue arrows to the right. The order you specify in the Show panel
determines the order these columns appear in the message panel of the Message

Browser main window, shown in Figure 9-15.

3. Select OK

Note:
Layout window.

M essage definitions appear in the M essage Definition main window in different
colors, dependent on severity. For example, you might want message definition of
critical severity to appear in red, warnings in yellow, and so on. The default

color-mapping is as follows.
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Severity Color

Informational Green

Warning Yellow
Minor Blue
Major Magenta
Critical Red

To change the mapping of colors to indicate message severity level:
1. Select Colors from the Message Definition main window.
Alternatively, you can select the Settings - Message Colors menu option.

The Color Settings window appears on the screen, as shown in Figure 9-21.

Figure9-21 Message Definition Editor Color Settings Window

Ega Color Settings [_ (O] ]

Severity Color 0 ————— |5

Informational Red

Ilinor
Ilajor
Critical
Blue |
olor Ivl b
" Hone (® Severity ‘
0K e Defalt Help |

2. Inthe Severity column, select the severity level whose color you want to change.
3. Movethe RGB dlidersto get the color you want.

Asyou move the dliders, the color in the Color column changes.
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4. Repeat steps 2 and 3 for as many severity levels as you want to change.

Note: If you do not want to map colorsto severity levels, select the None radio
button.

5. Select OK.

How to Modify the Subsystem Description

Y ou can modify the subsystem description associated with a subsystem name:

1. Select Edit —» Subsystem Definition from the Message Definition main window.

The Subsystem Definition window appears on the screen, as shown in
Figure 9-22.

Figure9-22 Subsystem Definition Window

E‘%BEA Log Central - Subsystem Definition

Diescription: X |

| Subsystern Mame | Subsystern Description
b m BEA Log Central =
EM BE& Ewent Ilanager
TUXEDD BEA Tuxedo Systern
i CORBA BEA& CORBA System
| CRACLE Cracle Alert Log
i CMDDES
| |cmoen
[ CMDGW 1=
CHMDTUX
GP
LIBFML
LIBGW
LIBETHIIE
TTRTITY -
Close Help

2. Inthe lower pane of the Subsystem Definition window, select the subsystem
whose description you want to change.

3. Make the change you want in the description field.
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4. Select the green checkmark to bring about the change.
Thered X undoes the change.

5. When you have made as many changes as you want, select Close.

How to Generate Reports

Y ou can generate two types of reports from the Message Definition Editor:
4 Summary reports
4+ Ddetail reports

For both, the Message Definition Editor uses the current filter criteriato select
messages on which to generate areport. The generated report isan HTML file created
ininstall_dir\web\applet (install_dir/web/appl et on UNIX), where
install_dir isthedirectory in which you installed Log Central. Viewing thisfile
requires a Web browser. Make sure that you have made a Web browser accessible to
the Console. For information on how to do this, refer to “Invoking the Launch Panel.”

How to View Summary Reports

To view summary reports in the Message Definition Editor, perform the following
steps:

1. Specify the filtering criteria, as described in “How to Define Filtering Criteria for
Retrieving Message Definitions.”

2. Select the Start button in the Message Definition main window.
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3. Select File - Reports — Summary, as shown in Figure 9-23.

Figure 9-23 M essage Definition Window, Choosing Summary Report

§I=W Edit Setfings Actions  Help

Meww Message Definition | I I @ @ 3 E ‘

Close Detail ilter Colors Heln

DisplayedTatched: ISQJ82

Severity | Subsystern | Ilsg ID | Ilessage Surarmary | Exe on DB Upload | Subsystera I
Critical HNT 1 Ileranry allocation failure rll =
Critical HNT 2 Carmot open sermaphore ‘narae': eor rll

Critical HNT 3 Carmot wakeup proc pid: enor rll N
Critizal NT 4 Carmot access ipe server (error) nll

Critical HNT 5 Carmot access server pipe (enor) rll

Critical HNT 4 Carmot set pipe state (enor) rll

Critizal NT 7 Carmot contact ipe server (enor) nll

Critical HNT 8 Trevalid reply length from server (readfy rll

Critical HNT 1 Ileranry allocation failure rll

Critical HNT 12 Carmot irdtialize security descriptor (e rll

Critical HNT 13 Carmot set ACL to security descriptor (e rll =
| | *

Reacdy
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A Web browser window appears, displaying the requested report, as shown in
Figure 9-24.

Figure 9-24 Message Definition Summary Report

File Edit “iew Go Communicator Help
4 v A DB 2 £ S & @
Back Forward Reload  Home  Search Guide Frint  Securty  Stop
J' Bookmarks \& Location:Ifile:.-".-".-"Cl.-"beamgr.-"web.-"applet.-"MsgDefSumS.htmI
ﬁlnstantMessage @ tembers @ wiehhd ail @ Connections @ BizJourmal @ Smartlpdate @ Mktplace

Message Definition - Summary Report

Error Report Generated: 14 Oct 1998 16:49:18

Fram: First Message

To: Last Message

For Severities: Informational (1), Warning (2), Minor (3), Major {4), Critical (3)

For Log Levels: Normal {N), Verbose (], Debuy (D), Special (S)

Subsystem Severity Log Level Total
Critical | Major | Minor | Warning | Informational | MNormal | Verbose | Debug | Special

L 0 1 0 0 1 2 0 0 0 2

NT (3] 0 0 3 1 78 0 0 0 78
OFACLE |0 0 0 0 1 1 0 0 0 1
TUXEDD |1 0 0 0 0 1 0 0 0 1
Total 70 1 0 3 3 82 0 0 0 82

& [Document: Dane
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How to View Detail Reports

To view detail reportsin the Message Definition Editor, perform the following steps:

1. Specify the filtering criteria, as described in “How to Define Filtering Criteria for
Retrieving Message Definitions.”

2. Select the Start button in the Message Definition main window.

3. Select Files Reports— Details, as shown in Figure 9-25.

Figure 9-25 M essage Definition Window, Choosing Details Report

E‘%BEA Log Central - Meszage Definition

§I=W Edit Setfings Actions  Help
Mew Mezzage Definition | I | ’ @ -
Reports Summary & 3 - ‘
Colors Help
DisplayedTatched: a2iz2
Severity | Subsystern | Ilsg ID | Ilessage Surarmary | Exe on DB Upload | Subsystera I
Critical HNT 1 Ileranry allocation failure rll =
Critical HNT 2 Carmot open sermaphore ‘narae': eor rll
Critical HNT 3 Carmot wakeup proc pid: enor rll N
Critizal NT 4 Carmot access ipe server (error) nll
Critical HNT 5 Carmot access server pipe (enor) rll
Critical HNT 4 Carmot set pipe state (enor) rll
Critizal NT 7 Carmot contact ipe server (enor) nll
Critical HNT 8 Trevalid reply length from server (readfy rll
Critical HNT 1 Ileranry allocation failure rll
Critical HNT 12 Carmot irdtialize security descriptor (e rll
Critical HNT 13 Carmot set ACL to security descriptor (e rll =
| | *
Reacdy
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A Web browser window appears, displaying the requested report, as shown in
Figure 9-26.

Figure9-26 M essage Definition Details Report

File Edit “iew Go Communicator Help
« ¢ A D 2 £ S & @
Back Forward Reload  Home  Search Guide Frint  Securty  Stop
J' Bookmarks \& Location:Ifile:.-".-"a"Cl.-"beamgl.-"web.-"applet.-"MsgDefDet‘I 0. hitrrl
*InstantMessage @ Members @ wiebihd ail @ Connections @ BizJourmal @ Smartlpdate @ Mktplace

Message Definition - Detail Report

Error Report Generated: 14 Oct 1998 16:50:35

Fram: First Message

To: Last Message

For Severities: Informational (1), Warning 2), Minor (3), Major {4), Critical {3)

For Log Levels: Mormal {N), Verbose (W), Debug (D), Special (S)

SEV SUBSYS MSG ID MESSAGE SUMMARY ‘ PARSE FUNC Mnemonic | LOG LVL

Critical NT 1 Iemory allocation falure Normal

Aninternal TUXEDO IPC error has occurred. An attempt to allocate memory for semaphore list from the operating syste:

Eeduce the memory usage on the machine or mcrease the amount of physical memory on the machine.

Critical NT 2 Cannot open semaphore Normal
‘natne" error

Aninternal TUXEDO IPC error has occurred. The OpenSemaphore() system function call which returns a handle of an e:
object failed.

The extended error information i described in error by calling GetLastError(). Please check Microsoft documentation for

. . [ .. [ [ . . . N
| 3
& [Document: Done o
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Using the Basic Trap Configuration Tool

Y ou can configure the Central Collector to send SNM P trap notifications based on one
(or both) of the following attributes in the message definition for the incoming
message:

4+ Severity
4 Trap Enabled

If you enabletrap generation based on the Trap Enabl ed fiel d in the message definition,
atrap is generated for any message whose definition has Trap Enabled set to YES.

Invoke the Basic Trap Configuration window by selecting the Basi ¢ Tr ap button
from the Launch Pandl.

E‘%BEA Log Central - Launch Panel [_ (O] %]
N
SR T NG
Ilsg Browser Ilsg Def Edit Basic Trap Storage Inlaint

The subjects discussed in this section are as follows:

4+ Configuring Trap Generation by Severity

4 Configuring Trap Generation by Message Definition

4 Generating Traps Based on both Severity and Message Definition
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Configuring Trap Generation by Severity

To enable trap generation by severity, do the following:

1

Invoke the Basic Trap Configuration window from the Log Central Console
Launch Pandl.

Select the Trap Generation tab (if it is not aready selected) on the Basic Trap
Configuration window and select Severity. The Trap Generation tab, shown in
Figure 9-27, has checkboxes for severity and message definition to determine
which to use as the basis of trap generation.

Figure9-27 Basic Trap Configuration, Trap Generation Tab

‘%BEA Log Central - Basic Trap Configuration

Trap Generation l Trap Configuration l

Generate SHMMP Traps based on:

[ Message Definition

[¥ Severity

Cancel Help

Ready ...

Select the Trap Configuration tab.

Select which severities will generate traps.

If you choose to enable any severity listed on this page, then any message
having that severity prompts an SNMP trap.

Use the ID of Resulting Trap Field to assign an enterprise-specific trap number to
traps for the sel ected severities.
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6. When you have filled out the fields of this tab, select OK.
Figure 9-28 shows an example of the Trap Configuration tab filled out.

Figure9-28 Basic Trap Configuration, Trap Configuration Tab

E‘%BEA Log Central - Basic Trap Configuration

Trap Generation Trap Configuration l

Ilessage Severity Trap Enabled ID of Besulting Trap
Encountered

Informational e |2081

Warning e |2082

Ilinor e |2803

Ilajor e |2804

Critical e |2805 [\E

oK | camel | Hp |

Ready ... |

This enterprise-specific trap number is included in the SNMP trap packet sent
for messages with the indicated severity. SNMP has no concept of the severity of
an event and no special field is provided for severity in the SNMP trap packet.
However, by assigning a different enterprise-specific number to the different
severities, system administrators can map the Log Central trapsto severities on
their enterprise-management system.
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Configuring Trap Generation by Message Definition

To enable trap generation by message definition, do the following:

1

Invoke the Basic Trap Configuration window from the Log Central Console
Launch Pandl.

Select the Trap Generation tab (if it is not aready selected) and select Message
Definition. The Trap Generation tab has checkboxes for severity and message
definition to determine which to use as the basis of trap generation.

Select OK.

If you enable trap generation based on Message Definition, then atrap is
generated for an incoming message if the Trap Enabled field in the message
definition for that message is set to YES. If you want to ensure that the Trap
Enabled field for a given message type is set to YES, invoke the Message
Definition Editor and view the message definition and modify the Trap Enabled
field if necessary. The message definition also defines the specific trap number
that is sent in the trap packet when atrap is generated based on the Trap Enabled
field being set to YES.
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Generating Traps Based on both Severity and Message
Definition

Y ou can configure the Central Collector to send SNMP traps based on both severity

and message definition. In that case, you do not need to set the ID of Resulting Trap

field on the Trap Configuration tab (Step 5 under “Configuring Trap Generation by
Severity”) because the specific trap number is determined by the message definitior

To enable trap generation by message definition, do the following:

1. Invoke the Basic Trap Configuration window from the Log Central Console
Launch Panel.

2. Select the Trap Generation tab (if it is not already selected) and select both
Message Definition and Severity, as shown in Figure 9-29.

Figure9-29 Trap Generation Tab: Severity and M essage

‘%BEA Log Central - Basic Trap Configuration

Trap Generation l Trap Configuration l

Generate SHMP Traps based on:

[ Iessage Definition

[¥ Severity

Ready ...

3. Select OK.

If you select both severity and message definition as the basis of generating
traps, traps are generated for messages with the selected severities, but only if
the message definition Trap Enabled field is setEa
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Using the Storage Maintenance Tool

The Log Centra Central Collector creates several intermediate files (one intermediate
file per hour) that need easy management and pruning. The number of messagesinthe
database can aso grow rapidly. The Storage Maintenance tool eases the management
of these files and messages, allowing you to set up periodic processing and deletion of
files and messages.

Invoke the Storage Maintenance main window by selecting the Storage Maint button
from the Launch Panel.

E‘%BEA Log Central - Launch Panel [_ (O] %]
. @ & | O
l

Ilsz Browser Ilsg Def Edit Basic Trap Storage Inlaint Help

The subjects discussed in this section are as follows:
Storage Maintenance Main Window

How to Prepare the Records Processing Script
How to Schedule Deletion of Database Records
How to Manually Process Database Records

How to Schedule Processing of Database Records

How to Schedule Both Processing and Deletion of Database Records

* & & & & o o

How to Schedule Deletion of Intermediate Files
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Storage Maintenance Main Window

When the Storage M aintenance main window first appears, the Messages in Database
tab is selected, as shown in Figure 9-30.

Figure9-30 Storage Maintenance Main Window

[E3BEA Log Central - Storage Maintenance [ [O] x|
File Settings Help
Messages In Database | Intermediate Iessage Files
Date Hurber Of Ilessages
1908 Oct12 14 3
1908 Oct12 15 7
1908 Octl2 16 3
1908 Oct1217 11
Ready

This displays a representation of the number of messages delivered during each hour
of the day. The date appears on each line in the following format:

YYYY MVDD HH
As, for example:
1998 Cct12 14

which means during the 2 to 3 p.m. time period on October 12. (The hour isin 24-hour
representation.) During that hour, three messages were stored in the database.
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Figure 9-31 shows the Storage Maintenance main window with the Intermediate
Message Files tab sel ected.

Figure9-31 Storage Maintenance Main Window, Intermediate M essage Files

Tab

E‘%BEA Log Central - Storage Maintenance M= E3
File Settings Help
el QJ
Ilessages In Datahase Intermediate Message Fil
File Mame Size (KiloBates)
Ielog.1998-Oct12-02. DB 0136 KB =
Ielog.1998-0ct12-03 DB 0136 KB
Ielog.1998-Oct12-04. DB 0136 KB
Ielog.1998-Oct12-05. DB 0136 KB
Ielog.1998-Oct12-06 DB 0136 KB
Ielog.1998-0ct12-07 DB 0136 KB
Ielog.1998-Oct12-08 DB 0136 KB
Ielog.1998-Oct12-09 DB 0136 KB
Ielog.1998-Oct12-10. DB 0136 KB
Ielog. 1998-Oct12-11. DB 0136 KB
Ielog. 1998-Oct12-12. DB 0136 KB
Ielog. 1998-Oct12-13. DB 0136 KB
Ielog. 1998-Oct12-14 DB 0136 KB
Ielog. 1998-Oct12-15 044 KB [ ]
Ielog.cur 013KB —
Ready

Each file name represents one hour of the day. The file name consists of the
intermediate file prefix, plus a date and time representation similar to the Messagesin
Database format. For example, the file name corresponding to 1998 Oct 12 14 might
bel cl og. 1998- Cct 12- 14. DB. The current fileiscalled | ¢l og. cur.

The toolbar is below the menu bar. Table 9-5 describes the Storage Maintenance
toolbar buttons available for frequently used actions.
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Table 9-5 Sorage Maintenance Operations Settings Toolbar Buttons

Tool Button or Field Action

Invokes the Operations Settings configuration
window.

Refreshes the display, making it consistent with

@ the records in the database and intermediate files.
i Refresh

? Invokes the help page.

Heln

How to Prepare the Records Processing Script

9-50

Y ou can have Log Central execute a script of your choosing on its intermediate files
and on messages in the database. Log Central includes a sample script that you modify
for your purposes.

To talor this script to your specifications, perform the following steps:

1. Withan ASCII text editor, openthefilei nst al I _di r\ bi n\ pr ocess_dbr ec. bat
(i nstall_dirlbin/process_dbrec on UNIX), whereinstall _dir isthe
directory in which you installed L og Central.

2. Modify the script according to the description following these steps.
3. Savethe script.

The pr ocess_dbr ec script ships as a sample file—a shell script on UNIX machines

or a batch file on Windows NT—with comments describing how to use it (but it does
not actually do anything as shipped). The Operations Settings window allows you to
specify how frequently to execute the script, or whether to even execute it at all. You
can also process selected records manually using the Process Records option of the |
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Example

menu. The script isinvoked for the selected database records when you select this
option. Asal og Central administrator, you will want to tailor thisfile to your
specifications.

Some of the things you could do using the pr ocess_dbr ec script include:

4 Generate an email message that indicates which messages were deleted and the
date and time of the operation

4 Copy the archivefileto atape

4 Usean SQL statement to move specified recordsinto a different tablein the
database

The process_dbr ec command uses the following syntax:
process_dbrec starttine endtine

The process_dbr ec options definitions follow.

Argument Description

starttine Start time. Specifying 0 here means process al records before
endtine.

endtine End time.

Y our program can use these parameters as needed. It could also ignore them entirely.

Log Central expects your program to return -1 if thereisan error and O if it runs
successfully. Only if thereturn valueis O arerecords del eted after thepr ocess_dbr ec
script runs, even if you have selected the Delete Records option.

Note: Do not put any commands into the pr ocess_dbr ec script that writeto
standard out (such as echo). The standard out terminal is not availablein this
context.

Based on the specifications you made in the Operations Settings window, Log Central
might execute the script as follows:

process_dbrec "3-FEB-98 11: 00" "4- MAR-98 19: 00: 00"
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How to Schedule Deletion of Database Records

9-52

Y ou can have the Storage Maintenance tool delete records from the Log Central
database according to a schedule you determine by performing the following steps:

1. Select Settings on the toolbar.

This brings up the Operations Settings window, with the Messages in Database
tab selected.

Alternatively, you can select the Settings — Operations menu option.

2. Select only the Delete Records checkbox, as shown in Figure 9-32.

Figure9-32 Storage Maintenance Main Window, Delete Records

B Operations Settings N _ =100
- Messages in Datahase Intermediate Iviessage Files l
1
1 —Cperations ~Timing
Ilessages in Database: Start Operation at: I 12 0ct 1998 15:11:26
. I 1 I vl
[~ Process Records [V Repeat Every: Weeld(s)
wEing sedot pocess_dbec’
Operate On Records:

[ Delste Reconds (® Older than: |4 IWeek(s) 'l

(" Fror: |12 it 1998 15:11:26
Tio: |1200t199815:11:26

3. Specify the start time of the operation.

4. Specify the repetition time of the operation.

If you want to perform the operation once only, deselect the Repeat Every
checkbox.
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5. Specify the interval of the operation.

Enter a number in the first field, and then select atime unit from the pulldown
menu in the second field.

6. Select the recordsto be deleted, in one of two ways:

4 You can select amoving window of records by specifying Older Than in the
Operate on Records section.

Asin step 5, enter anumber in the first field, and then select atime unit from
the pulldown menu in the second field. If you choose, for example, Older
Than 2 weeks, and your operation is scheduled weekly, a record that is 2
weeks and 1 hour old at the time the operation is invoked would not be
deleted, but it would be the next time.

4 You can select afixed window of records by specifying a From and To time
in the Operate on Records section.

How to Manually Process Database Records

Y ou can have the Storage Maintenance tool execute the pr ocess_dbr ec script on
individually selected records on a “one-shot” basis by performing the following steps:

1. Select the records to process within the scrollable display in the Messages in
Database tab.

This operation is not valid in the Intermediate Message Files tab.
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2. Select File - Process Records, as shown in Figure 9-33.

Figure9-33 Storage Maintenance Main Window, Process Records

E‘%BEA Log Central - Storage Maintenance [ [O] x|
Heln
Messages In Database | Intermediate Iessage Files
Date | Hurber Of Ilessages

1 t12 14 3

1908 Oct12 15 7

1908 Octl2 16 3

1908 Oct1217 11
Ready ...

This causes the pr ocess_dbr ec script to be executed immediately on the
selected records.

How to Schedule Processing of Database Records

9-54

Y ou can have the Storage Maintenance tool execute the pr ocess_dbr ec script on
selected records according to a schedule you determine by performing the following

steps:
1. Select Settings on the toolbar.

This brings up the Operations Settings window, with the Messages in Database
tab selected.

Alternatively, you can select the Settings — Operations menu option.

2. Select only the Process Records checkbox, as shown in Figure 9-34.
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Figure9-34 Operations Settings Window, Records Processing

B Operations Settings N _ =100
- Messages in Datahase Intermediate Iviessage Files l
1
1 —Cperations ~Timing
Ilessages in Database: Start Operation at: I 12 0ct 1998 15:11:26
. I 1 I vl
[ Process Records [V Repeat Every: Weeld(s)
wEing sedot pocess_dbec’
Operate On Records:

[ IDelte Recors (® Older than: |4 IWeek(s) 'l

(" Fror: |12 it 1998 15:11:26
Tio: |1200t199815:11:26

3. Specify the start time of the operation.

4. Specify the repetition time of the operation.

If you want to perform the operation once only, deselect the Repeat Every
checkbox.

5. Specify the interval of the operation.

Enter a number in the first field, and then select atime unit from the pulldown
menu in the second field.

6. Select the recordsto be processed, in one of two ways:

4 You can select amoving window of records by specifying Older Than in the
Operate on Records section.

Asin step 5, enter anumber in the first field, and then select atime unit from
the pulldown menu in the second field. If you choose, for example, Older
Than 2 weeks, and your operation is scheduled weekly, a record that is 2
weeks and 1 hour old at the time the operation is invoked would not be
deleted, but it would be the next time.

4 You can select afixed window of records by specifying a From and To time
in the Operate on Records section.
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How to Schedule Both Processing and Deletion of
Database Records

Y ou can have the Storage Maintenance tool execute the pr ocess_dbr ec script on
selected records, followed by deletion of those records from the Log Central database,
according to a schedule you determine by performing the following steps:

1. Select Settings on the toolbar.

This brings up the Operations Settings window, with the Messages in Database
tab selected.

Alternatively, you can select the Settings — Operations menu option.

2. Select both the Process Records and Delete Records checkboxes, as shown in
Figure 9-35.

Figure9-35 Operations Settings Window, Recor ds Processing and Deleting

Ega DOperations Settings M=l E3
=
Messages in Database Intermediate Iviessage Files l
—Cperations ~Timing
Ilessages in Database: Start Operation at: I 12 Oct 1998 12.06:43
v . I 12 H vl
[ Process Records V" Repeat Every: outs)

Tvlinutels)

wEing sedot pocess_dbec’

Operate On Records:
(@& Older than: |4 ﬁ
|7 Delete Records Tvlonthis)
Deletion will tale place afer pmoessing) (- Fieier I 12 gt 1998 120643

T |12 Ot 1998 18:06:43

oK | camel | Hp |

3. Specify the start time of the operation.
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4. Specify the repetition time of the operation.

If you want to perform the operation once only, deselect the Repeat Every
checkbox.

5. Specify the interval of the operation.

Enter a number in the first field, and then select atime unit from the pulldown
menu in the second field.

6. Select the recordsto be processed, in one of two ways:

4 You can select amoving window of records by specifying Older Than in the
Operate on Records section.

Asin step 5, enter anumber in the first field, and then select atime unit from
the pulldown menu in the second field. If you choose, for example, Older
Than 2 weeks, and your operation is scheduled weekly, a record that is 2
weeks and 1 hour old at the time the operation is invoked would not be
deleted, but it would be the next time.

4 You can select afixed window of records by specifying a From and To time
in the Operate on Records section.

How to Schedule Deletion of Intermediate Files

Y ou can have the Storage Maintenance tool delete intermediate files according to a
schedule you determine by performing the following steps:

1. Select Settings on the toolbar.

This brings up the Operations Settings window, with the Messages in Database
tab selected.

Alternatively, you can select the Settings — Operations menu option.
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2. Select the Intermediate Message Files tab, as shown in Figure 9-36.

Figure9-36 Operations Settings Window, | nter mediate M essage Files Tab

Ega DOperations Settings M=l E3
Ivlessages in Database Intermediate Message File l

1

[ —Cperations ~Timing

Start Operation at:

I 10 Dec 1998 15:11:27
I2 IDay(s) VI

Repeat Every:
Deletion of intermediate files
after messages are inserted Operate On Files:
into the datahase Older than: Iﬁ IWeek(s) VI
Cancel Help

3. Specify the start time of the operation.

4. Specify theinterval of the operation.

Enter anumber in the first field, and then select atime unit from the pulldown
menu in the second field.

5. Select the age of filesto be deleted by specifying Older Than.

Asin step 4, enter anumber in the first field, and then select atime unit from
the pulldown menu in the second field.
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A Message Format

All Log Central messages use acommon format. This appendix discusses the
following topics:

4 Message Format
¢ Message Attributes at the Agent

4 Attributes in the Message Definition
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Message Format

A message consists of the following components:

¢
¢
¢

Header, containing predetermined fields of data.
Body, containing information defined by application devel opers.

Attributesin the message type definition. The message type definition is stored
in the Log Central relational database.

The Header and Body are the message components that are available at the data
collection agent. When data collection agents extract information from messages
flowing into logs on the managed node, the content of each message header is
determined by the mapping of log messages into L og Central message format. Each
message isuniquely identified by two of the attributes in the header: Subsystem Name
and a Message | D within that subsystem.

In addition to the attributes in the header, additional attributes are attached to alog
message at the Central Collector. These additional attributes are those contained in the
message definition, which is stored in the Log Central database. These additional
attributes include the following:

L4

* & & & & o o

Severity

Description

Recommendation

Trap Generation

Trap ID

Summary

Automatic Acknowledgment Flag
Execute on DB Upload
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Message Attributes at the Agent

The following attributes are included in the log message as sent by a data collection
agent.

Log ID

Thelog ID uses astring of up to three charactersto distinguish one set of log messages
from another. For example, the IDs | RX and DCS might distinguish messages |ogged
by adrug claim system from those logged by a document control system. This enables
logically separate log information to be maintained in a single database.

The use of thisfield in Log Central messagesis optional.

Logging Le1vel

This attribute consists of a single character. The possible values and their
recommended interpretation are as follows:

4 N—Normal message
4 D—Debug message

¢ VvV—\Verbose message
¢

S—Special message

Date and Time

This string indicates the date and time on the host where the message originated (not
the date and time on the host where the log file resides). The format (showing month,
day, hour, minute, second, and year) is:

Mrm dd hh: nm ss yyyy
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Subsystem Name

This string is the component of the system that logs the message. The subsystem name
field presupposes that your softwareis functionally divided into subsystems. The
subsystem name must be unique throughout the entire network to identify afunctional

group.

Message ID

The Message ID is anumber in the range of 1to 99999. This attribute identifies the
type of message within a subsystem (i.e,, it is unique within a subsystem, and two
subsystems may include the same message | D). The message ID and the Subsystem
Name together uniquely identify a message. The convention for message ID
assignmentsisas follows.

Message | D Number Purpose
1 - 49999 Activity and error messages defined by application
developers.
50000 - 89999 Reserved for future use.
90000 - 99999 General purpose system management messages, defined

in the Log Central header file. Specifically:

90000 — Startup message

90001 — Shutdown message

90002 — Transaction processing log message

90100 — Transaction processing log message (NCPDP)
90201 - 99999 — Reserved for future use

Host Name

Thisis the name of the network host where the message originated.
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Process ID

User ID

Thisisthe numeric process identifier (PID) of the process that issued the message.

Thisisthe user ID of the process that issued the message.

Function Name

This attribute is optional. This is the name—up to 40 characters in length—of the
internal function that issued the message. If this attribute is included, the recommended
convention is:

4 Function name if logged by a library function

4 Process name if in a main process function

Transaction ID

Body

This optional 21-character string attribute helps to correlate a message with other error
messages logged during the same transaction, or with data saved in another relational
database supporting an OLTP system. This field is relevant only in a case in which the

application process was operating in the context of a transaction.

Log Central represents a nonexistent transaction 1D witlvaue.

The message body contains free-format information in a text format. The content of
this string is determined by the developer of the application that logs the message. The
maximum length of a message body is 2000 characters.
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Attributes in the Message Definition

Thefollowing are attributes of the message definition. The message definition can be
modified using the Message Definition Editor. For more information, refer to
Chapter 9, “Using the Log Central Console.”

Severity

Definitions of message types stored in the Log Central database include a message
classification. The categories used to classify messages are defined by the applicatit
developer but a typical use is to categorize messages by severity.

The severity of a message is a rating used to represent the importance or impact of
event. For example, a message that indicates high usage of a print spooler reports a |
severe event than a message telling you that an application server has crashed. The |
Central Central Collector assigns a severity to messages as it saves the message in
Log Central database or to generate SNMP traps. The Central Collector uses the

severity classification that has been included in the message definition. By default, Lo
Central messages use the standard ISO severities, described in the following table.

Severity Description

I 'nf or mat i onal Thisincludes all activity messages.

Vér ni ng These messages report a problem that does not need immediate
attention.

M nor Performance or service degradation may resut.

Maj or The problem needs immediate attention or the performance of the

system may deteriorate.

Critical The software detected an error that requires immediate attention.
The system is down or may soon go down.
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Summary

Thisfield gives a summary of the information in the Description field.

Description

This attribute is a description of the condition or event that the message is reporting,
such as the probable cause of a problem. The message description is contained in the
message definition, not in the message header. Thisattribute can be modified using the
Log Central Message Definition Editor.

Recommendation

Thisattribute isthe recommended action to be taken when this message occurs, that is,
an action that probably solves the problem. This attribute is contained in the message
definition, not in the message packet that is generated by the data collection agents.

Y ou can modify this attribute, based on your past experience and particular
configuration, to provide enhanced advicefor future situationswhen the same message
recurs. Use the Message Definition Editor to modify the recommendation field. For
moreinformation on using the L og Central Console, refer to Chapter 9, “Using the Log
Central Console.”

Trap Generation

The value of this attribute is eitheEs or NO. The Basic Trap Configuration window

of the Log Central Console allows you to instruct the Central Collector to generate
SNMP trap notifications. If you specify that the message definition is to be used to
select which messages trigger a trap, traps are generated if the value of this attribute is
set toYES For more information on using the Log Central Console, refer to Chapter 9,
“Using the Log Central Console.”
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Trap ID

Y ou can use the Basic Trap Configuration window of the Log Central Consoleto
configurethe Central Collector to generate SNM P trap notifications. If you specify that
the message definition is to be used to select which messages trigger atrap, the value
of the Trap ID attribute is used as the Specific Trap value in the enterprise-specific
SNM P trap packet that is generated. For more information on using the Log Central
Console, refer to Chapter 9, “Using the Log Central Console.”

Automatic Acknowledgment Flag

When messages arrive at the Central Collector, they are, by default, not acknowledge
You can change the valuedoknow edged from the Message Browser. A typical use
for this attribute is to chart which system problems are currently being resolved or
actively investigated. If the automatic acknowledgment flag is #&anessages are
automatically marked as acknowledged. Possible valuesoayeYEs.

Execute on DB Upload

If a value is set for this field, the specified program or script is executed when the live
message is saved into the database.
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B Environment Variables

Under certain conditions, you may need to change some of Log Central’s environment
variables. This appendix describes these modifiable Log Central environment
variables, and the conditions under which you need to modify them:

¢ BEA_LC_IPCKEY
¢ BEA_LC_CONF_SERVICE
¢ BEA_SM_BEAMGR_CONF

BEA_LC_IPCKEY

The BEA_LC_IPCKEY environment variable defines the interprocess communication
(IPC) key used by Log Central, as well as acting as an identifier for Log Central.

If you are using only one instance of Log Central and have no need of changing its
default IPC key, you do not need to modify this variable. You must set it for multiple
Log Central systems because each needs a different value for its IPC key. The default
value of BEA_LC _IPCKEY i®xeeee0000. You can use the default for the first
instance of Log Central, but you must change the variable in any succeeding
invocations of Log Central. The value you set must be the same as that Rty
keyword of theLC_GLOBAL entry in themessagi ng. conf configuration file.

BEA_LC_IPCKEY is used by the following Log Central processes:
4 stop_messagi ng
4 show config

¢ log nonitor
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4 nBsg_test
4 start_nessaging

Thest art _messagi ng processon the central host reads the value of its | PC key from
thenmessagi ng. conf configuration file (fromthel PCKEY keyword). The valueisthen
passed to all processes started by st art _messagi ng (i pc_confi g, proc_nonitor,
msg_sender, msg_r ecei ver, nsg_pr ocessor ). All other Log Central programs not
started by st art _messagi ng (such as| og_noni t or, nsg_t est ) read the value of
this variable from the environment. The st ar t _messagi ng process on a managed
node al so reads the value from the environment.

Y ou should set this value on the central host as well as all managed nodes before
starting any Log Central processes.

Using a New IPCKEY Value

The following steps show how to assign a different value from the default to the
IPCKEY.

1. Set thevalue of the | PCKEY keyword of the LC_G.OBAL entry in the
messagi ng. conf configuration file on the central host. (IPCKEY can take any
numeric value. Use Ox to indicate a hexadecimal value.) For example, to use
Oxelelelel, you might have an LC_GLOBAL entry like the following:

LC GLOBAL
{
CENTRAL_HOST = "quahog"
LOGPREFI X = "fusr/lclog"
BACKUP_HOST = "orca"
BACKUP_LOGPREFI X = "/usr/ backupl og"
| PCKEY = Oxelelelel
}

2. Setthe BEA_LC_IPCKEY environment variable to the new value before starting
the st op_nessagi ng, show _confi g, | og_noni tor, or msg_t est commands.
Use the following command on UNIX with C-shell:

setenv BEA LC | PCKEY Oxelelelel
Use the following command on Windows NT, at a DOS prompt:
SET BEA LC | PCKEY Oxelelelel
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BEA_LC_CONF_SERVICE

The BEA_LC_CONF_SERVICE environment variable defines the name of the User
Datagram Protocol (UDP) service used for communication between the

start _messagi ng process on amanaged nodetothestart _nessagi ng processon
the central host. The default valueis| c_conf . Thisvalue is defined during
installation. That value, whether | c_conf or some other name, must be added to the
services database (/ et ¢/ ser vi ces on UNIX) by the system administrator. If the
administrator adds some value other than | ¢c_conf , then you make that specification
inthe BEA_LC_CONF_SERVICE environment variable.

Y ou should set this value on the central host aswell as all managed nodes before
starting the st ar t _messagi ng process.

Using a Different UDP Communication Service

The following steps show how to assign a different value from the default to the
communication service. These steps change from the default of | c_conf to
I c_conf _tux.

1. Addl! c_conf_t ux asaUDP servicein the services database (/ et ¢/ ser vi ces on
UNIX). For example:

I c_conf_tux 7011/ udp
You may need the help of your systems administrator to make this change.

2. Setthe BEA_LC _CONF_SERVICE environment variable to the new value. Use
the following command on UNIX with C-shell:

setenv BEA LC CONF_SERVI CE | ¢c_conf _tux
Use the following command on Windows NT, at a DOS prompt:

SET BEA _LC CONF_SERVI CE | c¢_conf _tux
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BEA_SM_BEAMGR_CONF

TheBEA_SM_BEAMGR_CONF environment variable specifies the location of the
BEA Manager configuration file that contains the TRAP_HOST entry. TRAP_HOST
entries define the location of SNMP management stations that are configured to
receive SNMP traps from Log Central.

On UNIX, the default location is/ et ¢/ beangr . conf ; on NT, the default location is
C:\ et c\ beangr . conf . If you wish to use afilelocation other than the default, you
should setthe BEA_SM_BEAMGR_CONF environment variableto point to the other
location.

Y ou should set this value on the central host as well as all managed nodes before
starting the st art _nessagi ng process.

Setting a New Location for the BEA Manager
Configuration File

B-4

The following steps show how to assign a different value from the default for the
location of the BEA Manager configuration file. The BEA_SM_BEAMGR_CONF
environment variable must contain the absol ute path of the file, including the name of
thefile.

4 Usethe following command on UNIX with C-shell:
set env BEA SM BEAMGR CONF /usr/ hore/ nmyconfi g. conf

4 Usethefollowing command on NT, at a DOS prompt:
SET BEA SM BEAMER CONF C:\ usr\ homenyconfi g. conf
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C Testing and Debugging
Commands

Log Central provides a number of testing and debugging utilities. This appendix
describes how to:

4 Generating Test Messages

4 Reading the Current Intermediate Log File

Generating Test Messages

Log Central providesaprogram called msg_t est to test the flow of messages. You
can observe the results of your test messages with the Message Browser of the Log
Central Console. The nsg_t est utility generates a user-defined number of messages
and sends them according to the settings specified in its options. Y ou can also use
msg_t est to print performance data.

To generate test messages, run the nsg_t est command at a command prompt on the
central host or a managed node, with the following syntax:

nmsg test [-h] [-i] [-] lengthl [-m/log level] [-n nmessages]
[-s subsystem [ subsysteml] [-t interval]

Thensg_t est command options definitions follow.
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Argument Description

-h Displays a help message.

- Invokes the interactive mode. The-i option overridesthe - t
option.

-1 length Defines the message body length. The default length is 40.

-mlog_Ievel Specifies one or more logging levels to use in the message

header. | og_I evel isone or more of the following:

N — Normal (the default)
V — Verbose

D - Debug

S — Special

-n nessages Defines the number of messages you want to generate. The
defaultis 1.

-t interval Defines the time interval, in seconds, to sleep between
messages. The default is 0.

-S subsystem Specifies the subsystem name to use in the message header. You
can specify more than one subsystem. The defau.i¥ ou
can supply a list of subsystem names.

Examples

This command simply generates three random messages:
msg_test -n 3

Thefollowing two commands are equivalent; each generates three messages. The
subsystem name of the first messageis LC, the second is TUXEDO, and that of the third
isLC (becauseit is not specified, and thus uses the default).

msg_test -n 3 -s "LC TUXEDO'

mseg_test -n 3 -s LC -s TUXEDO
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Reading the Current Intermediate Log File

Thensg_r eader utility continuously reads the current intermediate log file that the
msg_r ecei ver process constructs, and writes the contents of thisfile to the standard
output stream. The data appears in st dout in message format (that is, in astring
containing header data and body text).

Thensg_r ecei ver process creates a new intermediate log file every hour. The
msg_r eader processautomatically switchesto reading the current log file, which the
msg_ser ver process updates hourly. It tracksthe current log file, and automatically
switchesto a new log file whenever the nsg_ser ver closes an old log file and opens
anew one. Thensg_r eader process displaysthe contents of the intermediate log file
on the standard output, allowing you to monitor the file without going through the
Console.

To read the current log file, run the nsg_r eader command at a command prompt on
the central host, with the following syntax:

nsg reader [ -e ] [ -n ] [ -h ] pathnane

Thensg_r eader command options definitions follow.

Argument Description
-e Starts writing from the end of the log file.
-n Formats the logged messages before writing them. Do not use

this option if you invoke the nsg_r eader along with the
| og_noni t or application.

-h Displays a help message.

pat hname Specifies the path and file name to open for reading. The
nsg_r eader utility takes pat hnane asan argument, addsthe
extension . cur , and opens the resulting file for reading. The
pat hnane valueistheintermediatefile prefix for Log Central.
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Examples

Thefollowing command invokes msg_r eader with formatting options and opensthe
file named / t np/ | og1 for reading:

nsg _reader -n /tnp/logl &

The following command prints messagesto st dout with formatting:
nsg_reader -n pathnanme &

Use the following command to specify your own parameters:

nsg_reader [-e] [-n] pathname &
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D MIB Reference

A Management Information Base (MIB) describes the attributes of the managed
resource in away that an SNM P management system can understand. An SNMP MIB
must bewrittenin Abstract Notation One (ASN.1) and beformatted in conformity with
the SNMP standards. Two MIB are files provided with Log Central that contain
information for managing L og Central. These files fully conform to the SNMP
standard and are ready for loading into your SNM P manager.

This appendix provides a detailed description of the MIBsthat are supported by the
SNM P agents shipped with Log Central. The following are included:

4 Log Central Traps MIB

4 Process Monitor MIB
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Log Central Traps MIB

TheLog Central Traps (beaTr ap) MIB, found in thefilebea_I c_trap. asni,
contains Log Central attributes that are used as variablesin the traps.

Each SNMP trap has a header and body (called variable bindings). The objectsin this
MIB specify the objects (and their values) that are sent in the variable binding of
SNMP traps generated by Log Central. So when atrap is received by an SNMP
Manager, it has more information about the condition that generated the trap.

The SNMP Traps MIB contains only the beaTr ap group.

Variable Name Object ID

beaTr apLcLogLevel .1.3.6.1.4.1.140.21. 1

beaTr apLcTi mest anp .1.3.6.1.4.1.140.21.2

beaTr apLcSubsys .1.3.6.1.4.1.140.21.3

beaTrapLcM d .1.3.6.1.4.1.140.21. 4
beaTr apLcHost .1.3.6.1.4.1.140.21.5

beaTr apLcPi d .1.3.6.1.4.1.140.21.6

beaTrapLcUi d .1.3.6.1.4.1.140.21.7

beaTr apLcFuncti on .1.3.6.1.4.1.140.21.8

beaTr apLcTxkey .1.3.6.1.4.1.140.21.9

beaTr apLcVer si on .1.3.6.1.4.1.140. 21.10
beaTrapLcSeverity .1.3.6.1.4.1.140.21.11
beaTr apLcMessageBody .1.3.6.1.4.1.140.21.12
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beaTrapLcLogLevel
Syntax I NTEGER { normal (78), verbose(86), debug(68), special(83) }
Access  read-only

Description  This object contains the log level of the message for which the SNMP trap was
generated.

beaTrapLcTimestamp
Syntax ~OCTET STRI NG
Access  read-only

Description  Thisobject contains the generation time of the message for which the SNMP trap was
generated.

beaTrapLcSubsys

Syntax ~ OCTET STRI NG
Access  read-only

Description  This object contains the originating subsystem name of the message for which the
SNMP trap was generated.

beaTrapLcMid
Syntax | NTEGER
Access  read-only

Description  This object contains the message I D of the message for which the SNMP trap was
generated.
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beaTrapLcHost
Syntax ~ OCTET STRI NG
Access  read-only

Description  Thisobject contai nsthe originating host name of the message for which the SNMPtrap
was generated.

beaTrapLcPid

Syntax | NTEGER
Access  read-only

Description  This object contains the process | D of the message for which the SNMP trap was
generated.

beaTrapLcUid

Syntax ~ OCTET STRI NG
Access  read-only
Description  Thisobject containsthe user I D responsible for the message for which the SNMP trap
was generated.
beaTrapLcFunction
Syntax ~ OCTET STRI NG
Access  read-only

Description  This object contains the function name that generated the message for which the
SNMP trap was generated.
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beaTrapLcTxKey
Syntax ~OCTET STRI NG
Access  read-only

Description  This object contains the transaction key (if the originating process was in the context
of atransaction) of the message for which the SNMP trap was generated.

beaTrapLcVersion
Syntax | NTEGER
Access  read-only

Description  This object is currently unused.

beaTrapLcSeverity

Syntax INTEGER { informational (1), warning(2), minor(3), major(4),
critical (5) unknown(100) }

Access  read-only
Description  This object contains the severity of the message for which the SNMP trap was
generated. This is known for traps generated by the message processor on the central
host only.
beaTrapLcMessageBody
Syntax OCTET STRI NG
Access  read-only
Description  Thisobject contains the body of the message for which the SNMP trap was generated.
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Process Monitor MIB

The Process Monitor (beaPn) MIB, found in the BEA Manager MIB file (bea. asn1),
defines objects that support the Log Central Process Monitor. This MIB group is
supported by the pm snnpd SMUX subagent provided with the Agent Integrator.

Variable Name Object ID

beaPnPr ocsEnvt Var .1.3.6.1.4.1.140. 4.1
beaPm\bni t or Pi d .1.3.6.1.4.1.140.4. 2
beaPniVbni t or Ti mer .1.3.6.1.4.1.140.4.3
beaPm\bni t or Last Wakeup .1.3.6.1.4.1.140.4. 4
beaPmiVaxPr ocRestarts .1.3.6.1.4.1.140. 4.8
beaPniVaxPr ocRest art sl nt vl .1.3.6.1.4.1.140.4.9
beaPnPr ocTabl e .1.3.6.1.4.1.140.4. 11

beaPmProcsEnvtVar

Syntax  DisplayString
Access  read-only
Description  This object contains the environment variable specifying the interprocess

communication (IPC) key used for the BEA Manager pr oc_noni t or .

beaPmMonitorPid

Syntax  Integer
Access  read-only

Description  This object contains the process ID of proc_noni tor.
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beaPmMonitorTimer

Syntax  Integer
Access  read-write

Description  This object contains the wakeup interval of pr oc_noni t or.

beaPmMonitorLastWakeup

Syntax  Integer
Access  read-only

Description  This object contains the timestamp for the last wakeup of pr oc_noni t or, measured
from some epoch. Because pr oc_noni t or monitorsall other processesandisasingle
point of failure, this object is created to monitor the pr oc_noni t or process from the
SNMP manager and restart it if necessary.

beaPmMaxProcRestarts

Syntax  Integer
Access  read-write

Description  This object contains the maximum number of times a process may be restarted by
proc_noni t or within the time specified by the beaPmvaxPr ocRest ar t sl nt vl
object before pr oc_noni t or stopsrestarting it and marks the process with a status of
crashed.

beaPmMaxProcRestartsIntvl

Syntax  Integer
Access  read-write

Description  This object specifies the time interval during which a process can be restarted by
proc_noni t or beforeit is no longer restarted.
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beaPmProcTable

This object contains row entries. Each entry (row) in the beaPnPr ocTabl e isa
seguence of the following columnar objects. Each entry represents attributes of
processes registered with the BEA Manager pr oc_noni t or .

Variable Name Object ID

beaPnTbl Enti t yName .1.3.6.1.4.1.140.4.11. 1.1
beaPniTbl Procl d .1.3.6.1.4.1.140.4.11. 1.2
beaPniTbl St at us .1.3.6.1.4.1.140.4.11. 1.3
beaPmTbl Fi r st RegTi ne .1.3.6.1.4.1.140.4.11. 1. 4
beaPniTbl Last RegTi ne .1.3.6.1.4.1.140.4.11. 1.5
beaPnilbl Rest ar t Enabl ed .1.3.6.1.4.1.140.4.11.1. 6
beaPniTbl Rest ar t Ord .1.3.6.1.4.1.140.4.11. 1.7
beaPnilbl NunRest art s .1.3.6.1.4.1.140.4.11.1. 8
beaPnilbl Ref Rest art Ti e .1.3.6.1.4.1.140.4.11.1.9
beaPnilbl NunRest ar t sFr onRef .1.3.6.1.4.1.140.4.11.1. 10
beaPnilbl Fi r st Restart Ti me .1.3.6.1.4.1.140.4.11.1. 11
beaPnilbl Last Restart Ti me .1.3.6.1.4.1.140.4.11.1. 12
beaPnTbl U d .1.3.6.1.4.1.140.4.11.1.13
beaPnTbl G d .1.3.6.1.4.1.140.4.11. 1. 14
beaPniTbl Eui d .1.3.6.1.4.1.140.4.11.1.15
beaPnTbl Egi d .1.3.6.1.4.1.140.4.11.1.16
beaPniTbl SwiName .1.3.6.1.4.1.140.4.11.1.17
beaPnilbl SwVer si on .1.3.6.1.4.1.140.4.11.1.18
beaPniTbl SwDat e .1.3.6.1.4.1.140.4.11.1.19
beaPnTbl SwTi me .1.3.6.1.4.1.140.4.11.1. 20
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beaPmTbIEntityName
Syntax  DisplayString
Access  read-only

Description  This object contains a name that uniquely identifies an entry in the table.

beaPmTbIProcid

Syntax  Integer
Access  read-only

Description  This object contains the process ID of the registered process.

beaPmTDblStatus

Syntax Integer {uninitialized (1), running (2), restarted (3),
dead (4), unregistered (5), crashed (6) }

Access  read-only

Description  Thisobject contains the current status of the registered process. Processes are marked
unr egi st er ed if they have died and are not to berestarted. A processis marked dead
if proc_noni t or detected that it is no longer running. A process is marked
restarted if proc_noni tor restarted it. A processis marked cr ashed if it was
restarted too many times in a specified interval of time.

beaPmTblFirstRegTime
Syntax  DisplayString
Access  read-only

Description  This object contains the time when the process first registered.
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beaPmTblLastRegTime
Syntax  DisplayString
Access  read-only

Description  This object contains the time when the process last registered.

beaPmTbIRestartEnabled

Syntax Integer {no (1), yes (2), nonore (3) }
Access  read-only

Description  This object contains aflag to indicate if a process can be restarted by pr oc_noni t or .

beaPmTbIRestartCmd
Syntax  DisplayString
Access  read-only
Description  This object contains the command to be executed by pr oc_noni t or when restarting

aprocessif thisflagisyes.

beaPmTbINumRestarts

Syntax  Integer
Access  read-only

Description  This object contains the number of times this process has been restarted.

beaPmTbIRefRestartTime
Syntax  DisplayString
Access  read-only

Description  This object contains the reference timestamp from which proc_noni t or must
determine if a process should be restarted or marked as crashed.
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beaPmTbINumRestartsFromRef

Syntax  Integer
Access  read-only

Description  This object contains the number of restarts that occurred since the
beaPnilbl Ref Rest ar t Ti ne timestamp.

beaPmTblFirstRestartTime
Syntax  DisplayString
Access  read-only

Description  This object contains the timestamp of the first restart of the process.

beaPmTblLastRestartTime
Syntax  DisplayString
Access  read-only

Description  This object contains the timestamp of the | ast restart of the process.

beaPmTblUid

Syntax  Integer
Access  read-only

Description  This object contains the process user 1D. This object is saved when the process
registers so that the process can be set to the same user ID if it is restarted.

beaPmTDbIGid

Syntax  Integer
Access  read-only

Description  This object contains the group ID of the owner of the process. This object is saved
when the process registers so that the group 1D can be set to the same value if the
process is restarted.
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beaPmTblEuid
Syntax  Integer
Access  read-only
Description  This object contains the effective user ID. This object is saved when the process
registers so that the process can be set to the same valueiif it is restarted by
proc_nonitor.
beaPmTbIEgid
Syntax  Integer
Access  read-only
Description  This object contains the effective group ID. This object is saved when the process
registers so that the process can be set to the same valueiif it is restarted by
proc_nonitor.
beaPmTbISwName
Syntax  DisplayString
Access  read-only
Description  This object contains the software subsystem name of the process. This object is used
for configuration management to ensure that a processis an execution of the correct
version of the software.
beaPmTbISwVersion
Syntax  DisplayString
Access  read-only
Description  This object contains the software version of the process. This object is used for

configuration management to ensure that a processis an execution of the correct
version of the software.
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beaPmTbISwDate
Syntax  DisplayString
Access  read-only

Description  This object contains the software creation date of the process. This object is used for
configuration management to ensure that a process is an execution of the correct

version of the software.

beaPmTbISwTime
Syntax  DisplayString
Access  read-only

Description  This object contains the software creation time of the process. This object is used for
configuration management to ensure that a process is an execution of the correct

version of the software.
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APPENDIX

E

Database Schema

A database administrator needs to know the contents of the Log Central database table

definitions to help determine which tables to back up and when to back them up.

This appendix summarizes all the database table definitions used by Log Central. It

includes the following tables:

L4

* & & & & o o

Schema Tables

Log Message Definitions
Logging Levels
Message Severities
Subsystem Definitions
Trap Classes

Logged Message Data

User Data
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Schema Tables

E-2

Table E-1 lists the schematables.

Table E-1 Table Summary

Table Name Description

IL_MSG Contains data pertaining to log message definitions.
IL_REP_MODE Contains data pertaining to the log reporting modes.
IL_SEV Contains data pertaining to the message severities.
IL_SUBS Contains data pertaining to subsystem definitions.

IL_TRAP_CLASS

Contains data pertaining to SNMP trap classes.

IL_SM_LOG

Contains data pertaining to logged messages.

IL_USER

Contains data pertaining to users.
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Log Message Definitions

TableE-2 IL_MSG

Field Name Null? Type Size  Description

LOG _SUBS NAME Not null CHAR 8 The name of the subsystem

LOG MSG ID Notnull NUMBER 5 The message | D number

LOG_SDESC Not null CHAR 40 A short description of the log message

LOG_MSG_SEVERITY Notnull NUMBER 1 The severity level.

LOG_REP_MODE Not null CHAR 1 Thelog reporting mode.

LOG_MSG_VERSION Notnull NUMBER 3 The message version number.

LOG_MSG_MNEMONIC CHAR 40 The name correlating a message to the
software module in which it is defined.

LOG_MSG_PARSE FNC CHAR 40 The program to be executed when alive
message arrives that maps with this
message definition.

LOG_MSG _TRAP_ID NUMBER 6 The ID number for the SNMP trap.

LOG_MSG_TRAP_ENABLED NUMBER 1 The SNMP trap flag.

LOG MSG AUTO _ACK Notnull NUMBER 1 Whether the message is

auto-acknowledged.

LOG_MSG_DESC REC Notnull  LONG Description and recommendation inthe
following format:

4 Sdigitsrepresenting the length of
the description

4 thedescription itself

4 the recommendeation, occupying
the remainder of the field
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Logging Levels

TableE-3 IL_REP_MODE

Field Name Null? Type Size  Description

LOG_REP_MODE_ID Notnull CHAR 1 The character that identifiesthelogging
level. Valid vauesareN, V, D, and S.

LOG_REP_MODE_DESC Notnull CHAR 7 The string that describes the logging
level. Valid values are: Nor mal ,

Ver bose, Debug, and Speci al .
Message Severities
TableE-4 IL_SEV

Field Name Null? Type Size  Description

LOG SEV_ID Notnull NUMBER 1 A number that identifies the severity
level. Vadlid vauesare: 1, 2, 3, 4, 5.

LOG_SEV_DESC Notnull CHAR 13 The string that describes the severity
level. Valid values are:

I nf or mati onal , \War ni ng, M nor,
Maj or,Critical.

LOG SEV_TRAP_ID Notnull NUMBER 1 The ID number for the SNMP trap,
based on message severity. Valid
values are any 6-digit number.

LOG_SEV_TRAP_ENABLED Notnull NUMBER 1 The SNMP trap flag, based on message

severity. Valid valuesare 0 and 1.
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Subsystem Definitions

TableE-5 IL_SUBS

Field Name Null? Type Size  Description

LOG_SUBS NAME Not null CHAR 8 A string that identifies the subsystem
name.

LOG_SUBS DESC CHAR 40 A gtring that describes the subsystem
name.

TableE-6 IL_TRAP_CLASS

Field Name Null? Type Size  Description

LOG _TRAP_CLASS NAME Not null CHAR 16 The name of the SNMP trap class.
Valid values are: nessage and
severity.

LOG TRAP_CLASS ENABLED Notnull NUMBER 1 A flag to enable or disable SNMP traps

inthe specified class. Valid valuesare 0
and 1.
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Logged Message Data

TableE-7 IL_SM_LOG TABLE

Field Name Null? Type Size  Description

MSG_KEY_TS Notnull DATE A time stamp indicating when the
message was logged.

MSG_KEY_CTR Notnull NUMBER 3 A counter for multiple messages
received in the same second.

MSG_LOG_ID CHAR 3 Thelog ID string.

MSG_REP_MODE Notnull CHAR 1 The logging level.

MSG_SEVERITY Notnull NUMBER 1 The message severity.

MSG_SS NAME Notnull CHAR 8 The subsystem name.

MSG_ID Notnull NUMBER 5 The message |ID number.

MSG _HOST NAME Notnull CHAR 20 The name of the sending host.

MSG_PID Notnull NUMBER 5 The process ID.

MSG_UID Notnull CHAR 8 The user ID.

MSG_FCT_NAME CHAR 40 The name of the function.

MSG_TRAN_KEY CHAR 21 The transaction ID.

MSG_VERSION Notnull NUMBER 3 The message body version number.

Thisisareserved field.

MSG_TEXT LONG 2000  The message body.
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User Data

TableE-8 IL_USER TABLE

Field Name Null? Type Size  Description

USERNAME Not null CHAR 10 User name.

PASSWORD Not null CHAR 10 Password.

FIELDS CHAR 100 Displayed fields. Storeslist of fields
displayed in the Message Definition
Browser.

ORDERS CHAR 100 Field order. Stores the order in which

the display fields will be seen.
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Initialization File

The Log Central database management and the Log Central user interface get their
initialization information fromthe i nstal I di r/ et c/ msg_pr ocessor . ini file

To fine-tune system performance, you may wish to modify the values of some of the
parameters of theinitialization file. Y ou might, for example, want to change the default
values of seep times and read intervals. Also, on some systems, you might need to
specify Oracle thin driversin the database URL.

The following table lists al the parameters that can be set within
neg_processor.ini.

PropertiesName  Description Valid I nterested Programs
Values

LC.URL URL for database nMsg_processor,

Examples I c_create_schenm,
. | c_drop_schema,

MS SQL Server or Oracle Type-1 driver megdef export,
j dbc: odbc: rmgr db nsgdef i nport,
Oracle8 Type-2 driver negdef _del et e,

subsystem create,
) subsyst em del et e,
Oracle Type-4 driver | c_user _commands

jdbc: oracl e: thin: @mazon:
1521: anazonPr od

jdbc: oracl e: oci 8: @cdbserv
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PropertiesName  Description Valid Interested Programs
Values
LC.driver JDBC Driver Name Msg_pr ocessor,
Examples | c_create_schemm,
. | c_drop_schems,
MS SQL Server or Oracle Type-1 driver msgdef export,
sun. j dbc. odbc. JdbcCQdbcDri ver nsgdef i nport,
Oracle Type-2 or Type-4 driver negdef _del ete,
oracl e.jdbc.driver. OracleDriver subsystem creat e,
subsystem del et e,
| c_user_comands
LC.userName Database login name nMsg_pr ocessor,
Default/Example | c_create_schemm,
| c_drop_schems,
scott nsgdef _export,
nsgdef i nport,
nsgdef del ete,
subsystem create,
subsyst em del et e,
| c_user_comands
L C.password Database password Msg_pr ocessor,
Default/Example | c_create_schemm,
. | c_drop_schems,
tiger nsgdef _export,
nsgdef i nport,
nsgdef del ete,
subsystem create,
subsystem del et e,
| c_user_comands
LC.DBVendor Database vendor name ORACLE nsg_processor,
Default/Example ,MSSQL | c_create_schens,
| c_drop_schems,
ORACLE nsgdef _export,
nsgdef _i nport,
nsgdef del ete,
subsystem create,
subsyst em del et e,
| c_user_comands
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PropertiesName  Description Valid I nterested Programs
Values

LC.parseFunction Process parse function or not true, false mnsQ_processor
Default
true

LC.loadDB Database is available or not true, false nsQ_processor
Default
true

LC.maxOpenTries Maximum number of attemptsto open afile  numeric nsg_processor
Defaut value
10000

LC.openSleepTime Sleep time in milliseconds if fileis not numeric nsg_processor
available for open value
Default
2000

LC.readSleepTime Sleep timein milliseconds betweentwo reads numeric Msg_processor
if no new records value
Default
2000

LC.readDelayTime Deay time in milliseconds between two numeric Msg_processor
reads; should be O value

Default
0

LC.rea TimeSleep
Time

Sleep timein milliseconds between two reads
from shared memory if no new recordsis
available

Default
1000

nsg_processor
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F INITIALIZATION FILE

PropertiesName  Description Valid Interested Programs
Values
LC.ILLog Pathfor error/debuglogscreated by IL system  validfile nsg_processor,
itself names | c_create_schens,
Default/Example | c_drop_schem,
nsgdef _export,
LCLog nsgdef i nport,
nsgdef del ete,
subsystem create,
subsystem del et e,
| c_user_comands
LC.Server.Parameters Maximum simultaneous connection allowed;  numeric nMsg_pr ocessor
.MaxConnections 0 means no limit
Default
100
L C.Server.dbPort Port for meg_pr ocessor nMsg_processor,
Default I ¢_launch
7001
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APPENDIX

(G Predefined Log
Mapping

Predefined mappings are available for integrating the following log resourcesinto the
Log Central system with Log Monitor:

¢ BEA TUXEDO Message Mapping
4 WindowsNT Event Log
¢ Oracle Alert Log

For more information about the storage format of Log Central messages, refer to
Chapter 4, “Integrating Logs into Log Central.”
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G PREDEFINED LOG MAPPING

BEA TUXEDO Message Mapping

The following graphic shows the predefined mapping of atypical BEA TUXEDO
UL OG message to aLog Central message.

Typical TUXEDO ULOG message from file ULOG.071598

[
084814 .7ellyfish!BRIDGE. 20298: LIBTUX CAT:262: IHFO: Standard main starting

|H|Jul 15 08:48:14 1998 |LIBTUX|262|jellyfish|20298 |gachin|BRIDGE|0]1!
LIBTUX CAT:262: IHFO: Standard main starting

I

The Log Monitor command to perform this mapping follows:

log nonitor -P TUXEDO -i ULOG 071598

Log Central Message Fields

Thefollowing graphic shows the fields of alLog Central message.

|H|Jul ]724:11 1998|D K|25?ﬂe|20 98|JenlIO|0|1!'Disk is Full
/ c -/ l

Date & Time Hostham

A% N
Message ID User ID ersion No

Log Subsystem name T tion ID
ransaction

Process ID Function Name

Reporting Mode

Message Body
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Winbows NT EVENT LOG

Windows NT Event Log

The following table shows the predefined mapping of a Windows NT event log to a

Log Central message.

Log Central Field

Value

Date NT Event date + Time

Body NT Event description

Message ID NT Event ID

Subsystem NT Event Source

Host NT Event Computer

Process ID PID of | og_noni t or

Function None

Transaction ID 0

User ID NT Event User

Version 1 (If message body is greater than 2000 characters, then

multiple messages are sent, incrementing the version number.)

The Log Monitor command to perform this mapping follows:

I og_noni tor -P NTEVENT
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G PREDEFINED LOG MAPPING

Oracle Alert Log

G-4

The following table shows the predefined mapping of an Oracle alert log to aLog

Central message.
Log Central Field Value
Date Alert log date
Body Multiline message in Alert log
Message |D 999
Subsystem ORACLE
Host Host wherethel og_noni t or processisrunning
Process ID PID of | og_noni t or
Function None
Transaction 1D 0
User ID User name of thel og_noni t or process
Verson 1 (If message body is greater than 2000 characters, then

multi ple messages are sent, incrementing the version number.)

The Log Monitor command

| og_nonitor -P ORACLE

Log Central Administrator’'s Guide
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Glossary

Abstract Syntax Notation One (ASN.1)

A formal notation used to define data types and encode data values. A language
that describesthe data structuresthat make up an abstract syntax. ITU-T (formerly
CCITT) specification X.409 is equivalent to ASN.1. ASN.1 isused to define a
management information base (MIB). ASN.1 is a common requirement of the
SNMP and CMIP network management protocols.

activity message
A log message that primarily provides information about events that occur in the
system rather than reporting error conditions.

AFS
Attributed File System

agent
A component of network management that exchanges data about managed re-
sources with a network manager. Agents provide a software interface to managed
resources, and gather data about them at a manager’s request.
agent/manager model
A model where a manager communicates with many distritagents via a net-
work or system management protocol.
alarm
A message reporting that a managed object is in an abnormal state (i.e., a managed
object has passed a pre-defined threshold).
API
Seeapplication programming interface.

application programming interface (API)
A set of calling conventions that define how to invoke a service.
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ar chitecture

The structure and interrelationship of componentsin a system or in an
environment.

ASN.1

A standard notation used to define a management information base (M1B). See
Abstract Syntax Notation One (ASN.1).

BEA TUXEDO System

A robust middleware engine for developing and deploying business-critical
client/server applications. It handles distributed transaction processing,
application messaging, and thefull complement of services necessary to build and
run enterprise-wide applications.

client
A process that interacts with users and submits requeststo a server.

client/server

1) A model used in distributed systemswhere one host acts as asystem server, and
the other host actsasaclient. 2) A distribution model in which there aretwo types
of applications: client applicationsthat request that tasks be performed, and server
applications that perform those tasks. 3) A programming model in which applica-
tion programs are structured as clients or servers. A client program is an applica-
tion program that requests servicesto be performed. A server programis an entity
that dispatches serviceroutinesto satisfy requestsfrom client programs. A service
routine is an application program modul e that performs one or more specific func-
tions on behalf of client programs.

CMIP
See Common Management | nformation Protocol (CMIP).

Common Management Interface Protocol (CMI1P)

A protocol for network management defined by 1SO standards. The network man-
agement protocol for OSI networks.

configuration management

Monitoring the state of an application process (i.e., whether a processis running,
stopped, or restarted), and controlling a process’ software revision level (i.e., pro
viding the software’s current version).
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database

A collection of one or more tables or files under the control of a database manage-
ment system.

database management system (DBM S)

A program or set of programsthat let users structure and manipulate the data in
the tables of adatabase. A DBMS ensures privacy, recovery, and integrity of data
in amulti-user environment.

DBMS
See database management system.

EGID
Effective group identification number.

enter prise-wide environment

Thisterm refersto all componentsin a distributed environment, both local and re-
mote.

escalation procedure

An alternative method for logging alog message when the main logging option
fails.

error message
A log message that indicatesthat a process detected an error condition which must
be recorded in alog.

EUID
Effective user identification number.

event notification

A means for application processes to communicate with each other about impor-
tant occurrences in the system (i.e., they send event notifications to each other).

event management
A process sending an event notification to one or more other processes. Event
management is primarily used for setting or modifying configuration parameters
in running processes (e.g., modifying their logging options or forcing them to
re-read their configuration files).
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field
1) A way of addressing asingleitem of datain adatabasetable. A field isthe data
that exists at a column/row location in a database table. 2) A field is also an area
of awindow where data displays.

GID
Group identification number.

graphical user interface (GUI)

A high-level interface that uses windows and menus with graphic symbolsinstead
of typed system commands to provide an interactive environment for a user.

GUI
See graphical user interface.

host

A computer running application software. A host may be at your site (i.e., local)
or at another site (i.e., remote).

identification string

Portions of afilethat get expanded by BEA Manager utilitiesto contain file and
systemidentification information. If compiled, these strings are placed into object
file functions, where their information is then available. These are also called

i dent strings.

International Organization for Standardization (1SO)
An organization that produces standards.

ISO
See International Organization for Sandardization.

managed object
1) A software entity, defined in aManagement | nformation Base (MIB), that rep-
resents a managed resource (such as a process, a piece of hardware, or a system
performance attribute), and is controlled by a management device.
2) In Smple Network Management Protocol, a managed object represents a man-
ageable attribute of amanaged resource, such as the average transit time of trans-
actionsthrough an application or the number of interface cardsin ahost computer.
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managed r esour ce

The physical resource whose attributes are represented by managed objectsin a
Management | nformation Base. A managed resource can be asoftware entity such
as an application or queue, or a hardware device, such as an interface card or hub.

management framewor k

A system that provides a unified view of hardware and software resources on
distributed systems and enterprise-wide networksto aid network administratorsto
manage and control these resources.

management infor mation base (M 1B)

1) A virtua storage database that uses ASN.1 notation. The MIB contains each ob-
ject that the system management software monitors and controls. Each hasa
unigue object name and a unique object identifier.

2) A BEATUXEDO System component that provides acomplete definition of the
object classes and their attributes that together comprise the BEA TUXEDO
System. Thetotal BEA TUXEDO System Management Information Baseis
organized into a generic MIB and component-specific MIBs for each major
component. Configuration and administration of the BEA TUXEDO System can
be done programmatically.

manager (system manager)

A component of network management that requests data from an agent, and takes
actions based on that data.

message (log message)

A meansfor sending data and values across applications. M essages represent sta-
titical or status information about application processes, and consist of a header,
containing message ID data; and a body, containing user-defined information.

message definition block

Thetotal body of datathat comprises a message definition, such asthe command
name, the subsystem name, and the internal and external recommendations, col-
lectively.

MIB
See management information base (MIB).

MIB group
A group of objects, represented by the name or OID of an object in the OID (or
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registration) tree, which contains a collection of managed objects. A MIB group
may contain other MIB groups, or it may contain scalar or tabular objects.

node application
A piece of application software that you can invoke on a host.

MOPS
Management operations per second.

object identifier (OID)
OIDs are unique designators of attributes of managed resources and are used in
both SNMP and CM P network management. An OID isaunique number that de-
finesan object in the MIB. The numbersthat comprise the OID describe a path to
the object through a tree hierarchy, which is often called an OID tree or aregistra-
tion tree. When the SNM P agent wishesto access a specific object, it traversesthe
OID treein the MIB file to find the object.

OID
See object identifier.

OLTP
See online transaction processing.

onlinetransaction processing (OLTP)

The execution of unitsof work in aperformance-critical environment that appears
to the user asimmediate; real-time; usually having internal recoverability,
history-keeping and consi stency-assurance features.

Open Systems Interconnection (OSl)

A consortium that facilitates communi cati ons between different types of computer
systems.

osl
See Open Systems | nter connection.

PID
See process ID (PID).

polling
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An activity where amanager interrogates an agent at a periodic interval. The
agents report the values of the specified managed objects. Checking at periodic
intervalsto determine if a managed object value has crossed a specified threshol d.

private M 1B

A MIB that is defined under the private MIB directory. Private MIBs contain ob-
jects that are specific to a company’s software needs. The identification number
of the BEA private MIB is 1.3.6.1.4.1.140.

process events

Event notifications that cause a process to execute a specific task when they are
delivered.

process D (PID)
A unique number that identifies a process.

process management

Managing the state of an application process (i.e., whether a process is running,
stopped, recovered, or restarted) and its software version.

register a process

A term used to describe how a process provides information about itself in shared
memory for event management and/or process management. Once a process reg-
isters, process management software can track it.

requestor

A process that receives messages from clients, converts these messages to a com-
mon internal form, determines the appropriate server or servers for the transaction
request, and forwards the request to a server.

RCS
Revision control system.

RDBMS
Relational database management system.

server

A process that provides services to requesting processes. Each server includes one
or more services, each of which performs specific transaction processing func-
tions.
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severity
The severity of amessage or event notification isarating used to represent theim-
portance or impact of the event being reported. For example, a message that indi-
cates high usage of network bandwidth reports aless severe event than amessage
telling you that a server has crashed.

shared memory manager (SMGR)

The Shared Memory Manager subsystem, which provides mechanismsthat enable
you to manage a set of shared memory segments. Y ou can use SMGR as abasic
building block for any application that require processes to communicate through
shared memory.

Simple Network Management Protocol (SNM P)

A de-facto standard network management protocol developed by the Internet
community.

SMGR
See shared memory manager.

SNMP
See Smple Network Management Protocol (SNMP).

SNM P agent
An agent using the SNMP protocol to exchange data with the system manager.

SNM P mask

A meansfor hiding selected SNMP traps, | etting you cause alarms only in certain
instances.

standard MIB

A MIB developed as a standard by the Internet community. Examplesare MIB |
and MIB II.

TCP/IP
See Transmission Control Protocol/Internet Protocol.

Transmission Control Protocol/l nternet Protocol (TCP/IP)
A network protocol that is part of the Internet suite of protocols.

Timer Events
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Eventsthat signal the passing of time to a process. This tellsthe processthat it is
time to execute a specific task.

Token
Anindividual element in the message definition block, such as the command or
the subsystem name.

trap

An SNMP data packet containing information about an error that occurred with a
managed object. Traps are unsolicited event notifications, that is, notifications
generated by an agent on its own initiative.

UDP
See User Datagram Protocol.

uiD
User identification number.

User Datagram Protocol (UDP)
The TCP/IP datagram transport layer protocol.

window

An area of a user’s screen in a Graphical User Interface system. A window is a

mechanism used by applications for interacting with a user.
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A
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agent filters 6-9

Agent Integrator polling rules 7-5
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message definition A-8
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6-5
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Basic Trap Configuration
procedures for using 9-42
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by message definition 9-45
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9-46
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beaEmTblSwName D-12
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beaSystemDescr, in HP OpenView 7-5
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6-5
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COMMAND, DEFINE_FILTER action 6-14
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data collection system
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stopping 8-12
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Storage Maintenance 9-56
scheduling processing, Storage
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4-11
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example 6-14
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relational conditions 6-12
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syntax 6-9
delete message definitions, Message
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scheduling, Storage Maintenance 9-52
deletion of intermediate files, scheduling,
Storage Maintenance 9-57
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A-7
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E
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4-10
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G
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host name, message attribute, at agent A-4
HOST, DEFINE_FILTER 6-11
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SUBSY STEM, in message definition 5-4
subsystem_delete 5-8
summary, attribute in message definition A-7
SUMMARY, in message definition 5-4
support
customer xviii
documentation xvii

T

TALK_SERVICES, LC_GLOBAL keyword
6-5
test messages, generating C-1
testing and debugging commands C-1
transaction 1D, message attribute, at agent
A-5
trap classes, database schema E-5
trap enabled, attribute in message definition
A-7
trap generation
by message definition and severity,
Basic Trap Configuration 9-46
by message definition, Basic Trap
Configuration 9-45
by severity, Basic Trap Configuration
9-43
trap generation, attribute in message
definition A-7
trap generation, two waysto do it 1-3
trap ID, attribute in message definition A-8
TRAP_ENABLED, in message definition
5-5
TRAP_ID, in message definition 5-5
TRAPID, DEFINE_FILTER action 6-14
TUXEDO message manual 5-2
TXKEY, DEFINE_FILTER 6-11

U

Unacknowledged field, Message Browser
9-5

user data, database schema E-7

user |D, message attribute, at agent A-5

USER, DEFINE_FILTER 6-11

w

Windows NT event log message mapping,
predefined G-3
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