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About Minimum Permissions

When you install Oracle Enterprise Single Sign-On Provisioning Gateway (ESSO-PG), you
must create a specific service account, at the domain level, in order for ESSO-PG to function
properly. This guide describes how to increase security by creating such an account with a
specific set of permissions to certain objects within Active Directory.

Audience

This guide is intended for experienced administrators and software engineers who are
responsible for the installation, configuration, and maintenance of ESSO-PG and ESSO-LM.
Administrators are expected to understand the installation, configuration, maintenance, and
troubleshooting of the following Microsoft products and technologies:

e Windows® Server 2003
e Microsoft Active Directory

e Microsoft Internet Information Server (version 6.0)

e Oracle ESSO-LM software in a Microsoft Active Directory environment, including
installation of the ESSO-LM Administrative Console and the ESSO-LM Agent, schema
extension, and configuring the ESSO-LM agent through the ESSO-LM Administrative

Console.

SSO Agent ESSO-LM Agent

SSO Administrative Console ESSO-LM Administrative Console

ESSO-LM Oracle Enterprise Single Sign-On Logon Manager

ESSO-AM Oracle Enterprise Single Sign-On Authentication
Manager

ESSO-KM Oracle Enterprise Single Sign-On Kiosk Manager

ESSO-PG Oracle Enterprise Single Sign-On Provisioning
Gateway

ESSO-PR Oracle Enterprise Single Sign-On Password Reset

SSO ESSO-LM

FTU First Time Use

SSO Agent ESSO-LM Agent



About Minimum Permissions

Welcome to the ESSO-PG Minimum Permissions Guide

ESSO-PG requires a specific service account, at the domain level, in order to function
properly. Previously, such an account was a member of the Domain Administrator’s group,
which presented potential security liabilities.

In order to increase security, Passlogix recommends that this service account be created as
a member of an account other than the Domain Users group. (For the purposes of this
document, the service account is named PMSERVICE; however, you can follow any naming
convention you choose).

The instructions in this document describe how to:

e create the service account (PMSERVICE) as a member of the Domain Users group

e grant a specific set of permissions to certain objects within Active Directory to the
serviced account

e configure the ESSO-PG_Administrative Console

e create templates for provisioning

e provision a user.

'U | The PMSERVICE account must also be a member of the local administrator’s
- group on the I1IS server that the ESSO-PG server-side components are
installed on.

E You will need an account with Domain Admin and Schema Admin privileges in

order to complete certain tasks involving the installation of ESSO-LM,
extending the schema, installing software, and modifying certain permissions
within Active Directory.
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General Recommendations and Notes

Oracle recommends that you not install Internet Information Server (11S) on a Domain
Controller. Passlogix recommends that you install the ESSO-PG server-side components on
a member server, not a Domain Controller.

The procedures and recommendations presented in this document have been tested in a
controlled environment where the desired results were achieved. Passlogix recommends
that you test these procedures in a non-production environment that resembles your
working network as closely as possible.

The procedures outlined in this document involve changes that can affect your entire
domain. Specialized policies, trust, inheritance issues, and intra- and inter-site replication
issues, particularly as they exist in large enterprises, cannot be fully tested outside of the
actual environment.

As with any issues that could affect a large number of users, Passlogix recommends a
prudent, error-on-the-side-of-caution approach to testing and deploying this product by
those who are responsible for installing, configuring, and maintaining it.



Installing ESSO-LM and ESSO-LM Agent

Installing ESSO-LM and ESSO-LM Agent

Install and configure ESSO-LM on a workstation within your domain. Install the
ESSO-LM Administrative Console, the ESSO-LM Agent, and extend your schema.
Refer to the ESSO-LM Installation and Setup Guide for more information.

Verify that ESSO-LM is functioning properly.

Install the ESSO-LM client-side components on the workstation where you installed
ESSO-LM. Refer to the ESSO-PG Installation and Setup Guide for more information.

When you deploy the ESSO-LM Agent to workstations, you must also deploy
the ESSO-PG client-side component to each workstation where ESSO-LM will

reside.

Insert at least one application template in the SSOConfig container or you will
encounter an error later on during the configuration of the ESSO-PG server-

side components.
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Installing ESSO-PG Server-Side Components

To install the ESSO-PG server-side components:

1. On a domain controller, through a Terminal Server session to a domain controller, or
through a workstation that has the Active Directory Users and Computers snap-on
installed, create an account called PMSERVICE.

2. Provide the account with a very secure password.

3. Verify that the account is not required to change its password on next logon. This
account need only be a member of the domain users group.

4. On a member server in your domain, log onto that machine as a domain-level
administrator.

5. In the Application Server dialog box, verify that Internet Information Server 6.0, as
well as the ASP.NET components, are installed:

Application Server |

To add or remove & component, click the check box. A shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Details.

Subcomponents of Application Server:

| % Application Server Congole 0.0ME ;I
By A5PNET 0.0 ME
@ Enable netwaork COM+ access 0.0mMEB
O @ Enable network DTC access 0.0MB
f 5] 26.9 ME
[] = Message Queing 6.5 MB _I
-

Dezcrption: 115 Includes ‘web, FTP. SMTP. and MHTF support, along with support
for FrontPage Server Extenzions and Active Server Pages [A5P).

Taotal disk space required: 4 5 MB Details |
Space avallable on digk: 39607 MB
OF. I Cancel |

E You can install the .NET framework, version 2.0, manually by downloading it
- from the Microsoft website.

6. There are no special configurations or options to consider during the installation
of the ESSO-PG server-side components. Accept the defaults after agreeing to
the End-User License Agreement.



Installing ESSO-PG Server-Side Components

7. In the Setup Type dialog box, Complete.

i'\.‘!r" w-GO Provisioning Manager Server - InstallShield Wizard

Setup Type

Choose the setup tvpe that best suits vour needs,

Please select a setup tyvpe.

 Complete:
Al program Features will be installed. (Requires the most disk.
space. )

" Custom

Choose which program Features vou wankt installed and where they
will be installed. Recammended for adwvanced users.

InistallShield

< Back I Mext = I Cancel

As part of the installation process, one or more DOS windows will flash
momentarily on this server as services start and stop. This is normal behavior
during the installation process.
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Verifying the ESSO-PG Server-Side Installation

To verify that you have successfully installed the ESSO-PG server-side components on your
IS Member Server, look for the following:

e virtual directories within 11S Manager

o folders and files in the C:\Program Files\Passlogix directories on the server.

Examples of these entities are shown in the following illustrations:

'[ Internet Information Seryices (115) Ma

":! File  Action  Miew Window  Help

e« |[mB @8]y =0

?g Internet Information Services

1 3§ ORCAMS flocal computer)

H- | Application Paols

EI_,J Web Sikes
- Default Web Site
I_':_I--w“‘;i v-a0 PM Console | |
_._,J App_LocalResources
& _J hin
) WebHelp
=-4hd v-GO PM Service

-l bin I
_.J Resources
- | aspnet_client E
----- | Weh Service Extensions =
k

& C:.Program Files'Passlogix',v-GO PM

File Edit ‘iew Favorites Tools Help

(Peack -~ £ - [T | - Search | Folders

address I[E] C:\Pragram FilesiPasslogixiy-G0 PM

Marne = |

| EiConsole

.....................
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Configuring the ESSO-PG 11S Server

Configuring the ESSO-PG 1IS Server

In order for the ESSO-PG server-side components to function properly, you must make the
PMSERVICE account a member of the local administrator’'s group on the IIS Server that
houses the ESSO-PG server-side components.

1. In the Computer Management tool of the ESSO-PG IIS member server, click on
the Local Users and Groups icon.
2. Add the PMSERVICE account to the Administrators group.

3. Open the Internet Information Server, then Default Website.

4. Locate the ESSO-PG Console and ESSO-PG Service virtual directories. For both
directories, make the PMSERVICE account responsible for anonymous access.

1Ml sl
Authentication Methods

t Internet Information Servige -
¥-GO PM Console Propertie:

":g Eile  Action  Wiew Windo -
= = | | % B HTTP Headers | Custom Errors asP.MET  [1¥ Enable snanymous access
—_— Virtual Directary I Dacuments Directary Securit: Use the Following Windows user account for anonymous access:
E.g Inkernet Information Services

=158 ORCAMS (lacal computer) r~ Authentication and access control User name: ORCAIFMSERYICE &I
[-_J Application Pools Enable anonymaous access and edit the [Eepamarah T
E1_J web Sites w authentication methods For this resource, Edit... | - ’

Eg Default Web Site bt

: E .‘b w-GO PM Cons! Confirm Password
i E_J App_Localt i IP address and domain name restrictions
= P‘n Grank or deny access ko this resource using ~Authenticated acce:  Ploass 1e-anter the password to confim:
PR IP addresses or Internet domain names. For the following au  [geesesese

i E_J WebHelp ate required when:

| U - ananymoL

-0 PM Servi

! w > Edit - accessisr Cancel |
B-_) aspnet_disnt

[#-_J Web Service Extensior il Inteqgrated Winc
TR e ™ Digest authentication For Windows domain servers

Requi cati d 2 i . B
Equire SECUre CammuUnICations an: Seryer Cortficate, . | ™ Basic authentication (password is sent in clear text)

enable client certificates when this
™ MET Passport authentication

resource is accessed.
‘Wiew Certificate, ..
Ed... | Default domain: I Select,,,

Realms I Select.,.

oK | Cancel | Help |

(a4 | Cancel | Apply | t

5. From the RUN line, type iisreset to restart the 11S service.
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Granting Special Permissions within AD to the
PMSERVICE Account

The next procedure is to grant special rights to specific containers within Active Directory to
the PMSERVICE account. Remember that, to Active Directory, the PMSERVICE account is
simply an ordinary user account.

To grant the special permissions:
1. In the Permission Entry for SSOConfig dialog box, grant the PMSERVICE account

advanced full control of the SSOConfig container (the container where the
application templates are stored) as shown in the following illustration:

Permission Entry for SS0Config - |

Object I Properties I

[RETTR PR A I [PMADMIN@EORCA EDU]

Apply ontar: IThis abject and all child objects j
Bermizzions: Bl Ceny
Full Contral -
Lizt Contents

Fead Al Properties
Wit All Properties
Delete

Delete Subtres

Read Pemiszions
Faodify Permizzions
Modify Dwner

Al alidated ‘Writes

All Extended Rights
Create All Child Objects

| P D R N | P S I ) S Ty ;I
r Apply theze permizzions bo objects anddor Clear Al |

cohtainers within thiz container anly

] I Cancel |

IHEHEEEEREREEREEREEE
1000000000000

a. In the Permission Entry for the Users container, grant the PMSERVICE the
ALLOW permission applied onto the User objects as it pertains to both the
Create vGOUserData Objects and Delete vGOUserData Objects.

12



Granting Special Permissions within AD to the PMSERVICE Account

Steps 2 through 8, Granting Special Permissions within Active Directory
Users and Computers to the PMSERVICE Account, must be repeated for

each Organizational Unit that exists within your organization that
contains users.

Permission Entry for Users 7] x|

Object | Properties

(R (PR AD R M [PRMADMIMNGEORCA EDLY

Apply anta: ILlser objectz j

Permizzions: Sl Deny

TP T

Al alidated Whikes

All Extended Rights

Create All Child Objects
Delete All Child Objects
Create wG0Config Objects
Delete wG0Conhg Objects
Create vG0UserD ata Objects
Delete GO zerData Objects
Allowed to Authenticate

Change Pazsword
Receive Az

Reset Pazsword

IO00008EO00000C
IO0000O00O000000O0L

d
r Apply theze permizzions to objects and/or Clear All |

containers within thiz container anly

] I Cancel |

13
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b. Grant List Contents, Read all Properties, and Read Permissions to the User
Objects containers.

Permission Entry for Users ed 4

Object | F'ru:upertiesl

M arne:

Apply anto; ILlser objectsz j

Permiszions: Bflane Cery

Full Control

Ligt Contents
Fead All Properties
Wit All Properties
Delete

Delete Subtres

Read Pemiszions
kadify Permizzions

b odify Dwaner

Al alidated ‘Wites

All Extended Rights
Create All Child Objects

L PN P S | O P | Y

1000008O00F8EO
1000000000000
|

=l
r Apply theze permizsions o objects and/or Clear Al |

cantainers within thiz container anly

] I Cancel |
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c. Grant the ALLOW permission applied onto the User objects as it pertains to
both the Create vGOConfig Objects and Delete vGOConfig Objects.

Permission Entry for Users 2 x|

Object | Froperties

RS P R AD R [ [PRADMINGORCA EDLY

Permizzions: Allova Dery
Oy PefmiEzion:

bodify Owner

Al alidated Wites

All Extended Rights

Create All Child Objects
Delete All Child Objects
Create wG0Config Objects
Delete wGOConfig Objects
Create wGOU zerD ata Objects
Delete vG0UseiD ata Objects
Allowed to Authenticate

Apply onta: [ User objects =l
=

Change Pazsword

OO0O000EO0O0000C
OO0O0O00O0000000O0OC

L

Receive Az

r Apply theze permizzions to objects and/ar Clear Al |

cohtainers within thiz container only

] I Cancel |
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2. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOConfig
objects.

& Active Directory Users and Comy

@ Fle Action ‘Wiew ‘window Help
- =

A

lsers Properties

Active Directary
B[] Saved Quer
- orca.com

-] Builtin

Generall Ohject  Security I

Group of uger names:

!ﬁ Enterprize Adming [ORCANE nterprise Adminz)

€7 ENTERPRISE DOMAIN CONTROLLERS

€ PMADMIN [PMADMINGORCA COM)

!ﬁ Prewindows 2000 Compatible Access [0R CANPreMwindows 2,
ﬁ Print Operators [ORCAMPrink Dperatars]

lvanced Security Setki

Pemissions IAudltmgI Dwner | Effest

To wiew more information about speciz

Permnizzion entries:

Type | MName | F
Allowe  PMADMIM [PMADM.. [
Allow  PMADMIM [PMADM...  F
Allow  PMADMIM [PMADM...
Allow  PMADMIN [PMADM...  F
Allowy PMADMIN [PHADM F
Allow  PMADMIM [PMADM.. F
Allow  PMADMIM [PMADM.. F
Allow Print Operators (ORC... T
Add Edit

i Allow inheritable permissions fram b
these with entries explicitly defined

To replace all permizzion entries with t

Leam more about access contral

-’
Add Bemc
-4 Users Permissions for PMADMIN Allow Deny
&3} WORKF
=& Full Contral a [m}
Read O [m}
rite m] O
Create All Child Objects O O
Delete All Child Objects O O
Special Pemissions [m}
For special permissions of for advanced settings,
click Advanced Gl
0k Cancel | £
= I LI I ¥ ST AT SECOrry Groap . DEsin
" AT . P

2 x|
21|

Change.. |
=l

Apply onta: IvGDEonhg objects

Permissions: Allewy

Full Contral

Ligt Conterts
Read All Properties
Wiite All Properties
Delete

Read Pemissiors
Modify Permissions
Madify Owner

Al alidated Wiites

ooooooooo|§

Apply these permizsions to objects and/or

Clear Al |
containers within this container only

Cancel

3. Grant FULL CONTROL to the PMSERVICE account as it applies to the

vGOLocatorClass objects.

‘.“' Active Directory Users and Com

@ File  Action Wew Window Help
Users Propertie:
ctory GaneraII Object  Security
-1 saved Quer
E\-@ CRCA, COM Group or user names:
8 Buikin m Enterprise Admins [ORCA\Enterprise Admins|
@ Ez:gfﬂt €7 ENTERPRISE DOMAIN CONTROLLERS
{2 Forsign £ PHADMIN [PMADMINGEORCE, COM)
(2 Lostan: ﬂ Pre“w/indows 2000 Compatible Access [ORCA\PrewWindows 2.
rint Operators rint O perators
LA NTDS ¢ Prirt O [ORCANPrint O ]
{22 Prograr L I
{221 s50Car Add Aeme
12 system — —
24 Users Pemissions for PMADMIN Allow Dery
&1 workp Full Contral O O
Fead m] m]
“wirite O O
Create All Child Objects O O
Delete All Child Dbjects O O
Special Permissions O
For special permissions of for advanced setlings, A
click Advanced. e
ak. | Cancel £
a | I ¥ ST AT ey Iy Cesin
I W e e -

Advanced Security Setti

Pemissions IAuditingI Dwnerl Effer

Ta wiew more information about spec

Permizzion entries:

Type | Mame |
Allow  PMADMIN [PMADM..
Allow  PHADMIM [PMADM
Allow  PMADMIM [PMADM..
Allow  PMADMIM [PMADM..
Allow  PMADMIN [PMADM..
Allow  PHADMIM [PMADM
Allow  PMADMIM [PMADM..
Allow Print Operators (ORC...
Add... Edt...
~ Allow inheritable permizsions from

these with entiies explicitly define

Ta replace all permizsion entries with

Learn mare about sccess control

2l

Object | Properties |

Apply onta: IvG oLocatorClass objects

Permissions:

Full Control

List Contents
Read All Properties
Wirite All Properties
Delete

Read Permissions

Madify Permissions
Madify Owner
Al alidated whites

ooooooooo

Apply these permizssions ta objects andfor

Clear Al |
containers within this container anly

-

Cancel |
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4. Grant FULL CONTROL to the PMSERVICE account as it applies to the
vGOUserData objects.

&# Active Directory Users ans

@ File Action Wiew Window Help
- -y ‘ Users Properties
@ Active Directory Genem” Object  Security Permissions |Aud\t|ng| Elwnerl Effective Peimi
(1 saved Quer
=] @ ORCA.CONM Group or user names; Ta view more information about special permissi
(1 Buikin ﬂ Enterprise Admins [ORCAME nterprise &dmins] = .
‘ermission enfrigs:
€7 ENTERPRISE DOMAIN CONTROLLERS Apply onto IvGDUserDala objects j
Type | Mame | Peimigsior
€7 PMADMIN [PMADMINGORCA COM) 1 PMADMIN [FMADM. Create/D
v ... Create/De -
ﬂi Pre-w/indows 2000 Compatible Access [ORCANPre-Windows 2. Alow  PMADMIN (PMADM...  Read Permissions: Allow Deny
ﬂi PFiint Operators [DRCAPrnt Operators] Allaw PMADMIN [PMADM Create/De Full Contral [m] [
e Allow  PMADMIN [PMADM... Full Conbre List Content
Alow  PMADMIN (PMADM. Full Contre ethontents g
G Bemc | low  PMADMIN PMADM... Full Conbi Read Al Properties O
o Allow  PMADMIN (PMADM...  Full Cantre ‘Wiite Al Properties [m]
Permissians for PMADMIN Allaw Deny. Allow  Print Operators [ORC.. Create/De Del m]
[-{23] WORKF fbiaFoibtiatcos i slete
Full Contral O O Delete Subtree O
Read O O Add Edt.. Read Peimissions [m]
. o o o Al inhitable pemissions fom the pareri Modity Permissians |
Create All Child Objects m] [m] these with entries explicitl defined here. Madify Owner m|
Delete All Child Objects ] ] All'Validated Wiites ]
Special Permissions O Create All Child Objects ]
. P i ™
For special permissions or for advanced settings, Adyane 1o renlace all permission entries with the defaul EEIEEE A{ETM lnhffts . E Jd|
click Advanced. [ o e
Leamn mare about access control Apply these permissions to objects and/or Clear &l
containers within this container only
oK Cancel £
; STy -
0 [ | e e . e
T -

5. Grant FULL CONTROL to the PMSERVICE account as it applies to the vGOSecret
objects.

-{ Active Directory Users and Col

@ Elle  Ackion ‘iew ‘Mindow Help
- = ‘ Users Properties Advanced Security Setti :
5 ActivaDirecton, | General | Dbjsct | Secuty Pemissions | fuditing | Owner | Effective F
[0 5aved Quel
: ORCA,COM Group or user names: To wiew more information shout special per
% Buitin !ﬁ Enterprise Admins [ORCAME nterprise Admins] 5 i
L comput | o ENTERFRISE DOMAIN CONTROLLERS G o -
{£3] Domain T T = pply onto: |vGDSecral obijects j
€ PMADMIN PMADMINGORCA COM Tvpe | Name Peimni
{2 Foreign L = I Allow PMADMIN [PMADM Creat
(27 Lostand !ﬁ Pre“w/indows 2000 Compatible Access [ORCANPe-windows 2. Allove PMADMIN [F'MADM::: Read Pemissians: Allaw Deny
ANDsC | € Print Operstors (ORCANPrint Operators) llow  PMADMIN [PMADM...  Creat Full Cortral o -l
(3 Prograr - Allowe PMADMIN [PMADM...  Full C List Corntant
@ 550z Al PMADMIN [PMADM. FullC i g
2 system vl Bt | allow  PMADMIN [PMADM...  FulC Read Al Properties g
= . Allow FMADMIN [PMADM Ful C “white All Properties O
= SJOEVRSKF Permissions for PMADMIN Allow Dery Allow  Print Operators (ORC...  Creat Delate O
Full Control ] [m| - Delete Subtres O
Read m] a Add Edit /| Read Permissions O
Wite D D ~ Lllovs inhentable permissions from the p. Mod?fy Permissions O
Create il Child Objscts [m] a these with entrics explicitly defined here Madify Dwrer [m}
Delete All Chid Objects m] O Y lidated Wites O
Special Permissions m} Create All Child Objects o -
For special pemmissions of for advanced settings, a4 To replace all permission entries with the de Delete All Child Objects m] =
0 fwanc e ote A i AL a =]
click Advanced. e
Learn more about access control r Apply these permissions to objects and/or Clear Al
containers within this container anly
(1] | Cancel £
/ I o [ B e TS SECOT G e Cancel
r T
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