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Chapter 1

Introduction

Implementation Overview

Oracle Enterprise Taxation and Policy Management Self Service offers a uniform approach across the enterprise to provide
taxpayers with on-demand access to valuable information and services. The solution helps a taxation authority quickly
provide taxpayers with the ability to make online payments, contact the taxation agency with questions, and request or
receive self-guided automated assistance with policies and tax law.

Functional Overview

The self-service solution provides taxpayers with multiple services:

Interactive Tax Assistant (ITA)

» Provides aninteractive aid to ataxpayer, helping with common question about tax law-related policies such asfiling,
credits, deductions, and withholdings.

» Guides the taxpayer through an interactive dialog to determine an answer based on the taxpayer's input.
 Includes aportal page that displays alist of interviews implemented based on Oracle Policy Automation (OPA).

Where Is My Refund?

« Provides taxpayers with information about the current status of their refund processing.

» Implemented based on a Service Request:
« Taxpayer identity is validated by the service request validation preprocessor.

» Request is sent to the revenue management system for processing.
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» Responseis sent to the taxpayer.

Online Payments

Banking and credit card payment methods.

Out-of-the-box support for tax returns, collection notices, and payment plans.

Supports a configurable set of taxpayer identifiers such as name, address, and ID to confirm ataxpayer's identity.
Interactive taxpayer identity verification prior to payment submission.

Credit card processing with Official Payments Corporation (OPC)

Out-of -the-box integration with OPC to process credit card payments.
» The customer isredirected to the Officia Payment website to enter credit card information:
» Supports dehit, credit and other types of electronic payments.

» Validates, approves, rejects electronic charges.
» Calculates credit card usage fees.
» Provides payment confirmation.

Reconciliation:
» Officia Payments provides afile with daily credit card transactions to reconcile against credit card payments stored in
the revenue management system. Notifications are created if any discrepancies are found.

Service Requests

Supports user interaction with the taxation agency on common subjects:
o Tax law-related questions.

+ Website-related issues.
» Requestsfor tax certificates.
» Changesin personal information.

Supports multiple communication methods:
» Request may be emailed to the service team.

» Request may be sent to a back-end application for processing.
User receives a confirmation and can check the status of the request online in the confirmation query portal.
The revenue management system processes the request according to its workflow.

Service request is configurable:
» Ul isgenerated based upon request definition.

» Request definition includes category, fields, processing method.
» Appearanceis controlled by header and footer content.
» Preview option allows oneto view the request during the configuration process.

Mode of operation:
» Reguest can be processed real time.

» Request can be staged for later response.

Supports identification mode:
» Used when user identity should be confirmed before request can be submitted.

» User's credentials are sent to the back-end application for confirmation.
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Technical Overview

Products

Oracle WebCenter represents a combination of the standards-based declarative development of Java Server Faces (JSF),
portals, and socia networks, and a set of integrated Web 2.0 services to boost end-user productivity.

Oracle WebCenter key components are: WebCenter Framework, WebCenter Social Computing Services, WebCenter
Composer, and WebCenter Spaces.

Oracle Universal Content Management is a content management solution. It isintegrated with WebCenter via WebCenter
Content and provides:

» Aninfrastructure for managing documents, images, rich mediafiles, and records.

» End-to-end content lifecycle management from creation to archiving.

» Contextua enterprise application integration.

Oracle Application Development Framework (ADF) is Java EE framework that uses Oracle JDeveloper as devel opment

environment. ADF integrates with the Oracle SOA and WebCenter Portal frameworks, simplifying the creation of complete
composite applications.

SOA BPEL Process Manager provides acomprehensive, standards-based, and easy-to-use solution for creating,
deploying, and managing cross-application business processes with both automated and human workflow steps, all ina
service-oriented architecture.

Oracle Policy Automation is a product family designed to automate rules and policies and integrate them into the customer
enterprise.

The main technology components of Oracle Policy Automation are:

» Oracle Policy Modeling provides a complete natural-language, rule-authoring environment. It is fully integrated with
Microsoft Office and includes debugging, regression testing, and what-if analysis for policy changes. Compatible SOA
architecture.

» The Oracle Policy Automation suite includes: web service-based interface for remote client applications (Determination
Server), Determinations Engine that executes the rulebases at runtime, and an interactive online dialog support (Web
Determinations).
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Solution Components

WebCenter Portal Framework SOA Suite/BPEL
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« The user interface taskflows are developed using the Application Development Framework (ADF). The taskflow
component facilitates data visualization and data interaction through data controls.

» Taskflows are consumed directly on portal pages. The navigation model and the pages are created using WebCenter
Portal Framework. Portal application can be extended using WebCenter Composer.

» Content Manager is used as arepository for images and website content, including HTML, pdf, text, and other file types.
» SOA Composites manage communication between the portal application and the revenue management system.
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Architecture Overview
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On-Line Servicesisaset of taxpayer-facing portal pages offering the self-service functionality. It can be extended to
include additional content pages or otherwise be incorporated into an existing website. The solution supports verification
of ataxpayer'sidentity for the lifetime of a single transaction. This feature allows the casual (not logged in) user to use
essential functions, such as arefund status check.

Settings and Configurationsis a supplemental module. It maintains a set of control tables that store definitions used for
data formatting, translation, and for dynamic Ul rendering support. It also includes configuration tables that store business
process definitions.

Interactive Tax Assistant is afeature based on integration with Oracle Web Determinations. The base product provides a
web interview invocation facility.

External Payment Services. The solution supports delegation of payment services to an external website. The base product
includes a pre-built integration with Official Payments Corporation, the largest US online payment services provider.

Content Management is connected to the portal application and serves as the website content repository.
SOA/BPEL Integration Flows facilitate communication between solution components and orchestrate message
processing.

The self-service portal isloosely coupled with the back-end system(s). In addition to web services, SOA adapters support
file system and direct database interaction. This approach allows use of the product in a heterogeneous environment and
accommodates on-going structural changes in the back-end system topology, e.g., a revenue authority introducing a new
CRM system.

BPEL processes use Domain Value Maps (DVM) to transform and tranglate the information maintained in different
systems.
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Web Services expose the revenue management system's functionality to the online user.

Resources

This Implementation Guide and other self-service application documentation and whitepapers are subject to

revision and updating. For the most recent version of this and other Oracle taxation documentation, check the Tax
Documentation section of the Oracle Technologies Network (OTN) at http: //www.or acle.com/technetwor k/documentation/
taxmgmt-154608.html.

Table 1: Related Documentation and Resources

Resource Location

Oracle Enterprise Taxation and Policy Management http://www.oracle.com/technetwork/documentation/taxmgmt-154608.html
documentation

(If using ETPM for back-end data management.)

Oracle WebCenter documentation http://docs.oracle.com/cd/E15523_01/webcenter.htm
Oracle Policy Automation documentation http://www.oracle.com/technetwork/apps-tech/policy-automation/documentation/
index.html

Oracle Enterprise Manager (SOA Management) documentation http://docs.oracle.com/cd/E24628_01/install.121/e24215/
soa_overview.htm#GSSOA9844

Oracle Universal Content Management documentation http://docs.oracle.com/cd/E10316_01/ouc.htm

Oracle Fusion Developers Guide (JDeveloper and Application  http:/docs.oracle.com/cd/E23943_01/web.1111/b31974/toc.htm
Development Framework) documentation
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Chapter 2

Self-Service Application Foundation

This chapter describes the processes, procedures, and design components that comprise the self-service application
framework.

Web Service Processing

Request/Response Message Flow

The self-service application offers two major types of user/revenue authority interaction:

» Inquiry request. The user enters a set of criteria, and aweb service request isinvoked. Theinformation is retrieved
based on the input criteria, returned with the web service response, and displayed on the portal page.

» Servicerequest. The user is prompted to enter service-related information. The web service request is routed to the
revenue management system, where it triggers a business process (e.g., payment creation). The response contains the
confirmation message(s) with areference number.
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Common Message Components

All XML messages include the following common fragments:

» Audit — Contains the web user details (web user ID, name, email address) and the | P address of the client.
» AccessKeys—Up tofive name/value pairs for business identifiers (for example, taxpayer IDs).

» Error —Reserved for the business error messages returned by the revenue management system.

+ Confirmation — Contains the confirmation ID and message(s).

For additional information, see Common Features of All BPEL Processes and "Common Components' in the WSDL Library
(Appendix A)
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Transaction Confirmation

Confirmation numbers are generated in the integration layer and assigned to the <confirmation Id> element. See Common
Features of All BPEL Processes and Confirmation Number Utility Service for details.

Application Security

» The base product portal application is built from two categories of pages.

Secured pages. These pages are used for administration purposes and are typically accessed by administrators or
implementers.

» Public pages. These pages are used by taxpayers that are accessing the self service website.
Portal Application Security Model

The base product portal application is configured with one Security Role and one Administrator User 1D.
The security role that is configured within the base product is Administrator.

The user 1D and password for that role are provided as part of the installation procedures and can be changed by users as
needed.

User ID and password maintenance as well as authentication are managed in the web server. The portal application usesthe
WebCenter security model, integrated with WebL ogic to enforce the authentication of admin users.

Additional users can be defined by implementersin WebL ogic if desired.
The portal login page URL is:

http://<server>: <port nunber >/ et pnss/faces/ oracl e/ webcent er/ portal app/ pages/
| ogi n. j spx

Portal Application Secured Pages

All of the portal pages under the Settings and Configurations menus are secured. These pages are only accessible after a
successful login with auser ID that has the Administrator role.

Theinitia entry into the portal secured pagesis the login page which is not a secured page. After a successful login, the
user is redirected to the home page with a menu bar that includes the admin pages access.

Portal Application Public Pages

Taxpayers who log into the website will be accessing the public pages only. Thereis no link on the public pages for an
administrator login.

The portal functional pages, such as payments or refund status request pages, as well as the home and online services page
aredl public pages.

The portal home page for taxpayersis.

http://<server>: <port nunber>/ et pnss/i ndex. ht m
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Multi-Language Support

The base product portal application is built to support multiple languages.

Multi-Language is supported at several levels:

» Text displayed on portal pages.

» Admin data maintenance and the data that is maintained in the portal application.

» Datareturned from the revenue management system as a result of the base product-provided web services.
» Custom content in portal pages.

Note: The base product portal application is provided with a default language setup of English.

Selecting the Current Language

The base product displays all pagesin the default language that is set up in the system (in the System Options definitions).
The base product portal Home page displays the supported languages on the top-right part of the screen. Languages are
displayed as Language Code (that was defined in the system Language setting entity).

To switch to adifferent language, click an available language code hyperlink.
When anew language is selected, the portal page will refresh.

For more information about defining languages and the system default language, see the Settings and Configurations
chapter.

Multi-Language Support for Portal Pages

Two types of text is displayed on the base product portal pages:
» Static Text, which includes |abels, headers, buttons, page titles, etc.

« Dynamic Text istext that is derived from admin data in the system. This includes, for example, the support for Service
Request or Payment Destination fields and field level help, aswell as Service Request page headers and footers
(depending on the request type).

Static Text Multi-Language Support

All static text that is display on the base product portal pages derivesits values from Resour ce Bundles.

The values are organized in the resource bundles according to Resour ce Bundle | Ds. There are separate resource
bundlefiles for each supported language (identified by atwo-character language code in the file name, e.g.,
filenane_en. x| f).

The WebCenter application framework automatically selects the value that is displayed on a page based on the values from
the resource bundle files and according to the current displayed language.

Some of the multi-language support in the portal application is derived automatically from the ADF framework. For
example, the labels on the buttons on the admin data search pages are not defined in the portal application, but are a part of
the ADF framework. When the language is switched, ADF automatically changes the label for these buttons to the value
corresponding to the new language.

Note:

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide « 19



There should be a separate Application Override Bundle file (W SSPortalOverrideBundle_<language code>.xIf)
for each supported language so that all modified values can be displayed for the sel ected language.

For more information about resource bundles and the Application Override Bundle, see the Customizing the Self
Service Portal Application chapter.

Dynamic Text Multi-Language Support

Portal pages that display text and fields controlled by admin data definition support multiple languages as aresult of the
multi-language support of the admin data management. For example, if a service request page displays afew fields included
in the service request definition (which isadmin data), the value of text to be displayed on the page will be taken from the
appropriate value of that admin data according to the currently displayed language.

The underlying assumption hereisthat if your portal supports multiple languages—both English and Spanish, for example
— all of the admin data that supports multiple languages is populated with the appropriate values for those languages.

Multi-Language Support for Admin Data Maintenance

Portal application admin dataincludes data that is language insensitive (such as numbers or codes) and data that is language
sensitive (such as text values that appear on the page, for example: lookup value descriptions that appear in dropdown lists).

All the language sensitive admin data is stored in language tables according to the language code that they were saved
under.

For example if a user isworking as an English language user, all the language sensitive data is saved under the language
code of "en". If the same user switches to the Spanish language, the language sensitive admin datais saved under a
difference language code ("es").

When language sensitive data is presented to the user the only the values for the Current L anguage vaues are displayed
and can be updated.

Important: Admin data language sensitive data has to be maintained for each of the supported languages. For
example, if the portal supports one additional language in addition to English, when adding a new lookup, the
description of the lookup and the description of the values associated with the new lookup have to be maintained
once when user isworking as an English user, and the second time after user switches to the second supported
language.

Multi-Language Support for Data Returned by the Revenue Management
System

Data returned to the portal application from a revenue management system, via base product web service calls, can contain
many data types.

The base product web services returns message codes from the back-end system for the purpose of displaying datato the
portal user. The back-end system can return a set of message codes that can be translated to a different set of message codes
by the base product middleware layer (SOA Composites’BPEL processes) that are finally displayed on the portal page.

Since messages are a part of the portal admin data, they should contain the text to be displayed in all the supported
languages so that the portal can display the correct text according to the currently selected language.

For more information about message handling, refer to Application Messages and Error Handling
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Multi-Language Support for Custom Content on Portal Pages

Portal pages, whether base product or custom created, can include custom content. Some of the types of content provide
multi-language support. One exampleis UCM content. When including UCM documents on a portal page (using
WebCenter Composer, using the Content Presenter component) there are two options:

1. Provide the exact document reference (for example, document name or document id); or

2. Provide the document reference via a resource bundle.

In order to support multi-language for UCM documents, implementers can do the following:

» Create multiple documents for the same content for multiple supported languages. For example, an HTML document that
isincluded on the home page can be created in several languages.

»  When including the UCM document on a portal page via WebCenter Composer, implementers should define the
reference for that document using a resource bundle for each of the supported languages using the SAME resource
bundleid. For example, if the portal supports two languages, English and Spanish then implementers have to define the
reference to the UCM document while working in each of these languages.

Each time the document referenced is defined, the same resource bundle id should be used but the value is expected to be
different since the documents are likely to be different.

Note:

Referencing a UCM document as a value in aresource bundle can be done by directly providing the Data Sour ce
and Data Sour ce Type parameters to the Content Presenter component through which the UCM document is
included on the page.

The Data Sour ce Type should be Single Node and the Data Sour ce should have the expression
UCvEdDocNare: <UCM Cont ent i d> entered as aresource bundle value.

For more information about including UCM documents in portal pages, refer to the chapter, Customizing the Self
Service Portal Application.

Supporting Additional Languages

Implementers can add new supported languages (in addition to the languages that are supported by the base product) to the
portal application. The process of enabling an additional language typically includes the following tasks:

» Defining anew language in the system language settings.

+ Adding al the resource bundle keys (from the Application Override Bundle template file
W5SPor t al Overri deBundl e_Ref er enceXLF. t xt ) to the application override bundle for the new language
(WsSPor t al Overri deBundl e_<new | anguage code>. x| f).

» Trangdlating al the values in the new language override bundle.

» Adding new language dependent valuesin all the admin data, while working in the new language (by switching to that
language in the portal).

Application Messages and Error Handling
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Application Error Handling Overview

System or application errors can occur in al three layers that make up the base product application: the portal, the
middleware, and the revenue management back-end system when web services are invoked.

Note: Errorstypically result in messages being displayed on the portal application. For information about the
handling of application messages, refer to the Application Messages Overview section.

Revenue Management Back-End System Errors

The connection between the portal application and the back-end system is made through web services. Datainquiries and
updates are performed through web service calls from the middleware (BPEL) layer to the back-end system. Thus, the
errors described in this section are all related to the availability of and response provided by the back-end system to web
service calls:

» "Back-end system isnot available" means the system is down or not responding.

» "Web service call result from back-end system isa SOAP fault" istypicaly the result of an application or system
error in the back-end system.

» Anerror can be generated if the web service cal to the back-end system doesn't return any message (e.g., neither
confirmation nor error messages are returned to the caller).

All of these errors are detected and dealt with in the middieware (BPEL ) layer. For more information, refer to the SOA/
BPEL Integration chapter.

Middleware (BPEL) Errors

The BPEL processes that make up the middleware layer are the link between the portal application and the back-end
system. BPEL processes can execute Synchronous or Asynchronous requests.

In Synchronous requests, the caller (typically the portal application) iswaiting for aresponse. In Asynchronous requests no
process is waiting. Asynchronous requests are typically requests that are stored on a system queue and are picked up by a
system process for execution.

The following errors can occur at this layer:

» Errors while attempting to communication with the target back-end system. Thisistypically aresult of an error in the
back-end system or wrong configuration of the connection details to the back-end system.

» Back-End system response is a SOAP fault. In this case, the BPEL process will return a special error message to the
portal application to indicate that an error has occurred.

» A BPEL process error occurred while executing the web service call received from the portal application. When internal
processing errors are encountered, they are caught and a specia error message is returned to the portal application.

Important: When errors occur during a Synchronous request execution, a special message is returned to the
caler (typically, the portal application). When errors occur during an Asynchr onous request execution, the request
istransferred to an Error Queue and an email message can be sent (if configured) to indicate that an error was
detected.

Note: For more information about the special messages returned to the portal application by BPEL in case of
errors, refer to the SOA/BPEL Integration chapter.
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Portal Application Errors

The portal application includes functionality for the admin user and functionality for the taxpayer using the portal services.
The following errors are possible for the portal application:

» Validation errors. These are standard local errors related to system settings or configuration maintenance. These errors
also include business rules embedded into the admin maintenance logic (for example, duplicate key checking, field value
interdependencies, etc). System messages will be displayed to guide the user on how to correct the error.

» Validation Ruleserrors. These are errorsthat are triggered as aresult of a Validation Rule associated with aField in
the system. The message associated with the rule will be displayed. For more information about Validation Rules, refer
to the Settings and Configurations chapter.

» Errorswhiletrying to communicate with the middleware layer (BPEL) when executing aweb services call. In this
case a special message will be displayed to indicate that an error has occurred. The exact nature of the error is not
communicated in this case and additional investigation is usually required. Typical causes for such an error are:

» Connection to middleware is not configured correctly.

» Middlewareis not responding or is down.
» BPEL process returns a SOAP fault due to a system crash.

» Response received back from middleware (BPEL) as aresult of aweb service call isinvalid. In this case the XML
response document that is received after aweb service call does not contain a confirmation or an error message. In
this case a special message will be displayed indicating that there were issues detected with this request. In this case
additional investigation is required to ascertain the cause.

Application Messages Overview

Base product application messages communicate information about the requested action. They can contain confirmation
information, actual data or error messages.

Application messages are created in multiple placesin the system:

» The Revenue Management Back-End System - A result of aweb service request sent as part of the service supported by
the base product (e.g., a payment request).

« Middleware (BPEL) - A trandation of a message originated in the revenue management back-end system or a message
created in this layer due to processing exceptions.

» Portal Application - Provides an immediate response to an action performed by the user.

Revenue Management Back-End System Messages

The back-end system responds to web service requests sent by the portal application. The web services that are used by the
base product include the structure for the information returned to the caler.

Theinformation that is returned can include many data elements but it will always include messages to communicate the
result of the service call.

There are two types of messages returned by the back-end system:

 Confirmation Messages communicate the result of the request. Confirmation messages have the following structure:
+ Confirmation header message

» Zero or more confirmation details messages
» Error Messages indicate the failure reason if the request cannot be executed.
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Important: Confirmation messages don't have to always be "positive" in nature. There could be case that a
certain request was processed in the back-end system but the result of the process is rejection of the request or even
an error. In this case, the confirmation is that the request was accepted in the back-end system and was processed.

The base product web services definitions (WSDLSs) support one error message and multiple confirmation messages (a
header message plus a set of details messages). If an error message is returned, the base product portal application does not
expect confirmation messages as well, and vice versa.

Back-End System Messages include:

» Message Category — A number or a string depending on the revenue management back-end system. The message
category is NOT transglated or considered in the portal application, it isfor information purposes only.

The message category is considered in the translation process (in the SOA/BPEL integration layer) of back-end
system Message Numbers to portal message numbers but has no other meaning beyond that.

» Message Number — A number or a string.

» Message Parameters:
» Parameter Sequence— A number.

» Parameter Type — Thetype of parameter being using, for example (Text, Date, etc).
» Parameter Value— Depends on the parameter type.

Middleware (BPEL) Messages

The base product middleware layer is a set of BPEL processes that typically receive the request from the portal application,
send it to the target system and communicate the response back to the portal application, if an immediate responseis
required.

The following scenarios are possible;
» Theweb service call from the portal application successfully reached the target system and was processed. In this case

aconfirmation or an error message will be returned to the portal application by the target system (revenue management
back-end system).

» Thetarget system cannot be reached or an error occurred while trying to call the target system. In this case a predefined
error message will be returned to the portal application.

» Theweb service call from the portal application doesn’t need to wait for aresponse. In this case a special predefined
message is returned by the BPEL process to indicate that the request was received successfully.

According to the scenarios above, it is clear that the base product BPEL processes can also create messages and not just
relay the messages that they receive from the back-end system to the portal application.

Note: For moreinformation on BPEL processes |ogic and messages used, refer to the SOA/BPEL Integration
chapter.

Message Translations and Consolidation

In some case, implementers may choose hot to relay the message coming back from the revenue management back-end
system directly to the taxpayer (using the portal application). The revenue management back-end system is typically
designed for a revenue management system user. Such a user may have access or interest in types of information that should
not be exposed to the taxpayer using the portal application.

Thisiswhy thereis an optional translation process that is implemented by the base product BPEL processes. This process
uses DVM tablesto translate the message numbers returned by the back-end system to a different set of message numbersto
be displayed on the portal application.

The BPEL message trandation process enables implementers to:
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» Use different message text on the portal application when the verbiage of the back-end system messagesiis not
appropriate for ataxpayer using the portal application.

» Group back-end system messages into one message in order to have a more concise message delivered to the taxpayer.

» Group back-end system messages from several systems into one message. This option isrelevant if web service requests
can be sent to multiple systems. In that case, messages from different systems may need to be displayed the same way on
the portal application. The current trand ation architecture supports that option.

The base product also allows the back-end system to communicate a message that will be displayed asiswithout any
tranglations. Thisis afeature implementers can use if the message must be communicated to the taxpayer asis.

Message tranglation is done according to BPEL DVM mappings. If no mappings are defined, the messages will not be
translated and will be passed to the portal application as they were received from the back-end system. If DVM mappings
were provided but the message from the back-end system has no mapping defined for it, a default substitute message will be
returned to the portal application so that avalid message is displayed.

Note: For more information about DVM and message translations in BPEL processes, refer to the SOA/BPEL
Integration chapter.

Portal Application Messages

The portal application has the following types of messages:

» Messages displayed as aresult of user input. This can be during admin data maintenance (system settings or
configurations) or during functional transaction interactions (e.g. input for arefund status request).

» Messages displayed as aresult of aweb service call that was executed during a transactional request (e.g. make a
payment or inquire about refund status). These types of messages can have message parameters that should be displayed
with the message.

» System error messages as aresult of afailure to perform or complete an operation, for example:
« If the middleware processes cannot be reached, web service calls will fail.

 |If some system options are missing or not set up correctly, some operations may fail.

Displaying Web Services Messages

When amessage is returned from aweb service call, the following logic is used:

« |If the message number received does not exist in the portal application message definitions, a special system messagesis
displayed instead.

» Duplicate messages as part of the confirmation details messages will be suppressed. A message will be considered
duplication only if the message number and parameters are identical to other messages.

»  When amessage is displayed the message text (defined in the Message entity) is used and the parameter values
(returned as part of the web service call response) replace the substitution variables notation {x} in the defined text. The
substitution is done according to the parameter order. Substitution variables with no value will be replaced by blanks.
Parameter values with no corresponding substitution variables will be ignored.

Portal Messages Caching

Messages on the application portal are implemented using the Java Resource Bundle. This means that changes made to the
M essage admin data on the portal application are not immediately reflected on the portal. In order for these changes to be
reflected the portal application has to be restarted.

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide ¢ 25



Portal Application

Overview

The base product portal application is built from a set of Functional Pages and Admin Pages. The portal application also
includes a specia L ogin Page for admin users.

All base product pages have the same base product page template and therefore share a common structure.
The Portal Page Template

The portal page template includes the following four sections:

Thefirst section of the page template includes:

» Thetop bar image and company logo.

e Current User ID information, alink to the WebCenter Administration Console (for customizations) and language
selection links.

The second section is a dynamic navigation bar that can include links to base product pages and custom pages. The values

displayed will depend on security settings.

The third section follows after the main navigation bar and is used for the page content, which varies for each specific page.

The fourth section includes:

» A custom icons bar that can be configured to show icons to common websites, such as Facebook.

» A custom links bar that can be configured to show links to common pages or websites that provide general information
about your organization. Examples of such links include contact details, privacy statements, etc.

» A copyright message that appears on all pages. This message has a default value that can be modified.
Portal Admin Pages

The base product admin pages are divided into two categories: Settings and Configurations.
The settings pages define general system options that are used across the portal application.
The Configur ations pages define more specific options for particular services that are supported by the base product.

When selecting either of the above options from the main navigation bar an "entry" page is displayed that has the following
structure;

» Thetop and bottom sections of the page are taken from the page template.

» Theleft side contains the specific navigation links which list all the possible pages under this category.

» Themiddle of the pageis a place holder for customer specific HTML content.

When a user selects one of the links on the left side of the page the middle part of the page (the place holder) is replaced

with specific functionality related to the option selected. For example if the user selects System Options, the middle part of
the screen switches to include the system options search and maintenance page.
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Portal Functional Pages

The base product functional pages include the Home page, the Online Services page, and the specific functional pages for
various supported services.

The Home page and Online Services page have a similar structure to the admin "entry" pages:

» Thetop and bottom sections of the page are taken from the page template.

» Theleft side contains the specific navigation links area which lists all the possible pages available from this page.
» Themiddle of the page is a place holder for customer specific HTML content.

The functional pages have the same structure as the admin specific pages when a page is selected from the left side

navigation links area. In this case, as with admin pages, the place holder for custom content in the middle of the pageis
replaced by the specific base product provided functionality (for example, service requests, payments, etc).

Customizing the Portal Structure and Pages

Implementers can customize the portal structure and define the content to be displayed in all the pages that have place
holders designed for custom content. In addition the layout of the template page and other pages can be modified and
additional content can be added to all or some of the pages. New pages can be created and they can have links to the base
product pages.

For more information about the customization options of the portal application, see the chapter, "Customizing the Self
Service Portal Application”.

Monitoring the Application

The self-service application involves different and distributed systems, and the root cause of issues is sometimes difficult to
identify. Monitoring of key elements can help isolate issues and make them easier to address.

For additional information, see Monitoring the Satus of Oracle Fusion Middleware in the Oracle Fusion Middleware
online documentation library.

Monitor the Portal Application Using Enterprise Manager

Log in to Oracle Enterprise Manager as a system admin user.

2. From the Domain menu (e.g., Farm_<<domain_name>>) on the |eft side of the screen, expand Application
Deployments.

3. Click onthe portal application entry (e.g., "WSSPortal_application...") to load the portal application summary page.
Monitor the Response and L oad graphsto get an overall idea of how the application is performing.

5. Todrill down further into the log information, click Performance Summary from the Application Deployment menu
at the top of the screen.

Thisloads another page with more statistics and other graphs to active Sessions, Request Processing Time, Request
(per min), etc.

6. To monitor how each page in the portal application is performing, click the Application Deployment menu at the top
of the screen and select WebCenter Portal > Page Metrics

This action opens a page that lists the processing time required to load each portal page.
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Monitor Using WebLogic Logs

WebL ogic logs can be monitored to get more information on exceptions and application status.

Logs can be monitored using either Oracle Enterprise Manager or by directly accessing the physical machine on which
the managed servers are running. Logs monitored from Oracle Enterprise Manager are more interactive and allow search
capabilities, making it easier to diagnose an issue quickly.

Command-line administrators can also directly use the logs on the physical machine.

Monitor Portal Logs Using Enterprise Manager

1. Loginto Oracle Enterprise Manager as a system admin user.

2. From the Domain menu (e.g., Farm_<<domain_name>>) on the left side of the screen, expand Application
Deployments.

3. Click on the portal application entry (e.g., "WSSPortal _application...") to load the portal application summary page.

From the Application Deployment menu at the top of the screen, select Logs > View Log M essages to load the L og
M essages page.

5. Select the criteriafrom the form, e.g., set Date Rangeto 5 hours, then click Sear ch.
6. Select any row in the table showing all log entries to load the details in the bottom preview pane.

Tip: Click thelog file name to get additional log information for your selection.
Monitoring Document References

Consult the following documentation for information on monitoring document references Monitor Oracle Fusion
Middlewar e (http://download.oracle.com/docs/cd/E17904_01/core.1111/e10105/monitor. tm#CFAEHCGG).
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Chapter 3

Settings and Configurations

System Administration Pages Overview

The portal application administration pages (commonly referred to as "admin pages') allow the user to configure the system
to support the services that are included in the base product, as well asto create new services.

Admin pages are divided into two groups:

» The Settings group includes general setup information that supports the portal application and is not specific to any of
the services.

» The Configurations group includes a specific setup for the business functionality provided in the application. The
configurations are explained in details in each corresponding functional services chapters.

All admin pages that support configuration management have a common pattern that is described in this section.
When configuring a system or a service option the following pages are typically available:

» Search Page. Thisisthefirst page that the user encounters. In this page, the user can search for existing configurations
and select the action required.

» Maintenance Page. Thisisthe page where configuration details are defined. This can be asingle- or multi-tab page,
depending on the complexity of the entity being configured.

Admin Search Page

The search page is the first page displayed when configuring a system option. This page allows the user to search for
existing definitions.

The search page has a search section containing the fields for the search criteriaand aresult list area where the search
results are displayed.

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide « 29



Common Actions

Sear ch — Executes the search according to the specified search criteria.
Reset — Resets the search criteriato the default values.

Sorting — Columns that appear in the result list are sorted by clicking on either the ascending or descending sort button on
the column header. The result list can only be sorted one column at atime.

Selecting a Record — Clicking on any part of the row selects the record. The selected row is highlighted in grey.

Note: When hovering on arow, the row is highlighted in light blue.
Add (the + button) — Adds a new record.

Edit (the pencil button) — Edit the selected record. A record can be aso edited by pressing the value of the first column, if
displayed as a hyperlink.

Delete (the X button) — Deletes the selected record.

Owner Flag

Some admin entities have an additional field that records the owner of that admin record. The owner flag value is either
Oracle Tax Self Service (also referred to as Base Product) or Customer M odification. Customer-owned records are
typicaly defined by the user or implementer and allow all the common actions. Base product records allow alimited set of
actions:

» Add isaways alowed. When adding a new record the owner flag on the record is assigned the value of Customer
M odification.

 Edit may be allowed for base product records in some cases. Edits are usually alowed only on certain details, such as
override descriptions.

» Deleteisnever allowed for base product recordswWhen a base product record is selected, the delete button is hidden.

Admin Maintenance Page

The maintenance page allows the user to enter or change the details of anew or existing record.
Admin maintenance can be a popup window or afull page.

When editing an existing record's details, if the record is owned by the base product, some of the details displayed on the
page may be read-only.

Full page maintenance pages can have asingle tab or multipe tabs.

Maintenance pages can also include alist of dependent values. Thelist of dependent valuesis displayed as a search result
and usually supports adding, editing, or deleting a value, depending on the owner of the record and the dependent value.
Popup Window Actions

OK — executes records validations, and, if no errors are detected, saves the record and closes the popup window.
Cancel — cancels the operation and closes the popup window.

Full Page Actions

Save — Saves the changes made by the user.
Reset — Restores the value of the entity being maintained to their state before changes were made.
Sear ch — Returns the user to the search page.
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Search Dialogs

The primary identifiers of the admin entities are displayed in maintenance pages with a magnifying glassicon next to them.
Thisicon initiates the Sear ch action.

The Sear ch action opens a popup window with search criteriafields and aresult list. When avalue is selected from the
result list it is returned to the field that initiated the search.

Defining System Options

System options setup can be reached from the Settings page. It defines a number of global configuration values used by the
portal application at run-time.

Several options are provided with the base product, and the default values can be adjusted to fit your organization needs:

« DEF DATE_FORMAT definesthe date format that the portal application will expect when entering date values. The
valid valuesfor this option are: DMY (for aDD/MM/YYYY format, MDY (for MM/DD/YYYY format), YMD for
(YYYY-MM-DD format). Additional values can be configured using the DATEFORMAT L ookup.

» Please notethat the date format isdefined in the Extended Value of that lookup definition. The extended value
isthe actual format that isused by the system.

- DEF_BACKEND_DATE_FORMAT defines the date format that the portal application will use when communicating
with the revenue management system. The valid values for this option are the same asin the DEF_DATE_FORMAT
option.

» DEF_LOCALE definesthe default Language to be used in the portal application. The valid values for this option are
L anguage code values.

» DEF _CURRENCY definesthe default currency that is used in the portal application for fields displaying money
amounts. The valid values for this option are defined in the CURRENCY L ookup. The default value delivered is USD,
additional values can be defined as needed.

The following options should be configured in the system to support sending mail from the portal application:

e MAIL_SMTP_HOST definesthe SMTP server host name. This option required freeform text value and no validation is
performed on that value.

e MAIL_SMTP_PORT defines the port number of the SMTP server. This option required freeform text value and no
validation is performed on that value.

System Options List

The user can review existing system options.
The standard Edit and Delete functions are available for each system option.
Y ou can click the Add button in order to define a new system option.

System Options Maintenance

Configuration Option isthe type of system option that is being defined. The valid values for this option are defined in the
CFGOPTION L ookup.

The Option Value Type defines the type of values that are expected for the system option. The valid values for thisfield
are Freeform Text or Lookup. Thereis no specific validation of the values entered beyond the value type validation.

The Freeform Value field will hold the system option value if Freeform Text was selected as the option value type.
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The Lookup field will hold the lookup code value if L ookup was selected as the option value type.

The Lookup Value field will hold one of the possible values of the selected lookup code, if L ookup was selected as the
option value type.

Important: You should NOT change the option value type for provided system options with option value type of
L ookup.

Defining Languages

The language setup can be reached from the Settings page. It allows the user to define the languages that are supported on
the portal application.

Note: Adding alanguagein this page isthe first step in enabling a new supported language. See Supporting
Additional Languages for more information on the steps involved in adding a new supported language.

Language Search

The user can search existing language definitions.
The standard Edit and Delete functions are available for each language definition.
Click the Add button to define a new language.

Language Maintenance

L ocale defines the | SO language code that will appear on the upper right part of the portal pages for switching between
languages.

Important: You should not define country-specific language codes. For example, the code "en" isfor English and
should be defined once. Y ou should not use "en_US" or "en_CA" for USA or Canadian English.
Reading Direction is not currently in use.

The Owner indicates whether the language definition is owned by the base product or by the implementation (Customer
M odification). The system sets the owner to Customer M odification when implementer defines a new language. This
information is display-only.

The Supported checkbox indicates whether this language can be used (e.g., it can be switched to by the user or by the
taxpayer).

Defining Messages

The porta application communicates informational or errorsto the end user via messages. The base product is provided
with a set of messages that can be modified by implementers. In addition user defined messages can be added to the system.

Important: Since messages are cached in the system, changes in message definitions require an Application Web
Server restart for the changes to take effect.
Messages that are defined in the portal application are being using in the following way:

» Message numbers may be returned as part of aweb service response. The corresponding message text is retrieved by the
portal application and displayed to the taxpayer. Implementers can override a provided message text.
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» When internal error occursin the portal application, information is conveyed to the user using messages. The messages
are defined and owned by the base product, but the actual message text displayed to the user can be modified.

» Messages can be associated with Validation Rules. When defining a validation rule, implementers can use one of the
messages provided in the base product or create their own message.

Note: For more information about message trand ations and revenue management system web services, see
Message Translations and Consolidation.

The message setup can be reached from the Settings page.
Message Search

The user can search existing message definitions.
The standard Edit and Delete functions are available for each message definition.
You can click the Add button to define a new message.

Message Maintenance

M essage Number is the identifier of the message.

Important: The base product is provided with messages in the range of 0-89,000. Customer-defined messages
should use the number 90,000 and above.

The Message Category defined the type of message. It is currently used for information purposes only. Valid values for the
category are: Information M essages, Warning M essages, Error M essages, and System Fatal Error.

The Owner indicates whether the message definition is owned by the base product or by the implementation (Customer

M odification). The system sets the owner to Customer M odification when the implementer defines anew message. This
information is display only.

The M essage Text iswhere you define the text that will be displayed to the user. Y ou can use the { n} notation within the
message text to cause message parameter values to be substituted into a message.

Example: The messagetext," The paynent of {1} received on {2} will be posted on your
account " hasthe values of two parameters merged into it before it is displayed to the user (%1 is the payment's amount,
%?2 is the date of the payment).

The values are trandated based on the parameter type supplied together with the parameter value. Supported parameter
value types are defined in the lookup M SGPARMTY PE.

Note: The system merges whatever values are supplied to it. Therefore, if a system (or aweb service response)
supplies an amount as the second merge parameter in the above message, this amount is merged into the message
at the second place (rather than the date).

The Override M essage Text is applicable if you are modifying a base product message definition in order to change the
text displayed to the portal page.

Defining Lookups

A lookup is aset of discrete values grouped together under a common name: the L ookup Code.

Lookups are used in the portal application to allow auser or ataxpayer to choose from alist of possible valuesin certain
fields. Special lookups are documented within functional section they belong to.

The base product is provided with a number of a pre-defined lookups. Some of these lookups can be modified by
implementers to include additional values. In addition, new lookups can be defined and used when defining Fields.
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The lookup setup can be reached from the Settings page.
Lookup Search

The user can search existing lookup definitions.
The standard Edit and Delete functions are available for each lookup definition.
Y ou can click the Add button to define a new lookup.

Lookup Maintenance

L ookup Codeisthe name for the lookup.

The Owner indicates whether the message definition is owned by the base product or by the implementation (Customer
M odification). The system sets the owner to Customer M odification when the implementer defines anew message. This
information is display-only.

The Override Description field is only applicable when modifying a base product |ookup.

The Customizable checkbox indicates whether new values can be added to thislookup. Thisis mostly applicable for base
product lookups that allow customers to add additional values on top of the base product provided values.

Help text can be added to any lookup and whileit is not displayed on the base product portal pages, it can be used in custom
developed pages. The help text can include HTML.

The Override Help field is only applicable when modifying a base product ookup.

Lookup Value List

For each lookup the user can view the defined lookup values associated with the lookup code.
The standard Edit and Delete functions are available for each lookup definition.
You can click the Add button to define a new lookup value.

Lookup Value Maintenance

L ookup Valueisthe value that will be used when the entry is selected.

The Active checkbox indicates whether this value entry will visible in the portal application.
The Description isthe value displayed for this entry on the page (in the selection list).

The Override Description field is only applicable when modifying a base product lookup value.
The Image URL iscurrently not in use.

Extended Valueis additional information provided for the lookup value. Thisvalue is used by the system in special cases,
for example, lookup code DATEFORMAT (see Defining System Options).

Help text can be added to any lookup value. The help text can include HTML. This help is currently only displayed on the
base product portal pagesin special cases.

Example: Help for values of lookup code TENDERTY PE is displayed on the portal page when the taxpayer selects the
type of payment to make.

The Override Help field is only applicable when modifying a base product lookup value.

Important: After adding or modifying alookup value, the Save action (on the lookup value maintenance screen)
should be used to save changes.

Note: The Save and Add New action is only applicable for lookups. It is nhot applicable for lookup values.
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Defining Fields

Fields are used to define the input elements placed on the dynamic Ul pages, such as taxpayer service request. Field
configuration controls the input element’ s appearance on the screen and the input value format.

Note: Fieldsarereusable. Some Fields can be referenced in multiple service request definitions or even included
multiple times within the same service request definition.

The base product is provided with a number of fields and new fields can be created by implementers.

The field setup can be reached from the Settings page.

Field Search

The user can search existing field definitions.
The standard Edit and Delete functions are available for each field definition.
Y ou can click the Add button to define anew field.

Field Maintenance

Field Nameistheidentifier of thefield.

Description isthe label displayed next to the input field on the dynamic screen Data Type defines the input type for that
field. The data type controls how the field is displayed on the page and what types of input are permissible. Valid values for
datatype are:

» Boolean — Displayed as a checkbox.
e Number — Displayed as a number.
e Currency — Displayed as a numeric amount.

» Date— Displayed as a date according to the format defined in the portal application system options
(DEF_DATE_FORMAT).

» Lookup —Displayed as dropdown list according to the values defined for the lookup code (that is defined for thisfield).
o Text —Displayed as atext field.

The implementer can associate a Validation Rule for afield. Thisvalidation rule will be executed by the portal application
when valueis entered in thisfield. See Defining Validation Rules for more information.

Display Length isapplicable for all data types except for Boolean and Date. It defines the space reserved on the page for
displaying the value of thisfield.

Field Length isapplicable for all data types except for Boolean and Date. It defines the number of characters that can be
entered for thisfield.

Precision is applicable only for Number and Currency datatypes. It defines the number of decimal positions reserved for
thisfield (out of the total field length).

Example: if thefield length is 6 and the precision is 2, an example for avalid number will be; "123.45" (since total length
includes the decimal point).

Note:
The display length, field length and precision values are not mandatory. If not provided the portal application will
apply the following defaults:
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Display Length = 80 characters

Field Length = unlimited

Precision = unlimited
The Hint defined for afield isatext that will appear on the right side of the input field on the page. It can be used to
provide the format that is expected in thisfield, for example "(999) 999-9999" for afield that expects a telephone number in
it.
The Detailed Description isfor documentation purposes only.
The Help text defined for afield is displayed in a popup window when the field isin focus.

Defining Validation Rules

Validation rules are additional conditions evaluated when avalueis entered in afield that has an attached validation rule.

Note: The portal application currently supports only one type of validation rule: Regular Expression.
The validation rule setup can be reached from the Settings page.

Validation Rule Maintenance

The user can search existing validation rule definitions.
The standard Edit and Delete functions are available for each validation rule definition.
Y ou can click the Add button to define a new validation rule.

Validation Rule Maintenance

Validation Ruleisthe identifier of therule.

The Validation Expression hasto be written using a standard Regular Expression syntax.

Example: "[ A- Z] [ 0- 9] " will verify that the input is asingle |etter followed by asingle digit.

A Message Number is associated with the rule to indicate what message to display when the input value fails the validation
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Chapter 4

Service Requests

Overview

Taxpayers may have many reasons to contact a revenue authority, such asto communicate changes in personal information,
to request atax certificate, to raise a dispute over calcul ated assessments, charges or other financial details, etc.

The Service Request feature is designed to implement this type of communication using configurable elements. The feature
enables users to create a template for each type of request that governs a number of common attributes and steps, such as.

» Defining the fields that capture required data for the request
 Defining the user interface for data entry
» Defining field level validation rules for the data

» Specifying other business rules such as whether the taxpayer identity must be verified for this type of request, whether
the request should be directed to specific revenue authority recipients or to a backend application for automated
processing, etc.

Service Requests can be grouped into categories. This enables taxpayersto find their particular request more quickly by first
choosing an appropriate category and then selecting a request within that group.

Service requests can be accessed in one of two ways:

» Viathe Service Central option. This option is accessible from the On-Line Services pull-down menu on the web self
service portal navigation bar and from the left-side navigation panel.

» Viadirect hyperlinks. Linksto a specific request, such as “mail us your suggestion”, “request payment plan”, or “check
eligibility to participate in aprogram” can be enabled from any page in the portal application.
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Generic Service Requests

Process Flow
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Service Request Selection

Ontheinitial Service Central screen, the taxpayer is asked to select a service category first and then to choose a specific
topic.

The categories and topics appear on the screen as a dropdowns. Each topic corresponds to an active Service Request.

After atopic is selected the system reads the Service Request configuration. It first determines whether this service request
requires taxpayer identification. If so, the system reads the |dentification Request definitions and invokes a Taxpayer

I dentification sub-flow. If the taxpayer identification step was successful, the request header is popul ated with taxpayer
IDs.If identification is not required, the system continues to the Main Reguest Input step.

Main Request Input

The main service request screen is rendered dynamically according to the service request configuration. The taxpayer is
prompted to enter the information required for this specific service.
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Note:
On request submission aweb service (T STaxpayer ServiceRequest) istriggered. The request contains a collection

of sequence/field name/field value entries.
If the web service call was successful, the response contains the confirmation.

Confirmation

The expected web service response contains Confirmation number and message(s). Thisinformation is displayed to the
taxpayer. Confirmation may be printed for the taxpayer's reference.
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Emailing a Service Request

Process Flow
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Some Service Request types are configured to be delivered via email. No web service interaction isinvolved. The first two
steps are similar to the Generic Service Request.

Service Request Selection

Ontheinitial Service Central screen taxpayer is asked to select a service category first and then to choose a specific topic.

The categories and topics appear on the screen as a dropdowns. Each topic corresponds to an active Service Request.
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After atopic is selected, the system reads the Service Request configuration. It first determines whether this service request
requires taxpayer identification. If so, the system reads the |dentification Request definitions and invokes a Taxpayer
| dentification sub-flow. If the taxpayer identification step was successful, the request header is popul ated with taxpayer 1Ds.

If taxpayer identification is not required, the system continues to the Main Request Input step.

Main Request Input

The main service request screen is rendered dynamically according the service request configuration. The taxpayer is
prompted to enter the information required for this specific service.

Note: The taxpayer's e-mail address should be arequired part of the service request input. See the Defining
Service Request, (process method configuration) for more details.

Email the Request

The target (“From”) email address is taken from taxpayer’ sinput. The recipient (“To”) email is derived from the service
request configuration. The SMTP server details are derived from the System Configuration Options. The service request
information is e-mailed to the recipient.

The message body is generated from the list of the fields defined in he service request. The message body is formed by
appending field names and their associated values for each field. If the field type is alookup, the description is retrieved
for the selected lookup value. The email body is emitted to the responsible email handler class along with details such as
recipient, subject of the email, etc.

The email handler is responsible for retrieving details such as the SMTP host and port which are determined from system
configuration options.

Emailing the Request

The message body is generated from the list of the fields defined in service request. Message body is formed by appending
field name and its value for each field. If field type islookup, description is calculated for the selected value. Email body is
emitted to the responsible email handler class along with the details like recipient, subject of the email etc.

Email handler itself is responsible for calculating details like SMTP host and port which are determined from system
configuration options details.
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Taxpayer ldentification Request

Process Flow
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Initiate Taxpayer Identification

A Taxpayer |dentification request isinitiated from other components as a sub-flow. The system reads the identification
service request definitions and the input Taxpayer Identification screen is rendered dynamically.

42 « Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide




Taxpayer ldentification

The taxpayer is asked to provide Proof of Identity (aka POI) details. The taxpayer enters the identification information and

submits the request.

Note: On request submission aweb service (T STaxpayer I dentification) is triggered and the collected input is
sent to the back-end system for verification. The successful response contains a collection of taxpayer IDs.

Refund Status Inquiry Request

Process Flow

Refund Inquiry requests belong to a special category of requests and get invoked from the dedicated online page.
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Refund Request Selection

Ontheinitia screen, the description of each active service request of the special category Refund Statusis displayed asa
hyperlink. The taxpayer initiates the refund status inquiry by clicking on the associated link.

When the taxpayer clicks the hyperlink, the system reads the Service Request configuration. It determines whether this
refund request requires taxpayer identification. If so, the system reads the Identification Request definitions and invokes
a Taxpayer |dentification sub-flow. If the taxpayer identification step was successful, the request header is popul ated with
taxpayer IDs.

If taxpayer identification is not required, the system continues to the Main Request Input screen.

Main Request Input

The main service request screen is rendered dynamically according the service request configuration. Taxpayer is prompted
to enter the information required for this specific service.

Note:
On request submission aweb service (T SGetRefundStatus) is triggered. The request contains a collection of
sequence/field name/field value entries.

If the web service call was successful, the response contains the confirmation and three amounts: refund, carry-
over, and offset.

Confirmation

The expected web service response contains Confirmation number and message(s). Thisinformation is displayed to the
taxpayer. Confirmation may be printed for the taxpayer's reference.

Defining Service Requests

A Service Request configuration defines what input the taxpayer should supply in order to receive the service and how this
input should be presented on the Ul. It also defines request delivery method and processing flow.

Service Request Search

The user can search for an existing Service Request.
The standard Edit and Delete functions are available for each Service Request.
Y ou can click the Add button to define a new Service Request.

Service Request Maintenance

Service Request: Main

Request Typeis auser-defined user-defined code that uniquely defines the service request type.
Active indicates whether this Service Reuest is ready for use.

Description istext displayed for this entry on the Service Request selection page.

Detailed Description isfor internal use.
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Processing

Category isused to group logically related or similar requests. It can also represent a specific business feature , such as
Refund Status Inquiry or Taxpayer |dentification. The categories are defined using lookup SRCAT. Users can add a new
category, if needed.

Response M ode controls whether the request will be sent synchronously to the Revenue Management System or placed
into the queue (asynchronous mode). This option definesif the taxpayer will receive an instant response or just an
acknowledgement from the SOA layer. In the latter case, the request is placed in the queue and later transmitted to the
Revenue Management System. The decision should be made based on the anticipated volume of requests of this type and
on the nature of the processing in the back-end system. This option is applicable if the Process Method is aweb service or
both email and aweb service.

Process M ethod defines where and how to send the request. The request can be routed to the revenue management system
viaaweb service call, or emailed to a specific revenue management support group, or both.

Recipient defines a support group dedicated to handle requests of thistype. Use the RECIPIENT lookup to maintain alist
of support groups and their respective email addresses.

Identification Requirement

The I dentification Required option indicates whether the taxpayer’ sidentity must be verified prior to providing the
service.

Applicable To indicates whether the identification requirements are applicable only for casual (not signed in) website users
or should aways be performed.

The ldentification Request is adropdown list that presents a selection of taxpayer identification service requests. At run-
time thisidentification request is invoked and ataxpayer is prompted to enter Proof Of Identity (POI) information.

Service Request: Appearance

Display Text Area? Indicates whether the request should include a multi-line text field where taxpayer can enter comments
or other long text input.

Text Area L abel definesthe label to appear next to the text area.

Text Area Length defines the maximum length of the text.

Email required? Indicates whether this request should include the prompt for an email address.
Note: The email address entered in this predefined field will be transmitted to the revenue management system
under the <head> element.

Email Label definesthe label for the email address input field.

Header Text appears on the top of the dynamically rendered request screen, above the request fields. It can be entered as
HTML or as plain text.

Footer Text appears at the bottom of the dynamically rendered request screen, below the request fields. It can be entered as
HTML or as plain text.

Help appears on the Payment Details page beneath the payment destination fields. It can be entered asHTML or as plain
text.

Service Request: Fields

The Payment Destination's Fields list is displayed on this tab. Fields represent the information that should be collected from
the taxpayer in order to process this specific type of payment.

The standard Edit and Delete functions are available for each field on the list.
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You can click the Add button in order to define a new payment destination field.

Request Field

Request Sequence uniquely identifiesthe field in the list. It is copied to the web service request paymentDestinationDetails
collection and sent to the back-end system.

Field isreferencing a Field entity. By default, the properties of this Field are used to render the input Ul.
Display Sequence controlsthe order of the input fields on the screen.

Mask indicates whether the input value should be masked on the UI.

Required indicates whether the input value is required or optional.

Validate indicates whether the input value needs to be validated.

Request Validation references the Validation Rule attached to the request field. If populated, it overrides the validation rule
attached to the Field entity.

Request Description provides an alternative label for the field on the screen.
Request Detailed Description provides an aternative description for the internal use.
Request Help provides an alternative popup help text for the field on the screen.

Request Preview

The special Preview action is available on the Service Request maintenance page. Press this button to verify the ook of the
service request screen. Y ou can fine-tune the screen design, the HTML of the header and footer, check the field's order, etc.
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BPEL Processes
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Theintegration SOA composites invoke the revenue management system web services and send the response back to the
self service portal application.

The confirmation number is generated when a service regquest is invoked (with the exception of taxpayer identification
reguests). This confirmation number is returned as part of the response.

The common features of all provided processes are:

« SOA Composite processes have pre-transformation extension point and post-transformation extension points as
explained in section Integration Extensibility.

» SOA Composite processes have extension templates for each level of the outgoing message xml schema as explained in
section Integration Extensibility.

» All endpoint invocations are using dynamic partnerlink URL and are be configurable.
« For confirmation number the Confirmation number utility serviceis called using dynamic partnerlink.

For additional information, see SOA/BPEL Integration.
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Implementing Service Requests

This section describes the steps required to implement service request functionality.
Web Services

In order to support taxpayer service requests the revenue management system is expected to implement the following web
services:

Web Service Description

TSTaxpayerServiceRequest Based on the information collected from the taxpayer on the web portal, it should trigger the service and
return a confirmation or error with the response. The request message contains a service request type
(code) and the collection of sequence/field name/field value details.

The request handling in the revenue management system could be as follows:
« Determine the service request type.
« Perform the logic associated with this type using request details field values.

« Populate the response with confirmation message(s) numbers and parameters.

TSTaxpayerldentification Validates POI details provided by the taxpayer on the request. The request message contains a service
request type (code) and the collection of sequence/field nameffield value details.

If the taxpayer has been identified successfully, the response should be populated with one or more
taxpayer IDs.

The POI details evaluation may result in error. If so, the error message number should be populated on the
response.

TSGetRefundStatus The service supposed to evaluate the input provided by the taxpayer and evaluate the status of a potential
refund. The request message contains a service request type (code) and the collection of sequence/field
name/field value details.

The response expected to contain the following:
* Confirmation message(s) describing the refund status.

« Additional (optional) information: expected refund receive date and three amounts: refund, carry-over,
and offset.

Supported Service Requests

Service Request Description

TAX_CLEARANCE_CERT Enable user to request and receive a tax clearance certificate.

— Tax Clearance Certificate User is expected to enter the following information:

Request
¢ Email address (Alphanumeric)
¢ Phone number (Alphanumeric)
¢ Tax Certificate Purpose (Lookup)
« Paper Copy Required (Boolean)
Identification Requirements: IDENTIFY_TAX_CLEARANCE (ldentification For Tax Clearance Request)
Process synchronously, web service.
REFUND_STATUS_UNR - Allow users to request a status of their refund for a given tax type and tax period.

Check the status of your refund User is expected to enter the following information:

* Taxpayer name (Alphanumeric)
« |dentifier Type (Lookup)
¢ Identifier Number (Alphanumeric)

¢ Tax Type (Lookup)
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Service Request Description

¢ Filing Period Start Date (Date)
¢ Filing Period End Date(Date)
* Expected Refund (Number)

Identification Requirements: none.

Process synchronously, web service.

IDENTIFY_TAX_PAYMENT Provides the ability to validate taxpayer POls required to submit a payment and receive taxpayer's ID.
— Taxpayer Identification for

User is expected to enter the following information:
Payment

* Taxpayer name (Alphanumeric)

« Identifier Type (Lookup)

« |dentifier Number (Alphanumeric)
¢ Email Address

¢ Address Line 1 (Alphanumeric)

¢ Address Line 1 (Alphanumeric)

« City (Alphanumeric)

¢ County (Alphanumeric)

« State (Lookup)

¢ Zip Code (Alphanumeric)

* Paying On Behalf Of Somebody Else? (Boolean)
« Identifier Type (Lookup)

« Identifier Number (Alphanumeric)

* Email Address (Alphanumeric)

Identification Requirements: none.

Process synchronously, web service.

IDENTIFY_TAX_CLEARANCE Provides the ability to validate taxpayer POls required to request tax clearance.

- Taxpayer |dentification for Tax .o ificate and receive taxpayer's ID.

Clearance
User is expected to enter the following information:
* Taxpayer name (Alphanumeric)
« Date of Birth (Date)
« Taxpayer Type (Lookup)
« Identifier Type (Lookup)
« Identifier Number (Alphanumeric)
Identification Requirements: none.
Process synchronously, web service.
TECHN-ISSUE — Report a Allows user to notify revenue authority about technical issues with the website.

website-related problem User is expected to enter the following information:

* Taxpayer name (Alphanumeric)
* Email Address (Alphanumeric)
* Technical Issue — Topic (Lookup)

« Detailed description of the problem (Text)

Identification Requirements: none.

E-mail.

Messages

The following messages are defined to support service request functionality:
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Service Request Description

TAX_CLEARANCE_CERT 15010, 15011, 15012

REFUND_STATUS_UNR 13001,13002, 13003,13010,13011,13012,13014,13015,13016,13017
IDENTIFY_TAX_PAYMENT 11001, 11002, 11003

IDENTIFY_TAX_CLEARANCE 15001, 15002

Configuration

In order to enable the supported service requests you may add/modify the configurations described in the following topics.

Service Request Config

Processing

Specify arecipient for each service request delivered viaemail.

Appearance

The service request description appears on theinitial selection dropdown. Y ou can change the overall tone of your dialog
with the taxpayer by re-phrasing the descriptions of the generic service request(s) and the descriptions of request categories
(lookup SRCAT).

Example:
Provided description: Tax Clearance Certificate Request
Override description: Apply for a tax clearance certificate

The service request configurations are provided in the base product without Header, Footer, and Help. Consider adding
these to the service requests. Header and footer are displayed on the main service request input screen. The help is displayed
on the Service Request Selection screen when the taxpayer picks the topic from the dropdown. Y ou can enrich user's
experience and communicate additional information, such as notes, disclaimers, explanations, etc.

Example:

Load the service request TECHN-I SSUE.

Press the Preview button to view the request's screen.

Now switch to the Appear ance tab and enter the following:
Header:

<span style="font-famly: "Arial'; font-weight: bold; font-style: normal; text-

decoration: none; font-size: 12pt; color: #666699;">Report technical problens to
t he Webnast er </ span> </ br> </ br>

<span style="font-fanmly: 'Century Gothic'; font-weight: nornal; font-style:
normal ; text-decoration: none; font-size: 9pt; color: gray);">

Use this email service to report anything on this website that isn't working
correctly or to make commrents or suggestions for inproving our website.

</ span>

Footer:

<span style="font-famly: 'Century Gothic'; font-weight: normal; font-style:
normal ; text-decoration: none; font-size: 9pt; color: gray);">
<font col or=RED> NOTE </font> : This email formis <font col or=RED> NOTI SECURE. </
font >
</ br>
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For your security and privacy, please do not include your social security nunber or
ot her personal, confidential information in your nessage.
</ span>

Help:
<span style="font-famly: 'Arial'; "><b>Request assistance</b> finding sonething
on the site, understanding our different file formats,<br/> printing files you've

downl oaded, installing or using the tax products CD-ROM or any simlar technical
probl em </ span>

Press the Preview button to see the result.

Field Level Help

Y ou can add the help text for each input field on the dynamic screen. The help text appears as the callout when the focusis
moved into this input field.

Field Validation

The Fields provided in the base product have no Validation Rules attached. Add validation rules to enforce format rules on
service reguest's input.

Example:

How to validate a phone number using US standard phone format:

» Add new message with the text, 'Invalid Phone Number'.

« Add new Validation Rule PHONE_NBR_US.

» Specify the newly added message. Enter the following validation expression:

MA(?([0-91{3})\\)?[- 12([0-91{3})[- 1?([0-9]{4})$%
This expression validates the US phone pattern.

Entry may start with parentheses (optional) followed by three numeric digits, followed by a dash or space, followed by three
numeric digits, followed by an optional dash or space, followed by fournumeric digits.

Load the Service Request TAX_CLEARANCE_CERT.
Go to the Fields tab and find the field PHONE_NBR. Attach the new Validation Rule to the field.
Now try to enter an invalid phone number when submitting the request for Tax Clearance Certificate.

Lookup

Y ou can add values for the Lookup: RECIPIENT. The values of thislookup are used to specify arecipient of an email
service request. Use the extended val ue to specify recipient's e-mail address.

Y ou can also add values for Lookups referenced by service request fields such as:
+ TAXCLRRSN —Tax Clearance Reason

« TAXPAYERTYPE — Taxpayer Type

» |IDTYPE —Identifier Type

« STATE - State

« TAXTYPE —Tax Type

Note: You can deactivate any/all of the lookup values provided with the base product.
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Example:

Refund status request REFUND_STATUS UNR includesafield TAX_TYPE. ThisField isreferencing a Lookup
TAXTYPE. No values are provided with the base product. Decide what tax types should be available for the taxpayer
paying for the filing period. Add these tax types as new lookup values.

Messages

Several info/error messages are provided for each service request (see " Supported Service Requests' for more information).
Y ou can add the DVM mapping for the messages you anticipate receiving from the revenue management system. Y ou can
also define new messages and use them instead of those provided with the base product.

Example:

Message 15001 "Y our request has been processed; a Tax Clearance certificate wasissued on { 1}." is provided with the base
product.

Scenario 1: The revenue management system returns message category 1/message number 1111 with one parameter of type
Date upon successful processing of tax clearance certificate.

Use DVM OTSS_MessageNumber to map 15001 to 1:1111.

Scenario 2: The revenue management system returns message category 1/message number 1111 with no parameters upon
successful processing of tax clearance certificate.

Override the message 15001 text, remove the substitution parameter and use DVM OTSS_MessageNumber to map 15001
to 1:1111.

Scenario 3: The revenue management system may return multiple messages: message category 1/message numbers 1111,
1112 and 1113 with parameters upon successful processing of tax clearance certificate.

Create brand new messages NNNNN and XX XX and use DVM OTSS_MessageNumber to map as follows:

15001 to 1:1111, NNNNN to 1:1112, XXXX to 1:1113

Validation Rules

Y ou can add client-side validation to the service request fields. Regular expressions provide a powerful search pattern
language and can be used to implement complicated business rules.

Examples:

EIN —USEmployer ID Number: ~[ 0-9]{2}-[0-9]1{7}$

EIN Pattern: Starts with 2 numeric digits, followed by adash(-), then ends with 7 numeric digits.
US Phone Numbers:

MA(2([0-91{3})\\) ?[- 12([0-91{3})[- 1?([0-9]{4})$%

Phone Pattern: May start with parenthesis (optional) followed by 3 numeric digits, followed by dash or space, followed by
3 numeric digits, followed by optiona dash or space, followed by 4 numeric digits.

Properly formatted email address:

NMa-zA-Z0-9_-1+(\\.[a-zA-Z0-9_-]+)*@a-zA-Z0- 9] +(\\.[a-zA-Z0- 9] +) *(\\ . [ a- zA- Z]

{2,})%

Email Pattern: Starts with Alphanumeric characters [a-zA-Z0-9] or dash(-) or underscore (_),then maybe optionally
followed by dot (.) plus Alphanumeric characters [a-zA-Z0-9] or dash(-) or underscore (_) then followed by @, then

followed by a group of aphanumeric characters then maybe optionally followed by dot (.) plus a phanumeric characters (in
case email hastwo levels, e.g., . com ph), then followed by dot (.) plus characters having length of 2 or more.
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Advanced Navigation

Y ou can trigger a specific service request invocation from an HTML content using the following syntax:

/ faces/ oracl e/ webcent er/ port al app/ pages/ Taxpayer SvcReq. j spx?ser vi ceReg=<put your
Servi ce Request Type Code here>

BPEL DVM Mapping

OTSS_ServiceRequestType

An entry is provided for each payment destination included in the base product. The column OTSS SRType contains
service request codes.

For each entry specify the corresponding translation values from your revenue management system in the column
EXT_SRType.

If your revenue management system does not use the service request code, leave the trandlation value blank. As aresult, the
<serviceRequest Type> node on the request xml would be empty.

If your implementation in the revenue management system designed to use the same request type codes as in web self
service portal application, delete the records from the DVM. As aresult the value in the <serviceRequest Type> node on
the request xml would be delivered ‘asis.

Examples:
The content of the node:

<servi ceRequest Type>TAX CLEARANCE_CERT</ servi ceRequest Type>
» With trandation value XXX for TAX_CLEARANCE_CERT

<servi ceRequest Type>XXX</ servi ceRequest Type>

« With blank tranglation value for TAX_CLEARANCE_CERT

<servi ceRequest Type></ servi ceRequest Type>

»  Without an entry inthe DVM for TAX_CLEARANCE_CERT

<servi ceRequest Type>TAX CLEARANCE CERT</ servi ceRequest Type>

OTSS_FieldCodes

Y ou can ranglate the values of the lookups referenced by service request fields. Enter the field name and value pairsinto
the OTSS FieldNameValue column in aformat "FIELD":"VALUE". Enter the corresponding value from your revenue
management system in the EXT_FieldValue column. Thistrandation is optional.

Examples:
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The content of the entry on <destinationDetails> list for the request field TAX_TY PE with value IND selected from the
lookup TAXTYPE:

<request Fi el d>
<sequence>
<fi el dName>TAX TYPE</ fi el dname>
<fi el dval ue>l ND</fi el dval ue>

</ request Fi el d>

» With trandlation value XXX for TAX_TYPE:IND

<request Fi el d>
<sequence>
<fi el dName>TAX TYPE</fi el dname>
<fi el dVal ue>XXx</fi el dval ue>

</ request Fi el d>

» With blank trandation value for TAX_TYPE:IND

<request Fi el d>
<sequence>
<fi el dName>TAX TYPE</fi el dname>
<fi el dval ue></fi el dval ue>

</ request Fi el d>

» Without an entry inthe DVM for TAX_TYPE:IND

<request Fi el d>
<sequence>
<fi el dName>TAX TYPE</fi el dname>
<fi el dval ue>l ND</fi el dval ue>

</ request Fi el d>

OTSS MessageNumbers

Y ou can map the expected return message numbers from the revenue management system to the messages defined in self
service portal application.

How To Enable New Web Service-based Request

Design considerations

Determine what information your revenue management system requires in order to provide the new service. It isusually
one or more dataitems, including dates, amounts. Y ou can aso offer a selection of pre-defined answers (lookups). Decide
whether the free-form text (comments, feedback, etc.) should be a part of the request. Define what input datais required and
what is optional. Design the additional content (help, header and footer) for the user interface.
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Determine whether taxpayer's identity should be verified prior to providing this service. Thiswill define what Identification
Request you will be using. One identification request IDENTIFY_TAX_CLEARANCE is provided with the base product.
You may useit or create your own.

Y ou may decide that a standalone identification step is not required and incorporate taxpayer identification details into the
service request fields' collection.

Determine how you want this request to be handled by the communication layer. Consider the anticipated volume of the
requests and also the actual effort required to process the request in the revenue management system. Choose to deliver the
request synchronously or asynchronously.

Decide under which category this request follows. If no appropriate service request category exists, define a new one (add a
new value to the lookup SRCAT, specify extended value GENERAL).

Decide how the taxpayer would invoke this service request. Several methods are available:
» New active service request will automatically appear on the service regquest selection page, request types dropdown.
» You can incorporate the link to the specific request in the web site content, using the Advanced Navigation techniques.

Configuration

Configure the service request according to the design.

In the SOA/BPEL layer, add the mapping for a service request type code and specific fields (if applicable). Also add the
mapping for the response message.

Implementation

The revenue management system has to be able to interpret this service request's set of input fields, provide the appropriate
service and return a confirmation message(s) under <confirmationData> or an error message under <error M essage>.

How to Enable a New Email Service Request

Design considerations

Design the input required for this particular service and the identification requirements, similar to the generic service
request. Use header, footer, or help to provide various guidelines, explanations, disclaimers, etc. Y ou can also advise a
taxpayer that sensitive private data should not be entered in the text area.

Configuration

Configure the email recipient for this request. Configure the service request itself according to the design, specify
processing method Email.

How to Enable a New Identification Request

Design considerations

Determine what information your revenue management system requires in order to identify ataxpayer. Decide whether
the free-form text (comments feedback etc.) should be a part of the request. Define what input datais required and what is
optional. Design the additional content (help, header and footer) for the user interface.

Determine what information should be masked during the input.
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This reguest should be delivered synchronously.

Configuration

Configure the service request according to the design.
In the SOA/BPEL layer add the mapping for a service request type code and specific fields (if applicable).

Implementation

The revenue management system has to be able to interpret this service request's set of input fields, identify a
taxpayer(s) and provide the collection of the taxpayer IDs in the response <responseDetails> or an error message under
<error M essage>.

How to Enable a New Refund Status Request

Design considerations

Determine what information your back-end system requires in order to determine the refund status, similar to the generic
service request. Define what input datais required and what is optional. Design the additional content (help, header and
footer) for the user interface.

Determine whether a taxpayer's identity should be verified prior to providing this service. Thiswill define what
Identification Request you will be using. One identification request IDENTIFY_TAX_CLEARANCE is provided with the
base product. Y ou may use it or create your own.

Y ou may decide that a standalone identification step is hot required and incorporate taxpayer identification detailsinto a
service request fields collection. The base product provides the refund request following this pattern.

The request should be processed synchronously.
Decide how the taxpayer would invoke this service request. Several methods are available:

» New active service request will automatically appear as the hyperlink on the Whereis My Refund? (Refund Request
Selection) page.

» You canincorporate the link to the specific request in the website content, using the Advanced Navigation techniques.

Configuration

Y ou can configure the service request according to the design.
In the SOA/BPEL layer, add the mapping for the service request type code and specific fields (if applicable).

Implementation

The revenue management system has to be able to interpret this service request's set of input fields, determine the status
of therefund, and return a confirmation message(s) under <confirmationData> and, optionally, refund amounts under
<responseDetails>, or an error message under <error M essage>.

FAQ: Service Request

This section includes frequently asked questions about Service Requests.
» How do| definefield validation on my Service Request?
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The basic data type and format validation can be defined using attributes of the Field entity. In addition, the Service
Request Field can be marked as required.

Y ou can create anew Validation Rule to implement more complicated validation logic using regular expressions.

Attach aValidation Rule to the Field (if the validation is aways applicable) or to the Service Request Field, if the
validation is applicable in a context of the specific service request.

Examples:

Scenario 1: A single Field is defined to represent US driver'slicense. Thereisonly one valid format for the driver's
license and it does not change. It is safe to assume that the same validation rule would be always applicable; therefore
you can attach a Validation Rule to the Field.

Scenario 2: A single Field is defined to represent an Identifier Number. Multiple types of identifiers exist: ataxpayer ID,
adriver license number, a professional license number and others and there is no universal formatting rule applicable for
all of them. When this Field is used on a service request and supposed to represent one of the identifiers, you can attach
request-specific Validation Rule to the Service Request Field.

Can the Service Request have multiple pages?

Thisfeature is currently not supported. However the implementation can model a business process as a sequence of
several service requests.

The service request can be triggered from the HTML content (refer to Advanced Navigation for details), therefore a
hyperlink to a service request can be embedded in the confirmation message text. This way, after submitting a service
request successfully, the taxpayer may be "guided” to the next step in the process.

How can | enable hyperlink to a Service Request from different places on the web site?
Refer to Advanced Navigation for the instructions.

When should the requirement beimplemented asatax or business registration form and when it can be modeled
asaservicerequest?

The service request allows to model idiosyncratic scenarios beyond the form-based processing, such as:

» The revenue authority receives taxpayer’s feedback on various topics.

» Taxpayer reports an issue with the website.

» Taxpayer requesting an informational package or paper documents from the revenue authority.

» Taxpayer issigning up for a program.

The service request framework can be used to address new business requirements instantaneously, "here and now", as
opposed to the complex process of implementing a new tax or business registration form.

The service request interface is limited to a single screen. Therefore it is not feasible to use service requests for the
functionality that requires the taxpayer to provide alot of data.

Another aspect to be considered is the processing of the request in the revenue management system.

Scenario 1: A certain service is already available in the revenue management system. For example, thereis a service
that updates the account when the taxpayer is leaving the country for a prolonged time period. The input for the existing
service is ataxpayer ID and the date range (start and end date). The requirement is to expose this service on the web self
service portal.

This requirement is a good candidate for the service request-based implementation. It can be implemented using a service
request with preliminary taxpayer identification.

Scenario 2: The change of taxpayer’s mailing address should be reported using a specific form. The new addressis the
only information that needs to be collected from the taxpayer; the rest: previous mailing address, taxpayer name and
identifiersis already stored in the revenue management system and can be derived.

This requirement can be implemented using a service request with preliminary identification. The web service may
trigger the taxpayer details retrieval followed by the form creation.
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How arerequest fields sent to the revenue management system?

The XML node that represents the value of the service request field contains string.

The string value is formatted according to the service request Field's data type:

+ String an Numbers are delivered 'asis.

» Date Field's values are formatted according to the format specified in the system configuration options.
» Lookup Field'svalues are delivered 'asis or may be trandated in the BPEL layer.

» Boolean Field's values: true or false.

<servi ceRequest Dat a>

<requestField type="list”">
<sequence> //request sequence — as defined on service request
<fi el dNarme> //field nane — as defined on service request
<fi el dval ue> //field val ue — al phanuneric

</ request Fi el d>
</ servi ceRequest Dat a>

Can | control appearance of the request fields?

Thefield isrendered on the screen according to its datatype. It may appear as a date, with adjacent calendar, asa
checkbox, as amulti-line text area or as a simple single-line input.

Can | include the comments and instructions about request fields?

Y ou can define a hint string on the Field. It will be displayed next to the input widget. The hint may simply suggest the
format of the input. Another option isto define an extended help text. It will be displayed as a callout when user hovers
over thefield or when thefield isin focus. The help defined on the Field entity will be displayed everywhere thisField is
used. Y ou can override this help for the specific service request by defining help on Service Request Field.
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Chapter 5

One-Time Payments

Overview

The Make a Payment option is accessible from the OnLine Services pull-down menu on the web self service portal
navigation bar and from the | eft-side navigation panel.

The taxpayer does not have to register as aweb self service user and/or login in order to make a payment. The taxpayer is
prompted to provide identification details prior to making the payment.
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Payment Option Selection

This screen displays the available payment options. The selection represents the list of active Payment Destinations
configured in the system. The taxpayer selects one by clicking on the hyperlink.

Taxpayer ldentification

The user is asked to provide Proof of Identity (aka POI) details before being allowed to make a payment. This step applies
to casual usersonly.
POI requirements are defined on Payment Destination.

Note: Taxpayer identification isimplemented using Taxpayer |dentification service request. Service request

code is derived from Payment Definitions, then the service request configuration is retrieved and the Taxpayer
Identification screen is rendered dynamically.

The taxpayer enters the identification information.
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Note: Atthistime, aweb service TSTaxpayer | dentification istriggered and the collected input is sent to the
revenue management system for verification. The successful response contains a collection of taxpayer Ids.

Payment Details

The user is prompted to enter payment amount and specific details describing this payment’ s purpose. For example, when
paying a collection notice, user is asked to enter collection notice number. The required input for each specific payment
option is defined on the corresponding Payment Destination.

Note:
At this point, aweb service T SPrepar eExtPaymentData istriggered with action VALIDATEONLY, and
payment details are sent to the revenue management system for verification.

Theinput is verified in two layers:
« Thefront-end validates whether the required input values are provided and checks the data type.

» The revenue management validates the details according to the business rules.

Payment Method Selection

After payment details are validated, taxpayer selects a payment method: credit card, checking account etc. Thelistis
derived from the lookup TENDERTY PE.

» Scenario 1: Selected Payment Method is supported by more than one Payment Provider or Payment Method is supported
by a single external payment services provider. In this case the user is presented with selection of payment providers

e Scenario 2: Selected Payment Method is supported by a singleinternal payment provider. In this case the user is
prompted to enter payment method details

Payment Method Details

If the payment method is supported by a single internal payment provider, Bank Account I nformation must be provided.

The user is prompted to enter bank routing number and account number.

Selection of Payment Providers

If the payment method is supported by more than one payment provider, the list of payment providersis displayed. Each
entry on the list contains the provider’s description (hyperlink) and an explanation (help text derived from the payment
provider’'s configuration).

Payment Review

All previously collected information is presented to the user for review. User may either submit the payment or abort the
transaction.

Note: At thispoint, aweb service TSOneTimePayment istriggered and the collected input is sent to the revenue
management system for payment creation.

Confirmation

The expected web service response contains the Confirmation number and message(s). This information is displayed to the
user. The confirmation may be printed for later reference.
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Payment with External Provider

The flow follows this branch when user selects to pay with an external provider. It starts from Payment Method Selection
page.

Selection of Payment Providers
The taxpayer selects a provider from the list by clicking on the hyperlink.

Note:

At this point, aweb service T SPrepar eExtPaymentData call istriggered to retrieve additional payment details.
The response expected contains the information in aform of name/value pairs. Thisinformation may include
taxpayer’s mailing address, e-mail etc. - according to Payment Provider’s specifications. The response may also
include the indication whether taxpayer is expected to pay a convenience fee.

If the web service call was successful, BPEL process assigns a unique ID to this transaction and registersit in the
internal table. ThisID isincluded in web service response message.

Redirection To External Website

After retrieving external payment details the system invokes a plug-in defined on the provider record. Payment details
are formatted and user is redirected to the provider's website with an HTTPS post. Refer to Redirect Payment Process to
Official Payments for more details.

Paying on External Web Site

Taxpayer provides the required information and completes the payment.

Receiving External Payment Data

External provider transmits the information about completed payment. The transportation methods and means may vary
from one provider to another. It could be an HTTP/HTTPS post or aweb service. The post back message typically contains
atransaction reference ID (i.e. credit card authorization code) that may be used to trace this payment in all systemsinvolved
in payment process. web self service/revenue management application, payment provider and the credit card company or
bank.

Payment Report and Reconciliation

The typical integration with an external provider includes receiving and processing of a payment report. Itis
sent after this provider finalizes the payments, i.e. submits them to the credit card company. The web service
TSProcessExtPayReportRecord is designed to accommodate the processing of a single payment report record.

Note: The model integration with Official Payments Corporation (USA) is described below. In thisintegration,
the XML message is sent as post back HTTP. It is received in the SOA layer and transformed by a BPEL process
into a One-Time Payment web service.
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Defining Payment Destination

Payment Destination defines what input the taxpayer is asked to provide in order to make a certain payment. In other words,
Payment Destination describes "what |I'm paying for".

Payment Destination Search

The user can search for an existing Payment Destination.
The standard Edit and Delete functions are available for each Payment Destination.
Y ou can click the Add button to define a new Payment Destination.

Payment Destination Maintenance

Payment Destination - Main

Payment Destination is a user-defined code, an identifier of the entity.

Active indicates whether this Payment Destination is ready for use. Thelist of active payment destination is displayed on
Payment Option Selection page.

Description isthe hyperlink text displayed for this entry on the Payment Options selection page.

I dentification Request dropdown presents a selection of taxpayer identification service requests. At run-time this
identification request isinvoked and ataxpayer is prompted to enter the Proof Of Identity (POI) information. |dentification
isrequired only for casua (not signed in) web site users.

Appearance

Help appears on the Payment Details page beneath the payment destination fields. It can be entered asHTML or asplain
text.

Payment Destination - Fields

This tab displays the Payment Destination's Fields list. Fields represent the information that should be collected from the
taxpayer in order to process this specific type of payment.

The standard Edit and Delete functions are available for each field on the list.
Y ou can click the Add button to define a new payment destination field.

Payment Destination Field

Payment Sequence uniquely identifiesthefield in thelist. It is copied to the web service request
paymentDestinationDetails collection and sent to the revenue management system.

Field isreferencing a Field entity. By default, the properties of this Field are used to render the input Ul.
Display Seguence controls the order of the input fields on the screen.

Required indicates whether the input value is required or optional.

Display Description provides an alternative label for the field on the screen.

Display Help provides an alternative popup help text for the field on the screen.

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide ¢ 63



Example:

Consider the following scenario: One of the required inputs for your Payment Destination is ataxpayer's legal name and
you also have to explain the term 'legal name'. An existing Field, ENTITY_NAME has al the attributes you need, except it
has a description ‘Name, but no help. Y ou can specify Display Description ‘L egal Name' and add the necessary explanation
using the Display Help.

Defining Payment Provider

The Payment Provider definition is used to orchestrate the final stepsin online payment submission. It represents the
application (the revenue management system or an external payment service) where the payment is sent for processing.

Payment Provider Search

the user can search for an existing Payment Destination.
The standard Edit and Delete functions are available for each Payment Provider.
You can click the Add button to define a new Payment Provider.

Payment Provider Maintenance

Provider isauser-defined code identifying the entity in the system.

Active indicates whether this Payment Provider isin use. Thelist of active payment destination is displayed on Payment
Option Selection page.

Description appears as a hyperlink text when the user is presented with the list of available providers.

Navigation Style defines whether user is redirected to provider’'s web site or remains on the portal page. Valid values are:
Internal and External.

Prepare Data Plug-in isamodule (Java) used to prepare information to be sent to the external web site. Refer to the
Preparing the Data Plug-in section for detailed technical information.

Thisfield should contain full qualified name (e.g., the package name) for the Java class that would be used to process the
payment details for an external payment provider. Thisfield is required when Navigation Style for the payment provider is
External. If the taxpayer chooses to make a payment via external provider, the web self service application instantiates the
classreferenced in thisfield.

Note:

Integration with Official Payments Corporation is provided with the base product. When

creating payment provider metadata for Official Payment Corporation, choose the plug-in

oracl e. apps. ot ss. paynent . t xn. ui . bean. opc. O fi ci al Payment Bean (or implement your own
class).

The base product also provides a sample Prepare Data plug-in extension class
(‘or acl e. apps. ot ss. ext ensi on. paynent . Sanpl ePaynent Ext ensi on').
Redirect URL points to the external provider's web site location.

Help can be used to show the information about this provider when the user is presented with the list of available providers.
May be entered as HTML or as plain text.

The Supported Payment M ethods section shows all methods available in the system. The list is derived from the active
values of thelookup TENDERTY PE.

On the Payment Selection Page the taxpayer selects a payment method from the dropdown, and all active providers that
support this method are displayed.
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Supported Payment Providers

The base product provides definitions for a single Payment Provider. This entry represents the revenue management system
itself. Its definition cannot be modified by the implementation, although this provider can be deactivated.

Y ou may need to configure an additional (external) Payment Provider as part of the implementation of the model integration

with Official Payments Corp.

BPEL Processes

s

SOA Suite
—Request—n P
4+—Response— ayment
Self Service
—Reauest—a Prepare External
Portal «—Response Payment Data
——Request—a .
<«—Response—| Identify a Taxpayer
Post Payment from
— Request— Official Payments
(asynchronous)
Post Official
— Read File—» Payments Report
(asynchronous)

\

Revenue
Management
System

Theintegration SOA composites invoke the revenue management system web services and send the response back to self

service portal application.

A confirmation number is generated when payment service isinvoked. This confirmation number is returned as part of the

response.

For payments processed by Official Payments Corp, the integration patterns are:

» For payment posting, Official Payments Corporation sends an XML post back message to the SOA composite, which

after processing, sends the payment web service request to the Revenue Management System.
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» For payment report posting, Official Payments Corporation sends the report file to afile server and the SOA composite
reads the file and sends individual recordsin the file to the Revenue Management System as web service requests.

The common features of all provided processes are as follows:

» SOA Composite processes have pre-transformation extension point and post-transformation extension points as
explained in section Integration Extensibility.

» SOA Composite processes have extension templates for each level of the outgoing message XML schema as explained in
section Integration Extensibility.

 All endpoint invocation are using dynamic partnerlink URL and are configurable.
» For confirmation numbers, the Confirmation Number Utility serviceis called using dynamic partnerlink.

Refer to the BPEL/SOA Integration chapter for detailed information about integration layer implementation

Integration with Official Payments Corp.

This section provides information related to the product's model integration with Official Payments Corporation as an
external payment provider.

OPC Integration Overview

OffICIa| Payments Corp. provides support for multiple payment vehicles: credit and debit cards, electronic checks, Bill Me
Later” and Green Dot Money Pack”.
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OPC Integration Process Flow
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The model integration provided with the base product allows the taxpayer to select a payment option ("what am | paying
for?"), enter appropriate details and amounts on the web self service portal, and have this information validated. The
taxpayer is then redirected to the Official Payments web site to compl ete the payment using a credit card.

Credit card payments are verified/authorized immediately and the taxpayer receives the confirmation number and e-mail
confirmation from Official Payments. This same confirmation number is transmitted to the revenue management system
with an XML post-back.

Official Payments submits the verified payments to the final target (credit card company) and provides daily reports for
further reconciliation.

This integration features a SOA composite process that reads Official Payments Corp. report (flat file), performs the
transformation and issues web service calls to the revenue management system.

Redirect Payment Process to Official Payments
The last step before the redirection is aweb service is to prepare the information to be sent for the HTTP Post.

Post-in Parameters

Official Payments expects to receive the following data with the HTTP post: Required:
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« Product ID (productl d) —the unique ID generated by Official Payments for each payment scenario/ configuration.
For this integration Official Payments created two Products: one for the case where the taxpayer is paying a payment
handling convenience fee and another for the case where this convenient fee is absorbed by the tax authority.

» UniqueID (cde-Uniql D-0) - the unique identifier for the transaction.

Optional — predefined names:
e paymentAmount
« firstName

« middleName

+ |astName

o suffix

» addressl

» address?

e cityName

» provinceCd

e postalCd

¢ phoneNum

o emalil
 postbackUrl
 returnUrl

« errorUrl

« cancelUrl

In addition, the following custom data fields are configured for this model integration:

e cde-Field-1 - Payment Destination Details, first field

» cde-Field-2 - Payment Destination Details, second field

» cde-Field-3 - Payment Destination Details, third field

» cde-Field-4 - Payment Destination Details, forth field

» cde-PaymOpti-5 - Payment Destination

» cde-RefeLine-6 - Payment Destination Description (displayed on Official Payments screen)

» cde-RefeLine-7 - Concatenated, comma-delimited values of Payment Destination fields (displayed on Official Payments
screen)

» cde-BusiName-8 - Leave blank, at the moment thisinformation is not available (displayed on Official Payments screen)

Receiving Payment Details

The values for the post-in parameters are retrieved from the revenue management system using web service

T SPrepar eExtPaymentData. The request contains all the information collected from the taxpayer up to this point:
payment destination and destination fields, payment amount and al so the taxpayer ID(s) and the Payment Provider code.
The response from the revenue management system contains the payment details list in the form of name/value pairs:

<paynent Det ai | s>
<sequence>
<fi el dName>
<fi el dval ue>
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</ paynent Det ai | s>

If none are retrieved, the Prepare Payment Data for Official Payments plug-in (described below) populates the required
parameters and Custom Data Elements on the HTTP Post.

Prepare Payment Data for Official Payments

The plug-in provided with this integration,
oracl e. apps. ot ss. paynent. t xn. ui . bean. opc. O fi ci al Paynment Bean, performs the following:

1. It implements prepar eData() method of the interface and builds the list of name-value pairs that needs to be send to
Official Payments website with the Form Post.

2. Adding the following elements to the list:

Name: cde-UniglD-0

Value: the externalld value. Isthereis no external id provided, the value added as "

Name: cde-PaymOpti-5

Vaue; payment destination code. If no value available, " is added.
Name: cde-RefeLine-6
Value: payment destination's description

Name: productld

Value: derive the extended value corresponding to the fee requirement value from the lookup OPCPRODUCT. System
throws an error is product id is not found.

Name: editAmount

Value: derived from the System Configuration Option, true or false

Names: returnUrl, cancelUrl, and error Url

Values: derived from the corresponding System Configuration Options
Name: redirectURL
Vaue: derived from the Payment Provider definition. If not found, the system error is thrown.

3. Add payment details as below:

The contents of the paymentDetails collection are added to the list of elements.

If no payment details were received from the revenue management system, the following entries are added:

Name paymentAmount Value: payment amount

Name cde-BusiName-8 Value: "

Names cde-Field-1, cde-Field-2, cde-Field-3, and cde-Field-4

Values: payment destination fields with sequence 1,2,3 and 4 respectively

Name: cde-Refeline-7 Value: concatenated value of payment destination fields, comma-delimited

The prepareData() method returns the list of this elements to the handler that does further processing.

Limitations

The provided configuration of Custom Data Elements supports up to four payment destination fields.
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Post-back XML Processing

The SOA composite process OT SSPaymentPostingRequestEBF receives the post-in XML. It isfiltering incoming post-
in XMLs and further processes only successful payment submissions, with <resultCode>A</resultCode>, meaning
"Approved".

Transaction verification

The post-back XML contains the unique transaction/session identifier generated in web self service and transmitted to the
Official Payments on the post-In XML.

Thelogicin SOA composite process OT SSPaymentPostingRequestEBF verifies whether the record with this identifier
existsin theinternal table. Thisis an additional security measure to prevent fraudulent payment submissions.

Payment Creation

The post-in XML istransformed and submitted to the revenue management system using T SOneTimePayment web
service.
The post-back XML contains al the data transmitted with the post-in XML, including al custom data elements.

It provides the payment destination code and destination details (values only, no field names), payment amount, date,
and payment type (payment method) and more. The extrainformation, specific for Official Paymentsis placed under the
<exter nalPaymentData> node.

Note: Official Payments have their own codes to represent various payment methods (referenced as account
typesin Official Payments documentation) : credit cards, e-checks etc. The dedicated DVM OPC_PaymentType
is provided in order to translate these codes into revenue management system'’s values and popul ate
<paymentType> element.

It also contains two unique IDs:
» Thetransaction/session identifier istransmitted to the revenue management system web service as <externall d>.

» Thetransaction authorization code displayed to the taxpayer as a confirmation number on the Official Payments siteis
transmitted to the revenue management system as <extTransactionRefer encel d>.

Confirmation Number for Official Payments

When taxpayer completes his credit card payment with Official Payment Credit Card processor he receives a confirmation
message. This message is produced by Official Payment and contains confirmation ID generated by it.

Self service rather than generating the confirmation number uses the number provided by Official Payment. To make this
number unique in revenue management system, BPEL process adds a prefix to this number. (See the "SOA Composite
OT SSPaymentPostingRequestEBF" description for more details.)

If taxpayer wants to track the payment using the confirmation number provided by Official Payment he would also need to
add the same prefix.

Implementation should provide the instructions on Track Y our Transaction Ul that would explain the user how to make this
concatenation.

Implementation may use the following methods to advise the taxpayer about this option:

« Include the explanation about these special confirmation numbersin the in-line help on the Online Services - Track
Your Transaction page.

* Include the explanation in the help when you configure a Payment Provider entry for Official Payments.

» Create anew portal page with HTML (or other) content using Web Center Composer and enter the explanation there.
Specify this page asthe OPC_RETURN_URL system configuration option.
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Payment Report Processing

Payment Report Process Flow
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Revenue Management System

Official Payments provides the payment report file for daily credit card and electronic check transactions, and returned
electronic check transactions.

This comma-delimited file will be transmitted from Official Payments viae-mail or made available via FTP, on abusiness
day basis Monday through Friday including bank holidays.

SOA composite process OT SSRepor tReconciliationRequestEBF reads the file and submits payment report records to the
revenue management system for reconciliation using web service T T SProcessExtPayReportRecord.
Each report record contains two unique identifiers:

» Thetransaction/session identifier generated in web self service and included in both post-in and post-back XML-s and
transmitted to the revenue management system with TSOneTimePayment web service as <externall d>.

» Thetransaction authorization code displayed to the taxpayer as a confirmation number on Official Payments site. It
isincluded in the post-back XML and transmitted to the revenue management system with TSOneTimePayment web
service as <extTransactionRefl D>.

Note:

The assumption is that the payment created in the revenue management system can be traced by either one (or
both) identifiers.
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The reconciliation logic should be triggered by the TT SProcessExtPayReportRecor d web service request.

Official Payments Integration Configuration

Payment Provider

Add a Payment Provider that represents Official Payments Corporation.
Specify oracle.apps.otss.payment.txn.ui.bean.opc.Official PaymentBean as the Prepare Data Plug-in.

Specify Official Payments testing site https.//staging.official payments.com/pc_entry _cobrand.jsp as Re-direct URL. Note
that thisis atemporary definition and should be changed later to point to Official Payments production site.

Define the Help contents (as an HTML or aplain text).
Indicate Credit Card as a supported Payment Method.

Convenience Fee Indicator

For this model integration Official Payments has defined two "products", tentatively assigned descriptions Taxesl and
Taxes2:

» Product ID 27362262501965139940530820135778488 for payments whose convenience fee is absorbed by the tax
authority.

» Product ID 481936748383120208732647342052473017 for payments whose convenience fee is paid by the taxpayer.

The Product |Ds are stored in OPCPRODUCT lookup as extended values:
« NFEE - 27362262501965139940530820135778488
« CNVF - 481936748383120208732647342052473017

BPEL DVM Mapping

OTSS FeeRequirement

Add an entry in the column EXT_FeeReq_PayVendor PayDestination for every combination of:
» Convenience fee indicator from your revenue management system:
» Payment Provider (code) for Official Payments

» Payment Destination (code) from your revenue management system, delimited by ":"

For each entry, specify the corresponding Official Payment Fee Requirement value defined in the web self service
application (active OPCPRODUCT lookup vaues) in the column OTTSS_FeeRequirement.
Example:

For provider OPC, fee requirement false and payment destination XXX, the entry would be:

OISS_FeeRequi r enent EXT_FeeReq_PayVendor PayDesti nati on
NFEE f al se: OPC. XXX

OPC_PaymentType

Map account types provided by Official Payments Corp. The base product includes the entry for each Official Payments
Corp. account type in the column OPC_PaymentType.

For each entry specify the corresponding translation values from your revenue management system in the column
EXT_PaymentType.
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Customizing the Integration With Official Payments Corporation

Official Payments Products

A customized setup is made by Official Payments Corp. for every implementation. Official Payments creates one or
multiple products that represent different payment processing scenarios on their web site.

The provided model integration uses two products: one for convenience fee paid by the taxpayer and another for
convenience fee absorbed by the tax authority. Y ou may request different product setup from Official Payments. For
example your business requirements may include discounted convenience fee.

The Product ID isincluded in the HTTP Post. The logic to determine the appropriate Product ID is performed by Prepare
Datajavaplug-in.

Extend Convenience Fee Determination Logic

Y ou can configure various levels of the convenience fee based on the payment destination without changing the
implementation of T SPrepar eExtPaymentData.

Example:
The requirement is to charge the discounted convenience fee for the timely filing period payments.
Assuming that the <convenienceFee> node on T SPrepar eExtPaymentData response contains true or false.

Request to setup a separate Official Payments product 999999999 for the discounted fee. Add a new value DSCF/99999999
to the OPCPRODUCT Lookup. Using the mapping in OTSS_FeeRequirement, assign this value associated with the
discounted fee to this payment destination:

» Enter DSCF inthe OTSS_FeeRequirement column.
» Enter trueeOPC:FILE_PERIOD inthe EXT_FeeReq_PayVendor_PayDestination column.

Payment Methods

In addition to the credit card payments you can enable e-check, debit card and other payment process methods via Official
Payments.

Add an entry to System Configuration Options as follows:
» Configuration Option OPC_EDIT_AMOUNT
» Option Vaue Type: Lookup

» Lookup Yes/No Indication:
» Setthevalueto Noif only credit card payments should be made via Official Payments Corp.

» Setthevalueto Yesto alow the taxpayer to choose from all the payment methods available via Official Payments
Corp.

Update the Supported Payment Methods on the Payment Provider for Official Payments.

Redirect URLs

After completing the payment on the Official Payments Corporation website the taxpayer is redirected back to the web self
service portal.

An implementation may customize taxpayer experience by either defining different redirection URLSs or useing the same
URL so the taxpayer always returns to the same page on the web self service portal.

Using Web Center Composer you can create a new portal pages with HTML (or other) content and then add the following
System Configuration Options:

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide ¢ 73



» The page where the taxpayer is taken successful payment completion isdefined in OPC_RETURN_URL.
» The page where the taxpayer is taken upon canceling the payment is defined in option OPC_CANCEL_URL.
» The page where the taxpayer is taken upon getting payment error is defined using option OPC_ERROR_URL.

Confirmation Number for Official Payments

The prefix for the confirmation numbers for payments made on Official Payments web siteis configured in BPEL
propertiesfile. Y ou can override the prefix.

Custom Data Elements

Thisintegration is based on a pre-negotiated configuration of Custom Data Elements (see above).
 Thisconfiguration dictates the transformation and trang ation rules for SOA Composites that handle XML Post-back and
the payment report file processing.

» Thelogicin provided Prepare Data Plug-in is built to support this configuration.

An implementation may negotiate different Custom Data Elements with Official Payments, re-implement
T SPrepar eExtPaymentData so that it retrieves different external payment details and create an alternative Prepare Data

plug-in.

Implementing One Time Payment

The following sections provide the information needed to fully implement the one-time payment functionality provided with
the product.

Web Services

In order to support the web self service payments the revenue management system is expected to implement the following
web services:

Web Service Description

TSOneTimePayment Based on the information collected from the taxpayer on the web portal, this should
trigger the payment creation process and return a confirmation or error with the
response.

TSPrepareExtPaymentData This service is called twice with different value in the <action> node:

VALIDATEONLY action. Called after the taxpayer entered the payment destination
details and payment amount. It expected to validate this input and return an error, if
invalid.

PREPARE action. Called immediately before the redirection of the payment process to
the external payment provider. The request contains payment provider code, payment
destination code and details and payment amount. The response expected to include
the convenience fee indicator and the collection of payment details.

TSProcessExtPayReportRecord The request includes the single payment report information. It expected to trigger
payment reconciliation logic in the revenue management system. No response
expected.

Prepare External Data Plug-in

This plug-in is used to finalize the list of payment details that will be sent to the payment services provider with HTTP form
Post. It composes the collection of payment details (name/value pairs) according to provider's specifications.

The base product provides a default payment extension class
(oracle.apps.otss.extension.payment.SamplePaymentExtension). This class can be used if the payment destination
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details and external payment details retrieved by the Prepare External Data web service can be sent to the external provider's
website 'asis. For all other cases, the client must implement their own extension class.

The base product supports out-of-box integration with Official Payments Corporation. When creating the payment
provider metadata for Official Payment Corporation, the client could choose to use the official class provided by Oracle
(oracle.apps.otss.payment.txn.ui.bean.opc.Official PaymentBean), or could implement their own class.

Implementing the Payment Class

The payment class provided with the self-service product can be customized and/or extended through the
oracl e. ot ss. ext ensi on shared library.

To extend the sample payment class:

1.

3.

Using the Adf | i bPaynent Ext ensi on. j ar library, create a new Java class by implementing
oracle.apps.otss.extension.payment.PaymentExtension.

Implement the public List<Element> prepareData(PaymentDetail paymentDetail) method. The paymentDetail
object provides all collected details, so this method should return alist of al the elements that must to be passed,
including the redirect URL.

Add the new class filesto the WESExt ensi on. war .
Deploy the war as shared library:

a) Shut down the WSSPortal application.

b) Deploy WESEXt ensi on. war asashared library.
c) Restart or redeploy the WSSPortal application.

Payment Class Extention Sample Code

package oracl e. apps. ot ss. ext ensi on. paynent ;

i mport java.util.Arraylist;

i mport java.util.List;

i mport oracl e. apps. ot ss. paynment .t xn. ext n. El enent ;

i mport oracl e. apps. ot ss. paynment .t xn. ext n. Paynent Det ai | ;

i mport oracl e. apps. ot ss. paynent . t xn. ext n. Paynent Ext ensi on;

/**

* This is the denp class that inplenents Paynent Extension Interface. It wll
* i npl ement met hod preparebData that woudl be called fromthe WSS paynents
* modul e for the payment provider who uses this class in 'Prepare Data Pl ug-
in'
* attribute.
*/
public class Sanpl ePaynent Ext ensi on i npl enents Paynent Ext ensi on {
publ i ¢ Sanpl ePayment Ext ensi on() {

super () ;

}

/**

* | nplement this nehtod as this will be called fromthe WSS application

* when maki ng paynent.

* @aram paynmentDetail : This nethod takes in object of PaymentDetail which
* contains all the details for the paynent which is either provided by the
* user or collected fromthe backend application as response to coll ect

* details call.

* @eturn : return List of Elenent which needs to be send to

* external URL.

*

~
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publ i c List<El enent> prepareDat a(Paynent Detail paynmentDetail) {
Li st <El enent > dat aLi st = new ArraylLi st <El enent >();
/1 Check for enpty paynent Det ai l
i f(paymentDetail !'= null){
/! Add all the elenents/data fromthe payment destination details.
/1 Add all Payment Destination Fields.
Li st <El enent > destDetail Li st = paynent Detail.getDestDetail List();
if (destDetaillList !'= null && destDetail List.size() > 0) {
for (Elenment e : destDetailList) {
// Add Field Name and Field Value to the list.
dat aLi st . add(new El enent (e. get Name(), e.getValue()));

}

Supported Payment Destinations

The following table lists the payment destinations supported by the product out of the box.

Payment Destination Description

COLL_NOTICE - Pay a Collection Notice User is expected to enter a Collection Notice ID, alphanumeric, up to 15 characters.
Identification Requirements: IDENTIFY_TAX_PAYMENT (Identification For
Payments).

PAY_PLAN - Pay a Payment Plan User is expected to enter a Payment Plan ID, alphanumeric, up to 15 characters.
Identification Requirements: IDENTIFY_TAX_PAYMENT (Identification For
Payments).

FILE_PERIOD — Tax Type/Filing Period User is expected to select a Tax Type from the dropdown (lookup TAX_TYPE) and

also enter Filing Period Start and End dates.

Identification Requirements: IDENTIFY_TAX_PAYMENT (Identification For
Payments).

Messages
Messages defined for the One Time Payment functionality are:

11004, 11005, 11006, 11007, 11008, 11009

Configuration

To enable the supported payment destination you may add/modify the Lookup, Payment Destination, and M essages
configurations as described in the following topics.

Lookup

Add values for Lookups referenced by payment destination fields.
Example:

Payment destination FILE_PERIOD includes afield TAX_TYPE. ThisField isreferencing a Lookup TAXTYPE. No
values are provided with the base product. Decide what tax types should be available for the taxpayer paying for the filing
period. Add these tax types as new lookup values.
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Payment Destination

Activate Applicable Entries

Decide whether you want to use any/all of the payment destinations provided in the base product. Inactive payment
destinations do not appear on the Payment Options selection page.

Identification Requirements

Evaluate the Identification Request IDENTIFY_TAX_PAYMENT provided with the base product. Create another
I dentification Request if this one does not satisfy your business requirements.

Appearance

» You may override Payment Destination description, if needed.

» Add payment destination help (HTML or plain text). It will appear beneath dynamically rendered destination fields on
the Payment Details page.

Example:
Load the payment Destination COLL_NOTICE. Enter the following Help:

<br/>

<span style="font-fanily: 'Verdana'; font-weight: normal; font-style: nornmal; text-
decoration: none; font-size: 9pt; color: gray;">

Read your notice carefully —it'll explain how nuch you owe and how to pay it.
<br/ >

Pay the anmount you owe by the date the notice asks. <br/>

Make a paynent plan if you can't pay the full anbunt you owe.<br/>

Contact us if you disagree.<br/>

</ span>

Make an attempt to pay a collection notice and observe the help's appearance.
» Addfield-level help for all or some of the payment destination Fields.

Messages

Several info/error messages are provided for each service request. Add the DVM mapping for the messages you anticipate
to receive from the revenue management system. Y ou can a so define new messages and use them instead of those provided
with the base product.

Example:
Message 11005 "Payment of {1} received on {2} will be posted on your account." is provided with the base product.

Scenario 1. The revenue management system returns message category 1/message number 1111 with two parameters for
successful processing of the payment.

Use DVM OTSS MessageNumber to map 11005 to 1:1111.

Scenario 2. The revenue management system returns message category 1/message number 1111 with no parameters for
successful processing of the payment.

Override message 11005 text, remove the substitution parameter, and use DVM OTSS_M essageNumber to map 11005 to
1:1111.

Scenario 3. The revenue management system may return multiple messages: message category 1/message numbers 1111,
1112 and 1113, with parameters for successful processing of the payment.
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Create new messages NNNNN and XXXX and use DVM OTSS M essageNumber to map them:

11005 to 1:1111, NNNNN to 1:1112, XXXX to 1:1113

BPEL DVM Mapping

OTSS_PaymentDestination

Anentry is provided for each payment destination included in the base product. The column OTSS_PaymentDestValue
contains payment destination codes.

For each entry specify the corresponding trangl ation values from your revenue management system in the column
EXT_PaymentDestValue.

If your revenue management system does not use the payment destination code, leave the tranglation value blank. Asa
result, the <payDestinationType> node on the request xml would be empty.

If your implementation in the revenue management system designed to use the same payment destination codes asin web
self service portal application, remove the records from the DVM. As aresult the value in the <payDestinationType> node
on the request xml would be delivered 'asis.

Examples:
Theinitia content of the nodeis:

<payDest i nati onType>COLL_NOTI CE</ payDesti nati onType>
With trandation value XXX for COLL_NOTICE

<payDest i nati onType>XXX</ payDesti nati onType>
With blank translation value for COLL_NOTICE

<payDest i nati onType></ payDesti nati onType>
Without an entry in the DVM for COLL_NOTICE

<payDesti nati onType>COLL_NOTI CE</ payDesti nati onType>
OTSS_FieldCodes

Tranglate the values of the lookups referenced by payment destination fields. Enter the payment destination field name and
value pairsinto the OTSS_FieldNameValue columninaformat " FIELD":" VALUE" . Enter the corresponding value
from your revenue management system in the EXT_FieldValue column. This translation is optional.

Example:

Theinitial content of the entry on <destinationDetails> list for the destination field TAX_TY PE with value IND (selected
from the Lookup TAXTY PE):

<destinati onDetail s>
<sequence>
<fi el dName>TAX TYPE</fi el dname>
<fi el dval ue>l ND</ fi el dval ue>

</ destinati onDetail s>
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With trandation value XXX for TAX_TYPE:IND

<desti nati onDet ai | s>
<sequence>
<fi el dName>TAX TYPE</ fi el dname>
<fi el dval ue>xXXx</fi el dval ue>

</ destinati onDetail s>

With blank trandlation value for TAX_TYPE:IND

<desti nati onDet ai | s>
<sequence>
<fi el dName>TAX TYPE</fi el dnanme>
<fi el dVal ue></fi el dval ue>

</ destinati onDetail s>

Without an entry in the DVM for TAX_TYPE:IND

<destinati onDetail s>
<sequence>
<fi el dNane>TAX TYPE</ fi el dnanme>
<fi el dval ue>| ND</ fi el dVal ue>

</ destinati onDetail s>

OTSS_PaymentType

Anentry is provided for values of the TENDERT Y PE lookup included in the base product. The column
OTSS PaymentTypeCode contains the lookup value. Enter the corresponding value from your revenue management
system in the EXT_PaymentTypeCode column.

Example:
Theinitial content of the node is <paymentType>CHECKING</paymentType>:
With tranglation value XXX for CHECKING

<payment Type>XXX</ payDesti nati onType>
With blank trandation value for CHECKING

<paynent Type></ paynent Type>
Without an entry in the DVM for CHECKING

<paymnent Type>CHECKI NG</ paynent Type>

OPC_PaymentType

ThisDVM is used exclusively for the integration with Official Payment Corp. It is used to map account types provided by
Official Payments Corp. The base product includes the entry for each Official Payments Corp. ‘account type' in the column
OPC_PaymentType.

For each entry specify the corresponding translation values from your revenue management system in the column
EXT_PaymentType
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OTSS_MessageNumbers

Map the expected return message numbers from the revenue management system to the messages defined in self service
portal application.

How to Enable a New Payment Destination

Design Considerations

Determine what information your revenue management system requires in order to process this payment. It is usually one
or more identifiers of the payment target (aka, destination), such as tax bill number, parcel number, filing year and tax type,
etc. Define what input datais required and what's optional.

Determine what identification details casual self service user supposed to provide for identity verification. Thiswill define
what Identification Request you will be using. One identification request IDENTIFY_TAX_PAYMENT is provided with
the base product.

Y ou may also decide that a stand-alone identification step is not required, and incorporate taxpayer identification details
into payment destination fields' collection.

Configuration

Configure Payment Destination. Specify |dentification Request. Use existing or create new Fields. Define field's display
order; create the footer help (HTML or text). In SOA/BPEL layer add the mapping for payment destination code, specific
field's values and fee requirements for external payment providers (if applicable). Also add the mapping for the response

message

Implementation

The one-time payment web service implementation in the revenue management system has to to support the additional
payment destination. Refer to that product's documentation for details.

How to Enable a New Payment Provider

Design Considerations

Determine whether the new payment services provider accepts payment requests viaHTTP Post.
Determine what information this provider expects to receive with HTTP/S Form Post.

» Theweb self service application may supply:
» Payment Destination Code and Details (Sequence/Field Name/Field Vaue Collection)

» Payment Amount
« Unique ID to identify the request in both systems. By default it is generated by the SOA/BPEL composite.

» The revenue management system may supply additional information about the taxpayer, such as mailing address or
business name and/or any other details requires by the provider. It may also determine and return the convenience fee
indicator.

» Theexterna payment details are collected from the revenue management system using aweb service Prepare Payment
Data. Y ou can utilize the extension pointsin the SOA/BPEL composite that processing this web service to reach other
sources of information, if needed.
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Determine whether the external payment details received from the revenue management system should be further
manipulated in order to fit provider's requirements. If so, you will have to implement Prepare External Data plug-in.

Determine what payment methods this provider supports (e.g., credit card, bank draft, etc.) and decide what payment you
will delegate to this provider.

Configuration

Configure new Payment Provider. Specify the description that will appear on available provider's list as a hyperlink. Enter
the help text that will appear on the available provider's list below the hyperlink. Use help to convey important details
about the provider and the services available on the externa web site. Specify the redirect URL (usually, provider's web
site). Finally, specify the Prepare Payment Data plug-in you've implemented. Indicate payment methods supported by this
provider.

Implementation

Implement Prepare Data plug-in if necessary. Y ou can use it to massage the data received from Prepare Payment Data web
service, interpret the convenience fee indicator and perform any other data manipulation needed to prepare the form data for
HTTP Post.

Implement the handling of the post-back response from the provider. There is no universal recipe for the post-back
processing, but some elements of the post-back message are likely to be common. It includes a transaction reference ID
(e.g., credit card authorization code) that uniquely identifies the payment in provider's system and can be used to trace the
payment further to the credit card company or the bank. It is also likely to contain the same unique interaction (session) 1D
that was send with the HTTP Post.

Integration with Official Payments Corporation is provided with the base product. It includes the SOA/BPEL process that
interprets the post-back XML message and transforms it into a One-Time Payment web service request. It also includes
the processing of a payment report file by another SOA/BPEL process and the web service Payment Report Request that is
generic enough and can be re-used.

FAQ: Payment

This section includes some frequently asked questions.

« What if the Collection Noticein my system isrepresented differently; e.g,, it containstwo identification numbers
instead of one?

Configure anew payment destination according to your requirements. Create new Fields that represent your collection
notice identification details.

» According to my requirements, taxpayer s have to provide extra POI detailsfor certain payment options. How do
| fulfill thisrequirement?

Setup a Taxpayer |dentification Service Request according to your requirements. Then attach this request to the
appropriate payment destination.

» Thereisno such thing as Collection Notice in my system. It is called Payment VVoucher for Collection Note. Do |
have to create a new payment destination?

No, you don't. If the format of the field COLLECTION_NOTICE_NO is satisfying your requirements, you can override
the description of the payment destination and set the display description of destination's field. Y ou can also override the
destination field's help text (the text that appears when you hover with the cursor over the input field on the screen).

* |Inour system, the Collection Notice Number should be entered in a specific format, e.g., 999-999999-X X. Can |
modify the provided payment destination configuration so it will enforcethisrule?

Yes, it ispossible to apply avalidation to the input value as long as this validation can be implemented using the
standard regular expression syntax. Create a new Validation Rule and write aregular expression to represent your format
restrictions. Then associate this new Validation Rule with payment destination's field.
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» According to our business rules, users aren't allowed to make collection notice payments online. How can | disable this
option?

Simply de-activate this payment destination.

» | want to start supporting aliquor license fee payments. How do | enable a new payment option?
Please refer to How to Enable a New Payment Destination.
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Chapter 6

Track Your Transaction

Overview

When a self-service user performs an operation that requires some action in the revenue management system he or she
receives an acknowledgment that the request went through successfully. This acknowledgement is called a " confirmation"”.
It contains a unique ID and a message with the current state of the request. The confirmation ID is recorded in the revenue
management system, in the transaction created for the user request, in order to track the user's request and verify its status
anytime from initiation to completion.

The self-service Track Y our Transaction feature provides the user with the ability to trace the request using the confirmation
number to trace his request using Track Y our Transaction feature.

The Track Your Transaction option is accessible from the On-Line Services pull-down menu on the web self service
portal navigation bar and from the left-side navigation panel.

Track Your Transaction

The following diagram describes the process flow for the Track Y our Transaction feature.
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A user navigatesto the Track Your Transaction Ul and enters the Confirmation ID for the transaction.

The TSGetConfirmationl nfor mation web serviceis triggered and the collected input is sent to the revenue management
system. The successful response contains a message that reflects the transaction status.

Track Your Transaction BPEL Processes

The Track Y our Transaction request follows the BPEL Synchronous Flow Without Confirmation ID.
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BPEL DVM Mapping

OTSS MessageNumber

This DVM contains a cross-reference between messages defined in the self-service application and the revenue management
system. It maps the revenue management System message category and message number combination to a self-service
message humber. The message category and message number are stored using a separator.

Add an entry to thistable for every message defined in the application.

Implementing the Track Your Transaction Query

This section provides information required to fully implement the Track Y our Transaction Query provided with the product.

Also see the "Confirmation Inquiry WSDL Node" in Appendix A for additional information, including a description of the
WSDL nodes relevant to the Track Y our Transaction feature, as well as the TSGetConfir mationl nfor mation schema.

Web Services

To support self-service payments, the revenue management system is expected to implement the following web service:

Web Service Description

TSGetConfirmationIinformation This Web Service accepts Confirmation ID as input and returns confirmation information.

See "Confirmation Inquiry WSDL Node" in Appendix A for additional information, including a description of the WSDL
nodes relevant to the Track Y our Transaction feature, and a description of the TSGetConfirmationlnformation schema.

Important: The response is expected to contain both the message category (a phanumeric) and the message
number for both error and confirmation messages in order to be translated properly in the BPEL Domain Vaue
Mappings (aka, DVMs). If your revenue management system does not use a message category attribute, populate
the <messageCategor y> element with adummy number, e.g., 1.

Ul Customization

The Track Y our Transaction Ul can be customized as follows:

» Using WebCenter Composer, insert html/text content at the top and/or the bottom of the page. These content items
provide the guidelines on querying the status of atransaction by Confirmation ID. If the taxpayer is required to perform
extra steps before searching, those steps can be outlined here.

Note: This can be useful when the customer has multiple back-end applications and each of these applications
produces its own confirmation. A user may, for example, need to add a back-end system-specific "code" to

the confirmation number before issuing the search (as is the case with the external payment provider Official
Payments, which reguires that an OPC code be added). For more information, see Adding Content to a Portal
Page and Customizing Help Content.

 Online help can also be customized to offer information or instructions in a specific context.
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Chapter 7

Interactive Tax Assistant

Interactive Tax Assistant Overview

The Interactive Tax Assistant (ITA) feature allows the revenue authority to provide an interactive aid to the taxpayer. It
helps with common questions regarding filing, credits, deductions, loans, and other tax palicies.

ITA guides the taxpayer through an interview and provides answers based on the taxpayers's input. Thisfeature is
implemented using the Oracle Policy Automation(OPA) solution.

Web Interviews

Interactive interviews assist the taxpayer to make educated tax law-related decisions. The OPA determination engine
converts the policies into a series of a problem solving dialogs.

The process of creating these interviews starts from understanding which decisions can be automated and which polices are
the good candidates for ITA. They typically fall into the following categories:

 Eligibility Questions. Answers to questions that reguire extensive knowledge of the legislation, cases, and policies, and
that typically require assistance from atax professiona (questions such as"Am | eligible for a specific benefit? Can |
apply for acredit or adeduction?'). To answer questions such as these, the policy should be trand ated into eligibility
rules. For example, in order to be eligible for a specific credit, the taxpayer should satisfy certain criteria.

» Calculators. Tax policies and instructions often include tables with rules for how different credits, deductions, and
withholdings should be calculated. These calculations are al so condition-driven, and provide different paths for different
types of taxpayers.

These are the types of decision flows which OPA can automate consistently and accurately. A policy expert or business
analyst can write rules to be applied by the Determinations Engine. A taxpayer can then access the interview viathe
Interactive Tax Assistant page and answer relevant questions which will be used to generate advice or assistance.

After web interviews are devel oped, tested, and deployed on a production server, they become available to taxpayers on the
ITA page.
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The site administrator is responsible for defining a new Interview Set and/or adding a new interview to the Interview Set.

Note: Oracle Policy Automation is a standalone product that has its own documentation and training manuals.
They should receive adequate OPA training in order to learn how to write Web interviews. This document provides
only supplemental information about OPA rules devel opment.

Implementing Interactive Tax Assistant

Process Flow

Interactive Tax Assistant Implementation Process
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This diagram illustrates the process of implementing a new Interactive Tax Assistant.
The roles and tasks involved in the process are as follows:
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Policy Expert

Task: Define Interview Candidates

During this phase, the revenue agency policy expert analyzes legisation and defines candidates for the web interview. Call
center statistics can be used to determine which policies are subject to the highest number of calls. These policies are then
recommended for inclusion in the list of policies that should be automated.

Business Analyst

Task: Analyze Policy

The business analyst works with the content of the legislation to model the OPA rule. He or she determines what parts of
the legislation should be modeled, and creates a design document that reflects the core structure of the model. The design
document is validated by a policy expert to verify scope and design assumptions.

Task:Develop Interview

The business analyst transforms the rule design into the actua rule, implementing the logic, designing the screens, and
creating help files. When development is complete, the rule is verified by apolicy expert for the proper interpretation.

Task: Link Self-Service Application Functions

In some cases, an interview determination can trigger different self-service application actions. For example, if an interview
determines which tax form a taxpayer should use, the taxpayer may be presented with the form so it can be filed right away.
If arule determines that the taxpayer is eligible for a specific program, the taxpayer may be presented with a hyperlink to
the appropriate application form from the interview summary screen.

System Administrator

Task: Deploy Interview
When the ruleisfinalized, the system administrator deploysit on the server.

Self-Service Application Administrator

Task: Enable Interview on the Portal

The administrator uses the Interactive Tax Assistant porta to:
e Setupanew interview set

» Specify the location of the rules

+ Select the rulesthat should be enabled

Defining Interview Sets

An Interview Set definesthe logical group of the interactive interviews residing on the same Web Determinations Server.
Interview Set Search

Users can search for an existing Interview Set.
The standard Edit and Delete functions are available for each Interview Set.
You can click the Add button to define anew Interview Set.
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Interview Set Maintenance

Interview Set - Main

Interview Set is auser-defined code that uniquely identifies the set.

Active indicates whether this Interview Set isready for use. Only active sets are included on the list of Interview Sets
displayed on the Tax Assistant page.

Description isthe text displayed as the name of the top tree node on the Tax Assistant page.

Web Determinations Server represents the location of the Web Determinations Server (as a URL) where the interviews
from this set are deployed.

Customizable indicates whether an implementation can modify the interviews list.
Detailed Description isfor internal use.

Appearance

Help information can be entered asHTML or a plain text.
Override Help can be used to replace the Help provided with the base product

Interview Set - Interviews

Thistab displaysthelist of Interviews.

When the new Interview Set is being added, the interview list is empty. Click the Load Interviews button in order to retrieve
the full list of the interviews deployed on the Web Determinations Server referenced by the set.

The standard Edit and Delete functions are available for each field on the list.

Interview

I nterview Name uniquely identifies the interview. It is derived automatically from the server.
Description appears as the tree node text (hyperlink) on the Tax Assistant page.
Display Sequence controls the order of interviews on the screen.

Launch Method indicates whether the interview should be launched in a separate popup window or be displayed on the
main page area.

OPA Configuration and Customization

Theinterviews are embedded in the web self service portal page using the methods recommended by the official OPA
documentation. The following configurations are implemented in order to achieve alook & feel that matches the host self-
service portal page:

» Theinterview progress bar, status bar and several menu options are disabled in appearance properties.
» Theinterview screen header and footer areas are removed from the appropriate velocity templates.
» Fonts, colors and styles are adjusted in main.css.

Advanced Navigation

An Interview can be invoked directly from the HTML content anywhere on the website, using the following syntax:
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/ faces/ oracl e/ webcent er/ port al app/ pages/ | nt gTaxAssi st.j spx?
i ntervi enSet Cd=<I ntervi ew Set Code>&i ntervi ewCd=<I nt ervi ew Nanme>
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Chapter 8

SOA/BPEL Integration

Integration Overview
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Figure 1: Integration Process Flows

Thisintegration isan Al A Direct Integration.
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All interaction between the self-service application, the integration layer, and the revenue management system use web
services.

The integration layer is developed using SOA Suite installed on aWebL ogic 119 application server.
The self-service application invokes web services hosted in the integration layer.

The integration layer comprises synchronous and asynchronous SOA composites.

The asynchronous processes use JM S Queues as a means of guaranteeing message delivery.

The integration SOA composites invoke the revenue management system web services.
Theintegration layer sends a response back to the self-service application.

Integration Flow Patterns

Integration flows between the self-service application and the revenue management system are designed according to the
following patterns:

« Synchronous flow without confirmation ID.
 Synchronous flow with confirmation 1D.

» Asynchronous flow with confirmation ID.

The integration between the self-service application and Official Payments Corporation (external payment services)
includes two special asynchronous flows.
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Synchronous Flow Without Confirmation ID
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» The self-service application initiates the flow and sends a request (web service) to the integration layer.

» Theintegration SOA composite gets the XML message and transforms it from the self-service system format into the
target system format.

« The SOA composite then forwards the request (web service) to the target system and receives the response.
» Theresponseistransformed and forwarded to the self-service application.
» The SOA composites use DVMs for admin data translation.

» Theintegration layer provides pre- and post-transformation extension points as well as an extention point for custom
transformations.

» Thetarget web service end-point URL is configurable (see Setting System Properties for more details).
Synchronous Flow With Transaction ID Staging

This flow includes an additional step during response transformation,; it stores arecord in the internal staging table.
Otherwise, this pattern is the same as Synchronous Flow Without Confirmation ID.
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Synchronous Flow With Confirmation ID
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» The self-service application initiates the flow and sends a request (web service) to the integration layer.

» Theintegration SOA composite gets the XML message and transforms it from the self-service system format into target
system format.

« The Confirmation Number Utility Service isinvoked and a unique confirmation number is populated on the request
XML <confirmationld> element. The default serviceis provided in the base product and SOA composites are initially
configured to invoke it (see Setting System Properties). Implementation may create an alternative confirmation number
generation service and reconfigure all or some of the integration flows to use an aternative.

» The SOA composite then forwards the request (web service) to the target system and receives the response.
» Theresponseistransformed and forwarded to the self-service application.
e The SOA composites use DVMs for admin data trandlation.

» Theintegration layer provides pre- and post-transformation extension points, as well as an extension point for custom
transformations.

» Thetarget web service end-point URL is configurable (see Setting System Properties for more details).
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Asynchronous Flow With Confirmation ID
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» Thisflow is asynchronous.

« The self-service application expects an immediate response with a confirmation ID from the integration layer.
» Theintegration layer invokes the Confirmation Number Utility Service and generates the confirmation ID.

» Therequest message is transformed into the target system format and the confirmation number is populated on the
request XML <confirmationld> element.

» Theintegration layer includes two independent SOA composites:
» Requestor receives the request message from the self-service application, transformsiit, addsit to aJM S queue and
sends a response stamped with the confirmation number back to the self-service application.

» Provider reads the message from the IM S queue and invokes the web service call to the target system. It does not
wait for the response. If the provider is unable to invoke the web service, the message is rolled back to the Error IMS
queue.

» The message flow from the self-service application to the Requestor is synchronous.
« The JMS queue breaks the transaction and the transaction from Provider to the target system is again synchronous.

» Ondelivery failure the messagesisrolled back by the Provider to the Error queue and can be retried (see retry
instructions below).
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Flows for Official Payments Corporation Integration
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This integration includes two flows created for the interaction with payment services provider Official Payments

Corporation.

Both flows are asynchronous; no response of any kind is expected.

The Payment Posting process includes:

» Transaction verification against the record stored in the staging table.
» The special logic for confirmation number creation.
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Integration Points
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Figure 2: Self-Service — revenue management Integration Points Diagram
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Flow Name Description Integration Flow Pattern

Generic Taxpayer Service Request OTSS initiated Combination of sync and async process with
limited response (confirmation id)

Refund Status Inquiry OTSS initiated Sync flow with confirmation id

Identify a Taxpayer OTSS initiated Sync flow without confirmation id

Payment OTSS initiated Sync flow with confirmation id

Request Status Inquiry OTSS initiated Sync flow without confirmation id

Prepare External Payment Data OTSS initiated Sync flow without confirmation id

Payment Posting OPC initiated Async flow with no response

Report Reconciliation OPC initiated Async flow with no response

Integration Solution Flows

Flow Name Description Integration Flow Pattern

Generic Taxpayer Service Request Self-service application initiated Combination of sync and async process with confirmation
id

Refund Status Inquiry Self-service application initiated Sync flow with confirmation id

Identify a Taxpayer Self-service application initiated Sync flow without confirmation id

Payment Self-service application initiated Sync flow with confirmation id

Request Status Inquiry Self-service application initiated Sync flow without confirmation id

Prepare External Payment Data Self-service application initiated Sync flow without confirmation id

Payment Posting OPC initiated Async flow with no response

Report Reconciliation OPC initiated Async flow with no response

Common Features of All BPEL Processes

» BPEL has pre-transformation extension point and post-transformation extension points as explained in the "Integration
Extensibility" section of this document.

» BPEL processes have extension templates for each level of the outgoing message xml schema as explained in section
Integration Extensibility.

» Optional Email notifications are sent out for business and technical failures.

« All endpoint invocation use dynamic partnerlink URL and must be configurable.

» For confirmation number the Confirmation number utility serviceis called using dynamic partnerlink.

» All processes have pre-transformation and post-transformation extension points as explained in the Integration
Extensibility section.

» All processes have extension templates for each level of the outgoing message xml schema as explained in the
Integration Extensibility section.

» Optional Email notifications will be sent out for the critical issues within selected asynchronous processes.

» All endpoint invocations use dynamic partnerlink URL. The URLs are configurable; see Service Configurations for
details.

» For aconfirmation number, the Confirmation Number Utility Serviceis called using dynamic partnerlink.
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Common Mapping Rules

All self-service application messages share Audit, Custom Data, Confirmation, and Error xml fragments. The common
mapping rules apply for al of these XML fragments.

Message Numbers, Message Parameters, and Currency

OTSS XML Fragment ETPM XML Fragment
<nessageNunber/ > <nessageCat egory/ >
<nessagePar anet er s> <nessageNunber/ >
<paraneters type="list"> <messagePar anet er s>
<par anet er Type/ > <paraneters type="list">
<par anet er Val ue/ > <par anet er Type/ >
</ par anet er s> <par anet er Val ue/ >
</ messagePar anet er s> </ par anet er s>
<currency/ > </ messagePar anet er s>

<currency/ >

In the self-service application, Messages are keyed by number only. For thisintegration, the translation

OTSS MessageNumber DVM mapping is created to accommodate the combination of Message Category/Message
Number. Specific rules apply when no mapping is found for the message number (for more, see the "Confirmation Message
Error Message" and "Failed Message Delivery" topics).

The Message Parameter Type element is present on each entry of the Parameters collection. If supplied, it should be
substituted using the corresponding value from the OTSS M essagePar ameter Type DVM mapping. If no mapping found,
retain the value 'asis.

Currency is required to support parameters whose type is Amount. The back-end application is expected to provide the
appropriate value. If supplied, Currency codes should be substituted using OTSS_Currency DVM mapping. If no mapping
isfound, retain the value 'asis.

Important: The response from the revenue management system is expected to contain both message category
(alphanumeric) and message number for both error and confirmation messages in order to be translated properly
in BPEL Domain Value Mappings (DVMs). If your revenue management system does not use a message category
attribute, populate the <messageCategory> element with adummy number (e.g., 1).

Confirmation Message (Fragment)

This common fragment will be included in multiple responses. It contains Confirmation Header group and Confirmation
Details collection.

OTSS XML Fragment ETPM XML Fragment
<confirmati on> <confirmati on>
<conf i r nHeader > <conf i r nHeader >
<messageNunber/ > <messageCat egory/ >
<nessagePar anet er s> <nessageNunber/ >
<paraneters type="list"> <nessagePar anet er s>
<par anet er Type/ > <paraneters type="list">
<par anet er Val ue/ > <par amnet er Type/ >
</ par anet er s> <par anet er Val ue/ >
</ messagePar anet er s> </ par anet er s>
<currency/ > </ messagePar anet er s>
<nessageTxt Ovrd/ > <currency/ >
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OTSS XML Fragment ETPM XML Fragment

</ confir maHeader > <nessageTxt Ovrd/ >
<confirnDetails type="list"> </ confir maHeader >
<nmessageNunber/ > <confirnDetails type="list”>
<messagePar anet er s> <messageCat egory/ >
<paraneters type="list"> <nessageNunber/ >
<par anet er Type/ > <nmessagePar anet er s>
<par anet er Val ue/ > <parameters type="list">
</ par anet er s> <par anet er Type/ >
</ messagePar anet er s> <par anet er Val ue/ >
<currency/ > </ par anet er s>
<nessageTxt Ovrd/ > </ messagePar anet er s>
</confirnmDetail s> <currency/ >
</confirmation> <nessageTxt Ovrd/ >

</ confirnDetail s>
</ confirmati on>

The default value in absence of DVM value setup for Message Number in the Confirmation Header is 0000.
The default value in absence of DVM value setup for Message Number in the Confirmation Detail is 0004.

In the absence of aDVM value setup for Message Number in the Confirmation Header, the replacement value is taken from
the ConfigurationProperties.xml file (see Module Configurations). The vaueisinitially set to 0000.

In the absence of aDVM value setup for Message Number in the in the Confirmation Detail, the replacement value istaken
from the ConfigurationPropertiesxml (see Module Configurations). The value isinitially set to 0004.

Error Message (Fragment)

This common fragment isincluded in every response. It contains the error message group and status.
It istrandated asfollows:

» |If the statusindicator is set to Error but no mapping is found for the message number/category supplied, substitute
it with the reserved generic error message code as defined in ConfigurationProperties.xml (see see Module
Configurations). Thevalueisinitially set to 0001.

 If the statusindicator is set to Error but no message number/category is supplied, no replacement occurs and the
response XML isdelivered 'asis.

OTSS XML Fragment ETPM XML Fragment
<status/> <stat us/ >
<errorMsg> <errorMsg>
<nessageNunber/ > <nessageCat egory/ >
<nessagePar anet er s> <nessageNunber/ >
<paraneters type="list"> <nessagePar anet er s>
<par anet er Type/ > <paraneters type="list">
<par anet er Val ue/ > <par anet er Type/ >
</ par anet er s> <par anet er Val ue/ >
</ messagePar anet er s> </ par anet er s>
<currency/ > </ messagePar anet er s>
<nessageTxt Ovrd/ > <currency/ >
</ errorMsg> <nessageTxt Ovrd/ >

</ errorMsg>
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Failed Message Delivery
Confirmation Id and details included in multiple messages. Back-end system response contains confirmation details or error
message related to business rules.

However, confirmation ID isirrelevant if the error occurred during request transformation or message delivery failed to
reach the back-end system (synchronous flow). If the status indicator is Failed, set Confirmation ID to blank, and populate
the error message with the 0002 reserved number.

Under normal circumstances, the response contains confirmation details or avalid, business rule-based error message.

Special replacement rules apply if an error occurs during the regquest transformation or when message delivery failsto reach
the target system (synchronous flow).

If the status indicator is Failed:
e The Confirmation ID is set to blank.

» Theerror message is populated with a message number defined in ConfigurationProperties.xml (see Module
Configurations). The valueisinitially set to 0002.

OTSS XML Fragment ETPM XML Fragment
<confirmationld/ > <confirmationld/>
<st atus/ > <st atus/>
<errorMsg> <errorMsg>

<nmessageNunber/ > <nessageCat egory/ >
<nessagePar anet er s> <nessageNunber/ >
<paraneters type="list"> <nessagePar anet er s>
<par anet er Type/ > <paraneters type="list">
<par anet er Val ue/ > <par amnet er Type/ >
</ par anet er s> <par anet er Val ue/ >
</ messagePar anet er s> </ par anet er s>
<currency/ > </ messagePar anet er s>
<nessageTxt Ovrd/ > <currency/ >
</ errorMsg> <nessageTxt Ovrd/ >

</ errorMsg>

Domain Value Maps (DVM)

Domain value maps (DVMs) are a standard feature of the Oracle SOA Suite which maps codes and other static values
across the applications. For example, country code US versus country code USA.

DVMs are static in nature, though Administrators can add additional maps as needed. Transactional business processes
never update DVMs, they only read from them. DVMs are stored in XML files and cached in memory at runtime.

To maintain information within the domain value maps:

Open a browser and access the SOA Composer application (ht t p: / / host : port/ soal/ conposer/).

On the SOA Composer, click the Open dropdown and select Open DVM. Thisdisplaysalist of al DVM filesin MDS.
Select the relevant DVM you wish to maintain.

Edit the selected DVM. The Edit button in the top navigation bar enables editing the DVM.

Once the DVM has been edited, click Save in the navigation bar. This savesthe DVM data for that session.

Click Commit after updating each DVM. This savesthe DVM datain MDS.

o gk wbh Pk
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The DVMsfor thisintegration are listed in the following table:

Name

Integration Points

Purpose

OTSS_MessageNumber

All

Maps revenue management message category/message number combination
to self-service application message number. The message category and message
number will be stored using a separator defined in ConfigurationProperties.xml

Columns:
¢ OTSS_MessageNumber
¢« EXT_MessageCategoryNumber

OTSS_MessageParameterType All

Maps revenue management message parameter type to the self-service application
message parameter type.

Columns:
* OTSS_MessageParmType

Supported delivered values: DATE, CURRENCY, STRING, NUMBER
e EXT_MessageParmType

OTSS_Currency

All

Maps revenue management currency code to self-service application currency
code.

Columns:
¢ OTSS_CurrencyCode
Delivered default value: USD

¢ EXT_CurrencyCode

OTSS_ServiceRequestType

All service request-based
integration points

Maps revenue management service request type to self-service application service
task type.

Columns:
¢ OTSS_SRType
Initially delivered values: supported service request types

« EXT_SRType

OTSS_Field Codes

All

This DVM is mainly for translating the values of the lookup-based fields. It maps
self-service application field name/value combination to a corresponding value in
revenue management system.

Columns:
¢ OTSS_FieldNameValue
Format:

[FIELD NAME][separator][VALUE], where the separator character is defined in
ConfigurationProperties.xml

« EXT_Fieldvalue

OTSS_PaymentType

All payment-related integration
points

Maps revenue management payment [tender] type to self-service application
payment type (values of the lookup TENDERTYPE).

Columns:
¢ OTSS_PaymentTypeCode

Initially delivered values: CHECKING, SAVING, CREDIT
¢« EXT_PaymentTypeCode

OTSS_PaymentDestination

All payment-related integration
points

Maps revenue management payment destination to self-service application payment
destination.

Columns:
¢« OTSS_PaymentDestValue

Initially delivered values: supported payment destinations
*« EXT_PaymentDestValue

OTSS_PaymentVendor

All payment-related integration
points

Maps revenue management payment vendor to self-service application payment
provider.

Columns:
¢ OTSS_PaymentVendor
* EXT_PaymentVendor
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Name Integration Points Purpose

OTSS_FeeRequirement All payment-related integration Maps a combination of revenue management payment vendor, payment
points destination, and fee requirement combination to self service application fee
requirement.

Columns:
¢« OTSS_FeeRequirement

« EXT_FeeReq_PayVendor_PayDestination

Format:

[FEE REQUIREMENT][separator]PAYMENT VENDOR][separator][PAYMENT
DESTINATION]

where the [separator] character is defined in ConfigurationProperties.xml

OTSS_Country All payment-related integration Maps revenue management country codes to self-service and other applications
points country codes.
Columns:

¢ OTSS_Country
* EXT_Country

OPC_PaymentType Official Payments Corp Maps Official Payments Corp. payment[account]type code to revenue management
integration points payment [tender] type.
Columns:

« OPC_PaymentType
Valid values: V, VISA, M, MC, A, AMEX, D, DISC, ES, EC, EBS, EBC
« EXT_PaymentType

Note:
For all processes/all DVMs except Message Numbers, the following rules apply:

 If the DVM mapping valueis not found in the DVM data, the incoming value will be passed as is without any
trandlation.

« If the mapping for the confirmation or error message number is not found, it is replaced with reserved generic
confirmation or error message numbers. See Common Mapping Rules for more details.

Setting Configuration Properties

The ConfigurationProperties. XML file contains property values used by the integration components. Also, it contains
various flags controlling the invocation of the extension points within the integration.

ConfigurationProperties XML fileislocated in MDS under the directory / apps/ OTSS- ETPM Al AMet aDat a/
config.

Note: Whenever the ConfigurationProperties XML file is updated, it must be reloaded to MDS for updates to be
reflected in the applications or services that use the updated properties. Y ou can perform the rel oad by rebooting
the SOA server.

Setting System Properties

Module Configurations are the properties that are shared by multiple integration flows within this integration.
Service Configurations are the properties that are used by a specific BPEL process.

Module Configurations
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Configuration Property

Default Value

Description

SOA-INFRA.AuditLevel

ON

This property needs to be set to OFF if
the Audit Level is set to off for the BPEL
processes.

AdminEmaillD

Administrator email id

This property will be used to set the
administrator email id for the error handling
process to send out an email in case of

a critical failure where even the Error
handling process fails.

ConfimationHeader.Default. MessageNumber

0000

Default value for the message number in
the Confirmation header.

Default.ErrorNumber

0001

Default Error number

Default.FailureNumber

0002

Default Failure number.

ConfimationDetails.Default. MessageNumber

0004

Default value for message number in
Confirmation Details section.

OTSS.SOA.DataSource

This is the database where the Payment
Vendor Integration Reference table
OTSS_PAYMENT_VENDOR_REF is
located.

In this table the integration flow
OTSSGetExternalPaymentDataEBF
stores external payment transaction
staging records. The property is set during
the installation check.

MessageCategoryNumber.Separator

ExternalpaymentData.Status.Pending

PENDING

The status code for the new records in
Payment Vendor Integration Reference
(OTSS_PAYMENT_VENDOR_REF).

Records in this status are created by
OTSSGetExternalPaymentDataEBF.

ExternalpaymentData.Status.Processed

PROCESSED

OTSSPaymentPostingRequestEBF uses
this status code for the processed records
in Payment Vendor Integration Reference

(OTSS_PAYMENT_VENDOR_REF) table.

ExternalpaymentData.ConfirmationID.Prefix

EVID

The prefix used for external payments.

OPC.Externalld.EmailSubject

OPC ExternallD is Empty

The subject and the contents for the

OPC.Externalld.EmailContent

ExternallD from OPC is empty

notification email sent when the unique
transaction identifier is missing on the post-
back XML (Official Payments Corp)

DB.Externalld.EmailSubject

OTSS_PAYMENT_REF_ID is empty The subject and the contents for the
in OTSS_PAYMENT_VENDOR_REF notification email sent when there is no

DB.Externalld.EmailContent

OTSS_PAYMENT_VENDOR_REF
table does not have the following
PaymentReferencelD/Externalld .

matching record found in the registration
table for the unique transaction identifier
from the post-back XML (Official Payments
Corp)

ResultCode.EmailSubject

ResultCode is not equal to A

The subject and the contents for the

ResultCode.EmailContent

ResultCode value is not equal to A

notification email sent when the post-back
XML (Official Payments Corp) contains
payment in error. In this scenario the post-
back XML is not processed any further.

OPC.PaymentReport.Error.EmailSubject

Error while pushing the message to
OTSSPaymentReport Queue

The subject and the contents for the
notification email sent when the error

OPC.PaymentReport.Error.EmailContent

In the

OTSSReportReconciliationRequestE|

while publishing message to the

queue there is an error so rolled back

occurs during payment report record

Eﬁ;rocessing (Official Payments Corp)

the message to OTSSPaymentReport

Error Queue

Service Configurations
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Configuration Property

Default/Delivered Value

Description

Service Name: OTSSIdentifyTaxpayerEBF

Extension.PreXformOTSS

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS

false

If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response post
transformation
extension service will
be invoked

Taxpayerldentification.Service.Name

{http://ouaf.oracle.com/spl/XAlXapp/xaiserver/
TSTaxpayerldentification}TSTaxpayerldentificationService

Taxpayerldentification.Port.Name

TSTaxpayerldentificationPort

Taxpayerldentification.Endpoint. URL

...ITSTaxpayerldentification

Updated with the
actual endpoint
URL during the
installation

FieldVvalue.Separator

Service Name: OTSSRequestStatusinquiryEBF

Extension.PreXformOTSS

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS

false

If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response post
transformation
extension service will
be invoked

ConfirmationInformation.Service.Name

{http://ouaf.oracle.com/spl/XAlXapp/xaiserver/

TSGetConfirmationIinformation}Confirmationinformation Service

Confirmationinformation.Port.Name

TSGetConfirmationinformationPort

ConfirmationInformation.Endpoint. URL

.../TSGetConfirmationInformation

Updated with the
actual endpoint
URL during the
installation

RequestStatusinquiry.ConfirmationNumberService.Name

{http://xmins.oracle.com/OTSS/OTSSConfirmationldService/

OTSSConfirmationldBPELProcess}otssconfirmationidbpelprocess_client_ep

RequestStatusinquiry.ConfirmationNumberService.Port

OTSSConfirmationldBPELProcess_pt
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Configuration Property

Default/Delivered Value

Description

RequestStatusInquiry.ConfirmationNumberService.URL

...I soa-infra/services/OTSS-ETPM/
OTSSConfirmationldService/
otssconfirmationidbpelprocess_client_ep

Updated with the
actual endpoint
URL during the
installation

Service Name: OTSSPaymentEBF

Extension.PreXformOTSS

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS

false

If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response post
transformation
extension service will
be invoked

PaymentSequence.Prefix

PTID

This is the prefix
for the confirmation
Ids generated for
Payments

OneTimePayment.Service.Name

{http://ouaf.oracle.com/spl/XAlXapp/xaiserver/
TSOneTimePayment}TSOneTimePaymentService

OneTimePayment.Port.Name

TSOneTimePaymentPort

OneTimePayment.Endpoint. URL

.../ TSOneTimePayment

Updated with the
actual endpoint
URL during the
installation

OneTimePayment.ConfirmationNumberService.Name

http://xmIns.oracle.com/OTSS/OTSSConfirmationldService/

OTSSConfirmationldBPELProcess}otssconfirmationidbpelprocess_client_ep

OneTimePayment.ConfirmationNumberService.Port

OTSSConfirmationldBPELProcess_pt

OneTimePayment.ConfirmationNumberService.URL

...soa-infra/services/OTSS-ETPM/OTSSConfirmationldService/  Updated with the

otssconfirmationidbpelprocess_client_ep

actual URL during
the installation

FieldValue.Separator

Service Name: OTSSRefundStatusinquiryEBF

Extension.PreXformOTSS

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS

false

If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response post
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Configuration Property

Default/Delivered Value

Description

transformation
extension service will
be invoked

RefundStatusSequence.Prefix

RSID

This is the prefix
for the confirmation
Ids generated for
Refund Status
Inquiry requests

GetRefundStatusServiceName

{http://ouaf.oracle.com/spl/XAlXapp/xaiserver/
TSGetRefundStatus}TSGetRefundStatusService

GetRefundStatusPortType

TSGetRefundStatusPortType

GetRefundStatusEndpoint

...ITSGetRefundStatus

Updated with the
actual endpoint
URL during the
installation

RefundStatusinquiry.ConfirmationNumberService.Name

{http://xmins.oracle.com/OTSS/OTSSConfirmationldService/

OTSSConfirmationldBPELProcess}otssconfirmationidbpelprocess_client_ep

RefundStatusinquiry.ConfirmationNumberService.Port

OTSSConfirmationldBPELProcess_pt

RefundStatusinquiry.ConfirmationNumberService.URL

otssconfirmationidbpelprocess_client_ep

...soa-infra/services/OTSS-ETPM/OTSSConfirmationldService/ Updated with the

actual URL during
the installation

FieldValue.Separator

Service Name OTSSTaxpayerServiceRequestProvider

Extension.PreXform

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXform

false

If set to true the
request post-
transformation
extension service will
be invoked

ServiceRequest.Endpoint.URL

...ITSTaxpayerServiceRequest

Updated with the
actual URL during
the installation

Service Name: OTSSTaxpayerServiceRequestEBF

Extension.PreXformOTSS

false

If set to true

the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS

false

If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS

false

If set to true the
response post
transformation
extension service will
be invoked

ServiceRequest.Endpoint. URL

...ITSTaxpayerServiceRequest

Updated with the
actual URL during
the installation
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Configuration Property Default/Delivered Value Description

PaymentSequence.Prefix SRID This is the prefix
for the confirmation
Ids generated for
Generic Service

Requests
ServiceRequest.ConfirmationNumberService.Name http://xmIns.oracle.com/OTSS/OTSSConfirmationldService/
OTSSConfirmationldBPELProcess}otssconfirmationidbpelprocess_client_ep
ServiceRequest.ConfirmationNumberService.Port OTSSConfirmationldBPELProcess_pt
ServiceRequest.ConfirmationNumberService.URL ...soa-infra/services/OTSS-ETPM/OTSSConfirmationldService/ Updated with the
otssconfirmationidbpelprocess_client_ep actual endpoint URL
during the installation
ServiceRequest.RequestMode.Sync SYNCH The values for the
<responseMode>
indicator on the
request XML. Based
on this indicator
the message is
processed following
either asynchronous
or synchronous flow.
ServiceRequest.RequestMode.Async ASYNCH

FieldVvalue.Separator

Service Name: OTSSGetExternalPaymentDataEBF

Extension.PreXformOTSS false If set to true
the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS false If set to true the
request post-
transformation
extension service will
be invoked

Extension.PreXformToOTSS false If set to true the
response pre-
transformation
extension service will
be invoked

Extension.PreXformToOTSS false If set to true the
response post
transformation
extension service will
be invoked

ExternalPaymentData.Custom.Flag false If set to false,
the default logic
is triggered: a
unique ID is
generated, captured
in the Payment
Vendor Integration
Reference
(OTSS_PAYMENT_VENDOR_REF)
table and populated
in <externalld>
node before the
response is sent
to the web self-
service application.
Otherwise, the
custom extension
service is invoked.

ExternalPaymentData.Service.Name {http://ouaf.oracle.com/spl/XAlXapp/xaiserver/
TSPrepareExtPaymentData}TSPrepareExtPaymentDataService
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Configuration Property

Default/Delivered Value Description

ExternalPaymentData.Port.Name

TSPrepareExtPaymentDataPortType

ExternalPaymentData.Endpoint. URL

...ITSPrepareExtPaymentData Updated with the
actual URL during
the installation

ExternalPaymentData.Action.Prepare

PREPARE The values for
the <action> on
the request XML.
When action is
PREPARE, the
process generates
the unique ID and
store is in Payment
Vendor Integration
Reference
(OTSS_PAYMENT_VENDOR_REF)
table before
delivering the
response to the
web self-service

application.

ExternalPaymentData.Action.Validate VAIDATEONLY

FeeRequirement.DVMValue.Separator

FieldValue.Separator

Service Name: OTSSPaymentPostingRequestEBF

Extension.PreXformOTSS false If set to true
the request pre-
transformation
extension service will
be invoked

Extension.PostXformOTSS false If set to true the
request post-
transformation
extension service will
be invoked

TechnicalError.NotificationFlag false If set to true

Technical error
notification will be
sent via email.

PaymentPostback.PaymentVendor

Currently not in use

PaymentPostback.CurrencyCode

usb The default value
supported by
Official Payments

Corporation

Service Name: OTSSPaymentPostingRequestProvider

PaymentPostBack.Service.Name {http://ouaf.oracle.com/spl/XAlXapp/xaiserver/

TSOneTimePayment}TSOneTimePaymentService

PaymentPostBack.Port.Name TSOneTimePaymentPort

PaymentPostBack.Endpoint. URL .../ TSOneTimePayment Updated with the
actual endpoint URL
during the installation

Service Name: OTSSReportReconciliationRequestEBF

Extension.PreXformOPC false If setto true
the request pre-
transformation
extension service is
invoked

Extension.PreXformTax false If set to true the
request post-
transformation
extension service will
be invoked
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Configuration Property Default/Delivered Value Description

TechnicalError.NotificationFlag false Not in use

ReportReconciliation.PaymentVendor This value has to
be updated with the
Payment Vendor
code configured
in the revenue
management system
for Official Payments
Corporation

ReportReconciliation.Currency USsD This is the default
currency supported
by Official Payments
Corporation

Service name OTSSReportReconciliationRequestProvider

BusinessError.NotificationFlag false If set to true
Business error
notification will be
sent via email.

TechnicalError.NotificationFlag false If set to true
Technical error
notification will be
sent via email.

Report.Endpoint.URL ...ITSProcessExtPayReportRecord Updated with the
actual URL during
the installation

Extension.PreXform false

Important: The TechnicalError.NotificationFlag and BusinessError.NotificationFlag properties found in the
ConfigurationProperties.xml file are not currently in use. Do not remove them from thefile; they are there for the
future use.

Integration With the Revenue Management System

This section describes the integration flows participating in the integration between the self-service application and the
revenue management system.

Confirmation Number Utility Service

Multiple integration processes popul ate a unique confirmation 1D on the request XML message. This confirmation ID is
delivered to the target system and can be used for transaction tracking purposes.

The Confirmation Number Utility Service encapsulates the common confirmation number generation logic. The integration
flows which require confirmation number invoke this service using dynamic partnerlink URL.

Theinput to this service is a database sequence name; the output is the al phanumeric confirmation 1D, formatted as follows:
» The next available sequence number is formatted as 12-digit number, left-padded with zeroes.
» The prefix is defined in the Service Configurations for this flow.

The delivered integration configuration includes a prefix for each flow.

The service uses a DB Adapter to get the next sequence number for the input sequence ID.
The sequence | Ds and sequences are:

» SRID - ServiceRequestSequence

» RSID - RefundStatusSeguence
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« PTID — PaymentSequence

Also see Appendix B for a sample of the GetConfirmationl D Reguest/Response messages.

Integration Services

Name Description

OTSSConfirmationldService Confirmation number SOA composite.

The process uses the synchronous flow which takes a sequence ID as input
and returns a confirmation number as output.

Adapter Services

Name Description

OTSSConfirmationldAdapter Confirmation number SOA composite.
OTSS confirmation number DB adapter.

Payment Integration Flow

Business Details

The self-service application collects the payment details from the user and sends the information to the revenue
management system. This request triggers the payment creation process. The self-service application receives aresponse: it
contains either payment confirmation details and a confirmation ID, or error information.

Technical Details

Thisflow conforms to the Synchronous Flow with Confirmation 1D pattern.

A self-service application issues aweb service cal to the integration layer and invokes the payment integration flow. The
SOA composite process transforms the request message and performs DV M-based trandations:

» <payDestinationType> - this element contains the Payment Destination code defined in the self-service application. Itis
translated using OTSS PaymentDestination DV M.

» <destinationDetails> - thislist contains field name/field value pairs and carry the details of the payment destination,
"what the payment isfor?'. It may include dates, codes, identifiers, such as collection notice ID, or atax type. The
content of the <fieldValue> element may also belong to alookup (predefined values list). The <fieldValue> nodeis
translated using OTSS _Field Codes DVM, asfollows:

» A combination of [field name][separator][field value] from the self-service trandated in to a[value] from the
revenue management system. The separator is configured in Service Configurations.

e <currency> istrandated using OTSS_Currency DV M.
» <paymentType> istrandated using OTSS PaymentType DV M. The value represents source of the payment: checking
or savings bank account, credit card, or others.

The Confirmation Number Utility Serviceis called with input sequence name (specified in Service Configurations for
OTSSPaymentEBF). The service returns a confirmation number and the process populates <confirmationld> element on
the request message.

Once the transformation is completed, the request message is forwarded to the revenue management system via aweb
service call.

The response from the revenue management system isreceived by the integration layer.
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The contents of the confirmation details or the error message are translated following the Common Mapping Rules.

If integration encounters an exception (e.g., connectivity error, transformation error) while processing the message,
integration will return a SOAP fault.

Integration Services

Name Description

OTSSPaymentEBF Payment enterprise business flow process.

The process will use the synchronous flow with confirmation id. This
process performs transformation using DVMs, and includes pre- and post-
extension services, as well as custom transformations.

Web Services

Name Description

TSOneTimePayment This web service is used to initiate the payment creation process in the
revenue management system.

Prepare Payment Data Integration Flow

Business Details

This processis used in two modes:

» Validation - The self-service application collects payment destination details from the user and sendsit to the revenue
management system for verification. The verification logic checks the validity of the input (for example, whether the
taxpayer is registered for the input tax type).

« External Payment Details Preparation — The self-service application sends the request to the revenue management
system before redirecting the payment process to the external payment service. The request message contains payment
destination details and payment amount collected from the user and also an external payment vendor’s identifier.

The response message contains the information that needs to be sent to the external payment service, for example,
taxpayer’s mailing address or phone number. It also contains the fee requirement indicator.

The vendor usually charges an additional fee (convenience fee) for its services. The fee calculation is done by the
vendor, but the revenue management system makes a determination whether the fee will be paid by the taxpayer or
otherwise absorbed by the revenue authority.

When processing the response, the SOA composite a so invokes the special logic that generates a unique ID for the
interaction with external payment provider service and registers this transaction in the staging table.

Technical Details

This flow conforms to the Synchronous Flow with Transaction ID Staging pattern.

The self-service application sends the Prepare External Payment Data request in form of an XML message, which is
transformed by the integration.

Upon successful transformation, the integration sends the regquest to the revenue management system (web service).
Depending on the value in the <action> element, the response is processed as follows:

» Action VALIDATEONLY - The response is transformed, the DV M-based translation is performed, and the message is
forwarded back to the self-service application. The translation includes:
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» Action PREPARE - If the response contains no errors, the process performs an optional transaction staging. The
following is performed if Exter nalPaymentData.Custom.Flag is set to false (see Module Configurations):
« If the element <externalld> in the response message is empty, the integration generates a unique identifier
for the anticipated interaction with the external payment service. The element <exter nall d> is popul ated
with the newly-generated value. The new record is added to the Payment Vendor Integration Reference table
OTSS PAYMENT_VENDOR_REF:
e Column OTSS PAYMENT_REF ID — A unique transaction ID.

e Column OTSS PAYMENT_VENDOR — Payment vendor identifier in the revenue management system.
e Column OTSS TAXPAYER ID — The value of the <taxpayer | d> element.
e Column OTSS BEHALF_OF TAXPAYER_ID —The value of the <onBehalfOf Taxpayer|1d> element.
e Column OTSS PAYMENT_REF_STATUS - The value configured in the
ExternalpaymentData.Status.Pending property (see Module Configurations).
The following DV M-based trand ations are performed for both response and request messages:
» <paymentVendor> istrandated using OTSS PaymentVendor DVM.
» <payDestinationType>, <destinationDetails>, <currency>, and <paymentType> are trandated the same way they are
translated by the Payment Integration Flow.
The contents of the error message is trandlated following the Common Mapping Rules.

If an exception (e.g., aconnectivity or transformation error) is encountered while processing the message, the integration
returns a SOAP fault.

Integration Services

Name Description

OTSSGetExternalPaymentDataEBF Prepare External Payment Data enterprise business flow process.

The process uses the Synchronous Flow with Transaction ID Staging.

This process includes transformation using DVMs, pre- and post-extension
services, and custom transformations. In addition, this process generates a
unique transaction ID and stages this ID in the Payment Vendor Integration
Reference table. This step is optional, and the invocation is controlled by
the ExternalPaymentData.Custom.Flag property.

Adapter Services

Name Description

OTSSExternalPaymentDataDBAdapter OTSS External Payment data DB Adapter.

This DB adapter is used to write the unique transaction id to the Payment
Vendor Integration Reference table.

Web Services

Name Description

TSPrepareExtPaymentData This web service is used to validate payment destination information
provided by the taxpayer (action VALIDATEONLY) and to retrieve
additional data for payments redirected to the external vendor (action is
PREPARE).
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Database Tables

Thetable OTSS PAYMENT_VENDOR_REF stores the unique transaction reference ID for payments made through
external payment services. It captures the transaction ID and the internal taxpayer 1Ds (from the revenue management
system). A new pending record is added to this table each time the self-service application prepares to redirect the
payment process to the external vendor. When the finalized payment posting message comes from the external vendor, the
transaction can be verified using the transaction reference 1D and the record is marked as processed.

Column Name Datatype Mapping

OTSS_PAYMENT_VENDOR Varchar 50 paymentVendor

OTSS_PAYMENT_REF_ID Varchar 50 externalld

OTSS_TAXPAYER_ID Varchar 50 taxpayerld
OTSS_BEHALF_OF_TAXPAYER_ID Varchar 50 onBehalfOfTaxpayerld
OTSS_PAYMENT_REF_STATUS CHAR10 Integration populates the status specified in the

ExternalpaymentData.Status.Pending property
or ExternalpaymentData.Status.Processed
property. For details on these properties, see
Module Configurations.

Generic Taxpayer Request Integration Flow

Business Details

The self-service application collects the service request details from the taxpayer. The service request feature supports a
wide range of business use cases and the handling of the specific service in the revenue management system, depending on
the request type.

From the self-service user perspective, the serviceis either provided immediately, in which case the user receives
confirmation details, or the request is accepted for future processing, in which case the user receives an acknowledgement
message and a confirmation 1D for the later inquiries.

The service request datais delivered to the revenue management system in the form of a generic name/vaue collection:

<servi ceRequest Dat a>
<requestField type="Ilist">
<sequence>
<fi el dName>
<fi el dval ue>
</ request Fi el d>
</ servi ceRequest Dat a>

The request also includes an element containing the service request type code. The receiving service in the revenue
management system orchestrates the request processing based on the service request type and triggers a corresponding
business process. The response contains either the confirmation details or an error message.

Technical Details

The service request message can be delivered by either synchronous or asynchronous flows, both including confirmation ID
generation. The service makes a determination based on the value of the <responseM ode> element.

The integration invokes a different type of flow asfollows:

» SYNCH — The Synchronous Flow with Confirmation ID isinvoked. The request message is transformed, the values
are translated using DVMs, the confirmation ID is generated and populated on the request, and the request is sent to
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the revenue management system. The response message is transformed, translated, and returned to the self-service
application.

ASYNCH - The Asynchronous Flow with Confirmation ID isinvoked. The confirmation ID is generated and populated
on the message. The request message is added to the OT SSServiceRequest IM S Queue. The response with the
confirmation 1D and predefined generic confirmation message number is returned to the self-service application.

The provider process picks the message from the service request queue and invokes the revenue management system's
web service.

The response from the revenue management system isreceived by the integration layer.

The process calls the Confirmation Number Utility Service with the input sequence name (specified in Service
Configurations for OTSSTaxpayerServiceRequestEBF). The service returns a confirmation number and the process
populates the <confir mationl d> element on the request message.

DVM-based trandations:

<serviceRequest Type> - This element contains the Service Request Type code defined in the self-service application. It
istranslated using OTSS_ServiceRequestType DVM.

<requestField> - Thislist contains field name/field value pairs and carry the details of the service request. It may

include dates, codes, identifiers, such as collection notice ID, or tax type. The content of the <fieldValue> element may

also belong to alookup (predefined values list). The <fieldValue> nodeis trandated using OTSS _Field Codes DVM, as

follows:

» A combination of [field name][separator][field value] from the self-service application is translated to a [valu€]
from the revenue management system. The separator is configured in Service Configurations.

The contents of the confirmation details or the error message are translated foll owing the Common Mapping Rules.

If integration encounters an exception (e.g., a connectivity or transformation error) while processing the message,
integration returns a SOAP faullt.

Integration Services

Name Description

OTSSTaxpayerServiceRequestEBF Generic taxpayer service request enterprise business flow process.

Based on requestMode, this process invokes the sync or async flow. This
process will have transformation using DVMs, pre- and post-extension
services, and custom transformations. For the async flow, a JMS adapter
puts the message in the service request queue.

OTSSTaxpayerServiceRequestProvider Generic taxpayer service request provider process.

An SOA composite uses a JMS adapter to read the message from the
service request queue and invokes the revenue management system web
service. The service consists of an enrichment extension service and a
dynamic endpoint URL. On error, the process will rollback the message to
the error queue.

Adapter Services

Name Description

OTSSServiceRequestJMSProducer Self-service application service request JMS producer.

JMS producer adapter to write to the self-service application service
request queue.

OTSSServiceRequestJMSConsumer OTSS service request JMS consumer.

JMS consumer adapter to read from the OTSS service request queue.
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JMS Queues

Name Description

OTSSServiceRequest Self-service application Service Request queue.

Used by the integration layer to add transformed service request messages
from the self-service application.

OTSSServiceRequestError Self-service application Service Request error queue.
Error Queue for self-service application Service Request.

Web Services

Name Description

TSTaxpayerServiceRequest This web service is used to process the input request details and check
the status of the expected refund based on the information provided. The
response contains refund status (confirmation) details and expected refund
amounts.

Taxpayer ldentification Integration Flow

Business Details

The self-service application collects the Proof Of Identity (POI) details from the taxpayer.

Theinformation is verified in the revenue management system, and the response contains the list of Taxpayer IDs or an
error message.
The request data is delivered to the revenue management system in the form of a generic name/value collection:

<servi ceRequest Dat a>
<requestField type="list">
<sequence>
<fi el dName>
<fiel dval ue>
</ request Fi el d>
</ servi ceRequest Dat a>

The request also includes an element containing a service request type code. The receiving servicein the revenue
management system orchestrates the request processing based on the service request type and triggers taxpayer
identification processes.

Technical Details

This flow conforms to the Synchronous Flow Without Confirmation 1D pattern.

The self-service application sends the information in form of an XML message. The message is transformed by the
integration, translated using DVMs, and sent to the revenue management system. The response message is transformed,
translated, and returned to the self-service application.

DVM-based trandations:

» <serviceRequestType> - This element contains the Service Request Type code defined in the self-service application. It
istranslated using OTSS_ServiceRequestType DVM.

o <requestField> - Thislist contains field name/field value pairs and carry the details of the service request. It may
include dates, codes, and identifiers, such as collection notice ID or tax type. The content of the <fieldValue> element
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may a so belong to alookup (predefined values list). The <fieldValue> node istranslated using OTSS_Field Codes

DVM, asfollows:

« A combination of [field name][separator][field value] from the self-service application is translated to a [valu€]
from the revenue management system. The separator is configured in Service Configurations.

The contents of the error message are translated following the Common Mapping Rules.

If integration encounters an exception (e.g., a connectivity or transformation error) while processing the message,
integration returns a SOAP faullt.

Integration Services

Name Description

OTSSldentifyTaxpayerEBF Identify a Taxpayer enterprise business flow process.

The process will use the synchronous flow without confirmation ID. This
process will have transformation using DVMs, pre- and post-extension
services, and custom transformations.

Web Services

Name Description

TSTaxpayerldentification This web service is used to trigger taxpayer identity verification in the
revenue management system. The response includes a list of taxpayer IDs.

Refund Status Inquiry Integration Flow

Business Details

The self-service application collects the refund status inquiry details from the taxpayer.

Theinformation is evaluated in the revenue management system, and the response contains the refund status details and
related amounts, or an error message. The response message contains the confirmation 1D that the taxpayer may use as
areference when contacting the revenue authority. The refund status information is returned in the confirmation details
fragment.

The request datais delivered to the revenue management system in aform of a generic name/value collection:

<servi ceRequest Dat a>
<requestField type="Ilist">
<sequence>
<fi el dName>
<fi el dval ue>
</ request Fi el d>
</ servi ceRequest Dat a>

The request also includes an element containing a service request type code. The receiving servicein the revenue
management system orchestrates the request processing based on the service request type and triggers taxpayer
identification processes.

Technical Details

This flow conforms to the Synchronous Flow with Confirmation ID pattern.

The self-service application sends the Refund Status Inquiry information in the form of an XML message. The request
message is transformed, the values are trandated using DVMs, the confirmation ID is generated and populated on the
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request, and the request is sent to the revenue management system. The response message is transformed, translated and
returned to the self-service application.

The Confirmation Number Utility Serviceis called with input sequence name (specified in Service Configurations for
OTSSRefundStatusi nquiryEBF). The service returns a confirmation number and the process popul ates <confir mationl d>
element on the request message.

DVM-based trandations:

» <serviceRequestType> - This element contains the Service Request Type code defined in the self-service application. It
istrandated using OTSS_ServiceRequestType DVM.

» <requestField> - Thislist contains field namef/field value pairs and carry the details of the service request. It may
include dates, codes, identifiers, such as collection notice ID, or tax type. The content of the <fieldValue> element may
also belong to alookup (predefined values list). The <fieldValue> nodeis trandated using OTSS_Field Codes DVM, as
follows:

» A combination of [field name][separator][field value] from the self-service trandated in to a[value] from the
revenue management system. The separator is configured in Service Configurations.

The refund status (confirmation) details or the error message are translated following the Common Mapping Rules.

If integration encounters an exception (e.g., a connectivity or transformation error) while processing the message,
integration returns a SOAP faullt.

Integration Services

Name Description

OTSSRefundStatusinquiryEBF Refund Status Inquiry enterprise business flow process.

The process will use the synchronous flow with confirmation ID. This
process will have transformation using DVMs, pre- and post-extension
services, and custom transformations.

Web Services

Name Description

TSGetRefundStatus This web service is used to process the input request details and check
the status of the expected refund based on the information provided. The
response contains refund status (confirmation) details and expected refund
amounts.

Confirmation Inquiry by ID Integration Flow

Business Details

The taxpayer provides the confirmation ID as an input. The request is sent to the revenue management system and the
response contains confirmation information.

Technical Details

This flow conforms to the Synchronous Flow with Confirmation ID pattern.

The self-service application sends the request in the form of an XML message to the integration. The integration forwards
the request further to the revenue management system and gets the response that contains confirmation details.

The contents of the confirmation details or the error message are translated following the Common Mapping Rules.
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If integration encounters an exception (e.g., a connectivity or transformation error) while processing the message,
integration returns a SOAP fault.

Integration Services

Name Description

OTSSRequestStatusinquiryEBF Request Status Inquiry enterprise business flow process.

The process uses the synchronous flow without confirmation ID. This
process will have transformation using DVMs, pre- and post-extension
services, and custom transformations.

Web Services

Name Description

TSGetConfirmationIinformation This web service retrieves the confirmation details using the input
confirmation ID.

Integration With Official Payments Corporation

This section describes the integration flows for the integration between Official Payments Corporation and the revenue
management system.

Post Payment (Official Payments) Integration Flow

Business Details

The payment post-back XML is sent from Official Payments Corporation and received by a SOA composite process. The
transaction is verified and then the message is transformed, assigned a confirmation 1D, and transmitted to the revenue
management system viaaweb service call.

The verification step provides additional protection against fraudulent payment submissions. The payment posting
message contains a unique transaction 1D that was initially generated by the integration and staged in the Payment Vendor
Integration Reference table (Prepare Payment Data Integration Flow). Thisunique ID is transmitted to Official Payments
Corporation when the payment process is redirected to their website, and is captured on the payment record in their system.

The payment post-back XML message is considered valid if the following conditions are satisfied:
» Theunique ID on the message is not blank and the record for this unique ID existsin the staging table.
» Therecord in the staging table isin pending status, meaning thisis the first attempt to post this specific payment.

Technical Details

Thisis an asynchronous flow without response.
Official Payments Corporation sends the Payment Posting information in the form of an XML message.

If the message does not contain a unique transaction ID (custom defined element, sequence 5 is empty) the integration sends
an error notification e-mail and aborts further processing.

The message is transformed into a TSOneTimePayment request; the values are translated using DVMs as follows:

» <payDestinationType> - this element contains the Payment Destination code defined in the self-service application. It is
translated using OTSS PaymentDestination DV M.
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e <paymentType> istranslated using OPC_PaymentType DVM. The value represents source of the payment: checking or
savings bank account, credit card or other. Official Payments Corp. provides the pre-defined list of payment type codes;
these codes are translated into revenue management system’s payment types.

The <currency> element is popul ated with the value of PaymentPostback.CurrencyCode property.

See "Official Payments Post-back XML Mapping" in Appendix C for more transformation details.

After transforming the XML, integration checksif the record with the request's external 1D existsin the
OTSS_PAYMENT_VENDOR_REF table.

« If therecord exists and the statusis pending (see External PaymentData. Status.Pending property):
» Theintegration process sets the status of the staging record to External PaymentData. Status.Processed.

» Theintegration process retrieves the taxpayer ID and "on behalf of" taxpayer 1D from the staging record and
populates the corresponding elements on the request message.

» Theintegration process creates a confirmation ID as a concatenation of the prefix specified in
External PaymentData.Confirmationl D.Prefix property with the confirmation id coming from Official Payments and
transformed into <extTransactionRefID>.

If the record does not exists, the integration sends an error notification e-mail and aborts further processing. The email
notification configurations are defined in Module Configurations.
If payment posting has been verified successfully, the integration adds the message to Payment Posting JM S Queue.

The provider process picks the message from the Payment Posting queue and invokes revenue management system's
TSOneTimePayment web service.

If the provider is not able to send the message to the revenue management system, the message is rolled back to the error
gueue the administrator can move the message back to the Main request queue from where it will be retried. See How to
Retry Technical Error Failure Messages for more details.

Optional email notifications for the failure may be sent out from the integration layer (see How To Configure Email
Notification).

Integration Services

Name Description

OTSSPaymentPostingRequestEBF Payment Posting enterprise business flow process.

This process will have transformation using DVMs, pre- and post-extension

services, and custom transformations. For Async flow, a JMS adapter will
put the message in the Payment Posting queue.

OTSSPaymentPostingRequestProvider Payment Posting provider process.

SOA composite uses JMS adapter to read the message from Payment
Posting queue and invokes ETPM XAl Inbound service. Consists of
enrichment extension service and dynamic endpoint url. On error, the
process will rollback the message to the error queue.

Adapter Services

Name Description
OTSSPaymentPostingJMSProducer OTSS Payment Posting JMS producer.
JMS producer adapter to write to OTSS Payment Posting queue.
OTSSPaymentPostingJMSConsumer OTSS Payment Posting JMS consumer.
JMS consumer adapter to read from OTSS Payment Posting queue.
OTSSPaymentPostingDBAdapter OTSS Payment Posting DB Adapter.
DB adapter to query the OTSS_PAYMENT_VENDOR_REF to get the
externalld.
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JMS Queues

Name

Description

OTSSPaymentPosting

OTSS Payment Posting queue.

Used by the integration layer to add transformed Payment Posting
messages from OTSS.

OTSSPaymentPostingError

OTSS Payment Posting error queue.
Error Queue for OTSS Payment Posting.

Web Services

Name

Description

TSOneTimePayment

See Payment Integration Flow

Process Payment Report (Official Payments) Integration

Flow

Business Details

Official Payments Corporation emits the payment report (flat file, comma-delimited) to the customer (revenue authority)
after finalizing the payment. Thefile is uploaded to the file server and picked up and transformed by the integration.
The SOA composite process sends each report record as a web service request to the revenue management system for

reconciliation.

Technical Details

Integration Services

Name

Description

OTSSReportReconciliationRequestEBF

Report Reconciliation enterprise business flow process.

This process will have transformation using DVMs, pre- and post-extension
services, and custom transformations. For Async flow, a JMS adapter will
put the message in the Payment Posting queue.

OTSSReportReconciliationRequestProvider

Report Reconciliation provider process.

SOA composite uses the JMS adapter to read the message from the
Payment Report queue and invokes the ETPM XAl Inbound service.
Consists of enrichment extension service and dynamic endpoint URL. On
error, the process will rollback the message to the error queue.

Adapter Services

Name

Description

OTSSPaymentReportJMSProducer

OTSS Report Reconciliation JMS producer.
JMS producer adapter to write to OTSS Report Reconciliation queue.
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Name Description

OTSSPaymentReportJMSConsumer OTSS Report Reconciliation JMS consumer.
JMS consumer adapter to read from OTSS Report Reconciliation queue.

OTSSReportReconciliationFileAdapter OTSS Report Reconciliation File adapter.

This file adapter will read the messages from the Payment Reconciliation
Report sent by OPC.

JMS Queues

Name Description

OTSSPaymentReport OTSS Payment Report queue.
Used by the integration layer to add transformed Payment Posting
messages from OTSS.

OTSSPaymentReportError OTSS Payment Report error queue.

Error Queue for OTSS Payment Posting.

Web Services

Name Description

TSProcessExtPayReportRecord Process External Payment Record enterprise business flow process.

The process will use the synchronous flow with confirmation ID. This
process will have transformation using DVMs, pre- and post-extension
services, and custom transformations.

Monitoring the Integration

To monitor the integration flows use either one of the following methods:
» Monitoring the composite instances using WebL ogic SOA Enterprise Manager.
» Monitoring the WebL ogic logs.

Monitoring Using WebLogic SOA Enterprise Manager

1. Logintothe WebLogic SOA Server Enterprise Manager, and then navigate to SOA, SOA-Infra OTSS-ETPM. All
composite processes deployed for integration are available under the partition OTSS-ETPM.

2. Select the appropriate processto list al the instances for the processes sorted by time of execution. The instances also
have the request ID as part of the display name.

3. Click the appropriate process instance and it will display the flow for the process. The composite flow lists al activities
in the process instance.

Monitoring Using WebLogic Logs
Log in to the machine where SOA server isinstalled. The SOA logs are stored in:

<WebLogi c installation fol der>/user_projects/donmai ns/ <SOA Donai n nane>/ server s/ <SOA
Server nane>/| ogs

Example:
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/sl ot/ ems1234/ or acl e/ M ddl ewar e/ user _pr oj ect s/ domai ns/ soa_donai n/ servers/
soa_server1/1 ogs

Data Purge

To maintain maximum system integrity, the Oracle Fusion Middleware database should be purged periodically. For
information about how to complete this task, refer to note 815896.1 on https://support.oracle.com.

Error Processing

The integration includes two types of errors:
This integration includes two types of errors:

BusinessErrorsisa"valid" businessrules-related error returned from the revenue management system (see "Error
Message" in Appendix A: Common XML Fragments).

Technical Errorsaretriggered if integration encounters connectivity error, transformation error or other technical issue.

For asynchronous processes, the messages failed with technical errors are sent to the error queue and can be re-tried from
integration layer. The error retry instructions and optional e-mail natification configuration are described below.

How to Configure Email Notification

» Loginto the Enterprise Manager console.

» Expand SOA and then right-click SOA Infra. From the menu, click SOA Administration and then click Wor kflow
Notification Properties.

» From the drop-down list, select EMAIL.
o Enter the Email IDsin the From address field.

How to Retry Technical Error Failure Messages For Asynch Processes

 Inthe WebL ogic console, navigate to Services > Messaging > JM S Modules.
o Select the OTSS-ETPM Integration IMS Module to display all queues related to this integration.

» Select the appropriate error queue and click the Monitoring tab. Thistab displays the details about messages in the queue
inatable.

 Select the checkbox in the details table and click Show M essages. This displays all the messagesin the error queue.
» Click Move and select Move All.

» Select the IMS server to move messages and then click Next.

» Select the correct parent queue for the error queue from the dropdown and click Finish.

This action moves all messages to the source queue, so that the integration layer processes all messages again.

Integration Flow Type of Error Action Notification Type Retry
Message sent by a Business Error Error is sent to the Web Self None Retry can be triggered by the
Synchronous Request Flow Service application self service user

from the Web Self Service to
the Revenue Management
system.
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Integration Flow Type of Error

Action

Notification Type

Retry

All processes except the
asynchronous Taxpayer
Service Request

Technical Error

Error is sent to the Web Self

Service application

Message sent using Business Error
Asynchronous Request Flow

from the Web Self Service

application to the Revenue

Management system.

Asynchronous Taxpayer
Service Request

Message is moved into the
error queue

Email notification (optional)

Retry can be triggered by the
self service user

Technical Error

Message is moved into the
error queue

Email notification (optional)

Administrator has to move
the messages from the

error queue to the request
queue from WebLogic Admin
console.

Message sent using Business Error
Asynchronous Request Flow

from external application to

the Revenue Management

system

Processes for the Integration
with Official Payments

Message is moved into the
error queue

Email notification (optional)

Administrator has to move
the messages from the

error queue to the request
queue from WebLogic Admin
console

Technical Error

Message is moved into the
error queue

Email notification (optional)

Administrator has to move
the messages from the

error queue to the request
queue from WebLogic Admin
console.
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Integration Extensibility
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The typical Integration Process allows extensibility of the messages using three different methods:
» Pre-Transformation Extension Point

» Post-Transformation Extension Point

« Custom Transformations

In addition this integration offers an ability to customize the confirmation number generation logic and also features a
dynamic end-point URL.

Important: Always create a back-up of your integration customizations before deploying a product update.

Pre-Transformation Extension Point

The pre-transformation extension point isinvoked before the main transformation is executed. This transformation aidsin
transforming the source XML coming as an input to the integration process.
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Theintegration layer defines an external call from the pre-transformation extension point. This extension point accepts
source XML asinput and gives the source XML as output. The implementation can choose to plug in a concrete WSDL
instead of the abstract WSDL . This can assist the implementation in invoking any external web service and transform the
input XML.

Post-Transformation Extension Point

The post-transformation extension point is invoked after the main transformation is executed. This transformation aidsin
transforming the target XML going as an input to the target queue.

Theintegration layer defines an external call from the post transformation extension point. This extension point accepts
the target XML asinput and gives the target XML as output. The implementation can choose to plug in a concrete WSDL
instead of the abstract WSDL. This can assist the implementation in invoking any external web service and transform the
output XML.

Custom Transformations

The custom transformations are used to add data to custom elements in the incoming and outgoing messages. The incoming
and outgoing messages have custom el ements defined in the message. These custom elements refer to a custom XML
schema. The main transformation invokes custom transformation.

Empty custom transformation and custom schemas are shipped with the product. The implementation team can add
additional fieldsin the custom schema and map them using the custom transformations.

Using custom transformations allows the implementation to define and pass additional data from the source system to the
target system.

Dynamic End-Point URL

The end-point URL for all integration servicesis dynamic. They are derived at run-time from the
ConfigurationPropertiesxml file. This feature allows an implementation to support heterogeneous multi-system
environments in which several back-end applications support separate functional areas. The end-point URL can, in fact,
point to another custom web service instead of pointing to a back-end system web service. Use this option if a single request
message heeds to be routed to a similar back-end application. For example, if individual taxes are maintained in one system
and the business taxes in another, the end-point URL for the refund status request could be a routing process that evaluates
the input values and routes the request accordingly.

Open apps/ OTSS- ETPM Al AMet aDat a/ confi g/ Confi gurati onProperties. xm and change the end-point
URL of a specific service.

In the product install home, update MDS using the ant deploy command for Deploying MDS folder. For more information
about the command to use to deploy to MDS, see "Deploying MDS Folder" in the Installation Guide.

After deploying thefilesto MDS, restart the SOA server.
Confirmation Number Utility

The confirmation number assignment can be customized for all or some of the integration flows.
» Option 1. Modify the default confirmation number prefix.

Locate the prefix property in the ConfigurationProperties.xml file (see Service Configurations for details) and change the
value.

Modify the $PRODUCT_HOVE/ [/ servi ces/ i ndustry/ Tax/ EBF/ OTSSConfirmati onl dServi ce/ xsl /
Xform Get Confirmati onl d. xsl . Update the prefix check with the new value.

Redeploy the OT SSConfirmationl dService process using DeployComposite action. Refer to the Installation guide for
more details.
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» Option 2. Replace the confirmation number generation logic
Create your own confirmation number generation service(s) using the integration OT SSConfir mationl dBPEL Pr ocess
wsdl located at:

$PRODUCT_HOVE/ MDS- Arti fact s/ OTSS- ETPM Al AMet aDat a/ Al AConponent s/
Busi nessProcessServi celLi brary/ OTSSConfi rnati onl dServi ce/

Deploy this service at the location accessible from the SOA server.

In ConfigurationPropertiesxml update the service-level properties for those services that should be using a new
confirmation number utility service:

* [service nane]. Confirmati onNunber Servi ce. Nare
» [service nane]. Confirmati onNunber Servi ce. Port
e [service nane]. Confirmati onNunber Servi ce. URL

» After updating filesin the product install home, update MDS using the ant deploy command for Deploying MDS folder.
For more information about the command to deploy to MDS, see "Deploying MDS Folder” in the Installation Guide.

After deploying the filesto MDS, restart the SOA server.
Steps to Implement Extension Points

Each process in the integration has a pre- and post-transformation extension point which can be used to invoke Web
services and transform the payload.

The desired extension point can be triggered from the process by enabling it using the
ConfigurationProperties. xnl pre- and post-transformation extension flags, as described in the Setting
Configuration Properties section.

Each process has its own concrete wsdl which is used to read the endpoint location for the extension service.
These concrete wsdl files are located in MDS in the following directory:

[ apps/ OTSS- ETPM Al AMet aDat a/ Al AConponent s/ Ext ensi onSer vi ceLi brary/

Update the concrete wsdl file; modify service soap:address location to point to the URL of the extension service to be
called, and move the concrete wsdl file to MDS.

To move the concrete wsdl to MDS, update the appropriate wsdl in the product install home. The directories to put the
concrete wsdls in product install home are the following:

$PRODUCT_HOVE/ MDS- Art i f act s/ OTSS- ETPM
/ Al AMet aDat a/ Al AConponent s/ Ext ensi onSer vi ceLi brary/

Then deploy the concrete wsdlsto MDS by running the ant deploy command for Deploying MDS folder. For more
information about the command to use to deploy to MDS, see "Deploying MDS Folder" the Installation Guide.

After deploying thefilesto MDS, restart the SOA server.
After restarting the SOA server, the extension point invokes the Web service in the concrete WSDL.
Example:

To enable the extension points for OT SSPaymentExtension, modify the service element in the
OT SSPaymentExtensionConcrete.wsdl. In the following code, replace <put your extension service URL here'/> with the
location of your extension service:

<servi ce nanme="OISSPaynent Ext ensi onServi ce" >
<port nane="OISSPaynment V1Ext ensi onServi ce_pt"
bi ndi ng=" ot ssext : OTSSPaynent V1Ext ensi onSer vi ceBi ndi ng" >
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<l-- <soap:address | ocation="http://burgb43102v. us. oracl e. com 8001/ soa-i nfra/
servi ces/ Ext ensi on/ OTSSPaynent Ext ensi onPr ocess/ OTSSPaynent Ext ensi onServi ce"/ >-->
<soap: address | ocati on="<put your extension service URL here"/>
</ port>
</ servi ce>

Note: Thewsdl service can be edited using Oracle JDeveloper 11g.

Steps to Implement Custom Transformations

Each process in the integration has its own XSD file.
The revenue management system — bound messages have custom elements which can be used to pass additional data.
Refer to message mappings to see the location of customElements in each message.

Each XSD has a corresponding CustomType xsd file in which the complexType elements for each customElementstag are
defined.

To pass additional elementsin the customElements tag, the corresponding complexType needs to be modified. Add the
additional elements required in complexType element XSD.

Each process has a main transformation which invokes custom templates. Each main transformation file has a
corresponding custom XSL and custom templates are defined in the custom XSL.

These custom templates are invoked at the location where each customElements tag is present.
The custom XSL can be modified to add transformation for the newly added elements in custom XSD files.
The custom XSD files are located in product install home under the following directories:

OTSSETPM MDS- Arti f act s/ OTSS- ETPM Al AMet aDat a/ Al AConponent s/
Appl i cati onCbj ect Li brary/ OTSS/ V1/ schenas

OTSSETPM MDS- Art i f act s/ OTSS- ETPM Al AMet aDat a/ Al AConponent s/

Appl i cati onCbj ect Li brary/ OPC/ V1/ schenas

...etc.

The custom XSL files are located in product install home under the directory:

OTSS- ETPM servi ces/industry/ Uilities/EBF/ <Process Nanme>/ xsl

After updating the XSD and XSL filesin the product install home, update MDS using the ant deploy command for
Deploying MDS folder. For more information about the command to use to deploy to MDS, see "Deploying MDS Folder
in the Installation Guide.

After deploying thefilesto MDS, restart the SOA server.
After restarting the SOA server, the changes to the custom XSD and XSL will be reflected in the integration.
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Chapter 9

Customizing the Portal Application

The self-service website is a Web Center application that comprises two types of pages:

» Admin pages that are used by implementers, administrators, and other users to configure the portal application.
These pages are secured and are not intended to be exposed to taxpayers.

» Public pagesthat are used by taxpayers.

The most typical customization effort islikely to include:
» Configuring the Logo and Company tag line

» Configuring the portal custom icons and links

» Configuring the portal copyright message

» Adding a page to the portal

» Adding content to a portal page

« Changing the content of a portal page

e Changing label names

» Customizing Help content

» Changing the portal page template

» Changing the portal skin

This chapter starts with an exploration of two options for customizations:

» Using the WebCenter Application Override Bundle
» Using WebCenter Composer

This chapter also explores the incorporation of Universal Content Management (UCM) content in the portal pages.
For more information on WebCenter Composer and UCM, please refer to Oracle WebCenter documentation.
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WebCenter Portal Application Override Bundle

The WebCenter Application Override Bundleis afile resource that is part of the WebCenter application framework. While
this resource is used by WebCenter tools such as WebCenter Composer (described in the next section), it can also be used
independently to support customizations without using additional tools.

The base product portal application, which is based on ADF and the WebCenter portal framework, references Resour ce
Bundles for many portal-related elements, including:

» Thetext of Ul elements on the portal pages (Iabels, titles, etc).
» The copyright message on the portal page template.
» Custom iconson the portal page template.

Resource Bundles are XML files (with an extension of .xIf) that hold values defined for Bundle IDs. For example:

<trans-unit id="BUNDLE |D1">
<sour ce>Val ue for Bundle ID No. 1</source>
<target/>

</trans-unit>

Resource bundles are used by the portal application at runtime to retrieve the values reguired for display or other purposes.

The base product contains many bundle files that are used to hold values for many components, with bundle IDs that are
used throughout the application.

Resource bundle files are also language sensitive, which means that is the application supports multiple languages. There
will be multiple resource bundles files covering the supported languages.

The base product also supports the use of an Application Override Bundle.

The Application Override Bundleis a special file that is used to provide override values for interna resource bundles. The
override resource bundle is created automatically by the application framework and can be modified by implementers.

The base portal application uses the following logic to determine the value of a given resource bundle ID:

 If thebundleID isfound in the Application Override Bundle file, use the value from that file.

» Otherwise, use the value in the portal application internal resource bundle file(s).

The base product provides an Application Override Bundle Template File named

WSSPortal OverrideBundle ReferenceX LF.txt that includes the al the bundle IDs used by the portal application.
To change values of application elements that reference resource bundles, the following steps are required:

 ldentify the resource bundle ID of the value to be changed — this depends on the type of element that has the bundle ID
(Iabel, text help, etc) and is described later in this chapter.

» Download the current Application Override Bundle file.

» Add the appropriate entries to the override bundle file (the bundle ID and value). For example:

<trans-unit id="BUNDLE_|ID1">
<source>Override value for Bundle I D No. 1</source>
<target/>

</trans-unit>

» Upload the modified back bundle into the system.
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Upload/Download of the Override Application Bundle

The application override bundle can be accessed through Oracle Enterprise Manager.
To download the override application bundle;
1. Logininto Oracle Enterprise Manager with the appropriate administrator user 1D and password.

2. Usethe export action (under MDS Configuration for the portal application) to export the MDS (Metadata Repository) of
the portal application to alocal file, typically an Archivefile (.zip fil€).

3. Locatethe Override Application Bundle file in the downloaded archive file. The name of the file will be
W SSPortalOverrideBundle _<language code>.xIf (e.g., WSSPortal OverrideBundle_en.xIf for the English version).

4. Savethefilelocaly for editing.

To upload the modified file back to the system:
1. Add the override bundle file back to the archive file (overriding the existing file in the archive).
2. Login into Oracle Enterprise Manager with the appropriate administrator user 1D and password.

3. Usetheimport action (under MDS Configuration for the portal application) to import the archive file back to the MDS
(Metadata Repository) of the portal.

For more information about MDS Configuration and Oracle Enterprise Manager, refer to the Oracle Enterprise Manager
documentation.

WebCenter Composer and Administration Console

WebCenter Composer is a WebCenter tool that allows runtime customizations of a portal application. It allows usersto
modify existing portal pages or create new ones, al without changing the base product portal pages and structure.

The WebCenter Administration Console is a part of the WebCenter framework. 1t manages the application portal resources
(such as pages, security information, etc.) and it invokes WebCenter Composer when editing or creating a new page.

To use the WebCenter Administration Console, implementers should be logged into the portal application using the admin
login user 1D and password.

The Customization link on the home page |eads to the WebCenter Administration Console.
Administration Console Resources - Pages

In the admin console Resour ces tab implementers can find the Pages resource that lists all the portal pages. This page
supports the following common actions:

The Create Page button will create a new page that will become a part of the portal application.

The Show Page checkbox on the pages list will determine whether the page is visible in the main navigation bar (and
thereforeif it is accessible independently without the need for hyperlinks).

The Edit Page action allows the implementer to modify the page definition and structure.
The Set Access action allows the implementer to define or change the access to that page based on the security rules and
users defined in the system.
Important: Changing an existing page's access level can affect the base product portal behavior and is not
recommended. New pages created from the admin console can be secured or made public as needed.
The Delete Page action allows the implementer to delete a page.
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Important: Deleting base product pages will affect the base product portal behavior and is not recommended.
New pages created from the admin console can be deleted as necessary.

Implementers can also change the order of the pages by using the M ove Page action. Thiswill change the order of pagesin
the portal main navigation bar.

For more information about the administration console and all the available actions please refer to Oracle WebCenter
documentation.

Administration Console Resources - Page Templates

In the admin console Resour ces tab implementers can find the Page Templates resource that lists al the available page
templates.

Implementers can Cr eate new page templates, Copy an existing template or Edit atemplate in order to view or make
changes.

Editing a page template can be done visually or by editing the actual page template code by using the Edit Sour ce action.
Important: Changes to existing page templates can affect the way the base product portal behaves and therefore
is not recommended If additional template features are required for custom pages, implementers should create

anew page template, copying the base template if appropriate, to avoid potential upgrade issues if base product
templates change in future releases.

Administration Console Resources - Skins

In the admin console Resour ces tab implementers can find the Skins resource that lists all the available skins.
Implementers can Create new skins, Copy an existing skin or Edit askin in order to view or make changes.
Editing a skin can be done visually or by editing the actual skin code by using the Edit Sour ce action.

Important: Changes to existing skins can affect the way the base product portal behaves and should be done with

care.

Administration Console Services - Content

In the admin console Services tab implementers can find the Content service that shows the configured content server
linked to the portal application.

In this page implementers can view the folder structure and documents in the content server linked to the application.
Note: While some Content management functions are available in this page, the administration functions of the
Content server are described in the UCM related sections.

Administration Console Configuration Page

The admin console Configuration allows implementers to make changes to default portal settings.
Implementers can change the Default Page Template which will change the page template on all portal pages.
The Default Skin for the portal pages can aso be changed to provide a different look and feel to all pages at once.

Note: For moreinformation about the actions and options available in the WebCenter Administration Console,
please refer to Oracle WebCenter documentation.
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Portal Page Link Reference

When adding content to the portal or referencing the portal from an external website there are a set of links that can be used
to navigate to a base portal page.

The links will differ dightly depending on whether they are used in one of the portal pages or an external page or document.

Note: Referencesfrom UCM documents are considered to be in the external pages category.

Portal Page Links From Within the Portal

The following are examples of links can be used internally within the portal.

Target

Service Central page [faces/oracle/webcenter/portalapp/pages/TaxpayerSvcReq.jspx

Service Central page for a specific service/faces/oracle/webcenter/portalapp/pages/TaxpayerSvcReq.jspx?serviceReg=<Service Request Type Code>
request

Interactive Tax Assistant (ITA) page [faces/oracle/webcenter/portalapp/pages/IntgTaxAssist.jspx

ITA page for a specific interview [faces/oracle/webcenter/portalapp/pages/IntgTaxAssist.jspx?interviewSetCd=<Interview Set
Code>&interviewCd=<Interview Code>

Refund Status page [faces/oracle/webcenter/portalapp/pages/RefundStatus.jspx

Refund Status page for a specific request faces/oracle/webcenter/portalapp/pages/RefundStatus.jspx?refundReq=<Refund Request Code>

Payments page [faces/oracle/webcenter/portalapp/pages/MakePayment.jspx

Portal Links from External Documents or Sites

To access abase portal page from an external document, web site or from a UCM document, the prefix "/etpmss" should be
added to the link.

For example, the ITA page link will be:

/ et pnss/ f aces/ or acl e/ webcent er/ port al app/ pages/ | nt gTaxAssi st. | spx

Portal Links for New Portal Pages

When new pages are added into the portal via WebCenter Composer, these pages are given a URL by WebCenter. Y ou can
view the link to the page by selecting the About This Page action from the WebCenter administration console.

For example, a new page with an assigned URL of / or acl e/ webcent er/ port al app/ pagehi er ar chy/
Pagel. j spx can be displayed from within the portal by using the assigned URL, or / f aces/ or acl e/ webcent er/
port al app/ pagehi er ar chy/ Pagel. j spx, or by usingthe/ et pnss/ f aces/ or acl e/ webcent er/

port al app/ pagehi er ar chy/ Pagel. j spx URL if accessed from a UCM document or external site.

Configuring the Logo and Company Tag Line

Changing the template page header and logo images is described in the following section about overriding portal application
images.
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The company tag line text that appears under the logo in the page template is derived from aresource bundle with the ID
TAG_LINE. Thetext displayed for this ID can be modified using the same procedure used to modify any other resource
bundle-based text valuesin the portal application (for more information, see the WebCenter Portal Application Override
Bundle section of this document).

Overriding Portal Application Images

The base product portal application uses various imagesin its portal pages. These can be overridden by an implementer. The
table below outlines the images that are used:

Image File Name Comments
o add png
& edit.png
b7 4 delete_ png
[ LApopUp_sm_ena.png This is the Online Help icon.
ach-help.png This image is used in the payment process.
redirect-progress. gif This image is used in the payment process, when
the user is redirected to the OPC website.
wsslogo.png This is the organization Logo image displayed at
the top of each page.
wssheader png This is the background image that is display at
the top of each page.

All images used in the portal application come from the WSSExtensionWar.war file.

To override a base product image:

1. Using WebL ogic Console, stop or undeploy the portal application.

2. Get acopy of the WSSExtensionWar.war (thisfileis supplied with the application installation package).

3. Copy anew image file with the appropriate name (according to the table above) into the .war file (overriding the
existing image file).

4. Deploy the .war file back to the server as a Shared Library. After deployment, thisfile can be located on the WebL ogic
server as or acle.otss.extension(1.0,1.0).

For more information about deployment of the portal application refer to the WebL ogic documentation and the Installation
Guide.

Configuring the Portal Custom Icons and Links

The portal custom icons areais a horizontal bar on the page template that can contain images with links to common
websites, such as Facebook, YouTube, Twitter, etc.

The portal custom links areais set of hyperlinks on the page template that can contain links to common pages both inside
and outside the portal. Examples include an agency contact information page, agency general information, privacy policy
link, and more.
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Defining Portal Custom Icons

The base product portal application supports up to five custom icons defined by implementers.

To define a custom icon, implementers should define the image that will be displayed and the URL to use when the user
clicks on theimage.

All definitions are done using the resource bundle values in the Application Override Bundle with the following bundleids:
« COMMONICONN.IMAGE —for the image reference.
e COMMONICONN.LINK —for the URL definition.

ncanbeltob5.

The following exampleisfor an icon definition for Y ouTube:

<trans-unit id="COVWON CON1. | VAGE" >
<sour ce>/ i mages/ yout ube. png</ sour ce>
<target/>

</trans-unit>

<trans-unit id="COMVON CON1. LI NK">
<sour ce>http://ww. yout ube. conx/ sour ce>
<target/>

</trans-unit>

Asageneral guideline, thetypical icon image sizeis 32x32 pixels.

Important: Theicon image should be copied into the WSSExtensionWar.war file so it can be referenced as "'/
images...".

Defining Portal Custom Links

The base product portal application supports up to 10 links defined by implementers. The base product is configured with a
default set of sample links. These default links can be changed or removed by implementers.

In order to define a custom link, implementers should define the link name and the destination URL for that link.

All the definitions are done using resource bundle values in the Application Override Bundle using the following bundle
IDs:

* COMMONLINKN.IMAGE
+ COMMONLINKN.DESTINATION

n can be 1to 10.
Thefollowing is an example of alink definition:

<trans-unit id="COMVONLI NK1">
<sour ce>Cont act Us</source>
<target/>
</trans-unit>
<trans-unit id="COMVONLI NK1. DESTI NATI ON'>
<sour ce>htt p://ww. Your ConpanyCont act | nf 0. conk/ sour ce>
<target/>
</trans-unit>
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Configuring the Portal Copyright Message

The base product portal includes a copyright message, defined at the bottom of the portal page template. This message has a
default value but can be changed by implementers.

The copyright message definition is resource bundle values in the Application Override Bundle using the following bundle
ID: COPYRIGHT_MSG.

Adding a New Page to the Portal

Adding a new page to the portal is done using the Create Page action in the WebCenter administration console. The new
page that is created can be based on any generic page template that is available, the base product page template, or any new
page template that was created by the implementer.

The new page can include any content that can be added using WebCenter Composer and can have links to external pages
or existing portal pages.

The new page can be secured or unsecured. If it is defined as visible, it will automatically be shown on the portal main
navigation bar if the user has the appropriate security access.

Adding Content to a Portal Page

Many of the base product portal pages have some reserved space for specific portal content. This portal content islikely to
change from one implementation to another.

Many types of content can be added, including HTML documents, images, links, custom devel oped control, and more.

Adding content to a portal page is done by using WebCenter Composer. In order to add something to a portal page the page
has to be edited by using the Edit Page action in the WebCenter administration console. When the page isin edit mode,
using WebCenter Composer, implementers can add content in the areas that are available for modification on the page.

Areas available for adding content will typically show as a dashed-line box with the caption, "Add Content".

When the area for adding content is chosen, the type of content to add can be selected from the available componentsin
WebCenter Composer.

Adding WebCenter Managed Content to a Portal Page

WebCenter provides the ability to manage documents in a document management repository called WebCenter Content
Server (UCM). These documents can be any documents, text or binary, HTML or images.

WebCenter Content Server provides the ability to securely manage the documents, providing a version control mechanism
such as check-in and check-out capabilities.

Documents stored and managed by WebCenter Content Server can be included on the base product or new portal pages.
For more information about WebCenter Managed Content and UCM, refer to the WebCenter documentation.

In order to add a UCM document to a portal page, the Content M anagement category should be selected (after selecting
the Add Content action) and within that category the Content Presenter can be selected.

Note that there are many waysto include UCM documents and other WebCenter Content features in a page. For more
information about that, refer to WebCenter documentation.
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When adding a UCM document using the Content Presenter Component, the user should select a document stored in one
of the WebCenter Content server Folders.

For more information about Setting up UCM folders, refer to the WebCenter documentation.

Including Images and References in UCM Documents

UCM documents that will be included in the portal may include attachments that will be uploaded to UCM as well and
should be accessible from the portal page that includes the UCM main document.

The following guidelines ensure that attachments (e.g., images) of a UCM documents can be visible on the portal page if
presented using the Content Presenter component:

» Both document and attachments should be uploaded into UCM into the same or different UCM folders. All UCM folders
would reside under the main Contribution Foldersfolder.

« If the document includes references to the attachments (for example if the document isan HTML fragment that includes
images then the images are the attachments that are referenced inside that document) the following path should be used:

/ et pnss/ cont ent / conn/ UCM pat h/ Cont ri buti on%20Fol der s/ <di rect ory name>

» The<directory name> isthe UCM folder that holds attachment files. In case of an HTML document the above link
should be used as a Relative Location in the document that it isincluded in, in order to avoid the need to provide the
name of the server or port number.

» Using the above link will ensure that the attachment that is stored in UCM is correctly displayed in the portal page.

Changing Content of a Portal Page

Implementers can choose to make certain changes in the base provided portal pages. Some of the typical changes include
adding content to the page, changing the look-and-feel of certain component on the page and changing text on the page
(e.g., labels or headings).

All these changes are done using WebCenter Composer after selecting the Edit Page action from the WebCenter
administration console.

Changes made using WebCenter Composer can be revoked so that the page returnsto its original setup. The revocation of
changes can be done at a component or page level.

For more information on how to use WebCenter Composer to make and revoke changes in page elements, refer to the
WebCenter documentation.

While implementers can use WebCenter Composer to make changes to many page elements, there are some changes that
can be done using a different technique. These are changes that are either more global in nature such as changing many
labels or help text items, all of which are explored in the following sections.

Changing Page Labels

Most of the base product |abels on the portal pages can be changed. Labels can be field |abels, titles, headings or any static
text that is displayed on a page. Label text values are derived from resource bundles based on abundle ID. Updating the
page labels can be donein two ways:

+ Change the label text via WebCenter Composer.
» Change the label text in the Application Override Bundle.
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Identifying the Bundle ID for a Label on a Page

Thebundle ID for alabel can be located either in the application override template file (provided with the base product),
according to the naming convention listed below, or by using WebCenter Composer, following these steps:

1. Login to the application as an administrator and navigate to the WebCenter Administration Console — Pages.
2. Select Edit Page from the Action dropdown for the page where the label content is placed.
3. Select View > Sour ce and navigate to the label.

Note: The easiest way to find the component in source mode is to click on the component in the design/preview section.
For pages that are visible only after navigation, first navigate to the page and then change view to Source. Y ou may be
asked to confirm the Edit inside task flow; if so, select Edit.

4. Click on thelabel or the component that contains the label and click on edit in toolbar, a popup will be launched. Go
the display options tab and copy the value for the Text/L abel property. Thiswill represent an EL expression in which
second part isthe bundleid for example TS ADMIN_MANAGELANG_LANGUAGE_ADMIN_LBL.

Note: Sometimes the label itself cannot be selected, but the component that contains it will allow changing it.

Label Bundle ID Format

Base product bundle 1Ds have the following naming convention:
» For Admin functionality (e.g., Lookup admin, Service request admin, etc):

TS_Adni n_<Page or Fragnent file name>_<Conponent Nanme>_LBL

e For therest:

TS <Page or Fragnent file nanme> <Conponent Nane> LBL

All label bundle IDs have the prefix TS_ and the suffix _LBL.
If the label belongs to an admin module, the prefix is followed by the keyword ADM N.
If thelabel is part of atransaction page, the page name or page fragment name directly follows the prefix.

For acomplete list of all bundle IDs, refer to the application override bundle template file that is provided with the base
product.

Changing Label Text

Label text can either be changed using the application override bundle or through WebCenter Composer.
Changing the Label Text Value Using Application Override Bundle

Modifying the help text in the Application Override Bundle is done according to the Label resource bundle ID. Once the
identifier of the bundle islocated, an entry can be added to the override bundle file.

Refer to the WebCenter Portal Application Override Bundle section for more details about the procedure of overriding
resource bundle values in the base porta application.
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Changing the Label Text Value Using WebCenter Composer

Modifying the label text using WebCenter Composer involves the following steps:

1. Follow the stepsto located the bundle ID of the label (using WebCenter Composer) on the page that needs to be
changed (refer to the Identifying the Bundle ID for a Label on a Page topic).

2. After locating the label and editing it to see the bundle ID, you can update the Text/Label property with the new value.

The Text/Label property contains the text to be displayed and can include a simple text or aresource bundle reference. It is
recommended to use WebCenter Composer to create a New bundle ID entry in the portal application override bundle with
the new text that needs to be displayed. This new bundle ID will be specific to the implementation.

Referencing a resource bundle value will allow implementers to retain the multi-language support for this|abel.

Customizing Help Content

The base product portal application provides context specific help in al the admin pages.

All transactional pages have placeholders for help which are hidden by default. The typical customizations of help
component include:

» Change the help text for any or all help components.
» Hide an existing help component.
» Show existing help components that were formerly hidden.

Help Component Structure

All help components are isolated ADF task flows with the following input parameters:

bypassBundleLookup Specifies if the help text is to be taken from the bundle or from the string parameter passed in helpText.
Possible values are true or false.

true — skip the bundle and display text string provided.
false — find text in the bundle.

helpText Required when bypassBundleLookup is true. String provided will be displayed as help for the given
component.

bundleld Required when bypassBundleLookup is false. Help text against this bundle ID will be displayed in Ul.

visible Possible value is true or false. Specifies if the help text needs to be displayed or hidden.

Base product help text is derived from the resource bundle and is referenced by abundle ID. This bundle ID can be used to
override the help text value in the application override bundle.

Identifying the Bundle ID for a Help Component on a Page

The bundle ID for a Help component can be located either in the application override template file (provided with the base
product), according to the naming convention listed below, or by using WebCenter Composer, following these steps:

1. Login to the application as an administrator and navigate to the WebCenter Administration Console — Pages.
2. Select Edit Page from the Action dropdown for the page where the help content is placed.
3. Select View > Sour ce and navigate to the help component (task flow).

The easiest way to find the component in source mode is to click on the component in the design/preview section. For
pages that are visible only after navigation, first navigate to the page and then change view to Source. Y ou may be
asked to confirm the Edit inside task flow; if so, select Edit.
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4. Insource view select the task flow region and click on edit in toolbar, a popup will be launched. Go the parameters tab
and copy the value for Bundle ID parameter. In the EL expression (the value that was copied), the second part of the
expression isthe bundle ID. For example: TS ADMIN_MANAGEMSG_MAIN_HELP.

Help Bundle ID Format

Base product bundle 1Ds have the following naming convention:
» For Admin functionality (e.g., Lookup admin, Service request admin, etc):

TS Admi n_<Page or Fragnent file nanme>_<Conponent Name> HELP

e For therest:

TS <Page or Fragnent file nanme> <Conponent Nane> HELP

All help bundle IDs have the prefix TS_ and the suffix _ HELP.
If the help belongs to an admin module, the prefix is followed by the keyword ADM N.
If the help is part of atransaction page, the page name or page fragment name directly follows the prefix.

For acomplete list of all bundle IDs, refer to the application override bundle template file that is provided with the base
product.

Changing Help Text

Help text can either be changed using the application override bundle or through WebCenter Composer.
Changing the Help Text Using Application Override Bundle

Modifying the help text in the Application Override Bundle is done according to the help text resource bundle ID. Once the
identifier of the bundle islocated, an entry can be added to the override bundle file.

Refer to the WebCenter Portal Application Override Bundle section for more details about the procedure of overriding
resource bundle values in the base portal application.

Changing the Help Text Using WebCenter Composer

Modifying the help text using WebCenter Composer involves the following steps:

» Follow the steps to located the bundle id of the help component (using WebCenter Composer) of the page that needsto
be changed (refer to Identifying the Bundle ID for a Help Component on a Page section).

» After locating the help component and editing it to see the bundle 1D, you can update the help component properties
(described in the Help Component Structure section).

The helpText property contains the text to be displayed and can include simple text or aresource bundle reference. It is
recommended to use WebCenter Composer to create a New bundle ID entry in the portal application override bundle with
the new text that needs to be displayed. This new bundle ID will be specific to the implementation.

Referencing a resource bundle value will allow implementersto retain the multi-language support for the Help text.
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Hide/Show a Help Component on a Page

Base product is provided with help components that are visible and some that are hidden.
Follow the steps below to hide and/or show Help on pages.

1. Follow the WebCenter Composer stepsto located the bundle ID of the help component of the page that needsto be
changed (refer to Identifying the Bundle ID for a Help Component on a Page section).

2. After locating the help component and editing it to see the bundle 1D, use Web Center Composer to update the help
component visible property (described in the Help Component Structure section).

Changing Portal Page Template

A base product template page is supplied with the portal application. This template page can be copied or modified by
using WebCenter Composer. Implementers can update the page template visually or by directly accessing and updating the
template source code.

Important: If more advanced customizations, beyond what is described in this chapter, are required, it is
recommended that the base product page template is copied and changes are made on the new customized
template.

If anew page template is created, implementers can switch all or some of the existing pages, include the base product pages,
to use the new template. Thisis done by using the WebCenter administration console configuration page.

Changing Portal Skin

The base product includes a default skin W SSPortal Template v1 that includes the following aliases:

WSSRightOuterLayout Alias associated with right hand layout of the page

WSSPageTitle Alias associated with title of every page.

WSSHelpimage Alias associated with help image.

WSSSubHeaderLayout Alias associated with the subheader layout.

WSSSubHeader Alias associated with subheader.

WSSCommonlcon Alias associated the images in footer bar area.
WSSSiteBackgroundColor Alias associated with background color of the self-service application.

Updating the skin for update can be done by using WebCenter Composer. Implementers can update the skin visually or by
directly accessing and updating the skin source code.

Important: If skin changes arerequired, it is recommended that the base product skin is copied and changes are
made on the new customized skin.
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Managing Portal Customization

Portal customizations that are done for one operational environment may be needed in other environments as well. For
example, customization done in development environment can be moved to the testing environment before approval and
finally moved to the production environment.

In addition, portal customization should be preserved as much as possible when anew product release isinstalled.
Porting Portal Customizations from One Environment to Another

In order to move all the portal customizations from environment A to environment B, the following steps are required:
» Install the application on environment B, as per the base product install ation documentation.

» Using Oracle Enterprise Manager in environment A, export the MDS (Metadata Repository) of the portal application to a
local file (leave the “ Exclude base documents’ option UNCHECKED).

» Using Oracle Enterprise Manager in environment B, Import the MDS from the local file to the MDS of the portal
application.

For more information about MDS Configuration and Oracle Enterprise Manager, refer to the Oracle Enterprise Manager
documentation.

Retaining Portal Customization After New Product Release Installation

When installing a new product version, there are no specific steps that have to be taken to retain the portal customization.
If the MDS repository of the existing application remains intact and the new portal version isinstalled and deployed on top
of the existing portal, all portal customization should persist.

Important: Importing (using Oracle Enterprise Manager) MDS data from a previous version product
environment into a new install product version is NOT recommended since it can override the new version portal

pages.
For more information about MDS, refer to WebCenter and WebL ogic documentation.

Moving UCM Content from One Environment to Another

Documents managed via WebCenter Content Server can be referenced on portal pages.

Given that atypical installation of the base product includes a separate UCM repository for each environment, the UCM
document should be moved between environments when the application is moved.

Moving UCM documents between UCM environments is done using the WebCenter Content Server Archiver process.
Moving documents between UCM environments involves the following steps:

» Setting up an Archive processin UCM in environment A:
» Defining an Archive name and UCM folders associated with it.

» Defining the export criteria.
» Exporting the content to afile on the UCM server in environment A (by using the Export action of the Archiver).
» Transferring the file to correct UCM server location in environment B (e.g., using FTP).
 Importing the content from the file to the UCM repository in environment B (by using the Import action of the Archiver).
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For more information about the WebCenter Archiver and the process of exporting UCM data, refer to the system migration
and archiving in the WebCenter and WebCenter Content Server documentation.

Oracle Enterprise Taxation and Policy Management Self Service Implementation Guide « 143



WSDL Library

Appendix A

Generic Service Request - TSTaxpayerServiceRequest

Node

Description

<TSTaxpayerServiceRequest>

This is the main node of the Generic Service Request WSDL.
dateTimeTagFormat property value is set to ‘xsd’.

<head>

This node is a sub node of <TSTaxpayerServiceRequest> It contains the
access keys and audit information of the request. Refer to Access Keys and
Audit Node.

<requestStatus>

<errorMessage>

These nodes are sub nodes of <TSTaxpayerServiceRequest> Refer to
Error Message Node for details

<confirmationData>

This node is a sub node of <TSTaxpayerServiceRequest>. Refer to
Confirmation Message Node for details

<mainData>

This node is a sub node of <TSTaxpayerServiceRequest>. It contains the
main data of the request.

<serviceRequestType>

This node is a sub node of <mainData>. Service Request Type code,
alphanumeric.

<responseMode>

This node is a sub node of <mainData>. It holds the mode of response that
is associated with the request.

Valid values: SYNCH (Synchronous), ASYNCH (Asynchronous)

<serviceRequestData>
<requestField>
<sequence>

<fieldName>

This node is a sub node of <mainData>. It holds a list of service request
fields.

requestField — a list of service reques fields
sequence contains the field’s sequence number.

fieldName contains the name of a field.
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Node

Description

<fieldValue>
</requestField>

</serviceRequestData>

fieldValue contains the value of a field.

<customlInfo>

This node is a sub node of <TSTaxpayerServiceRequest>. Contains
generic name/value collection. This is a placeholder for additional
information that can be utilized by the implementation. Refer to Custom
Information Node for detals.

Taxpayer ldentification Request - TSTaxpayerldentification

Node

Description

<TSTaxpayerldentification>

This is the main node of the Taxpayer Identification Service Request
WSDL. dateTimeTagFormat property value is set to ‘xsd’..

<head> This node is a sub node of <TSTaxpayerldentification>. It contains the
access keys and the audit information of the request. Refer to Access Keys
and Audit Node.

<requestStatus> These nodes are sub nodes of <TSTaxpayerldentification>. Refer to Error

<errorMessage> Message Node for details

<confirmationData>

This node is a sub node of <TSTaxpayerldentification>. Refer to
Confirmation Message Node for details

<mainData>

This node is a sub node of <TSTaxpayerldentification>. It contains the
main data of the request.

<serviceRequestType>

This node is a sub node of <mainData>. Service Request Type code,
alphanumeric.

<responseMode>

This node is a sub node of <mainData>. It holds the mode of response that
is associated with the request.

Valid values: SYNCH (Synchronous), ASYNCH (Asynchronous)

<serviceRequestData>
<requestField>
<sequence>
<fieldName>
<fieldvalue>
</requestField>

</serviceRequestData>

This node is a sub node of <mainData>. It holds a list of service request
fields.

requestField — a list of service reques fields
sequence contains the field’s sequence number.
fieldName contains the name of a field.

fieldValue contains the value of a field.

<customInfo>

This node is a sub node of <TSTaxpayerldentification>. Contains generic
name/value collection. This is a placeholder for additional information that
can be utilized by the implementation. Refer to Custom Information Node
for detals.

<responseData>
<responseDetails>
<sequence>

<taxpayerld>

This node is a sub node of <TSTaxpayerldentification>. It holds response
details from the web service.

responseDetails — the list of taxpayer ID-s identified based on the input
request data information.

sequence contains the response details’ sequence number.
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Node

Description

</responseDetails>

</responseData>

taxpayerld contains the Taxpayer ID retrieved based on the query.

Refund Inquiry Request - TSGetRefundStatus

Node Description

<TSGetRefundStatus> This is the main node of the Refund Inquiry Service Request WSDL.
dateTimeTagFormat property value is set to ‘xsd’

<head> This node is a sub node of <TSGetRefundStatus>. It contains the access
keys and the audit information of the request. Refer to Access Keys and
Audit Node.

<requestStatus> These nodes are sub nodes of <TSGetRefundStatus>. Refer to Error

<errorMessage> Message Node for details

<confirmationData>

This node is a sub node of <TSTaxpayerldentification>. Refer to
Confirmation Message Node for details

<mainData>

This node is a sub node of <TSGetRefundStatus>. It contains the main
data of the request.

<serviceRequestType>

This node is a sub node of <mainData>. Service Request Type code,
alphanumeric.

<serviceRequestData>
<requestField>
<sequence>
<fieldName>
<fieldValue>
</requestField>

</serviceRequestData>

This node is a sub node of <mainData>. It holds a list of service request
fields.

responseDetails — the list of taxpayer ID-s identified based on the input
request data information.

sequence contains the response details’ sequence number.

taxpayerld contains the Taxpayer ID retrieved based on the query.

<responseData>
<responseDetails>
<expectedDate>
<refundAmount>
<carryOverAmount>
<offsetAmount>
</responseDetails>

</responseData>

This node is a sub node of <TSGetRefundStatus>. It holds response
details from the web service.

responseDetails contains the details of the refund that will be returned to
the taxpayer.

expectedDate contains the Expected Refund Date.
refundAmount contains the amount of refund that will be returned.
carryOverAmount contains the carry over amount (if there’s any).

offsetAmount contains the offset amount (if there’s any).

<customInfo>

This node is a sub node of <TSTaxpayerldentification>. Contains generic
name/value collection. This is a placeholder for additional information that
can be utilized by the implementation. Refer to Custom Information Node
for detals.

One Time Payment - TSOneTimePayment
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Node

Description

<TSOneTimePayment>

This is the main node of the One Time Payment WSDL.
dateTimeTagFormat property value is set to ‘xsd’

<head> This node is a sub node of <TSOneTimePayment>. It contains the access
keys and the audit information of the request. Refer to Access Keys and
Audit Node.

<requestStatus> These nodes are sub nodes of <TSOneTimePayment>. Refer to Error

<errorMessage> Message Node for details

<confirmationData>

This node is a sub node of <TSTaxpayerldentification>. Refer to
Confirmation Message Node for details

<mainData>

This node is a sub node of <TSOneTimePayment>. It contains the main
data of the request.

<payDestinationType>

This node is a sub node of <mainData>. Contains Payment Destination
code for the payment. Defines the purpose of the payment, configured in
self-service application

<destinationDetails>
<sequence>
<fieldName>
<fieldValue>

</destinationDetails>

This node is a sub node of <mainData>. Each sub node holds the
information of a specific field destination in the request.

sequence contains the field’s sequence number.
fieldName contains the name of a field.

fieldValue contains the value of a field.

<paymentType> This node is a sub node of <mainData> contains the payment type code,
identifies the payment instruments

<amount> This node is a sub node of <mainData> contains payment amount

<currency> This node is a sub node of <mainData> the currency of the payment.

<paymentDate> This node is a sub node of <mainData>. Contains payment date.

<bankAcctInfo>
<routingNumber>
<acctNumber>

</bankAcctinfo>

This node is a sub node of <mainData>. It holds the information regarding
the bank account.

routingNumber contains the routing number of the bank

acctNumber contains taxpayer account number

<extTransactionRefID>

This node is a sub node of <mainData>. It holds the reference id of

the payment made via external payment services provider. This node
may contain credit card authorization code, receipt number or any other
transaction identifier.

<contactEmailAddress>

This node is a sub node of <mainData>. It holds the value of the email
address of the taxpayer.

<externalld>

This node is a sub node of <mainData>. It holds the unique id generated to
trace the interaction with external payment services system.

<paymentVendor>

This node is a sub node of <mainData>. It holds the identifier of the
payment vendor that processed the payment.

<externalPaymentData>

This node is a sub node of <mainData>. It holds vendor-specific
information for the payment made using external payment services.

<custominfo>

This node is a sub node of <TSTaxpayerldentification>. Contains generic
name/value collection. This is a placeholder for additional information that
can be utilized by the implementation. Refer to Custom Information Node
for detals.
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Prepare Payment Data - TSPrepareExtPaymentData

Node

Description

<TSPrepareExtPaymentData>

This is the main node of the Prepare External Payment Data WSDL.
dateTimeTagFormat property value is set to ‘xsd’

<head> This node is a sub node of <TSPrepareExtPaymentData>. It contains the
access keys and the audit information of the request.
The valid vaues for the <action> element are: VALIDATEONLY and
PREPARE. Refer to Access Keys and Audit Node for moe details.
<requestStatus> These nodes are sub nodes of <TSPrepareExtPaymentData>. Refer to
<errorMessage> Error Message Node for details

<confirmationData>

This node is a sub node of <TSPrepareExtPaymentData>. Common
fragment, not in use for this web service

<mainData>

This node is a sub node of <TSPrepareExtPaymentData>. It contains the
main data of the request.

<taxpayerlD>

This node is a sub node of <mainData>. Contains internal taxpayer
identifier in the revenue management system.

<onBehalfOfTaxpayerID>

This node is a sub node of <mainData>. Contains internal taxpayer
identifier in the revenue management system.

<paymentVendor> This node is a sub node of <mainData>. It holds the identifier of the
payment vendor that processed the payment.

<amount> This node is a sub node of <mainData>. Contains payment amount.

<paymentDate> This node is a sub node of <mainData>. Contains payment date.

<payDestinationType>

This node is a sub node of <mainData>. Contains Payment Destination
code for the payment. Defines the purpose of the payment, configured in
self-service application

<destinationDetails>
<sequence>
<fieldName>
<fieldValue>

</destinationDetails>

This node is a sub node of <mainData>. Each sub node holds the
information of a specific field destination in the request.

sequence contains the field’s sequence number.
fieldName contains the name of a field.

fieldValue contains the value of a field.

<paymentDetails>
<sequence>
<fieldName>
<fieldValue>

</paymentDetails>

This node is a sub node of <mainData>. Contains payment-related
information prepared in the revenue management system for subsequent
transmission to external payment services provider.

sequence contains the detail's sequence number.
fieldName contains the name of a field.

fieldValue contains the value of a field.

<externalld>

This node is a sub node of <mainData>. It holds the unique id generated to
trace the interaction with external payment services system.

<feeRequirement>

This node is a sub node of <mainData>. It contains the indicator that
determines whether and how convenience fees will be collected for this
payment. Applicable for payments made via external payment services
providers.
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Description

<customInfo>

This node is a sub node of <TSPrepareExtPaymentData>. Contains
generic field namef/field value pairs collection. This is a placeholder for
additional information that can be utilized by the implementation. Refer to
Custom Information Node for detals.

Process Reconciliation Report - TSProcessExtPayReportRecord

Node

Description

<TSProcessExtPayReportRecord>

This is the main node of the One Time Payment WSDL.
dateTimeTagFormat property value is set to ‘xsd’

<head> This node is a sub node of <TSProcessExtPayReportRecord>. It contains
the access keys and the audit information of the request.
Refer to Access Keys and Audit Node for moe details..
<requestStatus> These nodes are sub nodes of <TSProcessExtPayReportRecord>. Refer
<errorMessage> to Error Message Node for details

<confirmationData>

This node is a sub node of <TSProcessExtPayReportRecord>. Common
fragment, not in use by this web service

<paymentReportRecord>

This node is a sub node of <TSProcessExtPayReportRecord>. It contains
the main data of the request.

<paymentVendor> This node is a sub node of <mainData>. It holds the identifier of the
payment vendor that processed the payment.

<amount> This node is a sub node of <mainData>. Contains payment amount.

<paymentDate> This node is a sub node of <mainData>. Contains payment date.

<payDestinationType>

This node is a sub node of <mainData>. Contains Payment Destination
code for the payment. Defines the purpose of the payment, configured in
self-service application

<destinationDetails>
<sequence>
<fieldName>
<fieldValue>

</destinationDetails>

This node is a sub node of <mainData>. Each sub node holds the
information of a specific field destination in the request.

sequence contains the field’s sequence number.
fieldName contains the name of a field.

fieldValue contains the value of a field.

<paymentType>

This node is a sub node of <mainData> contains the payment type code,
identifies the payment instruments

<extTransactionRefID>

This node is a sub node of <mainData>. It holds the reference id of

the payment made via external payment services provider. This node
may contain credit card authorization code, receipt number or any other
transaction identifier.

<externalld>

This node is a sub node of <mainData>. It holds the unique id generated to
trace the interaction with external payment services system.

<externalPaymentReportData>

This node is a sub node of <mainData> It holds vendor-specific pament
information.
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<customInfo>

This node is a sub node of <TSProcessExtPayReportRecord>. It holds the
holds the details of any customization incorporated into the web service.
Refer to Custom Information Node.

Confirmation Inquiry - TSGetConfirmationInformation

Node

Description

<TSGetConfirmationinformation>

This is the main node of the Confirmation Inquiry WSDL.
dateTimeTagFormat property value is set to ‘xsd’.

<head>

This node is a sub node of <TSGetConfirmationIinformation>. It contains
the access keys and the audit information of the request. Refer to Access
Keys and Audit Node.

<requestStatus>

<errorMessage>

These nodes are sub nodes of <TSGetConfirmationIinformation>. Refer
to Error Message Node for more details.

<confirmationData>

This node is a sub node of <TSGetConfirmationinformation>. Contains
confirmation ID, confirmation header and te list of confirmation details. For
detailed description refer to Confirmation Message Node.

Common XML Fragments

These fragments are included in every XML message transmitted from the self-service application.

Access Keys and Audit

Thisisacommon node that contains the access keys and audit information of the request.

Node Description

<head> Request audit info: accessing user details an access keys

<action> This node is a sub node of <head>. It indicates the specific business
purpose of the request. Optional.

<keyl> This node is a sub node of <head>. It contains the access key for the

<name> service. Most often the access to the revenue management data is keyed
by a taxpayer ID (key name=PER_ID)

<value/>

</keyl>

<key2> This node is a sub node of <head>. Contains the access key for the

<name> service: account ID, taxpayer ID, tax type etc.

<value>

</key2>

<key3> This node is a sub node of <head>. Contains the access key for the

<name> service: account ID, taxpayer ID, tax type etc.

<value>

</key3>
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<key4> This node is a sub node of <head>. Contains the access key for the
<name> service: account ID, taxpayer ID, tax type etc.

<value>

</key4>

<key5> This node is a sub node of <head>. Contains the access key for the
<name> service: account ID, taxpayer ID, tax type etc.

<value>

</key5>

<webUserld>

This node is a sub node of <head>. It contains the User ID of the
online user. For casual (not logged in) web user, the value defaulted to
anonymous.

<webUserName>

This node is a sub node of <head>. It contains the User Name of the
online user. For casual (not logged in) web user, the value defaulted to
anonymous.

<emailAddress>

This node is a sub node of <head>. It contains the Email Address of the
online user.

<ipAddress>

This node is a sub node of <head>. It contains the Internet Protocol (IP)
Address of the computer terminal used by the online user.

Error Message

Thisisacommon fragment that contains error message details.

Node Description

<requestStatus> This node indicates the status of the request. Evaluated by the SOA
composite processes in the integration layer.

<errorMessage> This node contains error message information.

<messageCategory> messageCategory contains the Message Category number of the error.

<messageNumber> messageNumber contains the error Message Number

<messageParameters> messageParameters Message Parameters of the error

<parameters> parameters parameters list

<sequence> sequence contains the sequence number of the parameter.

<parameterType> parameterType contains the type of the parameter.

<parameterValue>
<parameters>
<messageParameters>
<currency>
<messageTxtOvrd>

<errorMessage>

Valid values: DATE (Date), STRING (String), NUMBER (Number) or
CURRENCY (Currency).

parameterValue contains the value of the parameter.

currency contains the currency code to be used in the message when
translating parameters of type CURRENCY

messageTxtOvrd contains the override message text.
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Confirmation Message

Thisisacommon node that holds the confirmation info returned upon successful processing of the request.

Node

Description

<confirmationData>

This node contains the confirmation information

<confirmationld>

This node is a sub node of <confirmationData>. It contains Confirmation
ID of the request returned by the web service.

<header>
<messageCategory>
<messageNumber>
<messageParameters>
<parameters>
<sequence>
<parameterType>

<parameterValue>

This node is a sub node of <confirmationData>. It contains a list of the
header information of the confirmation message.

messageCategory contains the Message Category number of the
confirmation.

messageNumber contains the Message Number
messageParameters contains Message Parameters
parameters parameters list

sequence contains the sequence number of the parameter.

parameterType contains the type of the parameter.

</parameters>
Valid values: DATE (Date), STRING (String), NUMBER (Number) or
</messageParameters> CURRENCY (Currency).
<turrency> parameterValue contains the value of the parameter.
< . )
messageTxtOvrd> currency contains the currency code to be used in the message when
</header> translating parameters of type CURRENCY
messageTxtOvrd contains the override message text.
<details> This node is a sub node of <confirmationData>. It contains a list of
<messageCategory> confirmation details (messages).
<messageNumber> messageCategory contains the Message Category nhumber of the
confirmation.
<messageParameters>
messageNumber contains the Message Number messageParameters
<parameters> )
contains Message Parameters
<sequence> .
parameters parameters list
<parameterType>

<parameterValue>
</parameters>
<currency>
<messageTxtOvrd>

</details>

sequence contains the sequence number of the parameter.
parameterType contains the type of the parameter.

Valid values: DATE (Date), STRING (String), NUMBER (Number) or
CURRENCY (Currency).

parameterValue contains the value of the parameter.

currency contains the currency code to be used in the message when
translating parameters of type CURRENCY

messageTxtOvrd contains the override message text.

Custom Information

Thisisacommon node that contains a generic field name/field value pair’s collection. It can be used by various
customization extension components for information exchange.
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<customInfo>
<sequence>
<fieldName>
<fieldValue>

</customInfo>

This node contains a list of generic field name/value pairs. It is a
placeholder for the data populated by various customization extensions.

sequence contains the sequence number of the entry.
fieldName contains the name of the field.

fieldValue contains the value
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Appendix B

Sample Messages

GetConfirmationID

GetConfirmationID Request

<part nane="payl oad"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<process xm ns="http://xn ns. oracl e. coml OTSS/ OrSSConfi rmati onl dSer vi ce/
OrSSConf i rmat i onl dBPELPr ocess" >

<i nput name="Paynment Sequence. Prefi x">SRI D</i nput >
</ process>
</ part>

GetConfirmationID Response

<processResponse xm ns:client="http://xm ns. oracl e. com OTSS/
OrSSConf i rmati onl dSer vi ce/ OTSSConf i r mat i onl dBPELPr ocess”

xm ns="http://xm ns. oracl e. coml OTSS/ OTSSConf i rmati onl dServi ce/
OrSsSConfirmati onl dBPELPr ocess" >

<cl i ent:result>SRI DB1000000</client:result>
</ pr ocessResponse>
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GetRefundStatus

GetRefundStatus Request

<nsl1: TSGet Ref undSt at us xm ns: ns1="http://oracl e. com TSGet Ref undSt at us. xsd" >

<nsl: head>
<nsl:action />
<nsl: webUser | d>anonynous</ nsl: webUser | d>
<nsl: webUser Nane>anonynous</ nsl: webUser Nanme>
<nsl: emai | Address />
<nsl:i pAddress>10. 159. 122. 216</ ns1: i pAddr ess>
</ nsl: head>
<ns1: mai nDat a>
<nsl: servi ceRequest Type>
REFUND_STATUS UNR</ nsl: servi ceRequest Type>
<nsl: servi ceRequest Dat a>
<nsl: requestFi el d>
<nsl: sequence>1</nsl: sequence>
<nsl:fiel dName>ENTI TY_NAME</ nsl: fi el dName>
<nsl:fiel dval ue>Hansen Peter</nsl:fiel dval ue>
</ nsl:requestFi el d>
<nsl: requestFi el d>
<nsl: sequence>2</ nsl: sequence>
<nsl:fiel dNane>l D TYPE</ ns1: fi el dNane>
<nsl: fiel dval ue>DVL</ nsl: fi el dval ue>
</ nsl:requestFi el d>
<nsl: request Fi el d>
<nsl: sequence>3</nsl: sequence>
<nsl: fiel dName>l D VALUE</ ns1:fi el dNanme>
<nsl:fiel dVal ue>123-456- 009</ nsl:fi el dval ue>
</ nsl:requestFi el d>
<nsl: request Fi el d>
<nsl: sequence>4</ nsl: sequence>
<nsl: fi el dName>TAX TYPE</ ns1:fi el dNanme>
<nsl: fiel dval ue>l ND- | NCOVE</ ns1: fi el dVal ue>
</ nsl:requestFiel d>
<nsl:requestFi el d>
<nsl: sequence>5</ nsl: sequence>
<nsl: fi el dNane>FI LI NG START DATE</ nsl: fi el dName>
<nsl:fiel dval ue>2010-01- 01</ ns1:fi el dVal ue>
</ nsl:requestFi el d>
<nsl:requestFi el d>
<nsl: sequence>6</nsl: sequence>
<nsl: fi el dNane>FI LI NG END DATE</ ns1: fi el dNane>
<nsl:fiel dval ue>2010-12- 31</ nsl: fi el dval ue>
</ nsl:requestFi el d>
<nsl: requestFi el d>
<nsl: sequence>7</ nsl: sequence>
<nsl:fi el dName>EXPECTED REFUND</ nsl:fi el dName>
<nsl:fiel dval ue>4628</ nsi: fi el dval ue>
</ nsl: requestFi el d>
</ nsl: servi ceRequest Dat a>
</ nsl: mai nDat a>
</ nsl: TSGet Ref undSt at us>
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GetRefundStatus Response

<TSCet Ref undSt at us xm ns: nsO="http://oracl e. conl TSGet Ref undSt at us. xsd"
dat eTi meTagFor nat =""
xm ns="http://oracl e. com TSGet Ref undSt at us. xsd" >
<ns0: head>
<ns0: action />
<ns0: key1>
<ns0: nane />
<ns0: val ue />
</ ns0: key1>
<ns0: key2>
<ns0: nane />
<ns0: val ue />
</ ns0: key2>
<ns0: key3>
<ns0: nane />
<ns0: val ue />
</ ns0: key3>
<ns0: key4>
<ns0: nane />
<ns0: val ue />
</ ns0: key4>
<ns0: key5>
<ns0: nane />
<ns0: val ue />
</ ns0: key5>
<ns0: webUser | d>anonynous</ ns0: webUser | d>
<ns0: webUser Nane>anonynous</ ns0: webUser Nanme>
<ns0: emai | Address />
<ns0: i pAddr ess>10. 159. 122. 216</ ns0: i pAddr ess>
</ ns0: head>
<nsO0: request Status />
<nsO0: confi r mat i onDat a>
<ns0: confi rmati onl d>RSI D66000000</ nsO: confi rmati onl d>
<ns0: header >
<ns0: nessageCat egor y>11126</ ns0: messageCat egor y>
<ns0: nessageNunber >13001</ ns0: nessageNunber >
<ns0: messagePar aneters />
<ns0: nessageTxt Ovrd />
</ ns0: header >
</ ns0: confi rmati onDat a>
<nsO0: mai nDat a>
<nsO0: servi ceRequest Type>
SS- REFUND- STATUS</ ns0: servi ceRequest Type>
<nsO0: servi ceRequest Dat a>
<nsO: r equest Fi el d>
<ns0: sequence>1</ ns0: sequence>
<nsO0: fi el dName>ENTI TY_NAME</ nsO: fi el dName>
<ns0: fi el dval ue>Hansen Pet er </ nsO: fi el dVal ue>
</ ns0: request Fi el d>
<nsO0: r equest Fi el d>
<ns0: sequence>2</ ns0: sequence>
<nsO: fi el dNane>l D_TYPE</ nsO: fi el dNane>
<nsO: fi el dval ue>DVL</ nsO: fi el dval ue>
</ ns0: request Fi el d>
<nsO0: r equest Fi el d>
<ns0: sequence>3</ ns0: sequence>
<ns0: fi el dNanme>l D_VALUE</ nsO: fi el dNanme>
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<nsO0: fi el dVal ue>123- 456- 009</ nsO0: fi el dVal ue>
</ ns0: request Fi el d>
<nsO0: r equest Fi el d>
<ns0: sequence>4</ ns0: sequence>
<ns0: fi el dName>TAX_TYPE</ nsO: fi el dNanme>
<nsO: fi el dval ue>l ND- | NCOVE</ nsO: fi el dVal ue>
</ ns0O: request Fi el d>
<ns0: request Fi el d>
<ns0: sequence>5</ ns0: sequence>
<nsO0: fi el dNane>FI LI NG _START_ DATE</ nsO: fi el dNanme>
<nsO: fi el dval ue>2010- 01- 01</ nsO: fi el dVal ue>
</ nsO: request Fi el d>
<nsO0: request Fi el d>
<ns0: sequence>6</ ns0: sequence>
<nsO: fi el dNane>FI LI NG END DATE</ nsO: fi el dNane>
<ns0: fi el dval ue>2010- 12- 31</ nsO0: fi el dval ue>
</ nsO: request Fi el d>
<nsO: r equest Fi el d>
<ns0: sequence>7</ ns0: sequence>
<ns0: fi el dName>EXPECTED_REFUND</ nsO: f i el dName>
<ns0: fi el dval ue>4628</ nsO0: fi el dVal ue>
</ ns0: request Fi el d>
</ ns0O: servi ceRequest Dat a>
</ ns0: mai nDat a>
<nsO: r esponseDat a>
<ns0: r ef undAnmount >309. 00</ nsO: r ef undAnmount >
<ns0: expect edDat e>2011- 02- 03</ ns0: expect edDat e>
</ ns0: r esponseDat a>
</ TSGet Ref undSt at us>

ldentifyTaxpayer

IdentifyTaxpayer Request

<nsl: TSTaxpayer |l dentification xm ns:nsl="http://oracle.conl
TSTaxpayer |l dentification.xsd">

<nsl: head>
<nsl: webUser | d>anonynmous</ nsl: webUser | d>
<nsl: webUser Nane>anonynous</ nsl: webUser Name>
<nsl:i pAddr ess>10. 159. 240. 238</ ns1: i pAddr ess>
</ nsl: head>
<ns1: mai nDat a>
<nsl: servi ceRequest Type>
| DENTI FY_TAX_ CLERANCE</ ns1: servi ceRequest Type>
<nsl: responseMode>SYNCH</ nsl: r esponseMde>
<nsl: servi ceRequest Dat a>
<nsl: requestFi el d>
<nsl: sequence>1</nsl: sequence>
<nsl: fi el dNane>ENTI TY_NAME</ ns1l: fi el dName>
<nsl: fi el dval ue>Hansen Peter</nsl:fiel dval ue>
</ nsl:requestFi el d>
<nsl: request Fi el d>
<nsl: sequence>2</ nsl: sequence>
<nsl: fi el dName>BlI RTH DATE</ ns1:fi el dNanme>
<nsl: fiel dval ue>1965-01- 20</ ns1: fi el dval ue>
</ nsl:requestFi el d>
<nsl: request Fi el d>
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<nsl: sequence>3</nsl: sequence>
<nsl:fiel dName>TAXPAYER TYPE</ ns1:fi el dName>
<nsl:fiel dval ue>l ND</ nsl:fi el dval ue>
</ nsl: request Fi el d>-
<nsl: requestFi el d>
<nsl: sequence>4</ nsl: sequence>
<nsl:fiel dNane>l D TYPE</ ns1: fi el dNane>
<nsl: fiel dval ue>DVL</ nsl: fi el dval ue>
</ nsl:request Fi el d>-
<nsl: request Fi el d>
<nsl: sequence>5</ nsl: sequence>
<nsl: fiel dNanme>l D VALUE</ ns1:fi el dNanme>
<nsl:fiel dvVal ue>123-567-009</ nsl:fi el dval ue>
</ nsl:request Fi el d></ nsl: servi ceRequest Dat a>
</ nsl: mai nDat a>
</ nsl: TSTaxpayer | dentification>

IdentifyTaxpayer Response

<TSTaxpayer |l dentification xm ns: p="http://schenas. oracl e. coni servi ce/ bpel / conmon"
xm ns: ns4="htt p:// ouaf. oracl e. coni spl / XAl Xapp/ xai server/
OrSsSl dent i fyTaxpayer Ext ensi on/ V1"
xm ns: pl nk="htt p://schemas. xm soap. or g/ ws/ 2003/ 05/ part ner -1 i nk/"
xm ns: nsO="http://oracl e. conl TSTaxpayer | dentifi cati on. xsd"
dat eTi meTagFor mat =""
xm ns="http://oracl e.com TSTaxpayer|ldentification.xsd">
<ns0: head>
<ns0: action />
<ns0: key1>
<ns0: nane />
<ns0: val ue />
</ ns0: key1>
<nsO0: key2>
<ns0: nane />
<ns0: val ue />
</ ns0: key2>
<ns0: key3>
<ns0: nane />
<ns0: val ue />
</ ns0: key3>
<nsO0: key4>
<ns0: nane />
<ns0: val ue />
</ ns0: key4>
<nsO0: key5>
<ns0: nane />
<ns0: val ue />
</ ns0: key5>
<ns0: webUser | d>anonynous</ ns0: webUser | d>
<ns0: webUser Nane>anonynous</ ns0: webUser Nanme>
<ns0: enni | Address />
<nsO0: i pAddr ess>10. 159. 240. 238</ ns0: i pAddr ess>
</ ns0: head>
<ns0: request Status />
<nsO0: mai nDat a>
<nsO0: servi ceRequest Type>
| DENTI TY- CHECK- TAX- CLR</ ns0: ser vi ceRequest Type>
<ns0: r esponseMode>SYNCH</ nsO: r esponseMbde>
<nsO0: servi ceRequest Dat a>
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<ns0: request Fi el d>
<ns0: sequence>1</ ns0: sequence>
<nsO: fi el dNane>ENTI TY_NAME</ nsO: f i el dNanme>
<ns0: fi el dval ue>Hansen Pet er </ nsO: fi el dVal ue>
</ nsO: request Fi el d>
<nsO: r equest Fi el d>
<ns0: sequence>2</ ns0: sequence>
<ns0: fi el dName>Bl RTH_DATE</ nsO: f i el dNane>
<ns0: fi el dvVal ue>1965- 01- 20</ nsO: fi el dVal ue>
</ ns0: request Fi el d>
<nsO0: r equest Fi el d>
<ns0: sequence>3</ ns0: sequence>
<nsO: fi el dNane>TAXPAYER TYPE</ nsO: fi el dNanme>
<nsO: fi el dval ue>l NDI VI DUAL</ nsO: fi el dVal ue>
</ ns0: request Fi el d>
<nsO0: r equest Fi el d>
<ns0: sequence>4</ ns0: sequence>
<ns0: fi el dNane>l D_TYPE</ nsO: fi el dNane>
<ns0: fi el dvVal ue>DVL</ nsO: fi el dVal ue>
</ ns0: request Fi el d>
<nsO0: request Fi el d>
<ns0: sequence>5</ ns0: sequence>
<ns0: fi el dNanme>l D_VALUE</ nsO: fi el dNanme>
<nsO: fi el dval ue>123- 456- 009</ nsO: fi el dVal ue>
</ ns0O: request Fi el d>
</ ns0: servi ceRequest Dat a>
</ nsO: mai nDat a>
<ns0: r esponseDat a>
<nsO: r esponseDet ai | s>
<ns0: sequence>1</ ns0: sequence>
<ns0: t axpayer | d>9047106386</ ns0O: t axpayer | d>
</ ns0: responseDet ai | s>
</ ns0: responseDat a>
</ TSTaxpayer | dentification>

OneTimePayment

OneTimePayment Request

<nsl1l: TSOneTi nePaynent xm ns: nsl="http://oracl e.conf TSOneTi mePaynent . xsd" >

<nsl1: head>
<nsl:action />
<nsl: keyl>
<ns1: nanme>PER | D</ nsl: name>
<nsl:val ue>6888315916</ ns1l: val ue>
</ nsl: keyl>
<nsl: webUser | d>anonynous</ nsl: webUser | d>
<nsl: webUser Nane>anonynous</ nsl: webUser Nanme>
<nsl: enmai | Addr ess>j ohn. hanses@nmi | . conx/ nsl: enai | Addr ess>
<nsl:i pAddress>10. 159. 101. 209</ ns1: i pAddr ess>
</ nsl: head>
<ns1: mai nDat a>
<nsl: payDesti nati onType>CCOLL_NOTI CE</ nsl: payDesti nati onType>
<nsl: destinati onDetail s>
<nsl: sequence>1</ nsl: sequence>
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<nsl: fi el dNane>COLLECTI ON_NOTI CE_NO</ ns1: fi el dNane>
<nsl: fiel dval ue>6888315374</ ns1l: fi el dval ue>

</ nsl:destinationDetail s>

<ns1: paynent Type>CHECKI NG</ ns1: paynent Type>

<ns1: anobunt >100</ ns1: anobunt >

<ns1: currency>USD</ nsl: currency>

<nsl: paynment Dat e>2012- 10- 01- 04: 00</ ns1: paynent Dat e>

<nsl: bankAcct | nf 0>
<nsl: routi ngNunber >321171184</ ns1: r outi ngNunber >
<nsl: acct Nunber>111111</ns1: acct Nunber >

</ nsl: bankAcct | nf 0>

<ns1: cont act Enai | Addr ess>

j ohn. hanses@mai | . conx/ ns1: cont act Enai | Addr ess>

<nsl: paynment Vendor >ETPMSS</ ns1: paynent Vendor >

</ nsl: mai nDat a>
</ nsl: TSOneTi nePaynent >

OneTimePayment Response

<TSOneTi nePaynent xm ns: nsO0="http://oracl e.com TSOneTi nePaynent .

dat eTi meTagFor mat =
xm ns="http://oracl e.com TSOneTi nePaynent . xsd" >
<ns0: head>
<ns0: action />
<ns0: key1>
<ns0: nane>PER | D</ ns0: nanme>
<nsO0: val ue>6888315916</ ns0: val ue>
</ ns0: key1>
<ns0: key2>
<ns0: nane />
<ns0: val ue />
</ ns0: key2>
<ns0: key3>
<ns0: nane />
<ns0: val ue />
</ ns0: key3>
<ns0: key4>
<ns0: nane />
<ns0: val ue />
</ ns0: key4>
<ns0: key5>
<ns0: nane />
<ns0: val ue />
</ ns0: key5>
<ns0: webUser | d>anonynous</ ns0: webUser | d>
<ns0: webUser Nane>anonynous</ ns0: webUser Nanme>
<ns0: enai | Addr ess>j ohn. hansen@mai | . conx/ ns0: enai | Addr ess>
<ns0: i pAddr ess>10. 159. 101. 209</ ns0: i pAddr ess>
</ ns0: head>
<nsO0: request Status />
<ns0: error Message />
<ns0: confi rmat i onDat a>
<ns0: confirmati onl d>PTI D61000000</ ns0: confi rmati onl d>
<ns0: header >
<ns0: nessageCat egor y>11126</ ns0: nessageCat egor y>
<ns0: nessageNunber >11004</ ns0: nessageNunber >
<ns0: nessageParaneters />
<ns0: messageTxt Ovrd />

xsd
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</ ns0: header >
<ns0: det ai | s>
<ns0: sequence>1</ ns0: sequence>
<ns0: nessageCat egor y>11126</ ns0: nessageCat egor y>
<ns0: nessageNunber >11005</ ns0: nessageNunber >
<ns0: nessagePar anet er s>
<nsO: par anet er s>
<ns0: sequence>1</ ns0: sequence>
<ns0: par anmet er Val ue>$100. 00</ ns0: par anet er Val ue>
</ ns0: par anet er s>
<ns0: par anet er s>
<ns0: sequence>2</ ns0: sequence>
<nsO0: par anet er Val ue>10- 01- 2012</ ns0: par anet er Val ue>
</ ns0: par anet er s>
</ ns0: nessagePar anet er s>
<ns0: nessageTxt Ovrd />
</ ns0: det ai | s>
</ ns0: confi rmat i onDat a>
<nsO0: mai nDat a>
<ns0: payDesti nati onType>COLL_NOTI CE</ ns0: payDesti nati onType>
<ns0: desti nati onDetail s>
<ns0: sequence>1</ ns0: sequence>
<ns0: fi el dName>COLLECTI ON_NOTI CE_NO</ nsO: f i el dNanme>
<ns0: fi el dvVal ue>6888315374</ ns0: fi el dval ue>
</ ns0: desti nati onDet ai | s>
<ns0: paynment Type>CHECKI NG</ ns0: paynent Type>
<ns0: anobunt >100</ ns0: anount >
<nsO0: cur rency>USD</ ns0: cur r ency>
<ns0: paynent Dat e>2012- 10- 01</ ns0: paynent Dat e>
<ns0: bankAcct | nf 0>
<nsO0: rout i ngNunber >321171184</ nsO: r out i ngNunber >
<ns0: acct Number >111111</ ns0: acct Nunber >
</ ns0: bankAcct | nf 0>
<ns0: ext Transacti onRef ID />
<nsO0: cont act Enai | Addr ess>
j ohn. hansen@mai | . conx/ ns0: cont act Enai | Addr ess>
</ ns0: mai nDat a>
</ TSOneTi nePaynent >

PrepareExtPaymentData

PrepareExtPaymentData Request

<nsl: TSPr epar eExt Paynment Dat a xm ns: ns1="http://oracle. conf
TSPr epar eExt Paynent Dat a. xsd" >

<nsl: head>
<nsl: acti on>VALI DATEONLY</ ns1: acti on>
<nsl: keyl>
<nsl: nane>PER_| D</ nsl: name>
<nsl: val ue>6888315916</ ns1: val ue>
</ nsl: keyl>
<nsl: webUser | d>anoni nbus</ nsl: webUser | d>
<nsl: webUser Nane>anoni nous</ nsl: webUser Nane>
<nsl: emai | Address />
<nsl:i pAddress>10. 154. 132. 208</ ns1: i pAddr ess>
</ nsl: head>
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<ns1: mai nDat a>
<ns1: amobunt >200</ ns1: anount >
<nsl: paynent Dat e>2012- 10- 02</ ns1: paynent Dat e>
<ns1: payDesti nati onType>COLL_NOTI CE</ ns1: payDesti nati onType>
<nsl: destinati onDetail s>
<nsl: sequence>1</nsl: sequence>
<nsl: fi el dNane>COLLECTI ON_NOTI CE_NO</ ns1: fi el dNane>
<nsl: fiel dVal ue>6888315374</ ns1l: fi el dval ue>
</ nsl:destinationDetail s>
</ ns1: mai nDat a>
</ nsl: TSPr epar eExt Paynment Dat a>

PrepareExtPaymentData Response

<TSPr epar eExt Paynent Dat a xm ns: p="http://schemas. oracl e. com servi ce/ bpel / connmon"
xm ns: pl nk="htt p://schemas. xm soap. or g/ ws/ 2003/ 05/ part ner-1|ink/"
xm ns: ns1="http://schemas. oracl e. conf servi ce/ bpel / common"
xm ns:client="http://oracl e. conf TSPr epar eExt Paynment Dat a. xsd"
dat eTi mneTagFor mat =""
xm ns="http://oracl e. com TSPrepar eExt Paynent Dat a. xsd" >
<client: head>
<client:action>VALI DATEONLY</cl i ent: acti on>
<client: keyl>
<cl i ent: nane>PER | D</ cl i ent : nane>
<client:val ue>6888315916</ cl i ent : val ue>
</client:keyl>
<client:key2 />
<client:key3 />
<client:keys4 />
<client:key5 />
<cl i ent: webUser | d>JohnSni t h</cl i ent: webUser | d>
<cl i ent : webUser Name>JohnSmi t h</ cl i ent : webUser Name>
<client:enmail Address />
<client:ipAddress>10.154. 132. 208</cl i ent:i pAddr ess>
</client:head>
<client:errorMssage />
<cl i ent: confirmati onDat a>
<cl i ent : header >
<cli ent: messageCat egory />
<client: messageParaneters />
<client: messageTxtOvrd />
</client: header>
</client:confirmationData>
<cl i ent : mai nDat a>
<client:taxpayer| D>6888315916</cl i ent: t axpayer| D>
<cl i ent : anbunt >200</ cl i ent : anount >
<cl i ent: paynent Dat e>2012- 10- 02</ cl i ent : paynent Dat e>
<client: payDestinati onType>
COLL_NOTI CE</ cl i ent : payDesti nati onType>
<cl i ent: destinationDetail s>
<client:sequence>1</client: sequence>
<client:fiel dName>COLLECTI ON _NOTI CE NO</cl i ent: fi el dName>
<client:fieldVal ue>6888315374</client:fiel dval ue>
</client:destinationDetail s>
<client:external | D>
0915acde- 5f 95- 4df d- 8497-511137b02ald</ cl i ent: ext ernal | D>
<client:feeRequirenment />
</client: mai nDat a>
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</ TSPr epar eExt Paynment Dat a>
RequestStatusinquiry

RequestStatusinquiry Request

<nsl1: TSGet Confirmati onl nf ormati on dat eTi neTagFor mat =" xsd"
xm ns: ns1="http://oracle.com TSGet Confi rmati onl nformation. xsd">
<nsl: head>
<nsl: keyl />
<nsl: key2 />
<nsl: key3 />
<nsl: key4 />
<nsl: key5 />
<nsl1: webUser | d>anonynous</ nsl: webUser | d>
<nsl: webUser Nane>anonynous</ nsl: webUser Nanme>
<nsl:i pAddress>10. 154. 186. 249</ ns1: i pAddr ess>
</ nsl: head>
<nsl: error Message>
<nsl: nmessagePar anet er s>
<nsl: paraneters />
</ nsl: nessagePar anet er s>
</ nsl: errorMessage>
<ns1: confirmati onDat a>
<ns1: confirmationl d>SRI D10000000</ ns1: confirmati onl d>
<nsl: header >
<nsl: messagePar anet er s>
<nsl: paraneters />
</ nsl: messagePar anet er s>
</ nsl: header>
<nsl:detail s>
<nsl: messagePar anet er s>
<nsl: paraneters />
</ nsl: nessagePar anet er s>
</nsl:detail s>
</ nsl: confirmationDat a>
</ nsl: TSCGet Confi r mati onl nf or mati on>

RequestStatusinquiry Response

<TSGet Confirmationl nformati on xm ns: nsO="http://oracl e.com
TSCGet Confi rmati onl nf or mati on. xsd"
dat eTi neTagFor mat =" xsd"
xm ns="http://oracl e.com TSGet Confirmati onl nformation. xsd">
<ns0: head>
<ns0: action />
<ns0: key1>
<ns0: nane />
<ns0: val ue />
</ ns0: key1>
<ns0: key2>
<ns0: nane />
<ns0: val ue />
</ ns0: key2>
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<ns0: key3>
<ns0: nane />
<ns0: val ue />
</ ns0: key3>
<ns0: key4>
<ns0: nane />
<ns0: val ue />
</ ns0: key4>
<ns0: key5>
<ns0: nane />
<ns0: val ue />
</ ns0: key5>
<ns0: webUser | d>anonynous</ ns0: webUser | d>
<ns0: webUser Nane>anonynous</ ns0: webUser Nanme>
<ns0: enni | Address />
<nsO0: i pAddr ess>10. 154. 186. 249</ ns0: i pAddr ess>
</ ns0: head>
<ns0: request Status />
<ns0: err or Message>
<nsO: currency />
</ nsO: err or Message>
<ns0: confirmati onDat a>
<ns0: confirmati onl d>SRI D10000000</ ns0: confi rmati onl d>
<ns0: header >
<ns0: messageCat egory>11126</ ns0: messageCat egor y>
<ns0: messageNunber >10001</ ns0: nessageNunber >
<ns0: messagePar aneters />
<ns0: nessageTxt Ovrd />
</ ns0: header >
<nsO: det ai | s>
<ns0: sequence>1</ ns0: sequence>
<ns0: nessageCat egor y>11126</ ns0: nessageCat egor y>
<ns0: nessageNunber >15012</ ns0: nessageNunber >
<ns0: nessagePar anet er s>
<ns0: par anet er s>
<ns0: sequence>1</ ns0: sequence>
<nsO0: par anet er Val ue>
pet er. hansen@nmai | . conk/ ns0: par anet er Val ue>
</ ns0: par anet er s>
</ ns0: nessagePar anet er s>
<ns0: nessageTxt Ovrd />
</ ns0: det ai | s>
</ ns0: confi rmati onDat a>
</ TSGet Confi rmati onl nf or mati on>

TaxClearanceCertificate

TaxClearanceCertificate Request

<nsl: TSTaxpayer Servi ceRequest xm ns:nsl="http://oracle.com
TSTaxpayer Ser vi ceRequest . xsd" >

<nsl: head>
<nsl: keyl>
<nsl1: nanme>PER | D</ ns1l: name>
<nsl:val ue>9047106386</ nsl: val ue>
</ nsl: keyl>
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<nsl: webUser | d>anonynmous</ nsl: webUser | d>
<nsl: webUser Nane>anonynous</ nsl: webUser Nanme>
<nsl:i pAddress>10. 159. 122. 216</ nsl: i pAddr ess>
</ nsl: head>
<ns1: mai nDat a>
<nsl: servi ceRequest Type>
TAX_CLEARANCE_CERT</ nsl: servi ceRequest Type>
<nsl: responseMde>SYNCH</ nsl: responseMde>
<nsl: servi ceRequest Dat a>
<nsl: request Fi el d>
<nsl: sequence>1</nsl: sequence>
<nsl: fiel dName>EMAI L_ADDRESS</ nsl: fi el dNane>
<nsl:fiel dVal ue>peter. hansen@nui |l . conx/ nsl:fi el dval ue>
</ nsl:requestFi el d>
<nsl: request Fi el d>
<nsl: sequence>2</ nsl: sequence>
<nsl: fi el dName>PHONE NUMBER</ ns1:fi el dName>
<nsl:fiel dval ue>415 235-3421</ns1:fi el dval ue>
</ nsl:requestFi el d>
<nsl:requestFi el d>
<nsl: sequence>3</nsl: sequence>
<nsl: fi el dNane>TAX CERT_ PURPCSE</ nsl:fi el dName>
<nsl: fi el dval ue>PERSONAL</ ns1: fi el dval ue>
</ nsl:requestFi el d>
<nsl:requestFi el d>
<nsl: sequence>4</nsl: sequence>
<nsl: fi el dNane>PAPER COPY_ REQUI RED</ ns1: fi el dName>
<nsl:fiel dval ue>true</nsi:fi el dval ue>
</ nsl:requestFi el d>
<nsl: requestFi el d>
<nsl:fiel dName>Pl ease provi de additional commrents
here</nsl:fi el dName>
<nsl: fiel dval ue>Requri ed for CGovernent
G ant </ nsl:fiel dval ue>
</ nsl:requestFi el d>
</ nsl: servi ceRequest Dat a>
</ nsl: mai nDat a>
</ nsl: TSTaxpayer Ser vi ceRequest >

TaxClearanceCertificate Response

<TSTaxpayer Ser vi ceRequest xm ns: parans="http://schenas. oracl e. com servi ce/ bpel /
common"
xm ns: otss="http://oracl e. comf TSTaxpayer Ser vi ceRequest . xsd"
dat eTi meTagFor nat =""
xm ns="http://oracl e. com TSTaxpayer Servi ceRequest . xsd" >
<ot ss: head>
<ot ss: key1>
<ot ss: name>PER | D</ ot ss: nanme>
<ot ss: val ue>9047106386</ ot ss: val ue>
</ ot ss: keyl>
<ot ss: key2 />
<ot ss: key3 />
<ot ss: key4 />
<ot ss: key5 />
<ot ss: webUser | d>anonynous</ ot ss: webUser | d>
<ot ss: webUser Nane>anonynous</ ot ss: webUser Nane>
<ot ss: i pAddress>10. 159. 122. 216</ ot ss: i pAddr ess>
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</ ot ss: head>
<ot ss: error Message>
<ot ss: currency />
<ot ss: nessageTxt Ovrd />
</ ot ss: error Message>
<ot ss: confi rmati onDat a>
<ot ss: confi rmati onl d>SRI D81000000</ ot ss: confi rmati onl d>
<ot ss: header >
<ot ss: nessageCat egor y>11126</ ot ss: nessageCat egor y>
<ot ss: nessageNunber >10001</ ot ss: nessageNunber >
<ot ss: messageTxt Ovrd />
</ ot ss: header >
<ot ss: detail s>
<ot ss: sequence>1</ ot ss: sequence>
<ot ss: nessageCat egor y>11126</ ot ss: nessageCat egor y>
<ot ss: nessageNunber >15010</ ot ss: nessageNunber >
<ot ss: nessagePar anet er s>
<ot ss: par anet er s>
<ot ss: sequence>1</ ot ss: sequence>
<ot ss: par anet er Type>DATE</ ot ss: par anet er Type>
<ot ss: par anet er Val ue>2012- 10- 02</ ot ss: par anet er Val ue>
</ ot ss: par anet er s>
</ ot ss: nessagePar anet er s>
<ot ss: messageTxt Ovrd />
</otss:detail s>
</ ot ss: confirnmati onDat a>
<ot ss: nai nDat a>
<ot ss: servi ceRequest Type>
TAX- CLR- CERTI FI CATE</ ot ss: ser vi ceRequest Type>
<ot ss: responseMde>SYNCH</ ot ss: r esponseMde>
<ot ss: servi ceRequest Dat a>
<ot ss: request Fi el d>
<ot ss: sequence>1</ ot ss: sequence>
<ot ss: fi el dNane>EMAI L_ ADDRESS</ ot ss: fi el dNane>
<ot ss: fi el dVal ue>pet er. hansen@r acl e. conx/ ot ss: fi el dval ue>
</ ot ss: request Fi el d>
<ot ss: request Fi el d>
<ot ss: sequence>2</ ot ss: sequence>
<ot ss: fi el dNanme>PHONE NUMBER</ ot ss: fi el dName>
<otss: fiel dVal ue>415 235-3421</otss: fi el dval ue>
</ ot ss: request Fi el d>
<ot ss: request Fi el d>
<ot ss: sequence>3</ ot ss: sequence>
<ot ss: fi el dName>TAX CERT_ PURPCSE</ ot ss: fi el dNane>
<ot ss: fi el dVal ue>ClP</ ot ss: fi el dval ue>
</ ot ss: request Fi el d>
<ot ss: request Fi el d>
<ot ss: sequence>4</ ot ss: sequence>
<ot ss: fi el dName>PAPER_COPY_REQUI RED</ ot ss: fi el dName>
<ot ss: fiel dval ue>true</otss: fiel dval ue>
</ ot ss: request Fi el d>
<ot ss: request Fi el d>
<ot ss: fi el dName>P| ease provi de additional comments
here</ ot ss: fi el dNane>
<ot ss: fi el dvVal ue>Requri ed for Governent
Grant </ otss: fiel dval ue>
</ ot ss: request Fi el d>
</ ot ss: servi ceRequest Dat a>
</ ot ss: mai nDat a>
</ TSTaxpayer Ser vi ceRequest >
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PrepareExtPaymentData for Official Payments Corporation

PrepareExtPaymentData Request

<ns1: TSPr epar eExt Paynent Dat a xm ns: ns1="http://oracl e. com
TSPr epar eExt Paynent Dat a. xsd" >

<nsl: head>
<nsl: acti on>PREPARE</ ns1: acti on>
<nsl: keyl>
<ns1: nanme>PER | D</ ns1l: nanme>
<ns1: val ue>9351058855</ ns1: val ue>
</ nsl: keyl>
<nsl: key2>
<nsl: nane>PER_I| D</ nsl: name>
<nsl:val ue>2574389464</ nsl: val ue>
</ nsl: key2>
<nsl: webUser | d>anonynous</ nsl: webUser | d>
<nsl1: webUser Nane>anonynous</ nsl: webUser Nanme>
<nsl: emai | Address />
<nsl:i pAddress>10. 154. 106. 179</ nsl: i pAddr ess>
</ nsl: head>
<nsl: mai nDat a>
<ns1: paynent Vendor >OPC</ ns1: paynent Vendor >
<nsl: amount >33</ nsl: anount >
<nsl: paynment Dat e>2012- 09- 24</ ns1: paynent Dat e>
<nsl: payDesti nati onType>COLL_NOTI CE</ ns1: payDesti nati onType>
<nsl: destinationDetail s>
<nsl: sequence>1</nsl: sequence>
<nsl: fi el dName>COLLECTI ON_NOTI CE_NO</ nsl:fi el dName>
<nsl: fiel dVal ue>2574389884</ nsl: fi el dval ue>
</ nsl: destinationDetail s>
</ nsl: mai nDat a>
</ nsl: TSPr epar eExt Paynment Dat a>

PrepareExtPaymentData Response

<TSPr epar eExt Paynent Dat a xm ns: p="htt p://schemas. oracl e. com servi ce/ bpel / conmon"
xm ns: pl nk="htt p://schemas. xm soap. or g/ ws/ 2003/ 05/ part ner-|i nk/"
xm ns: ns1="http://schemas. oracl e. conif servi ce/ bpel / common"
xm ns:client="http://oracl e. conf TSPr epar eExt Paynent Dat a. xsd"
dat eTi meTagFor mat =""
xm ns="http://oracl e. coml TSPr epar eExt Paynent Dat a. xsd" >
<client: head>
<cl i ent: acti on>PREPARE</ cl i ent : acti on>
<client: keyl>
<cl i ent: name>PER_| D</cl i ent : nanme>
<client:val ue>9351058855</cl i ent : val ue>
</client:keyl>
<client: key2>
<client: name>PER | D</cli ent: nane>
<cl i ent:val ue>2574389464</ cl i ent : val ue>
</client:key2>
<client:key3 />
<client:key4 />
<client:key5 />
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<cl i ent : webUser | d>anonynous</ cl i ent : webUser | d>
<cl i ent: webUser Nane>anonynous</ cl i ent : webUser Narme>
<client:email Address />
<client:ipAddress>10.154. 106. 179</cl i ent: i pAddr ess>
</client:head>
<client:errorMssage />
<client:confirmtionData>
<client: header >
<client: nessageCat egory />
<client: nessageParaneters />
<client: messageTxtOvrd />
</client:header>
</client:confirmati onDat a>
<client: mai nDat a>
<client:taxpayer| D>9351058855</cl i ent: taxpayer| D>
<cl i ent: onBehal f Of Taxpayer | D>
2574389464</ cl i ent : onBehal f O Taxpayer | D>
<cl i ent : paynment Vendor >OPC</ cl i ent : paynent Vendor >
<cl i ent:anpunt >33</cl i ent : anount >
<cl i ent: paynment Dat e>2012- 09- 24</ cl i ent : paynment Dat e>
<client: payDestinati onType>
COLL_NOTI CE</ cl i ent : payDesti nati onType>
<client:destinationDetail s>
<client:sequence>1</client: sequence>
<client:fiel dName>COLLECTI ON_NOTI CE_NO</cl i ent: fi el dName>
<client:fieldVal ue>2574389884</client:fi el dval ue>
</client:destinationDetail s>
<client: paynent Det ai | s>
<client:sequence>1</client: sequence>
<client:fiel dName>paynment Anount </ client: fi el dName>
<client:fieldVal ue>33</client:fieldval ue>
</client:paymentDetail s>
<client: paynment Detail s>
<client:sequence>2</client: sequence>
<client:fiel dName>firstNane</client:fieldNane>
<client:fieldVval ue>xJohn</client:fieldVval ue>
</client:paynment Detail s>
<cl i ent: paynent Det ai | s>
<client:sequence>3</client: sequence>
<client:fiel dNane>m ddl eNane</client:fiel dName>
<client:fieldvalue />
</client: paynent Det ai | s>
<cl i ent: paynent Det ai | s>
<cl i ent: sequence>4</client: sequence>
<client:fiel dNane>l ast Name</client:fiel dNane>
<client:fieldVal ue>Sm th</client:fieldvalue>
</client: paynent Det ai | s>
<client: paynment Det ai | s>
<cl i ent: sequence>5</client: sequence>
<client:fieldName>suffix</client:fiel dName>
<client:fieldvalue />
</client: paynent Det ai | s>
<client: paynent Detai | s>
<cl i ent:sequence>6</client: sequence>
<client:fiel dName>addressl</client:fiel dName>
<client:fieldVal ue>33 Sansone St.</client:fieldVal ue>
</client: paynent Detai | s>
<client: paynent Detai | s>
<client:sequence>7</client: sequence>
<client:fiel dName>address2</client:fiel dName>
<client:fieldvalue />
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</client:paynment Detail s>

<cl i ent: paynent Det ai | s>
<client:sequence>8</client: sequence>
<client:fieldName>cityNanme</client:fiel dName>
<client:fieldVal ue>San Franci sco</client:fieldVal ue>

</client: paynent Det ai | s>

<cl i ent : paynent Det ai | s>
<cl i ent: sequence>9</client: sequence>
<client:fiel dName>provi nceCd</client:fiel dName>
<client:fieldVal ue>CA</client:fieldVal ue>

</client: paynent Det ai | s>

<client: paynment Det ai | s>
<cl i ent: sequence>10</cl i ent : sequence>
<client:fiel dNanme>postal Cd</client:fiel dNane>
<client:fieldVal ue>94111</client:fiel dval ue>

</client: paynent Det ai | s>

<client: paynent Detail s>
<client:sequence>11</cli ent: sequence>
<client:fieldName>email </client:fiel dName>
<client:fieldvalue />

</client: paynent Det ai | s>

<client: paynent Detai | s>
<client:sequence>12</client:sequence>
<client:fiel dName>cde-Fi el d-1</client:fi el dName>
<client:fieldVal ue>2574389884</client:fi el dval ue>

</client:paymentDetail s>

<client: paynment Detail s>
<client:sequence>13</client:sequence>
<client:fiel dName>cde- Ref eLi ne-7</client:fiel dNane>
<client:fieldVal ue>2574389884</client:fiel dval ue>

</client:paynment Detail s>

<cl i ent: paynent Det ai | s>
<client:sequence>14</cli ent: sequence>
<client:fiel dNane>cde- Busi Nanme- 8</cl i ent:fi el dName>
<client:fieldvalue />

</client: paynent Det ai | s>

<client:external |l D>

ddac3a78- 8d0d- 4589- bc8a- 57306f ddbd69</ cl i ent : ext er nal | D>

<client:feeRequirenment >CNVF</cl i ent: f eeRequi r enent >

</client: mai nDat a>
</ TSPr epar eExt Paynent Dat a>

Process Payment Post-back from Official Payments Corporation

PaymentPostBack from Official Payments Corporation

<Paynent Post Back xm ns="http://ww. of fici al paynents. coni Paynent Post Back/"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<paynent | dentifier>
f 2891ef c- e65d- 4ca5- b9da- 175586¢83369</ paynent | denti fi er >
<resul t Code>A</resul t Code>
<resul t Text >Appr oved</resul t Text >
<cust onDat aEl enent s>
<cust onDat aEl enent sequenceNunber="1">
COLL_NOTI CE</ cust onDat aEl enent >
<cust onDat aEl enent sequenceNumnber ="2">Col | ecti on
Not i ce</ cust onDat aEl enent >
<cust onDat aEl enent sequenceNunber="3">
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2574389884</ cust onDat aEl enent >
<cust onDat aEl enent sequenceNunber="5">
f 2891ef c- e65d- 4cab5- b9da- 175586¢83369</ cust onDat aEl enent >
<cust onDat aEl enent sequenceNunber ="6">
2574389884</ cust onDat aEl enent >
</ cust onDat aEl enent s>
<transacti onDat e>2012- 10- 01</ transacti onDat e>
<transactionTi ne>10: 28: 04</transacti onTi me>
<paynent Anount s>
<paynent Anbunt sequenceNunber="1">1. 00</ paynent Anount >
</ payment Anount s>
<t ransacti onFee>3. 95</t ransacti onFee>
<t ot al Char ge>4. 95</t ot al Char ge>
<account Type>VI SA</ account Type>
<aut hori zat i onCode>123456</ aut hori zat i onCode>
<recei pt Nunber >123456</ r ecei pt Nunber >
<paynent | D>1</ paynent | D>
<phoneNunber >1234567890</ phoneNunber >
<name>
<first>Amt</first>
<m ddl e></ m ddl e>
<| ast >Set h</| ast >
<suf fi x></suffix>
</ nane>
<addr ess>
<street 1>33 Sansone St.</streetl1>
<street2></street 2>
<ci ty>San Franci sco</city>
<st at eOr Provi nce>CA</ st at eOr Pr ovi nce>
<zi pOr Post al Code>94111</ zi pOr Post al Code>
<count r yCode>US</ count r yCode>
</ addr ess>
<emai | Addr ess>t axpayer @i | opti on. conk/ enai | Addr ess>
<paynent Channel >net </ paynent Channel >
</ Paynent Post Back>

TSOneTimePayment Request

<TSOneTi nePaynent xm ns: nsl="http://oracle.com TSOneTi nePaynent . xsd" >

<nsl: head>
<nsl: keyl>
<nsl1: nanme>PER | D</ nsl: name>
<nsl:val ue>1004567890</ nsl: val ue>
</ nsl: keyl>
<nsl: key2>
<nsl: nane>PER | D</ nsl: nane>
<nsl:val ue />
</ nsl: key2>
</ nsl: head>
<nsl: confirmati onDat a>
<nsl: confirmationl d>EVI D123456</ ns1: confirmati onl d>
</ nsl: confirmationDat a>
<ns1: mai nDat a>
<ns1: paynment Type>APCC</ ns1l: paynent Type>
<nsl: payDesti nati onType>CLCN</ nsl: payDesti nati onType>
<nsl: destinationDetail s>
<nsl: sequence>1</nsl: sequence>
<nsl:fiel dval ue>2574389884</ nsl: fi el dval ue>
<nsl: sequence>2</ nsl: sequence>
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<nsli:
<nsl:
<nsl:
<nsl:
<nsl:

fieldvalue />
sequence>3</ nsl: sequence>
fieldvalue />
sequence>4</ nsl: sequence>
fieldvalue />

</nsl:destinationDetail s>

<ns1: amount >1. 00</ ns1: anount >

<nsl: currency>USD</ nsl: currency>

<nsl: paynent Dat e>2012- 10- 01</ ns1: paynent Dat e>

<nsl: cont act Enmi | Addr ess>

t axpayer @mi | opti on. conk/ nsl: cont act Emai | Addr ess>
<nsl: ext Transacti onRef | D>123456</ nsl: ext Transact i onRef | D>
<ns1: external | d>

f2891ef c- e65d- 4ca5- b9da- 175586¢83369</ nsl: ext er nal | d>
<ns1: paynent Vendor >OPC</ ns1: paynent Vendor >

<ns1: ext er nal Paynent Dat a>

<nsl:

payment | denti fier>

f 2891ef c- e65d- 4ca5- b9da- 175586¢83369</ ns1: paynent | dentifi er>

<nsl:
<nsl:
<nsl:
<nsl:
<nsl:
<nsl:
<nsl:
<nsl:

resul t Code>A</ nsl: resul t Code>

resul t Text >Appr oved</ nsl: resul t Text >

transacti onTi me>10: 28: 04</ ns1:transacti onTi me>
t ransacti onFee>3. 95</ nsl:transacti onFee>

t ot al Char ge>4. 95</ ns1l:t ot al Char ge>

account Type>VI SA</ ns1: account Type>

busi nessNane />

name>

<nsl: firstName>John</ nsl: firstNane>
<nsl: mi ddl eNane />
<nsl: | ast Nanme>Sni t h</ ns1: | ast Nane>
<nsl:suffix />

</ nsl: nane>

<nsl:

addr ess>

<nsl: street 1>33 Sansone St.</nsl:streetl1>
<nsl:street2 />
<nsl: city>San Franci sco</nsl:city>
<nsl: st at e>CA</ ns1l: st at e>
<nsl: postal >94111</ ns1: post al >
<nsl: count r y>USA</ nsl: country>
</ nsl: address>

<nsl:
<nsl:
<nsl:
<nsl:
<nsl:
<nsl:

emai | Addr ess>t axpayer @mi | opti on. conx/ nsl: emai | Addr ess>
phoneNunber >1324567890</ ns1: phoneNunber >

reci ept Number >123456</ ns1: r eci ept Nunber >

paynent | D>1</ ns1: paynment | D>

trafficSchool />

paynent Channel >net </ ns1: paynent Channel >

</ nsl: ext er nal Paynent Dat a>

</ nsl: mai
</ TSOneTi nePaynent >

nDat a>

Process Payment Report from Official Payments Corporation

ReportReconciliation from Official Payments Corporation

<Report Reconciliation xm ns="http://ww. of fi ci al paynents. com ReportReconciliation">

<cust onDat aEl enent 1>COLL_NOTI CE</ cust onDat aEl enent 1>
<cust onDat aEl enent 2>Col | ecti on Noti ce</ cust onDat aEl enent 2>
<cust onDat aEl enent 3>2574389884</ cust onDat aEl enent 3>
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<cust onDat aEl enment 4></ cust onDat aEl enent 4>

<cust onDat aEl enent 5>

b5e9c218- c940- 4137- ad00- b9d2dac95529</ cust onDat aEl enent 5>

<cust onDat aEl enent 6>2574389884</ cust onDat aEl enent 6>

<cust onDat aEl enent 7></ cust onDat aEl enent 7>

<cust onDat aEl enent 8></ cust onDat aEl enent 8>

<cust onDat aEl enent 9></ cust onDat aEl enent 9>

<transacti onDat €e>20120824</transacti onDat e>

<transacti onTi ne>142758</transacti onTi ne>

<paynent Anpbunt 1>13. 00</ paynent Anount 1>

<paynent Anpbunt 2>0. 00</ paynent Anount 2>

<paynent Anount 3>0. 00</ paynent Anount 3>

<payment Amount 4>0. 00</ paynment Anount 4>

<paynent Anount 5>0. 00</ paynent Anount 5>

<paynent Anount 6>0. 00</ paynent Anount 6>

<paynent Anount 7>0. 00</ paynent Anount 7>

<paynent Anpbunt 8>0. 00</ paynent Anount 8>

<paynent Anount 9>0. 00</ paynent Anount 9>

<transacti onFee>3. 95</transacti onFee>

<t ot al Char ge>16. 95</t ot al Char ge>

<account Type>V</ account Type>

<aut hori zat i onCode>123456</ aut hori zat i onCode>

<r ecei pt Nunber >123456</ r ecei pt Nunber >

<trafficSchool Fl ag>0</trafficSchool Fl ag>

<paynent | D>1</ paynent | D>

<phoneNunber >1234567890</ phoneNunber >

<ANI ></ ANl >

<first Name>John</first Name>

<m ddl eNane></ m ddl eNane>

<l ast Nanme>Sni t h</ | ast Narme>

<street 1>33 Sansone St</streetl>

<street 2></street 2>

<ci ty>San Franci sco</city>

<reservedFi el d></reservedFi el d>

<st at eOr Provi nce>CA</ st at eOr Pr ovi nce>

<zi pOr Post al Code>94111</ zi pOr Post al Code>

<emai | Addr ess>t axpayer @rai | opti on. conk/ emai | Addr ess>

<count r yCode>US</ count r yCode>

<r et ur nedDat e></ r et ur nedDat e>

<r et urnedDescri pti on></returnedDescri pti on>

<paynent Channel >NET</ paynent Channel >

<uni quel denti fier>

b5e9c218- c940- 4137- ad00- b9d2dac95529</ uni quel denti fi er>
</ Report Reconci |l i ati on>

ProcessPaymentReportRecord from Official Payments Corporation

<TSPr ocessExt PayReport Record xnl ns: ai a="http://wwmv. oracl e. comf XSL/ Tr ansf or m j ava/
oracl e. apps. ai a. core. xpat h. Al AFuncti ons"
xm ns: nsO="http://oracl e. conl TSProcessExt PayReport Recor d. xsd"
xm ns="http://oracl e. com TSPr ocessExt PayReport Record. xsd" >
<ns0: head>
<ns0: action />
<ns0: key1>
<ns0: nane />
<ns0: val ue />
</ ns0: key1>
<ns0: key2>
<ns0: nane />
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<ns0: val ue />
</ ns0: key2>
<ns0: key3>
<ns0: nane />
<ns0: val ue />
</ ns0: key3>
<ns0: key4>
<ns0: nane />
<nsO0: val ue />
</ ns0: key4>
<ns0: key5>
<ns0: nane />
<ns0: val ue />
</ ns0: key5>
<ns0: webUserld />
<ns0: webUser Nane />
<ns0: ermai | Address />
<nsO0: i pAddress />
</ ns0: head>
<ns0: request Status />
<nsO0: err or Message>
<ns0: nessageCat egory />
<ns0: nessageNunber />
<ns0: messagePar aneters />
<nsO: currency />
<ns0: nessageTxt Ovrd />
</ nsO: err or Message>
<ns0: paynent Report Recor d>
<ns0: paynent Vendor >OPC</ ns0: paynent Vendor >
<ns0: amount >13. 00</ ns0: anount >
<ns0: paynment Dat e>2012- 08- 24</ ns0: paynent Dat e>
<ns0: payDesti nati onType>C1CN</ ns0: payDesti nati onType>
<ns0: desti nati onDet ai | s>
<ns0: sequence>1</ ns0: sequence>
<ns0: fi el dNane />
<ns0: fi el dVal ue>2574389884</ ns0: fi el dval ue>
</ ns0: desti nati onDet ai | s>
<ns0: desti nati onDet ai | s>
<ns0: sequence>2</ ns0: sequence>
<ns0: fi el dNanme />
<ns0: fi el dval ue />
</ nsO: destinati onDetail s>
<ns0: desti nati onDet ai | s>
<ns0: sequence>3</ ns0: sequence>
<nsO: fi el dNane />
<nsO: fi el dval ue />
</ ns0O: destinati onDetail s>
<ns0: desti nati onDet ai | s>
<ns0: sequence>4</ ns0: sequence>
<nsO: fi el dNane />
<nsO: fi el dval ue />
</ ns0: desti nati onDet ai | s>
<ns0: paynent Type>APCC</ ns0: paynent Type>
<ns0: ext Tr ansact i onRef | D>123456</ ns0: ext Transact i onRef | D>
<nsO: ext ernal | d>
b5e9c218- c940-4137- ad00- b9d2dac95529</ ns0: ext er nal | d>
<nsO0: ext er nal Paynment Report Dat a>
<ns0: paynent I dentifier />
<ns0: resul t Code />
<ns0:resul t Text />
<ns0: transacti onFee>3. 95</ ns0: t ransact i onFee>
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<ns0: transactionTi me>14: 27: 58</ ns0: t ransact i onTi ne>
<nsO0: t ot al Char ge>16. 95</ nsO0: t ot al Char ge>
<ns0: account Type>V</ ns0: account Type>
<ns0: busi nessNane />
<ns0: name>
<ns0: first>John</nsO: first>
<nsO: nmi ddl e />
<ns0: | ast >Sm t h</ ns0: | ast >
<nsO: suffix />
</ ns0: name>
<ns0: addr ess>
<ns0: street 1>33 Sansonme St. </ nsO:street 1>
<nsO: street 2></ ns0: st reet 2>
<ns0: ci ty>San Franci sco</ns0: city>
<ns0: st at eOr Provi nce />
<nsO0: post al >94111</ ns0: post al >
<ns0: count r y>US</ ns0O: count ry>
</ ns0: addr ess>
<ns0: phoneNunber >9085478888</ ns0: phoneNunber >
<ns0: enai | Addr ess>t axpayer @mi | opti on. con</ ns0: emai | Addr ess>
<nsO0: r ecei pt Nunber >123456</ nsO0: r ecei pt Nunber >
<ns0: paynent I D />
<nsO: traffi cSchool >0</ ns0: traffi cSchool >
<ns0: paynment Channel >NET</ ns0: paynent Channel >
<nsO0: uni quel dentifier />
</ ns0: ext er nal Paynent Report Dat a>
</ ns0: paynent Report Recor d>
</ TSPr ocessExt PayRepor t Recor d>
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Appendix C

Integration with Official Payments Corporation

Official Payments XML Payment PostBack Schema

<?xm version="1.0"?>
<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema" xm ns: xpp="http://
www. of fi ci al paynent s. conf Paynment Post Back/ " target Namespace="http://
www. of fi ci al payment s. com Paynent Post Back/" el ement For mDef aul t ="qual i fi ed">
<xsd: annot ati on>
<xsd: docunent at i on>
O ficial Paynents Corp. Paynent Post Back
Copyright (c) 2003-2005 by O ficial Paynents Corp. Al Ri ghts Reserved.
</ xsd: docunent at i on>
</ xsd: annot at i on>

<xsd: el ement nane="Paynent Post Back" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="paynentldentifier"” type="xsd:string" m nQccurs="1"
maxQccur s="1"/ >
<xsd: el emrent nanme="resul t Code" type="xpp: Paynment Resul t CodeType" mi nCccurs="1"
maxQccur s="1"/ >
<xsd: el emrent name="result Text" type="xsd:string" m nQccurs="1" maxCccurs="1"/>
<xsd: el enrent nanme="cust onDat aEl enment s" type="xpp: Cust onDat aEl enent sType"
m nOccur s="1" maxQccurs="1"/>
<xsd: el emrent name="transacti onDate" type="xsd:date" m nCccurs="1"
maxQccur s="1"/ >
<l-- Note that the tinme will include the offset from Co-O dinated Universa
Time. -->
<xsd: el enrent name="transactionTi ne" type="xsd:tinme" m nCccurs="1"
maxQccur s="1"/ >
<xsd: el emrent nanme="paynent Anount s" type="xpp: Paynent Amount sType" mni nCccurs="1"
maxQccur s="1"/ >
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<xsd: el emrent nane="transacti onFee" type="xsd:deci mal" ni nCccurs="1"
maxQccur s="1"/>
<xsd: el emrent nane="t ot al Charge" type="xsd:decimal" m nCccurs="1" maxQccurs="1"/
>
<xsd: el ement nanme="account Type" type="xpp: Account TypeType" m nCccurs="1"
maxQccur s="1"/ >
<xsd: el ement nane="aut hori zati onCode" type="xsd:string" m nCccurs="0"
maxQccur s="1"/>
<xsd: el enrent nanme="recei pt Nunber" type="xsd:string" m nCccurs="0"
maxQccurs="1"/>
<xsd: el emrent name="trafficSchool" type="xsd: nonNegativel nteger” m nCccurs="0"
maxQccur s="1"/ >
<xsd: el ement nane="paynent| D' type="xsd: nonNegativelnteger" mi nCccurs="1"
maxQccurs="1"/>
<xsd: el emrent nanme="phoneNunber" type="xsd:string" m nCccurs="1" naxCccurs="1"/>
<xsd: el enrent name="ani " type="xsd:string" mnCccurs="0" naxCccurs="1"/>
<xsd: el ement name="nane" type="xpp: | ndivi dual NanmeType" m nCccurs="0"
maxQccur s="1"/ >
<xsd: el emrent nane="address" type="xpp: AddressType" m nCccurs="0" maxQccurs="1"/
>
<xsd: el enrent nanme="enai | Address" type="xpp: Emai | Addr essType" m nCccurs="0"
maxQOccurs="1"/>
<xsd: el emrent nanme="paynent Channel " type="xpp: Paynent Channel Type" m nCccurs="1"
maxQccur s="1"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >

<I'-- The paynent result codes -->
<xsd: si npl eType name="Paynent Resul t CodeType" >
<xsd:restriction base="xsd:string">

<xsd: enuneration val ue="A"/>

<l-- An approval -->

<xsd: enuner ati on val ue="D"/>
<!l-- Adecline -->

<xsd: enuner ati on val ue="E"/>
<l-- An error -->

</xsd:restriction>
</ xsd: si npl eType>

<l-- List of Custom Data El ements -->
<xsd: conpl exType nanme="Cust onDat aEl enent sType" >
<xsd: sequence>
<xsd: el emrent name="cust onDat aEl enent" type="xpp: Cust onDat aEl enent Type"
m nCccur s="1" maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<I-- Single Custom Data El ement -->
<xsd: conpl exType nane="Cust onDat aEl enent Type" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string">
<xsd: attribute nane="sequenceNunber” type="xsd: positivelnteger" use="required"/

</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<l-- List of Paynent Anounts -->
<xsd: conpl exType name="Paynment Anount sType" >
<xsd: sequence>
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<xsd: el ement nanme="paynent Anount" type="xpp: Paynment Anount Type" ni nCccurs="1"

maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<I-- Single Paynment Amount -->
<xsd: conpl exType nanme="Paynment Anount Type" >
<xsd: si npl eCont ent >

<xsd: ext ensi on base="xsd: deci mal ">

<xsd: attri bute nane="sequenceNunber" type="xsd: positivelnteger" use="required"/

</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<l-- The account types -->

<xsd: si npl eType name="Account TypeType" >
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="AMEX"/ >

<I-- Anerican Express -->
<xsd: enuner ati on val ue="DI SC'/ >
<!-- Discover -->

<xsd: enuner ati on val ue="M"/ >
<!-- MasterCard -->

<xsd: enuner ati on val ue="VI SA"/ >
<l-- VISA -->

<xsd: enuner ati on val ue="EC'/ >

<l -- E-Check Personal Checking Account -->
<xsd: enuner ati on val ue="ES"/>
<l-- E-Check Personal Savings Account -->
<xsd: enuner ati on val ue="EBC'/ >
<l -- E-Check Busi ness Checki ng Account -->
<xsd: enuner ati on val ue="EBS"/ >
<l -- E-Check Busi ness Savi ngs Account -->

</ xsd:restriction>
</ xsd: si npl eType>

<l-- An individual's nane -->
<xsd: conpl exType nanme="1ndi vi dual NaneType" >
<xsd: sequence>

<xsd: el ement name="first" type="xsd:string" m nCccurs="1" maxQCccurs="1"/>
<xsd: el emrent name="m ddl e" type="xsd:string" m nCccurs="0" nmaxCccurs="1"/>
<xsd: el emrent name="l| ast" type="xsd:string" m nCccurs="1" maxCccurs="1"/>

<xsd: el emrent name="suffix" type="xsd:string" m nCccurs="0" naxQccurs="1"/>

</ xsd: sequence>
</ xsd: conpl exType>

<l-- An address -->
<xsd: conpl exType nanme="Addr essType" >
<xsd: sequence>

<xsd: el enrent nanme="streetl1l" type="xsd:string" m nCccurs="0" maxCccurs="1"/>
<xsd: el enent nanme="street2" type="xsd:string" m nCccurs="0" nmaxCccurs="1"/>
<xsd: el ement name="city" type="xsd:string" m nCccurs="0" maxCccurs="1"/>

<xsd: el emrent nanme="county" type="xsd:string" m nCccurs="0" maxCccurs="1"/>

<xsd: el ement nanme="stateO Provi nce" type="xsd:string" m nCccurs="0"
maxQccurs="1"/>

<xsd: el emrent nane="zi pOr Post al Code" type="xsd: string" m nCccurs="1"
maxQccurs="1"/>

<l-- See the following link for |1SO 3166 country codes:

http://ww.iso.ch/iso/en/prods-services/iso3166ma/02i so-3166-code-1ists/

list-enl.htm -->
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<xsd: el ement name="countryCode" t
</ xsd: sequence>
</ xsd: conpl exType>
<l-- -->

An emmi | address.

ype="xsd: string"

<xsd: si npl eType name="Emai | Addr essType" >

<xsd:restriction base="xsd:string"
<xsd: pattern val ue="([a-zA-Z0-9 \
{1,3}\V.) | (([a-zA-Z0-9\ -1+ .)+))([a-z
</ xsd:restriction>
</ xsd: si npl eType>

<!-- The paynment channels -->
<xsd: si npl eType nane="Paynent Channe
<xsd:restriction base="xsd: string"
<xsd: enuneration val ue="net"/>
<l-- the web/internet -->
<xsd: enuner ati on val ue="ivr"/>
<I'-- tel ephone through an IVR -->
<xsd: enuneration val ue="fil epay"/
<I-- a file and pay partner -->
<xsd: enuneration val ue="cs"/ >
<I-- with the help of a custoner
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: schema>

Official Payments Post-back XML Mapping

>
]

t)
A-Z1{2,

| Type" >
>

>

service rep -->

m nCccur s="0"

maxQccur s="1"/ >

1, 3}\.[0-9]

Official Payments Post-back XML Message

TSOneTimePayment Message

DVM Mapping

Element Name Parent Element

Type

Element Name Parent Element

Type

DVM/Value Source

PaymentPostBack Outermost Tag TSOneTimePayment Outermost Tag
mainData TSOneTimePayment Group
paymentVendor mainData Field This value is taken
from Configuration
Properties
paymentAmounts PaymentPostBack  List
paymentAmount paymentAmounts Field amount mainData Field The first
paymentAmount field
in the list
currency mainData Field Default Currency
code from
Configuration
Properties
transactionDate PaymentPostBack paymentDate mainData Field Convert to xsd:Date
bankAcctinfo mainData Group
routingNumber bankAcctinfo Field
acctNumber bankAcctinfo Field
emailAddress PaymentPostBack  Field contactEmailAddress mainData Field Same field from OPC
mapped twice
customDataElements PaymentPostBack  List
customDataElement customDataElementsField payDestinationType mainData Field OTSS_PaymentDestination
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Official Payments Post-back XML Message

TSOneTimePayment Message

DVM Mapping

Populate with
customDataElement
with attribute
sequenceNumber = 1

destinationDetails ~ mainData

List

sequence destinationDetails

Field

Populate the
sequenceNumber
from 1 to 4 in a loop

fieldName destinationDetails

Field

customDataElement customDataElementsField

fieldvalue destinationDetails

Field

Populate the

values for
customDataElement
in a loop where
sequenceNumber =
6,7,8 and 9

authorizationCode

PaymentPostBack

Field

extTransactionRefID mainData

Field

This is the
confirmation 1D
coming back from
OPC

customDataElement customDataElementsField

externallD mainData

Field

Populate with
customDataElement
with attribute
sequenceNumber =5

externalPaymentDatamainData

Group

paymentldentifier PaymentPostBack  Field paymentldentifier externalPaymentDataField Same as a unique id

resultCode PaymentPostBack  Field resultCode externalPaymentDataField If the code is
anything other than
A drop the message
i.e. Do not send it.

resultText PaymentPostBack  Field resultText externalPaymentDataField New field

transactionTime PaymentPostBack  Field transactionTime externalPaymentDataField xsd:Time

transactionFee PaymentPostBack  Field transactionFee externalPaymentDataField

totalCharge PaymentPostBack  Field totalCharge externalPaymentDataField

accountType PaymentPostBack  Field accountType externalPaymentDataField

accountType PaymentPostBack  Field paymentType mainData Field OPC_PaymentType
This field is in the
mainData section
and will be populated
using the DVM.
Same field from OPC
is mapped to two
different fields.

name PaymentPostBack  Group name externalPaymentDataGroup

first name Field firstName name Field

middle name Field middleName name Field

last name Field lastName name Field
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Official Payments Post-back XML Message

TSOneTimePayment Message

DVM Mapping

suffix

name Field

suffix

name Field

customDataElement

customDataElementsField

businessName

externalPaymentDataField

Populate with
customDataElement
with attribute
sequenceNumber = 4

address PaymentPostBack  Group address externalPaymentDataGroup

streetl address Field streetl address Field

street2 address Field street2 address Field

city address Field city address Field

stateOrProvince address Field state address Field

zipOrPostalCode address Field postal address Field

countryCode address Field country address Field OTSS_Country

emailAddress

PaymentPostBack  Field

emailAddress

externalPaymentDataField

phoneNumber

PaymentPostBack  Field

phoneNumber

externalPaymentDataField

receiptNumber

PaymentPostBack  Field

recieptNumber

externalPaymentDataField

Same as an
authorization code

paymentID PaymentPostBack  Field paymentID externalPaymentDataField
trafficSchool PaymentPostBack  Field trafficSchool externalPaymentDataField
paymentChannel PaymentPostBack  Field paymentChannel externalPaymentDataField
Official Payments Payment Report Mapping
Official Payments Payment Report File Format TSProcessExtPayReportRecord Message DVM
Mapping
Field # Description Max Length Type Format and Element Name Parent Element Type DVM/Value
Example Source
TSProcessExtPayReportRecord OutermostTag
paymentReportR&EsbcessExtPagReywrtRecord
paymentVendor paymentReportRE=ddd This value be
picked from
Configuration
Properties
currency paymentReportRE=ddd Default the
Currency
code from
Configuration
Properties
1 Custom Data 75 Alphanumeric payDestinationTygsymentReportRE=ddd OTSS_PaymentDestination
Element #1 Populate with

customDataElement
with attribute
sequenceNumber
=1
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Official Payments Payment Report File Format

TSProcessExtPayReportRecord Message DVM

Mapping
2 Custom Data 75 Alphanumeric
Element #2
3 Custom Data 75 Alphanumeric
Element #3
4 Custom Data 75 Alphanumeric businessName externalPaymentRiefrbrtData Populate with
Element #4 customDataElement
with attribute
sequenceNumber
=4
5 Custom Data 75 Alphanumeric externallD paymentReportRE=ddd Populate with
Element #5 customDataElement
with attribute
sequenceNumber
=5
destinationDetailpaymentReportREeisbrd Populated in a
loop
sequence destinationDetail§ield Populate the
sequenceNumber
fromltodina
loop
fieldName destinationDetail§ield
6 Custom Data 75 Alphanumeric fieldvalue destinationDetail§ield Populate the
Element #6 values for
customDataElement
in a loop where
sequenceNumber
=6
7 Custom Data 75 Alphanumeric fieldvValue destinationDetail§ield Populate the
Element #7 values for
customDataElement
in a loop where
sequenceNumber
=7
8 Custom Data 75 Alphanumeric fieldvalue destinationDetail§ield Populate the
Element #8 values for
customDataElement
in a loop where
sequenceNumber
=8
9 Custom Data 75 Alphanumeric fieldvalue destinationDetail§ield Populate the
Element #9 values for
customDataElement
in a loop where
sequenceNumber
=9
10 Date of 8 Numeric Format: paymentDate  paymentReportRE=ddd Convert to
Transaction yyyymmdd; xsd:Date
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Official Payments Payment Report File Format

TSProcessExtPayReportRecord Message DVM

Mapping
Example:
20030531
11 Time of 6 Numeric Format: transactionTime externalPaymentRiefgbrtData Convert to
Transaction hhmmss; xsd:Time
Example:
134504
12 Payment 15 Currency Format: amount paymentReportRE=ddd Pick the first
Amount #1 dollars.cents; paymentAmount
Examples: field in the list
1837.13,
11633.00
13 Payment 15 Currency
Amount #2
14 Payment 15 Currency
Amount #3
15 Payment 15 Currency
Amount #4
16 Payment 15 Currency
Amount #5
17 Payment 15 Currency
Amount #6
18 Payment 15 Currency
Amount #7
19 Payment 15 Currency
Amount #8
20 Payment 15 Currency
Amount #9
externalPaymentpPaypoabtaportREcoup

21 Transaction Fee 15 Currency Format: transactionFee externalPaymentRiefbrtData
dollars.cents;
Example: 2.50

22 Total Charge 15 Currency Format: totalCharge externalPaymentRiefsbrtData
dollars.cents;
(Sum of
Payment
Amount(s) and
Transaction
Fee)

23 Account Type 10 Alphanumeric  See Table — accountType  externalPaymentRiefsbrtData This field
Account Type, is in the
indicates credit paymentReportRecord
card type section and will

be populated
using the DVM.
Same field from
OPC mapped
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Official Payments Payment Report File Format

TSProcessExtPayReportRecord Message DVM

Mapping

to two different
fields

OPC_PaymentType

and maps to
accountType
from OPC
paymentType paymentReportREm=ddd OPC_PaymentType
24 Authorization 50 Alphanumeric  Examples: extTransactionRefymentReportRE=ddd
Code 123456, T34997
25 Receipt Number 50 Alphanumeric ~ Generally the  recieptNumber externalPaymentRiefgbrtData
same as the
Authorization
Code unless
Receipt Number
is otherwise
provided or
specified.
26 Traffic School 4 Numeric (0O=No TS; trafficSchool externalPaymentRiefsbrtData
Flag 1..9=Fee in
Payment Amt.
#x)
27 Payment ID 4 Numeric IVR Main Menu
choice or Court
ID
28 Phone Number 20 Numeric The phone phoneNumber externalPaymentRiefrbrtData
number as
specified by
payer
29 ANI 20 Numeric IVR only -
caller's phone
number as
collected via
caller-ID
name externalPaymentRepaptData
30 First Name 64 Alphanumeric firstName name Field
31 Middle Name 64 Alphanumeric middleName name Field
32 Last Name 64 Alphanumeric lastName name Field
suffix name Field
address externalPaymentRemaptData
33 Street Address 64 Alphanumeric streetl address Field
#1
34 Street Address 64 Alphanumeric street2 address Field
#2
35 City/Town 64 Alphanumeric city address Field
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Official Payments Payment Report File Format

TSProcessExtPayReportRecord Message DVM

Mapping
36 Reserved 64 Alphanumeric  Reserved for
future use
37 State/Province 64 Alphanumeric state address Field
38 Zip/Postal Code 20 Alphanumeric postal address Field
39 Email Address 75 Alphanumeric emailAddress  externalPaymentRiefgbrtData
40 Country 2 Alphanumeric  See Table - country address Field OTSS_Country
Country Code
41 Returned Date 8 Alphanumeric ~ Format:
yyyymmdd;
Chargeback
date
42 Returned 35 Alphanumeric  Chargeback -
Description Description ACH
and NOC codes
(see Return
Description
table)
43 Payment 10 Alphanumeric  IVR or NET paymentChannelexternalPaymentRiefrbrtData
Channel
44 Unique Identifier 50 Alphanumeric  Used for Co- uniqueldentifier externalPaymentRiefmbrtData Payment unique

Brand+ and STP
only. Unique
Identifier for the
transaction as
provided by the
Client.

identifier
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Appendix D

Setup Parameters for Official Payments Co-branding

If you choose Official Payments Corporation (OPC) as your external payment provider for the self-service application, you
must contact OPC for required configuration and setup information. To co-brand an OPC page with your own information
(including images), you must also complete and submit the following information.

OPC's central web siteisavailable for viewing at https:. //mww.official payments.com/index.jsp.

OPC Client CoBranding Parameters and Image Specifications

A. Setup CoBrand Product Information

Client Name (To be displayed):

Payment Type Name (To be displayed):

Batch Cut Off Time (24:00):

Batch Cut Off Time Zone:

Require Email Address (Y/N):
Use CVV (Y/N):

Display Fee Calculator (Y/N):

Lock Fee Calculator Amount (Y/N}:
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B. Setup CoBrand specific URL parameters & XML Posthack Configuration

Return URL:
*The link that user's can click on to return to the client's site.

Redirect URL:
*If the user comes directly to www.officialpayments.com but is supposed to start from client site
to make this payment, it will redirect the user to the client site from where the user should

start the payment

Error URL:
*If there is an error that our system cannot handle, it will redirect the user to this URL.

Cancel URL:
*The link that user's can click on the Cancel button to return to the client's site.

Production Postback URL:
*The server our system should send authorization result information.

Must use 22k,

Test Posthack URL:
*The server that our system should send authorization result information during testing.
Must use S55L.

Allow Multiple Payment Posthacks (Y/N):

Number of Pgsthacgk Retries (0-5):
Seconds Between Postback Retries (max 5 sec):

C. Setup CoBrand Custom Data Elements (CDE)

*Unique Identifier is required. All other CDE's are optional.

CDE | Name Caption | Length | Max Hidden?
Length (Y/N)
1 Unique Identifier N/A
(Required)

2

3

4

5

3]

7

8

9
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D. Payment Options

American Express (Y/N):
MasterCard Credit (Y/N):
Visa Credit (Y/N):
Discover Credit (Y/N):
Visa Debit (Y/N):
MasterCard Debit (Y/N):
E-Check (Y/N):

E. Optional Header and Logo

Header Banner (Optional) 400w X 60h

Sample:

Welcome to

Williams County £

il

Logo (Optional) 64w X 64H

Sample:
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Glossary

Appendix E

Term/Abbreviation

Definition

ADF

Oracle Application Development Framework.

Confirmation number

An automatically-generated unique reference identifier provided to the taxpayer on all
transactions and service requests.

Casual user

Taxpayer who uses a limited set of features that do not require registration or login.

External payment provider

A third-party resource that specializes in providing automated taxation and often
other types of payments, and supports automated transactional processing and
reconciliation.

ITA

Interactive Tax Assistant

Managed Content

Documents that are available through WebCenter Content.

OPA Oracle Policy Automation
OPC Official Payments Corporation. (See "External payment provider" definition)
POI Proof of Identity

SOA Composer (or Oracle SOA
Composer)

SOA tool for managing SOA Metadata at runtime. This is a part of the SOA Suite.

Taxpayer validation

A form in which unregistered taxpayers provide basic identification, along with certain
specific information pertaining to previously-recorded data, in order to access self-
service application services such as payments or enquiries.

UCM

Oracle Universal Content Management, a document management tool. The UCM
server is included with WebCenter installation.

WebCenter Administration Console

A part of the WebCenter application framework. It calls WebCenter Composer when
you choose to add new pages or edit existing ones.

WebCenter Composer (or Oracle
Composer)

WebCenter tool that allows runtime customization of WebCenter applications using the
MetaData Services (MDS) in WebLogic.
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Term/Abbreviation Definition

WebCenter Content Manager (or WebCenter Content Manager is officially WebCenter Content (formerly Oracle

WebCenter Content) Enterprise Content Management). It is solution for all types of content management
from file server consolidation to sophisticated multi-site web content management
including UCM.

UCM Documents Documents that are stored in UCM server.
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