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Preface

This guide provides pointers to and descriptions of security guidelines for the Oracle Solaris
operating system (Oracle Solaris OS). The system hardening references describe how to harden
Oracle Solaris 10 systems and how to use Oracle Solaris security features to protect your data
and applications. You can tailor the recommendations in these references to your site security
policy.

Additionally, this guide provides pointers to background information about Oracle Solaris
security, and white papers that guide you through common implementations.

Audience
The Oracle Solaris 10 Security Guidelines is intended for security administrators and other
administrators who perform the following tasks:

■ Analyze security requirements
■ Implement security policy in software
■ Install and configure the Oracle Solaris OS
■ Maintain system and network security

To use this guide, you must have general knowledge of UNIX administration, a good
foundation in software security, and knowledge of your site security policy.

Related Third-Party Web Site References
Third-party URLs are referenced in this document and provide additional, related information.

Oracle is not responsible for the availability of third-party web sites mentioned in this
document. Oracle does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Oracle is
not responsible or liable for any actual or alleged damage or loss caused by or in connection
with the use of or reliance on any such content, goods, or services that are available on or
through such sites or resources.
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Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Typographic Conventions
The following table describes the typographic conventions that are used in this book.

TABLE P–1 Typographic Conventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,
and onscreen computer output

Edit your .login file.

Use ls -a to list all files.

machine_name% you have mail.

AaBbCc123 What you type, contrasted with onscreen
computer output

machine_name% su

Password:

aabbcc123 Placeholder: replace with a real name or value The command to remove a file is rm
filename.

AaBbCc123 Book titles, new terms, and terms to be
emphasized

Read Chapter 6 in the User's Guide.

A cache is a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in Command Examples
The following table shows the default UNIX system prompt and superuser prompt for shells
that are included in the Oracle Solaris OS. Note that the default system prompt that is displayed
in command examples varies, depending on the Oracle Solaris release.

TABLE P–2 Shell Prompts

Shell Prompt

Bash shell, Korn shell, and Bourne shell $

Preface
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TABLE P–2 Shell Prompts (Continued)
Shell Prompt

Bash shell, Korn shell, and Bourne shell for superuser #

C shell machine_name%

C shell for superuser machine_name#

Preface
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Oracle Solaris 10 Security Guidelines

Oracle Solaris 10 is a robust, premier enterprise operating system that offers proven security
features. With a sophisticated network-wide security system that controls the way users access
files, protect system databases, and use system resources, Oracle Solaris 10 addresses security
needs at every layer. While traditional operating systems can contain inherent security
weaknesses, the flexibility of Oracle Solaris 10 enables it to satisfy a variety of security objectives
from enterprise servers to desktop clients.

Oracle Solaris 10 System Hardening References
The following two documents describe how to harden Oracle Solaris, how to use its security
features to configure your systems to operate securely when you add applications and users to
the systems, and how to use particular security features to protect network-based applications.
A short description accompanies each document title.

■ CIS Solaris 10 Benchmark v5.0.0 (http://benchmarks.cisecurity.org/
en-us/?route=downloads.show.single.solaris10.500), 9 July 2010.

Another name for this document is Security Configuration Benchmark for Solaris 10 11/06
through 10/09. This benchmark is the result of over seven years of work by many
contributors, including Sun Microsystems, the Defense Information Systems Agency
(DISA), the Center for Internet Security (CIS), the National Institute of Standards and
Technology (NIST), the National Security Agency (NSA), and many individual enterprises,
academic institutions, and individuals. This benchmark establishes a set of baseline
hardening guidance that Sun, CIS, NSA, and DISA agreed to.

■ An Overview of Solaris 10 Operating System Security Controls (http://www.nsa.gov/ia/
_files/os/sunsol_10/s10-cis-appendix-v1.1.pdf), Glenn Brunette, September 2007,
v1.0

1C H A P T E R 1

9

http://benchmarks.cisecurity.org/en-us/?route=downloads.show.single.solaris10.500
http://benchmarks.cisecurity.org/en-us/?route=downloads.show.single.solaris10.500
http://www.nsa.gov/ia/_files/os/sunsol_10/s10-cis-appendix-v1.1.pdf
http://www.nsa.gov/ia/_files/os/sunsol_10/s10-cis-appendix-v1.1.pdf


This appendix to the Security Configuration Benchmark for Solaris 10 11/06 through 10/09
focuses on the security controls in Oracle Solaris 10 that fall outside of the area of system
hardening and security configuration validation. This appendix provides a complete
overview of the security features and capabilities of Oracle Solaris 10 and offers specific
recommendations, where possible.

Additional Security References for Oracle Solaris 10
The following guides and articles supplement the system hardening guidelines in the preceding
section:

■ System Administration Guide: Security Services
This security guide is published by Oracle for Oracle Solaris 10 administrators. This guide
describes the security features of the Oracle Solaris 10 OS and how to use them when
configuring your systems. Unlike Security Configuration Benchmark for Solaris 10 11/06
through 10/09, this guide is not designed as a system hardening or best practices document.

■ Solaris 10 Security Essentials, Sun engineers, 2009. ISBN 978-0137012336
Solaris engineers and technical writers describe 12 Solaris security technologies with
examples in this trade book. Unlike Security Configuration Benchmark for Solaris 10 11/06
through 10/09, this guide is not designed as a system hardening or best practices document.

■ Using Oracle® Solaris 10 to Overcome Security Challenges (http://www.oracle.com/
technetwork/server-storage/solaris/solaris-10-security-167783.pdf), August
2010.
This Oracle white paper targets organizations that require comprehensive system security
features. IT departments that need an effective and efficient solution to computer security
can use the unique and powerful security features of Oracle Solaris 10 to protect the
enterprise from potential threats, comply with corporate and regulatory requirements, and
stay ahead of security challenges. This white paper provides a high-level description of
Oracle Solaris security capabilities. It is not designed as a hardening or best practices
document

■ Hardening Oracle Database with Oracle Solaris Security Technologies
(http://www.oracle.com/
technetwork/server-storage/solaris/

solaris-security-hardening-db-167784.pdf), Glenn Faden and Christoph Schuba,
August 2010.
This Oracle white paper describes and demonstrates how commodity Oracle Solaris OS
security features can be used to lock down network-facing services in order to protect them
against internal and external threats. Technology concepts and their implementations are
presented in a hands-on fashion using a running example, the Oracle Database Server 11g
Release 2, executing on the Solaris 10 10/09 release.

Additional Security References for Oracle Solaris 10
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