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Preface

Sun™ Open Net Environment (Sun ONE) Integration Server, Secure Trading
Agent implements a system that provides for the exchange of business documents
between trading partners, according to an agreement between the trading partners.
This book, the Sun ONE Integration Server, Secure Trading Agent, 1.0 Installation
Guide, provides information to both Secure Trading Agent regular users and Secure
Trading Agent administrators on how to use Secure Trading Agent to engage in
electronic business transactions.

This preface contains the following sections:
* Audience for This Guide
* Organization of This Guide

e  Documentation Resources

Audience for This Guide

This guide describes how to install Secure Trading Agent and includes information
on system requirements for installation, components of a Secure Trading Agent
system, how to uninstall Secure Trading Agent, and how to use the Secure Trading
Agent registration procedure to verify that your installation is set up correctly.

You must have root access (Solaris platforms) or administrator privileges (Solaris
platforms) to install Secure Trading Agent.
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Organization of This Guide

Organization of This Guide

This guide is not designed to be read from beginning to end, but instead contains a
single chapter with some sections that apply to all users and other sections
containing platform-specific instructions. Table 1 briefly describes the contents of

key sections in this manual.

Table 1 Book Contents

Section

Description

“Secure Trading Agent Distribution”
“Secure Trading Agent Components”
“Installed Directory Structure”
“Requirements”

“Installation Procedure for Solaris
Platforms”

“Uninstall Procedure for Solaris
Platforms”

“Installation Procedure for Windows
Platforms”

“Uninstall Procedure for Windows”

“Configuration of Secure Trading Agent”

“Secure Trading Agent Services”

“What to Do Next”

Provides the location and name of the files
needed to install Secure Trading Agent.

Describes the components of a Secure
Trading Agent installation.

Describes the key directories created when
you install Secure Trading Agent.

Describes the hardware and software
requirements for Secure Trading Agent.

Step-by-step installation procedure.
Procedure to remove Secure Trading Agent.
Step-by-step installation procedure.

Procedure to remove Secure Trading Agent.

Information on configuring Secure Trading
Agent.

Information on the services that make up the
Secure Trading Agent runtime.

Information on how to get started with
Secure Trading Agent.

Sun ONE Integration Server Secure Trading Agent 1.0 « Installation Guide ¢ February 2003



Documentation Resources

Documentation Resources

In addition to this guide, Secure Trading Agent provides additional documentation
resources. The documents that comprise the Secure Trading Agent documentation
set are listed in Table 2 in the order in which you would typically use them.

Table 2 Secure Trading Agent Documentation Set

Document

Description

Release Notes

Installation Guide

User’s Guide

Inline Help

Online Help

Tutorial

Command Reference Guide

Available in PDF and HTML formats. The Release
Notes contains late-breaking information on Secure
Trading Agent.

Available in PDF and HTML formats. The
Installation Guide contains installation instructions
and procedures for Secure Trading Agent.

Available in PDF and HTML formats. Manual for
both Secure Trading Agent administrators and
regular users that explains how to use Secure
Trading Agent.

Help messages displayed on each page of the
Communications Center and Agreement Editor,
providing a brief description of the task at hand.
Inline help contains links to the online help pages.

Context-sensitive help files provided with the
Communications Center and Agreement Editor.
The online help guides you through the editing
pages of these applications. The online help should
be used together with the User’s Guide for a
complete understanding of using Secure Trading
Agent.

Available in PDF and HTML formats. The Secure
Trading Agent Tutorial walks you through the
creation and deployment of ebXML agreements as
well as exchanging messages and business
documents with your trading partners. Use the
Tutorial as a “Quick Start” to using Secure Trading
Agent. After completing the Tutorial, read the
User’s Guide for a fuller understanding of Secure
Trading Agent.

Available in PDF and HTML formats. The Secure
Trading Agent Command Reference Guide provides
documentation on commands available for the
ebScript utility.
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Documentation Resources

Table 2 Secure Trading Agent Documentation Set (Continued)

Document Description

ebScript Help Command line help available from the ebScript
utility. For information on using ebScript and its
help, refer to the Secure Trading Agent
Administration chapter in the Secure Trading Agent
User’s Guide.
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Installing Secure Trading Agent

This manual provides instructions on how to install Sun ONE Integration Server,
Secure Trading Agent on Solaris™ and Windows platforms. It also provides
configuration information for your Secure Trading Agent installation and shows
you how to uninstall Secure Trading Agent.

Secure Trading Agent Distribution

The Secure Trading Agent installation program and related installation files are
available either on CD ROM or by download from the following location:

http://wws. sun. coni sof t war e/ downl oad/

The installation files are the same, whether you are installing from a CD ROM or

downloading the files. Table 3 lists the installation files for Secure Trading Agent.

Table 3 Installation Files for Secure Trading Agent

File Platform

Description

S11 SSTA-1_0_0-wi n. exe Windows

j 2sdk-1_4 0_01-w ndows-i 586. exe Windows

S1I1 SSTA 1_0_0_sol 8. tar Solaris 8

Executable file that installs Secure Trading
Agent on supported Windows platforms.

Executable file that installs the supported
version of the Java™ 2 SDK on Windows
platforms.

Archive file that contains the files needed to
install Secure Trading Agent on Solaris 8
platforms. You must extract the contents of this
file before beginning the installation.

17
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Secure Trading Agent Components

Table 3 Installation Files for Secure Trading Agent (Continued)

File Platform

Description

S1ISSTA 1 0 0 _sol9.tar Solaris 9

Archive file that contains the files needed to
install Secure Trading Agent on Solaris 9
platforms. You must extract the contents of this
file before beginning the installation.

Secure Trading Agent Components

The Secure Trading Agent installer installs the components listed in Table 4.

Table 4  Secure Trading Agent Components

Module

Description

Message Handler

Java 2 Software Development Kit
(Java 2 SDK), Standard Edition

Apache Tomcat, version 4.0.1 (Solaris)
Apache Tomcat, version 4.0.3
(Windows)

HSQL Database engine, version 1.7.0

Sun Management Center

Secure Trading Agent service that listens for
inbound messages and forwards outbound
messages to destinations specified in ebXML
agreements.

Refer to Table 8 on page 21 for the supported
versions of the Java 2 SDK. The Solaris
installation program includes the installer for
the SDK. For Windows installations, you must
download the SDK separately. You must install
the Java 2 SDK prior to installing Secure Trading
Agent.

Web server that hosts Secure Trading Agent.
The installer installs Apache Tomcat if it is not
installed on your system. If Apache Tomcat had
previously been installed on your system, then
the installer installs a Tomcat instance for Secure
Trading Agent.

Default database service used by Secure Trading
Agent. Refer to the chapter, “Secure Trading
Agent Administration” in the Secure Trading
Agent User’s Guide for information on
configuring Oracle as the database service for
Secure Trading Agent.

Web server that launches the Secure Trading
Agent Communications Center.
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Installed Directory Structure

Table 4  Secure Trading Agent Components (Continued)

Module

Description

Secure Trading Agent
Communications Center

ebScript utility

Secure Trading Agent Control Panel

Secure Trading Agent web-based application for
importing and deploying ebXML agreements,
and for sending and receiving messages based
on the agreements.

This application also launches an Agreement
Editor for creating and editing ebXML
agreements.

Secure Trading Agent scripting utility that
provides a command-line equivalent to the
Secure Trading Agent Communications Center.

Configuration tool available as a command line
utility. A read-only version of the Control Panel
is available from the Secure Trading Agent
Communications Center.

Installed Directory Structure

This section describes the key directories created when you install Secure Trading
Agent. Table 5 contains paths to the default installation locations for Solaris.
Table 6 contains paths to the default installation locations for Windows. Table 7
describes key directories and files installed under your Secure Trading Agent

installation for both platforms.

Table 5 Default Installation Paths for Solaris Platforms

Directory Path Description

/ opt / SUNVebXM./ S1I SSTA Default installer location for Solaris. You can specify an alternate
location during install time.

/ opt / SUNW cat u The root of your Apache Tomcat installation. This is where the
installer places Apache Tomcat.

Installing Secure Trading Agent 19



Installed Directory Structure

Table 6 Default Installation Paths for Windows Platforms

Directory Path Description

C:\ Sun\ S11 SSTA Default installer location for Windows. You can specify an alternate

location at install time.

C.\ Sun\ S1| SSTA\t ontat This is where the installer places Apache Tomcat.

Table 7 lists significant child directories to the Secure Trading Agent SIISSTA
directory. The permissions of SIISSTA and most of its contents allow access by the

Secure Trading Agent administrator only.

Table 7 Child Directories to Secure Trading Agent’s S1IISSTA Directory

Directory Contents

bi n Executable files for Secure Trading Agent and its utilities. These include:
* Secure Trading Agent Control Panel (ebct | )
* Message Handler (ebnsh)
* ebScript Utility (ebscri pt)

conf Stores user and password information.

config Internal configuration files for Secure Trading Agent.

docs Directories for examples, manuals, and online help files.

etc Holds files generated and used by the registration procedure.

install Contains scripts and web applications used by Secure Trading Agent.

install/scripts

i nstall/webapps

Internal scripts used by Secure Trading Agent.

Directories and files used by Secure Trading Agent web applications.

j dbc Repository for the HSQL database service.

lib Jar files used internally by Secure Trading Agent.

| og Log files for tomcat servers and HSQL database service.

snc Used by the installer when installing the Sun Management Center.
tnp Log files generated from Secure Trading Agent services.

t oncat The root directory of the Apache Tomcat instance for Secure Trading

Agent applications.
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Requirements

Requirements

Table 8 lists the minimum platform and hardware requirements for operation of

Secure Trading Agent.

Table 8  Secure Trading Agent Requirements

Component Windows Requirement Solaris Requirement

Operating system Windows 2000 Professional Solaris 8 or Solaris 9 (SPARC®
Service Pack 3 platforms)
Windows 2000 Server See Release Notes for required patches.
Service Pack 3
Windows 2000 Advanced Server
Service Pack 3
Windows-XP Professional
Service Pack 1

CPU 500 Mhz Sun Ultra™ 1 (or compatible)

workstation

RAM 256 Mbytes 256 Mbytes

Disk space 30 Mbytes for Secure Trading Agentand 20 Mbytes for Secure Trading Agent and
associated applications. associated applications
60 Mbytes for Sun Management Center 130 Mbytes for Sun Management Center
and associated packages, which include  and associated packages, which include
Java 2 Platform, Standard Edition J2SE, Sun ONE Application Framework
(J2SE™ Platform), Sun ONE Application = software, and Apache Tomcat
?ramework software, and Apache If you use HSQL as a database, then you

omcat cre . .
have additional disk space requirements

If you use HSQL as a database, then you  for your /var partition. This additional
have additional disk space requirements  space requirement is dependent on the
for your installation. This additional number and size of messages you plan
space requirement is dependent on the to send. Refer to the Secure Trading Agent
number and size of messages you plan Release Notes for more information
to send. Refer to the Secure Trading Agent
Release Notes for more information

/tmp partition (not applicable) 120 Mbyte minimum size for /tmp

partition
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Installation Procedure for Solaris Platforms

Table 8

Secure Trading Agent Requirements (Continued)

Component

Windows Requirement

Solaris Requirement

Java 2 Software
Development Kit
(Java 2 SDK),
Standard Edition

Oracle® database:
Oracle 8i, Oracle 9i

(if overriding the
default HSQL
database)

Web browser

Version 1.4.0_01 required for Windows
platforms. Install this version of the Java
2 SDK before running the Secure
Trading Agent installer. This version is
available from the same location you
downloaded Secure Trading Agent.

(Database requirement is not platform
dependent)

Netscape Navigator™ 7.01
Internet Explorer 6.0

Version 1.4.0_00 required for Solaris
platforms. The Secure Trading Agent
installer for Solaris prompts you to
install the correct version of the Java 2
SDK if it cannot find it on your system.

(Database requirement is not platform
dependent)

Netscape Navigator 7.01

Secure Trading Agent Administrator

There must be a user on your system that you can designate as the Secure Trading
Agent administrator before you install Secure Trading Agent. The administrator is
the only user that has permission to start and stop the Secure Trading Agent

message handling service.

After installation, to change the Secure Trading Agent administrator, run the
Control Panel as root on Solaris platforms or with Windows administrator
privileges on Windows platforms. For more information on using the Control
Panel, refer to the “Secure Trading Agent Administration” chapter in the Secure
Trading Agent User’s Guide.

Installation Procedure for Solaris Platforms

This section describes the procedure to install Sun ONE Integration Server, Secure
Trading Agent on Solaris. This procedure installs both the Sun Management Center
and Secure Trading Agent.
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Installation Procedure for Solaris Platforms

Before Installing Secure Trading Agent

Before installing Secure Trading Agent do the following;:

Obtain the Secure Trading Agent distribution either on CD ROM or by
downloading as described in “Secure Trading Agent Distribution” on page 17.

Make sure you have a user on your system that you can designate as the Secure
Trading Agent administrator, as explained in “Secure Trading Agent
Administrator” on page 22.

Make sure you have root access on your system.
You must be root to perform the installation procedure.

Make sure your DISPLAY variable is correctly set, and that root has access to
your display

Uninstall any previous installed version of Secure Trading Agent before you
begin the installation procedure.

Refer to “Uninstall Procedure for Solaris Platforms” on page 33 for information
on how to uninstall Secure Trading Agent.

Alternate Procedures for Solaris Platforms

The procedures for installation in this manual use a graphical dialog to guide you
through the installation process. Solaris platforms provide the following alternate
procedures that do not use a graphical dialog to guide you through installation:

Full installation (Sun Management Center and Secure Trading Agent)
Uses the set up. sh script with the - - nogui option.
Solaris package commands

Uses pkgadd and pkgr mto install and uninstall Secure Trading Agent as the
SUNWebXML package

For information on these procedures, refer to the “Secure Trading Agent
Administration” chapter in the Secure Trading Agent User’s Guide.
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Installation Procedure for Solaris Platforms

Installation Procedure

The following procedure first installs the Sun Management Center and then
provides a dialog to guide you through the Secure Trading Agent installation
process.

[ To install Secure Trading Agent on Solaris platforms

1. Login as root.

You must have root privileges to perform this procedure.

NOTE If you use su to become root on your system, make sure you
allow root access to your display using xhost . For example,
specify xhost + to grant access to all users.

2. Make sure your DISPLAY environment variable is correctly set.
The install fails if it cannot open a window on your display.

3. Extract the installation files for the Secure Trading Agent distribution to a
directory on your system, as described below:

For example, if you are installing into a Solaris 9 environment, then do the
following to extract the distribution:

tar -xvf S1ISSTA 1 0 0 sol9.tar

The Secure Trading Agent distribution is available either on CD ROM or by
downloading as described in “Secure Trading Agent Distribution” on page 17.
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Installation Procedure for Solaris Platforms

4. From the extracted files, execute the following command:
./ setup. sh

The setup program installs the Sun Management Center and then opens the
Secure Trading Agent Installer.

Figure 1 Secure Trading Agent Installation Program

~|Sun ONE Integration Server Secure Trading Agent Version 1 .O.tl

Sun~ ONE Welcorme
Integration
Server

Secure Trading Welcome to the Sun OMNE Integration Server Secure Trading Agent Installation
Agent

Frogram.

Close all open windows before selecting Mext if you are installing on a YWindows
platform.

WARMNING: This program is protected by copyright law and international treaties.

This product is distributed under licenses restricting its use, copying, distribution,
and decompilation. Mo part of the product may be reproduced in any form by
any means without prior written authorization of the Sun ONE and its licensors, if
any. Unauthorized reproduction or distribution of this prograrn, or any porion of
it, may result in severe civil and criminal penalties, and will be prosecuted to the
maximumm extent possible under law.

Cancel Help
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Installation Procedure for Solaris Platforms

5. Select Next to continue, and then read and accept the Software License
Agreement.

After accepting the Software License Agreement, the installer displays the
types of installations.

Figure 2 Select Installation Type

Su n ONE Integration Server Secure Trading Agent Version 1.0.0 I|

SUI"I""DN_E Select Type of Installation
Integration

Server

Secure Trading Selectthe type of installation to perform from the following choices:
Agent

[ Select Type of Installation

Software will be installed with the most common options.

®Typical Recommended for most users.
You may choose the options you want to install.
(Uit Recommended for advanced users.

micrasysterms

Back = Cancel Help

6. Select an installation type and select Next.
o Select Typical to install Secure Trading Agent using default startup values.

A Typical install automatically starts Secure Trading Agent services when
the installation completes. A Typical install also configures Secure Trading
Agent to automatically start Secure Trading Agent at system startup.

o Select Custom to install Secure Trading Agent and disable automatic
startup of Secure Trading Agent services. (The Custom options appear
after Step 9 on page 29.)
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Installation Procedure for Solaris Platforms

NOTE The Custom Option dialog allows you to disable automatic
startup of Secure Trading Agent services. If you disable
automatic startup of services, you must manually start Secure
Trading Agent’s services before you can use Secure Trading
Agent.

For information on manual operation of services, refer to the
“Secure Trading Agent Administration” chapter of the Secure
Trading Agent User’s Guide.

The Installer prompts you for a location for your Secure Trading Agent
installation.

Figure 3 Select Installation Directory

Su n ONE Integration Server Secure Trading Agent Version 1.0.0 I|

SUI"I""DN_E Select Installation Directory
Integration
Server

Secure Trading
Agent |foptSUNWebX)ML Browse. .

Directory to install ebXML components:

micrasysterms

Back = Cancel Help
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7. Accept the default location or specify another location and select Next.

All components must be installed, so continue through the Installer to the
Ready to Install screen.

Figure 4 Ready to Install

Sun ONE Integration Server Secure Trading Agent Version 1.0.0 I|

Sun* UN_E Ready to Install
Integration
Server

Secure Trading
Agent Product: S11S8TA

The following iterns for the product S11S5TA will be installed:

Location: fopt'SUINWebxML
Space Required: 12.20 MB

Core component

Back = Cancel Help
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8. Select Install Now to begin the installation.

The Installer

prompts you for the user name of the Secure Trading Agent

administrator.

Figure 5

Administrator User Id

Su n ONE Integration Server Secure Trading Agent Version 1.0.0 I|

Sun~ ONE
Integration
Server

Secure Trading
Agent

micrasysterms

Administrator User D

Flease enter an administrator user id.

Administrator User (D

Enter adrministrator userid: ]

Cancel Help

9. Enter the user name for the Secure Trading Agent administrator, who should
be a valid user on your system, and select Next.

CAUTION

The Secure Trading Agent installer does not validate the
administrator user Id that you specify here. If you specify a user
that is not on your system, you will not have administrator
access to start up or stop the message handler service. The
section “Configuration of Secure Trading Agent” on page 50
discusses how to reconfigure Secure Trading Agent should this
situation occur.

Installing Secure Trading Agent

29



Installation Procedure for Solaris Platforms

(Custom Install only) If you selected the Custom Install option in Step 6 on
page 38, the installer displays the Custom Option dialog. Select or deselect the
Automatically Start Services toggle and select Next.

Figure 6 Custom Installation Startup Option

In ONE Integration 5 Secure Trading Agent Version 1.0.0 I|

Sun~ ONE Configuring Sun OME Integration Server Secure Trading Agent...

Integration
Server

Secure Trading
Agent

4 Automatically start Secure Trading Agent

FPress Mext to configure Sun ONE Integration Server Secure Trading
Agent...

Back = Cancel Help

The installer then prompts you to continue with the configuration process.
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Figure 7 Configure Secure Trading Agent

un ONE Integration Server Secure Trading Agent Version 1.0.0 I|

Sun~ ONE Configuring Sun OME Integration Server Secure Trading Agent...

Integration
Server

Secure Trading
Agent

Fress Mext to complete installation of Sun OMNE Integration Server Secure
Trading Agent.

o Creating directories
o Registering console applications

o Custormizing installation

Cancel Help

10. Select Next to configure Secure Trading Agent and complete the installation.
The installation may take several minutes to complete.

When the installation is complete, the Installer displays a summary of the
installation process.
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Figure 8 Installation Summary

n ONE Integration Server Secure Trading Agent Version 1.0.0 I|

Sun* ONE Installation Summary

Integration
Server

Secure Trading
Agent Product Status Infermation

51185TA Installed

The S11SSTA installation status is shown below:

micrasysterms

Click on the "Details..." button beside product status for more information.

Close Help

11. Select Details to view the installation log, then select Close to exit the installer.

If you selected the Typical installation option in Step 6 on page 26, Secure
Trading Agent services are automatically started.

If you plan to use Oracle as a database service, you should configure access to
Oracle before you import or deploy any agreements. For information on
configuring your system to use Oracle as a database service, see the “Secure
Trading Agent Administration” chapter of the Secure Trading Agent User’s
Guide.

After you complete your installation, your Secure Trading Agent installation is
ready for use. If you selected a Typical installation, you can point a browser to the
following URL to login to the Sun Management Center:

https://<Server>: 6789

Server is the machine on which you installed Secure Trading Agent.
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From the Sun Management Center, you can launch the Secure Trading Agent
Communications Center.

If you performed a Custom installation and disabled automatic startup of Secure
Trading Agent services, you must manually start Secure Trading Agent’s services
before you can access the Secure Trading Agent Communications Center.

If this is your first time installing Secure Trading Agent, proceed to the sections
“Configuration of Secure Trading Agent” on page 50 and “Secure Trading Agent
Services” on page 51.

The section, “What to Do Next” on page 60, provides information on how to get
started using Secure Trading Agent.

Uninstall Procedure for Solaris Platforms

When you run the Secure Trading Agent installer, the setup script installs the Sun
Management Center and the Secure Trading Agent applications. There are several
ways you can uninstall Secure Trading Agent:

* Uninstall the Sun Management Center and Secure Trading Agent.
*  Uninstall Secure Trading Agent only

Does not remove the Sun Management Center. This procedure provides a
dialog to guide you through the uninstall process.

¢ Uninstall Secure Trading Agent using the package remove (pkgrm) utility

Refer to the “Secure Trading Agent Administration” chapter of the Secure
Trading Agent User’s Guide for information on using the pkgr mutility.
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Uninstall the Sun Management Center and
Secure Trading Agent

The following procedure uninstalls both Secure Trading Agent and the Sun
Management Center.

[ To uninstall Secure Trading Agent and the Sun Management Center

1. Login as root.
You must have root privileges to perform this procedure.

2. Navigate to the location where you downloaded the Secure Trading Agent
distribution.

3. Execute the following command:

./setup.sh -u

You are prompted to confirm removal of the SUNWebXML package. After
responding with yes to continue, the uninstall program first removes the Sun
Management Center packages and then removes Secure Trading Agent.

Uninstall Secure Trading Agent Only

The following procedure uninstalls Secure Trading Agent only, leaving the Sun
Management Center installed on your system.

[J To uninstall Secure Trading Agent only (interactive)

1. Login as root.

You must have root privileges to perform this procedure.

NOTE If you use su to become root on your system, make sure you
allow root access to your display using xhost . For example,
specify xhost + to grant access to all users.

2. Make sure your DISPLAY environment variable is correctly set.

The uninstall fails if it cannot open a window on your display.
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Navigate to the location where you installed Secure Trading Agent.

During installation, the installer creates the uni nstal | _S11 SSTA. cl ass file in

the installation directory.

The default installation directory is:

[ opt / SUNWebXM_/

Run the uninstaller, as illustrated below:

java -cp . uninstall _S1l SSTA

Figure 9 Secure Trading Agent Uninstall Program

Sun~ ONE Welcorme

Integration
Server

Secure Trading
Agent

Uninstallation Prograrm.

a ' Windows platform.

data will be lost.

Welcome to the Sun OME Integration Server Secure Trading Agent

Close all open windows before selecting Mext if you are uninstalling on

Ifyou have not backed up your data, please do it now before continuing or your

MNext =

Cancel Help

Follow the prompts of the Uninstall program until the uninstall is complete.
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Installation Procedure for Windows Platforms

This section describes the procedure to install Sun ONE Integration Server, Secure
Trading Agent on Windows platforms. This procedure installs both the Sun
Management Center and Secure Trading Agent.

Before Installing Secure Trading Agent

Before installing Secure Trading Agent do the following:

Obtain the Secure Trading Agent distribution either on CD ROM or by
downloading as described in “Secure Trading Agent Distribution” on page 17.

Make sure you have a user on your system that you can designate as the Secure
Trading Agent administrator, as explained in “Secure Trading Agent
Administrator” on page 22.

Make sure you have administrator privileges on your system.
You must have administrator privileges to perform the installation procedure.

Uninstall any previous installed version of Secure Trading Agent before you
begin the installation procedure.

Refer to “Uninstall Procedure for Windows” on page 47 for information on
how to uninstall Secure Trading Agent.

Make sure you have the supported version of the Java Software Development
Kit (JDK) installed.

Many systems may have multiple versions of the JDK installed. If the installer
finds an unsupported version of the JDK on your system, it opens a file chooser
that allows you to navigate to the supported version. If you do not have the
supported version on your system, exit the Installation program and install the
supported version.

Table 8 on page 21 lists the supported version of the JDK. The installer for this
JDK is available from the Secure Trading Agent CD ROM or the location where
you downloaded the Secure Trading Agent distribution.

Installation Procedure

The following procedure installs both the Sun Management Center and Secure
Trading Agent.

36  Sun ONE Integration Server Secure Trading Agent 1.0  Installation Guide ¢ February 2003



Installation Procedure for Windows Platforms

[J To install Secure Trading Agent on Windows platforms

1.

Make sure you have installed the supported version of the JDK, as described in
“Before Installing Secure Trading Agent” on page 23.

If the installer finds an unsupported version of the JDK on your system, it
opens a file chooser that allows you to navigate to the supported version. Use
this chooser to navigate to the directory in which you installed the supported
version of the JDK.

If you do not have the supported version on your system, exit the Installation
program and install the supported version.

Login as an administrator on your system.
You must have administrator privileges to perform this procedure.
Quit any other programs you are running and close any open windows.

From the Secure Trading Agent distribution, run the S11 SSTA-1_0_0-wi n. exe
program.

The program extracts the necessary files and launches the Secure Trading
Agent Installer.

Figure 10 Secure Trading Agent Installation Program

.ﬂ Sun OME Integration Server Secure Trading Agent Yersion 1.0.0 Install Wizard

Sun~ ONE
Integration

Server
Secure Trading Welcome to the Sun ONE Integration Server Secure Trading Agent Installation

Agent Frogram.

Welcome

Close all open windows before selecting Mext if vou are installing on a Windows
platform.

WARNIMG: This program is protected by copyright law and international treaties.

This product is distributed under licenses restricting its use, copying,
distribution, and decampilation. Mo part of the product may be reproduced in any
form by any means without prior written autharization of the Sun ONE and its
licensors, if any. Unautharized reproduction or distribution of this program, ar
any portion of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under [aw,

Bk = |

Cancel | Help |
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5. Select Next to continue, and then read and accept the Software License
Agreement.

After accepting the Software License Agreement, the installer displays the

types of installations.

Figure 11 Select Installation Type

,.aSUn ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Instal : i} |EI|1|

Sun~ ONE
Integration
Server
Secure Trading Selectthe type of installation to perform from the following choices:
Agent

Select Type of Installation

" Select Type of Installation

Software will be installed with the most common options.
Recommended for most users.

You may choose the aptions you want to install.
Recommended for advanced users.

 Custom

Elack<| Ne>€t>| Cancel | Help |

6. Select an installation type and select Next
o Select Typical to install Secure Trading Agent using default startup values.

A Typical install automatically starts Secure Trading Agent services when
the installation completes. A Typical install also configures Secure Trading
Agent to automatically start Secure Trading Agent at system startup.
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o Select Custom to install Secure Trading Agent and disable automatic
startup of Secure Trading Agent services. (The Custom Option dialog
appears after Step 9 on page 41.)

NOTE The Custom Option dialog allows you to disable automatic
startup of Secure Trading Agent services. If you disable
automatic startup of services, you must manually start Secure
Trading Agent’s services before you can use Secure Trading
Agent.

For information on manual operation of services, refer to the
“Secure Trading Agent Administration” chapter of the Secure
Trading Agent User’s Guide.

The Installer prompts you for a location for your Secure Trading Agent
installation.

Figure 12 Select Installation Directory

,.aSUn ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Install i} |EI|1|

Sun~ ONE
Integration

Server Directory to install ebxML ts:
Secure Trading irectory to install e camponents:

Agent |C:18un | Browse... |

Select Installation Directory

Back = |

Cancel | Help |
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7. Accept the default location or specify another location and select Next.

All components must be installed, so continue through the Installer to the
Ready to Install screen.

Figure 13 Ready to Install

,.a5un ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Instal 4 |EI|1|

Sun~ ONE
Integration

Server
Secure Trading The following iterms for the product S1ISSTA will be installed:

Ready ta Install
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Space Required: 31.58 MB
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= Back |

Cancel | Help |

8. Select Install Now to begin the installation.

The Installer prompts you for the user name of the Secure Trading Agent
administrator.
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Figure 14 Administrator User Id

,.a5un ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Instal i} |EI|1|
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Integration
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Agent
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9. Enter the user name for the Secure Trading Agent administrator, who should
be a valid user on your system, and select Next.

CAUTION The Secure Trading Agent installer does not validate the
administrator user Id that you specify here. If you specify a user
that is not on your system, you will not have administrator
access to start up or stop the message handler service. The
section “Configuration of Secure Trading Agent” on page 50
discusses how to reconfigure Secure Trading Agent should this
situation occur.

(Custom Install only) If you selected the Custom Install option in Step 6 on
page 38, the installer displays the Custom Option dialog. Select or deselect the
Automatically Start Services toggle and select Next.
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Figure 15 Automatic Startup Option

Sun* ONE
Integration
Server

Secure Trading
Agent

The installer then prompts you to specify the Tomcat web server home
directory.
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Figure 16 Specify Tomcat Web Server Home Directory

,.a5un ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Install i} |EI|1|
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Server
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Help |

10. Specify a path to the Tomcat web server directory and select Next.

The installer prompts you with the default location. After you specify the
location for the Tomcat web server directory, the installer prompts you to
continue with the configuration process.
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Figure 17 Configure Secure Trading Agent

,.a5un ONE Integration Server Secure Trading Agent ¥ersion 1.0.0 Install i} |EI|1|
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Cancel | Help |

11. Select Next to configure Secure Trading Agent and complete the installation.

When the installation is complete, the Installer displays a summary of the
installation process.
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Figure 18 Installation Summary
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12. Select Details to view the installation log, then select Close to exit the installer.

If you typically log into a Windows domain, after installation you must first
use the Secure Trading Agent Control Panel to specify the Windows domain
name before you can log into Secure Trading Agent. For information on
running the Secure Trading Agent Control Panel, see the “Secure Trading
Agent Administration” chapter of the Secure Trading Agent User’s Guide.

If you plan to use Oracle as a database service, you should configure access to
Oracle before you import or deploy any agreements. For information on
configuring your system to use Oracle as a database service, see the “Secure
Trading Agent Administration” chapter of the Secure Trading Agent User’s
Guide.
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After you complete your installation, your Secure Trading Agent installation is
ready for use. If you selected a Typical installation, you can point a browser to the
following URL to login to the Sun Management Center:

https://<Server>: 6789

Server is the machine on which you installed Secure Trading Agent.

From the Sun Management Center, you can launch the Secure Trading Agent
Communications Center.

You can also launch the Secure Trading Agent Communications Center from the
Windows Start > Programs > Sun Microsystems > Secure Trading Agent menu.

If you performed a Custom installation and disabled automatic startup of Secure
Trading Agent services, you must manually start Secure Trading Agent’s services
before you can access the Secure Trading Agent Communications Center.

If this is your first time installing Secure Trading Agent, proceed to the sections
“Configuration of Secure Trading Agent” on page 50 and “Secure Trading Agent
Services” on page 51.

The section, “What to Do Next” on page 60, provides information on how to get
started using Secure Trading Agent.
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Uninstall Procedure for Windows

[ To uninstall Secure Trading Agent on Windows

1. From the Start > Programs > Sun Microsystems menu, select: Secure Trading
Agent > Utilities > Uninstall

The Secure Trading Agent uninstall program window appears.

Figure 19 Windows Uninstall Welcome Screen
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Back = |
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2. Select Next.

The screen shows all Secure Trading Agent components to uninstall.

NOTE The Secure Trading Agent uninstall utility does not uninstall the
Java 2 SDK.
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Figure 20 Windows List of Components to Uninstall
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3. Select Uninstall Now.

The Secure Trading Agent uninstall utility prompts you to stop services and
continue the uninstall procedure.
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Figure 21 Windows Uninstall Stop Services
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4. Select Next to continue the uninstall procedure.

When the uninstall is complete, the Uninstall utility displays a summary of the
uninstall process.
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Figure 22 Windows Uninstall Details
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Select Details to review details of the uninstall, then select Close to exit the
uninstall utility.

Configuration of Secure Trading Agent

During the installation of Secure Trading Agent, the installer creates default
configuration settings for Secure Trading Agent. You can use the Secure Trading
Agent Control Panel to modify the configuration after installation.

Use the Control Panel to modify the following settings:

Secure Trading Agent Administration User

HTTP and HTTPS proxy ports to configure access to Secure Trading Agent
through a firewall

Windows domain names (Windows platforms only)
Communication Ports for receiving ebXML messages
Ports used by Secure Trading Agent or Apache Tomcat

Database specifications
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For information on running the Control Panel, see the “Secure Trading Agent
Administration” chapter of the Secure Trading Agent User’s Guide.

Secure Trading Agent Services

Secure Trading Agent provides the following services:
*  Message Handler

The Secure Trading Agent message handler manages three services. It is
responsible for sending and receiving messages between you and your trading
partners. It also starts the Configuration Server, which manages users and
passwords for Secure Trading Agent, and the HSQL database, which is the
default database installed with Secure Trading Agent.

* Sun Management Center service.

The Sun Management Center service manages the web server that runs the
Secure Trading Agent Communications Center web application. This service is
not necessary to run the ebScript utility, which is the command line equivalent
of the Communications Center.

Details for managing Secure Trading Agent services vary by platform. For
information about managing Secure Trading Agent services, see the “Secure
Trading Agent Administration” chapter of the Secure Trading Agent User’s Guide.

Registration for Secure Trading Agent

Secure Trading Agent contains a registration process that ensures that the product
has been installed properly. The registration procedure should be run after Secure
Trading Agent is installed and properly configured on your system. You should be
logged in as the Secure Trading Agent administrator when running the registration
process.

When you run the registration process, the installer creates the following ebXML
agreements:
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installation_verification.cpa

An agreement between you and the Sun registration server. This agreement
contains a Send action that the Sun registration server uses to send an
installation verification message to you. The
installation_verification.cpaagreement contains the endpoints of your
message handler, which the registration server needs to send the message.

sun_regi stration. cpa

An agreement that contains a Send action that sends the
installation_verification.cpa tothe Sun registration server as an
attachment. When the Sun registration server downloads the agreement, it
deploys it and then invokes the Send action that sends the installation
verification message to you.

The registration process also creates the following ebScript file:

sun_regi stration. ebs

This script imports and deploys the agreements listed above into your Secure
Trading Agent system, sends the i nstal | ati on_verification. cpa to the
Sun registration server, and then listens for a response from the registration
server.

The Secure Trading Agent Installer creates certificate and keystore files that are
needed to deploy agreements and to send and receive messages between you and
the Sun registration server. The generated scripts reference these certificates during
the registration process.

Registration Procedure

The details of the registration procedures for Solaris and Windows platforms differ
slightly.

[J To register Secure Trading Agent on Windows platforms

1.

Login as the Secure Trading Agent administrator.

You should be the user with Secure Trading Agent administration privileges
when running the registration process.

Open a command window and navigate to the ebr egi st er. exe utility.

You may want to enable scroll bars for the command window to view
messages that the utility generates.
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The default location for this utility is:

C:. \ Sun\ S1I SSTA\ bi n\ ebr egi st er. exe
Your location may differ.

Run the ebr egi st er program:

C: \ Sun\ S1| SSTA\ bi n>ebr egi ster

When you run this program, it asks you a series of questions. The utility uses
your responses to help generate CPA Ids, local party Ids, and unique certificate
names that are used in the registration process.

Use the - - hel p to print help for the registration utility to the screen.

Use the - - def aul t s option to bypass the series of questions and use the
default information from your installation.

The following files are created during the ebregister process:

C:\ Sun\ S1I SSTA\ et c\ sun_regi strati on. cpa

C: \ Sun\ S1I SSTA\ S11 SSTA\ et c\ sun_r egi strati on. ebs

C:\ Sun\ S1I SSTA\ S11 SSTA\etc\instal |l ati on_verification. cpa
C: \ Sun\ S1I SSTA\ S11 SSTA\ et c\verify_request. payl oad

various certificate (.cer) and keystore (jks) files

Change directory as indicated below and run the following ebscript command,
which takes the sun_r egi strati on. ebs script as an input file:

C:\>cd \ SUN\ S1I SSTA
C.\>bin\ebscript -u <adm n-user> -i etc\sun_registration. ebs

admin-user is the user name of your Secure Trading Agent administrator.

After the license information is displayed, you are prompted for the
admin-user password.

Proceed to “Registration Verification” on page 54.

[ To register Secure Trading Agent on Solaris platforms

1.

Login as the Secure Trading Agent administrator.

You should be the user with Secure Trading Agent administration privileges
when running the registration process.

Navigate to the ebr egi st er utility, as explained below.
On Solaris platforms, the default location for this utility is:

/ opt / SUNWebXM_/ S11 SSTA/ bi n/ ebr egi st er
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In a typical installation, the default directory for this utility is
/ opt / SunVebXM_/ S11 SSTA bi n. Your location may differ.

3. Run the ebregi st er program:
ebregi ster

The utility asks you a series of questions, using your responses to help generate
CPA Ids, local party Ids, and unique certificate names that are used in the
registration process.

Use the - - hel p to print help for the registration utility to the screen.

Use the - - def aul t s option to bypass the series of questions and use the
default information from your installation.

The following files are created during the ebregister process:

[ opt / SUNWebXM_/ S11 SSTA/ et ¢/ sun_r egi strati on. cpa

[ opt / SUNWebXM_/ S11 SSTA/ et ¢/ sun_regi strati on. ebs

[ opt / SUNWebXM_/ S11 SSTA/ etc/install ation_verification.cpa
[ opt / SUNWebXM_/ S11 SSTA/ et ¢/ veri fy_request. payl oad

various certificate (.cer) and keystore (jks) files

4. Change directory as indicated below and run the following ebscript command,
which takes the sun_r egi strati on. ebs script as an input file:

cd /opt/ SUNWebXM./ S1I SSTA
./ bin/ebscript -u <adm n-user> -i ./etc/sun_registration.ebs

admin-user is the user name of your Secure Trading Agent administrator.

After the license information is displayed, you are prompted for the
admin-user password.

After supplying the password, information about the registration process is
displayed.

Proceed to the following section, “Registration Verification.”

Registration Verification

The following procedure shows how to open the Secure Trading Agent
Communications Center to view the response from the Sun registration server.
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[J To view the registration response from the Sun registration server

1.

Wait a few moments (to allow time for the Sun registration server to respond),
then launch the Secure Trading Agent Communications Center, as described
below:

Point a browser to the following location:
https://<server>: 6789

server is the machine on which you installed Secure Trading Agent.

Figure 23 Sun Management Center Welcome

I Netscape: Log In — Sun Management Center
| File Edit View Go window

<2 3 Haowmw I8

E winterpark

Log in to the Sun Management Center, Your available roles, if any, will appear after
vou complete this login, Use Role—Based Access Contrel (RBAC) for enhanced
security,

User Name: |I

Password: |

ia| 0% | |

Log into the Sun Management Center as the Secure Trading Agent
administrator, and then select the Secure Trading Agent Communications
Center application.

The Messaging Inbox displays a single message.
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3.

Figure 24 Secure Trading Agent Messaging Inbox

I Netscape: Secure Trading Agent Communications Center

| File Edit View Go window Help |
23 Bom Sa )

: “v Biookrra ks @ Location: F_https:,-",-"winterpark:6'F89,-"ebcentral,-"manager,-"start {| |I

Secure Trading Agent Communications Center about| Log Out | Help

ju sl Aoreements [ Tools | Administration
Inbox | Send | Conversatons | Archive

Messaging » Inbox

Click Dowmload Selected to refrive all docurnents for selected agreements, Select an acton to view
conversation details for that action, Help on this page.

Message Inbox (1 - 1 of 1 Rows)
[Dovmload Selected | [Refresh]| | [av] [

Agreement Count Action  Role

AT AT i i i
installaton verificadon cpa 1 welcome  Installaon

[ Download Selected | [ Refresh |

EE page: I of1[Go] [E][E] [Seroll Through All Data

E | ]

If the Inbox does not display the message, wait a few moments, then navigate

to the Inbox from the Messaging tab and select Refresh.

In the Inbox, select the Welcome action.
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Figure 25 Messages Received

I Netscape: Secure Trading Agent Communications Center
| File Edit View Go window Help |

ld v 2 ol sa

bl “v Biookrra ks @ Location: F_https:,-",-"winterpark:6'F89,-"ebc:entral,-"manager,-"Msnga?Msnga.Hre {| |I

Secure Trading Agent Communications Center about| Log Out| He

§§

ju sl Aoreements [ Tools | Administration
Inbox | Send | Conversatons | Archive

Messaging » Inbox > Action

Click Dowmload to retrieve all docurnents for listed conversations, Select the Message Eey to view details
of the message. Select the Conversation Id to view details about that conversation, Help on this page.

Agreement:  installadon verificaton cpa  Trading Partner:  partyTwo
Action:  welcome Rele:  Installadon

Received Messages (1 — 1 of 1 Rows)

[Dowstoad] [Refist] | |7

Key Documents Conversation
AT AT i
7501 43458

EE page: I of1[Go] [E][E] [Seroll Through All Data
I
EY |

4. In the Received Messages list, select the Key for the message to view the
message details.
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Figure 26 Messages Details

I Netscape: Secure Trading Agent Communications Center
| File Edit View Go window Help |

ld v 2 ol sa

i “v Biookrra ks @ Location: lﬂlttps S fwinterpark: 6789 /ebcentral Mmanager Msghction?Msghctl {| |I

Secure Trading Agent Communications Center about| Log Out| He

§§
o Sun.

microsystems

ju sl Aoreements [ Tools | Administration
Inhox | Send | Conversatons | Archive
Messaging » Inbox » Acton > Message

View the details of an acton’s message. Help on this page.

Conversation: 43459

Message I Pc5a0d8d27eP—aclf-11d7 -2£d2 43604 8def@intserverd

Message Key: 76 Documents: 1
Agreement,  installadon verificaion cpa  Trading Parmer:  partyTwo
Action:  welcome Rele:  Installadon
State:  Received Mark As:

Timestarmnp:  Jan 24,2003 11:28:13 AM

Dovwnload D t

| Reply to Message | | Refresh |

Document Deseription MIME Type Size (Bytes)
m7é 1 Liext welcomemessage text/plain 144

EYT |

5. Select the link for the document to view the Registration Success message from

the Sun registration server.
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Figure 27 Messages Details

Netscape:
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What to Do Next

It is recommended that you do the following to get started with Secure Trading

60

Agent:
1. Read the Release Notes.
2. Follow the Registration procedure described in “Registration for Secure

Trading Agent” on page 51 to ensure that your installation is correctly
configured to send and receive messages.

Read the “Overview” chapter of the Secure Trading Agent User’s Guide to
familiarize yourself with ebXML concepts.

Complete the Secure Trading Agent Tutorial for a “Quick Start” on using Secure
Trading Agent.

Familiarize yourself with the Secure Trading Agent User’s Guide to understand
more about the Secure Trading Agent applications and how to administer
them.

Refer to “Documentation Resources” on page 15 for a complete list of the
documentation available to you with Secure Trading Agent.
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