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ebScript Command Reference

This reference is part of the documentation set for Sun™ Open Net Environment 
(Sun ONE) Integration Server, Secure Trading Agent. The reference provides 
documentation to the commands available from the Secure Trading Agent ebScript 
utility. For information on using ebScript, refer to the “Secure Trading Agent 
Administration” chapter of the Secure Trading Agent User’s Guide.

ebScript Command Summary
Table 1 provides a summary of all ebScript commands.

For information on access to ebScript commands, refer to “Command Access” on 
page 9.

For details on each command, refer to “ebScript Commands” on page 10.

Table 1 ebScript Command Summary

Command Access Description.

AddLocalPartyID Administrator Defines a local party Id.

AddUserRoles Administrator Assigns one or more agreement roles to the 
specified user.

CloseConversation All Users Closes the specified conversation.

DeleteCertificate Administrator Deletes the specified certificate from the system. 

DeleteCPA Administrator Deletes the specified agreement from the 
system. The agreement must be removed from 
service (undeployed) before it can be deleted.

DeleteKeystore Administrator Deletes the reference to the specified keystore 
from the system. 
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DeleteMessage All Users Deletes the specified message from the system. 
The conversation must be closed before the 
message can be deleted.

DeployCPA Administrator Deploys the specified agreement.

Help All Displays information about ebScript 
commands.

ImportCertificate Administrator Imports the specified file as a certificate with 
the specified keyname.

ImportCPA Administrator Imports the specified file as an agreement with 
the specified name.

ImportKeystore Administrator Imports the specified file as a keystore with the 
specified keyname.

ListActions All Users Lists the actions available in the specified 
agreement for a specified service.

ListCertificates All Users Displays a list of imported certificates.

ListConversations All Users Displays a list of conversations.

ListCPAPartyIDs All Users Displays a list of party Ids defined in the 
specified agreement.

ListCPAs All Users Displays a list of agreements known to the 
system.

ListKeystores All Users Displays a list of keynames which reference 
keystores imported into the system.

ListLocalPartyIDs All Users Displays a list of party Ids that can be used by 
the local application.

ListMessageEvents All Users Displays the event log for a message.

ListMessages All Users Displays a list of messages.

ListRolesByUser All Users Displays the list of roles that have been 
assigned to the specified user.

ListServices All Users Lists the services available in a specified 
agreement.

Login All Logs in the specified user.

Ping All Users Pings the endpoint associated with the specified 
agreement.

Quit All Exits the application.

Table 1 ebScript Command Summary (Continued)

Command Access Description.
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Command Access
ebScript enforces the following access to commands:

• Administrator

Available only to Secure Trading Agent administrators. Administrators must 
be logged into ebScript to access these commands.

• All Users

Available to Secure Trading Agent administrators and regular users. Users 
must be logged into ebScript to access these commands.

• All

Available to all users. You do not have to be logged into ebScript to have access 
to these commands.

RemoveAllUserRoles Administrator Unassigns all roles for the specified user.

RemoveLocalPartyID Administrator Removes the specified party Id from the list of 
party Ids that the local application can 
represent.

RemoveUserRoles Administrator Unassigns one or more specified agreement 
roles for the specified user.

Reply All Users Responds to an incoming message.

RetrieveAllPayloads All Users Retrieves the payloads for the specified action 
in a specified agreement, and writes the 
payloads to the specified directory.

RetrievePayloads All Users Retrieves the payloads from the specified 
message.

Send All Users Sends a message according to the specified 
agreement, service, and action.

UndeployCPA Administrator Removes the specified agreement from service 
so it cannot send or receive messages.

WhoAmI All Users Displays information about the user currently 
logged in.

Table 1 ebScript Command Summary (Continued)

Command Access Description.
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ebScript Commands
This section provides details on each ebScript command. For a summary 
description of the ebScript commands, refer to “ebScript Command Summary” on 
page 7.

The listing for each command uses the typographic conventions described in 
Table 2.

AddLocalPartyID

AddLocalPartyID party_id [party_id_type]

Table 2 Typographic Conventions

Style Description

Bold The name of the command and any options to the command

Bold Italic Arguments that require a specific value. Unless indicated by 
the use of square brackets, arguments specified for a 
command are required to execute the command.

[Square Brackets] Command options and values that are not required to 
execute the command.

Parameter Description

party_id The local party Id, which should match a party Id in a CPA.

party_id_type The type of the local party Id, which should match the type of 
the specified party Id. If the party Id in the CPA does not 
specify a type, then do not specify party_id_type with this 
command. In this case the value for party_id_type defaults to 
“URI.”
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Access Administrator

Adds the specified party Id to the Secure Trading Agent’s list of local party Ids.

An ebXML agreement references party Ids for each of the parties to the agreement. 
The agreement can also specify a type for the party Id. The type of the party Id 
typically defines a namespace, such as a URN, for the value of the party Id. If the 
type is not specified, a type of URI is assumed.

When editing or importing an agreement, Secure Trading Agent must know which 
party to the agreement is the local party. Secure Trading Agent maintains a list of 
local party Ids that it uses to determine which party is the local party.

AddUserRoles

AddUserRoles user_id role [role . . . ]

Access Administrator

Assigns one or more agreement roles to the specified user.

Although Secure Trading Agent allows you to assign agreement roles to users, this 
release of Secure Trading Agent does not enforce user roles when sending or 
receiving messages.

Parameter Description

user_id The system user Id for the user being assigned an agreement 
role.

role An agreement role.
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CloseConversation

CloseConversation conversation_id 

Access All users

Closes the specified conversation.

A conversation is the series of message exchanges between trading partners as they 
execute the business process defined by the actions in an ebXML agreement. When 
all the actions in the business process have been completed, you can safely close the 
conversation. Conversations that are closed are not listed with the 
ListConversations command.

If a conversation has been closed before all actions in the business process have 
been completed, use the Secure Trading Agent Communications Center to activate 
the conversation.

DeleteCertificate

DeleteCertificate keyname 

Access Administrator

Deletes the specified certificate from the system.

Parameter Description

conversation_id Unique identifier for the conversation.

Parameter Description

keyname Name used to reference a certificate specified in an 
agreement.
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DeleteCPA

DeleteCPA cpa_name 

Access Administrator

Deletes the specified agreement from the system. You must first remove an 
agreement from service before you can delete it. You can use the UndeployCPA 
command to remove an agreement from service.

DeleteKeystore

DeleteKeystore keyname 

Access Administrator

Deletes the reference to the specified keystore from the system.

Secure Trading Agent uses the keystore to digitally sign messages as specified in 
an agreement. A single keystore file can be referenced by different keynames 
within a Secure Trading Agent system.

Parameter Description

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.

CAUTION Deleting an agreement removes all information about the agreement 
from the system. This information cannot be recovered.

Parameter Description

keyname Name used to reference a keystore (private key).

CAUTION If you delete a reference to a keystore from the system, but still have 
an agreement deployed that uses that reference to the keystore, you 
will not be able to send signed messages for that agreement.
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DeleteMessage

DeleteMessage message_key 

DeleteMessage -id message_id 

Access All users

Deletes the specified message from the system. The conversation must be closed 
before the message can be deleted.

This command takes two forms, one using a message key and the other using a 
message Id. A message key is a unique local identifier for messages in a Secure 
Trading Agent system. A message Id is a globally unique identifier for a message.

DeployCPA

DeployCPA cpa_name 

Parameter Description

message_key Message key for the message to be deleted.

message_id Message Id for the message to be deleted.

CAUTION Deleting a message removes all information about the message from 
the system. This information cannot be recovered.

Parameter Description

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.
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Access Administrator

Puts the specified agreement into service, enabling it to send or receive messages as 
specified in the agreement.

An agreement must first be created using the Secure Trading Agent 
Communications Center or imported into the Secure Trading Agent system before 
it can be deployed. When creating or importing agreements, you specify the name 
(unique within a Secure Trading Agent installation) that is used to reference the 
agreement.

Help

Help [command]

Access All

Displays information about ebScript commands. If you do not specify a command, 
Help displays summary information on all available commands.

Help is displayed only for the commands for which you have access. For 
information on access to ebScript commands, refer to “Command Access” on 
page 9.

ImportCertificate

ImportCertificate keyname filename 

Parameter Description

command An ebScript command, or the minimum sequence of letters 
that specify a unique command.

Parameter Description

keyname Name used to reference a certificate specified in an 
agreement.

filename Path and filename to the certificate file.
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Access Administrator

Imports the specified certificate file into the Secure Trading Agent system.

Certificates are specified in agreements to implement transport security and to sign 
messages. Before an agreement can be deployed, all certificates referenced in the 
agreement must first be imported into the Secure Trading Agent system.

ImportCPA

ImportCPA filename cpa_name

Access Administrator

Imports the specified CPA document file into the Secure Trading Agent system. 

When importing agreements, the name you specify must be unique within a Secure 
Trading Agent installation. This name is used to reference the agreement in other 
commands, such as Send, ListActions, DeleteCPA, and others.

ImportKeystore

ImportKeystore keyname filename [password]

Parameter Description

filename Path and filename to a CPA document.

cpa_name Name used to uniquely identify an agreement within a 
Secure Trading Agent installation.

Parameter Description

keyname Name used to reference a keystore (private key).

filename Path and filename of the keystore file.

password Password needed for access to the specified keystore file.
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Access Administrator

Imports the keystore file with the specified keyname. If password is not specified, 
ebScript prompts you for the password before importing the keystore file.

Secure Trading Agent uses the keystore to digitally sign messages as specified in 
an agreement. A keystore file can be referenced by different keynames within a 
Secure Trading Agent system.

ListActions

ListActions [-local] <cpa_name> <service>

Access All users

Lists the actions available in the specified CPA for a specified service. If you omit 
the local flag, this command lists actions for both the local party and the other 
party.

ListCertificates

ListCertificates

Access All users

Displays a list of certificates imported into the Secure Trading Agent system.

Parameter Description

-local List actions available for the local party only.

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.

service Name of a service in the CPA.



ListConversations

18 Sun ONE Integration Server Secure Trading Agent 1.0 • Command Reference Guide • February 2003

ListConversations

ListConversations [-sd start_date] [-ed end_date]

Access All users

Displays a list of all (active and closed) conversations. If you specify a start date or 
end date, the specified date must in the proper format.

Use the following format to specify dates:

yyyy-m-d

yyyy: four digit year

m: one or two digit month

d: one or two digit day of the month.

For example, the following command lists all conversations between September 20, 
2003 and October 21, 2003:

ListConversations -sd 2003-9-20 -ed 2003-10-21

ListCPAPartyIDs

ListCPAPartyIDs cpa_name 

Parameter Description

-sd start_date Use start_date to specify the earliest conversation to include 
in the list.

-ed end_date Use end_date to specify the latest conversation to include in 
the list.

Parameter Description

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.
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Access All users

Displays a list of party Ids defined in the specified agreement.

ListCPAs

ListCPAs

Access All users

Displays a list of agreements known to the system.

This command lists the name of the agreement and the agreement status. The 
status of an agreement can be any of the following:

Table 3 Agreement Status

Status Description

Deployed The agreement has been put in service, and can be used to 
send and receive messages between trading partners. An 
agreement must first be of status Supported before it can be 
deployed.

Invalid The agreement is incomplete and cannot be deployed. 
Typically, an invalid agreement can be edited so it is 
supported. A supported agreement can then be deployed.

Supported The agreement contains all the information necessary to be 
deployed.

Template An agreement that is a basis for creating new agreements 
using the Secure Trading Agent Agreement Editor.

Undeployed An agreement that was taken out of service. When an 
agreement is undeployed, it can no longer be used as a basis 
for sending and receiving messages.

Valid The agreement is complete but cannot be deployed because it 
uses features not supported by Secure Trading Agent.
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ListKeystores

ListKeystores

Access All users

Displays a list of keynames that have been imported into the Secure Trading Agent 
system.

A keyname references a specific keystore file (private key). A keystore file can be 
referenced by different keynames within Secure Trading Agent. Thus a listing from 
this command can contain several keynames that reference the same keystore file.

ListLocalPartyIDs

ListLocalPartyIDs

Access All users

Displays a list of party Ids that are known as a local party Id to a Secure Trading 
Agent installation.

An ebXML agreement references party Ids for each of the parties to the agreement. 
Secure Trading Agent must recognize one of these party Ids as a local party before 
it can import or edit the agreement. For more information, see AddLocalPartyID.

ListMessageEvents

ListMessageEvents message_key 

ListMessageEvents -id message_id 

Parameter Description

message_key List events for the message with the specified message_key.

Parameter Description

-id message_id List events for the message with the specified message_id.
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Access All users

Displays the event log for a message. message_key is the local identifier for the 
message. message_id is the global identifier for the message.

When Secure Trading Agent sends a message, it generates the local message key 
and the global message Id. Use ListMessages to view the message keys and 
message identifiers for messages sent or received by a Secure Trading Agent 
installation.

ListMessages

ListMessages [-out] [-in] [-sd start_date] [-ed end_date]

Access All users

Displays a list of messages sent or received by a Secure Trading Agent installation. 
If no options are specified, all messages are displayed.

This command displays the following information about each message:

• Message Key

• Message Id

• Status

• Party From

• Party To

• Timestamp

• Number of Payloads

Parameter Description

-out List outbound messages.

-in List inbound messages.

-sd start_date Use start_date to specify the earliest message to include in the 
list.

-ed end_date Use end_date to specify the latest message to include in the 
list.
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Use the following format to specify dates:

yyyy-m-d

yyyy: four digit year

m: one or two digit month

d: one or two digit day of the month.

For example, the following command lists outbound messages sent or received 
between September 20, 2003 and October 21, 2003:

ListMessages -out -sd 2003-9-20 -ed 2003-10-21

ListRolesByUser

ListRolesByUser user_id 

Access All users

Displays the list of roles that have been assigned to the specified user.

Although Secure Trading Agent allows you to assign agreement roles to users, this 
release of Secure Trading Agent does not enforce user roles when sending or 
receiving messages.

Parameter Description

user_id User Id for the user whose roles are to be displayed
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ListServices

ListServices cpa_name 

Access All users

Lists the services available in the specified agreement.

In an ebXML agreement, actions are grouped under services. When using the 
Secure Trading Agent Agreement Editor to create actions for an agreement, all 
actions are created under the service S1IS_STA_Service. Agreements created from 
another source may user other services to group actions.

Login

Login [-i] user_id [password]

Access All

Logs in the specified user. If a password is not specified, the user is prompted for 
the password.

The -i option opens a dialog that allows you to specify a user and password. This 
option is useful when automating a series of ebScript commands in a file. For 
information on automating ebScript commands in a file, refer to the chapter, 
“Secure Trading Agent Administration,” in the Secure Trading Agent User’s Guide.

Parameter Description

cpa_name Name used to reference an agreement created in or imported 
into Secure Trading Agent.

Parameter Description

-i Displays a dialog to prompt for a user Id and password.

user_id System user Id of the user to be logged into Secure Trading 
Agent.

password System password for the user specified by user_id.
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Ping

Ping cpa_name 

Access All users

Pings the endpoint associated with the specified agreement.

Use ping to determine if the endpoint specified by an agreement is alive, and thus 
able to receive and send messages.

Quit

Quit

Access All

Exits ebScript.

RemoveAllUserRoles

RemoveAllUserRoles user_id 

Access Administrator

Removes all roles assigned to the specified user.

Although Secure Trading Agent allows you to assign agreement roles to users, this 
release of Secure Trading Agent does not enforce user roles when sending or 
receiving messages.

Parameter Description

cpa_name Name of the agreement specifying the endpoint to ping.

Parameter Description

user_id System user Id for the user having roles removed.
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RemoveLocalPartyID

RemoveLocalPartyID party_id 

Access Administrator

Removes the specified party Id from the list of local party Ids for the Secure 
Trading Agent installation.

An ebXML agreement references party Ids for each of the parties to the agreement. 
Secure Trading Agent must recognize one of these party Ids as a local party before 
it can import or edit the agreement. For more information, see AddLocalPartyID 
and ListLocalPartyIDs.

RemoveUserRoles

RemoveUserRoles user_id role [role . . . ]

Access Administrator

Removes one or more specified agreement roles for the specified user.

Parameter Description

party_id Party Id for a party that might be specified in a CPA.

CAUTION You should be careful about removing a local party Id for an 
agreement imported or deployed into your system. Secure Trading 
Agent relies on local party Ids to determine the local party to an 
agreement.

Parameter Description

user_id System user Id for the user having roles removed.

role An agreement role.
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Although Secure Trading Agent allows you to assign agreement roles to users, this 
release of Secure Trading Agent does not enforce user roles when sending or 
receiving messages.

Reply

Reply [-sync] message_key action [filename [filename. . . ]],

Access All users

Continue the conversation of the specified message by responding with the 
specified action. All documents specified in the action must be attached to the 
message, and should be of the MIME type specified in the action.

By default, messages are sent asynchronously (queued for sending). To verify that 
a queued message was sent, check the status of the message using ListMessages.

Use the -sync option to override the default behavior and wait for a confirmation 
that the message was sent. 

The Reply command provides an alternative to using the Send command to 
continue a conversation. For more information, refer to the Send command.

Parameter Description

-sync Wait for a confirmation that the message was sent.

message_key Local identifier of the message that is being responded to.

action Name of the action that this message is performing.

filename Path and file name of the file containing a payload for this 
message.
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RetrieveAllPayloads

RetrieveAllPayloads [-i] cpa_name service action directory 

Access All users

Retrieves all attached documents for the specified action in an agreement, and 
writes the documents to the specified directory.

This command retrieves the documents for all conversations that have pending 
messages for the specified actions. Use RetrievePayloads to retrieve documents for 
an action in a specific conversation.

The -i option opens a dialog that allows you to navigate to a destination directory 
for attached documents. This option is useful when automating a series of ebScript 
commands in a file. For information on automating ebScript commands in a file, 
refer to the chapter, “Secure Trading Agent Administration,” in the Secure Trading 
Agent User’s Guide.

Parameter Description

-i Display a dialog to navigate to a directory to save attached 
documents.

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.

service Name of a service in the agreement specified by cpa_name.

action Name of the action for which attached documents are to be 
retrieved.

directory Destination directory for saving documents attached to 
messages for the specified action.
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RetrievePayloads

RetrievePayloads [-force] message_key directory 

Access All users

Retrieves documents attached to the specified message, and writes them to the 
specified directory.

Send

Send [-i] [-sync] [-conv conv_name] cpa_name service action
[filename [filename. . . ]]

Send [-i] [-sync] [-name new_conv_name] cpa_name service action
[filename [filename. . . ]]

Send [-i] [-sync] cpa_name service action
[filename [filename. . . ]]

Parameter Description

-force Retrieve payloads even if they have previously been 
retrieved.

message_key The local identifier for the message whose attached 
documents are to be retrieved.

directory Directory for saving attached documents.

Parameter Description

-i Displays a dialog that allows you to specify the files to be 
sent as attachments to the message.

-sync Wait for a confirmation that the message was sent

-conv conv_name Continue the conversation with the name specified by 
conv_name.

-name new_conv_name Create a new conversation with the name specified by 
new_conv_name.

cpa_name Name of the agreement containing the service and action for 
message to be sent.
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Access All users

For the specified agreement, sends a message for the action in the specified service. 
This command has three basic forms—one for continuing an existing conversation 
and two for starting a new conversation.

• If -conv is specified, continues the conversation specified by conv_name. 

• If -name is specified, starts a new conversation with the specified name. 

• If neither -name or -conv is specified, starts a new conversation with a unique 
conversation name generated by the system.

All documents specified in the action must be attached to the message, and should 
be of the MIME type specified in the action.

By default, messages are sent asynchronously (queued for sending). To verify that 
a queued message was sent, check the status of the message using ListMessages.

Use the -sync option to override the default behavior and wait for a confirmation 
that the message was sent. 

The -i option opens a dialog that allows you to navigate to documents attached to 
the message. This option is useful when automating a series of ebScript commands 
in a file. For information on automating ebScript commands in a file, refer to the 
chapter, “Secure Trading Agent Administration,” in the Secure Trading Agent User’s 
Guide.

For an alternate way to continue a conversation, refer to the Reply command.

service Name of the service in the specified CPA containing the 
action for the message to be sent.

action Name of the action to be sent.

file_name Path and file name for a document to be attached to the 
message.

Parameter Description
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UndeployCPA

UndeployCPA cpa_name 

Access Administrator

Removes the specified agreement from service. You can no longer send and receive 
messages based on an agreement that has been undeployed.

WhoAmI

WhoAmI

Access All users

Displays information about the user currently logged in.

Parameter Description

cpa_name Name used to reference an agreement that was created in or 
imported into Secure Trading Agent.
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