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About This Guide

sun™ ONE Identity Server Policy Agents, version 2.1, comprise J2EE Policy
Agents and Web Policy Agents. This guide offers an introduction to J2EE Policy
Agents and describes how to install and configure these agents on supported
application servers.

This preface contains the following sections:

< What You Are Expected to Know

= Sun ONE Identity Server Documentation Set

= Documentation Conventions Used in This Manual

e Related Information

What You Are Expected to Know

This book is considered to be an auxiliary manual in the documentation series
provided with Sun ONE ldentity Server 6.0 SP1. It’s essential that you understand
directory technologies and have some experience with Java, J2EE and XML
programming languages. You will get the most out of this guide if you are familiar
with directory servers and Lightweight Directory Access Protocol (LDAP).
Particularly, you should be familiar with Sun ONE Directory Server and the
documentation provided with that product.

This guide is intended for use by IT professionals who manage access to their
network through Sun ONE servers and services. The functionality contained in
Sun ONE Identity Server Policy Agents allow you to protect hosted J2EE
applications.

As you try to understand the concepts described in this guide, you should
reference the Sun ONE Identity Server Installation and Configuration Guide and the
Sun ONE ldentity Server Programmer’s Guide.



Sun ONE Identity Server Documentation Set

Sun ONE Identity Server Documentation Set

The Sun ONE Identity Server documentation set contains the following titles:

Product Brief provides an overview of Sun ONE Identity Server and its features
and functions.

Installation Guide provides details on how to install and deploy Sun ONE
Identity Server on Solaris™, Linux and Windows® 2000 systems.

Administration Guide describes how to use the Sun ONE Identity Server
console as well as manage user and service data via the command line.

Programmer’s Guide documents how to customize an Sun ONE Identity Server
system specific to your organization. It also includes instructions on how to
augment the application with new services using the public APIs.

J2EE Policy Agents Guide (this guide) documents how to install and configure a
Sun ONE Identity Server J2EE policy agent on a remote server. It also includes
troubleshooting information specific to each agent.

Web Policy Agents Guide describes how to install and configure Sun ONE
Identity Server Web Policy Agents on supported web servers.

Getting Started Guide documents how to use various features of Sun ONE
Identity Server to set up a simple organization with identities, policies and
roles.

The Release Notes file gathers an assortment of last-minute information,
including a description of what is new in this release, known problems and
limitations, installation notes, and how to report problems.

NOTE Be sure to check the Sun ONE Identity Server documentation web site for updates

to the release notes and for revisions to the guides. They are available at
http://docs. sun. coni db/ prod/ sli dsr v#hi c. Updated documents will be
marked with a revision date.

Documentation Conventions Used in This Manual

In the Sun ONE Identity Server 6.0 SP1 documentation set (such as this guide)
there are certain typographic and terminology conventions used to simplify
discussion and to help you better understand the material. These conventions are
described below.
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Documentation Conventions Used in This Manual

Typographic Conventions

This book uses the following typographic conventions:

= [talic type is used within text for book titles, new terminology, emphasis, and
words used in the literal sense.

< Mnospace font is used for sample code and code listings, APl and language
elements (such as function names and class names), filenames, pathnames,
directory names, HTML tags, and any text that must be typed on the screen.

= [talic serif font is used within code and code fragments to indicate variable
placeholders. For example, the following command uses filename as a variable
placeholder for an argument to the gunzip command:

gunzip -d filename. tar. gz

Terminology

Below is a list of the general terms that are used in the Sun ONE Identity Server
Policy Agent documentation:

= Agent_Install_Dir is a variable placeholder for the directory where you have
installed the Sun ONE Identity Server Policy Agent.

= S1IS_Install_Dir is a variable placeholder for the home directory where you
have installed Sun ONE ldentity Server.

Related Third-Party Web Site References

Sun is not responsible for the availability of third-party Web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused by or in connection with the use of or reliance on any such content,
goods, or services that are available on or through such sites or resources.

About This Guide 11



Related Information

Related Information

In addition to the documentation provided with Sun ONE Identity Server, there
are several other sets of documentation that might be helpful. This section lists
these and additional sources of information.

Download Center

Links to download any of Sun’s Sun ONE/iPlanet software are at
http://wws. sun. coni sof t war e/ downl oad/

Sun ONE Technical Support

Technical Support can be contacted through
http://ww. sun. com servi ce/ support/software/iplanet/index. htm

Professional Services Information

Professional Service can be contacted through
http://ww. sun. com servi ce/ sunps/i pl anet/

Sun Enterprise Services for Solaris Patches And Support

Solaris patches and support can be obtained through
ht t p: // waw. sun. cond ser vi ce/

Developer Information

Information on Sun ONE Identity Server, LDAP, the Sun ONE Directory Server,
and associated technologies can also be found at
http://devel oper.iplanet.conm tech/directory/
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Chapter 1

Read This First

Sun™ ONE Identity Server Policy Agents, version 2.1, comprise J2EE Policy
Agents and Web Policy Agents. J2EE Policy Agents enable application servers to

enforce authentication and authorization using Sun™ ONE Identity Server
services. While ensuring secure client access to the hosted J2EE applications, the
policy agents enforce J2EE security policies defined in the deployed application's
deployment descriptors as well as URL policies defined in Sun ONE Identity
Server.

In related documentation, you might see Sun ONE Identity Server referred to as
Sun Java™ System ldentity Server and Sun Java™ System Access Manager. These
three names refer to the same product, but different versions.

This chapter provides a brief overview of J2EE Policy Agents. Topics in this chapter
include:

= Uses of J2EE Policy Agents
= How J2EE Policy Agents Work
= Supported Servers

= What’s New in J2EE Policy Agents

13



Uses of J2EE Policy Agents

Uses of J2EE Policy Agents

The J2EE policy agent may be installed for protecting a variety of hosted J2EE
applications, which may require a varying set of security policy implementation.
The security infrastructure of J2EE provides declarative as well as programmatic
security that are platform-independent and are supported by all the
J2EE-compliant application servers. For details on how to use J2EE platform's
declarative as well as programmatic security, refer to J2EE documentation, which
can be found at http://j ava. sun. cont j 2ee.

The agent helps enable role-to-principal mapping for protected J2EE applications
with Sun ONE Identity Server principals. Thus at runtime, when a J2EE policy is
evaluated, it is done against the information available in Sun ONE Identity Server.
Using this functionality, administrators may configure their hosted J2EE
applications to be protected by the agent, which provides real security services and
also other key features such as single sign-on.

Apart from enabling the J2EE security for hosted applications, the J2EE policy
agents also provide complete support for Sun ONE Identity Server-based URL
policies for enforcing access control over web resources hosted in the application
server’s web container.

The following two sections provide examples of how the J2EE policy agents can be
put to use:

< General Usage Examples
= Specialized Agent Usage Examples

The general usage examples provide usage scenarios on how most of the J2EE
agents can be used to enforce access control over protected resources in J2EE
application servers. The specialized agents, on the other hand, are specific to
application platforms such as PeopleSoft and SAP servers which allow single
sign-on and policy enforcement over such specialized resources.

General Usage Examples

An Online Auction Application

Consider a web-based application that facilitates the auction of various
merchandise between interested parties. A simple implementation for such an
application will require the users to be in one of three abstract roles, namely Buyer,
Seller or Administrator. Buyers in this application will have access to web pages
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that display the listed auction items, whereas the Sellers may have access to web
pages that allow them to list their merchandise for new auctions. The
Administrators may have access to yet another set of web pages that allow them to
finalize or cancel existing auctions in whatever state they may be in.

Using the deployment descriptors, the application developer can express this
intent by protecting such components using abstract security role names. These
abstract role names in turn can be mapped to real principals in Sun ONE Identity
Server using the policy agent. For example, the role Buyer may be mapped to a Sun
ONE Identity Server role called Employee, the role Seller to a Sun ONE Identity
Server role called Vendor, and the role Administrator to a Sun ONE Identity Server
role called Admin.

The abstract role names used by the application developer may be used to protect
the necessary web pages and any specialized Enterprise JavaBeans (EJB)
components from unauthorized access by using declarative as well as
programmatic security. Once this application is deployed and configured, the
agent will ensure that only the authorized personnel get access to these protected
resources. For example, access to the pages meant for Sellers to list their
merchandise for auctions will be granted to the user Shariff only if this user
belongs to the Sun ONE Identity Server role called Vendor. Similarly, users
Navaneeth and Vasanth may place bids on this listed item only if they belong to
the role called Buyer. Once the auction period expires, the auction can be finalized
by the user Krishnendu only if he is in the role called Admin.

A Web-Based Commerce Application

A web-based commerce application may have a variety of specialized EJB
components that offer a spectrum of services to the clients. For instance, there
could be a specialized component that enables to create purchase orders. Similarly,
there could be a specialized component that allows to approve a purchase order.
While such components provide the basic business services for the application to
function, the very nature of tasks that they accomplish requires a security policy to
enforce appropriate use of such services.

Using the deployment descriptors, the application vendor or developer can express
this intent by protecting such components using abstract security role names. For
example, there can be a role called Buyer, which protects the component that
allows to create a purchase order. Similarly, there can be a role called Approver,
which protects the component that enables to approve a purchase order. While
these roles convey the intent of the application vendor or developer to enforce such
security policies, they will not be useful unless these abstract role names are
mapped to real life principals such as actual users or actual roles that reside in Sun
ONE Identity Server.

Chapter 1  Read This First 15



Uses of J2EE Policy Agents

The agent provides the ability to the container to enforce such a runtime linkage of
abstract security roles to real life principals. Once the agent is installed and
configured, the application security roles can be mapped to real principals. For
example, the role Buyer can be mapped to a Sun ONE Identity Server role called
Staff, and the role Approver can be mapped to a Sun ONE Identity Server role
called Manager. Thus when a user Arvind tries to access the application’s protected
resources to create a purchase order, the agent will allow this access only if this
user is a member of the mapped role Staff. Similarly, a user Maya may wish to
approve this purchase order, which will be allowed by the agent only if this user is
a member of the mapped role Manager.

A Content-Based Web Application

A content-based web application can offer pay per-view services. The application
may be partitioned into two domains: the public domain that is accessible to
anonymous users, and the private domain that is accessible only to the subscribers
of this particular service. Further, the protected domain of this application can also
be subject to strict conditions based on how the user has authenticated, the time of
the day, IP address-based conditions and so on.

Using Sun ONE Identity Server-based URL policies for web resources, the
Administrator can specify such complex policies for the application resources,
which will be evaluated by the policy agent in order to ensure that access to these
resources is granted only when all conditions are satisfied. The Administrator can
set policies that govern access to these resources at any level of granularity - such
as that for a single user or for an entire organization.

For example, one such policy may govern access to certain resources in such a
manner that the user must belong to a particular LDAP Group called Customer
and that the time of the day be between 9:00 am and 5:00 pm. Thus, if a user Rajeev
were to access this resource, the agent will allow this access only if this user is a
member of the LDAP Group Customer, and that the time of the day is between 9:00
am and 5:00 pm.
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Specialized Agent Usage Examples

Policy Agent for PeopleSoft Applications

Consider an enterprise where PeopleSoft human resources and payroll
applications are deployed along with other web applications. The enterprise may
want to achieve single sign-on across different applications including PeopleSoft
applications. This means, that on successfully logging in with sufficient credentials,
the user should get seamless access to all the applications without having to
re-authenticate as long as he/she is authorized to access the resource.

For example, if a user Pradeep is trying to access PeopleSoft application, he will be
redirected to Sun ONE ldentity Server for authentication if he is not already
authenticated. On successful login, Pradeep will be allowed to access his payroll
information as well as personal information from the PeopleSoft human resource
application.

Policy Agent for SAP Enterprise Portal

The J2EE Policy Agent allows seamless integration of SAP Enterprise Portal and its
hosted portal applications and content with Sun ONE Identity Server and allows
the administrators to enforce stricter access control policies, where necessary. It
also allows for a very flexible mode of mapping Sun ONE Identity Server users to
users as they exist in the SAP back-end system or Enterprise Portal user base. One
way to map the Sun ONE Identity Server users with SAP Enterprise Portal users is
to configure the agent to use the same user ID across both the systems. For
example, if the user Rajesh signs on to Sun ONE Identity Server using a user 1D

r aj esh, the agent when configured to map the same user IDs will log him into the
SAP Enterprise Portal asr aj esh.

In situations where it is not possible to map the same user ID across Identity Server
and SAP Enterprise Portal, the agent may be configured to use a mapped user ID
from the LDAP attribute of the Identity Server user. For instance, if a user Sushma
has the value sushmac stored in a particular profile attribute, which the agent has
been configured to read, then she will be logged into Enterprise Portal as user
sushmac by the agent when she accesses the Enterprise Portal resources.

The agent also allows a third mode of mapping users of Identity Server to users in
SAP Enterprise Portal, which is by using the value of a specified HTTP Header
field. Thus if a user Amlan requests access to a protected Enterprise Portal
resource, and this request carries with it a value ani anc in an HTTP header field
that the agent has been configured to read, then the agent will log him into the SAP
Enterprise Portal as user am anc.
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The agent for SAP Enterprise Portal can also be used to enforce URL Policies
defined in ldentity Server’s console to control access to the protected Enterprise
Portal resources. For example the administrator may define a set of URL Policies in
the Identity Server such that these policies will allow access to a particular URL
resource in Enterprise Portal to the user Frances and not to the user Deepak. In this
case, regardless of the access control set up within Enterprise Portal for the
resource in question, the agent will only allow access to the user Frances for that
particular resource and not for the user Deepak. Furthermore, the administrator
can also set up URL policies with various conditions and authentication levels or
scheme requirements for such resources. As an example, the administrator may
create a policy for user Bill such that the access to a particular Enterprise Portal
resource is restricted to a particular time of the day only. In this case, the user Bill
will be allowed access to the given resource only during the allowed interval and
will be denied access at all other times.

Policy Agent for SAP Enterprise Portal and Web Application Server

The Policy Agent for SAP Enterprise Portal and Web Application Server is similar
to the Policy Agent for SAP Enterprise Portal in that they both:

= allow seamless integration with Sun ONE Identity Server

- facilitate single sign-on between their deployed applications and the
applications and servers protected by Sun ONE Identity Server.

= unlike J2EE Policy Agents for various other application servers, do not
facilitate role-to-principal mapping using the Identity Server role definitions.
Instead they simply enable the establishment of Identity Server principals
within the hosted applications on SAP Web Application Server.

However, Policy Agent for SAP Enterprise Portal and Web Application Server is
different from Policy Agent for SAP Enterprise Portal since between the two only
Policy Agent for SAP Enterprise Portal and Web Application Server allows the
establishment of Identity Server principals within the applications hosted on the
underlying SAP Web Application Server.

For example, when a user attempts to access an application that is hosted on SAP
Web Application Server and is protected by Policy Agent for SAP Enterprise Portal
and Web Application Server, the policy agent ensures user authentication and
enforces any applicable URL policies defined within Identity Server. This
authentication and enforcement by the agent establishes the principal within the
SAP Web Application Server for the protected application. And yet, to ensure
complete protection of hosted resources, the administrator of SAP Web
Application Server needs to define the necessary protection domains, resource
protection policies and constraints within the SAP Administrator as well as the
deployed application.
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Policy Agent for BEA WebLogic 8.1 Server/Portal

This J2EE agent was developed with the objective of protecting J2EE web
applications deployed on BEA WebLogic 8.1 SP2/SP3 Server (BEA WebLogic SP2
Server or BEA WebLogic SP3 Server) and on BEA WebLogic 8.1 SP2/SP3 Portal
(BEA WebLogic SP2 Portal or BEA WebLogic SP3 Portal). In this document, the
agent is commonly referred to as WebLogic 8.1 Server/Portal Agent.

This particular section describes a few use cases for this agent when installed
specifically on WebLogic 8.1 Portal. Users are allowed to access a WebLogic 8.1
Portal application if their user profile is present in both Identity Server and the
WebLogic 8.1 Portal repository. Administrators must ensure that users who can log
into the WebL ogic Portal are also present in Identity Server. Users who are not
present in either of the two repositories should be denied access to any resource
they try to access.

Note that after installing and configuring the agent for a portal application, the
content management of the portal application is still performed by the WebLogic
8.1 Portal framework. The J2EE agent simply achieves single sign on by
authenticating the user with Identity Server and by establishing the user principal
in the portal container. The agent also supports synchronization of the Identity
Server and WebLogic 8.1 Portal sessions through a logout event trapping feature.

This agent allows for a very flexible mode of mapping Sun ONE Identity Server
users to users as they exist in the WebLogic 8.1 Portal repository. One way to map
the Sun ONE Identity Server users with WebLogic 8.1 Portal users is to configure
the agent to use the same user ID across both systems. For example, if the user
JinWon signs on to Sun ONE Identity Server using a user ID j i nwon, the
agent—when configured to map the same user ID—Ilogs him into the WebLogic 8.1
Portal as j i nwon.

In situations where it is not possible to map the same user ID across Identity Server
and the WebLogic 8.1 Portal, the agent can be configured to use a mapped user ID
from the LDAP attribute of the Identity Server user. For instance, if a user Gina has
the value G nak stored in a particular profile attribute that the agent has been
configured to read then she will be logged into WebLogic 8.1 Portal as user G nak
by the agent when she accesses the WebLogic 8.1 Portal resources.

The agent also allows a third mode of mapping users of Identity Server to users in
the WebLogic 8.1 Portal, by using the value of a specified HTTP Header field. Thus
if a user BethAnn requests access to a protected WebLogic 8.1 Portal resource, and
this request carries with it a value bet hann in an HTTP header field that the agent
has been configured to read, then the agent will log her into the WebLogic 8.1
Portal as user bet hann.
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The agent for the WebLogic 8.1 Portal can also be used to enforce URL Policies
defined in Identity Server’s console to control access to the protected WebLogic 8.1
Portal. For example the administrator can define a set of URL Policies in the
Identity Server such that these policies allow access to a particular URL resource in
the WebLogic 8.1 Portal to the user Rachel and not to the user David. In this case,
regardless of the access control set up within WebLogic 8.1 Portal for the resource
in question, the agent only allows access to Rachel for that particular resource and
not for David. Furthermore, the administrator can also set up URL policies with
various conditions and authentication levels or scheme requirements for such
resources.

How J2EE Policy Agents Work

J2EE Policy Agents contain two main components that together affect the operation
of the application server as well as the behavior of the protected applications.
These components are as follows:

e Agent Realm

The agent realm is installed as an application server-specific platform
component, which provides the ability to the application server to interact with
principals stored in Sun ONE Identity Server. This component needs to be
configured correctly in order that the agent can be used to enforce J2EE
Security policies for the protected application. This component is needed for
enforcing J2EE policies for the protected application.

NOTE Because the agent realm component is installed as an application server-specific
component, it may be named differently for different agents. For example, it is
called custom registry for IBM WebSphere 5.0/5.1 agent, and agent authentication
provider for BEA WebLogic 7.0 SP2 and 8.1 agents.

= Agent Filter

The agent filter is installed within the protected application and facilitates the
enforcement of the security policies governing the access to all resources
within the protected application. Every application that has to be protected by
the agent must have its deployment descriptors changed to reflect that it is
configured to use the agent filter. Applications that do not have this setting
will not be protected by the agent and may malfunction or become unusable if
deployed on an application server where the agent realm is installed.
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NOTE For application servers that do not support Servlet Filters as defined in the Servlet
2.3 specification, the agent filter may be named and packaged differently. For
example, the agent filter is referred to as the authfilter for the WebLogic front-end
server used with PeopleSoft 8.3 server.

Together, the agent realm and agent filter work in tandem with Sun ONE Identity
Server and enforce authentication and authorization for clients trying to access
protected J2EE applications by enforcing the J2EE security policies as well as Sun
ONE Identity Server-based URL policies where applicable.

The agent provides a fully configured and ready-to-use client installation of Sun
ONE Identity Server SDK for the application server. This SDK offers a rich set of
APIs supported by Sun ONE Identity Server that can be used to create
security-aware applications that are tailored to work in the security framework
offered by Sun ONE Identity Server. For more information on how to use Sun Java
System ldentity Server SDK, please refer to Sun Java System ldentity Server
Programmer’s Guide.

PeopleSoft 8.3/8.4/8.8 Agent Architecture

The policy agent for PeopleSoft 8.3, 8.4 and 8.8 protects web access to PeopleSoft
applications using Sun ONE Identity Server security features such as
authentication, single sign-on and policy.

PeopleSoft applications are web-enabled through PeopleSoft Internet Architecture
(P1A) that involves deploying PeopleSoft servlets on a web/application server
(WebLogic) tier, which fronts the PeopleSoft proprietary application server. The
policy agent can either be installed on the web/application server or on a web
container that acts as proxy to the PeopleSoft web/application server.

The policy agent for PeopleSoft is based on the Sign-on PeopleCode provided by
PeopleSoft. For more information on this infrastructure, see Chapter 7 of the
Security PeopleBook that is part of the PeopleSoft documentation.

The policy agent code on the user’s web/application server (either the proxy or the
PeopleSoft-provided web/application server) works like a regular Sun ONE
Identity Server web agent. It intercepts all the user-requests and is responsible for
authenticating and authorizing web access to the PeopleSoft application based on
the authentication schemes and policies defined in Sun ONE Identity Server.

The PeopleSoft configuration, required for the agent to work, involves the
following three steps:
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1. Creating a default user in PeopleSoft.

2. Configuring the web server servlets to pass on the default user to the
application server.

3. Configuring the application server to delegate the process of determining the
user logged in to a special PeopleCode (PeopleSoft’s proprietary language)
provided by Sun ONE Identity Server Policy Agent.

The rest of PeopleSoft configuration, specifically the existing PeopleSoft user
repository, user profiles and PeopleSoft roles based access control do not need any
changes, and work exactly like before.

The current implementation of identifying the user to PeopleSoft assumes that Sun
ONE Identity Server and PeopleSoft separately maintain users, and a
pre-determined LDAP attribute in the Sun ONE Identity Server user’s entry
contains the PeopleSoft userid. User synchronization between the two user
repositories is beyond the scope of Sun ONE Identity Server or the Sun ONE
Identity Server Policy Agent. While continuing to support this form of mapping,
future implementations will provide support for installations that have a single
user LDAP repository shared between Sun ONE Identity Server and PeopleSoft.
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Figure 1-1 PeopleSoft Agent Architecture
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Supported Servers

J2EE Policy Agents, versions 2.1 and 2.1.1 are available for the following servers.
These versions of the agents work with Sun ONE Identity Server 6.0 SP1, 6.1 and
6.2. The agent supported on Solaris 8 is generally supported on Solaris 9 also and
vice versa.

NOTE J2EE Policy Agents support only specific versions of Oracle 9iAS and Oracle 10g
application servers as listed in the following table. Hence, before installing the
agent for Oracle 9iAS or Oracle 10g, be sure to check the exact version of the
application server from the property named Ver si on in the file
ORACLE_HOME/ confi g/ i as. properti es.

Table 1-1  Servers Supported by J2EE Policy Agents (1 of 3)

Server Platform Agent Version
Available
Sun ONE Application Server 7.0 Solaris 8 21,211
Solaris 9 21,211
Microsoft Windows 2000 21,211

Red Hat Advanced Server 2.1 21,211

BEA WebLogic Server 6.1 SP2 Solaris 8 21,211
Solaris 9 21,211
HP-UX 11 21,211
Microsoft Windows 2000 21,211

BEA WebLogic Server 7.0 SP2 Solaris 8 2.1
Solaris 9 2.1

Red Hat Advanced Server 2.1 2.1

HP-UX 11.11 2.1

IBM WebSphere Application Server 5.0  Solaris 8 21,211
Microsoft Windows 2000 21,211
AIX 5.1 2.1
AIX 5.2 211

Red Hat Advanced Server 2.1  2.1.1
PeopleSoft 8.3/8.4/8.8 Solaris 8 2.1
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Table 1-1  Servers Supported by J2EE Policy Agents (2 of 3)
Server Platform Agent Version
Available
HP-UX 11 21
BEA WebLogic Server 8.1 Solaris 8 2.1
Solaris 9 2.1
Red Hat Advanced Server 2.1 2.1
HP-UX 11.11 21
Apache Tomcat Server 4.1.27 Solaris 8 2.1
Solaris 9 2.1
Red Hat Advanced Server 2.1 2.1
Oracle 9i Application Server Release 2 Solaris 8 2.1
(version 9.0.3)
SAP Enterprise Portal 6.0 SP2 Solaris 8 2.1
Solaris 9 2.1
AIX 5.2 2.1
Oracle Application Server 10g (versions  Solaris 8 2.1
9.0.3and 9.0.4)
Macromedia JRun 4 Application Server  Solaris 8 21,211
Solaris 9 21,211
Red Hat Enterprise Linux 3.0 21,211
SAP Enterprise Portal 6.0 SP2 and Microsoft Windows Server 2.1
Web Application Server 6.20 SP1 2003 Enterprise Edition
BEA WebLogic 8.1 SP2 Server/Portal Solaris 8 2.1
Solaris 9 21
BEA WebLogic 8.1 SP3 Server/Portal Red Hat Enterprise Linux AS 2.1
3.0
Solaris 8 21
Solaris 9 2.1
IBM WebSphere Application Server 5.1  Solaris 8 211
Sun Java™ System Application Server  Solaris 8 2.1
8.1
Solaris 9 2.1
Solaris 10 2.1
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Table 1-1  Servers Supported by J2EE Policy Agents (3 of 3)

Server Platform Agent Version
Available
Solaris 9 x86 21

Red Hat Advanced Server 2.1 2.1

What's New in J2EE Policy Agents

J2EE Policy Agents support a variety of new features. Some of the features require
application configuration as well as agent configuration in order to be used
correctly. Make sure that you read the chapters on installation and agent
configuration to ensure the proper usage of these features.

URL Policy Support

This release of J2EE Policy Agents provides complete support for Sun ONE
Identity Server-based URL policies that can be used to protect web-tier resources
such as URLs that may point to servlets, JSPs, HTML files, images and other types
of web-tier resources.

Web-Tier Declarative Security Support

The web-tier declarative security implies the use of deployment descriptors to
control access for various web-tier resources such as servlets, JSPs, HTML files,
images and so on. The policy agents help enforce such access control in the
application server by establishing linkage between abstract role names used in the
deployment descriptors of such web applications with real principals as available
in the Sun ONE Identity Server.

Other Features

This release of J2EE Policy Agents also has a host of other new features that can be
used to better secure your deployed applications as well as customize the agent
environment for best use in your deployment. Complete details of these features
and how best to use them are available in the following chapters. A brief list of
these features is as follows:
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= Support for hot-swap configuration

= Ability to set LDAP Attributes as Cookies

= Ability to set LDAP Attributes as Request Attributes

< Remote logging capability

= Ability to reset application cookies on unauthorized access to system resources
= Support for various modes of operation of the agent filter

e Support for Login and Naming Service Failover

= Support for inversion of Not-Enforced List

= Support for single point redirection loop protection

Differences Between J2EE Policy Agents and
Web Policy Agents

If you have already used or are planning to use both J2EE Policy Agents and Web
Policy Agents, you need to familiarize yourself with certain key differences
between these two types of agents. Typically, the Web Policy Agents are used to
protect resources hosted on web servers or enforce Single Sign-On with systems
that use web servers as front-end in an environment secured by an Identity Server
deployment. On the other hand, the J2EE Policy Agents are used to protect
resources hosted on J2EE Application Servers or enforce Single Sign-On with
systems that use J2EE Application Servers as their underlying infrastructure in an
environment secured by an ldentity Server deployment.

While the primary purpose of both these types of agents is to enforce
authentication and authorization before a user can access a protected resource,
they differ greatly in the kind of resources that they can protect, in the way they
enforce such policy decisions, and in the way they can be configured to provide
support for features that are solely applicable to the kind of servers they protect.

Differences in Protected Resources

The Web Policy Agents are capable of protecting resources that can be hosted on
the web servers that they are installed on. This includes any resource that can be
represented as a URI that is available on the protected web server. Such a protected
URI can be resolved by the web server to static content files such as HTML files or
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dynamic content generation programs such as CGI scripts or servlets hosted by an
embedded servlet engine. In other words, before a request is evaluated by the web
server, the Web Policy Agent can evaluate the necessary credentials of a user and
can allow or deny access for the requested resource. Once the request is granted
access to the resource, it can be processed internally by the web server as
applicable. In other words, the Web Policy Agent uses the request URL to enforce
all policy decisions regardless of what that URL maps to internally in the web
server. In cases where the request URL maps to a servlet which in turn invokes
other servlets or JSPs, the Web Policy Agent will not intercept these subsequent
resource requests unless such invocation involves a client side redirect.

On the other hand, a J2EE Policy Agent is capable of protecting web and enterprise
applications hosted by the application server on which it is installed. These
applications may include resources such as HTML pages, servlets, JSPs, and EJBs.
Apart from these resources, any resource that can be accessed as a URI within a
protected web application can also be secured by such agents. For example, images
that are packaged within a web application can also be protected by the J2EE Policy
Agents. These agents allow the evaluation of J2EE policies and can also enforce
Identity Server based URL policies like a Web Policy Agent on the resources being
requested by the user. Minimally the enforcement is done at the outermost
requested URL, but can also be done on any intermediate URLs being chained to
this resource on most application servers.

Default Scope of Protection

When installed, a Web Policy Agent automatically protects the entire set of
resources available on the web server. However, in order to protect resources
within a web application hosted on an application server, the web application must
be configured to use the J2EE Policy Agent. Thus if multiple web applications are
hosted on an application server on which a J2EE Policy Agent has been installed,
only the web applications that have been specifically configured to use the J2EE
Policy Agent will be protected by the agent. Other applications will remain
unprotected and can potentially malfunction if they depend upon any J2EE
security mechanism.

Further, the J2EE Policy Agent can only protect resources that are packaged within
a web or enterprise application. Certain application servers provide an embedded
web server that may be used to host non-packaged web content such as HTML files
and images. Such content cannot be protected by a J2EE Policy Agent unless it is
redeployed as a part of a web application.
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Modes of Operation

The J2EE Policy Agents provide an explicit control over various modes of
operation. Some of these modes such as SSO_ONLY and URL_POLICY are also
achievable in Web Policy Agents, where as other modes of operation such as
J2EE_POLICY and ALL modes do not apply to Web Policy Agents. In these later
modes of operation, the J2EE Policy Agent enforces J2EE declarative policies as
applicable for the protected application and also provide support for evaluation of
programmatic security APIs available within the J2EE specifications.

Different Configuration Properties

The properties that control the operation of J2EE Policy Agents are different from
the properties that control the operation of Web Policy Agents. While some
properties facilitate the configuration of same or similar features, they may not
share the same name, value or format of specification. Apart from the difference in
property names, there may be properties that apply only to one type of agents and
not to the other.
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Chapter 2

Installing the Agent

The previous chapter provided an overview of J2EE Policy Agents and listed the
servers and platforms supported by these agents. This chapter describes in detail
how to install the agents on the supported servers and platforms.

Topics in this chapter include:

= Pre-Installation Tasks

= Launching the Installation Program
e Using the Installation Program

= Post-Installation Tasks

= Customizing the Agent Installation

Pre-Installation Tasks

You must perform certain pre-installation tasks before you begin installing the
J2EE policy agents. Some of these tasks are to be performed for all the agents and
the rest are specific to the agent you are installing. From this list, read the section
Common Tasks first to understand the generic tasks and then move on to the
section relevant to your agent. If the agent-specific sections do not include any
tasks pertaining to the agent you are installing, you may directly go to the section
Launching the Installation Program.

= Common Tasks

= Agent for Sun ONE Application Server 7.0

= Agent for BEA WebLogic 6.1 SP2

= Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
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Agent for IBM WebSphere 5.0/5.1

Agent for PeopleSoft 8.3/8.4/8.8

Agent for Apache Tomcat Server 4.1.27

Agent for Oracle 9iAS R2 and Oracle 10g

Agent for SAP Enterprise Portal 6.0 SP2

Agent for Macromedia JRun 4

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

Agent for Sun Java System Application Server 8.1

Common Tasks

1.

Make sure that the agent you wish to install is supported on the desired
platform and application server combination. Also make sure that the agent
being installed is certified to work with the Identity Server version for which
you intend to use this agent.The complete list of supported application servers
on various platforms is available in the “Supported Servers”.

Make sure that you have the correct binaries for installing the agent. The agent
is distributed as tar-gzip archive for all UNIX platforms. For Windows 2000
platform, these binaries are provided as a Zip archive. Make sure that you are
using the correct binaries for the desired platform.

Install the required application server if it is not already installed. Refer to the
application server documentation for the details on how best to install the
application server for your platform of choice.

NOTE The installation of J2EE Policy Agent is not supported on the application server

instance on which Sun ONE Identity Server or Sun ONE Portal Server is installed.
However, the installation of the J2EE Policy Agent on a different instance of the
application server on the same machine is a supported configuration.

Once you have performed the common pre-installation tasks mentioned above,
you must perform the tasks relevant to the agent you are about to install. For
detailed instructions specific to your agent, select the appropriate section from the
following list:

Agent for Sun ONE Application Server 7.0
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Agent for BEA WebLogic 6.1 SP2

Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1

Agent for IBM WebSphere 5.0/5.1

Agent for PeopleSoft 8.3/8.4/8.8

Agent for Apache Tomcat Server 4.1.27

Agent for Oracle 9iAS R2 and Oracle 10g

Agent for SAP Enterprise Portal 6.0 SP2

Agent for Macromedia JRun 4

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

Before you begin the installation of the agent for Sun ONE Application Server 7.0,
you must make sure that:

The Administration Server for the application server instance that will be
protected by the agent is running, and

The application server instance that will be protected by the agent is shut
down.

Agent for BEA WebLogic 6.1 SP2

Before you begin the installation of the agent for BEA WebLogic 6.1 SP2 Server,
you must make sure that the BEA WebLogic Server has been shut down.

Agent for BEA WebLogic Server 7.0 SP2 or BEA
WebLogic Server 8.1

Before you install the policy agent for BEA WebLogic Server 7.0 SP2 or BEA
WebLogic Server 8.1, you must create a server domain as explained below.
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Using the configuration or domain wizard appropriate for your server version and
operating system, create a new stand-alone server domain. The configuration
wizard launch script/program typically resides in the following directory.

Table 2-1  Location of the Configuration Wizard Program for BEA WebLogic Servers

Platform Location

BEA WeblLogic 7.0 SP2

Server
On Unix platform bea-home/ webl ogi ¢ 700/ conmon/ bi n/ dnwi z. sh
On Windows platform bea-home\ webl ogi ¢700\ common\ bi n\ dnwi z. cnd

BEA WebLogic 8.1 Server
On Unix platform bea-home/ webl ogi ¢81/ cormon/ bi n/ confi g. sh
On Windows platform bea-home\ webl ogi ¢81\ conmon\ bi n\ confi g. cnd

Once these steps are done, you must shutdown the BEA WebLogic Server before
launching the agent installation program.

Agent for IBM WebSphere 5.0/5.1

Before you begin the installation of agent for IBM WebSphere 5.0/5.1 Application
Server, you must ensure that the application server instance that will be protected
by this agent is running and the Administration application is deployed on this
server.

Agent for PeopleSoft 8.3/8.4/8.8

If you are installing the policy agent for PeopleSoft 8.3/8.4/8.8, you must perform
the following tasks for setting up PeopleSoft for SSO before you install the agent.

= Creating DEFAULT_USER
= Installing PeopleCode

= Registering PeopleCode for Authentication
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1. Invoke the PeopleSoft web application as explained in the following tables and
log on as a privileged user.

Pre-Installation Tasks

Table 2-2  Launching PeopleSoft Application
PeopleSoft URL to launch the application User Pathto Create Pathto
Application User Register
PeopleCode
HRMS 8.3 protocol; / / fqdn: port/ servl ets/iclientservlie PS Home > Home >
t / pia_site_name/ ?cnd=st ar t PeopleTools > PeopleTools >
For example: Maintain Utilities > Use
htt p: / / pradeep.eng.example. com 8001/ ser vl et s/ i cl Security > Use > SignOn
i ent servl et/ peopl esof t 8/ ?cmi=st art > User Profiles  PeopleCode
FIN 8.4 protocol: / / fqdn: port/ psp/ pia_site_name/ EMPLOYEE/ VP1  Home > Home >
ERP/ h/ ?t ab=DEFAULT PeopleTools > PeopleTools >
For example: Security > User  Security >
htt p: / / pradeep.eng.example. com 8001/ psp/ ps/ EMPLO Profiles > User  Security
YEE/ ERP/ h/ 2t ab=DEFAULT Profiles Objects >
SignOn
PeopleCode
HRMS 8.8 protocol://fqdn:port/psp/pia_site_name/EMPLOYEE/ HRMS PSS Home > Home >
/ h/ ?t ab=DEFAULT PeopleTools > PeopleTools >
For example: Security > User  Security >
htt p: / / pradeep.eng.example. com 8001/ psp/ ps/ EMPLO Profiles > User  Security
YEE/ HRVB/ h/ 2t ab=DEFAULT Profiles Objects >
SignOn
PeopleCode

2. Select Add a New Value and create a user.

3. Inthe User ID field, enter DEFAULT_USER

4. Inthe Password field, enter the password. You will need this password while
installing the agent.

NOTE

This user should not have any privileges/roles.

5. Choose the default values or leave the non-mandatory fields blank.
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6. Inthe User Profiles page, open the ID tab and select the ID Type as None.
DEFAULT_USER does the initial communication between the PeopleSoft web
server servlets and the PeopleSoft Application Server.

7. Click the Save button to save the changes.

8. Log out of the PeopleSoft application.

Installing PeopleCode

1. Invoke Application Designer on the Windows NT machine where PeopleSoft
application is installed. To do this, go to Start menu > Programs > PeopleSoft
Installation > Application Designer.

2. Logon as a privileged user, who has write permissions to FUNCLIB_LDAP
record. For example, PS(8.3) / VP1(8.4) / PSHC(8.8).

3. Navigate to the FUNCLIB_LDAP record. To do this:
o Click File > Open.

Figure 2-1 Open Object window

II&

Object Type: | Record j Open

— Selection Criteria Caticel |
Name |FUNCLIB_LDAP Froject [a Frojects =]

e MNew Search |

Description I
Tope I.ﬁ.ll Recards ;I

Objects matching selection criteria:
Mame | Tupe | Description |

o Inthe Open Object window, select the Object Type Record.
o Inthe name field, enter FUNCLIB_LDAP.
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o Leave the default values in the rest of the fields and click Open.

Select the LDAP Auth row, right-click the mouse button and select View
PeopleCode option.

Append the contents of AnPeopl eCode. t xt to the end of the existing
PeopleCode source. This file is provided with the agent binaries.

Search for Functi on get WWMut hConfi g() in the PeopleCode:
Functi on get WWAut hConfi g()

&defaul tUserld = "";
End- Functi on

Modify the variable &ef aul t User I d to return the User ID created in previous
step as follows:

Functi on get WWAut hConfi g()
&defaul t Userl d = "DEFAULT_USER';
End- Functi on;

Click the Save button to save and exit from the Application Designer.

Registering PeopleCode for Authentication

1.
2.

Invoke the PeopleSoft web application and log on as a privileged user.
Navigate to the SignOn PeopleCode window as explained here:

If you are using PeopleSoft 8.3, go to Home > PeopleTools > Utilities > Use >
SignOn PeopleCode.
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Figure 2-2 SignOn PeopleCode window in PeopleSoft 8.3

le Edit View Go

() signon PeopleCode - Netscape ;lﬂlﬁl

Bookmarks  Tools  Window  Help

- -
Back Forward

&7 |\& http:Hpradeep.lndla‘sun‘cnm:BDDl,isErvIats,ilEI\entservletfpenplesnFtBPcmd:d Go é_saarth‘ d bt

Reload  Stop Prink

o

Home = PeopleTools = Ltilities = Use = Sighon PeopleCode Mew Viindow
Signon PeapleCode

(% Invoke as user signing in

Ciwoke as  User ID: | Password: |
*Sequence  Enabled *Record *Fielid Name Event Name Function Name Exec Auth Fail
1 o mﬂ IW@ [FieliChange  [Password_Controls [l =1
" r |puncue_osr @ [LoAPAUTH @ [FieldDetaut [ini_AUTHENTICATION (| =
7~ r [puncue_osr @ [LoAPAUTH @ [FieldDetaut [LDAP_AUTHENTICATION F =
[ r |puncue_osr @ [LoAPAUTH @ [FieldDetaut [ES0_AUTHENTICATION (| =
[~ [puncue_tosr @ [LoAPAUTH @ [FieldDetaut [LDAP_PROFILESYNGH F =
[~ & [uncue_tosr @ [LoAPAUTH @ [FieldDetaut [1s_AUTHENTICATION (| =
(SEE]
ke £ A 2 B3 ‘ Dacument: Done (3,11 secs) |=@=|Iﬁ1|

& Home

If you are using PeopleSoft 8.4/8.8, go to Home > PeopleTools > Security >
Security Objects > SignOn PeopleCode
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SignOn PeopleCode window in PeopleSoft 8.4/8.8
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3. Add a new row, which should look like the 6th row shown in Figure 2-2 and
Figure 2-3. To add a new row, click + on the last row.
4. Ensure that the Function Name column shows IS AUTHENTICATION, the
Exec Auth Fail column is not selected, and the Enabled column is selected.
5. Click the Save button to save the changes.
6. Log out of the PeopleSoft application.
NOTE If BEA WebLogic Server and PeopleSoft Application Server are installed on two

separate machines, you must install the PeopleSoft agent on both the machines.

Agent for Apache Tomcat Server 4.1.27

If you are installing the J2EE policy agent for Tomcat Server, you must perform the
following tasks before you install the agent.

Make sure the environment variable CATALI NA_HOME points to the Tomcat
Server directory that contains the Tomcat distribution.
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= Make sure the environment variable CATALI NA_BASE is not set, or if set points to
the same Tomcat Server directory as CATALI NA HOME.

NOTE If the agent is to be configured for multiple server instances, then
CATALINA_BASE should point to the new Tomcat instance, while
CATALINA_HOME should point to the original installation that contains the Tomcat
Server binaries and libraries.

= Make sure the Tomcat Server is not running before you install the agent. If the
server is running, you must stop it using the Tomcat server shutdown script.
You can find these scripts at the following locations:

Table 2-3  Location of the Tomcat Server shutdown script

Platform Location
On Unix # $CATALINA_HOME/bi n/ shut down. sh
On Windows C:\> %CATALINA_HOME%\bi n\ shut down. bat

Agent for Oracle 9IAS R2 and Oracle 10g

Before you begin installing the policy agent for Oracle 9iAS R2 or Oracle 10g, you
must stop all the processes related to Oracle 9iAS or Oracle 10g.

NOTE Not stopping all processes related to Oracle such as enct |, oprmct |, and
dcntt | can lead to the malfunctioning of the agent resulting in the application or
portions thereof becoming inaccessible.

Before installing the agent for Oracle 10g, you must also make sure that the Apache
web server is configured to have a fully qualified host name. To ensure this, the
Oracle Universal installation program should be started with the following
command-line parameter:

.Jruninstall er QU _HOSTNAVE=fully_gualified_host_name

If this is not done, the front-end Apache web server will be misconfigured to have a
wrong host name in htt pd. conf . This is a known issue in Oracle 10g Application
Server. To get around this problem, you must change the variable Ser ver Nane in the
file $ORACLE_HOVE/ Apache/ Apache/ conf/ ht t pd. conf to show the fully qualified host
name if you had installed the Oracle 10g Application Server without speci f yi ng
QU _HOSTNAME.
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NOTE An incorrect value to the Ser ver Nane variable in ht t pd. conf file will lead to the
malfunctioning of the agent resulting in the application or portions thereof
becoming inaccessible.

To learn more about stopping the processes, refer to the Application Servers’
Administration Guides at the following URLSs:

= Oracle 9iAS R2

htt p: // downl oad- west . or acl e. coni docs/ cd/ A97329_03/ cor e. 902/ a92171/t oc. ht m
= Oracle Application Server 10g

ht t p: // downl oad- west . or acl e. coni docs/ cd/ BL0464_03/ cor e. 904/ b10376/ t oc. ht m

Agent for SAP Enterprise Portal 6.0 SP2

If you wish to install the agent for SAP Enterprise Portal 6.0 SP2, you must perform
the following tasks before starting the agent installation program:

= Disabling SAP* User
= Planning User-Mapping Schemes

= Shutting Down the Enterprise Portal

Disabling SAP* User

When SAP Enterprise Portal 6.0 SP2 is installed, by default the super-administrator
user, SAP*, is active in the system. While this user is active, no other users are
allowed to log on to the system for security purposes. In order to make the
Enterprise Portal installation usable by regular users, this user must be disabled.
Follow the steps outlined in the SAP Enterprise Portal 6.0 SP2 administration guide
to disable this user before installing the agent.

Planning User-Mapping Schemes

The agent for SAP Enterprise Portal integrates the user base as it exists in the SAP

back end with the user base available in Sun ONE Identity Server. This integration
is achieved through a mapping scheme that provides three different ways to map

the users in these two separate user bases. These schemes are:
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Mapping Based on User IDs When installed, the agent defaults to this mode of
mapping the ldentity Server users to the SAP user base. In this mode, the agent
assumes that the user ID for logging a given user onto the Enterprise Portal is the
same as that used for authenticating with Sun ONE Identity Server’s authentication
service.

Mapping Based on an LDAP Attribute In this mode, the agent maps the Sun
ONE Identity Server user to a user-id as specified in a named attribute in the
profile of the user in Sun ONE Identity Server. The name of the attribute is
configurable and can be changed to the applicable value as necessary. When a user
accesses the Enterprise Portal, the agent redirects the user to first authenticate
against Sun ONE ldentity Server’s authentication service. When the user is
authenticated successfully, the agent reads the value stored in the named attribute
for this particular user and uses that value to sign on to the Enterprise Portal.

Mapping based on HTTP Header In this mode, the agent maps the Sun ONE
Identity Server user to a user-id as specified in a named HTTP header available in
the user’s request. When operating in this mode, the agent will treat requests that
do not have the specified named header as invalid requests and would display an
error message. If however, a value is available for the named header, then the agent
uses this value to log the user onto Enterprise Portal and hosted applications.

Shutting Down the Enterprise Portal

Before you begin the installation of the agent for SAP Enterprise Portal, you must
first shut down the Enterprise Portal completely. If the Enterprise Portal is not fully
shut down before the agent installation, it may cause corruption of key system files
and render a part of or the entire system unusable.

Agent for Macromedia JRun 4

If you are installing the J2EE policy agent for Macromedia JRun 4, make sure the
Macromedia JRun 4 instance is not running during the installation of the agent. If
the server is running, you must stop it using the JRun server script as follows:

# jrun_install_directory/ bi n/ j run stop jrun_instance_name
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Agent for SAP Enterprise Portal 6.0 SP2 and
Web Application Server 6.20 SP1

The Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
can be installed for three different system configurations, as follows:

= Onasystem where only SAP Web Application Server 6.20 SP1 isinstalled and you
intend to protect the hosted applications.

= Onasystem where SAP Enterprise Portal 6.20 SP2 isinstalled and you intend to
protect the applications deployed on the underlying SAP Web Application
Server as well as the Enterprise Portal.

= Onasystem where SAP Enterprise Portal 6.20 SP2 isinstalled and you intend to
protect only the Enterprise Portal and not any applications that might be
deployed on the underlying SAP Web Application Server.

The agent installation program does not distinguish between any of the above
scenarios, but detects the configuration of the system and installs the necessary
components based on the detection results. Note that if you intend to use only the
third scenario—where the agent is being installed solely to protect the Enterprise
Portal installation—then this agent is exactly equivalent to the agent for SAP
Enterprise Portal 6.20 SP2.

« Pre-installation tasks common to all scenarios:
Planning User-Mapping Schemes
Shutting down the SAP Server

= Pre-installation tasks applicable to scenarios where Enterprise Portal is
protected by the agent:

Disabling SAP* User

= Pre-installation tasks applicable to scenarios where applications hosted on SAP
Web Application Server need to be protected:

Readying the Application for Agent Protection

Planning User-Mapping Schemes

The agent for SAP Enterprise Portal and Web Application Server integrates the
user base as it exists in the SAP back end with the user base available in Sun ONE
Identity Server. This integration is achieved through a mapping scheme that
provides three different ways to map the users in these two separate user bases.
These schemes are:
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Mapping Based on User IDs  When installed, the agent defaults to this mode of
mapping the Identity Server users to the SAP user base. In this mode, the agent
assumes that the user ID for logging a given user onto the Enterprise Portal or
applications hosted on Web Application Server is the same as that used for
authenticating with Sun ONE Identity Server’s authentication service.

Mapping Based on an LDAP Attribute In this mode, the agent maps the Sun
ONE Identity Server user to a user ID as specified in a named attribute in the
profile of the user in Sun ONE Identity Server. The name of the attribute is
configurable and can be changed to the applicable value as necessary. When a user
accesses the Enterprise Portal or the hosted applications, the agent redirects the
user to first authenticate against Sun ONE Identity Server’s authentication
service.When the user is authenticated successfully, the agent reads the value
stored in the named attribute for this particular user and uses that value to sign on
to the Enterprise Portal or hosted applications.

Mapping Based on HTTP Header In this mode, the agent maps the Sun ONE
Identity Server user to a user ID as specified in a named HTTP header available in
the user’s request. If a value is available for the named header, then the agent uses
this value to log the user onto Enterprise Portal or hosted applications.

Shutting down the SAP Server

Before you begin the installation of the agent for SAP Enterprise Portal and Web
Application Server, you must first shut down the Web Application Server
completely. If the Server is not fully shut down before the agent installation, it may
cause corruption of key system files and render a part of or the entire system
unusable.

Disabling SAP* User

When SAP Enterprise Portal 6.0 SP2 is installed, by default the super-administrator
user, SAP*, is active in the system. While this user is active, no other users are
allowed to log on to the system for security purposes. In order to make the
Enterprise Portal installation usable by regular users, this user must be disabled.
Follow the steps outlined in the SAP Enterprise Portal 6.0 SP2 administration guide
to disable this user before installing the agent.

Readying the Application for Agent Protection

Before installing the agent, any applications hosted on SAP Web Application
Server that must be protected by this agent installation must be removed from the
server completely. After the agent installation is complete, follow the
post-installation tasks to configure these applications to be protected by the
installed agent.
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Agent for BEA WebLogic 8.1 SP2/SP3
Server/Portal

Before you install the policy agent for WebLogic 8.1 SP2/SP3 Server/Portal, ensure
that the WebLogic 8.1 domain associated with the Server/Portal has been shut
down. For more on how to create a portal application; please refer to WebLogic
Server documentation available at the BEA Systems, Inc. web site:

http: // ww. bea. com

Agent for Sun Java System Application Server
8.1

Before you install the policy agent for Sun Java System Application Server 8.1,
ensure that the following conditions apply.

= The following server is running:

Domain Administration Server (DAS) for the application server instance that
will be protected by the agent

= Preferably, the following server has been shut down (this is a standard
precautionary measure):

Application Server instance that will be protected by the agent

Domain Administration Server (DAS) is an integral concept of Sun Java System
Application Server 8.1. The following is a brief description of administrative
domains and how they pertain to DAS.

Administrative domains provide a basic security structure whereby different
administrators can administer specific groups (domains) of application server
instances. By grouping the server instances into separate domains, different
organizations and administrators can share a single Application Server installation.

Each domain has its own configuration, log files, and application deployment areas
that are independent of other domains. If the configuration is changed for one
domain, the configurations of other domains are not affected. Each domain has its
own DAS, with a unique port number.

For more information on DAS and administrative domains, see the Sun Java System
Application Server 8.1 Administration Guide.
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Launching the Installation Program

After completing the pre-installation tasks, you are now ready to launch the
installation program that will install the policy agent on your system. This
installation program is platform-specific and should be used as described in this
section. Once the installation program has been launched successfully, you may go
to the next section, which provides the necessary details on how to use this
installation program.

Launching the Installation Program on Solaris,
HP-UX, AlX, and Linux

The binaries for the policy agents for Solaris, HP-UX, AlIX and Red Hat Advanced
Server platforms are provided as tar-gzip archives. Copy the respective archive to
the machine where the application server is installed and then perform the
following steps to launch the installation program:

1. Login as the r oot user.
2. Unzip the binary archive using the following command:
# gzip -dc binaryname.tar.gz | tar xvf -

Please ensure that binaryname is substituted with the name of the appropriate
agent binary.

3. Set your JAVA HOVE environment variable to a JDK version 1.3.1 or higher. If
your system does not have the required version of JDK, you may either
download and install a compatible version of this software from the Java web
site http://java. sun. conl or use the JDK provided along with the application
server.

The installation program provides two types of interfaces—a GUI or a graphical
user interface, and an interactive command line interface. In most cases, the GUI
installation program can be used for installing the agent. However, in cases such as
when you are installing the agent over a telnet session on a remote server and do
not have windowing capabilities, then it is recommended that you use the
command-line installation program for installing the agent.

If you choose to use the GUI installation program interface, then it is required that
you set your DI SPLAY environment variable to ensure that the GUI installation
program window appears on the correct console.
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Once you have completed the above steps, you are now ready to execute the set up
script that launches the agent installation program. This program can be launched
in two different modes—a GUI mode which has a rich graphical interface, and an
interactive terminal mode that does not require any windowing capability. The
following steps may be used to launch the installation program in each of these
two modes.

NOTE To launch the installation program on Red Hat Advanced Server 2.1, you must

have the Korn shell installed in the system. If the Korn shell is not available, you
may launch the installation program directly by using a Java command such as
java -cp . classfilename

Launching the Installation Program in the GUI Mode

1.

To launch the installation program in the GUI mode, use the following
command:

#./setup

When launching the program in a GUI mode, it is required that you set your
JAVA_HOVE and DI SPLAY environment variables correctly as pointed out in the
previous steps. If however, you have not set these variables, the set up script
will prompt you for their values accordingly.

If your JAVA_HOME environment variable is not set correctly, the setup script
displays the following prompt:

Enter JAVA HOME | ocation (Enter "." to abort):

At this prompt, you must type the full path to the JDK installation directory
that should be used for launching the installation program. Otherwise, enter a
period () to abort the installation.

If your DI SPLAY environment variable is not set correctly, the setup script
displays the following prompt:

Pl ease enter the value of DI SPLAY variable (Enter "." to abort):

At this prompt, you may specify the hostname for the DI SPLAY variable.
Otherwise enter a period (.) to abort the installation.
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NOTE * In case you enter a value for the DI SPLAY environment variable which is not
appropriate, the installation program window may get displayed on a different
console, giving the impression that the installation program is hanging. If such
a condition occurs, please verify your DI SPLAY environment variable by
launching any other graphical programs such as xt er metc.

* In the case when the supplied value for DI SPLAY environment variable is not
a valid or reachable hostname, or is that of a host which does not allow you to
use its windowing capabilities, the Installation program will automatically shift
to the interactive command line mode.

Launching the Installation Program in the Command-Line Mode

1. To launch the installation program in a non-GUI or command line mode, use
the following command:

#./setup -nodispl ay

NOTE Please note that the installation program command and parameters are
case-sensitive. So, if you type a parameter in the upper or the mixed case, the
installation program will ignore the parameter and open in the GUI mode.

When launching the program in a command line mode, it is required that you
set your JAVA_HOVE environment variable correctly as pointed out in the
previous steps. If however, you have not set this variable, the set up script will
prompt you for its value as follows:

Enter JAVA HOVE | ocation (Enter "." to abort):

2. At this prompt, you must type the full path to the JDK installation directory
that should be used for launching the installation program. Otherwise, enter a
period () to abort the installation.

Depending upon the mode in which you have launched the installation
program, you should see the appropriate interface appear at this stage.

NOTE Instead of using the provided script to launch the installation program, you may
alternatively invoke the installation program class file included in the agent binaries
with a JDK runtime version 1.3.1 or above to launch the installation program.
However, this is not a recommended approach.

48  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide  September 2004



Launching the Installation Program

Launching the Installation Program on Windows

The binaries for the policy agents on Windows platform are provided as a zip
archive. Copy this archive to the machine where the application server is installed
and follow these steps to launch the installation program:

1.

Log into your Windows system as a user with Administrative privileges. If you
do not have administrative privileges, either log on as Administrator user or
request such privileges to be granted to your account by the system
administrator of the machine or domain as applicable.

Unzip the agent binaries in a convenient location using any standard Zip
utility. The binary contains two executable files set up. bat andinstal | . exe,
which may be used to launch the installation program. Each of these files
provides different features for launching the installation program. You may
choose either of these two files depending upon your installation
requirements.

Using the set up. bat file to launch the installation program

In order to use the set up. bat file to launch the installation program, you must
have a JDK version 1.3.1 or higher available in your system path.

1.

To verified the JDK version on your machine, type the following command in a
command prompt window:

C\> java -version

You will see the following display if your machine has JDK version 1.3.1 or
higher.

java version 1.3.1 02
Java(TM 2 Runtime Environment, Standard Edition (build 1.3.1 02-b02)
Java Hot Spot (TM dient VWM (build 1.3.1_02-b02, mixed node)
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2. To execute set up. bat, type the file name at the command prompt window in
the directory where it is present, or double-click the file in Windows Explorer.
For example:

C \ >set up. bat

The installation program provides two types of interfaces—a GUI and an
interactive command line interface. You can launch the installation program in
the GUI mode by invoking set up. bat file from a command prompt window
as shown above or by double clicking it in Windows Explorer. The installation
program may be launched in a command line mode by passing the argument
- nodi spl ay to the set up. bat script as follows:

C. \ >setup. bat -nodi spl ay

Using the instal | . exe file to launch the installation program

Usingi nst al | . exe relieves you from the task of setting up your environment
path to include a valid version of JDK. This program first checks your system for a
compatible JDK version and uses the one that is found. However, if no compatible
version is found, this program installs the necessary runtime environment and uses
it to launch the installation program.

You can invoke i nst al | . exe either from the command prompt or by double
clicking the file from Windows Explorer. One limitation with usingi nstal | . exe is
the fact that it does not recognize any command line arguments the way the

set up. bat does. Consequently, it is not possible to use i nstal | . exe to launch
the installation program in any mode other than the default GUI mode.

NOTE * Since the command-line installation program cannot be launched using
i nst al | . exe in cases where the command line installation program is
required, it is recommended that you use set up. bat to launch the command
line installation program.

« Instead of using the provided scripts and executable that launch the installation
program, you may alternatively invoke the installation program class file
included in the agent binaries with a JDK runtime version 1.3.1 or above to
launch the installation program yourself.

Depending upon the mode in which you have launched the installation program,
you should see the appropriate interface appear at this stage.
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Using the Installation Program

As mentioned in the last section, the agent installation program provides two types
of interfaces - a GUI or graphical user interface, and a non-GUI or console-based
interactive interface. Once the installation program is launched, you must provide
all the necessary information requested by this program in order to successfully
install the agent on your system. The following two sections describe in detail how
to use this installation program in each interface to successfully install the agent on
your system.

Once the installation program has been launched, the expected interaction will be
the same on any platform for a given application server agent. Thus the steps
outlined here for a certain application server agent installation will be applicable to
the same agent installation for the same application server on a different platform.

NOTE * The information regarding the use of the agent installation program as outlined
in this section is applicable to all application server agents supported in this
release. Any agent specific differences have been identified here separately.

» Itis important that you perform all the pre-installation tasks relevant to the
agent you are installing. These tasks are presented in the section
Pre-Installation Tasks.

Using the GUI Installation Program

When the agent installation program is launched in the GUI mode, it presents the
user with a series of screens that gather the necessary information and report the
status of the installation progress and result at certain stages of the overall
installation. These screens also contain some navigation buttons that help the user
to go forward or backward as necessary and also allow the user to access help
messages if needed. The agent installation program also provides active feedback,
by means of pop-up windows that contain the necessary help or error messages, to
help the user enter correct information in case the provided information is not
valid.

Follow these steps to install the agent in the GUI mode:

1. Launch the installation program in the GUI mode as explained in the earlier
sections. The installation program begins with a welcome screen. Read the
information provided on this screen.
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2. Click Next to open the License Agreement text. You must read and understand
all the terms and conditions as detailed in this agreement. If you do not agree
with any term or condition of this agreement, click the No button to terminate
the installation of the agent. If you have read and agree to the terms and
conditions, click the Yes (Accept License) button to continue.

3. Inthe Select Installation Directory screen, select the directory in which the
agent will be installed. You must specify the full path to the directory of your
choice. If you select a directory that does not exist on your system, the
installation program will prompt you to specify if the new directory should be
created. You can either choose to create this new directory by clicking the
Create Directory button or select a new directory by clicking the Choose
another Directory button.

Figure 2-4 Select Installation Directory screen

foptiast0_agent_21

Identity
Server

4. Inthe Identity Server Details screen, enter the relevant information as
requested by the installation program.
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Figure 2-5 Identity Server Details screen

Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - | ||

Identity Server Details Panel
OSzm
microsystems

Enter the server information where the Sundtrm) OME |dentity Server is installed.
Sun OME Identity Server Services Host | buyer, eng.example.com
Sun OME Identity Server Services Port | 55080
Sun OME Identity Server Services Protocal (0 hitn _hitps
Sun OME Identity Server Services Deplovment URI | Yamseryer
Sun OME Identity Server Console Host buyer.eng.examplécom
Sun OME Identity Server Console Port | 55050
Sun ©ME Identity Server Console Protocol hitn _hitps
Sun OME ldentity Server Console Deployment URI _Eg’amconsole
amaAdmin Password | =]
Re-enter Password | =4
arldapuser Password "*‘*‘*‘"‘

Re-enter amldapuser Password “"*****’f_

Back | Mext ﬂ Help | 1

Sun ONE Identity Services Host: Enter the fully qualified host name of the
system on which the Sun ONE ldentity Server is installed.

Sun ONE Identity Server Services Port: Enter the port number for the web
container used by Sun ONE ldentity Server to provide its services.

Sun ONE Identity Server Services Protocol: Select the appropriate protocol
that will be used by the agent when communicating with Sun ONE Identity
Server services. This protocol value may either be HTTP or HTTPS.

Sun ONE Identity Server Services Deployment URI: Enter the URI that will
be used by the agent to access various Sun ONE Identity Server services. The
default URI is / anser ver.

Sun ONE Identity Server Console Host: Enter the fully qualified hostname of
the system on which the Sun ONE Identity Server console is installed.

Sun ONE Identity Server Console Port: Enter the port number of the web
container that is used by Sun ONE Identity Server console.
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Sun ONE Identity Server Console Protocol: Select the appropriate protocol
that will be used by the agent when communicating with Sun ONE Identity
Server console. This protocol value may either be HTTP or HTTPS.

Sun ONE Identity Server Console Deployment URI: Enter the URI that will
be used by the agent to access the Sun ONE Identity Server console. The
default URI is/ antonsol e.

amAdmin Password: Enter the password assigned to the amAdm n user as
specified during Sun ONE Identity Server installation. The password entered
here should be the anAdni n user password originally used during the
installation of Sun ONE ldentity Server. Even if after the installation of Sun
ONE ldentity Server, the password for the amAdmi n user has been changed, you
should still enter the original password and not the changed password.

Re-enter Password: Re-enter the amAdmin password in this field to ensure
that the correct value is used by the agent.

amldapuser Password: Enter the password assigned to the Sun ONE Identity
Server internal LDAP authentication user (amldapuser) as specified during
Sun ONE Identity Server installation.

Re-enter amldapuser Password: Re-enter the amldapuser password in this
field to ensure that the correct value is used by the agent.

NOTE * In situations where you are not using the features of the agent that require
LDAP connectivity, you may choose to leave the amAdmin password blank. By
doing so, the value for this password will be set to “changei t ", which can be
changed at a later stage as necessary.

» If you select the HTTPS protocol as either Sun ONE Identity Server Services
Protocol, or Sun ONE Identity Server Console Protocol, you must ensure that
the Certificate Authority certificate for the signer of the corresponding server
certificates is added to the trusted list for the application server's JDK keystore.
Please refer to the application server documentation to learn how this can be
done.

5. Inthe Directory Server Details screen, enter the necessary information
regarding the Directory Server used with Sun ONE Identity Server.
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Figure 2-6 Directory Server Details screen

—|  Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - |_||

Directory Server Details Panel
OSzm
microsystems

Enter the directory information corresponding to the Sundtrmy OME Identity Server.

Directory Host buyer.eng.example.corrf_
Directory Port | 355
SSLEnabled -

Root Sufiix dc:ExampIe,dFCONf_

Installation Sraanization | de=Example,dc=COM

- Back | Mext ﬂ Help | 1

Directory Host: Enter the fully qualified hostname of the system where the
Directory Server is installed.

Directory Port: Enter the port number used by this Directory Server.

SSL Enabled: Select this check box if the Directory Server uses SSL to
communicate on the said port.

Root Suffix: Enter the root suffix to be used for accessing information stored in
this Directory Server.

Installation Organization: Enter the complete DN of the default organization
that was created when Sun ONE Identity Server was installed.

NOTE If you select the SSL Enabled checkbox, you must ensure that the Certificate
Authority certificate for the signer of the corresponding server certificates is added
to the trusted list for the application server's JDK keystore. Please refer to the
application server documentation to learn how this can be done.

6. Inthe Agent Core Settings Details screen, enter the key information necessary
for the agent to function correctly.
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Figure 2-7 Agent Core Settings Details screen

—|  Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - | |

OSun Agent Core Settings Details Fanel
microsystems

Enter Agent configuration values.

Agent HostMame | nila.eng. exarmpld GOM
Preferred protocol listening port | 51
Server's preferred protocol thp _hitps
Config Reload Interval |10
Enable Mot-Enforced List Cache =
Murnber of Entries in Cache | 1000
Cache Expiration Time in Seconds BO

Prirary Application Context Path _Eg"TestSuite

Agent Filter Mode  J2EE_POLICY -

Access Denied URL

Maxirmurn allowed Login Atternpts 5

- Back | Mext ﬂ Help | 1

Agent Host Name: Enter the fully qualified hostname on which the application
server protected by the agent is installed.

Preferred protocol listening port: Enter the preferred port number on which
the application server provides its services.

Server’s preferred protocol: Select the protocol used by the application server
to provide its services on the given port number as entered for the field
Preferred protocol listening port.

Config Reload Interval: Enter the amount of time in seconds after which the
agent will automatically reload any changes made to the its configuration.
Specify the value 0 to disable this feature.

The agent supports hot-swap configuration, which allows changes to take
effect without having to restart the application server. This feature can be very
helpful in a controlled development and test environment where frequent
changes to the configuration are needed to arrive at the correct configuration
settings. It is recommended that this feature be disabled for production
systems to ensure the optimal use of system resources and to avoid accidental
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changes to be picked up by the agent. Also note that although the majority of
agent configuration is hot-swap enabled, there are some configuration settings
that require a complete application server restart. Please refer to Chapter 3,
“Agent Configuration” on page 153 to learn more about this feature.

Enable Not-Enforced List Cache: Select this check-box if you wish to enable
the caching of Not-Enforced List entries as evaluated by the agent against
incoming user requests.

It is recommended that the Not-Enforced List caching be enabled in order to
optimize system performance. However, the overall system performance can
be affected if the corresponding values of Cache Size and Cache Expiration
time are not suited for your deployment. It is therefore recommended that the
values used for these configuration settings be carefully evaluated in a
controlled testing environment before being used in production. It should also
be noted that the agent maintains two caches in its memory—one for recording
the URIs that were evaluated as enforced and the other for recording the URIs
that were evaluated as not-enforced. The specified values of Number of Entries
in Cache and Cache Expiration time are equally applicable to both of these
caches. This factor must be considered when setting the values for the size and
expiration time of the cache.

Number of Entries in Cache: Enter the size of cache used by the agent to store
the evaluated results.

Cache Expiration Time in Seconds: Enter the amount of time in seconds after
which the agent can purge an entry from its cache to free up the cache memory
for newer entries.

Primary Application Context Path: Enter the context path for the primary
application being protected by the agent. If this application is deployed at the
root context of the application server, enter the value “/ ”.

When installing the agent for SAP Enterprise Portal 6.0 SP2, enter the context
pathas/irj.

When installing the agent for SAP Enterprise Portal 6.0 SP2 and Web
Application Server 6.20 SP1, you should ensure that the primary application
context path is set to the context path of the application that will be available
throughout the life of the server. If your SAP installation does not include the
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Enterprise Portal, you must specify the value corresponding to one of the
applications that will be protected by this agent. If, however, your SAP
installation does include the Enterprise Portal, you may use the context path
lirj aswell

In a situation where there are multiple applications deployed on the
application server, you must choose the context path of the application that is
available for as long as the application server is alive. This value is used by the
agent to receive notifications form the Sun ONE Identity Server and is also
used to provide support for legacy browsers, etc. Providing an incorrect value
for this configuration setting may lead to the malfunctioning of the agent and
the application server.

Agent Filter Mode: Select the agent filter mode that you would like to run the
agent in. For a complete description of the available agent filter modes, refer to
the chapter Chapter 3, “Agent Configuration” on page 153.

When installing the agent for SAP Enterprise Portal 6.0 SP2, the agent filter
mode must be set to either SSO_ONLY or URL_POLICY. Other agent filter
modes are not supported for this agent.

Access Denied URL: Enter the complete URI for the access denied page to be
used by the agent. If this value is not specified, the agent will use HTTP error
status code 403 (FORBI DDEN) to deny access to resources as needed.

Maximum Allowed Login Attempts: Enter the number of unsuccessful access
attempts in succession after which the user will not be allowed to access the
requested URL temporarily for security purposes. Specify the value 0 if you
want to disable this feature.

The Login Attempt Limit feature can be used to guard the hosted application
from Denial-Of-Service attacks where the end user can overload the
application server by repeated authentication requests. By disabling this
feature, the system remains vulnerable to such attacks. Therefore this feature
should not be disabled unless there is a specific requirement that necessitates
the disabling of this feature.

NOTE If you select HTTPS for Server’s preferred protocol, you must ensure that the
Certificate Authority certificate for the signer of the corresponding server
certificates is added to the trusted list for the Sun ONE Identity Server. Please refer
to Sun ONE Identity Server documentation to learn how this can be done.
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7. Enter the information regarding the JDK being used by the application server
in the Application Server’s JDK Details screen. If you are installing the agent
for PeopleSoft, you will not get the JDK screen now but at a later stage in the
installation process.

Figure 2-8 Application Server’s JDK Details screen

—| Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - | _|

Appsencer's JOK Details Panel
GSzm
micrasystams

Enter the Application server JOK Location.

JOK Directony I‘usn‘ste Browvse...

. Back | Mext % Help | -

JDK Directory: Enter the complete path to the directory where the JDK being
used by your application server is installed.

Install JCE for this JDK: Select this box if the JDK being used by your
application server does not have JCE installed.

Install JSSE for this JDK: Select this box if the JDK being used by your
application server does not have JSSE installed.

NOTE « If the JDK being used by your application server does not have JCE installed,
you must select the Install JCE for this JDK checkbox. Failing to do so can
result in the installation program failure.

* In case your application server is based on JDK 1.4 or above, the option to
install JCE and JSSE will be automatically disabled by the agent installation
program.

» Ifyou are installing the agent for BEA WebLogic Server 8.1, you must ensure
that both the checkboxes are cleared.
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8. Enter the user and group information for the process owner of the application
server in the Application Server User Details screen. This screen appears only
when the agent for Tomcat Server 4.1.27, Oracle 9iAS R2, Oracle 10g, SAP
Enterprise Portal SP2 or Macromedia JRun 4 is being installed on a Unix
platform.

Figure 2-9  Application Server User Details screen

ern ldentity Server

Sun*ONE
Identity
Server

User Name: The name of the user running the application server process.

Group Name: The name of the group to which the user running the
application server process belongs.

NOTE « Failing to enter the correct user name and group name of the user who owns
the application server processes can cause the agent to malfunction.

« The server instance should be started or stopped only by the process owner of
the application server. If these tasks are done by another user, it will cause the
agent to malfunction.
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The screens displayed thus far by the agent installation program are common to all
the agents. However, the screens that follow are specific to the application server
agent that is being installed.

For detailed instructions for each agent, from the following list, click the
appropriate link depending on which application server agent you are installing.
After you perform the steps in the respective section, proceed to “Summary
Screen” on page 82.

Agent for Sun ONE Application Server 7.0

Agent for BEA WebLogic Server 6.1 SP2

Agent for IBM WebSphere Application Server 5.0/5.1

Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
Agent for PeopleSoft 8.3/8.4/8.8

Agent for Apache Tomcat Server 4.1.27

Agent for Oracle 9iAS R2 and Oracle 10g

Agent for SAP Enterprise Portal 6.0 SP2

Agent for Macromedia JRun 4

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

If you are installing the agent for Sun ONE Application Server 7.0, enter the
configuration information on this screen as explained in this section.
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Figure 2-10  Sun ONE Application Server Configuration screen

—|  Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - | ||

Sun QME Appsenier Config Panel
QSun
micresystems

Enter Sun OME Appsenier configuration Details.

Application Server bin directory Er,jpt,rSUNWappsew arfihin Browse. ..
Instance Config Directony ,-‘\r aropt/SUNYWappsery er7/dom Browse. ..
Admin User Mame | Gadrnin
Admin Server Port | 4848
Adrnin Server Password |

Re-enter Admin Server Password 1

Back | Mext ﬂ Help | 1

Application Server bin directory: Enter the complete path to the bi n directory
of the Sun ONE Application Server 7.0 installation.

Instance Config Directory: Enter the complete path to the confi g directory of
the Sun ONE Application Server 7.0 instance, which will be protected by this
agent.

Admin User Name: Enter the user name of the Administrator of this Sun ONE
Application Server 7.0 instance.

Admin Server Port: Enter the port number on which the Administration
Server for this Sun ONE Application Server 7.0 is available.

Admin Password: Enter the password for the Administrator of this Sun ONE
Application Server 7.0 instance.

Re-enter Admin Server Password: Re-enter the password for the
Administrator of this Sun ONE Application Server 7.0 instance.

NOTE You must ensure that the Sun ONE Application Server 7.0 Administration Server is
available at the time of installation of the agent.

Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide ¢ September 2004



Using the Installation Program

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for BEA WebLogic Server 6.1 SP2

If you are installing the agent for BEA WebLogic Server 6.1 SP2, enter the following
configuration information on this screen.

Figure 2-11

WebLogic Server Information screen

—|Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard| - | ||

®Sun

WeblLogic Server Information Panel

Enter WeblLogic Server Information

Startup Script Location I‘beafwlserverB.Hconfigfmydorr Erowse...

Back | Mext ﬂ Help | 1

Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server instance.

NOTE

When the WebLogic Server is in a cluster environment, the agent installation
program may not update the startup script used to launch a managed server. In
this situation, the administrator must manually edit the script and insert all the
CLASSPATHand Java VM options that were inserted in the original startup
script by the installation program. For the exact details on the values of
CLASSPATH and Java VM options, please refer to the startup script that was
modified by the agent installation program.

When modifying any startup script to add the agent CLASSPATH to the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.
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Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for IBM WebSphere Application Server 5.0/5.1

If you are installing the IBM WebSphere Application Server instance, enter the
following configuration information.

Figure 2-12  WebSphere Application Server Configuration screen

—|  Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - |_||

OSun WebSphere Application Server Config Panel
microsystems

Enter WebSphere Application Server configuration Details.

WebSphere Root Directory Iopﬁf’\,’\-’ebSphereprpSewer Browse...
Instance Config Directory IopiI"V‘u‘ebSphereprpSewen’cor Erowse...
WehSphere Admin Connector SOAP _RMI
WWebSphere Admin Connector Port | 5550
WebhSphere Cell Mame mycomputeﬁ_
WebSphere Node Marme mycomputé_r

WebSphere Server Instance Name E_serveﬂ

Back | Mext ﬂ Help | 1

WebSphere Root Directory: Enter the complete path to the root directory for
the IBM WebSphere Application Server.

Instance Config Directory: Enter the complete path to the config directory of
the IBM WebSphere Application Server instance that will be protected by this
agent.

WebSphere Admin Connector: Specify the protocol for connecting to
WebSphere Administration Service. You can choose between SOAP and RM .

WebSphere Admin Connector Port; Enter the Administration Service Port for
specified Connector.

WebSphere Cell Name: Enter the cell name for the IBM WebSphere
Application Server.
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WebSphere Node Name: Enter the node name for the IBM WebSphere
Application Server.

WebSphere Server Instance Name: Enter the instance name of the IBM
WebSphere Application Server instance.

NOTE * You must ensure that the IBM WebSphere Application Server 5.0/5.1 instance
is running at the time of the agent installation.

* The agent installation program stops the IBM WebSphere Application Server at
the end of the installation. You may manually restart it later.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server
8.1

If you are installing the agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic
Server 8.1, enter the following configuration information on this screen.

Figure 2-13  WebLogic Server Information screen

—|  Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - | |

osun WeblLogic Server Information Panel
microsystems

Enter WeblLogic Server Information

Startup Script Location | beatuser_projectsiagentdomaint Browse...

Weblogic Server MBeans directony IrbeasweblogicTDDISENerIIibImbe: Erowse...

- Back | Mext ﬂ Help | 1
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Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server instance. This script is typically located under
the following directory:

WebLogic_Install_Dir/bea/ user _pr oj ect s/ server-domain-name

WebLogic Server MBeans Directory: Enter the full path to the nbeant ypes
directory:

WebLogic_Install_Dir/ bea/ weblogic/ ser ver/ | i b/ nbeant ypes
This directory stores MBeans required to deploy on WebLogic.

NOTE * When WebLogic Server is in a cluster environment, the agent installation
program may not update the startup script used to launch a managed server. In
this situation, the administrator must manually edit the script and insert all the
CLASSPATH and Java VM options that were inserted in the original startup
script by the installation program. For the exact details on the values of
CLASSPATH and Java VM options, please refer to the startup script that was
modified by the agent installation program.

«  When modifying any startup script to add the agent CLASSPATHto the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for PeopleSoft 8.3/8.4/8.8
If you are installing the agent for PeopleSoft, perform the following steps:

1. Inthe PeopleSoft Application Version screen, choose the PeopleSoft
application version on which you are going to install the agent.
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Figure 2-14  PeopleSoft Application Version/Deployment Options screen
Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard

FPeopleSoft application version ! Deployment options

Flease selectthe PeopleSoft application version and the Agent deployment option.
Choose the PeopleSoft application version
7 PeopleSoft HRMS 8.3
__JPenpleSoft Financial 8.4
_PeopleSoft HRMS 8.8
Choose one ofthe Agent Deployment options:
(“Agem on WeblLogic Server hosting PeopleSoft application

__JProxy Solution - Agent on & Separate Proxying Web Server

Back Exit| Help

2. Choose one from the following agent deployment options:

Agent on WebLogic Server hosting PeopleSoft application: Select this option
to install the agent on top of BEA WebLogic Server hosting the PeopleSoft
application.

Proxy Solution - Agent on a Separate Proxying Web Server: Select this option
if you want to configure Sun ONE Web Server (also referred as iPlanet Web
Server) as a proxy for BEA WebLogic Server hosting PeopleSoft application.

NOTE When installing the agent on PeopleSoft 8.3 HRMS with BEA WebLogic 5.1
front-end server, ensure that the BEA WebLogic 5.1 server has the Service Pack
12 installed. Not having this service pack installed on BEA WebLogic server could
result in the malfunction of the PeopleSoft application after the installation of the
agent.

To upgrade the BEA WebLogic server to Service Pack 12, you can download the
binaries from PeopleSoft distribution site located at

ftp://ftp. peopl esof t. coni out goi ng/ GSC | i mi webl ogi ¢510. Please follow
the instructions provided at this location to upgrade the server.

3. Click Next and in the PeopleSoft Installation Information screen, provide the
details about your PeopleSoft installation.
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Figure 2-15 PeopleSoft Installation Information screen

Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard
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PeopleSoft Application Server Installed locally: Click this check box if you
have PeopleSoft Application Server installed locally.

WebLogic Server Installed locally: Click this check box if you have WebLogic
Server installed locally.

NOTE Select one or both of the above options according to your installation. You need to
select at least one to proceed.

PeopleSoft AppServer Directory: Enter the full path to the directory where the
PeopleSoft Application Server is installed. For example, PS_HOME/ appser v

PeopleSoft Domain Name: Enter the PeopleSoft domain that this agent will
protect. For example, HDMO.

WebLogic Instance Directory: Enter the full path to the WebLogic instance
directory. For example, PS_HOME/ webl ogi c/ nyser ver or
BEA_HOME/ W server 6. 1/ confi g/ peopl esof t
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PeopleSoft user ID: Enter the system user ID used to install PeopleSoft
software. For example, psft

PeopleSoft user’s primary group: Enter the primary group of the PeopleSoft
user. For example, sys

4. Click Next and in the JDK/JRE Details screen, enter the locations of the
application server’s JDK.

Figure 2-16  JDK/JRE Details screen
Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard
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Directory containing JRE used by PeopleSoft: Enter the complete path to the
directory containing the JRE used by the application server.

Install JCE for this: Choose this option if the Sun JCE provider needs to be
installed on the JDK.

Install JSSE for this: Choose this if the Sun JSSE provider needs to be installed
on the JDK.
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WebLogic JDK Directory: Enter the complete path to the JDK used by
WebLogic Server.

Install JCE for this: Choose this option if the Sun JCE provider needs to be
installed on the JDK.

Install JSSE for this: Choose this option if the Sun JSSE provider needs to be
installed on the JDK.

5. Click Next and in the PeopleSoft Configuration Details screen, enter the
configuration details for this installation.

Figure 2-17  PeopleSoft Configuration Details

Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall Wizard

DEFAULT_USER

Identity
Server

PeopleSoft DEFAULT_USER: This field displays the generic PeopleSoft user
ID that the web server uses to identify itself to the application server. For
example, DEFAULT_USER. For more information on creating this user, see the
section “Creating DEFAULT_USER.”
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PeopleSoft DEFAULT_USER Password: Enter the PeopleSoft
DEFAULT_USER password assigned while creating the DEFAULT_USER.

Re-enter Password: Enter the password for DEFAULT_USER again for
confirmation.

Name of the PIA Site: Enter the name of the PIA site, as given during
PeopleSoft installation. For example, peoplesoft8

Name of the PIA web application: Enter the name of the PIA web application
as given during PeopleSoft installation. For example, PORTAL.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for Apache Tomcat Server 4.1.27

If you are installing the agent for Apache Tomcat Server 4.1.27, enter the
configuration information in the Tomcat Server Information screen as explained in
this section.
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Figure 2-18 Tomcat Server Information panel

nst: all Wizard
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Tomcat server instance configuration directory: Enter the complete path to
the configuration directory of the Tomcat Server instance.

Install agent filter in global web.xml: Choose this option if you want to install
the agent filter in the global deployment descriptor of Tomcat Server. This will
enforce Sun ONE Identity Server policies on the entire instance including its
index page, if any. Moreover, you will not be required to manually add filter
definition for any individual web application deployed on this instance.

NOTE There is more than one way to deploy the agent filter. To see details about both
these options, see the section Agent for Apache Tomcat Server 4.1.27 under
Post-Installation Tasks.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.
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Agent for Oracle 9iIAS R2 and Oracle 10g

When you are installing the agent for Oracle 9iAS R2 or Oracle 10g, the installation
program displays the Oracle Server Information panel where you must enter the
following information.

Figure 2-19  Oracle Server Information screen

. "
#| Sun Java(TM) System Identity Server Policy Agent 2.1 Install/Uninstall Wizard | - |J\
OSun Qracle Server Information Panel
iausptems
Enter Oracle Server Information
Enter the Configuration Directory mrahnmgf]jgg[hnmg[cgnﬂd Browse
Back | MNext Exit| Help| -

Enter the configuration directory: Enter the full path to the configuration
directory of the OC4J instance. This directory is typically located as follows:

o Default OC4J Instance

ORACLE_HOME/ or a9i as/ j 2eel hone/ confi g
o Sample OC4J Instance

ORACLE_HOME/ or a9i as/ j 2eel/ test/config

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for SAP Enterprise Portal 6.0 SP2

If you are installing the agent for SAP Enterprise Portal 6.0 SP2, enter the
configuration information on this screen as explained in this section.
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Figure 2-20  SAP Enterprise Portal Information screen
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Server Directory Location: Enter the complete path to the installation directory of
the server that will be protected by this agent. Use the browse button to locate this
directory if necessary.

NOTE You must ensure that the SAP Enterprise Portal server is not running during the
agent installation.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for Macromedia JRun 4

If you are installing the agent for Macromedia JRun 4, enter the configuration
information in this screen as explained in this section.
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Figure 2-21  JRun Server 4.0 Information panel
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JRun 4.0 server instance configuration directory: Enter the complete path to the
SERVER-INF directory of the Macromedia JRun server instance.

Install agent filter in default-web.xml: Choose this option if you want to install
the agent filter in the global deployment descriptor of Macromedia JRun server.

NOTE If you select this option, all resources in the server instance will be protected by the
servlet filter defined in def aul t - web. xm and users will not be able to access
even the welcome page of the server, if any, without providing the credentials and
adding a rule to access that resource in Sun ONE Identity Server. One way to
handle this problem is to add your server’s welcome page URL or any other
resource that does not need the protection, to the property
com sun. am pol i cy. anfi | t er. not enf or cedLi st [ <i ndex>] in the agent
configuration file AMAgent . properti es.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.
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Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server
6.20 SP1

If you are installing Agent for SAP Enterprise Portal 6.0 SP2 and Web Application
Server 6.20 SP1, enter the configuration information on the SAP Enterprise Portal and
Web Application Server information screen as explained in this section.

Figure 2-22  SAP Enterprise Portal and Web Application Server Information Screen
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Server Directory Location Enter the complete path to the installation directory of
the server that will be protected by this agent. Use the browse button to locate this
directory if necessary.
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NOTE You must ensure that the SAP server is not running during the agent
installation.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Screen section.

Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

If you are installing the agent for WebLogic 8.1 Server/Portal, enter the
configuration information on the WebLogic 8.1 information screen as explained in
this section.
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Figure 2-23 BEA WebLogic 8.1 Server/Portal Information Screen

Sun-ONE
Identity
Server

Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server/Portal instance. This script is typically located
under the following directory:

WebLogic_Portal_Install_Dir/user _pr oj ect s/portal-domain-name

WebLogic Server MBeans Directory:  Enter the full path to the nbeant ypes
directory:

WebLogic_Portal_Install_Dir/weblogic81/ser ver /| i b/ nbeant ypes
This directory stores MBeans required to deploy on WebLogic.
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NOTE

When the WebLogic Portal is in a cluster environment, the agent installation
program may not update the startup script used to launch a managed server. In
this situation, the administrator must manually edit the script and insert all the
CLASSPATH and Java VM options that were inserted in the original startup
script by the installation program. For the exact details on the values of
CLASSPATHand Java VM options, please refer to the startup script that was
modified by the agent installation program.

When modifying any startup script to add the agent CLASSPATH to the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed the Summary Screen section.

Agent for Sun Java System Application Server 8.1

If you are installing the agent for Sun Java System Application Server 8.1 enter the
configuration information on the screen as explained in this section.
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Figure 2-24  Sun Java System Application Server 8.1 Information Screen
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As explained previously, Sun Java System Application Server 8.1 makes use of
administrative domains.

Each domain has its own configuration, log files, and application deployment areas
that are independent of other domains. Therefore, each domain has its own
Application Server instance, which is referred to as Domain Administration Server

(DAS).

During the installation you are prompted for the server instance that the agent will
protect and the corresponding DAS information.

Application Server Bin Directory: Enter the complete path to the bi n directory
of the Sun Java System Application Server 8.1 installation.
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Domain Config Directory: Enter the complete path to the Domain Config
Directory. Thisconfi g directory can be found in the domain directory of a Sun Java
System Application Server 8.1 instance, specifically the instance that will be
protected by this agent. For example:

ApplicationServer-base/ domai ns/ domai n1/ confi g

where ApplicationServer-base represents the directory where the Sun Java System
Application Server 8.1 software was installed.

The following is the default location for ApplicationServer-base:
/var/opt/SUNWappserver/

For deployments where instances are remote, see Note on page 82 about the
Domain Config Directory.

Instance Name: Enter the name of the Application Server instance that will be
protected by the agent.

Admin Server Host: Enter the host on which the DAS for this instance is
running.

Admin Server Host Is Remote: Enable this field only if the DAS for this instance
is not on the host where the instance is running.

Admin Server Port: Enter the port number on which the DAS for this instance is
available.

Admin Server Protocol: Select the appropriate protocol of the DAS. This protocol
value may be either HTTP or HTTPS

Admin User Name: Enter the authorized domain Application Server
administrative username

Admin Password: Enter the Administrator password for the domain. The
password is defined as AS ADM N_PASSWORD in the password file.

Re-enter Admin Server Password: Re-enter the administrative password for the
domain.
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NOTE You must ensure that the Sun Java System Application Server 8.1
Domain Administration Server (DAS) is available at the time of
installation of the agent.

For instances where DAS is not on the agent host, therefore DAS is
remote, verify the DAS information is correct and the following field
is enabled:

Adm n server host is renote?

When DAS is remote, the domain config directory is available at the
following location:

ApplicationServer-base/ nodeagent s/ nodel/ i nst ancel/ config

where i nst ancel is the Application Server instance the agent
protects

and
where nodel is the node agent to which i nst ancel belongs.

For more information about node agents, see Sun Java System
Application Server 8.1 Administration Guide.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the next section, the Summary Screen section.

Summary Screen

1. Click Next and in the Summary screen, review the information carefully. You
can use the Back button to navigate back and change any information, if
needed. Sensitive information like passwords are not displayed in this screen.

2. Once you have reviewed this information, click the Next button. The
installation program now checks for the available disk space and displays the
Ready to Install screen.
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3. Click the Install Now button to start the installation of agent on your system.

Once you click the Install Now button, the installation program starts making
changes to your system. When making these changes, the installation program
will not allow you to cancel the installation.

The next screen displays the progress of installation as the installation program
makes changes to your system. This screen does not require any user input or
action and will automatically proceed to the next screen when the installation
program finishes making the necessary changes to your system. This process
may take a while. Take care not to terminate the process in between.

The next screen displays the installation summary. The installation program
displays the status of the installation in this screen. Click on the Details button
to see more information on the actions performed by the installation program.

NOTE The installation program for the IBM WebSphere Application Server 5.0/5.1 agent
stops the application server at the end of the installation. You must manually restart
it during post-installation.

At this stage, you are now ready to proceed to the Post-Installation Tasks
section that details the tasks you must now perform in order to use the agent.

Using the Command-Line Installation Program

When the agent installation program is launched in the command line mode, it
presents the user with a series of questions to gather the necessary information and
report the status of the installation at certain stages of the overall installation. The
command line installation program also provides active feedback, by way of text
messages, to help the user enter correct information. The help messages for a set of
installation questions are displayed before the common set of queries are made.

NOTE e The installation program’s command line interface expects a display terminal
that has a minimum of 80 columns and 30 rows. It is also recommended that
you have set your terminal buffer size to a considerably high number of rows to
ensure that if some text were to scroll beyond the first row, you can use
terminal’s scroll bar to read it as necessary.

+ At any time when the installation program prompts for information and it
displays a value within brackets [ ] next to that prompt, you may select this
value by simply pressing the Ent er key. If you wish to enter a value other than
the one displayed, you may type that value and then press the Ent er key.

Chapter 2 Installing the Agent 83



Using the Installation Program

Follow these steps to install the agent in the command line mode:

1. Launch the installation program in the nodi spl ay mode as explained in the
earlier sections. The installation program begins with a series of messages
aimed at familiarizing you with the command line interface as well as
providing some other necessary information. Read all these messages and
press the Ent er key on your keyboard to continue when prompted.

The installation program now displays the following message:

To install and configure this software, you nust read and accept the entire
fol | owi ng Software Licence Agreenent. After reading the agreenment, you will
then be given the opportunity to accept or refuse the |licensing terns.
Failing to accept the terns of the Software License Agreenment will cause the
Installation programto end without installing the product.

<Press ENTER to display the Sun Software License Agreenent>

2. Atthe prompt, press the Enter key to display the License agreement. The
installation program now displays the License Agreement on the terminal.

NOTE Depending on your terminal size settings, it is possible that the License text may
scroll too fast for you to read. In such a case, you must either use the scroll bar on
your terminal to carefully read the License Agreement, or in case when using the
scroll bar does not give access to the full License Agreement, you must read the
accompanying LI CENSE. TXT file for the terms and conditions of the License
Agreement.

3. Read and understand all the terms and conditions as detailed in this
agreement. If you do not agree with any term or condition of this agreement,
enter No at the following prompt. If you agree to the terms and conditions,
enter Yes to continue.

Have you read, and do you accept, all of the terns of the preceding Software
Li cense Agreenent [no] {"<" goes back, "!" exits}?

If you do not agree with these terms and conditions, the agent installation
program will exit without making any changes to your system.
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4. Toinstall the agent in the displayed default directory, press only the Ent er
key. To use a different directory, type in the full path to the directory and press
the Enter key.

Install Sun(tm) ONE ldentity Server Policy Agent in this
directory [C\\Sun]{"<" goes back, "!" exits}:

5. At the following prompts, enter information about the Sun ONE Identity
Server Services.

Enter the server information where the Sun ONE ldentity Server
Servi ce and Consol e are install ed.

Sun ONE ldentity Server Host [myconputer.exanple.con {"<" goes

back, "!" exits}

Sun ONE ldentity Server Services Port [58080] {"<" goes back, "!"
exi t s}

Sun ONE lIdentity Server Services Protocol [http] {"<" goes back, "!"
exits}

Sun ONE ldentity Server Services Deploynent URI [/anserver] {"<"
goes back, "!" exits}

Sun ONE Identity Services Host: Enter the fully qualified host name of the
system on which the Sun ONE Identity Server is installed.

Sun ONE Identity Server Services Port: Enter the port number for the Web
Container that is used by Sun ONE Identity Server to provide its services.

Sun ONE Identity Server Services Protocol: Enter the appropriate protocol
that will be used by the agent when communicating with Sun ONE Identity
Server services. This protocol value may either be HTTP or HTTPS.

Sun ONE Identity Server Services Deployment URI: Enter the URI that will
be used by the agent to access various Sun ONE Identity Server services.

6. At the following prompts, enter information about the Sun ONE Identity
Server Console.
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Sun ONE ldentity Consol e Host [myconputer.exanple.conj {"<" goes
back, "!" exits} :

Sun ONE ldentity Server Console Port [58080] {"<" goes back, "!"
exi t s}

Sun ONE |l dentity Server Console Protocol [http] {"<" goes back,

"It oexits}:

Sun ONE ldentity Server Consol e Depl oynent URI [/antonsole] {"<"
goes back,"!" exits}

amAdmi n Password [] {"<" goes back, "!" exits}

Re-enter anmadmi n Password [] {"<" goes back, "!" exits}

aml dapuser Password [] {"<" goes back, "!I" exits}

Re-enter anml dapuser Password [] {"<" goes back, "!" exits}

Sun ONE Identity Server Console Host: Enter the fully qualified hostname of
the system on which the Sun ONE Identity Server console is installed.

Sun ONE Identity Server Console Port: Enter the port number of the Web
Container that is used by Sun ONE Identity Server console.

Sun ONE Identity Server Console Protocol: Enter the appropriate protocol
that will be used by the agent when communicating with Sun ONE Identity
Server console. This protocol value may either be HTTP or HTTPS.

Sun ONE Identity Server Console Deployment URI: Enter the URI that will
be used by the agent to access the Sun ONE Identity Server console.

amAdmin Password: Enter the amAdmin user password specified during Sun
ONE Identity Server installation. The password entered here should be the
amAdmi n user password originally used during the installation of Sun ONE
Identity Server. Even if after the installation of Sun ONE Identity Server, the
password for the amAdmi n user has been changed, you should still enter the
original password and not the changed password.

Re-enter Password: Re-enter the amAdmin password to ensure that the correct
value is used by the agent.

amldapuser Password: Enter the amldapuser password specified during Sun
ONE Identity Server installation.

Re-enter amldapuser Password: Re-enter the amldapuser password to ensure
that the correct value is used by the agent.
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NOTE * In situations where you are not using the features of the agent that require
LDAP connectivity, you may choose to leave the amAdmin password blank. By
doing so, the value for this password will be set to “changei t ", which can be
changed at a later stage as necessary.

» If you select the HTTPS as either Sun ONE Identity Server Services Protocol,
or Sun ONE Identity Server Console Protocol, you must ensure that the
Certificate Authority certificate for the signer of the corresponding server
certificates is added to the trusted list for the Application Server's JDK
keystore. Please refer to the Application Server documentation to learn how
this can be done.

7. At the following prompts, provide details about the Directory Server
corresponding to Sun ONE Identity Server services.

Enter the directory information corresponding to the Sun(tm ONE

Identity Server Services
Directory Host [myconputer.exanple.con {"<" goes back,

exits}

Directory Port [389] {"<" goes back, "!" exits}

Is the directory SSL enabled [fal se] {"<" goes back, "!" exits}?
Root Suffix [dc=ipl anet, dc=con] {"<" goes back, "!" exits}

Installation O ganization [dc=ipl anet, dc=con] {"<" goes back, "!"
exits}

Directory Host: Enter the fully qualified hostname of the system where the
Directory Server is installed.

Directory Port: Enter the port number used by this Directory Server.

SSL Enabled: Enter the value ‘true’ if the Directory Server uses SSL to
communicate on the said port. Press the Enter key or enter ‘false’ if the
Directory Server does not use SSL.

Root Suffix: Enter the root suffix to be used for accessing information stored in
this Directory Server.

Installation Organization: Enter the complete DN of the default organization
that was created when Sun ONE Identity Server was installed.
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NOTE If you enter t r ue for SSL Enabled prompt, you must ensure that the Certificate
Authority certificate for the signer of the corresponding server certificates is added
to the trusted list for the application server's JDK keystore. Please refer to the
application server documentation to learn how this can be done.

8. At the following prompts, enter details of agent configuration.

Enter Agent configuration val ues.

Agent Host Name [nmyconputer.exanple.conj {"<" goes back, "!"
exits}

Preferred protocol |istening port [80] {"<" goes back, "!" exits}
Server's preferred protocol [http] {"<" goes back, "!" exits}
Config Reload Interval [10] {"<" goes back, "!" exits}

Enabl e Not-Enforced List Cache [false] {"<" goes back, "!" exits}
Number of Entries in Cache [1000] {"<" goes back, "!" exits}
Cache Expiration Tinme in Seconds [60] {"<" goes back, "!" exits}
Primary Application Context Path [/] {"<" goes back, "!" exits}
Enter Agent Filter Mde Options are: ALL, J2EE PCLI CY,
URL_PCLICY, SSO ONLY, NONE [ALL] {"<" goes back, "!" exits}
Access Denied URL [] {"<" goes back, "!" exits}

Maxi mum al | owed Login Attenpts [5] {"<" goes back, "!" exits}

Agent Host Name: Enter the fully qualified hostname on which the application
server protected by the agent is installed.

Preferred protocol listening port: Enter the preferred port number on which
the application server provides its services.

Server’s preferred protocol: Enter the protocol used by the application server
to provide its services on the given port number as entered for the field
Preferred protocol listening port. This protocol value may either be HTTP or
HTTPS.

Config Reload Interval: Enter the amount of time in seconds after which the
agent will automatically reload any changes made to the its configuration.
Specify the value 0 to disable this feature.

The agent supports Hot-Swappable configuration, which can be changed
without requiring the application server to be restarted. This feature can be
very helpful in a controlled development and test environment where frequent
changes to the configuration are needed to arrive to the correct configuration
settings. It is recommended that this feature be disabled for production
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systems to ensure the optimal use of system resources and to avoid accidental
changes being picked up by the agent. Also note that although the majority of
agent configuration is hot-swap enabled, there are some configuration settings
which require a complete application server restart. Please refer to Chapter 3,
“Agent Configuration” on page 153 to learn more about this feature.

Enable Not-Enforced List Cache: Enter t r ue if you wish to enable the caching
of Not-Enforced List entries as evaluated by the agent against incoming user
requests.

It is recommended that the Not-Enforced List caching be enabled in order to
optimize system performance. However, the overall system performance can
degrade if the corresponding values of Cache Size and Cache Expiration time
are not suited for your deployment. It is therefore recommended that the
values used for these configuration settings be carefully evaluated in a
controlled testing environment before being used in production. It should also
be noted that the agent maintains two caches in its memory—one for recording
the URIs that were evaluated as enforced and the other for recording the URIs
that were evaluated as not-enforced. The specified values of Number of Entries
in Cache and Cache Expiration time are equally applicable to both of these
caches. This factor must be considered when setting the values for the size and
expiration time of the cache.

Number of Entries in Cache: Enter the size of cache used by the agent to store
the evaluated results.

Cache Expiration Time in Seconds: Enter the amount of time in seconds after
which the agent can purge an entry from its cache to free up the cache memory
for newer entries.

Primary Application Context Path: Enter the Context path for the primary
application being protected by this agent. If this application is deployed at the
root context of the application server, enter the value “/ ”.

When installing the agent for SAP Enterprise Portal 6.0 SP2, enter the context
pathas/irj.

When installing the agent for SAP Enterprise Portal 6.0 SP2 and Web
Application Server 6.20 SP1, you should ensure that the primary application
context path is set to the context path of the application that will be available
throughout the life of the server. If your SAP installation does not include the
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Enterprise Portal, you must specify the value corresponding to one of the
applications that will be protected by this agent. If, however, your SAP
installation does include the Enterprise Portal, you may use the context path
lirj aswell

In a situation where there are multiple applications deployed on the
application server, you must choose the context path of the application that is
available for as long as the application server is alive. This value is used by the
agent to receive notifications from Sun ONE Identity Server and is also used to
provide support for legacy browsers, etc. Providing an incorrect value for this
configuration setting may lead to the malfunction of the agent and the
application server.

Agent Filter Mode: Enter the agent filter mode that you would like to run the
agent in. For a complete description of the available agent filter modes, refer to
the chapter Chapter 3, “Agent Configuration” on page 153.

When installing the agent for SAP Enterprise Portal 6.0 SP2, the agent filter
mode must be set to either SSO_ONLY or URL_POLICY. Other agent filter
modes are not supported by this agent.

Access Denied URL: Enter the complete URI for the access denied page to be
used by the agent. If this value is not specified, the agent will use HTTP error
status code 403 (FORBI DDEN) to deny access to resources as needed.

Maximum allowed Login Attempts: Enter the number of unsuccessful access
attempts in succession after which the user will not be allowed to access the
requested URL temporarily for security purposes. Specify the value 0 to
disable this feature.

This feature can be used to guard the hosted application from
Denial-Of-Service attacks where the end user can overload the application
server by repeated authentication requests. By disabling this feature, the
system remains vulnerable to such attacks. Therefore this feature should not be
disabled unless there is a specific requirement that necessitates the disabling of
this feature.

NOTE If you select HTTPS as Server’s preferred protocol, you must ensure that the
Certificate Authority certificate for the signer of the corresponding server
certificates is added to the trusted list for Sun ONE Identity Server. Please refer to
Sun ONE Identity Server documentation to learn how this can be done.

9. At the following prompts, provide information about the JDK installation
directory for the application server and JCE/JSSE configuration for that
specific JDK:
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Enter the server information where the JDK is installed.

JDK Directory [C\jdkl.3.1_01] {"<" goes back, "!" exits}
Install JCE for this JDK [fal se] {"<" goes back, "!" exits}
Install JSSE for this JDK [fal se] {"<" goes back, "!" exits}

JDK Directory: Enter the complete path to the directory where the JDK being
used by your application server is installed.

Install JCE for this JDK: Enter the value t r ue if the JDK being used by your
application server does not have JCE installed.

Install JSSE for this JDK: Enter the value t r ue if the JDK being used by your
application server does not have JSSE installed.

NOTE » If the JDK being used by your application server does not have JCE installed,
you must select the Install JCE for this JDK checkbox. Failing to do so can
result in the installation program failure.

» If your application server is based on JDK 1.4 or above, the options to install
JCE and JSSE will not be provided by the agent installation program.

» If you are installing the agent for BEA WebLogic Server 8.1, you must accept
the default values (f al se) for the prompts Install JCE for this JDK and Install
JSSE for this JDK.

10. If you are installing the agent for Tomcat Server 4.1.27, Oracle 9iAS R2, Oracle
10g, SAP Enterprise Portal 6.0 SP2, or Macromedia JRun 4, the installation
program will now display the following prompts where you must enter the
user and group information for the process owner of the application server.

Enter the user and group information for the process owner of the
Application Server.

User Name [root] {"<" goes back, "!" exits} root
Goup Nane [root] {"<" goes back, "!" exits} other

User Name: The user name of the user running the application server process.

Group Name: The group name of the group to which the user running the
Application Server process belongs to.
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NOTE * The above prompts are displayed only when the agent is installed on various
Unix platforms.

» Valid but inappropriate values supplied for the user name and/or group name
can lead to severe problems with the configuration of the application server
and can render the application server unusable.

* The server instance should be started or stopped only by the process owner of
the application server. If these tasks are done by another user, it will cause the
agent to malfunction.

The prompts displayed thus far by the installation program are the same for all the
agents. However, the prompts that follow are specific to the application server
agent that is being installed. From the following list, click the appropriate link
depending on which application server agent you are installing. After you perform
the steps in the respective section, proceed to the Summary Information Prompt
section.

< Agent for Sun ONE Application Server 7.0

= Agent for BEA WebLogic Server 6.1 SP2

« Agent for IBM WebSphere Application Server 5.0/5.1

< Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
= Agent for PeopleSoft 8.3/8.4/8.8

= Agent for Apache Tomcat Server 4.1.27

= Agent for Oracle 9iAS R2 and Oracle 10g

= Agent for SAP Enterprise Portal 6.0 SP2

 Agent for Macromedia JRun 4

= Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
= Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

= Agent for Sun Java System Application Server 8.1
Agent for Sun ONE Application Server 7.0

If you are installing the agent for Sun ONE Application Server 7.0, enter the
configuration information at these prompts as explained in this section.
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Enter the answers to Sun ONE Application Server specific questions as

pronpted by the agent installation program

Enter Sun ONE Appserver configuration Details:

Application Server bin directory [C \Sun\AppServer7\bin] {"<"
goes back, "!" exits}

Instance Config Directory

[ C:\ Sun\ AppSer ver 7\ donai ns\ domai n1\ server 1\ config] {"<" goes

back, "!" exits}

Admin User Nanme [admin] {"<" goes back, "!" exits}

Adm n Server Port [4848] {"<" goes back, "!" exits}

Admin Server Password [] {"<" goes back, "!" exits}

Re-enter Adm n Server Password [] {"<" goes back, "!" exits}

Application Server bin directory: Enter the complete path to the bi n directory
of the Sun ONE Application Server 7.0 installation.

Instance Config Directory: Enter the complete path to the conf i g directory of
the Sun ONE Application Server 7.0 instance which will be protected by this
agent.

Admin User Name: Enter the user name of the Administrator of this Sun ONE
Application Server 7.0 instance.

Admin Server Port: Enter the port number on which the Administration
Server for this Sun ONE Application Server 7.0 is available.

Admin Password: Enter the password for the Administrator of this Sun ONE
Application Server 7.0 instance.

Re-enter Admin Server Password: Re-enter the password for the
Administrator of this Sun ONE Application Server 7.0 instance.

NOTE You must ensure that the Sun ONE Application Server 7.0 Administration Server is
running at the time of the agent installation.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.

Agent for BEA WebLogic Server 6.1 SP2

If you are installing the agent for BEA WebLogic Server 6.1 SP2, answer the
following prompt as explained here:
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Startup Script Location
[ C:\bealw server6. 1\ confi g\ mydonai n\ st art WebLogi c. cnd] {"<" goes
back, "!" exits}

Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server instance.

NOTE * When the WebLogic Server is in a cluster environment, the agent installation
program may not update the startup script used to launch a managed server. In
this situation, the administrator must manually edit the script and insert all the
CLASSPATH and Java VM options that were inserted in the original startup
script by the installation program. For the exact details on the values of
CLASSPATH and Java VM options, please refer to the startup script that was
modified by the agent installation program.

«  When modifying any startup script to add the agent CLASSPATHto the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.

Next, the installation program displays a summary of all the information that
you have provided to install the agent. For details about this screen and to get
started with the installation, proceed to the Summary Information Prompt
section.

Agent for IBM WebSphere Application Server 5.0/5.1

If you are installing the agent for IBM WebSphere Application Server 5.0/5.1, enter
the following information at these prompts.

Enter WebSphere Application Server configuration Details:
WebSphere Root Directory [/space/ibn WebSpher e/ AppServer] {"<"

goes back, "!" exits}
I nstance Config Directory

[/ space/ i bml WebSpher e/ AppSer ver/ confi g/ cel | s/ her os/ nodes/ euros/s

ervers/serverl] {"<" goes back, "!" exits}

WebSphere Admin Connector [SQAP] {"<" goes back, "!" exits}
\ebSphere Adnmin Connector Port [8880] {"<" goes back, "!" exits}
WebSphere Cell Nanme [euros] {"<" goes back, "!" exits}
WebSphere Node Nane [euros] {"<" goes back, "!" exits}
WebSphere Server |nstance Name [serverl] {"<" goes back, "!"
exits}
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WebSphere Root Directory: Enter the complete path to the root directory for

the WebSphere Application Server.

Instance Config Directory: Enter the complete path to the config directory of

the WebSphere Application Server instance that will be protected by this agent.

WebSphere Admin Connector: Specify the protocol for connecting to
WebSphere Administration Service. You can choose between SOAP and RM .

WebSphere Admin Connector Port: Enter the Administration Service Port for

specified Connector.

WebSphere Cell Name: Enter the cell name for the IBM WebSphere
Application Server.

WebSphere Node Name: Enter the node name for the IBM WebSphere
Application Server.

WebSphere Server Instance Name: Enter the instance name of the IBM
WebSphere Application Server instance.

NOTE * You must ensure that the IBM WebSphere Application Server 5.0/5.1 instance

is running at the time of the agent installation.

* The agent installation program stops the IBM WebSphere Application Server at

the end of the installation. You may manually restart it later.

Next, the installation program displays a summary of all the information that you

have provided to install the agent. For details about this screen and to get started

with the installation, proceed to the Summary Information Prompt section.

Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server

8.1

If you are installing the agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic

Server 8.1, answer the following prompts as explained here:

Startup Script Location

[/ beal user _proj ects/ nydonai n/ st artWblLogi c. sh] {"<"goes back, "!"
exi ts}

WebLogi ¢ Server MBeans directory

[/ beal/ webl ogi c700/ server/|ib/ nmbeantypes] {"<" goes back, "!"
exits}
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Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server instance. This script is typically located under
the following directory:

WebLogic_Install_Dir/ bea/ user _pr oj ect s/ server-domain-name

WebLogic Server MBeans Directory: Enter the full path to the nbeant ypes
directory:

WebLogic_Install_Dir/ bea/ webl ogi c700/ server/|i b/ nbeant ypes
This directory stores MBeans required to deploy on WebLogic.

NOTE * When the WebLogic Server is being operated in a cluster environment, the
agent installation program may not update the startup script used to launch a
managed server. In this situation, the administrator must manually edit the
script and insert all the CLASSPATH and Java VM options that were inserted in
the original startup script by the installation program. For the exact details on
the values of CLASSPATH and Java VM options, please refer to the startup
script that was modified by the agent installation program.

«  When modifying any startup script to add the agent CLASSPATH to the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.

Agent for PeopleSoft 8.3/8.4/8.8
If you are installing the agent for PeopleSoft, perform the following steps:

1. Atthe following prompt, enter the item number to choose the PeopleSoft
application version on which you are going to install the agent.

Choose the Peopl eSoft version on which you want to install the agent:

Peopl eSoft HRVS 8.3

Peopl eSoft Financial 8.4

Peopl eSoft HRVS 8. 8

Choose one of the options fromabove [1] {"<" goes back, "!" exits}
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2. Enter the item number to choose one of the following agent deployment
options.

1. Agent on Weblogic Server hosting Peopl eSoft application
2. Proxy Solution - Agent on a Separate Proxying Wb Server

Choose one of the options fromabove [1] {"<" goes back, "!" exits}

Agent on WebLogic Server hosting PeopleSoft application: Select this option
to install the agent on top of BEA WebLogic Server hosting the PeopleSoft
application.

Proxy Solution - Agent on a Separate Proxying Web Server: Select this option
if you want to configure Sun ONE Web Server (also referred as iPlanet Web
Server) as a proxy for BEA WebLogic Server that hosts the PeopleSoft
application.

NOTE When installing the agent on PeopleSoft 8.3 HRMS with BEA WebLogic 5.1
front-end server, ensure that the BEA WebLogic 5.1 server has the Service Pack
12 installed. Not having this service pack installed on BEA WebLogic server could
result in the malfunction of the PeopleSoft application after the installation of the
agent.

To upgrade the BEA WebLogic server to Service Pack 12, you can download the
binaries from PeopleSoft distribution site located at

ftp://ftp. peopl esof t.coni out goi ng/ GSC | i mi webl ogi c510. Please follow
the instructions provided at this location to upgrade the server.

3. At the following prompts, provide the PeopleSoft installation information.

Peopl eSoft Installation Details

Peopl eSoft Application Server installed locally [true] {"<" goes back,

"1"exits}

WbLogi ¢ Server installed locally [true] {"<" goes back, "!" exits}

Peopl eSoft AppServer Directory [/usr/psft/appserv] {"<" goes back, "!"exits}
Peopl eSoft Domai n Nane [HDMJ {"<" goes back, "!" exits}

VbLogi ¢ Instance Directory [/usr/psft/webl ogi ¢/ nyserver] {"<" goes back,"!"
exits}

Peopl eSoft user 1D [psft] {"<" goes back, "!" exits}

Peopl eSoft user’s prinmary group [sys] {"<" goes back, "!" exits}
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PeopleSoft Application Server Installed locally: Press Enter to specify that
you have PeopleSoft Application Server installed locally.

WebLogic Server Installed locally: Press Enter if you have WebLogic Server
installed locally.

NOTE Select one or both of the above options according to your installation. You need to
select at least one to proceed.

PeopleSoft AppServer Directory: Enter the full path to the directory where the
PeopleSoft Application Server is installed. For example, PS_HOME/ appser v

PeopleSoft Domain Name: Enter the PeopleSoft domain that this agent will
protect. For example, HDMO,

WebLogic Instance Directory: Enter the full path to the WebLogic instance
directory. For example, PS_ HOME/ webl ogi ¢/ nyser ver or
BEA HOME/ W server 6. 1/ confi g/ peopl esof t

PeopleSoft user ID: Enter the system user ID used to install PeopleSoft
software. For example, psft

PeopleSoft user’s primary group: Enter the primary group of the PeopleSoft
user. For example, sys

4. At the following prompts, enter the locations of the application server’s JDK.

Enter the server information where the JDK is installed.

Directory containing JRE used by Peopl eSoft [/export/hone/psftd/pt] {"<"goes
back, "!" exits}

Install JCE for this [true] {"<" goes back, "!" exits}

Install JSSE for this [true] {"<" goes back, "!" exits}

WebLogi ¢ JOK Directory [/export/hone/ psft4/bealjdkl131l] {"<" goes back,
"I"exits}

Install JCE for this [true] {"<" goes back, "!" exits}

Install JSSE for this [true] {"<" goes back, "!" exits}

Directory containing JRE used by PeopleSoft: Enter the complete path to the
directory containing the JRE used by the application server.

Install JCE for this: Press Enter if the Sun JCE provider needs to be installed on
the JDK.
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Install JSSE for this: Press Enter if the Sun JSSE provider needs to be installed
on the JDK.

WebLogic JDK Directory: Enter the complete path to the JDK used by
WebLogic Server.

Install JCE for this: Press Enter if the Sun JCE provider needs to be installed on
the JDK.

Install JSSE for this: Press Enter if the Sun JSSE provider needs to be installed
on the JDK.

5. At the following prompts, enter the configuration details for this installation.

Configuration details for this installation.

Peopl eSoft DEFAULT_USER [ DEFAULT_USER] {"<" goes back, "!" exits}:
Peopl eSoft DEFAULT _USER Password [] {"<" goes back, "!" exits}:
Re-enter Password [] {"<" goes back, "!" exits}:

Narme of the PIA Site [ps] {"<" goes back, "!" exits}:

Narre of the PIA web application [PORTAL] {"<" goes back, "!" exits}:

PeopleSoft DEFAULT_USER: This field displays the generic PeopleSoft user
ID that the web server uses to identify itself to the application server. For
example, DEFAULT_USER.

PeopleSoft DEFAULT_USER Password: Enter the PeopleSoft
DEFAULT_USER password assigned while creating the DEFAULT_USER.

Re-enter Password: Enter the password for DEFAULT_USER again for
confirmation.

Name of the P1A Site: Enter the name of the PIA site, as given during
PeopleSoft installation. For example, peopl esof t 8.

Name of the PIA web application: Enter the name of the PIA web application
as given during PeopleSoft installation. For example, PORTAL.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.
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Agent for Apache Tomcat Server 4.1.27

If you are installing the agent for Tomcat Server 4.1.27, the installation program
will now display the following prompts.

Enter Tontat Server Configuration Infornation

Tontat server instance configuration directory

[/opt/jakarta-tontat-4.1. 27/ conf] {"<" goes back, "!" exits}:
Install agent filter in global web.xm [true] {"<" goes back, "!" exits}?

Instance Configuration Directory: Provide the complete path to the
configuration directory of the Tomcat Server Instance.

Enable Global Filter: Enter tr ue if you want to install the agent filter for the
global web. xni , otherwise enter f al se. Enabling global filter will enforce
Identity Server policies on the entire instance including its index page, if any.
Moreover, you will not be required to manually add filter definition for any
individual web application deployed on this instance.

NOTE There is more than one way to deploy the agent filter. To see details about both
these options, see the section Agent for Apache Tomcat Server 4.1.27 under
Post-Installation Tasks.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.

Agent for Oracle 9iAS R2 and Oracle 10g

When installing the agent for Oracle 9iAS R2 or Oracle 10g, you must enter the
following information about the Oracle Server that is to be secured by the agent.

O acle instance config directory [/oralj2eel hoe/ config] {"<" goes back, "!"
exits} /export/hone/orcl/ora9ias/j2eel honel/ config

Oracle instance config directory: Enter the complete path to the Oracle
instance configuration directory. Ensure that you have wi t e privileges for this
directory.
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Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.

Agent for SAP Enterprise Portal 6.0 SP2

If you are installing the agent for SAP Enterprise Portal 6.0 SP2, enter the
configuration information on this screen as explained in this section.

Enter SAP Enterprise Portal Information

Server Directory Location [/usr/sap/porj2eellj2eelj2ee_01/cluster/server]
{"<" goes back, "!" exits}

Server Directory Location: Enter the complete path to the directory that contains
the server installation to be protected by this agent.

NOTE You must ensure that the SAP Enterprise Portal server is not running during the
agent installation.

Agent for Macromedia JRun 4

If you are installing the agent for Macromedia JRun 4, enter the configuration
information at these prompts as explained in this section.

Enter JRun Server Configuration Information

JRun server instance configuration directory
[/opt/jrund/servers/defaul t/SERVER I NF] {"<" goes back, "!" exits}:

Install agent filter in default-web.xm [true] {"<" goes back, "!" exits}?

Instance Configuration Directory: Enter the complete path to the configuration
directory of the Macromedia JRun Server Instance.
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Install agent filter in default-web.xml: Enter t r ue if you want to install the agent
filter for def aul t - web. xn , otherwise enter f al se. If you choose t r ue, the agent will
enforce Sun ONE Identity Server policies on the specified JRun server instance,
including its index page, if any. However, you will not be required to manually
add filter definition to every individual web application deployed on this instance
anymore.

NOTE If you select this option, all resources in the server instance will be protected by the
servlet filter defined in the default web. xm and users will not be able to access
even the welcome page of the server, if any, without providing the credentials and
adding a rule to access that resource in Sun ONE Identity Server. One way to
handle this problem is to add your server’s welcome page URL or any other
resource that does not need the protection, to the property
com sun. am pol i cy. anfi | t er. not enf or cedLi st [ <i ndex>] in the agent
configuration file AMAgent . properti es.

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server
6.20 SP1

If you are installing the agent for SAP Enterprise Portal 6.0 SP2 and Web
Application Server 6.20 SP1, enter the configuration information on this screen as
explained in this section.

Enter SAP Server Information

Server Directory Location [D:\usr\sap\TNG\DV EBM GS00\j 2e€\cluster\server]
{"<" goes back, "!" exits}

Server Directory Location:  Enter the complete path to the installation directory of the
server that will be protected by this agent. Use the browse button to locate this directory if
necessary.

NOTE Ensure that the SAP Server is not running during the agent
installation.

Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

If you are installing the agent for WebLogic 8.1 Server/Portal, answer the
following prompts as explained in this section:
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Startup Script Location [/bea/user_projects/nydonai n/startWbLogic. sh]
{"<"goes back, "!" exits}

\WebLogi ¢ Server MBeans directory [/beal/ webl ogi ¢/ server/|ib/ mbeantypes] {"<"
goes back, "!" exits}

Startup Script Location: Enter the full path to the startup script that is used to
start your BEA WebLogic Server/Portal instance. This script is typically located
under the following directory:

WebLogic_Portal_Install_Dir/user _pr oj ect s/portal-domain-name

WebLogic Server MBeans Directory:  Enter the full path to the nbeant ypes
directory:

WebLogic_Portal_Install_Dir/weblogic81/ser ver /| i b/ nbeant ypes
This directory stores MBeans required to deploy on WebLogic.

NOTE * When the WebLogic Portal/Server is in a cluster environment, the agent
installation program may not update the startup script used to launch a
managed server. In this situation, the administrator must manually edit the
script and insert all the CLASSPATH and Java VM options that were inserted in
the original startup script by the installation program. For the exact details on
the values of CLASSPATH and Java VM options, please refer to the startup
script that was modified by the agent installation program.

«  When modifying any startup script to add the agent CLASSPATH to the Java
VM, you must ensure that the agent classes are placed before the WebLogic
Server classes in the final class path. Failing to do so can cause the agent to
malfunction during runtime.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the Summary Information Prompt section.

Agent for Sun Java System Application Server 8.1

If you are installing the agent for Sun Java System Application Server 8.1, answer
the following prompts as explained in this section:
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Enfer Sun ONE Appserver configuratioin Details
Application Server bin directory [/opt/ SU\Wappserver/appserver/bin] {"<"

goes back, "!" exits}
Domai n Config Directory[/var/opt/ SU\Mappser ver/ domnai ns/

domai nl/ config] {"<" goes back, "!" exits}
Instance Nane [server] {"<" goes back, "!" exits}}
Adm n Server Host [exanple.conpany22.con] {"<" goes back, "!" exits}
Adnin Server Host is Renmote ? [false] {"<" goes back, "!" exits}
Adm n Server Port [4849] {"<" goes back, "!" exits}
Adnin User Name [admin] {"<" goes back, "!" exits}
Adm n Server Password [] {"<" goes back, "!" exits}
Re-enter Adnin Server Password [] {"<" goes back, "!" exits}

Application Server Bin Directory: Enter the complete path to the bi n directory
of the Sun Java System Application Server 8.1 installation.

Domain Config Directory: Enter the complete path to the Domain Config
Directory. Thisconfi g directory can be found in the domain directory of a Sun Java
System Application Server 8.1 instance, specifically the instance that will be
protected by this agent. For example:

ApplicationServer-base/ dormai ns/ domai n1/ confi g

where ApplicationServer-base represents the directory where the Sun Java System
Application Server 8.1 software was installed.

The following is the default location for ApplicationServer-base:
/var/opt/SUNWappserver/

For deployments where instances are remote, see Note on page 105 about the
Domain Config Directory.

Instance Name: Enter the name of the Application Server instance that will be
protected by the agent.

Admin Server Host: Enter the host on which the DAS for this instance is
running.

Admin Server Host Is Remote: Enable this field only if the DAS for this instance
is not on the host where the instance is running.

Admin Server Port: Enter the port number on which the DAS for this instance is
available.

Admin Server Protocol:  Select the appropriate protocol of the DAS. This
protocol value may be either HTTP or HTTPS.
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Admin User Name: Enter the authorized domain Application Server
administrative user name.

Admin Password: Enter the Administrator password for the domain. The
password is defined as AS ADM N_PASSWORD in the password file.

Re-enter Admin Server Password: Re-enter the administrative password for the
domain.

NOTE You must ensure that the Sun Java System Application Server 8.1
Domain Administration Server (DAS) is available at the time of
installation of the agent.

For instances where DAS is not on the agent host, therefore DAS is
remote, verify the DAS information is correct and the following field
is enabled:

Adm n server host is renote?

When DAS is remote, the domain config directory is available at the
following location

ApplicationServer-base/ nodeagent s/ nodel/ i nst ancel/ config

where i nst ancel is the Application Server instance the agent
protects

and
where nodel is the node agent to which i nst ancel belongs.

For more information about node agents, see Sun Java System
Application Server 8.1 Administration Guide.

Next, the installation program displays a summary of all the information that you
have provided to install the agent. For details about this screen and to get started
with the installation, proceed to the next section, the Summary Information Prompt
section.
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Summary Information Prompt

1. At the next prompt, review the summary of information as gathered by the
installation program. You can use the “<” option to navigate back and change
any information, if needed. Sensitive information like passwords are not
displayed in the console. To continue press the Ent er key on your keyboard.

The installation program now checks for the necessary disk space and displays
a Ready to Install prompt.

2. Choose from the given choices to proceed. You may:
o continue with the installation by selecting the option 1,
o start over again by using the option 2, or
o simply exit the installation program by using the option 3.

If you choose to continue, the installation program will start making changes to
your system. If you choose to exit, no changes will be made to your system.

Ready to Install

1. Install Now

2. Start Over

3. Exit Installation

On continuing with the installation, the installation program displays the
progress of the installation as changes are made to your system. This phase
does not require any input and the installation program proceeds to the next
prompts when installation changes being made to your system are complete. It
may take a while to display the next prompt. Take care not to terminate the
process.

Progress

The final prompt displayed by the installation program provides the status of
the installation and gives you an option to either view the details of the
installation logs, or simply exit the installation program.
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Installation Details:

Pr oduct Resul t More I nformation
1. Sun ONE ldentity Server Policy Agent Installed Avai | abl e
2. Done

Enter the nunber corresponding to the desired selection for nore
information, or enter 2 to continue [2] {"!" exits}:

To viewinstallation log enter the choice 1. To exit the installation program enter 2.

At this stage, you are now ready to proceed to the next section that details the post-
installation tasks that must be performed in order to use the agent.

NOTE The installation program for the IBM WebSphere Application Server 5.0/5.1 agent
stops the application server at the end of the installation. You must manually restart
it during post-installation.

Post-Installation Tasks

Once the agent is installed, you must follow the steps in this section to configure
the agent to run with your application server and the deployed and protected
applications. You can directly go to the agent-specific section from the list given
below to see the tasks you need to perform in order to enable the agent for your
application server.

< Agent for Sun ONE Application Server 7.0

< Agent for BEA WebLogic Server 6.1 SP2

= Agent for IBM WebSphere Application Server 5.0/5.1

= Agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
= Agent for PeopleSoft 8.3/8.4/8.8

= Agent for Apache Tomcat Server 4.1.27

= Agent for Oracle 9iAS R2 and Oracle 10g

< Agent for SAP Enterprise Portal 6.0 SP2

= Agent for Macromedia JRun 4

= Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
= Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal
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= Agent for Sun Java System Application Server 8.1

e Common Tasks

Agent for Sun ONE Application Server 7.0

Once you have installed the agent for Sun ONE Application Server 7.0, you must
complete the following post-installation task:

< Install the Agent Filter for the Deployed Application

The following is a detailed description of this task:

Install the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of sub-tasks explains
how the agent filter can be installed for the application you want to be protected by
the agent.

1. Toinstall the agent filter, you must ensure that the application is not currently
deployed on the application server. If it is currently deployed, you must
remove it before proceeding any further.

2. Inorder to install the agent filter, you will have to modify the deployed
application’s deployment descriptor. It is therefore recommended that you
create the necessary backups before proceeding to modify these descriptors.

3. Edit the application’s web. xm descriptor as follows:

Since filters were introduced in Servl et Speci fication 2.3, the web. xnl ’s
<DOCTYPE> element must be changed to reflect that the deployment descriptor is
a Servlet 2.3 compliant deployment descriptor. This can be done by setting the
<DOCTYPE> element as:
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<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb
Application2.3//EN'" "http://java. sun. conl dt d/ web-app_2_3.dtd">

After modifying the <DOCTYPE> element, you now need to add the <fil ter>
elements in the deployment descriptor. This can be done by specifying the
<filter>and the <filter-nappi ng>elements immediately following the
description element of the <web- app> element in the descriptor web. xm . The
following is a sample web. xnl descriptor with the <fi | ter>and the
<filter-mppi ng>elements added:

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-name>Agent</filter-nanme>
<di spl ay- nane>Agent </ di spl ay- nanme>
<description>SunTM ONE | dentity Server Policy Agent</description>
<filter-class>comsun.identity.agents.filter. AmAgentFilter</filter-class>
</filter>
<filter-nmappi ng>
<filter-name>Agent</filter-nanme>
<url-pattern>/ *</url-pattern>
</filter-mppi ng>

</ web- app>

Once the web. xm deployment descriptor is modified to reflect the new
<DOCTYPE> and <fi | t er > elements, the agent filter is added to the application.
You can now redeploy your application on the application server.

NOTE The J2EE agent filter-class attribute is backward compatible. So, an application
protected by a previous version of agent filter class (for example
com sun. amagent . as. filter. Agent Fi | t er) does not need to modify
web. xm to reflect the new filter class for the latest version of the agent.

Agent for BEA WebLogic Server 6.1 SP2

Once you have installed the agent for BEA WebLogic Server 6.1 SP2, you must
complete the following post-installation tasks:
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< Installing the Agent Realm for the BEA WebLogic Server 6.1 SP2
= Installing the Agent Filter for the Deployed Application

Installing the Agent Realm for the BEA WebLogic Server 6.1 SP2

Once the agent has been installed on your system, the BEA WebLogic Server must
be configured to use the Realm provided as a part of the agent installation. The
following list of sub-tasks explains how the agent realm can be installed for your
BEA WebLogic Server installation.

= Creating a Custom Realm for the Agent
« Creating a Caching Realm for Agent Realm

« Configuring the File Realm

NOTE This section outlines the steps necessary to successfully add the agent realm to
the WebLogic Server. It must be noted that the information provided in this section
is only to facilitate the installation of agent realm and should not be taken as a
substitute for the information provided in WebLogic Server documents. For a
complete in-depth discussion on WebLogic Custom Realms, refer WebLogic
Server documentation at: htt p: // ww. bea. com

Creating a Custom Realm for the Agent

NOTE The WebLogic Realm class name attribute is backward compatible. So if the realm
has been previously installed using the Policy Agent, version 1.0 or 2.0, it will
continue to function appropriately. If so, you can skip this subtask and directly jump
to the next sub-task.

1. Make sure that the BEA WebLogic Server is currently running.

2. In the left pane of the WebLogic Server Administration Console, expand the
Security Node by clicking the “+” sign.

3. Inthe left pane under Security node, click the “Realms” item to display a list of
available Realms in the system on the right pane.

4. On the right pane, click the “Configure a new Custom Realm” link. This
displays a form that can be used to enter the information regarding the new
Custom Realm that you are trying to create.
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In this form, enter the following information and click on Create:

Name: Agent Realm

Realm Class Name: com sun. i dentity. agents. webl ogi c. AmMAébLogi cReal m
After creating the new Realm, restart the WebLogic Server.

Once the WebLogic Server is restarted, using the Administration Console,
navigate to Security > Realms node. You should be able to see the newly
created agent realm in the list of Realms displayed on the right pane.

Creating a Caching Realm for Agent Realm

1.

Logon to the WebLogic Server Administration Console. Use the configured
system username and password for logging on to the console.

In the left pane of the WebLogic Server Administration Console, expand the
Security Node by clicking the “+” sign next to it.

In the left pane under Security node, click the Caching Realms to display a list
of available Caching Realms in the system on the right pane.

On the right pane, click the “Configure a new Caching Realm” link. This
displays a form that can be used to enter the information regarding the new
Caching Realm that you are trying to create.

In this form, enter the following information:
Name: Agent Caching Realm
Basic Realm: Select Agent Realm from the pull down menu.

Click on the Create button. This refreshes the right pane and a new Caching
Realm is created. The right pane displays the configuration of this newly
created Caching Realm.

In the right pane, disable all the caching attributes. Click the ACL Tab. This
displays the ACL caching attributes. Uncheck the check box next to Enable
ACL Cache and Click on the Apply button.

Repeat the last step for the rest of the available tabs—Authentication, Groups,
Users, and Permissions. Uncheck the appropriate Enable Cache check box and
click the Apply button.
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Restart the WebLogic Server.

Once the WebLogic Server is restarted, using the Administration Console,
navigate to Security > Caching Realms node. You should be able to see the
newly created Agent Caching Realm in the list of Caching Realms displayed on
the right pane.

Configuring the File Realm

1. Logon to the WebLogic Server Administration Console.

2. On the left pane click the Security node. This forces the console to display the
Security configuration of the WebLogic Server in the right pane.

3. Inthe right pane, click the Filerealm tab. This causes the console to display the
details of the current File Realm.

4. Inthe form that is displayed on the right pane, under Caching Realm, select the
Agent Caching Realm from the pull down menu and click on the Apply
button.

5. Restart the WebLogic Server.

Once the File Realm is configured and the WebLogic Server is restarted, the
agent realm has been successfully installed.

NOTE It is recommended that after the agent realm has been successfully configured, you

should create a backup of the WebLogic Server's confi g. xm file. You may
name this backup as conf i g. xni . wi t hAgent , so that the next time you install
the agent, you can simply copy this file on top of your existing conf i g. xm and
bypass the manual steps necessary to install the agent realm.

Installing the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of sub-tasks detail
how the agent filter can be installed for your application that must be protected by
the agent.

1.

To install the agent filter you must ensure that the application is not currently
deployed on the application server. If it is currently deployed you must
remove it before proceeding any further.

In order to install the agent filter, you will have to modify the deployed
application’s deployment descriptor. It is therefore recommended that you
create the necessary backups before proceeding to modify these descriptors.
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3. Edit the application’s web. xm descriptor as follows:

Since filters were introduced in Servl et Specification 2.3, the web. xnl ’s
<DOCTYPE> element must be changed to reflect that the deployment descriptor is
a Servlet 2.3 compliant deployment descriptor. This can be done by setting the
<DOCTYPE> element as follows:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb
Application2.3//EN' "http://java. sun. coni dt d/ web- app_2_3. dtd">

After modifying the <DOCTYPE> element, you now need to add the <filter>
elements in the deployment descriptor. This can be done by specifying the
<filter>and the <filter-mappi ng> elements immediately following the
description element of the <web- app> element in the descriptor web. xm . The
following is a sample web. xm descriptor with the <fi | t er> and the
<filter-mppi ng>elements added:

<web- app>
<di spl ay- nanme>. . . </ di spl ay- name>
<description>...</description>
<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- name>
<description>SunTM ONE | dentity Server Policy Agent</description>
<filter-class>omsun.identity.agents.filter. AvAgentFilter</filter-class>
</filter>
<filter-nmappi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</ web- app>

Once the web. xm deployment descriptor is modified to reflect the new
<DOCTYPE> and <fi | t er > elements, the agent filter is added to the application.
You can now redeploy your application on the application server.

NOTE The J2EE agent filter-class attribute is backward compatible. So, an application
protected by a previous version of agent filter class (for example
com sun. anagent . as. filter. Agent Fi | t er) does not need to modify
web. xm to reflect the new filter class for the latest version of the agent.
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Agent for IBM WebSphere Application Server
5.0/5.1

Once you have installed the agent for IBM WebSphere Application Server 5.0/5.1,
you must complete the following post-installation tasks:

Enabling Security for IBM WebSphere Application Server
Installing the Agent Filter for the Deployed Application

Enabling Security for IBM WebSphere Application Server

1.

Start the Application Server instance, for which the agent was configured as
part of the installation.

Login to the IBM WebSphere Administrative Console.
Enable Global Security. This is under the Global Security Settings.

Optionally enable Java 2 Security, if your applications are designed to work
with Java 2 Security enabled.

Apply the changes and save the changes to Master configuration.
Perform this step when the following two conditions apply:

o When configuring the agent against an SSL enabled Identity Server

o Ifthe IBM WebSphere Application Server was installed with samples

Remove the sample URL provider for the HTTPS protocol installed as a part of
samples. This sample URL provider conflicts with the https URL provider
(from IBM JSSE implementation) used by the agent. Search for and, if found,
remove this provider as follows:

a. Log on to the WebSphere Application Server Administration Console.
b. In the left panel, click the Resources node.

This expands the node to reveal various resources that can be configured
for the server.

c. Click the URL Providers resource link.
This loads the corresponding properties on the right content panel.

d. In the right content panel, expand the Scope node by clicking it, if it is not
already expanded.

e. Select the radio button next to the server entry.
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f.  Click the Apply button.

g. Search the list of properties displayed at the bottom of the panel for the
Samples URL Provider - https entry.

h. If this provider is present, select the check box next to it.
i. Click Delete.

j. Click Save at the top of the page to save this change to the master
configuration.

This brings you to a page that has the Save button.
k. Click Save to commit your changes.

Restart the Application Server.

NOTE Once the global security is enabled and the IBM WebSphere application Server

restarted, the WebSphere administration console becomes password protected.
The only user that is allowed to access this console is the amldapuser. Therefore in
order to access the console for any administration purposes, you must supply the
user name ant dapuser and the corresponding password before the agent grants
access to the WebSphere Administration console.

Installing the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of sub-tasks detail
how the agent filter can be installed for your application that must be protected by
the agent.

1.

To install the agent filter you must ensure that the application is not currently
deployed on the application server. If it is currently deployed you must
remove it before proceeding any further.

In order to install the agent filter, you will have to modify the deployed
application’s deployment descriptor. It is therefore recommended that you
create the necessary backups before proceeding to modify these descriptors.

Edit the application’s web. xnl descriptor as follows:

Since filters were introduced in Servl et Specification 2.3, the web. xm ’s
<DOCTYPE> element must be changed to reflect that the deployment descriptor is
a Servlet 2.3 compliant deployment descriptor. This can be done by setting the
<DOCTYPE> element as:
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<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb
Application2.3//EN'" "http://java. sun. conl dt d/ web-app_2_3.dtd">

After modifying the <DOCTYPE> element, you now need to add the <filter>
elements in the deployment descriptor. This can be done by specifying the
<filter>and the <filter-nmappi ng>elements immediately following the
description element of the <web- app> element in the descriptor web. xm . The
following is a sample web. xnl descriptor with the <fi | ter>and the
<filter-mppi ng>elements added:

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-name>Agent </filter-nane>
<di spl ay- nane>Agent </ di spl ay- nane>
<descri ption>SunTM ONE | dentity Server Policy Agent</description>
<filter-class>omsun.identity.agents.websphere. AMMS50Agent Filter</filter-class>
</filter>
<filter-mappi ng>
<filter-name>Agent </filter-nane>
<url-pattern>/ *</url-pattern>
</filter-mpping>

</ web- app>

Once the web. xm deployment descriptor has been modified to reflect the new
<DOCTYPE> and <fi | t er > elements, the agent filter has been added to the
application. You can now redeploy your application on the application server.

Agent for BEA WebLogic Server 7.0 SP2 or BEA
WebLogic Server 8.1

Once the policy agent for BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server
8.1 has been installed on your system, you must configure the WebLogic Server to
use the agent authentication provider as explained in the following sections:

=« Configuring the Agent Authentication Provider
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= Application Configuration

= Installing the Agent Filter in an Application

NOTE The agent can be installed irrespective of whether the server is running or not. But
if the server was running during the installation, it needs to be restarted before
configuration.

Configuring the Agent Authentication Provider

The agent authentication provider can be added to the WebLogic Server by using
the WebLogic Server Console. This section outlines the steps necessary to add the
agent authentication provider to the WebLogic Server. It must be noted that the
information provided in this section is only to facilitate the configuration of agent
authentication provider and should not be taken as a substitute for the information
provided in WebLogic Server documents. For a complete in-depth discussion on
WebLogic Authenticators, refer WebLogic Server documentation located at
http: // ww. bea. com

To configure the server to use the agent authentication provider:
1. Logon to the WebLogic Server console.

2. On the left frame, click on agentdomain > Security > Realms > myrealm, where
agentdomain is the domain you had configured. It is not mandatory that you
select the default ‘myrealm.’ You may configure a new realm and select it for
configuration.

3. On the right frame, click on the Providers tab.

4. Click on Authentication.

5. Click on the link Configure a New Agent Authenticator.
6. Click Create to create a new agent authenticator.

7. Change the control flag value from REQUIRED to OPTIONAL and click
Apply.

8. Go back to Agent Providers tab and you should now be able to see an Agent
Authenticator.

9. Now click on Default Authenticator.

10. Change the control flag from REQUIRED to OPTIONAL. Click Apply.
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NOTE It is not mandatory that you use the default ‘myrealm’ to configure the agent. You
can also use a new realm to configure the agent. However, in that case, you must
make sure that the control flag value for the Agent Authenticator is set to
OPTIONAL. Also make sure that any additional Authentication Providers you use
are also set to OPTIONAL.

11. Restart WebLogic Server.

Application Configuration

The agent authentication provider component of the policy agent for BEA
WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1 provides runtime mapping
of various principals in Sun ONE Identity Server. Abstract security role names are
used by the hosted application in order to determine if the currently authenticated
user is authorized to access a particular resource or is otherwise a member of a
given role. This runtime evaluation can occur only if the user is authenticated as a
Sun ONE Identity Server principal by the means of Sun ONE Identity Server's
authentication service. Without the user being authenticated appropriately, the
results of such evaluations done by the agent authentication provider will always
be negative, resulting in access being denied to the user for the requested resource.

It is the agent filter component that enforces authentication for users who try to
access particular application resources, thereby enabling the agent authentication
provider to correctly evaluate the principal mappings as desired.

Unlike the agent authentication provider, which is installed in the core of
WebLogic Server, the agent filter is installed in the deployed application which
must be protected by Sun ONE Identity Server. This is true for every application
that must be protected on the WebLogic Server using the agent. It is recommended
that applications that are not protected using the agent should not be deployed on
the WebLogic Server on which the agent authentication provider has been
installed. This is to ensure that such applications can independently enforce their
own security requirements as necessary. The presence of agent authentication
provider will interfere with the security evaluations done by such applications
resulting in their malfunction.

Installing the Agent Filter in an Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following steps outline the process
to install the agent filter for a given application:
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1. If the application is currently deployed on the WebLogic Server, it must be
removed using the WebLogic Server's Administration Console or WebLogic
Server's deployment tools.

2. Itisrecommended that you create a backup of the deployment descriptor that
will be edited in order to install the agent filter in this application.

3. Edit the application's web. xni deployment descriptor. Since filters were
introduced in Servl et Specification 2.3, the web. xm 's <DOCTYPE> element must
be changed to reflect that the deployment descriptor is a Servlet 2.3 compliant
deployment descriptor. This can be done by setting the <DOCTYPE> element as:

<I DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb Application
2.3//EN" "http://java.sun. com dtd/ web-app_2_3.dtd">

4. Once the <DOCTYPE> element has been changed, add the <fi |t er>elements in
the deployment descriptor. This can be done by specifying the <filter>
element and the <fi | t er - mappi ng> element in the web. xml deployment
descriptor immediately following the description element of the <web- app>
element. The following is a sample web. xm with the <filter>and
<filter-mppi ng>elements.

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- name>
<description>SunTMONE | dentity Server Policy Agent for WbLogi ¢ 7. 0SP2</ descri pti on>
<filter-class>omsun.identity.agents.filter. AvAgentFilter</filter-class>
</filter>
<filter-mppi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>
</ filter-mappi ng>

</ web- app>

5. Once the web. xm deployment descriptor has been modified to reflect the new
<DOCTYPE> and <fi | t er > elements, the agent filter has been added to the
application.
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Creating Role-to-Principal Mappings

Once the application has been configured to have the agent filter component in it,
the agent filter will enforce authentication, thereby enabling the agent
authentication provider to successfully resolve the role-to-principal mappings.
However, these mappings must first be created in order that the hosted application
may use them during runtime.

The following are two ways to create such mappings:
= Editing the WebLogic Server specific deployment descriptors.

The WebLogic Server specific deployment descriptors may be edited to create
the role to principal mappings. These descriptors are in webl ogi c. xm and
webl ogi c-ej b-j ar. xm files. Refer WebLogic Server reference
documentation to learn the details of how these descriptors may be edited to
create the role to principal mappings. For sample descriptors, which create
such mappings, refer to Appendix B, “Sample Application Scenario” on

page 345.

Using the WebLogic Server Administration Console.

The WebLogic Server administration console allows you to create the role to
principal mappings by editing the deployed application's deployment
descriptors on the fly. In order to use this facility, the application must be
deployed and the WebLogic Server must be up and running at that time. Refer
WebLogic Server documentation on how to use the Administration console to
create such mappings for deployed applications.

Agent for PeopleSoft 8.3/8.4/8.8

Once you have installed the agent for PeopleSoft, you must perform a set of
post-installation tasks. The following sections describe these post-installation tasks
as well as list a few points that you must take note of before you start using the
agent:

= Configuring Sun ONE Web Server 6.0sp5 for Proxy Solution
= Installing the Agent Filter for the Deployed Application
= Configuring agentauthenticatorservlet

= Creating URL Policies in Sun ONE ldentity Server to Allow Access to
PeopleSoft Application

= Creating User Mapping in Sun ONE Identity Server
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= Important Notes

Configuring Sun ONE Web Server 6.0sp5 for Proxy Solution

The following procedure explains how to configure Sun ONE Web Server 6.0sp5 as
proxy for BEA WebLogic Server that hosts PeopleSoft servlets. This procedure is
required only if you selected the deployment option as proxy solution during the
agent installation.

1. Install Sun ONE Web Server 6.0sp5 and the supported Sun ONE Identity
Server policy agent. For more information on installing the policy agent for
Sun ONE Web Server 6.0sp5, access the documentation at:

htt p: // docs. sun. coni db/ doc/ 816- 6772- 10

2. Download and install BEA WebLogic plug-in for Sun ONE Web Server. To do
so, make a directory | i bproxy_Di r, for example
web_server_dir/ server_instance/ | i bproxy_dir.

3. Go to WebLogic_Dir/ | i b/ platform

4. Copy |l i bproxy. so to libproxy_dir created in the above step. If you are
installing the agent on HPUX 11, you must copy | i bpr oxy. sl . For detailed
information, see:

htt p: // v webl ogi c. com docs51/ adni ndocs/ nsapi . ht m
http://e-docs. bea. comiw s/ docs61/ adm ngui de/ nsapi . ht m

5. Make the following modifications to the files magnus. conf and obj . conf,
which are located at web_server_dir/ server_instance/ confi g

o Append the following lines at the end of the file magnus. conf .
Init fn="|oad- modul es" funcs="w -proxy,w -init"\
shlib=_libproxy_Dir/libproxy.so
Init fn="w-init"
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o Append the following lines at the end of the file obj . conf
<Chj ect name="webl ogi c" ppat h="*">
Service fn=w -proxy WbLogi cHost =myserver. com
WebLogi cPort=7001
</ (oj ect >

Object is given a name weblogic. This object instructs the web server to redirect
all the URLs that match the pattern defined as the value of ppat h. The library
method invoked when such a pattern occurs, is defined as the value of the f n
variable. The rest of the parameters are input parameters to the wl - pr oxy
function itself.

The above example shows that all the requests to this server are serviced by the
w - pr oxy function. If you modify the ppat h=*/ webl ogi ¢/ * then all URLs that
matches the pattern */weblogic/* are serviced by the w - pr oxy function.

It is recommended that only the proxy web server be allowed to access the BEA
WebLogic 5.1 server that hosts PeopleSoft servlets and all other accesses be
blocked. You can do this using one of the following tasks:

Installing a firewall on the machine executing the BEA WebLogic server with
appropriate firewall rules. For example, you can allow ht t p access only from
the proxy web server machine, and deny all other ht t p access.

Enabling the Si npl eConnecti onFi | t er class on the BEA WebLogic server.
For more information, refer the documentation at:

htt p: // waw webl ogi c. coml docs51/ exanpl es/ security/ net/ package- exanpl es. securi t
y.net. htm

Installing the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of tasks explains how
the agent filter can be installed for the application you want to protect with the
agent. This procedure is not required for PeopleSoft 8.3.

1.

In order to install the agent filter, you must modify the deployed application’s
deployment descriptor. It is recommended that you create the necessary
backups before modifying these descriptors.

Stop the BEA WebLogic Server instance that hosts PeopleSoft application using
the following command:

$psftHome/ bea-home/ wl ser ver 6. 1/ conf i g/ peopl esof t/ st opPl A. sh
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Edit the application’s web. xm descriptor as follows:

[ psftHome/ bea-home/ wl ser ver 6. 1/ conf i g/ peopl esof t/ appl i cat i ons/ PORTAL/ WEB
-1 NF/ web. xm ]

Since filters were introduced in Servl et Specification 2.3, web. xn ’s <DOCTYPE>
element must be changed to reflect that the deployment descriptor is a Servlet
2.3 compliant deployment descriptor. This can be done by setting the
<DOCTYPE> element as follows:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb
Application2.3//EN" "http://java. sun. con dtd/ web-app_2_3.dtd">

After modifying the <DOCTYPE> element, you must add the <fi | t er > elements in
the deployment descriptor. This can be done by specifying the <filter>and
the <fi | t er - mappi ng> elements immediately following the description element
of the web- app element in the descriptor web. xm . The following is a sample
web. xm descriptor with the <fi | ter>and the <fil t er - mappi ng> elements
added:

<web- app>

</ web- app>

<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- name>
<descri ption>SunTM ONE I dentity Server Policy Agent</description>
<filter-class>omsun.identity.agents.filter. AmAgentFilter</filter-class>
</filter>
<filter-mappi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

Start the BEA WebLogic Server instance that hosts the PeopleSoft application
using the following command:

$psftHome/ bea-home/ wl server 6. 1/ confi g/ peopl esof t/start Pl A sh
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Configuring agentauthenticatorservlet

Use the following steps to configure agent aut hent i cat or ser vl et . These steps
are not required for PeopleSoft 8.3.

1. Edit the application’s web. xm descriptor as follows to configure
agent aut henti cat orservl et :

[ <psft Home>/ <bea- home>/ wl server 6. 1/ confi g/ peopl esof t/ appl i cati o
ns/ PORTAL/ WEB- | NF/ web. xmi ]

2. Add the following code to web. xmni :

<servl et >
<servl| et - nane>agent aut hent i cat or ser vl et </ servl et - name>
<servl et -cl ass>com sun. i dentity. agents. peopl esof t . Agent Aut henti cat or Servl e
t</servl et-class>
<l oad- on- st art up>0</ | oad- on- st art up>
</servlet>

<ser vl et - mappi ng>
<servl et - name>agent aut hent i cat or ser vl et </ servl et - nane>
<url - pattern>/agent aut henti cat orservl et/*</url -pattern>
</ servl et - nappi ng>

Creating URL Policies in Sun ONE Identity Server to Allow Access to
PeopleSoft Application

The following policies must be created in Sun ONE Identity Server in order to
allow access to PeopleSoft application:

Table 2-4  URL Policies to be created in Sun ONE Identity Server

PeopleSoft Policies
Application
HRMS 8.3 http://myhost.mydomain.com:8001/servlets/iclientserviet/*

http://myhost.mydomain.com:8001/servlets/iclientserviet/piaSiteName/*
http://myhost.mydomain.com:8001/servlets/cs/*
http://myhost.mydomain.com:8001/servlets/agentauthenticatorserviet*

http://myhost.mydomain.com:8001/*.gif
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Table 2-4  URL Policies to be created in Sun ONE Identity Server

PeopleSoft Policies

Application

FIN 8.4 and http://myhost.mydomain.com:8001/cs*
HRMS 8.8

http://myhost.mydomain.com:8001/PSAttachServlet*
http://myhost.mydomain.com:8001/psc*
http://myhost.mydomain.com:8001/SyncServer*
http://myhost.mydomain.com:8001/psp*
http://myhost.mydomain.com:8001/xmllink*
http://myhost.mydomain.com:8001/SchedulerTransfer*
http://myhost.mydomain.com:8001/psreports*
http://myhost.mydomain.com:8001/agentauthenticatorserviet*

http://myhost.mydomain.com:8001/*.gif

NOTE If you have custom servlets to be given access, similar policies must be created for
them too.

Creating User Mapping in Sun ONE Identity Server
1. Logon to Sun ONE Identity Server Console as Administrator.

2. Select the LDAP attribute to be used to map Sun ONE Identity Server user ids
to PeopleSoft user ids.

3. Update the attribute for each Sun ONE Identity Server user that needs access to
PeopleSoft depending on the mode of operation you have chosen.

User Mapping Modes

The agent can be configured to work in any of the following modes using this
configurable property in AMAgent . properti es:

com sun. am pol i cy. anPeopl eSoft. user. mappi ng = USE_ DN | HTTP_HEADER
| LDAP
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USE_DN

This is the default mode of operation. In this mode of operation, user Id
attribute is used to determine the corresponding PeopleSoft user. In this case,
user Id attribute in Sun ONE Identity Server should match the PeopleSoft user.
Here, the following attribute becomes useless:

com sun. am pol i cy. anPeopl eSof t . user. attri but e. nane
HTTP_HEADER

In this mode of operation, the PeopleSoft user mapping is obtained from a
particular HTTP Header specified as the value of the following parameter:

com sun. am pol i cy. anPeopl eSof t. user. attri but e. nane = htt pHeader Nane

It is therefore required that either the filter or the agent installed on the
proxying Sun ONE Web Server sets the name of the HTTP Header which
contains the value of the PeopleSoft user. See “Enabling LDAP Attributes” on
page 174 for information on how to enable forwarding of LDAP Attributes as
HTTP Headers. In case you are using Sun ONE Web Server as proxy, refer to
documentation at following location:

htt p: // docs. sun. coni db/ doc/ 816- 6772- 10

NOTE This mode cannot be used in the case of HRMS 8.3, when the agent is working in

the filter-mode (when the agent is deployed on PeopleSoft provided WebLogic
Server).

LDAP

In this mode of operation, PeopleSoft user mapping is obtained as the value of
the LDAP attribute set for the following configurable parameter:

com sun. am pol i cy. anPeopl eSoft. user. attri bute. name = employeename

In this case, the value of enpl oyeenunber LDAP Attribute will be used as the
corresponding PeopleSoft user.

This mode of operation expects the correct amAdni n password in
serverconfig. xm.

If you are using this mode of user mapping, the amAdm n password must be
provided at the time of agent installation. In case you have not provided the
correct amAdm n password, you can change it as follows:

126  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide * September 2004


http://docs.sun.com/db/doc/816-6772-10

Post-Installation Tasks

1. Execute agent_install_dir/ SUN\Va) 2ee_agent s/ bi n/ agent admi n -encrypt plain text
amAdmin password
It will print the encrypted password as:
Encrypted Value => encrypted_password

2. Replace the puser and dsaneuser passwords in the file server confi g. xni
with the encrypted _password value you just generated.

NOTE In a default installation of Sun ONE Identity Server, these two passwords are the

same as the amAdm n password. If your Sun ONE Identity Server is customized
and these passwords have been changed, use the tool agent adm n to generate
an encrypted password for each of these users and replace the values with the
same.

Important Notes
Read these points before you start using the PeopleSoft agent:

After installing the agent, always start the application server domain using the
following script installed by the agent:

psft_home/ appser v/ psamadmin_domain_name
For example, / usr/ psft/ appser v/ psamadni n_HDMD

PeopleSoft agent must always operate either in the SSO_ONLY or the
URL_POLICY filter mode. Setting the filter mode to any other value may lead
to the application being unreachable.

Always invoke agent adm n utility as PeopleSoft user. For example psf t
To configure the agent to use some specific login module, do this;

o For PeopleSoft 8.3, set the property
com sun. am pol i cy. anPeopl eSof t . aut h. nodul e = Uni x and restart BEA
WebLogic Server.

o For PeopleSoft 8.4/8.8, modify the following property too along with the
above:

com sun. am pol i cy. | ogi nURL[ 0]
=ht t ps: // nyhost . nydomai n. com 58080/ anser ver/ U / Logi n?nodul e=Uni x
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If you have enabled SSL on Sun ONE Identity Server and are using the JSSE
supplied with the agent for SSL communications, then make sure that the
following entry is added to the configuration file psappsrv. cf g:

JavaQptions =
- Dj ava. prot ocol . handl er. pkgs=com sun. net . ssl . i nt er nal . waw. pr ot ocol

The file psappsrv. cf g is located in the directory $PS_ HOME/ appser v/ DOMAIN/ .

If the properties that are not hot-swap enabled are modified, you must restart
both the BEA WebLogic Server and the PeopleSoft Application Server.

Verifying a Successful Installation

1.

Start the application server domain using the following script installed by the
agent:

psft_home/ appser v/ psamadmin_domain_name
For example, / usr/ psft/ appser v/ psamadni n_HDMD
Start BEA WebLogic Server that hosts the PeopleSoft application.

Try to access the PeopleSoft application. You will be able to see the Sun ONE
Identity Server login page.

On a successful login, Sun ONE Identity Server displays the PeopleSoft
application with the appropriately mapped PeopleSoft user logged in. An
unsuccessful login will not allow access to the PeopleSoft application.

Agent for Apache Tomcat Server 4.1.27

Once you have installed the agent for Apache Tomcat Server 4.1.27, you must
install the agent filter to protect the web applications deployed on Tomcat Server.
The agent filter can be deployed in any one of the following ways:

Installing the Filter in the Global Deployment Descriptor
Installing the Filter in the Application’s Deployment Descriptor
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Installing the Filter in the Global Deployment Descriptor

Unlike some other J2EE containers, Apache Tomcat Server provides you with an
option to install a filter for all available resources and web applications at a single
place in the server, using a global deployment descriptor (web. xni ). If you had
selected this option during installation— by default, this is selected— you can
ignore this section as the necessary filter configuration code would have already
been installed in the global deployment descriptor (web. xm ) of your Tomcat server
instance.

NOTE If you do select this option, all resources in the server will be protected by the filter
and you will not be able to access even the welcome page of the server, if any,
without providing the credentials and adding a rule to the Identity Server to access
that resource. One way to handle this situation is to add your server’'s welcome
page URL or any other resource that does not need the protection, to the
com sun. am pol i cy. anfi | t er. not enf or cedLi st [ <i ndex>] property in
the AMAgent . properti es file. For details on this property, see “Not-Enforced
List” on page 172.

Installing the Filter in the Application’s Deployment Descriptor

If you have chosen not to install the filter in the global deployment descriptor
(web. xnt ), an agent filter must be installed in the web application’s deployment
descriptor (web. xn ) to protect the application. It can be installed by simply
modifying the deployment descriptor of the application that needs to be protected.
The following sub-tasks explain how the agent filter can be installed for the
application.

= Toinstall the agent filter, you must ensure that the application is not currently
deployed on the Tomcat Server. If it is currently deployed, you must remove it
before proceeding any further.

< Inorder to install the agent filter, you will have to modify the deployed
application’s deployment descriptor (web. xm ). It is therefore recommended
that you create the necessary backups before proceeding to modify these
descriptors.

= Edit the application’s deployment descriptor (web. xni ) as follows.

Ever since servlet filter was introduced in Servl et Specification 2.3, the
<DOCTYPE> element in a web application’s deployment descriptor must be
changed so that the deployment descriptor is compliant with Servlet 2.3
specification. This can be done by simply setting the <DOCTYPE> element as
shown in the following figure:
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<! DOCTYPE web- app
PUBLIC "-//Sun Mcrosystens, Inc.//DID Wb Application2.3//EN'
"http://ww. j ava. sun. cont dt d/ web-app_2_3. dtd">

After modifying the <DOCTYPE> element, you now need to add the <fi | t er>and
<filter-mppi ng>elements in the deployment descriptor. This can be done by
specifying the <filter>and <fi | t er - mappi ng> elements immediately before
the <li st ener > or <servl et > element in web. xni . Please see the Web
Application Deployment Descriptor DTD at

http://wwv j ava. sun. coni dt d/ web- app_2_3. dt d for more information. The
following is a sample web. xm with the <filter>and <filter-mppi ng>
elements added.

<web- app>
<di spl ay- nanme>. . . </ di spl ay- name>
<description>...</description>
<filter>
<filter-nane>Agent</filter-nane>
<di spl ay- name>Agent </ di spl ay- name>
<description>Sun Java Systemldentity Server Policy Agent</description>
<filter-class>comsun.identity.agents.filter. AmAgentFilter</filter-class>
</filter>
<filter-nappi ng>
<filter-nane>Agent</filter-nane>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</méb;app>

Agent for Oracle 9iAS R2 and Oracle 10g

Once you have installed the agent for Oracle 9iAS R2 or Oracle 10g, you must
complete the following post-installation tasks:

= Creating the Oracle Administrative Users and Roles in Sun ONE Identity
Server

= Installing the Agent Filter for the Deployed Application
= Installing the Application Through Enterprise Manager Console

The following sections provide a detailed description of these tasks.
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Creating the Oracle Administrative Users and Roles in Sun ONE
Identity Server

By default, the installation program configures a second agent to protect the
Enterprise Manager. When used without the agent, the Enterprise Manager
supports basic authentication and uses the default realm supplied with Oracle
9iAS R2 or Oracle 10g. The agent, however, modifies the Enterprise Manager’s
web. xni to support FORM-based authentication. In this scenario, when you try to
authenticate with the Enterprise Manager for the first time, you will be redirected
to Sun ONE Identity Server console to authenticate as Administrator. The
following users and roles need to be present in Sun ONE Identity Server before any
user tries to authenticate with Enterprise Manager and perform various operations
supported through the Enterprise Manager console.

Table 2-5
User Role Comments
ias_admn ias_admin Needed to logon to Enterprise
Manager.
adm n administrators Needed to browse and perform

various operations using the
Enterprise Manager console.

For detailed steps on creating users and roles, and adding users to roles in Sun
ONE Identity Server, refer Sun ONE Identity Server documentation at
htt p: // docs. sun. coni db/ prod/ s1. sli dsrv#hi c.

NOTE After creating the two users, do not forget to add the i as_admi n user to the role
ias_adm n and the admi n user to the role adm ni strat ors.

Installing the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of tasks explains how
the agent filter can be installed for the application you want to protect with the
agent.
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NOTE * When installing the agent filter, you must ensure that the application is not
currently deployed on the application server. If it is deployed, you must remove
it before proceeding any further.

* In order to install the agent filter, you will have to modify the deployed
application’s deployment descriptor. It is therefore recommended that you
create the necessary backups before proceeding to modify these descriptors.

1. Edit the application’s web. xni descriptor as follows:

Since filters were introduced in Servl et Specification 2.3, the web. xm ’s
<DOCTYPE> element must be changed to reflect that the deployment descriptor is
a Servlet 2.3 compliant deployment descriptor. This can be done by setting the
<DOCTYPE> element as:

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DID Wb
Application2.3//EN'" "http://java. sun. coni dt d/ web-app_2_3. dtd">

2. After modifying the <DOCTYPE> element, you now need to add the filter
elements in the deployment descriptor. This can be done by specifying the
<filter>and the <filter-nappi ng>elements immediately following the
<descri pti on> element of the <web- app> element in the descriptor web. xni . The
following is a sample web. xm descriptor with the <fi | t er > and the
<filter-mppi ng>elements added.

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- nanme>
<description>Sun Java Systemldentity Server Policy Agent</description>
<filter-class> comsun.identity.agents.filter. AmAgentFilter </filter-class>
</filter>
<filter-mppi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</ web- app>
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Once web. xm is modified to reflect the new <DOCTYPE> and filter elements, the agent
filter is added to the application. You can now redeploy your application on the
application server.

For more information on descriptors specific to Oracle 9iAS R2 and Oracle 10g,
please refer to “Assembly Descriptors” on page 350.

Installing the Application Through Enterprise Manager Console

Once the application is mapped to Sun ONE Identity Sever roles and principals,
the user can deploy the application through the Enterprise Manager console or the
dcnet | tool. For steps, refer

ht t p: // downl oad- west . or acl e. coni docs/ cd/ A97329_03/ web. 902/ a95880/ conf i g. ht m#10472
07. As you progress through installation, you will notice that a custom User
Manager (com sun. i dentity. agents. or acl e. AnOr acl eUser Manager ) has been
installed for Enterprise Manager and is picked as a default option. This custom
User Manager is the Identity Server-specific realm that is installed by the agent. If
you choose to use any of the other two options/realms in this page, you will not be
able to complete the installation.

Configuring the Agent for Enterprise Manager

While installing the agent for Oracle 9iAS R2 or Oracle 10g, the installation
program configures a second agent in the J2EE_POLICY mode to protect
Enterprise Manager (a web application for Oracle 9iAS R2 and Oracle 10g
consoles). To learn more about the agent filter modes, see “Agent Filter Modes” on
page 156.

The installation program does not ask any questions about the protocol or the port
of the Enterprise Manager. It assumes a default protocol (ht t p) and a default port
(1810) for Enterprise Manager. If, however, you want to change the default
protocol and the port of Enterprise Manager, then you need to change two
properties as shown below.

= The agent configuration file AMAgent . properti es. This property is hot
swappable; hence you do not have to restart Enterprise Manager for changes to
take effect.

com sun. am pol i cy. anFil ter. port.check. map[ 1810] =http

For example, if Enterprise Manager is running on htt ps instead of ht t p, the
property should be as follows:

com sun. am pol i cy. anFil ter. port.check. map[ 1810] =ht t ps

Chapter 2 Installing the Agent 133


http://download-west.oracle.com/docs/cd/A97329_03/web.902/a95880/config.htm#1047207
http://download-west.oracle.com/docs/cd/A97329_03/web.902/a95880/config.htm#1047207

Post-Installation Tasks

« The file ORACLE_HOME/ bi n/ entt | . If you want session notifications for the
modified port or protocol, you need to change the following - D j ava option in
this file and restart enct | .

-Dcomipl anet.amnotification.url =http://hostnane. domai nnane: 1810/ end/ n
otification

For example, if Enterprise Manager is running on ht t ps instead of htt p, the - D
j ava option should be set as follows:

-Dcomipl anet.amnotification.url =https://hostname. domainname: 1810/ end/ not
ification

Agent for SAP Enterprise Portal 6.0 SP2

The following post-installation tasks must be performed before starting the SAP
Enterprise Portal for the first time after the installation of the agent:

< Removing Backed Up Files from the Server Directory
= Creating the Necessary URL Policies
= Configuring the User Mapping Mode

Removing Backed Up Files from the Server Directory

When the agent is installed, it modifies various files in the SAP Enterprise Portal
installation and takes backups where necessary. When the agent installation
program makes multiple changes to a particular file, it may create more than one
backup depending upon the installation requirements. These backup files can be
easily identified by their suffix of the form -pr eAgent - timestamp. For example, if a file
named sanpl e. xm is modified by the installation program on 03/25/2004, it may
create a backup such as sanpl e. xni - pr eAgent - 20040325.

It is recommended that these sample files be removed from their respective
directories and copied to another location outside the server directory before the
SAP Enterprise Portal is started for the first time after the installation of the agent.
This is necessary to ensure that none of these backup files is mistaken for a
configuration file by the SAP Enterprise Portal runtime. Moreover, even though
the files left behind are harmless, they can cause clutter in the long run and can be
difficult to remove if the SAP Enterprise Portal has marked them for being stored
in its database.

These files are located in the following directories. The base-instance-dir referred
here indicates the location of the SAP EP6 instance.
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e base-instance-dir

* base-instance-dir/ume

= base-instance-dir/cl ust er/ server

= base-instance-dir/cl ust er/ server/ manager s

= base-instance-dir/ cl ust er/ server/ servi ces/ servl et _jsp/work/jspTenp/irj/root/
VEB- | NF

NOTE Do not delete these files. If the agent installation gets corrupted,
these files are necessary for a manual restoration.

Creating the Necessary URL Policies

If the agent is installed and configured to operate in the URL Policy mode, the
appropriate URL policies must be created. For instance, if the SAP Enterprise
Portal is available on port 50000 using HTTP protocol, at least a policy must be
created to allow access to the resource:

ht t p: / / myhost. mydomain. com 50000/ i rj/*

If no policies are defined and the agent is configured to operate in the
URL_POLICY mode, then no user will be allowed access to the SAP Enterprise
Portal resources. Refer to the Identity Server Administration guide to learn how to
create these policies using the Identity Server console or command line utilities.

Configuring the User Mapping Mode

After you complete the above steps, you must configure the user mapping mode
used by the agent. This can be done by specifying the appropriate value for the
property com sun. am pol i cy. anSAP. user . mappi ng in the AMAgent . properti es file.
The following properties values can be set for this property:

com sun. am pol i cy. anBAP. user . mappi ng = USE_DN
LDAP

com sun. am pol i cy. anBAP. user . mappi ng
com sun. am pol i cy. anBAP. user . mappi ng = HTTP_HEADER

When set to USE_DN, the agent uses the Identity Server user-id of the user to log him
into the SAP Enterprise Portal. When set to LDAP or HTTP_HEADER mode, the SAP
user-id is obtained by either reading a profile attribute for the user or by reading a
header field in the request. The name of the profile attribute or the header field to
be read by the agent can be configured by setting the value for the property

com sun. am pol i cy. anBAP. user. attri but e. nane.
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For more details on these and other properties, see “AMAgent.properties
Reference” on page 179.

Agent for Macromedia JRun 4

After installing the agent for Macromedia JRun 4, perform the following
post-installation tasks:

< Installing the Agent Filter

e Starting and Stopping Macromedia JRun 4 Instance

Installing the Agent Filter

The agent filter can be deployed in either of the following ways for the applications
deployed on Macromedia JRun 4:

= Installing the filter in the global deployment descriptor

= Installing the filter in the application’s deployment descriptor

Installing the filter in the global deployment descriptor

Macromedia JRun Server 4.0 provides an option to install a servlet filter for all
available resources and web applications at a single place in the server instance by
using the global deployment descriptor def aul t - web. xni . If you have selected to
install the agent filter in def aul t - web. xmi during installation, ignore the following
filter installation instructions as the installation program would have already
installed the necessary filter configuration code in the global deployment
descriptor (def aul t - web. xm ) of your server instance.

NOTE If you select this option, all resources in the server instance will be protected by the
servlet filter defined in def aul t - web. xm and users will not be able to access
even the welcome page of the server, if any, without providing the credentials and
adding a rule to access that resource in Sun ONE Identity Server. One way to
handle this problem is to add your server's welcome page URL or any other
resource that does not need the protection, to the property
com sun. am pol i cy. anfi | t er. not enf or cedLi st [ <i ndex>] in the agent
configuration file AMAgent . properti es.
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Installing the filter in the application’s deployment descriptor

If you have chosen not to install the filter in the global deployment descriptor, an
agent filter must be installed in the web application’s deployment descriptor

web. xm to protect the application. It can be installed by simply modifying the
deployment descriptor of the application that needs to be protected. The following
sub-tasks explain how the agent filter can be installed for the application:

= Before installing the agent filter, you must ensure that the application is not
currently deployed on the Macromedia JRun Server instance. If it is already
deployed, you must remove it before proceeding any further.

< Inorder to install the agent filter, you will have to modify the application’s
deployment descriptor web. xni . It is therefore recommended that you make
the necessary backups before modifying this descriptor file.

= Edit the application’s deployment descriptor web. xm as explained here.

Ever since servlet filter was introduced in Servl et Specification 2.3, the
<DOCTYPE> element in a web application’s deployment descriptor is required
to be changed to reflect that the deployment descriptor is compliant to Servlet
2.3 specification. This can be done by simply setting the <DOCTYPE> element as
follows:

<I DOCTYPE web- app
PUBLIC "-//Sun Mcrosystens, Inc.//DID Wb Application2.3//EN'

"http://wmv j ava. sun. coni dt d/ web-app_2_3. dtd">

After modifying the <DOCTYPE> element, you must add the <fi | t er > and
<filter-mappi ng> elements in the deployment descriptor. This can be done
by specifying the <fil ter>and <fi | t er - mappi ng> elements immediately
before the first <l i st ener > or <ser vl et > element in web. xm . See the &b
Application Deploynent Descriptor DTDfor more information. The following is a
sample web. xm with the <fi | ter>and <filter-mappi ng> elements added:

<web- app>

<di spl ay- nane>. . . </ di spl ay- nane>

<description>...</description>

<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- nane>
<description>Sun Java Systemldentity Server Policy Agent</description>
<filter-class>omsun.identity.agents.filter. AvAgentFilter</filter-class>
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</filter>

<filter-nappi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>

</filter-mappi ng>

</ web- app>

Starting and Stopping Macromedia JRun 4 Instance

After you have installed the policy agent for Macromedia JRun 4 Application
Server instance, you will be unable to start, stop and restart the server instance
using Macromedia JRun 4 Management Console. This is because, by default,
Macromedia JRun 4 uses the same JVM configuration file j vm confi g for all its
instances. However, you can perform these tasks in the following ways:

= When you have multiple JRun instances, you would want to use the instance’s
own JVM configuration file to maintain their multiple JVM configurations. In

such multiple JVM configurations, where there is a different JVM

configuration for each instance, the JRun 4 server instance must be started from

the command line using the - conf i g option followed by the complete path
name to the location of the JVM configuration file.

The policy agent installation program creates a new JVM configuration file

called jrun_instance_name_j vm conf i g for each instance that is configured with this
agent. This file is located in the directory jrun_install_directory/ bi n. You can use this

file to start, stop or restart the JRun 4 server instance as explained in the
following table. However, you can continue to use all other JRun4 command
line options unchanged.

Table 2-6  Starting, Stopping and Restarting the Macromedia JRun 4 instances

Task Command

Start # jrun_install_directory/ bi n/j run -config
jrun_instance_name_j vm config -start [instance_name]

Stop # jrun_install_directory/ bi n/j run -config
jrun_instance_name_j vm confi g -stop [ instance_name]

Restart # jrun_install_directory/ bi n/jrun -config
jrun_instance_name_j vm config -restart [instance_name]
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NOTE If no instance name is specified, each of the commands applies to all the
configured instances.

= When you have only one Macromedia JRun 4 server instance, you can use the
Macromedia JRun Management Console to start, stop and restart the instance
by simply copying the jrun_instance_name_j vm confi g toj vm conf i g file. However,
if you uninstall or unconfigure the agent for this instance, you must make sure
the original j vm confi g file is restored after you have uninstalled or
unconfigured the agent.

CAUTION When you uninstall the agent or unconfigure a Macromedia JRun 4
server instance, the jrun_instance_name_j vm confi g file is simply
removed. You must make sure to back up or save any custom
configuration data that might have been added to this file.

Agent for SAP Enterprise Portal 6.0 SP2 and
Web Application Server 6.20 SP1

Before starting the SAP Enterprise Portal or Web application Server for the first time after
the agent has been installed, perform the following post-installation tasks.

= Removing Backed up Files from the Server Directory
= Creating the Necessary URL Policies

= Configuring the User Mapping Mode

= Installing the Agent Filter

< Enabling Web-Tier Declarative Security

= Configuring the Library Reference for Application

Removing Backed up Files from the Server Directory

When the agent is installed, it modifies various files in the SAP Web Application
Server installation and Enterprise Portal installation and takes backups where
necessary. When the agent installation program makes multiple changes to a
particular file, it may create more than one backup depending upon the installation
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requirements. These backup files can be easily identified by their suffix of the form
-preAgent-timestamp. For example, if afile named sample.xml is modified by the
installation program on 03/25/2004, it may create a backup such as
sample.xml-preAgent-20040325.

Remove these sample files from their respective directories and copy them to
another location outside the server directory before the SAP Enterprise Portal or
Web Application Server is started for the first time after the installation of the
agent. This is necessary to ensure that none of these backup files is mistaken for a
configuration file by the SAP runtime. Moreover, even though the files left behind
are harmless, they can cause clutter in the long run and can be difficult to remove if
the SAP runtime has marked them for being stored in its database.

Thesefiles are located in the following directories where base-instance-dir refersto the
location of the SAP instance.

*  base-instance-dir

= hbase-instance-dir/ume (only if Enterprise Portal isinstalled)
= base-instance-dir/cluster/server

= base-instance-dir/cluster/server/managers

= base-instance-dir/cluster/server/services/serviet_jsp/work/jspTemp/irj/root/WEBINF
(only if Enterprise Portal is installed)

= base-instance-dir/cluster/server/services/security

= base-instance-dir/cluster/server/services/security/work

NOTE Do not delete these files. If the agent installation gets corrupted,
these files are necessary for a manual restoration.

Creating the Necessary URL Policies

If the agent is installed and configured to operate in the URL Policy mode, the
appropriate URL policies must be created. For instance, if the SAP Enterprise
Portal is available on port 50000 using HTTP protocol, at least a policy must be
created to allow access to the resource:

http://myhost.mydomain.com:50000/*
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If no policies are defined and the agent is configured to operate in the URL_PCLI CY
mode, then no user will be allowed access to the SAP Enterprise Portal resources or
Web Application Server resources. Refer to the Identity Server Administration
Guide to learn how to create these policies using the Identity Server console or
command line utilities.

Configuring the User Mapping Mode

After you complete the above steps, you must configure the user mapping mode
used by the agent. This can be done by specifying the appropriate value for the
property com sun. am pol i cy. user. mappi ng in the AMAgent . properti es file. The
following properties values can be set for this property:

com sun. am pol i cy. user. mappi ng = USE_DN

com sun. am pol i cy. user. mappi ng = LDAP
com sun. am pol i cy. user. mappi ng = HITP_HEADER

When set to USE_DN, the agent uses the Identity Server user ID of the user to log that
user into SAP Enterprise Portal or Web Application Server. When set to LDAP or
HTTP_HEADER mode, the SAP user ID is obtained by either reading a profile attribute
for the user or by reading a header field in the request. The name of the profile
attribute or the header field to be read by the agent can be configured by setting the
value for the property com sun. am pol i cy. user. attri but e. nane.

For more details on these and other properties, refer to “AMAgent.properties
Reference” on page 179 of this guide.

Installing the Agent Filter

This step is not needed if you intend to protect only the Enterprise Portal and do
not have any other hosted applications on the underlying Web Application Server.

Before deploying any applications on the Web Application Server, you need to add
the agent filter to the application's deployment descriptor web. xni . To add the
agent filter:

1. If the application is deployed, remove it from the application server.

2. Create the necessary backups of the application’s deployment descriptor since
you need to modify these descriptors.
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3. Change the web.xml <DOCTYPE>.

Since filters were introduced in Servlet Specification 2.3, the <DOCTYPE> element
of wveb. xm must be changed to reflect that the deployment descriptor is a
Servlet 2.3 compliant deployment descriptor. Reflect this compliance by setting
the <DOCTYPE> element as follows:

<! DOCTYPE web- app PUBLI C
"-//Sun Mcrosystens, Inc.//DID Wb Application2.3//EN'

"http://ww java. sun. com dt d/ web-app_2_3.dtd">

4. Addthe<filter>elements to the deployment descriptor.

Specify the <fi | t er>and <fil ter-mappi ng> elements immediately following
the description element of the <web- app> element in the descriptor web.xml.
The following is a sample web.xml descriptor with the <fil t er > and the
<filter-mappi ng>elements added:

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nanme>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- nane>
<description> Identity Server Policy Agent</description>
<filter-class>omsun.identity.agents.filter. AmAgentFilter</filter-class>
</filter>
<filter-mappi ng>
<filter-nane>Agent</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</ web- app>

Once the web. xni deployment descriptor is modified to reflect the new <DOCTYPE>
and <filter> elements, the agent filter has been added to the application.
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Enabling Web-Tier Declarative Security
This step is not needed if you intend to protect only the Enterprise Portal and do

sks

not have any other hosted applications on the underlying Web Application Server.

In order for the agent to achieve single-sign on, enable web-tier declarative securi
for your protected applications. Enable this type of security by modifying the
deployment descriptor web. xm and by modifying the agent configuration. Refer
“Enabling Web-Tier Declarative Security” on page 163 for more information.

Configuring the Library Reference for Application
Once the Agent Filter has been added to the application you need to create a libra

ty

to

ry

reference in order to ensure that the filter classes are available for your application

at runtime. Create the library reference by modifying the following file:
base-instance-dir/cluster/server/managers/reference.txt

1. Open the file in a text editor

2. Add the following line for every application the agent will protect:
reference <Application Name> |ibrary: AnSAPAgent

Where <Appl i cati on Nane> refers to the application that the agent will protect.

Agent for BEA WebLogic 8.1 SP2/SP3
Server/Portal

CAUTION The post-installation steps for this agent are unique. These steps are
specifically tailored to BEA WebLogic 8.1 SP2/SP3 Portal. They are
not tailored to BEA WebLogic 8.1 SP2/SP3 Server. Therefore, if you
have installed the agent on WebLogic 8.1 SP2 Server or WebLogic
8.1 SP3 Server, do not follow these post-installation steps. Instead,
follow the steps outlined in “Agent for BEA WebLogic Server 7.0
SP2 or BEA WebLogic Server 8.1” on page 116.

After installing this agent on BEA WebLogic 8.1 SP2/SP3 Portal, attend to the
following post-installation considerations and tasks:

= Configure the Agent Authenticator Provider
« Application Configuration

= Install the Agent Filter in an Application
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< Creating the WebLogic Users in Identity Server

= Creating the Necessary URL Policies

= Add the WebLogic Administrative User to the Realm Bypass List
= Customizing the WebLogic Portal Agent:

< Add an Entry to the Verification Handler Map Property (Mandatory for
WebLogic 8.1 SP3 Portal Applications Only)

Configure the Agent Authenticator Provider

The agent authentication provider can be added to the WebLogic Portal by using
the WebLogic Server Console. This section outlines the steps necessary to add the
agent authentication provider to the WebLogic Portal. The information provided in
this section is only to facilitate the configuration of the agent authentication
provider and is not a substitute for the information provided in WebLogic Portal
documents. For a complete in-depth discussion on WebLogic Authenticators, refer
WebLogic Portal documentation located at ht t p: // www. bea. com

To configure the server to use the agent authentication provider:
1. Log on to the WebLogic Server console.
2. Inthe left frame, click

agentdomain> Security> Realms> myrealm

Where agentdomain is the domain you had configured. The myrealm selection
is the default. It is not mandatory. Instead, you could configure a new realm
and select it for configuration.

3. Inthe right frame, click the Providers tab.

4. Click Authentication.

5. Click Configure a New Agent Authenticator.

6. Click Create to create a new agent authenticator.

Change the control flag value from REQUIRED to OPTIONAL

@

Click Apply.

©

Go back to Agent Providers tab.
You should now be able to see an Agent Authenticator.

10. Click Default Authenticator.
11. Change the control flag from REQUIRED to OPTIONAL.

144  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide * September 2004



Post-Installation Tasks

12. Click Apply.

NOTE Using the default, myrealm, to configure the agent is not
mandatory. You could use a new realm to configure the agent.
However, in the case of a new realm, make sure that the control flag
value for the Agent Authenticator and any additional authentication
providers are set to OPTIONAL.

13. Restart WebLogic Portal.

Application Configuration

The agent authentication provider component of this policy agent provides
runtime mapping of various principals in Sun ONE Identity Server. Abstract
security role names are used by the hosted application in order to determine if the
currently authenticated user is authorized to access a particular resource or is
otherwise a member of a given J2EE role. This runtime evaluation can occur only if
the user is authenticated as a Sun ONE ldentity Server principal by the means of
Sun ONE Identity Server's authentication service. Without the user being
authenticated appropriately, the results of such evaluations by the agent
authentication provider will always be negative, resulting in access being denied to
the user for the requested resource.

It is the agent filter component that enforces authentication for users who try to
access particular application resources, thereby enabling the agent authentication
provider to correctly evaluate the principal mappings as desired.

Unlike the agent authentication provider, which is installed in the core of
WebLogic Portal, the agent filter is installed in the deployed application which
must be protected by Sun ONE Identity Server. This is true for every portal
application that must be protected on the WebLogic Portal using the agent.
Applications that are not protected using the agent should not be deployed on the
WebLogic Portal on which the agent authentication provider has been installed.
This is to ensure that such applications can independently enforce their own
security requirements as necessary. The presence of the agent authentication
provider will interfere with the security evaluations by such applications, resulting
in their malfunction.

Install the Agent Filter in an Application

Install the agent filter by modifying the deployment descriptor of the application
that needs to be protected. To install the agent filter for a given portal application:

Chapter 2 Installing the Agent 145



Post-Installation Tasks

1. Edit the application's web.xml deployment descriptor.

Since filters were introduced in Servlet Specification 2.3, the <DOCTYPE> element
of wveb. xm must be changed to reflect that the deployment descriptor is a
Servlet 2.3 compliant deployment descriptor. Reflect this compliance by setting
the <DOCTYPE> element as follows:

<! DOCTYPE web- app PUBLI C
"-//Sun Mcrosystens, Inc.//DID Wb Application2.3//EN'

"http://ww java. sun. com dt d/ web-app_2_3.dtd">

2. Addthe <filt er>elements to the deployment descriptor.

Specify the <fi | t er>and <fil ter-mappi ng> elements immediately following
the description element of the <web- app> element in the descriptor web.xml.
The following is a sample web.xml descriptor with the <fil t er > and the
<filter-mappi ng>elements added:

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nanme>Agent</filter-name>
<di spl ay- nane>Agent </ di spl ay- name>
<description>Sun Java Systemldentity Server Policy Agent for WbLogic 8.1
Portal Application</description>
<filter-class>comsun.identity.agents.filter. AvAgentFilter</filter-class>
</filter>
<filter-nmappi ng>
<filter-nanme>Agent</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</ web- app>

Once the web. xni deployment descriptor is modified to reflect the new <DOCTYPE>
and <filter> elements, the agent filter has been added to the application.
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Installing the agent filter should be done similar to other J2EE
applications except that the web. xn for the portal application could
have a set of pre-existing filters. Ensure that the agent filter element
precedes all the other <fi | t er > elements. Similarly, the filter
mapping element should be before all the other <fi |l t er - mappi ng>
elements. In practice, the agent filter should first intercept the
request to properly enforce policies on the whole application.

Creating the WebLogic Users in Identity Server

Irrespective of the filter mode in which you run the agent, ensure that users who
can log into the WebLogic Portal are also present in Identity Server. Users not
present in either WebLogic Portal or Identity Sever are denied access.

Creating the Necessary URL Policies

If the agent is installed and configured to operate in the URL_POLICY/AIll mode,
the appropriate URL policies must be created. For instance, if the WebLogic Portal
sample application is available on port 7001 using HTTP protocol, at least one
policy must be created to allow access to the resource:

http: // nyhost . nydonai n. com 7001/ sanpl eportal / *

If no policies are defined and the agent is configured to operate in the
URL_POLICY/AIl mode, then no user will be allowed access to the sample portal
resources. Refer to the Sun Java System Identity Server Administration Guide to learn how to
create these policies using the Identity Server Console or command-line utilities.

Add the WebLogic Administrative User to the Realm Bypass List

Add the WebLogic administrative user to the bypass principal list before starting
the portal. The following is an example of how to add an administrative user
named weblogic to the list:

com sun. am pol i cy. anReal m bypass. aut h. pri nci pal Li st[0] = webl ogi ¢

This property will bypass authentication of the WebLogic 8.1 SP2/SP3 Portal
administrative user with the agent authentication provider.
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Customizing the WebLogic Portal Agent:

This section lists newly added properties, all of which can be customized. These
properties are applicable to web applications running on WebLogic Server
domains as well as WebLogic Portal domains. For the full list of J2EE policy agent
properties and their descriptions, see “AMAgent.properties Reference” on

page 179.

The properties listed in this section are linked to their respective property
descriptions in the “AMAgent.properties.Reference” section. These four properties
can be changed in order to customize the portal agent:

e comsun.am pol i cy. user. mappi ng. node
e comsun.ampolicy.user.attribute.name
e comsun.ampolicy.anFilter.|ogout.request.param nap

« comsun.ampolicy.anFilter.|ogout.uri.mp

Add an Entry to the Verification Handler Map Property
(Mandatory for WebLogic 8.1 SP3 Portal Applications Only)

CAUTION This step is a required post-install step for WebLogic 8.1 SP3 Portal
applications protected by the policy agent. Failure to perform this
step can lead to malfunctioning of the agent, resulting in the
application or portions thereof becoming inaccessible.

For each portal application running on WebLogic 8.1 SP3 portal domain, add an
entry to the Verification Handler Map property as demonstrated in the following:

= The Verification Handler Map property:
com sun. am pol i cy. anReal m veri fication. handl er. map

= Anexample of a portal web application is running on WebLogic 8.1 SP3 portal
domain at the following URI:

/sampleportal

< Anexample of an entry that has been added to the Verification Handler Map
property for the /sampleportal application:

com sun. am pol i cy. anReal m veri fication. handl er. map[ sanpl eportal ] =com su
n. agent s. webl ogi c. AmMAébLogi cPort al Verfi cati onHandl er

For more information on this property see “Verification Handler Map” on
page 270.
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Agent for Sun Java System Application Server
8.1

Once you have installed the agent for Sun Java System Application Server 8.1,
complete the following post-installation tasks:

= Install the Agent Filter for the Deployed Application
= Configure Domain Configuration Files for Remote Instances

The following is a detailed description of these tasks:

Install the Agent Filter for the Deployed Application

The agent filter can be installed by simply modifying the deployment descriptor of
the application that needs to be protected. The following list of sub-tasks explains
how the agent filter can be installed for the application you want the agent to
protect.

1. Toinstall the agent filter, you must ensure that the application is not currently
deployed on the application server. If it is currently deployed, you must
remove it before proceeding any further.

2. Inorder to install the agent filter, you must modify the deployed application’s
deployment descriptor. Therefore, create the necessary backups before
proceeding to modify these descriptors.

3. Edit the application’s web. xm descriptor as follows:

a. Set the <DOCTYPE> element as shown in the following table.

<! DOCTYPE web- app version="2.4" xm ns="http://java. sun. conm xm / ns/j 2ee"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance"

xsi : schemalLocation="http://java. sun. com xm / ns/j 2ee

http://java. sun. conf xnl / ns/j 2ee/ web- app_2_4. xsd" >

Sun Java System Application Server supports the Java Servlet Specification
version 2.4. Note that Servlet API version 2.4 is fully backward compatible
with version 2.3, so all existing servlets should work without modification
or recompilation. For more information refer to the Sun Java System
Application Server Developer’s Guide.
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b. Edit the application’s web. xm descriptor.

Add the <fil t er > elements in the deployment descriptor. Do this by specifying
the <filter>, <filter-mappi ng> and <di spat cher > elements immediately
following the description element of the <web- app> element in the descriptor
web. xn . The following table displays a sample web. xm descriptor with the
<filter>, <filter-mpping> and <di spat cher > elements added.

<web- app>
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nane>Agent</filter-nanme>
<di spl ay- nane>Agent </ di spl ay- nane>
<descri pti on>Sun Java System Access Manager Policy Agent</description>
<filter-class>omsun.identity.agents.filter. AmAgentFilter</filter-class>
</filter>
<filter-nmapping id="FilterMpping_PolicyAgent">
<filter-nane>Agent</filter-name>
<di spat cher >REQUEST</ di spat cher >
<di spat cher > NCLUDE</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
<di spat cher >ERROR</ di spat cher >
<url-pattern>/ *</url-pattern>
</filter-mappi ng>

</ web- app>

Once the web. xm deployment descriptor is modified to reflect the new <DOCTYPE>
and <fil ter>elements, the agent filter is added to the application. You can now
redeploy your application on Application Server.

NOTE The J2EE agent filter-class attribute is backward compatible. So, an application
protected by a previous version of agent filter class (for example
com sun. amagent . as. filter. Agent Fi | t er) does not need to modify
web. xm to reflect the new filter class for the latest version of the agent.

Configure Domain Configuration Files for Remote Instances

For instances where Domain Administration Server (DAS) is not on the agent host,
therefore DAS is remote, two files need to be changed: server. pol i cy and
| ogi n. conf.
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To configure these files, manually add the lines displayed in the following code
examples to the domain configuration files located on the host where DAS is
running. Ensure that these lines do not already exist. If the configuration has been
completed sometime in the past, the code might already exist.

Code Example 2-1 Configuration to server.policy File

ApplicationServer-base/ domai ns/ donai nl/ confi g/ server. pol i cy
grant codeBase "file: agent-base/ SUNVAN j 2ee_agent s/
lib/amas81_agent_2 1.jar" {
perm ssion com sun. appserv. security. Programati cLogi nPerm ssi on "l ogin";

h
grant codeBase "file: agent-base/ SUNVaNT j 2ee_agents/|ib/amagent_sdk_2 1.jar" {
pernission java. security. Al Pernission;

g‘rant codeBase "file: agent-base/ SUNVaNT j 2ee_agents/|ib/amagent _filter_2_1.jar" {
perm ssion java.security. Al Pernission;

g’rant codeBase "file: agent-base/ SUNVANT j 2ee_agents/|ib/amlogging.jar" {
pernission java. security. Al Pernission;

Code Example 2-2 Configuration to login.conf File

ApplicationServer-base/ domai ns/ domai n1/ confi g/ T ogi n. conf
amAS81Real m {

comsun.identity.agents.as81. AMAS81Logi nhbdul e requi red;
}:

Common Tasks

The following sections detail a few tasks that you need to perform to enable Cross
Domain Single Sign On (CDSSO) after installing a J2EE agent. CDSSO is a feature
that helps the J2EE agents to successfully achieve Single Sign-On in a multi-domain
deployment scenario.

Enabling CDSSO

If the agent is installed in a domain different from the Sun ONE Identity Server,
then CDSSO can be enabled by using the property called

com sun. am pol i cy. anFi | ter. cdsso. enabl ed available in the AnmAgent. properties
file. For detailed information on this property, see the section
“AMAgent.properties Reference” on page 179 in Chapter 3 of this guide.
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Synchronizing the Agent Host and the Sun ONE Identity Server 6.1
Host

When using the J2EE agents, it is necessary to sync the agent host machine with the
Sun ONE Identity Server host machine. This is important because of two main
reasons:

= When the URL Policies are evaluated, the policy decisions have a time interval
after which the decision expires.

= The AuthnResponse sent by the CDC Servlet in Sun ONE Identity Server 6.1
also sets a validity period for the assertion.

If the machines are not synced up, there is a great possibility that the requested
resources are denied by the agent (even though URL policies allow access) because
of the above mentioned reasons.

Moreover, when the J2EE agent is installed to work with Sun ONE Identity Server
6.1 and functions in the CDSSO mode, the AuthnResponse time validity is just 1
minute time interval. This may cause the agent to deny access because of expired
assertions. To avoid this, increase the skew factor property for CDSSO

com sun. am pol i cy. anFi | t er. cdsso. cl ock. skewto a suitable value. This will
expand the validity interval set for the assertion time. By default this value is 0.

For example, if you set the value for this skew factor property as 90 seconds, the
validity interval of the assertion time will now be increased to 4 minutes (2 x 90 + 1
minute).

Customizing the Agent Installation

Now that you have the agent installation complete, you may want to customize it
to suit your particular deployment scenario. The agent provides a rich set of
properties that can be used to fine tune your deployment for performance as well
as the desired degree of security for your deployed applications.

Certain features such as Web-Tier declarative security support require that you
modify the agent configuration in order to enable them. To learn more on such
features, please refer to Chapter 3, “Agent Configuration” on page 153 to learn
how the agent can be configured to suit your requirements.
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Agent Configuration

This chapter explains how to enable and use various features of J2EE Policy Agents
and also provides a complete description of the configuration parameters that are
present in the agent configuration file AMAgent . pr operti es.

The following topics are included in this chapter:

General Notes on the Agent Configuration File
Agent Filter Modes

Disabling the Agent Realm

Hot-Swap Configuration

Enabling Web-Tier Declarative Security
Enabling Failover

Login Attempt Limit

Redirect Attempt Limit

Not-Enforced List

Enabling LDAP Attributes

Configuring FQDN Handling

Using Cookie Reset Functionality
Enabling Port Check Functionality
AMAgent.properties Reference
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General Notes on the Agent Configuration File

Once the agent is installed on your system, you must perform certain agent
configuration tasks to take advantage of a rich set of features that can customize
the agent deployment for the benefit of the deployed and protected applications,
the performance of the entire system, and for fine-tuning your security policies as
per your security requirements. Some of the agent features such as Web-Tier
declarative security support require you to modify this configuration in order to
enable them.

The agent configuration is largely controlled by a set of properties in a file called
AMAgent . propert i es. For Solaris platform installations, this file is located under a
unique directory under / et c/ opt / SUN\WanT j 2ee_agent s directory based on the
instance of application server that it applies to. On other platforms this file is
located under a unique directory under

Agent _Install _Dir/j2ee_agents/confi g directory.

General Notes on the Agent Configuration File

This section describes a few details that must be noted when referring to the agent
configuration.

Hot-Swap Mechanism

Certain properties in this configuration file are hot-swap enabled. The value of
these properties, when altered, are dynamically loaded by the agent such that it is
not necessary to restart the application server for these changes to take effect.
However, in cases where the property is explicitly identified as not enabled for
hot-swap or in cases when the hot-swap mechanism is disabled on the system, the
application server must be restarted for the changes to take effect.

List Constructs in the Configuration File

Certain properties in the AMAgent . proper ti es file are specified as lists. A list
construct is defined as follows:

Format:
<key>[ <i ndex>] =<val ue>
Where

key is the configuration key
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i ndex is a positive number starting from 0 that increments by 1 for every value
specified in this list.

val ue is one of the values specified in this list.

NOTE » Properties that are specified in this manner must follow the above format,
otherwise they will be treated as invalid or missing properties.

* More than one property can be specified for this key by changing the value of
<i ndex>. This value must start from the number 0 and increment by 1 for
each entry added to this list.

» If certain indices are missing, those indices are ignored and the rest of the
specified values are loaded at adjusted list positions.

» Duplicate index values result in only one value being loaded in the indexed or
adjusted indexed position.

Example
com sun. am policy.example.list[0] = val ue0
com sun. am pol i cy. exanple.list[1] = valuel

com sun. am policy.exanmple.list[2] = value2

Map Constructs in the Configuration File

Certain property keys in the AMAgent . properti es file are specified as Maps. A
Map construct is defined as follows:

Format

<key>[ <nane>] =<val ue>

Where

key is the configuration key

nane is a string that forms the lookup key as available in the Map

val ue is the value associated with the name in the Map
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NOTE » Properties that are specified in this manner must follow the above format,
otherwise they will be treated as invalid or missing properties.

« For agiven <name>, there may only be one entry in the configuration for a
given configuration key (<key>). If multiple entries with the same <nane> for
a given configuration key are present, only one of the values will be loaded in
the system and the other values will be discarded.

Example

com sun. am pol i cy. exanpl e. map[ AL] = ALABAMA
com sun. am pol i cy. exanpl e. map[ AK] = ALASKA
com sun. am pol i cy. exanpl e. map[ AZ] = AR ZONA

Agent Filter Modes

The agent installation program as well as the agent configuration file allow you to
set the agent filter in one of the five available modes of operation. Depending upon
your security requirements, you may choose the mode that best suits your
requirement. The following configuration property is used to control the mode of
the agent filter:

com sun. am pol i cy. anFi | ter. node

The value for this property can be one among the following:
«  NONE

«  SSO ONLY

« J2EE_PQLI CY

« URL_PQLI CY

e ALL

Regardless of what mode the agent filter is operating in, the agent realm will
continue to function, if configured. This can therefore lead to a situation where the
agent realm component may malfunction or may result in the negative evaluation
of J2EE security policies configured in the application’s deployment descriptors or
being used through the J2EE programmatic security API. To avoid this, you may
disable the agent realm component, if necessary. The sections that follow describe
the different agent filter modes and also tell you how to disable the agent realm.
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Agent Filter Mode - NONE

This mode of operation effectively disables the agent filter. When operating in this
mode, the agent filter allows all requests to pass through. However, if the logging
is enabled, the agent filter will still log all the requests that it intercepts.

NOTE This mode is provided to facilitate development and testing effort in a controlled
development or test environment. It is highly recommended not to use this mode of
operation in a production environment at any time.

Although this mode disables the agent filter from taking any action on the
incoming requests other than logging, it has no effect on the agent realm that may
still be configured in your application server and may get invoked by the deployed
application if the deployed application has J2EE security policies in its descriptors
or uses programmatic security. With the agent filter disabled, these applications
will fail to evaluate the J2EE security policies correctly and as a result the deployed
application may malfunction.

In order to fully disable the agent, you must therefore ensure that the agent realm
is not active. Refer to the section Disabling the Agent Realm to find out how the
agent realm can be disabled for your agent installation.

Once you have disabled the agent realm and the filter mode is set to NONE, it is
functionally equivalent to not having the agent in your system at all.

NOTE When the agent filter is operating in this mode, any declarative J2EE security policy
or programmatic J2EE security API calls will return a negative result regardless of
the user.

Agent Filter Mode - SSO_ONLY

This is the least restrictive mode of operation for the agent filter. In this mode, the
agent simply ensures that all users who try to access protected web resources are
authenticated using Sun ONE Identity Server’s authentication service. In this mode
of operation the agent realm is not used and can be safely disabled. Refer to the
section on Disabling the Agent Realm to find out how the agent realm can be
disabled for your agent installation.

NOTE When operating in this mode, any declarative J2EE security policy or programmatic
J2EE security API calls evaluated for the application will result in negative
evaluation.
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Agent Filter Mode - J2EE_POLICY

In this mode, the agent filter and agent realm together work with various Sun ONE
Identity Server services to ensure the correct evaluation of J2EE Policies. These
policies may be configured using the declarative security in the application’s
deployment descriptors, or may be implicit in the code of the application in the
cases where it uses the J2EE programmatic security APIs. Any URL policies
defined in Sun ONE Identity Server do not take effect in this mode of filter
operation.

In case the deployed application uses declarative security in the web-tier, you must
configure the agent to enable this feature. Refer to the section on Enabling
Web-Tier Declarative Security to find out more details on how to enable this
feature. When running in the J2EE_POLICY mode, the agent ensures that the
security principal is set in the system for every authorized user access.

In the J2EE_POLICY mode, the agent will not enforce any applicable URL Policies
as defined in Identity Server.

NOTE For IBM Websphere Application Server 5.0/5.1 agent, the web tier declarative
security needs to be enabled, even if the applications use only programmatic
security at the web tier. This is required for setting the principal at the web tier. If
this is not enabled, the programmatic security APIs available through the
Ht t pSer vl et Request interface will not work properly.

Agent Filter Mode - URL_POLICY

In this mode, the agent filter is used to enforce various URL policies that may be
defined in Sun ONE Identity Server. This mode does not require the agent realm to
be functional and can therefore be safely disabled. Refer to the section on Disabling
the Agent Realm to find out how the agent realm can be disabled.

NOTE When the agent filter is in the URL_POLICY mode, the agent will not enforce any
applicable J2EE declarative security policies. Such policies along with any calls to
J2EE programmatic security APIs will return negative results.
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Agent Filter Mode - ALL

This is the most restrictive mode of the agent filter. In this mode, the filter enforces
both J2EE policies and URL policies as defined in Sun ONE Identity Server. This
mode of operation requires that the agent realm be configured in the Application
Server. When running in the ALL mode, the agent ensures that the security
principal is set in the system for every authorized access.

It is strongly recommended that this mode of operation be used for deployed
production systems.

Disabling the Agent Realm

In certain situations you may want to disable the agent realm to better suit your
deployment requirements. The following sections explain how you can do this for
your application server:

< Agent for Sun ONE Application Server 7.0

= Agent for BEA WebLogic Server 6.1 SP2

= Agent for IBM WebSphere Application Server 5.0/5.1
= Agent for Oracle 9iAS and Oracle 10g

= Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

Use the following steps to disable the agent realm for Sun ONE Application Server
7.0:

1. Log in to the Sun ONE Application Server Administration Server.

2. Click on the node for the server name on which the agent has been installed.
This expands the server menu on the left hand panel.

3. Inthe expanded tree under the server name node, click on the Security node.
This displays the general security settings for this server instance on the right
hand panel.
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4. On the right hand panel, change the value of Def aul t Real mtofil e. If the
application server was configured to use a different realm than f i | e before the
agent was installed, you must choose that value from the pull-down menu
instead.

5. Restart your Application Server to ensure the changes take effect.

The above mentioned steps disable the agent realm for Sun ONE Application
Server. To enable the agent realm again, follow steps 1-3 and in step 4 change the
value of Default Realm to agent Real m

Agent for BEA WebLogic Server 6.1 SP2

Use the following steps to disable the agent realm for BEA WebLogic Server.
1. Log in to the WebLogic Administration Console.

2. On the left pane click the Security node. The console displays the Security
configuration of the WebLogic Server in the right pane.

3. Intheright pane, click the Filerealm tab. The console displays the details of the
current File Realm.

4. Inthe form thatis displayed on the right pane, under Caching Realm, select the
value none from the pull down menu and click on the Apply button. If your
server was configured to use a different caching realm before the agent was
installed, you must choose that value from the pull down menu.

5. Restart the WebLogic Server for the changes to take effect.

The above mentioned steps disable the agent realm for BEA WebLogic Server. To
enable the agent realm again, follow steps 1-3 and in step 4 change the value of
Caching Realm to Agent Caching Realm.

Agent for IBM WebSphere Application Server
5.0/5.1

Use the following steps to disable the agent realm for WebSphere Application
Server:

1. Log in to the WebSphere Administration Console.

2. Click on the Security node on the left hand panel. This expands the Security
node on the left hand panel.
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3. Under the Security node, click on the @ obal Securi ty link. This displays the
Global Security configuration screen on the right hand panel.

4. Onthe right hand panel either disable the checkbox Gener al Pref erences - >
Enabl ed, or select a User Registry other than Cust omin Gener al Pr ef er ences
-> Active User Registry.

5. Restart your Application Server to ensure that the changes take effect.

NOTE By disabling the checkbox in Gener al Pref erences -> Enabl ed onthe

Global Security Configuration page, you will be effectively disabling the security for
the entire application server. It is recommended that you do this in a controlled
development or test environment only and not in a production environment as it
can lead to unauthorized access to system resources.

The above mentioned steps disable the agent realm for WebSphere Application
Server. To enable the agent realm, follow steps 1-3 and in step 4, simply check the
Enabled checkbox under Gener al Preferences -> Enabl ed on the Global
Security Configuration page and make sure that the Acti ve User Registry isset
to Cust om

Agent for Oracle 9iAS and Oracle 10g

Use the following steps to disable the agent realm for Oracle 9iAS and Oracle 10g:

1.

Go to the OC4J instance directory and edit appl i cati on. xnl. The path to this
file is typically as follows:

o For default OC4J Instance

ORACLE_HOME/ or a9i as/ j 2ee/ hone/ confi g
o For sample OC4J Instance

ORACLE_HOME/ or a9i as/ j 2eel test/config

Comment out the <user - manager > element in the XML. If you ever uninstall the
agent, remember to uncomment the <user - manager > element before
uninstalling the agent so that the agent can remove it using the uninstallation
program.

Restart the OC4J instance through Enterprise Manager or any command line
tool.

Chapter 3 Agent Configuration 161



Hot-Swap Configuration

Agent for Sun Java System Application Server
8.1

Use the following steps to disable the agent realm for Sun Java System Application
Server 8.1:

1. Log in to the Sun Java System Application Server 8.1 Administration console.
2. In the left-hand pane, select the Configurations node.
3. Select the instance_name-config node where your agent is installed.
where instance_name is the name of that particular server instance.
4. Inthe expanded tree under the server name node, click the Security node.

This displays the general security settings for this server instance on the right
hand panel.

5. In the right-hand pane, change the value of Def aul t Real mtofil e.

If the application server was configured to use a different realm thanfil e
before the agent was installed, you must choose that value from the pull-down
menu instead.

6. Restart your Application Server to ensure the changes take effect.

The above mentioned steps disable the agent realm for Sun Java System
Application Server 8.1. To enable the agent realm again, follow steps 1-4 and in step
5 change the value of Default Realm to agent Real m

Hot-Swap Configuration

The agent supports hot-swap configuration that allows you to modify the agent
configuration properties and have them take effect without requiring you to restart
the application server on which the agent is installed. It should be noted that not all
properties in the agent configuration file are hot-swap enabled, which implies that
for properties that are not hot-swap enabled, you must restart the server to ensure
that any changes to these property values take effect.

This mechanism is controlled by the following configuration property:

com sun. am policy.config. !l oad.interval
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The valid values for this property is any unsigned integer including 0, which
indicates the amount of time in seconds after which the agent will check for
changes to the configuration. This mechanism can be disabled by setting the value
0 for this configuration property.

This mechanism is primarily provided to facilitate the development and testing of
your application in a controlled development or test environment. It is strongly
recommended that this feature be disabled for production systems to ensure
optimal utilization of system resources. Also, in a production system by disabling
this feature, any accidental changes to the agent configuration will not take effect
until the application server has been restarted.

The property that controls the hot-swap mechanism itself is hot-swap enabled. This
means that if the hot-swap mechanism is enabled and you change the value of this
property, the new value will take effect after the last hot-swap load interval
expires. This can be therefore used to dynamically disable the entire hot-swap
system. For example consider the following situation:

= The application server is started with the load interval set to 10 seconds.
Therefore, in every 10 seconds any changes made to the agent configuration
are picked up by the agent.

= Consider the case that you modify the load interval value while the application
server is running and set it to 0. When the last load interval completes, the
agent will pick up this new value. Since the value is set to 0 the agent will
disable the hot-swap mechanism for the entire system.

< Once disabled, the configuration changes made to the agent configuration file
will not be sensed by the agent. Therefore, even if you reset the value of this
property now to any other number, it will not enable the hot-swap mechanism
unless the application server is restarted.

In the case when the value of the load interval is set to 0 during the startup of the
application server, the hot-swap mechanism will be disabled and cannot be
enabled without restarting the server and ensuring that this value is set to a value
greater than 0.

Enabling Web-Tier Declarative Security

Certain applications may require the use of web-tier declarative security that
enforces role-based access control over web resources such as Servlets, JSPs, HTML
files and any other resource that can be represented as a URI. This type of security
is enforced by adding securi ty-constrai nt elements to the deployed application’s
web. xni deployment descriptor.
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Typically securi ty-constrai nt elements are tied with aut h-constrai nt elements
that identify the role membership that will be enforced when a request for a
protected resource is made by the client browser. The following example illustrates
this idea:

<security-constraint>
<web-resour ce-col | ection>
<web- r esour ce- name>Report Ser vl et </ web- r esour ce- nane>
<url - pattern>/ Report GenServl et </ url - pattern>
</ web- r esour ce-col | ecti on>
<aut h- constrai nt >
<rol e- name>MANAGER</ r ol e- nane>
</ aut h-constrai nt >
</security-constraint>

This fragment of deployment descriptor can be used to ensure that access to the
report generation servlet is allowed only to those users who are members of the
role called Manager.

In order for such a construct to work, you must make the necessary modifications
to the agent configuration file to ensure it can identify and handle such requests.
This can be done by following these steps:

1. Ensurethatal ogi n-confi g element is specified for the web application that is
being protected and that the | ogi n- confi g element has the aut h- met hod set
to FORM The supporting f or m | ogi n- conf i g element is also required.

2. Theforml ogi n- page element of f or m | ogi n- confi g should be added as
one of the values for the following property in the agent configuration file:

com sun. am policy.anFilter.|ogin.fornList

As an example, consider the following | ogi n- confi g element of a protected
application:

<l ogi n-confi g>
<aut h- met hod>FCR\/ aut h- et hod>
<forml ogi n-confi g>
<form| ogi n- page>/j sp/ | ogi n.
<formerror-page>/ bl ock. ht m
</forml ogi n-config>
</l ogi n-confi g>

j sp</ forml ogi n- page>
</formerror-page>
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Notice how the f or m | ogi n- page is specified for the supporting f or m | ogi n-confi g
element. This value must be set for the following property in the agent
configuration file as shown here:

com sun.am policy.anFilter.login.fornList[0] =
/Portal/jsp/login.jsp

Notice that the value of the f or m | ogi n- page as specified in the deployment
descriptor is not the same as what is specified in the agent configuration file. The
difference being that when you enter this value in the agent configuration file, you
must prefix it with the context path for the application on which this

form| ogi n- page is going to be used. In this particular example, the context path of
the application is “/ Port al ™.

Similarly, if you have more than one application deployed that require web-tier
declarative security, you must add their respective form-login-pages to the agent
configuration file. For example, other entries could possibly be:

com sun.am policy.anFilter.login.fornList[1] = /BankApp/Si gnOn
comsun.am policy.anFilter.login.fornList[2] = /ERP/Logi nServl et

Please ensure that each such element added to this list has a unique index entry.
Having duplicate indexed entries can result in the loss of data and consequently
result in the malfunction of the application. To learn more about the way such list
properties are specified in the agent configuration file, refer to the section on
General Notes on the Agent Configuration File.

Once you have configured the web application’s deployment descriptor to use the
form-login mechanism for web-tier declarative security and have added the full
URI of the form-login-page for each such application in the agent configuration
file, the web-tier declarative security is enabled for these applications.
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NOTE * When a protected application is configured for web-tier declarative security
handling by the agent, it must be redeployed with a form-login configuration as
described in this section. This configuration requires that two application
resources be specified in the application’s web. xm deployment descriptor:
one for the f or m | ogi n- page and the other for the f or m er r or - page.
Regardless of whether the resource corresponding to the f or m | ogi n- page
exists in the application or not (this depends on how the agent is configured to
handle the form-login requests), the resource corresponding to the
form error - page must be present in the application. This resource is
directly invoked by the application server to indicate authentication failures
and, optionally, authorization failures. If the application does not contain a valid
form error- page matching the URI specified in this deployment descriptor,
it could result in HTTP 404 errors when the container chooses to display this
error page.

« Avealformerror-page is not necessary for the applications protected by
the policy agents for Oracle 9iIAS R2 and Oracle 10g and for Tomcat Server
4.1.27, which support the property
com sun. am pol i cy. anFil ter.login.errorList. This property can be
used to configure the agent to handle f or m er r or - page requests for
applications that do not have a f or m er r or - page to begin with.

«  For applications that do not contain a f or m | ogi n- page, you can specify any
URI as long as that URI does not conflict with any application resource and the
matching value has been added to the configuration property
com sun.am pol i cy. anFilter.login.fornlist.

« By default, the agent is configured to intercept all form-login requests and
handle them without invoking the actual f or m | ogi n- page resource as
specified in the web. xm of the protected application. Thus, when using a
default installation of the agent, the application is not required to have a
resource corresponding to the f or m | ogi n- page element specified in
web. xm . This allows for the configuration of web-tier declarative security for
applications that were not designed to use the form-login mechanism and
instead relied on other login schemes available in J2EE specification. This
behavior of the agent can be changed so that it allows the form-login requests
to be handled by actual resources that exist within the application by changing
the agent configuration properties as applicable. For details on how this can be
done, please refer to the section Customizing Agent Response for Form Login.

» If the agent filter is operating in the URL_POLICY mode, any necessary URL
policies to allow access to the f or m er r or - page resource must be created
for all users.

To further customize the behavior of the application when using web-tier
declarative security, please refer to the details provided in the section Web-Tier
Security Details.
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Configuring a Web Application to Enable Web-Tier Declarative
Security

The instructions in this section are applicable only to the agents for Oracle 10g and
Macromedia JRun 4.

All the applications that are protected by web-tier declarative security must define
a form-login page that does a client-side redirect to itself. For example, if the
form-login-page AM.ogi n. ht m is deployed at the <cont ext - r oot > for the web
application / Sanpl eApp, the page should contain the following HEAD element:

<HEAD>
<nmeta http-equiv="refresh" content="0; url =/ Sanpl eApp/ AMLogi n. ht m ">

</ HEAD>

A sample form | ogi n HTML page called AM_ogi n. ht mi is shipped with the policy
agent for reference and can be located in Agent _Instal | _Dir/1 ocal e. When using
this sample file, make sure to substitute the <CONTEXT_UR > tag with the URI of the
protected application and copy the file to the <cont ext - r oot > of the web
application.

<HEAD> <neta http-equi v="refresh" content="0; url =/ Sanpl eApp/ AMLogi n. ht m " >
. </ HEAD>.

Once you have made this change, you will have to include this file in the web
application archive or make it available in the directory where the web application
resides.

NOTE This sample file only serves as a reference for HTML-based form-login pages. If
the form-login page format is different than HTML, the user must ensure to update
their form-login pages.
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Web-Tier Security Details

When the application server’s web container gets a request for a resource that is
protected by the web-tier declarative securit y- constrai nt, it must evaluate the
credentials of the user against the agent realm to ensure that only authorized
requests go through. In order to process such a request, the application server
requires the user to sign on using the specified form login page as mentioned in the
form | ogi n- confi g element of the web. xm descriptor. Based on the specification
of the FORMauthentication mechanism, it is required that the user submits a valid
user name as j _user narme and a valid password asj _passwor d to the special URI
j _security_check using the HTTP POST method of form submission.

The agent, once configured to support web-tier declarative security for the given
application can isolate the request for accessing form-login-page and instead can
stream out some data to the client browser. This data contains the user’s login
name and temporary encrypted password, which in turn uses Javascript to do
automatic form submission as required. This gives the user a seamless Single
Sign-On experience since the user does not have to re-login in order to access the
protected resources for a deployed application that uses web-tier declarative
security.

By default, the content that the agent sends to the client browser on intercepting a
request for the form login page is read from the file called For nLogi nCont ent . t xt
located in the | ocal e directory of the agent installation. This file contains the
following html code:

<htm >
<head>
<title>Security Check</title>
</ head>
<body onLoad="docunent. security_check_formsubmt()">
<formnane="security _check fornt action="j security_check" nethod="PCST">
<i nput type="hidden" value="amfilter.]_usernane" name="j _usernane">
<input type="hidden" value="amfilter.j_password" nane="j _password">
</formp
</ body>
</htm >

Before the agent streams out the contents of this file, it replaces all occurrences of
the stringam fil ter.j _user nane by the appropriate user name. Similarly, all
occurrences of the stringam fil ter.j_password are replaced by a temporary
encrypted string that acts as a one-time password for the user.
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Customizing Agent Response for Form Login

The agent configuration file allows you to completely control the contents that are
sent out to the user when the application server requires a form login from the
user.

Using the agent configuration file, you can customize the agent response in the
following ways:

1.

Modify the content of the For mLogi nCont ent . t xt file to suit your Ul
requirements as necessary. You must ensure that whatever modifications you
do, the file must eventually submit the j _user nane and j _passwor d to the
actionj _security_check via HTTP POST method.

You can specify the name of a different file using the property

com sun. am pol i cy. anFilter.|ogin.filenane inthe agent configuration
file. If you specify the file name, you must ensure that it exists within the

| ocal e directory of the agent installation.

If you wish that this file be used from another directory, you can simply
specify the full path to this new file.

You must ensure that whatever modifications you do, the file must eventually
submit thej _username andj _passwor d to the actionj _security_check via
HTTP POST method.

If you have more than one application and would like to have an
application-specific response to the form login requests, you can instruct the
agent to allow the form login request to proceed to the actual form login page.
This can be done by setting the value of the configuration property

com sun. am policy.anFilter.login.use.internal asfalse.

In this situation, you must ensure that the resource that receives this request
extractstheam filter.j _usernaneandamfilter.j_password from the
Ht t pSer vl et Request as attributes and uses that to ensure that eventually a
submit of these values asj _user nane andj _passwor d is done to the action
j _security_check via HTTP POST method.

The following JSP fragment demonstrates how this can be done:
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<formaction="j security_check" method="POST">
<%
String user = (String) request.getAttribute("amfilter.j_usernane");
String password = (String) request.getAttribute("amfilter.j_password");
%
<ul >
<l'i >Your usernane for login is: <b><%user%-</b></li>
<l'i >Your password for login is: <b><%password¥%</b></li>
</ul >
<i nput type=hi dden name="j _usernane" val ue="<%user %" >
<i nput type=hi dden nanme="] _password" val ue="<%passwor d%" >
<input type="submt" nanme="subnit" val ue="CONTI NUE'>
</fornp

This mechanism would therefore allow you to have an application-specific
form-login handling mechanism.

Enabling Failover

The agent allows basic failover capabilities. This helps you ensure that if the
primary Sun ONE Identity Server for which the agent has been configured
becomes unavailable, the agent will switch to the next Sun ONE Identity Server as
specified in the agent configuration file.

This setup can be achieved by the following steps:

1. Provide a list of Sun ONE Identity Server Authentication services URLs that
may be used by the agent to authenticate users who do not have sufficient
credentials to access the protected resources. This can be done by using the
following property:

com sun. am policy.anFilter.|ogi nURL

You may specify more than one Login URL as follows:

com sun. am policy.anFilter.|ogi nURL[ 0] = first_login_url
com sun. am policy. anFilter. | ogi nURL[ 1] = second_login_url

com sun. am policy. anFilter.| ogi nNURL[ 2]

third_login_url
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2. Provide a list of Sun ONE Identity Server Naming service URLSs that may be
used by the agent to get access to the various other service URLs that may be
needed to serve the logged on user. This can be done by using the following

property:
com i pl anet. am nam ng. url

More than one naming service URL may be specified as a space delimited list
of URLs. The following example illustrates this idea:

comipl anet.amnam ng. url = first_url second_url

NOTE The failover capability of the agent is limited to login and naming services. The URL
Policy Service and Remote Logging service do not support failover in this release
of the agent.

This implies that the failover feature would work only when the agent filter mode is
set to either SSO_ONLY or J2EE_POLI CY. Certain other configuration settings
may also be required in order to ensure that the failover mechanism works
correctly. For more information, please refer to the Sun ONE Identity Server
Programmer’s Guide.

Login Attempt Limit

When a user tries to access a protected resource without having authenticated with
Sun ONE Identity Server’s authentication services, the request is treated as a
request with insufficient credentials. The default action taken by the agent when it
encounters such a request is to redirect the user to the next available Login URL as
configured in the agent configuration file.

It may be possible that despite the repeated redirects done by the agent, the user is
unable to furnish the necessary credentials. In such a case, the agent can be directed
to block such a request. This is configured using the Login Attempt Limit
configuration property. The configuration property that controls this behavior is
the following:

comsun.ampolicy.anFilter.login.attempt.limt

If a non-zero positive value is specified for this property in the agent configuration
file, the agent will only allow that many attempts before it blocks the access request
without the necessary credentials. When set to a value of zero, this feature is
disabled.

It is strongly recommended to enable this feature in order to guard against
potential denial-of-service attacks on your system.
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Redirect Attempt Limit

The processing of requests by the agent can result in redirects for the client
browser. Such redirects can happen when the user has not authenticated with Sun
ONE Identity Server’s authentication service, lacks the sufficient credentials
necessary to access a protected resource and a variety of other reasons.

While the agent ensures that only the authenticated and authorized users get
access to the protected resources, there is a remote possibility that due to
misconfiguration of the system, the client browser may be put into an infinite
redirection loop.

The Redirect Attempt Limit configuration property allows you to guard against
such potential situations by ensuring that after a given number of consecutive
requests from a particular user that result in the same exact redirect, the agent
blocks the user request. This blocking of the request is only temporary and is
removed the moment the user makes a request that does not result in the same
redirect or results in access being granted to the protected resource. The
configuration property that controls this feature is:

comsun.ampolicy.anFilter.redirect.attenpt.limt

If a non-zero positive integer is specified as the value of this property, the agent
will break the redirection loop after the specified number of requests result in the
same redirects. When its value is set to zero, this feature is disabled.

It is highly recommended that this feature be enabled to protect the system from
such situations. Further, it can also help in breaking potential denial of service
attacks.

Not-Enforced List

The agent configuration file allows you to specify a list of URIs that are treated as
not-enforced. Access to these resources is always granted by the agent. The
configuration property that controls this list is as follows:

com sun. am pol i cy. anFi | ter. not enf or cedLi st

It is recommended that if your deployed application has pages that use a bulk of
graphics that do not need the agent protection, such content be added to the
agent’s Not-Enforced list to ensure the optimal utilization of the system resources.
Following is an example of the entries that you may specify in the Not-Enforced
list:

com sun. am policy.anFilter.notenforcedList[0] = /inmages/*
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com sun. am policy.anFilter.notenforcedList[1] = /public/*.htm
com sun. am policy.anFilter.notenforcedList[2] = /registration/*

This will enable the agent to focus on enforcing access control only over requests
that do not match these given URI patterns. The use of a wildcard (*) is allowed to
indicate the presence of one or more characters in the URI pattern being specified.

Inverting the Not-Enforced List

In situations where only a small portion of the deployed application needs
protection, you can configure the agent to do just that by inverting the
Not-Enforced list. This results in the agent enforcing access control over the entries
that are specified in the Not-Enforced list and allowing access to all other resources
on the system. This feature is controlled by the following property:

com sun. am policy. anFil ter. notenforcedList.invert

If you set the value t r ue for this property, it would make the entries specified in
the not-enforced list as enforced entries and the rest of the application resources
will be treated as not-enforced.

When the not-enforced list is inverted, the number of resources for which the agent
will not enforce access control are potentially very large. The use of this feature
should therefore be done with extreme caution and only after extensive evaluation
of the security requirements of the deployed applications.

NOTE » If an Access Denied URI is specified, it will always be not-enforced by the
agent regardless of the configuration of not-enforced list. This is necessary to
ensure that the agent can use the Access Denied URI to block any
unauthorized access for protected system resources.

* When configuring access denied URIs within the deployment descriptor of the
web application, you must ensure that these values are added to the
Not-Enforced List of the agent. Failing to do so can result in application
resources becoming inaccessible by the user.

* Any resource that has been added to the Not-Enforced list must not access any
protected resource. If it does so, it can result in unauthorized access to
protected system resources. For example, if a servlet that has been added to
the not-enforced list, in turn sends the request to another servlet, which is
protected, it can potentially lead to unauthorized access to the protected
servlet.
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Enabling LDAP Attributes

Certain applications may rely on the presence of user-specific profile information
in some form in order to process the user requests appropriately. The agent
provides the functionality that can help such applications appropriately by making
the LDAP attributes from the user’s profile available in various forms.

The agent allows the fetching of LDAP Attributes and can make them available in
one of the following three forms:

= HTTP Request Headers

= HTTP Request Attributes

= Cookies

The property that controls this feature is the following:

com sun. am policy.anFilter.|dapattribute. node

The value for this property can be one from NONE, HEADER, REQUEST_ATTRI BUTE,
and COKI E. Based on the set value, the agent retrieves the necessary LDAP
attributes available for the logged on user and makes them available to the
application appropriately. The attributes that are fetched by the agent and the
names by which they are made available are controlled by the following property:

com sun.am policy.anFilter.|dapattribute. map

Using this property, you can specify any number of attributes that are required by
the protected application. For example, if the application requires the attributes cn
and mai | , and it expects these attributes to be available under the names
COVMON_NAME and EMAI L_ADDR, then your configuration setting would be as
follows:

com sun.am policy.anFilter.|dapattribute. map[cn] = COMMON_NAME
com sun.am policy.anFilter.|dapattribute. map[mail] = EMAI L_ADDR

LDAP Attributes as HTTP Headers

When the agent is configured to provide the LDAP attributes as HTTP headers,
these attributes can be retrieved using the following methods on the
javax. servlet. http. Ht pServl et Request interface:

| ong get Dat eHeader (j ava. |l ang. Stri ng nane)
java.lang. String getHeader (java.lang. Stri ng nane)

java. util.Enuneration get Header Nanmes()
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java. util.Enuneration getHeaders(java.lang. String nane)
int getlntHeader(java.lang. String namne)

The property that controls the parsing of a date value from an appropriate string as
set in the LDAP attribute is the following:

com sun. am policy.anFilter.|dapattribute. date.formt

This property defaults to the value EEE, d MW yyyy hh: nm ss z and should be
changed as necessary.

Multi-valued attributes can be retrieved as an instance of
java. util. Enuneration from the method:

java. util.Enuneration getHeaders(java.lang. String nane)

LDAP Attributes as Request Attributes

When the agent is configured to provide the LDAP attributes as Request
Attributes, the agent populates these attribute values into the

Ht t pSer vl et Request as attributes that can later be used by the application as
necessary. These attributes are populated asj ava. util . Set objects, which must
be cast to this type before they can be successfully used.

LDAP Attributes as Cookies

When the agent is configured to provide the LDAP Attributes as cookies, the
necessary values are set as server specific cookies by the agent with the path
specified as “/”.

Multi-valued attributes are set as a single cookie value in a manner that all values
of the attribute are concatenated into a single string using a separator character that
can be specified by the following configuration entry:

com sun.am policy.anfilter.|dapattribute.separator

It is the responsibility of the application to parse this value back into the individual
values to ensure the correct interpretation of the multi-valued LDAP attributes for
the logged on user.

If you are using the policy agent for BEA WebLogic Server 7.0 SP2 or BEA
WebLogic Server 8.1, you may choose to encode the cookie values that are set using
the value of the following property:

com sun.am policy.anFilter.|dapattribute.cookie.encode=true
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This is required if the LDAP Attributes that you specify have special characters that
are not allowed in cookie values. If the value of this property is set to f al se and if
the LDAP Attributes contain special characters, the agent may behave
inconsistently. Note that this property is applicable only to the agents for BEA
WebLogic Server 7.0 SP2 and BEA WebLogic Server 8.1.

It is highly recommended that when you are using this mode of LDAP attributes,
you should also be using the Cookie Reset functionality to ensure that these
cookies get cleaned up from the client browser when the client browser’s session
expires. For more information, see the section Using Cookie Reset Functionality.

Configuring FQDN Handling

To ensure appropriate user experience, it is necessary to enforce that the users use
valid URLSs to access resources protected by the agent. This functionality is
controlled by two separate properties - the default FQDN specified as the property:

com sun. am policy. anFil ter.fqgdn. def aul t
and the FQDN Map, which is specified as the following property:
com sun. am pol i cy. anFil ter.fqgdn. map

The configuration property for default FQDN provides the necessary information
needed by the agent to identify if the user is using a valid URL to access the
protected resource. If the agent determines that the incoming request does not have
a valid hosthname in the URL, it redirects the user to the corresponding URL with a
valid hostname. The difference between the redirect URL and the URL originally
used by the user is only the hosthame, which is now changed by the agent to a fully
gualified domain name (FQDN) as per the value specified in this property.

The property FQDN Map provides another way by which the agent can resolve
malformed access URLs used by the users and take corrective action. The agent
gives precedence to entries defined in this property over the value defined in the
default FQDN property. If none of the entries in this property matches the
hostname specified in the user request, the agent uses the value specified for
default FQDN property to take the necessary corrective action.

The FQDN Map property can be used for creating a mapping for more than one
hostname. This can be done when the application server protected by this agent
can be accessed using more than one hostname. As an example, consider a

protected application server that can be accessed using the following hostnames:

*« ww. ext er nal host narme. com

e internal host nane. i nt er ndomai n. com
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e |P address

In this case, assuming that waw. ext er nal host nane. comis the default FQDN, then
the FQDN Map can be configured as follows to allow access to the application for
users who will use the hostname i nt er nal host nane. i nt er ndonai n. comor the raw
IP address, say 192.101.98.45:

com sun. am pol i cy. anFi | ter. fqdn. map[i nt er nal host nare. i nt er ndomai n. con] =
i nt er nal host nane. i nt er ndomai n. com

com sun. am pol i cy. anFi [ ter. fqgdn. map[ 192.101.9845] = 192.101.98.45

Using Cookie Reset Functionality

The agent allows you to reset certain cookies that may be present in the user’s
browser session if the user’s Sun ONE Identity Server session has expired. This
feature is controlled by the following configuration properties:

com sun. am pol i cy. anFi | ter. cooki eReset . cooki eLi st
com sun. am policy. anFi | ter. cooki eReset . domai nMap
com sun. am pol i cy. anFi |l ter. cooki eReset . pat hvap

The above three properties can be used to specify the exact details of the cookie
that should be reset by the agent when a protected resource is accessed without a
valid session.

The Cookie Reset List property specifies a list of cookie names that will be reset by
the agent when necessary. Each entry in this list can correspond to a maximum of
one entry in the Cookie Reset Domain Map property and the Cookie Reset Path
Map property, both of which are used to define the cookie attributes - the domain
on which a particular cookie should be set and the path on which it will be set.

When using this feature, you must ensure that the correct values of the domain and
path are specified for every cookie entry in the cookie list. If these values are
inappropriate, it may result in the cookie not being reset in the client browser.

When a cookie entry does not have an associated domain specified in the domain
map, it is assumed that it is a server cookie. Similarly, when a cookie entry does not
have a corresponding path entry specified, it is assumed that the cookie path is set
to "

Chapter 3 Agent Configuration 177



Enabling Port Check Functionality

Enabling Port Check Functionality

In situations when Sun ONE Identity Server and the application server are
installed on the same system but on different ports, certain browsers may not send
the HOST header correctly to the agent in situations where there are redirects
involved between Sun ONE ldentity Server’s authentication service and the agent.
In such situations, the agent, relying on the availability of the port number from the
application server may misread the port number that the user is trying to access.

When such a situation occurs, it can have a severe impact on the system since the
agent now senses a resource access that in reality did not occur and consequently
the subsequent redirects as well as any policy evaluations may fail thereby making
the protected application inaccessible to the end user.

This situation can be controlled by enabling Port Check functionality on the agent.
This is controlled by the following configuration property:

com sun. am pol i cy. anfil ter. port. check. enabl e

When this property is set to t r ue, the agent verifies the correctness of the port
number read from the request against its configuration. The configuration that
provides the reference for this checking is set by the following property:

com sun. am pol i cy. anFil ter. port.check. map

This property allows the agent to store a map of various ports and their
corresponding protocols. When the agent is installed, this map is populated by the
agent server’s preferred port and protocol as specified during the installation.
However, if the same agent is protecting more than one HTTP listeners, you must
add that information to the map accordingly.

When the agent discovers an invalid port in the request, it takes corrective action
by sending some HTML data to break the redirection chain so that the browser can
reset its HOST header on the subsequent request. This content is read from the file
that resides in the | ocal e directory of agent installation. The name of the file is
controlled by the following property:

com sun. am policy. anFilter. port.check.fil enanme

This property can also be used to specify the complete path to the file that may be
used to achieve this functionality. This file contains special HTML that uses a
META- EQUI V REFRESHtag in order to allow the browser to continue automatically
when the redirect chain is broken. Along with this HTML, this file must contain the
stringam filter.request.url,whichisdynamically replaced by the actual
request URL by the agent.
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You can modify the contents of this file or specify a different file to be used, if
necessary, so long as it contains the above mentioned string that the agent can
substitute in order to construct the true request URL with the correct port. The
contents of this file should be such that it should either allow the user to
automatically be sent to this corrected location or let the user click on a link or a
button to achieve the same result.

AMAgent.properties Reference

The configuration file AMAgent . pr operti es contains the necessary configuration
properties needed for the agent to function correctly. It also contains the necessary
information needed for the Sun ONE Identity Server SDK to function correctly in a
client installation mode as used by the agent.

This section provides a listing of all agent configuration properties in the
AMAgent . propert i es file with a brief explanation and examples.

NOTE Among the agent properties, the following are not available in version 2.1 of policy
agents for BEA WebLogic 6.0SP2/7.0SP2/8.1, IBM WebSphere 5.0/5.1, and Sun
ONE Application Server 7.0. For these agents, these properties were introduced in
version 2.1.1.

e comsun.ampolicy.anFilter.cdsso. enabl ed

+ comsun.am policy.anFilter.cdsso. cdcServl et URL[ 0]
+ comsun.ampolicy.anfFilter.cdsso.redirect.uri

* comsun.ampolicy.anfilter.cdsso. cooki e. nane

e comsun.am policy.anFilter.cdsso. cl ock. skew

+ comsun.ampolicy.anFilter.login.referer.mp

Also note that these properties are currently not available for PeopleSoft
8.3/8.4/8.8 agent.

e com sun.am policy.anFilter. node

e comsun.am policy.config.load.interval
e comsun.am policy.local e.|l anguage

e comsun.ampolicy.local e country

e com sun. am pol i cy. amAgent . nodul eLi st

e comsun.ampolicy.anFilter.|ogi nURL
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° com sun.

° com sun.

° com sun.

° com sun.

e com sun.

e com sun.

e com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

e com sun.

e com sun.

e com sun.

° com sun.

° com sun.

° com sun.

° com sun.

° com sun.

am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i
am pol i

am pol i

cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.
cy.

anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter

anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.
anfFilter.

anfFilter.j2ee
anfFilter.j2ee

anFilter.

count er. cooki e.

[ ogin.attenpt. |

nane

imt

ssot oken. ur| decode

got 0. par anet er.

. sessi on. bi ndi ng

not enf or cedLi st

not enf or cedLi st

not enf or cedLi st .
not enf or cedLi st.

not enf or cedLi st .

accessDeni edURI

nane

.invert
enabl eCache
cacheSi ze

cacheTi ne

| dapattri bute. date. format

| dapattri bute. map

| dapattri bute. node

| dapattri but e. separat or

| dapattri bute. cooki e. encode

fqdn. def aul t
fqdn. map

I ogi n. formnli st

. aut h. handl er

. I ogout . handl er

anfFilter.login.use.interna

anFilter.

I ogin.fil enane

anfFilter.login. preserve.referer

e comsun.ampolicy.anFilter.login.referer.map

° com sun.

° com sun.

° com sun.

e com sun.

e com sun.

am policy.
am policy.
am policy.
am pol i cy.
am pol i cy.

anfFil ter. cooki eReset. enabl e

anFi |l ter. cooki eReset . cooki eLi st

anFilter.
anFilter.
anFilter.

cooki eReset . domai nivap

cooki eReset . pat

audi t. | evel

hMap
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com sun. am pol icy. anFilter.redirect.cookie. name
comsun.ampolicy.anFilter.redirect.attenpt.limt

com sun.am policy.anFilter.|egacy. support. enabl e

com sun.am policy.anFilter.| egacy. user Agent
comsun.ampolicy.anFilter.l egacy.redirect.uri

com sun. am pol i cy. anFil ter. port. check. enabl e

com sun. am policy.anFilter.port.check. map

com sun. am policy.anFilter.port.check.fil enane

com sun. am pol i cy. anReal m al | ow. f et ch. al

com sun. am pol i cy. anReal m peopl econt ai ner. | eve

com sun. am pol i cy. anReal m or gani zati on. dn

com sun. am pol i cy. amAgent Log. di sposi tion

com sun. am pol i cy. amAgent Log. | ocal . file

com sun. am pol i cy. amAgent Log. | ocal . fil e.rotate. enabl e
com sun. am pol i cy. amAgent Log. l ocal . file.rotate. si ze
com sun. am pol i cy. amAgent Log. renote.fil e

com sun. am pol i cy. anReal m bypass. aut h. pri nci pal Li st
com sun. am pol i cy. anmPeopl eSof t . user. mappi ng

com sun. am pol i cy. anPeopl eSof t . user. attri bute. nanme
com sun. am pol i cy. anPeopl eSof t . peopl ecode. val i dat e. sso
com sun. am pol i cy. anPeopl eSof t . ssot oken. ur| decode

com sun. am pol i cy. anPeopl eSof t . aut h. nodul e

com sun. am pol i cy. anPeopl eSof t . got 0. url

com sun. am pol i cy. anmPeopl eSof t . di spl ay. r esour ce. r oot
com sun. am pol i cy. anPeopl eSof t . di spl ay. resour ce. def aul t
com sun. am pol i cy. anPeopl eSof t . di spl ay. r esour ce. map

com sun. am pol i cy. anFi | ter. cdsso. enabl ed

com sun. am pol i cy. anfi | ter. cdsso. cdcSer vl et UR[ O]
comsun.ampol i cy. anfi | ter. cdsso. redirect. uri

com sun. am pol i cy. anfi | ter. cdsso. cooki e. nane
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e comsun. am policy.

anFil ter. cdsso. cl ock. skew

e comsun.ampolicy.anFilter.login.errorlList

e comsun.ampolicy.anFilter.node. map

+ comsun. am pol i cy.
*  comsun.am pol i cy.
*  comsun.am pol i cy.
«  comsun.am policy.
«  comsun.am policy.
e comsun.am policy.
e comsun.am policy.

e comsun.am policy.

anReal mfiltered.rol es. enabl e
anBAP. user . mappi ng

anBAP. user . attri but e. nane
anBAP. | f e. cooki e. nane

anBAP. got o. url

anBAP. error. fil enane

user . mappi ng

user . mappi ng. node

e comsun.ampolicy.user.attribute.name

e comsun.am policy.
e comsun.am policy.
«  comsun.am pol i cy.
« comsun.am pol i cy.
*  comsun.am pol i cy.
*  comsun.am pol i cy.

*  comsun.am pol i cy.

anfil ter.|ogout.request. param map

anfilter.logout.uri.map

anfi | ter. mapped. aut hent i cat i on. handl er

anmReal mveri fication. handl er. map

anReal mveri fication. handl er

anfilter.logout.introspect.request.enabl e

anfilter. | ogout.application. handl er. map

Agent Filter Mode

Property

com sun. am policy. anFi | ter. node

Description

This property governs the mode of operation of the agent. The various modes of
agent operation dictate the necessary processing that the agent would perform on a

user request.
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Valid Values

The valid value for this property can be one of the five strings: NONE, SSO ONLY,
J2EE_PQLI CY, URL_POLI CY, and ALL. Any other value will be treated as an incorrect
entry and the agent will default to the ALL mode of operation.

NOTE Mode NONE
In this mode of operation, the agent does not take any action on the user request
and is effectively disabled. Access to all user requests is therefore granted. Please
read the Caution section after the description of mode ALL.

Mode SSO_ONLY
In this mode of operation, the agent enforces Single Sign On for the user using Sun
ONE Identity Server Authentication Service.

Mode J2EE_POLI CY

In this mode of operation, the agent enforces J2EE policies such as those
configured in the deployment descriptors of the protected application or are implicit
in the deployed application using the J2EE programmatic security API.

Mode URL_POLI CY

In this mode of operation, the agent enforces URL policies as defined in Sun ONE
Identity Server.

Mode ALL

In this mode of operation, the agent enforces the J2EE policies as well as the URL
policies. Access to the protected resource is granted only if the user meets the
success criteria for all applicable policies.

When this property is set to NONE, the agent will grant access to all protected
resources. This mode of operation should not be used in deployed production
systems at any time as it can result in unauthorized access to the protected system
resources. This mode of operation is provided only to facilitate troubleshooting of
the application in well controlled development and test environment and should
not be used in any other environment.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NA
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Example
com sun. am policy.anFilter.node = ALL

See Also
< Agent Filter Modes

e J2EE Authentication Handler

Configuration Reload Interval

Property

com sun. am pol i cy. config. | oad.interval

Description

This property specifies the time in seconds after which the agent will poll the
configuration file for changes. This configuration controls the entire hot-swap
mechanism of the agent and may also be used to disable the hot-swap mechanism.

Valid Values

Unsigned integer value, including 0, which indicates the amount of time in seconds
after which the agent will poll the configuration file for any changes.

NOTE * When set to 0, the hot-swap mechanism will be disabled.

« This property is hot-swap enabled, which means that the value of this property
can be loaded dynamically. However, if the value is set to 0 at any time, the
hot-swap mechanism will become disabled for the entire system and can only
be enabled again by restarting the system.

» During the system startup, if the value of this property is 0, the hot-swap
mechanism will be disabled and cannot be enabled unless the system is
restarted with this property set to a non-zero value.

* Itis recommended that the value for this property be set to O for deployed
production systems to ensure optimal performance.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am pol i cy. config.load.interval = 300

See Also
Hot-Swap Configuration

Language Code

Property

com sun. am pol i cy. | ocal e. | anguage

Description
This property specifies the Locale for agent operation.

Valid Values
Must be a valid ISO Language Code.

NOTE For more information, refer to ISO 639 specification:
http://ww. ics.uci.edu/pub/ietf/http/related/iso639.txt

Hot-Swap Enabled

No. If you change the value of this property, it will take effect only after you restart
the application server.

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. | ocal e. | anguage = en
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See Also
Country Code

Country Code

Property

com sun. am policy. | ocal e.country

Description
This property specifies the Locale for agent operation.

Valid Values
Must be a valid ISO Country Code.

NOTE For more information, refer to ISO 3166 specification:
http://ww. chemi e. fu-berlin.de/diverse/doc/|SO 3166. htn

Hot-Swap Enabled

No. If you change the value of this property, it will take effect only after you restart
the application server.

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy.local e.country = US

See Also
Language Code
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Registered Module List

Property

com sun. am pol i cy. amAgent . nodul eLi st

Description

This property specifies the registered modules in the system. This property is set

during the agent installation and should not be changed at any time.

Valid Values
As set during agent installation. Any other value is not valid.

NOTE » This property is set during agent installation and must not be changed at any

time.

*  This property must conform to the rules and format of LIST construct as

described in “List Constructs in the Configuration File” on page 154 section.

Hot-Swap Enabled
No

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_PQOLICY, ALL

Example

com sun. am pol i cy. amAgent . nodul eList[0] =
comsun.identity.agents.filter. AnFilterModul e

See Also
General Notes on the Agent Configuration File

Login URL

Property

com sun. am policy.anFilter. | ogi nURL
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Description

This property specifies the login URLSs to be used by the agent to redirect incoming
users without sufficient credentials to Sun ONE Identity Server authentication
service.

Valid Values

The complete URL to be used as the redirect URL in order to send users without
sufficient credentials to Sun ONE ldentity Server authentication service.

NOTE * This property is set during agent installation and need not be changed unless
absolutely necessary.

*  This property must conform to the rules and format of LIST construct as
described in the General Notes on the Agent Configuration File section.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy.anFilter.logi nURL[0] =

http://ww. myconpany. com 58080/ anserver/ U /Login

See Also
= General Notes on the Agent Configuration File

= Enabling Failover

Counter Cookie Name

Property

com sun. am policy. anFil ter. counter.cookie. nanme
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Description

This property specifies the name of the cookie that will be used to track the number
of unsuccessful login attempts made by the user.

Valid Values

The name of the cookie to be issued by agent in order to track the number of
unsuccessful login attempts made by the user.

NOTE This property is set during agent installation and need not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFil ter. counter.cookie.name = anFilterParam

See Also
= Discussion on Login Attempt Limit

= Login Attempt Limit

Login Attempt Limit

Property

comsun.ampolicy.anFilter.login. attenpt.limt

Description

This property specifies the number of unsuccessful login attempts that a user can
make using a single browser session, Once this limit is reached, the agent will block
the user request.
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Valid Values

Unsigned integer value, including 0, which indicates the number of unsuccessful
login attempts that are allowed for any user trying to gain access to protected
resources.

NOTE This option can be disabled by setting the value to "0"

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
comsun.ampolicy.anFilter.login. attenpt.limt =5

See Also
= Discussion on Login Attempt Limit

e Counter Cookie Name

URL Decode SSO Token Flag

Property

com sun. am pol i cy. anFi |l t er. ssot oken. ur| decode

Description

This property indicates if the SSO Token needs to be URL decoded by the agent
before it may be used.

Valid Values
= true: indicates that the token should be URL Decoded

e fal se: indicates that the token should not be URL Decoded
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NOTE » Valid but inappropriate value of this property may lead to the application being
unreachable by the users.

* The value of this property is set during the installation and must not be
changed unless absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFi |l ter. ssot oken. url decode = true

Goto Parameter Name

Property

com sun. am pol i cy. anFi | ter. got 0. par anet er. nane

Description

This property specifies the got o Paranet er name to be used by the agent when
redirecting the user to the appropriate authentication service. The value of this
parameter is used by the authentication service to redirect the user to the original
requested destination.

Valid Values

A string value that represents the got o paraneter nane as expected by the
authentication service.

NOTE « Invalid value of this property may result in the application becoming
inaccessible.

* The value of this property is set during the installation and must not be
changed unless absolutely necessary.
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Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy. anFil ter. goto. paraneter. nanme = goto

Session Binding Flag

Property

com sun. am policy. anFi |l ter. session. bi ndi ng

Description

This property specifies if the agent will enforce session binding with
authentication.

Valid Values
= true: indicates that session binding will be enforced

= fal se: indicates that session binding will not be enforced

NOTE * When enforced, the agent will invalidate the user's local session in the
application server if the user does not have a valid SSO token.

* When enforced, the agent will create the user's local session in the application
server if the user has a valid SSO token but does not have an active local
session yet.

* When not enforced, the agent will preserve the user's local session state in the
application server irrespective of whether the user has an active local session
or not.

* The value of this property is set during the installation and must not be
changed unless absolutely necessary.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
J2EE_POLI CY, ALL

Example
com sun. am pol i cy. anFil ter. session. binding = true

Not-Enforced List

Property

com sun. am pol i cy. anFi | ter. not enf or cedLi st

Description

This property specifies a list of patterns that can be used to evaluate if the
requested URI does not require the protection enforced by the agent.

Valid Values
= Valid values must comply with the syntax of this property.

= The valid values can be exact URIs or patterns consisting of wild-card
character "' to indicate zero or more characters.

NOTE e This property must conform to the rules and format of LIST construct as
described in “List Constructs in the Configuration File” on page 154.

* No default value is specified for this property during installation. Values for this
property must be specified as necessary.

* This property is commented out during agent installation and should be
uncommented if its use is necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Examples

com sun. am pol i cy. anFi |l ter. notenforcedLi st[0] =*.qif
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com sun. am pol i cy. anFi | ter. not enf orcedLi st[ 1] =/ public/*

com sun. am pol i cy. anFi | ter. not enf orcedLi st[ 2] =/ i mages/ *

See Also
< General Notes on the Agent Configuration File

= Discussion on Not-Enforced List

=< Not-Enforced List Inversion Flag

= Not-Enforced-List Cache Enable Flag
= Not-Enforced-List Cache Size

< Not-Enforced-List Cache Expiration Time

Not-Enforced List Inversion Flag

Property

com sun. am pol i cy. anFi |l ter. not enf orcedLi st.invert

Description

This property indicates if the not-enforced list will be interpreted as the enforced
list by the agent, thereby treating all request URIs not present in this list as
not-enforced.

Valid Values
= true: indicates that the not-enforced list will be interpreted as the enforced list
by the agent.

= fal se: indicates that the not-enforced list will be interpreted as the
not-enforced list by the agent.

NOTE « Valid but inappropriate value of this property may lead to the application being
unreachable by the users or may result in unauthorized access to protected
system resources.

* The value of this property should be changed only if necessary with extreme
caution as it can possibly result in unauthorized access to the protected system
resources.
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Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy.anFilter.notenforcedList.invert = fal se

See Also
= Discussion on Not-Enforced List

< Not-Enforced List
< Not-Enforced-List Cache Enable Flag
< Not-Enforced-List Cache Size

= Not-Enforced-List Cache Expiration Time

Not-Enforced-List Cache Enable Flag

Property

com sun. am pol i cy. anFi | t er. not enf or cedLi st . enabl eCache

Description

This property specifies if the request URIs that are evaluated as enforced or
not-enforced may be cached to increase performance of the system.

Valid Values
= true: indicates that caching is enabled

« fal se: indicates that caching is disabled

NOTE It is recommended that this property be setto t r ue to increase the system
performance.
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Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am pol i cy. anFi | ter. not enf or cedLi st. enabl eCache = true

See Also
= Discussion on Not-Enforced List

< Not-Enforced List
< Not-Enforced List Inversion Flag
< Not-Enforced-List Cache Size

= Not-Enforced-List Cache Expiration Time

Not-Enforced-List Cache Size

Property

com sun. am pol i cy. anFi | t er. not enf or cedLi st . cacheSi ze

Description

This property specifies the number of entries that will be kept in the cache of
not-enforced URIs and enforced URIs by the agent.

Valid Values

Non-zero unsigned integer indicating the number of enforced as well as
not-enforced request URIs to be cached during runtime.
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NOTE * Values that are valid but not suited for the deployment scenario may result in
degradation of system performance.

* The value for optimal system performance will depend on the type of
application deployed, the number of possible request URIs in the deployed
application, the user load on the system, the expiration time set for cache
entries and a host of other deployment specific factors.

* To determine the most optimal value of this property, the application should be
load tested in a controlled test environment before being deployed for
production.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy. anFi |l ter. not enforcedLi st.cacheSi ze = 1000

See Also
« Discussion on Not-Enforced List

= Not-Enforced List
< Not-Enforced List Inversion Flag
= Not-Enforced-List Cache Enable Flag

= Not-Enforced-List Cache Expiration Time

Not-Enforced-List Cache Expiration Time

Property

com sun. am pol i cy. anFi |l ter. not enf orcedLi st. cacheTi ne
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Description

This property specifies the amount of time in seconds that will be used to evaluate
if a cached entry can be removed from the cache to free up resources for new cache
entries.

Valid Values

Non-zero unsigned integer indicating the time in seconds that will be used as the
cache expiration time for entries in the cache during cleanup operation.

NOTE « Values that are valid but not suited for the deployment scenario may result in
degradation of system performance.

* The value for optimal system performance will depend on the type of
application deployed, the number of possible request URIs in the deployed
application, the user load on the system, the cache size set for cache entries
and a host of other deployment specific factors.

* To determine the most optimal value of this property, the application should be
load tested in a controlled test environment before being deployed for
production.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO O\LY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFi |l t er. not enf or cedLi st. cacheTi ne = 300

See Also
« Discussion on Not-Enforced List

= Not-Enforced List

< Not-Enforced List Inversion Flag

= Not-Enforced-List Cache Enable Flag
= Not-Enforced-List Cache Size
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Access Denied URI

Property

com sun. am pol i cy. anFi |l ter. accessDeni edURI

Description

This property specifies the Access Denied URI used by the agent to block
unauthorized access requests.

Valid Values

The URI within the deployed application that must be used as the access denied
URI to block incoming requests when necessary.

NOTE e This property is common for all deployed applications.

»  This property must specify a URI that is always available on the system. Failure
to do so can result in HTTP 404 errors being sent to the end-user.

* In case when this property is not specified the agent uses HTTP Status Code
403 (Forbidden) to indicate a blocked access.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE _POLICY, ALL

Example

com sun. am pol i cy. anFil ter.accessDeni edURl = /errors/forbidden. htm

See Also
Discussion on Not-Enforced List
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LDAP Date Header Attribute Format String

Property

com sun.am policy.anFilter.|dapattribute. date.fornat

Description

This property specifies the format of Date/Time value to be expected as a result of
an attribute lookup. This is required when using the specialized get methods of the
javax.servlet. http. Ht pServl et Reqeust interface that return Date values for
headers.

Valid Values

Valid j ava. t ext . Si npl eDat eFor mat Time Format Syntax string. For more
information, please refer to
http://java. sun. conlj 2se/ 1. 3/ docs/ api / j aval t ext / Si npl eDat eFor nat . ht m

NOTE » The default value of this property is set to: EEE, d MW yyyy hh: nm ss
Z and should be changed as necessary.

« Invalid value of this property may result in runtime exceptions in the
application.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example

comsun.am policy.anFilter.|dapattribute.date.fornat = EEE, d MW
yyyy hh:mmss z

See Also
= Discussion on Enabling LDAP Attributes

< LDAP Attribute Map
= LDAP Attribute Fetch Mode
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= LDAP Attribute Cookie Separator Character

LDAP Attribute Map

Property

com sun. am policy.anFilter.|dapattribute. map

Description

This property specifies the LDAP Attributes to be populated under specific names
for the currently authenticated user.

Valid Values
= Valid values must comply with the syntax of this property.

= The specified LDAP Attribute should be a valid attribute.

= The specified name should be valid name for the specified mode of setting
these attributes as mentioned in the configuration value for the property LDAP
Attribute Fetch Mode.

NOTE * This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

» Please ensure that the specified Names do not conflict with existing names in
the system for the specified fetch mode. Failing to do may result in the loss of
the existing data in the system.

* Any number of such properties may be specified as long as they are valid
properties conforming to the above stated requirements.

« This property is commented out during agent installation and should be
uncommented if necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL
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Example
com sun. am policy. anFilter.| dapattribute. map[ cn] =COMMON_NAME

See Also
< General Notes on the Agent Configuration File

= Discussion on Enabling LDAP Attributes

= LDAP Date Header Attribute Format String
= LDAP Attribute Fetch Mode

< LDAP Attribute Cookie Separator Character

LDAP Attribute Fetch Mode

Property

com sun. am policy.anFilter.|dapattribute. node

Description

This property specifies how the LDAP Attributes are made available to the
protected application.

Valid Values

The valid value for this property should be any one of the strings: NONE, HEADER,
REQUEST_ATTRI BUTE, or COXI E.
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NOTE «  When set to NONE, the LDAP attributes are not fetched by the agent.

*  When set to HEADER, the LDAP attributes are populated as HTTP Headers.
Multi-valued attributes are available in this mode using the method
javax. servlet. http. H t pServl et Request . get Header s(j ava
.lang. String nane)

*  When set to REQUEST _ATTRI BUTE, the LDAP attributes are populated as
request attributes. These attributes are available asj ava. uti | . Set objects
and can be obtained using the method
javax.servlet.http. Ht pServl et Request. get Attri bute(ja
va. |l ang. String nane)

*  When set to COOKI E, the LDAP attributes are populated as cookies for the
current user. Multi-valued attributes are available as a concatenated string
separated by characters as defined in the property LDAP Attribute Cookie
Separator Character.

*  When set to COOKI E, it is advisable that the corresponding cookie names be
also added to the Cookie Reset List property and that the Cookie Reset Enable
flag be switched to t r ue.

* Multi-valued attributes are available in all modes. Please refer to Enabling
LDAP Attributes to find out more about how multi-valued attributes can be
accessed from within a protected application.

»  This property value is set to NONE during agent installation and should be
changed as necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am policy.anFilter.|dapattribute. node = REQUEST_ATTRI BUTE

See Also
= Discussion on Enabling LDAP Attributes

< LDAP Date Header Attribute Format String
< LDAP Attribute Map
< LDAP Attribute Cookie Separator Character
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< Cookie Reset Enable Flag
= Cookie Reset List
= Cookie Reset Domain Map

= Cookie Reset Path Map

LDAP Attribute Cookie Separator Character

Property

comsun.am policy.anFilter.|dapattribute. separator

Description

This property specifies a character, which is used by the agent to set the value of
LDAP Attributes as cookies in the case where more than one value for the given
attribute is available.

Valid Values

A single character that can be used by the agent to concatenate various values of a
multi-valued LDAP attribute for the logged on user so that it can be set as a single
cookie.

NOTE * This property is not used when the value of the property LDAP Attribute Fetch
Mode is set to any value other than COCKI E.

« This property is not used for attributes that are single-valued.

* The character specified by this property should not appear as a character
within any LDAP attribute value.

* This property is set during agent installation and should be changed as
necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL
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Example
com sun. am policy.anFilter.|dapattribute.separator = |

See Also
« Discussion on Enabling LDAP Attributes

< LDAP Date Header Attribute Format String
= LDAP Attribute Map

= LDAP Attribute Fetch Mode

= Cookie Reset Enable Flag

= Cookie Reset List

= Cookie Reset Domain Map

= Cookie Reset Path Map

LDAP Attribute Cookie Encode

Property

com sun. am pol i cy. anFilter. | dapattribute.cookie. encode

Description

This property specifies whether the LDAP Attribute needs to be encoded before
being set as a cookie.

Valid Values
= true: indicates that attribute needs to be encoded before being set as a cookie.

« fal se: indicates that no encoding is done to the attribute before being set as a
cookie.

NOTE This property is not used when the value of the property LDAP Attribute Fetch
Mode is set to any value other than COOKIE.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
SSO ONLY, URL_PCLICY, J2EE PQLICY, ALL

Example
com sun.am policy.anFilter.|dapattribute.cookie.encode = true

See Also
= LDAP Date Header Attribute Format String

< LDAP Attribute Map

= LDAP Attribute Fetch Mode

< LDAP Attribute Cookie Separator Character
< Cookie Reset Enable Flag

= Cookie Reset List

= Cookie Reset Domain Map

= Cookie Reset Path Map

FQDN Default

Property

com sun. am policy. anFilter.fqdn. defaul t

Description

This property specifies the default fully qualified name of the host where the agent
is installed. This property is used by the agent to take corrective action in the case
where the user may have typed in an incorrect URL such as by specifying partial
hostname or using an IP address to access the protected resources.

Valid Values
The fully qualified domain name of the host where the agent is installed.
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NOTE » This property is required for the agent to function correctly. An invalid value for
this property can lead to the system becoming inaccessible by the end users.

* This property is set during the agent installation and should be changed only if
absolutely necessary.

e This property along with the values set in FQDN Map property govern how the
agent handles access requests that do not present a fully qualified host name
in the request URLs.

« Mappings specified in the FQDN Map property take precedence over the value
specified for this property.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun.am policy.anFilter.fqdn. default = ww. myconpany. com

See Also
= Discussion on Configuring FQDN Handling

= FQDN Map

FQDN Map

Property

com sun. am policy.anFilter.fqgdn. map

Description

The FQDN Map is a simple map that enables the agent to take corrective action in
the case where the users may have typed in an incorrect URL such as by specifying
partial hostname or using an IP address to access protected resources.
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Valid Values

Valid values must comply with the syntax of this property which represent invalid
FQDN values mapped to their corresponding valid counterparts.

NOTE » This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are partial or incorrect FQDN Names that the user
may use to access the system. The corresponding values are their valid
counterparts.

* Mappings specified in this property take precedence over the value specified
for the Default FQDN property.

e This property is commented out during agent installation and should be
uncommented, if necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFi |l ter. fgdn. map[ nmyserver] =nyserver. nydomai n. com

See Also
= General Notes on the Agent Configuration File

= Discussion on Configuring FQDN Handling
e FQDN Default

J2EE Authentication Handler

Property

com sun. am pol i cy.anFilter.j2ee. aut h. handl er
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Description

This property specifies the J2EE Authentication Handler to be used by the agent in
order to authenticate the logged on user with the application server. This property
is necessary for J2EE_POLICY mode and ALL modes of operation.

Valid Values
As set during agent installation. Any other value is not valid.

NOTE

time.

This property is set during agent installation and should not be changed at any

Hot-Swap Enabled

Yes

Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

See Also

Discussion on Agent Filter Modes

Discussion on Enabling Web-Tier Declarative Security
Agent Filter Mode

Login Form List

Form Login Use Internal Flag

Form Login Content File Name

Preserve Referer for Form Login Flag

J2EE Logout Handler

Property

com sun. am policy. anFilter.j2ee. | ogout. handl er
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Description

This property specifies the J2EE Logout Handler to be used by the agent in order to
log out the logged on user from the application server. This property is necessary
for J2EE_POLICY mode and ALL modes of operation.

Valid Values
As set during agent installation. Any other value is not valid.

NOTE This property is set during agent installation and must not be changed at any time.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLICY, ALL

Example

com sun. am pol i cy. anFil ter.j2ee. | ogout. handl er =
comsun.identity.agents.filter.GenericJ2EELogout Handl er

See Also
e J2EE Authentication Handler

= Agent Filter Mode

= Login Form List

= Form Login Use Internal Flag
e Form Login Content File Name

« Preserve Referer for Form Login Flag

Login Form List

Property

com sun. am policy.anFilter.|ogin.fornList
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Description

This property specifies the list of URIs that represent f or m | ogi n- page as
specified in the f or m | ogi n- conf i g elements of the protected application's
deployment descriptors (web. xn ) along with the context path of the deployed
application. This property is used by the agent to intercept login request and take
appropriate action.

Valid Values
= Valid values must comply with the syntax of this property.
= Valid values should be as specified in the f or m | ogi n- page element of

web. xm of the deployed application along with the context path of the
application.

NOTE e This property must conform to the rules and format of LIST construct as
described in the General Notes on the Agent Configuration File section.

+ The value of f or m | ogi n- page in the web. xm of the deployed
application is only a part URI which must be preceded with the context path of
the application. For instance, if the application context path is / Por t al and
the value of f or m | ogi n- pageis/j sp/ | ogi n. j sp, then the actual
value for this configuration becomes / Port al / j sp/ | ogi n. j sp.

» Failure to set this property correctly can result in malfunction of the agent
resulting in the application or portions thereof becoming inaccessible.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLI CY, ALL

Examples

com sun. am policy.anFilter.|ogin.formnList[O0]
/Portal/jsp/login.jsp

com sun. am policy.anFilter.login.formist[1]
/ BankApp/ Logi nFor m ht mi

See Also
= General Notes on the Agent Configuration File
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< Discussion on Enabling Web-Tier Declarative Security
= Agent Filter Mode

= J2EE Authentication Handler

= Form Login Use Internal Flag

e Form Login Content File Name

« Preserve Referer for Form Login Flag

Form Login Use Internal Flag

Property

com sun. am policy. anFilter.| ogin.use.internal

Description

This property specifies if the agent must use internal content for handling form
login requests.

Valid Values
= true: indicates that internal content will be used for form login requests.

- fal se: indicates that internal content will not be used for form login requests.

NOTE «  When settof al se, the agent expects the application to handle form login
requests in a manner that complies with the agent requirements. Please refer
to the discussion on Enabling Web-Tier Declarative Security for more
information on this mechanism.

« Whensettot r ue, the agent uses internal content as specified in a file named
For nLogi nCont ent . t xt available in the agent installation directory, which
can be modified as required. Please refer to the discussion on Enabling
Web-Tier Declarative Security for more information on this mechanism.

» This property defaults to true and should only be changed if the corresponding
form login pages have been modified as required by the agent. Please refer to
the discussion on Enabling Web-Tier Declarative Security for more information
on this mechanism.

Hot-Swap Enabled
Yes

212 Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide ¢ September 2004



AMAgent.properties Reference

Applicable Modes of Operation
J2EE_POLI CY, ALL

Example
comsun.am policy.anFilter.login.use.internal = true

See Also
= General Notes on the Agent Configuration File

= Discussion on Enabling Web-Tier Declarative Security
= Agent Filter Mode

= J2EE Authentication Handler

e Login Form List

< Form Login Content File Name

= Preserve Referer for Form Login Flag

Form Login Content File Name

Property

com sun.am policy.anFilter.login.filename

Description

This property specifies the name of the file that has the necessary content needed to
handle form login requests.

Valid Values
< Name of afile that exists in the | ocal e directory of the agent installation, or

< The complete path to a file that exists on the system and is readable by the
server process on which the agent is installed.
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NOTE * This property does not apply if the value of the property Form Login Use
Internal Flag is setto f al se.

* The file specified by the value of this property must have read permissions for
the server process on which the agent is installed.

* The file specified by the value of this property must comply with the agent
requirements needed to handle form login requests accordingly. Please refer to
Enabling Web-Tier Declarative Security for further details on how this
mechanism works.

» This property is set during agent installation and should not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLI CY, ALL

Example

comsun.am policy.anFilter.login.filename =
Cust onfor nLogi nCont ent . t xt

See Also
= Discussion on Enabling Web-Tier Declarative Security

= Agent Filter Mode

= J2EE Authentication Handler
= Login Form List

= Form Login Use Internal Flag

= Preserve Referer for Form Login Flag

Preserve Referer for Form Login Flag

Property

com sun. am policy.anFilter.|ogin.preserve.referer
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Description

This property specifies if the referer should be used as the post authentication
destination URL when a user does not have sufficient credentials to access the
protected resource.

Valid Values

= true: indicates that the referer will be used as destination for post
authentication redirect.

= fal se: indicates that the current resource will be used as destination for post
authentication redirect.

NOTE e This property is set during agent installation and should not be changed unless
absolutely necessary.

* Invalid or inappropriate value for this property may result in the system
becoming inaccessible or HTTP 404 errors being sent to the logged on user.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_PQLICY, ALL

Example
comsun.am policy.anFilter.login. preserve.referer = true

See Also
= Discussion on Enabling Web-Tier Declarative Security

e Agent Filter Mode

= J2EE Authentication Handler
e Login Form List

= Form Login Use Internal Flag

= Form Login Content File Name
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Default Referer Map for Form Login

Property

comsun.ampolicy.anFilter.|ogin.referer.nap

Description

This property specifies the application specific URI that will be used in case the
referer is not set during the form-login sequence and the Preserve Referer flag has
been enabled.

Valid Values
The URI to be used for a given application protected by this agent.

NOTE e This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading '/’ character.

» If the entry in this map applies to the default web application, the string
“DEFAULT_WEB_APP” should be used for the name.

* The values specified in this map can be any valid URIs on the protected
application server.

e This property is commented out during agent installation and should be
uncommented if its use is necessary.

* This property is not used if the value of the property Preserve Referer is set as
false.

Hot-Swap Enabled
Yes

See Also
= Agent Filter Mode

= J2EE Authentication Handler
« J2EE Logout Handler
e Login Form List

e Form Login Use Internal Flag
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< Form Login Content File Name

= Preserve Referer for Form Login Flag

Examples
comsun.ampolicy.anFilter.login.referer.map[Portal ]=/Portal/index. htni

com sun. am pol i cy. anFi | ter.|ogin.referer. map[ BankApp] =/ BankApp/ wel cone. ht m
I

Applicable Modes of Operation
J2EE_POLICY, ALL

Cookie Reset Enable Flag

Property

com sun. am policy. anFil ter. cooki eReset. enabl e

Description

This property specifies if the Cookie Reset mechanism will be enabled for the
agent. When enabled, the agent will reset various cookies as specified in by the
property Cookie Reset List when the user tries to access a protected resource with
insufficient credentials.

Valid Values
e true: indicates that the cookie reset mechanism is enabled.

e fal se: indicates that the cookie reset mechanism is disabled.

NOTE « This property is set during agent installation and must not be changed unless
absolutely necessary.

* Invalid or inappropriate value for this property may result in unauthorized
access to protected system resources.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFi |l ter. cooki eReset . enable = true

See Also
= Discussion on Using Cookie Reset Functionality

= Cookie Reset List
= Cookie Reset Domain Map

= Cookie Reset Path Map

Cookie Reset List

Property

com sun. am pol i cy. anFi | t er. cooki eReset . cooki eLi st

Description

This property specifies a list of cookie names that must be reset when a user tries to
access a protected resource with insufficient credentials. This property does not
take effect if the Cookie Reset Enable Flag property is setto f al se.

Valid Values
Valid values must comply with the syntax of this property.

NOTE e This property must conform to the rules and format of LIST construct as
described in “List Constructs in the Configuration File” on page 154.

* This property is set during the agent installation and must not be changed
unless absolutely necessary.

» Invalid or inappropriate value for this property may result in unauthorized
access to protected system resources.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFi |l ter. cooki eReset . cooki eLi st[0] = SESSI ONI D

See Also
= General Notes on the Agent Configuration File

= Discussion on Using Cookie Reset Functionality
= Cookie Reset Enable Flag
= Cookie Reset Domain Map

« Cookie Reset Path Map

Cookie Reset Domain Map

Property

com sun. am pol i cy. anFi | ter. cooki eReset . donmai nMap

Description

This property specifies a Map, which links the cookie names as specified in the
Cookie Reset List property to domain names that would be used when resetting
those cookies. This property does not take effect if the Cookie Reset Enable Flag
property is set to f al se.

Valid Values
= Valid values must comply with the syntax of this property.

= Each value should be associated with the correct cookie name as specified in
the property Cookie Reset List. The domain names should conform to the
requirements of HTTP Cookie domain names.
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NOTE » This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

» This property is set during the agent installation and must not be changed
unless absolutely necessary.

« Invalid or inappropriate value for this property may result in unauthorized
access to protected system resources.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example

com sun. am pol i cy. anFi | t er. cooki eReset . donai nMap[ SESSI ONI D] =
myconpany. com

See Also
= General Notes on the Agent Configuration File

= Discussion on Using Cookie Reset Functionality
= Cookie Reset Enable Flag

= Cookie Reset List

« Cookie Reset Path Map

Cookie Reset Path Map

Property

com sun. am pol i cy. anFi | ter. cooki eReset . pat hMap

Description

This property specifies a Map, which links the cookie names as specified in the
Cookie Reset List property to paths that would be used when resetting those
cookies. This property does not take effect if the Cookie Reset Enable Flag property
issettofal se.
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Valid Values
< Valid values must comply with the syntax of this property.
= Each value should be associated with the correct cookie name as specified in

the property Cookie Reset List. The path values should conform to the
requirements of HTTP Cookie paths.

NOTE * This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

» This property is set during the agent installation and must not be changed
unless absolutely necessary.

* Invalid or inappropriate value for this property may result in unauthorized
access to protected system resources.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy. anFi |l ter. cooki eReset . pat hMap[ SESSIONI D] = /

See Also
= General Notes on the Agent Configuration File

< Discussion on Using Cookie Reset Functionality
« Cookie Reset Enable Flag

= Cookie Reset Domain Map

Audit Log Level

Property

com sun. am policy.anFilter.audit.|evel
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Description

This property specifies the audit log level used by the agent that dictates the output
of audit logs for various user accesses. This property applies to all accessed URLs
in the system, which are protected by the agent.

Valid Values

The valid value for this property could be any one of the strings: NONE, LOG_ALLOW
LOG DENY, or LOG BOTH.

NOTE *  When set to NONE, no audit logs are recorded by the agent.
*  When set to LOG_ALLOW only access requests that are granted are logged.
* When set to LOG_DENY, only access requests that are denied are logged.
*  When set to LOG_BOTH, all access requests are logged.

« Invalid value specified for this property would result in the agent defaulting to
LOG _BOTH.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
comsun.am policy.anFilter.audit.l evel = LOG ALLOW

See Also

= Audit Log Disposition

= Audit Log Local File Name

« Audit Log Local File Rotate Flag

< Audit Log Local File Rotation Size
= Audit Log Remote File Name
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Redirect Counter Cookie Name

Property

com sun. am pol icy.anFilter.redirect.cookie. name

Description

This property specifies the name of the cookie that will be used to track the number
of successive single point redirects made for the user.

Valid Values

A string that represents the name of the cookie to be issued by the agent in order to
track the number of single point redirects made for the user.

NOTE This property is set during agent installation and must not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy.anFilter.redirect.cookie.nane = anFilter RDParam

See Also
= Discussion on Redirect Attempt Limit

= Redirect Attempt Limit

Redirect Attempt Limit

Property

comsun.ampolicy.anFilter.redirect.attenpt.limt
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Description

This property specifies the number of successive single point redirects that a user
can make using a single browser session, which will trigger the blocking of the user
request.

Valid Values

Unsigned integer value, including 0, which indicates the number of successive
redirect attempts that are allowed for any user trying to gain access to protected
resources.

NOTE * This option can be disabled by setting the value to "0"

» Itis recommended to enable this mechanism by setting a non-zero value so
that the system can be guarded against infinite redirection loops.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
comsun.ampolicy.anFilter.redirect.attenpt.limt = 10

See Also
< Discussion on Redirect Attempt Limit

e Redirect Counter Cookie Name

Legacy User Agent Support Flag

Property

com sun. am policy.anFilter.| egacy. support.enable
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Description

This property specifies if the agent protected applications will be accessed by
legacy browsers. When enabled, the agent will be able to take specific action for
such browsers to ensure that the features not supported by such browsers do not
come in the way of agent functionality.

Valid Values
= true: indicates that legacy browser support is enabled.

= fal se: indicates that legacy browser support is disabled.

NOTE e This property is set during agent installation and should not be changed unless
absolutely necessary.

* Invalid or inappropriate value for this property may result in the system
becoming inaccessible.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE_POLICY, ALL

Example
com sun. am policy.anFilter.|egacy. support.enable = true

See Also
< Legacy User Agent List

= Legacy User-Agent Intermediate Redirect URI

Legacy User Agent List

Property

com sun. am policy.anFilter.| egacy. user Agent
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Description

This property specifies a list of User-Agent strings that may be used to identify
legacy browsers. Certain legacy browsers do not handle the client side redirect
request correctly when the redirect source and destination URLSs are the same. In
such cases, browsers identified by this list of User-Agent strings are sent to an
intermediate location before being redirected to the original location.

Valid Values
= Valid values must comply with the syntax of this property.

= Each value in this list must be a valid pattern that can match the value of the
HTTP header “user - agent ” as sent by a legacy browser.

= The value string may also use a wild card character "*' to indicate one or more
values together.

NOTE e This property must conform to the rules and format of LIST construct as
described in “List Constructs in the Configuration File” on page 154.

» This property is set during the agent installation and must not be changed
unless absolutely necessary.

» Invalid or inappropriate value for this property may result in excessive redirects
for the logged on user, which may degrade the overall system performance.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example

com sun. am policy.anFilter.| egacy. userAgent[0] = Mzillal4.7*

See Also
= General Notes on the Agent Configuration File

e Legacy User Agent Support Flag
= Legacy User-Agent Intermediate Redirect URI
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Legacy User-Agent Intermediate Redirect URI

Property

com sun.am policy.anFilter.legacy.redirect.uri

Description

This property specifies the URI to which the agent will redirect the legacy browsers
if necessary.

Valid Values

A valid URI that belongs to the application, which is the primary application for
this server.

NOTE * Invalid value specified for this property can result in the application becoming
inaccessible.

* This property does not come into effect if there are no values specified for the
property Legacy User-Agent List or the value specified for the property Legacy
User Agent Support flag is f al se.

» This property is set during agent installation and must not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
comsun.am policy.anFilter.legacy.redirect.uri = /Portal/dumy_uri

See Also
= Legacy User Agent Support Flag

= Legacy User Agent List
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Port Check Enable Flag

Property

com sun. am policy.anFilter.port. check. enabl e

Description

This property specifies if the agent will use the default port mapping as specified in
the property Port Map to resolve issues arising from incorrect HOST header values
as sent by various browsers.

Valid Values
= true: indicates that the port mapping is enabled.

= fal se: indicates that the port mapping is disabled.

NOTE < Invalid or inappropriate value specified for this property can result in the system
becoming inaccessible to certain browsers.

» This property is set during agent installation and must be changed only if
absolutely necessary.

» This property is useful when the agent and the Sun ONE Identity Server
authentication service are installed on the same host but different ports. In
such situations, certain browsers may not reset the HOST header correctly
when being redirected back to the agent-protected resource.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anFilter. port.check. enable = true

See Also
= Discussion on Enabling Port Check Functionality

= Port Check Map
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e Port Check Content File Name

Port Check Map

Property

com sun. am pol i cy. anFil ter. port.check. map

Description

This property specifies a Map of various ports where the agent-enabled listeners
operate. This property is necessary to ensure that the resource policies are
evaluated correctly even if the client provided HOST header value is invalid.

Valid Values
= Valid values must comply with the syntax of this property.

= The names specified for this map should be valid port numbers and the
corresponding values must either be htt p or ht t ps.

NOTE *  This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* Please ensure that the listeners operating on each of these ports match the
protocol scheme that is mentioned in their values.

« Invalid or inappropriate value specified for this property can result in the system
becoming inaccessible.

* This property is set during agent installation and should be changed as
necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am policy.anFilter.port.check. map[80] = http
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See Also
= General Notes on the Agent Configuration File

< Enabling Port Check Functionality
= Port Check Enable Flag
= Port Check Content File Name

Port Check Content File Name

Property

com sun. am policy.anFilter.port.check.fil enane

Description

This property specifies the name of the file that has the necessary content needed to
handle requests that need port correction.

Valid Values
< Name of afile that exists in the | ocal e directory of the agent installation, or

= The complete path to a file that exists on the system and is readable by the
server process on which the agent is installed.

NOTE * This property does not apply if the value of the property Port Check Enable
Flag is set to false.

« The file being pointed to by the value of this property must have read
permissions for the server process on which the agent is installed.

« The file being pointed to by the value of this property must comply with the
agent requirements needed to handle invalid port requests accordingly. Please
refer to the section Enabling Port Check Functionality for further details of how
this mechanism works.

» This property is set during agent installation and should not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
SSO ONLY, URL_PQLICY, J2EE POLICY, ALL

Example

com sun. am policy.anFilter.port.check.filenane =
Cust onPor t CheckCont ent . t xt

See Also
< Discussion on Enabling Port Check Functionality

= Port Check Enable Flag
= Port Check Map

Fetch All Operation Flag

Property

com sun. am policy. anReal mal | ow. fetch. al |

Description

This property specifies if the agent should allow a fetch all operation, which may
be needed to achieve console integration of the application server with Sun ONE
Identity Server.

Valid Values
< true:indicates that fetch all operation is allowed

= fal se: indicates that fetch all operation is not allowed

NOTE * When set, the list of users and roles as defined in Sun ONE Identity Server
may become available in the application server's console.

* Since this setting can enable the application server administrator to see Sun
ONE Identity Server principals in the console, it should be used with caution.

* The default value of this setting is set during agent installation and should be
changed as necessary.
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Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLI CY, ALL

Example
com sun. am policy.amReal mallow. fetch.all = fal se

People Container Level

Property

com sun. am pol i cy. anReal m peopl econt ai ner . | evel

Description

This property specifies the people container level to be used when searching for
principals in Sun ONE ldentity Server.

Valid Values

Non-zero unsigned integer representing the People Container Level in Sun ONE
Identity Server, which may be used when searching for principals.

NOTE This property is set during agent installation and need not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLI CY, ALL

Example
com sun. am pol i cy. amReal m peopl econtai ner.level =1
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See Also
Organization DN

Organization DN

Property

com sun. am pol i cy. anReal m or gani zat i on. dn

Description

This property specifies the DN for the organization, which will be used to search
principals in Sun ONE ldentity Server.

Valid Values

String representing the organization DN for the organization for which this agent
has been installed.

NOTE This property is set during agent installation and must not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. anReal m or gani zati on. dn = dc=exanpl e, dc=com

See Also
People Container Level
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Audit Log Disposition

Property

com sun. am pol i cy. amAgent Log. di sposition

Description

This property specifies the disposition of audit log that the agent will use when
writing audit log messages.

Valid Values

The valid values for this property is any string from the following: LOCAL, REMOTE,
ALL

NOTE *  When set to LOCAL, the audit logs are kept on the local system where the
agent is installed.

*  When set to REMOTE, the audit logs are sent to the remote system where the
Sun ONE Identity Server Log Service is available.

* When setto ALL, the audit logs are kept on the local system as well as sent to
the remote system where the Sun ONE Identity Server Log Service is
available.

* Inthe event that the value is set to REMOTE and the agent is unable to send
the log message to the remote system, the log message will be written to the
local system where agent is installed.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am pol i cy. amAgent Log. di spositi on = REMOTE

See Also
= Audit Log Level

= Audit Log Local File Name
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< Audit Log Local File Rotate Flag
= Audit Log Local File Rotation Size
= Audit Log Remote File Name

Audit Log Local File Name

Property

com sun. am pol i cy. amAgent Log. | ocal . file

Description

This property specifies the file name used by the agent to capture audit logs on the
system where the agent is installed.

Valid Values

String representing the complete path name of the file to be used by agent to record
audit messages.

NOTE Please ensure that the application server process has sufficient

permissions to be able to write to this file.

= Invalid value specified for this property can result in the loss of
audit messages or can result in the system becoming
inaccessible.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_PQOLICY, J2EE_POLICY, ALL

Example
com sun. am pol i cy. amAgent Log. |l ocal .file = /var/opt/| ogs/agent.| og

See Also
< Audit Log Level
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= Audit Log Disposition

= Audit Log Local File Rotate Flag

= Audit Log Local File Rotation Size
= Audit Log Remote File Name

Audit Log Local File Rotate Flag

Property

com sun. am pol i cy. amAgent Log. | ocal . file.rotate. enable

Description

This property specifies if the file used by the agent for capturing audit messages on
the local system should be rotated or not.

Valid Values
e true: indicates that the file should be rotated

= fal se: indicates that no rotation is necessary

NOTE Default value of this property is f al se and should be changed as necessary.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE POLICY, ALL

Example
com sun. am pol i cy. amAgent Log. | ocal . file.rotate. enable = true

See Also
e Audit Log Level

= Audit Log Disposition
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< Audit Log Local File Name
= Audit Log Local File Rotation Size
= Audit Log Remote File Name

Audit Log Local File Rotation Size

Property

com sun. am pol i cy. amAgent Log. |l ocal . file.rotate. size

Description

This property specifies the size (in bytes) of the file used by the agent for capturing
audit messages on the local system, beyond which this file should be rotated. This
property does not take effect unless the value of the property Audit Log Local File
Rotation Flag is set to true.

Valid Values

Non-zero unsigned integer indicating the size in bytes to be used to evaluate when
the log file needs to be rotated.

NOTE » Default value of this property is 52428800 bytes (~ 50 MB) and should be
changed as necessary.

« This property is not used if the Audit Log Local File Rotate Flag is setto f al se

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_PQOLICY, ALL

Example
com sun. am pol i cy. amAgent Log. | ocal . file.rotate. size = 52428800

See Also
= Audit Log Level
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= Audit Log Disposition

< Audit Log Local File Name

= Audit Log Local File Rotate Flag
= Audit Log Remote File Name

Audit Log Remote File Name

Property

com sun. am pol i cy. amAgent Log. renote.file

Description

This property specifies the remote file name to be used by the agent for capturing
audit messages on the remote system where the Sun ONE ldentity Server Log
service is available.

Valid Values

A String representing the file name (without a path) that will be used by the Sun
ONE Identity Server Log service on the remote system to capture the audit
messages sent by the agent.

NOTE » If the file name specified by this property is already in use by another entity in
the Sun ONE Identity Server network environment, the audit messages sent by
this agent will be captured in the same file.

« Invalid value specified for this property can result in the audit messages being
lost by the system, which may not be available in the Local audit log file as well.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
NONE, SSO ONLY, URL_POLICY, J2EE_POLICY, ALL

Example
com sun. am pol i cy. amAgent Log. renpte.file = myAgent Log
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See Also
e Audit Log Level

= Audit Log Disposition

« Audit Log Local File Name

= Audit Log Local File Rotate Flag

< Audit Log Local File Rotation Size

Bypass Principal List

Property

com sun. am pol i cy. anmReal m bypass. aut h. pri nci pal Li st

Description

This property specifies a list of principals that are bypassed by the agent for
authentication and search purposes.

Valid Values
As set by the agent installation program. Any other value will be invalid.

NOTE » This property is only used for the BEA WebLogic Server 6.1 SP2, BEA
WebLogic Server 7.0 SP2, and BEA WebLogic Server 8.1 agents.

« Invalid or inappropriate value specified for this property can lead to the system
becoming inaccessible for some or all users.

*  This property must conform to the rules and format of LIST construct as
described in the General Notes on the Agent Configuration File section.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLICY, ALL

Example
com sun. am pol i cy. anmReal m bypass. aut h. princi pal List[0] = system
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See Also
General Notes on the Agent Configuration File

PeopleSoft User Mapping

Property

com sun. am pol i cy. anPeopl eSof t. user. mappi ng

Description

This property specifies the way PeopleSoft user is mapped to Sun ONE Identity
Server user.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

The valid value for this key can be one of the three strings: USE_DN, LDAP, or
HTTP_HEADER. Any other value will be treated as an incorrect entry and the agent
will default to USE_DN

Mode USE_DN

In this mode of user mapping, the user ID from SSO token is used as the mapping
attribute. user 1D of the Sun ONE Identity Server user should be the same as that of
the PeopleSoft user.

NOTE The following property is not used in this mode:
com sun. am pol i cy. anPeopl eSof t . user. attri but e. name

Mode LDAP

In this mode of user mapping, PeopleSoft user is set as an LDAP attribute in Sun
ONE Identity Server’s user profile. Name of the LDAP attribute should be
specified in the following property:

com sun. am pol i cy. anPeopl eSof t. user. attri but e. narme
Mode HTTP_HEADER
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In this mode, HTTP header contains the PeopleSoft user id. The name of the LDAP
attribute should be specified in the following property:

com sun. am pol i cy. anPeopl eSof t. user. attri but e. narme

Hot-Swap Enabled
No

Example
com sun. am pol i cy. anPeopl eSof t . user . nappi ng = USE_DN

See Also
User Attribute Containing PeopleSoft User

User Attribute Containing PeopleSoft User

Property

com sun. am pol i cy. amPeopl eSoft. user. attri but e. name

Description

This property specifies the name of the attribute which contains the PeopleSoft
user ID.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

In the LDAP mode of user mapping, it should be a valid LDAP attribute name and
in the HTTP_HEADER mode of user mapping, it should be the name of HTTP
Header containing PeopleSoft user ID.

NOTE Valid but inappropriate value of this property may lead to the application being
unreachable by the users.

Hot-Swap Enabled
No
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Examples
com sun. am pol i cy. anPeopl eSoft. user. attri bute. namre = enpl oyeenunber

CUSTOM HEADER

com sun. am pol i cy. anPeopl eSoft. user. attri but e. nare

See Also:
PeopleSoft User Mapping

Validate SSO Token in PeopleCode flag

Property

com sun. am pol i cy. anmPeopl eSof t. peopl ecode. val i dat e. sso

Description

This property specifies if the validation of SSO token should be done in PeopleSoft
application server for extra security.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values
t r ue: indicates that the validation will be done

f al se: indicates that no validation will be performed

NOTE The default value of this property is t r ue and should be changed as necessary.

Hot-Swap Enabled
No

Example
com sun. am pol i cy. anPeopl eSof t. peopl ecode. val i date. sso = true
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URL Decode SSO Token Flag

Property

com sun. am pol i cy. anPeopl eSof t. ssot oken. url decode

Description

This property indicates if the SSO Token needs to be URL decoded by the agent
before it is used in PeopleCode.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values
t r ue: indicates that the token should be URL Decoded.

f al se: indicates that the token should not be URL Decoded.

NOTE Valid but inappropriate value of this property may lead to the application being
unreachable by the users.

Hot-Swap Enabled
No

Example

com sun. am pol i cy. anPeopl eSof t . ssot oken. url decode = true

Authentication Module

Property

com sun. am pol i cy. anPeopl eSoft. aut h. modul e
Description

This property specifies the authentication module to be used for ensuring secure
access to the protected resources.
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NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

A string representing the name of the authentication module to be used which can
be set as the URI parameter when redirecting the user to Sun ONE Identity Server
Authentication Service.

NOTE The value of this property is set during installation and must not be changed unless
absolutely necessary.

Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anPeopl eSoft. aut h. nodul e = LDAP

Goto URL

Property

com sun. am pol i cy. anPeopl eSoft. goto. url

Description

This property indicates the destination address for users who have successfully
authenticated using the Sun ONE ldentity Server Authentication service.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

A string representing the complete and fully qualified URL of the PeopleSoft
application where the users will be directed after successful sign on.
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NOTE * The value of this property is set during installation and must not be changed
unless absolutely necessary.

* Please ensure that the value of this property is a valid entry point into the
system. Failing to do so can result in the system becoming inaccessible.

Hot-Swap Enabled
Yes

Examples

com sun. am pol i cy. anPeopl eSoft. goto. url =
ht t p: // waw. myconpany. com 8001/ servl et s/iclientservl et/ peopl esof t 8/ ?cnd=st a
rt

com sun. am pol i cy. anPeopl eSoft. goto. url =
htt p: // waww. myconpany. com 8001/ psp/ ps/ EMPLOYEE/ ERP/ h/ ?t ab=DEFAULT

com sun. am pol i cy. anPeopl eSoft. goto. url =
http: // waw. myconpany. com 8001/ psp/ ps/ EMPLOYEE/ HRVS/ h/ ?t ab=DEFAULT

Display Resource Root

Property

com sun. am pol i cy. anPeopl eSoft. di spl ay. resource. root

Description

This property specifies the directory where all the files that can be displayed to the
user are available to the agent.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

A string representing the complete path to the directory where the files that can be
displayed are kept.
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NOTE « If the value of this property is incorrect, the agent will not be able to display the
necessary content to the user and would therefore default to redirecting the
user to the Sun ONE Identity Server Authentication Service for login.

* Any file that is displayed to the user from this directory is parsed by the agent
before display and all occurrences of AUTH_LOGIN_URL are replaced by the
actual login URL. If no occurrences of this string are found, no replacement is
done.

Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anPeopl eSof t . di spl ay. resource.root = /ww/ public_htn

Default Display Resource File Name

Property

com sun. am pol i cy. anPeopl eSof t. di spl ay. resour ce. def aul t

Description

This property specifies the name of the default HTML file that the agent will
display to the user if the query parameter cnd=di spl ay is passed in the request.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.

Valid Values

A string representing the name of the HTML file that must be displayed to the user
when cnd=di spl ay is passed to the Agent Aut hent i cat or Servl et . This file should
exist in the directory specified in the D spl ay Resource Root property and
should be readable by the WebL ogic Server process.
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NOTE  If this file is not available for any reason, the Agent Aut hent i cat or Ser vl et
will default to redirecting the user to the Login URL instead.

« The Agent Aut hent i cat or Ser vl et will try to replace all occurrences of the
string AUTH_LOG N_URL with the appropriate login URL. If the contents of this
file do not have any occurrences of this string, no replacement will be done.

« If another query parameter of the form resource=name is passed, the
Agent Aut hent i cat or Ser vl et will ignore this property and instead use the
following property which specifies the Display Resource Map to determine the
file name of the file to be displayed to the user.

» This property is set during the installation and must not be replaced unless
absolutely necessary.

Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anPeopl eSof t . di spl ay. resour ce. default = display. htm

Display Resource Map

Property

com sun. am pol i cy. anPeopl eSof t . di spl ay. r esour ce. map

Description

This property specifies a map which relates various names that can be mapped to
actual HTML files in the Display Resource Root directory. When the

Agent Aut hent i cat or Ser vl et is invoked with the query parameters cnd=di spl ay
and r esour ce=name, the agent uses this map to identify the file name associated
with the passed name value.

When found, the Agent Aut hent i cat or Ser vl et will replace all occurrences of the
string AUTH_LOG N_URL in the text of this file and display the resulting text to the
end user.

NOTE This property is used only for the policy agent for PeopleSoft 8.3/8.4/8.8.
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Valid Values
Valid values must comply with the syntax of this property. See Note and Example.
The specified file name in this map must correspond to a real HTML file that exists

in the Display Resource Root directory and this file should be readable by the agent
process.

NOTE * The syntax of this property is:
com sun. am pol i cy. anPeopl eSof t . di spl ay. r esour ce. map[ name] =f
ilename, where name is the resource parameter value passed into the
Agent Aut henti cat or Servl et and filename is the actual name of the HTML
file that must be processed for display.

* Any number of such properties may be specified as long as they are valid
properties conforming to the requirements stated above.

Hot-Swap Enabled
Yes

Examples
com sun. am pol i cy. anPeopl eSof t . di spl ay. resour ce. map[ | ogout] = | ogout. htni

com sun. am pol i cy. anPeopl eSof t . di spl ay. resource. map[error] = error. htn

CDSSO Enable Flag

Property

com sun. am pol i cy. anFi | ter. cdsso. enabl ed

Description

This property specifies if Cross Domain Single Sign On (CDSSO) is enabled for this
agent. This property should be enabled if the agent resides in a DNS domain which
is different from the Sun ONE Identity Server domain.

Valid Values
= true: indicates that CDSSO has been enabled

= fal se: indicates that CDSSO has been disabled
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NOTE By default, the value of this property is set to f al se. In order to
achieve SSO when an agent is installed in a domain different from
the Sun ONE Identity Server domain, the property must be enabled.

Hot-Swap Enabled
Yes

See Also
e CDSSO Intermediate Redirect URI

e CDC Servlet URL
= CDSSO Request Cookie Name
e CDSSO Liberty Assertion Validity Clock Skew Factor

Example
com sun. am pol i cy. anFi | ter. cdsso. enabl ed = true

Applicable Modes of Operation
SSO_ONLY, URL_POLICY, J2EE_POLICY, ALL

CDC Serviet URL

Property

com sun. am pol i cy. anFi | ter. cdsso. cdcSer vl et URL[ O]

Description

This property specifies the CDC Servlet URLS to be used by the agent to redirect
incoming users without sufficient credentials to the Sun ONE Identity Server
authentication service when CDSSO is enabled.

Valid Values

A string that represents the complete URL to be used as the redirect URL in order
to send users without sufficient credentials to Sun ONE Identity Server
authentication service.
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NOTE This property is set during agent installation and must not be
changed unless absolutely necessary.

This property must conform to the rules and format of LIST
construct as described in the section General Notes on the Agent
Configuration File.

Hot-Swap Enabled
Yes

See Also
e CDSSO Enable Flag

e CDSSO Intermediate Redirect URI
e CDSSO Request Cookie Name
e CDSSO Liberty Assertion Validity Clock Skew Factor

Example

com sun. am pol i cy. anFi | ter. cdsso. cdcServl et URL[0] =
http: // waw. myconpany. com 58080/ cdcser vl et

Applicable Modes of Operation
SSO_ONLY, URL_POLICY, J2EE_POLICY, ALL

CDSSO Intermediate Redirect URI

Property

com sun. am pol i cy. anFil ter.cdsso.redirect.uri

Description

This property specifies the URI to which the CDSSO Controller will redirect the
authentication responses. A valid value must be supplied if the CDSSO is enabled.
By default, the value will be sunwCDSSCRedi rect UR! .
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Valid Values
A valid URI that belongs to the primary application on this server.

NOTE If an invalid value is specified for this property, it can result in
CDSSO not functioning and the application becoming

inaccessible.
= This property comes into effect only if CDSSO has been enabled.

= This property is set during agent installation to
sunwCDSSCRedi rect URI by default and must not be changed
unless absolutely necessary.

Hot-Swap Enabled
Yes

Example
comsun.ampol icy.anFilter.cdsso.redirect.uri = /sunwCDSSCRedi r ect URI

See Also
e CDSSO Enable Flag

= CDC Servlet URL
= CDSSO Request Cookie Name
e CDSSO Liberty Assertion Validity Clock Skew Factor

Applicable Modes of Operation
SSO_ONLY, URL_POLICY, J2EE_POLICY, ALL

CDSSO Request Cookie Name

Property

com sun. am pol i cy. anFi | t er. cdsso. cooki e. name
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Description

This property specifies the name of the cookie that will be used to keep track of the
user requested resource when CDSSO is enabled.

Valid Values

A string that represents the name of the cookie to be issued by the agent in order to
keep track of the user requested resource when CDSSO is enabled.

NOTE This property is set during agent installation and need not be
changed unless absolutely necessary.

Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anFi | t er. cdsso. cooki e. name = anfi | t er CDSSCRequest

See Also
e CDSSO Enable Flag

= CDC Servlet URL
= CDSSO Intermediate Redirect URI
e CDSSO Liberty Assertion Validity Clock Skew Factor

Applicable Modes of Operation
SSO_ONLY, URL_POLICY, J2EE_POLICY, ALL

CDSSO Liberty Assertion Validity Clock Skew
Factor

Property
com sun. am pol i cy. anFi | ter. cdsso. cl ock. skew
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Description

This property specifies a skew factor (time in seconds) to be used by the agent to
determine the validity of the CDSSO AuthnResponse assertion. This property
provides a means to avoid request denials caused by expired assertions, which are
related to network latency.

Valid Values

Unsigned integer value, including 0, which indicates the amount of time in seconds
that will be used by the agent to create an interval window based on the system
time of the agents’ host machine for validating the assertions.

NOTE e This property is set during agent installation and can be modified to
accommodate the network latency of the host system.

» This property comes into effect only if CDSSO has been enabled.

Hot-Swap Enabled
Yes

See Also
e CDSSO Enable Flag

e CDC Servlet URL
e CDSSO Intermediate Redirect URI
e CDSSO Request Cookie Name

Example
com sun. am pol i cy. anfi | ter. cdsso. cl ock. skew = 90

Applicable Modes of Operation
SSO_ONLY, URL_POLICY, J2EE_POLICY, ALL

Login Form Error List

Property

comsun.ampolicy.anFilter.login. errorlList
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Description

This property specifies the list of URIs that represent the f or m err or - page as
specified in the f or m | ogi n- confi g elements of the protected application’s
deployment descriptors (web. xni ) along with the context path of the deployed
application. This property is used by the agent to intercept error page requests and
take appropriate action.

Valid Values
= Values of this property must comply with the syntax of this property.

= Values should be as specified in the f or m er r or - page element of web. xm of the
deployed application along with the context path of the application.

NOTE « This property is applicable only to the agents for Oracle 9iIAS R2, Oracle 10g
and Tomcat Server 4.1.27.

» This property must conform to the rules and format of LIST construct as
described in the section General Notes on the Agent Configuration File.

« The value of f or m error - page in web. xm of deployed application is only a
part URI, which must be preceded with the context path of the application. For
instance, if the application context path is /Portal and the value of
form error- page is /jsp/error.jsp, then the actual value for this configuration
becomes /Portal/jsp/error.jsp.

« Failure to set this property correctly can lead to the malfunctioning of the agent
resulting in the application or portions thereof becoming inaccessible.

Hot-Swap Enabled
Yes

Examples
comsun.ampolicy.anFilter.login.errorList[0]

| Portal/ jsp/ error.jsp

com sun.am policy.anFilter.login.errorList[1] = /BankApp/ LoginError.html

See Also
= Agent Filter Mode

e J2EE Authentication Handler
= J2EE Logout Handler

= Form Login Use Internal Flag
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< Form Login Content File Name
= Preserve Referer for Form Login Flag

= Default Referer Map for Form Login

Applicable Modes of Operation
J2EE_POLICY, ALL

Agent Operation Mode Map

Property

com sun. am pol i cy. anfFi | t er. node. map

Description

This property allows the agent filter to be configured for different modes of
operation for different deployed applications. The value of operation mode
specified for a given application in this map takes precedence over the agent
operation mode.

Valid Values

An appropriate agent operation mode for a given application protected by this
agent.
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NOTE

This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

This property is set during agent installation, if needed, and should not be
changed unless absolutely necessary.

The names used in this map are context path names of the application without
the leading '/’ character.

The values specified in this map can be any valid operation modes of the
agent. For details on various operation modes, please refer to the section
Agent Filter Modes.

This property takes precedence over the agent operation mode specified by
the property com sun. am pol i cy. anfi | t er. node.

For applications that are not explicitly added to this map, the operation mode is
determined by the property com sun. am pol i cy. anfi | t er. node.

This property is applicable only to the agents for Oracle 9iAS R2, Oracle 10g
and Tomcat Server 4.1.27.

Hot-Swap Enabled

No

See Also

« Agent Filter Mode

e J2EE Authentication Handler

= J2EE Logout Handler

= Login Form List

= Form Login Use Internal Flag

e Form Login Content File Name

« Preserve Referer for Form Login Flag

Examples

com sun. am pol i cy. anFi | t er. node. map[ Portal ]| =J2EE_PCLI CY

com sun. am pol i cy. anFi | t er. mode. nap[ BankApp] =ALL

Applicable Modes of Operation
J2EE_POLICY, ALL
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Enable Filtered Roles

Property

comsun. am pol i cy. anReal mfiltered.rol es. enabl e

Description

This property specifies if the agent should enable the use of filtered roles when
evaluating role-to-principal mappings. By default, the agent uses static roles as
defined in Sun ONE Identity Server. This behavior can be changed by setting the
value of this property as t r ue. When set to t r ue, the agent will use both the static
as well as the filtered roles to evaluate role-to-principal mappings.

Valid Values

t r ue: indicates that the agent will use filtered roles for evaluating role-to-principal
mappings.

f al se: indicates that the agent will not use filtered roles for evaluating
role-to-principal mappings.

NOTE « The value of this property is set during agent installation and may be changed
as necessary.

» Itis recommended that if the application does not rely on the use of filtered
roles to achieve role-to-principal mapping, the value of this property should be
settof al se.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_POLICY, ALL

Example
comsun.am policy.anReal mfiltered.rol es. enable = true
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SAP User Mapping

Property

com sun. am pol i cy. anBAP. user . mappi ng

Description

This property specifies the way an SAP Enterprise Portal user is mapped to an
Identity Server user.

Valid Values

The valid value for this key can be one of the following three strings: USE_DN,
LDAP, and HTTP_HEADER. Any other value will be treated as invalid and the
agent will default to USE_DN.

Mode USE_DN

In this mode, the user ID from SSO token is used as the mapping attribute. User ID
of the Identity Server user should be same as that of the SAP user. Note that in this
mode, the property com sun. am pol i cy. anSAP. user . att ri but e. nane is not used.

Mode LDAP

In this mode, the SAP user name is set as an LDAP attribute in Identity Server’s
user profile. Name of the LDAP attribute should be specified in the property
com sun. am pol i cy. anBAP. user. attri but e. nane.

Mode HTTP_HEADER

In this mode, the HTTP header contains the SAP user name. Name of the HTTP
header should be specified in the property
com sun. am pol i cy. anBAP. user. attri but e. nane.

NOTE e When the mapping is set to HTTP_HEADER, the supplied HTTP_HEADER
value must be provided with the incoming request. Headers injected by the
agent itself may not be used as valid mapping configuration setting.

e This property is set to USE_DN during agent installation and should be
changed as necessary.

» This property is used only for the policy agent for SAP Enterprise Portal 6.0
SP2.
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Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anBAP. user . mappi ng = USE_DN

See Also
User Attribute Containing SAP User-ID

User Attribute Containing SAP User-1D

Property

com sun. am pol i cy. anBAP. user. attri but e. nane

Description

This property specifies the name of the attribute that contains the SAP user-id.
Depending on the mode in which the agent enforces user mapping, this name
could refer to an LDAP Attribute or to a HTTP Header field name.

Valid Values

In the LDAP mode of user mapping, the value should be a valid LDAP attribute
name and in the HTTP_HEADER mode of user mapping, it should be the name of
the HTTP Header that contains the SAP user-id.

NOTE » Valid but inappropriate value of this property may lead to the application being
unreachable by the users.

» This property is set to the value enpl oyeenunber during agent installation
and should be changed as necessary.

« This property is used only by the policy agent for SAP Enterprise Portal 6.0
SP2.

Hot-Swap Enabled
No
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Examples
com sun. am pol i cy. anBAP. user. attri but e. nane = enpl oyeenunber

CUSTOM HEADER

com sun. am pol i cy. anBAP. user. attri but e. nane

See Also
SAP User Mapping

Logon Frontend Tracking Cookie Name

Property

com sun. am pol i cy. anBAP. | f e. cooki e. nane

Description

This property specifies the name of the cookie used by the agent logon frontend
component to track the user session. This component is used within the iView
Runtime Environment of SAP Enterprise Portal for processing login requests.

Valid Values

A string that represents the name of the cookie to be issued by the agent in order to
track the user session and synchronize it with the Identity Server session.

NOTE » This property is set during agent installation and must not be changed unless
absolutely necessary.

» This property is used only by the agent for SAP Enterprise Portal 6.0 SP2.

Hot-Swap Enabled
Yes

Example
com sun. am pol i cy. anBAP. | f e. cooki e. nane = anlLFEParam
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Goto URL

Property

com sun. am pol i cy. anBAP. got o. ur|

Description

This property specifies the destination URL for users who have successfully
authenticated using the Sun ONE ldentity Server authentication service. However,
this property is only used when the users that have been allowed access to the SAP
Enterprise Portal click the SAP Enterprise Portal’s Logout link or button.

Valid Values

A string representing the complete and fully qualified URL of the destination
where the users will be sent after successful logon.

NOTE * The value of this property is set during installation and should not be changed
unless absolutely necessary.

* The value of this property must be set to a valid entry point into the system.
Failing to do so can result in the system becoming inaccessible.

» This property is used when a user clicks the logout link or button in SAP
Enterprise Portal environment that is protected by the agent. It is not used to
direct incoming users that have not yet established an SAP Enterprise Portal
session.

* This property is specific to the agent for SAP Enterprise Portal 6.0 SP2.

Hot-Swap Enabled
Yes

Example

com sun. am pol i cy. anBAP. goto. url =
htt p: // www. mycompany. com 50000/ i rj /i ndex. ht m

Error Content File Name

Property

com sun. am pol i cy. anBAP. error. fil enanme
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Description

This property specifies the name of the file that has the necessary content needed to
handle error situations. When an error is encountered while evaluating the request,
the agent displays the contents of this file after substituting the appropriate logout
link in it.

Valid Values

Name of a file that exists in the Agent_install_dir/ | ocal e directory or the complete
path to a file that exists on the system and is readable by the server process on
which the agent is installed.

NOTE * The file being pointed to by this property must have read permissions for the
server process on which the agent is installed.

» Ifthe contents of this file are modified or if this property is set to point to another
file instead of the one provided by the agent, it must have the string
am sap. | ogout . url specified appropriately. This string is replaced by the
agent with the actual logout URL before the contents of this file are displayed to
the end user.

» This property is set during agent installation and should not be changed unless
absolutely necessary.

* This property is specific to the agent for SAP Enterprise Portal 6.0 SP2.

Hot-Swap Enabled
Yes

Example

com sun. am pol i cy. anBAP. error. fil ename = CQustonErrorContent. txt

User Mapping

Property

com sun. am pol i cy. user. mappi ng
Description

This property specifies the way a local user is mapped to an Identity Server user. Local
user refers to the way the user isidentified by the platform on which the agent is running.
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Valid Values

The valid value for this key can be one of the following three strings: USE DN, LDAP,
or HTTP_HEADER. Any other value will be treated as invalid and the agent will
default to USE_DN.

Mode USE_DN

In this mode, the user ID from the SSO token is used as the mapping attribute. The
user ID of the Identity Server user should be the same as that of the local user. Note
that in this mode, the following property is not used:

com sun. am pol i cy. user. attribute. name

Mode LDAP

In this mode, the local user name is set as an LDAP attribute in Identity Server’s
user profile. The name of the LDAP attribute should be specified in the following property:

com sun. am pol i cy. user. attribute. nane.

CAUTION Ensure that the LDAP attribute contains one and only one value.
Multiple values or a null value for the LDAP attribute are
unrecognizable by the agent, which causes the agent to function
improperly

Mode HTTP_HEADER

In this mode, the HTTP header contains the local user name. The name of the HTTP
header should be specified in the following property:

com sun. am pol i cy. user. attribute. nane.

CAUTION Ensure that the HTTP_HEADER attribute contains one and only one
value. Multiple values or a null value for the HTTP_HEADER
attribute are unrecognizable by the agent, which causes the agent to
function improperly

NOTE *  When the mapping is set to HTTP_HEADER  the supplied HTTP header value
must be provided with the incoming request. Headers injected by the agent
itself can not be used as valid mapping configuration settings.

« This property is set to USE_DNduring agent installation and should be changed
as necessary.
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Hot-Swap Enabled
Yes

Applicable Modes of Operation:
SSO LY, URL_PQLI CY, J2EE_PQLI CY, ALL

Example
com sun. am pol i cy. user. mappi ng = USE_DN

See Also
User Attribute Containing Agent User

User Mapping Mode

Property
com sun. am pol i cy. user. nappi ng. node

Description

This property specifies the mode through which the portal user is mapped to
Identity Server user.

Valid Values

The valid value for this key can be one of the three strings: USE_DN, LDAP, or
HTTP_HEADER

NOTE Valid but inappropriate values for this property could lead to the

application being unreachable by users.

Mode USE_DN

In this mode of user mapping, the user ID from the SSO token is used as the
mapping attribute. The user ID of the Identity Server user should be the same as
that of the WebLogic 8.1 SP2/SP3 Server/Portal user. By default the agent is
running in USE_DN mode.
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Mode LDAP

In this mode of user mapping, WebLogic 8.1 SP2/SP3 Server/Portal user is set as
an LDAP attribute in Identity Server’s user profile. The name of the LDAP attribute
should be specified in the following property:

com sun. am pol i cy. user. attribute. name

Mode HTTP_HEADER

In this mode, the HTTP header contains the WebLogic 8.1 SP2/SP3 Server/Portal
user ID. The name of the LDAP attribute should be specified in the following

property:

com sun. am pol i cy. user. attribute. name

Hot-Swap Enabled
Yes

Applicable Modes of Operation:
SSO ONLY, URL_PQLI CY, J2EE_PQLI CY, ALL

Example
com sun. am pol i cy. user. mappi ng = USE_DN

See Also
User Attribute Containing Agent User

User Attribute Containing Agent User

Property

com sun. am pol i cy. user. attribute. name

Description
This property specifies the name of the attribute which contains the user ID.
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Valid Values

In the LDAP mode of user mapping, a valid LDAP attribute name should be used.
In the HTTP header mode of user mapping, the name of the HTTP header
containing the user ID should be used.

NOTE » Valid but inappropriate value of this property may lead to the application being
unreachable by the users.

+ This property is set to enpl oyeenunber during agent installation. For
example:
com sun. am pol i cy. user. attri bute. nane = enpl oyeenunber

If necessary, change the setting to another value.

NOTE A valid but inappropriate value of this property may lead to the application being
unreachable by users.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
SSO O\LY, URL_PQLI CY, J2EE_PCLI CY, ALL

Examples
com sun. am pol i cy. user. attribute. nane = enpl oyeenunber

CUSTOM HEADER

com sun. am pol i cy. user. attribute. name

See Also
= User Mapping Mode

= User Mapping

Logout Parameter Map

Property

com sun. am pol i cy. anFi | ter. | ogout.request. param nap
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Description

This property specifies the application specific logout parameter value used by the
agent to detect the need to invalidate the Application Server and Identity Server
user. The logout parameter will be first searched in the HTTP request body
depending on the value of the following parameter:

HTTP Request Body Introspect Flag
com.sun.am.policy.amFilter.logout.introspect.request.enable

Valid Values

If the value of this property is set to false, the Logout parameter will be searched in
the HTTP request URI query string only. By default the
i ntrospect. request . enabl e property is set to true.

NOTE e This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading '/ ' character.

» - Either the presence of an entry in Logout Parameter Map or the presence of
an entry in Logout URI Map will trigger the need to invalidate the user.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_PQLI CY, ALL

Example

If the agent is trying to protect a portal application with the context URI of

/ por t aApp and the logout event for / por t al App adds a request parameter | ogout in
the HTTP request, the Administrator needs to create the following entry for Logout
Parameter Map:

com sun. am pol i cy. anFil ter. | ogout.request. param nmap[ port aApp] =l ogout

See Also
= Logout URI Map

< HTTP Request Body Introspect Flag
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= Application Local Logout Handler Map

Logout URI Map

Property

com sun. am pol i cy. anFilter.|ogout.uri.map

Description

This property specifies the application specific logout URI value used by the agent
to detect the need to destroy/invalidate the Application Server and ldentity Server
sessions. If the request URI matches the logout URI specified in the map, the agent
will proceed to invalidate the Application Server and Identity Server sessions.

Valid Values
A string that represents a valid URI.

NOTE *  This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading '/ ’ character.

« Either the presence of an entry in Logout URI Map or the presence of an entry
in Logout Parameter Map will trigger the need to invalidate the user.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_PQLICY, ALL

Example

com sun.am pol i cy.anFilter.| ogout.uri.map[ portal App] =/ portal App/| ogout URL.
ht m

See Also
Logout Parameter Map
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Application Authentication Handler Map

Property

com sun. am pol i cy. anFi | t er. mapped. aut hent i cat i on. handl er

Description

This property specifies the application specific local authentication handler used
by the agent to validate the user credentials with the application container. All
applications protected by the agent can have an authentication handler.

If a specific application has an authentication handler; it will be loaded by the
agent. If the agent fails to load the handler for an application that has an
authentication handler specified in the map, the agent can malfunction, resulting in
the application or portions thereof becoming inaccessible. If the application does
not have an authentication handler specified in the map, then user credentials will
be validated using the default authentication handler specified in the following

property:

J2EE Authentication Handler
com sun. am pol i cy. anFil ter. | 2ee. aut h. handl er

Valid Values
A valid local authentication handler class.

NOTE * The value of this property is set during installation and should not be changed
unless absolutely necessary.

* This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading ‘/ * character.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE _PQLICY, ALL
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Example

com sun. am pol i cy. anFi | t er. mapped. aut henti cati on. handl er[ Port al App] =
Aut hent i cat i onHandl er d assFor Port al

com sun. am pol i cy. anFi | t er. mapped. aut hent i cati on. handl er [ BankApp] =
Aut hent i cat i onHandl er A assFor Bank

See Also
J2EE Authentication Handler

Verification Handler Map

Property
com sun. am pol i cy. anReal m veri fication. handl er. map

Description

This property specifies the application specific local verification handler used by
the agent to validate the user credentials with the local repository. All applications
protected by the agent can have a verification handler. If a specific application has
a verification handler, it is loaded by the agent. If the agent fails to load the handler
for an application that has a verification handler specified in the map, the agent can
malfunction, resulting in the application or portions thereof becoming inaccessible.
If the application does not have a verification handler specified in the map, no
verification process for the user ID is invoked.

Valid Values
A valid local verification handler class.

NOTE e This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading */ ’ character.

Hot-Swap Enabled
Yes
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Applicable Modes of Operation
J2EE_PQLI CY, ALL

Example

com sun. am pol i cy. anReal m verification. handl er. map[ Port al App] =
Veri ficationHandl er d assFor Port al App

Global Verification Handler

Property

com sun. am pol i cy. anReal m veri fication. handl er

Description

This property specifies the global or default verification handler used by the agent
to validate the user credentials with the local repository. All applications protected
by the agent will use this handler if a match for a local verification handler is not
found.

Valid Values
A valid global verification handler class.

NOTE This property should not be changed after installation.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_PQLI CY, ALL

See Also:
Verification Handler Map
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HTTP Request Body Introspect Flag

Property

comsun.am pol i cy.anFilter.|ogout.introspect.request.enable

Description

This property indicates whether or not the Logout parameter specified for the
application in the following property for the application URI can be searched in the
HTTP request body:

Logout Parameter Map
com.sun.am.policy.amFilter.logout.request.param.map

Valid Values

A value of true indicates that the HTTP request can be searched for the Logout
parameter while a value of false indicates that the HTTP request cannot be searched
for the Logout parameter.

NOTE This property should not be changed after installation.

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE _POLICY, ALL

Example
comsun.ampol i cy.anFilter.| ogout.introspect.request.enable = fal se

See Also:
= Logout URI Map

= Application Local Logout Handler Map
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Application Local Logout Handler Map

Property

com sun. am pol i cy. anFil ter. | ogout. application. handl er. map

Description

This property specifies the application specific Local Logout Handler parameter
used by the agent to invalidate the HTTP session in the Application server. All
applications protected by the agent can have a Local Logout Handler. If a specific
application has a Local Logout Handler, it will be loaded by the agent. If the agent
fails to load the application specific Local Logout Handler, the agent can
malfunction, resulting in the application or portions thereof becoming inaccessible.

Valid Values

NOTE * The value of this property is set during installation and should not be changed
unless absolutely necessary.

*  This property must conform to the rules and format of MAP construct as
described in “Map Constructs in the Configuration File” on page 155.

* The names used in this map are context path names of the application without
the leading */ ’ character

Hot-Swap Enabled
Yes

Applicable Modes of Operation
J2EE_PQLI CY, ALL

Example

comsun. am pol i cy. anFil ter. | ogout. application. handl er. map[ sanpl eApp] =
Local Logout Handl er For Sanpl eApp

See Also:
= Logout URI Map

= Logout Parameter Map
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Tools and APIs

J2EE Policy Agents provide tools and APIs that can be used to better manage your
system and create security-aware applications.

This chapter describes the tools as well as APls provided by the agents. Topics in
this chapter include:

< Agent Tools
= Agent APIs

Agent Tools

The agent tools allow you to encrypt plain text strings, which may be required
when changing various passwords and also allow you to configure the agent for
new application server instances where supported.

The agent tools can be used by invoking the tool script provided by the agent. This
script is located in the directory bi n directory of agent installation. On Solaris,
HP-UX and AIX platforms, this script is called agent adm n and on Windows
platform it is called agent admi n. bat .

When invoked at a shell prompt from the bi n directory of the agent installation,
this script displays the usage of the tools as follows:

# ./agentadm n

Usage: agentadnmin -option <argunents> [-debug],
where option => [encrypt | configure | unconfigure]
Exanpl e: agentadnmin -encrypt <plain text>

Exanpl e: agentadmi n -configure -debug

Exanpl e: agentadmi n -unconfigure -debug
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On Windows platform, this command can be invoked as follows:
C.\Sun\ldentityServer\j2ee_agents\bin> agent adni n
Usage: agentadmin -option <argunents> [-debug],

where option => [encrypt | configure | unconfigure]
Exanpl e: agentadnmin -encrypt <plain text>

Exanpl e: agentadni n -configure -debug

Exanpl e: agentadmi n -unconfigure -debug

Currently the tools support the following functionality: encryption, configuration
and unconfiguration.

NOTE The configure and unconfigure options of the agent tools script are not supported
for IBM WebSphere Application Server 5.0/5.1 agent. In order to manually
configure a new instance of IBM WebSphere Application Server 5.0/5.1, you can
refer to the steps described in the section “Agent for IBM WebSphere Application
Server 5.0/5.1 Instance” on page 280 and to unconfigure an instance, refer to the
section Agent for IBM WebSphere Application Server 5.0/5.1 Instance.

Using Tools to Encrypt Strings

In order to encrypt a string, simply invoke the agent tools with the - encr ypt
option as shown here and provide the necessary string that needs to be encrypted.
The agent tools will then display the text of the encrypted string.

#./agentadnmin -encrypt <string to encrypt>
Encrypted Val ue => <encrypted val ue of the string>
On Windows platform, use the following command:

C:\Sun\ldentityServer\j2ee_agents\bin> agentadni n -encrypt <string
to encrypt>

Encrypted Val ue => <encrypted val ue of the string>
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Configuring the Agent for an Application Server
Instance

Once you have installed a policy agent for a particular application server, the agent
installation program will not allow you to install the same agent again unless the
previous installation has been completely removed from your system. In order to
overcome this limitation, you may use the agent tools to configure the agent for
another application server instance.

NOTE * The configure and unconfigure options of the agent tool are not supported for
IBM WebSphere Application Server 5.0/5.1 agent. In order to manually
configure the agent for a new instance of IBM WebSphere Application Server
5.0/5.1, you can refer to the steps described in the section Agent for IBM
WebSphere Application Server 5.0/5.1 Instance and to unconfigure an
instance, refer to the section Agent for IBM WebSphere Application Server
5.0/5.1 Instance.

« For every application deployed on any instance of the application server that is
protected by the agent, you must ensure that the agent filter has been added
and appropriate changes to the deployment descriptors have been made to
enable web-tier declarative security as needed. Refer to the section on
Enabling Web-Tier Declarative Security for further details.

The following steps describe how the agent can be configured for a new instance of
an application server using the agent tools.

These steps are divided into some common steps that apply to all the agents,
followed by steps specific to an agent. After performing the steps outlined in the
following section Common Configuration Steps, you may jump to the section
relevant to the agent you want to configure.

NOTE At any time when using the agent tools to configure a new server instance, you
may select the default value shown in brackets [ ] by pressing the Ent er key at
the prompt.

Common Configuration Steps

The following steps are common to all the agents. After you have completed these
steps, you must perform the configuration tasks specific to your agent, which are
covered in the next sections.

NOTE If you are configuring the agent for a server instance of Macromedia JRun 4, you
must first stop the instance and then start the configuration.
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1. From the bi n directory of the agent installation, invoke the agent tool script as
follows:

#./agentadnin -configure
On Windows platform, use this command:
agent_install_din\ I dent i t yServer\j 2ee_agent s\ bi n> agentadm n -configure

2. At the following prompt, enter the protocol for the application server instance
being configured.

Server Instance Preferred Protocol ('http' or '"https') [http]?:

3. At the following prompt, enter the port for the application server instance
being configured.

Server Instance listening port [80]7:

4. Atthe following prompt, enter the context path for the primary application
deployed on this instance of application server.

Primary Application Context Path [/]?:

5. Enter the value for access denied URI that will be used by the agent for this
instance of application server to blocking unauthorized requests.

Access Denied URI []7:

You may leave this value empty, in which case the agent will use the HTTP
status code 403 to respond to unauthorized access requests.

6. Enter the value for agent operation mode from the valid set of choices as
displayed by the agent tools:

Agent instance Filter Mode (' NONE', 'SSO ONLY', 'URL_POLICY',
"J2EE_POLICY', "ALL') [ALL]?:

NOTE When the agent is configured for a new instance of the application server, the
agent tools use the same user name and group name as specified during the
actual installation to set the appropriate permissions for the debug and
configuration directories. If this is not applicable, you must manually reset these
permissions to the appropriate owner of the new application server instance
process.

The information you have entered so far has been common to agents for all
application servers that support the configure option. However, the next set of
information is specific to each type of application server agent. Please jump to the
relevant section to continue with the application server instance configuration.
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Agent for Sun ONE Application Server 7.0

Agents for BEA WebLogic Server (All Versions)

Agent for IBM WebSphere Application Server 5.0/5.1 Instance

Agent for PeopleSoft 8.3/8.4/8.8

Agent for Apache Tomcat Server 4.1.27

Agent for Macromedia JRun 4

Agents for Oracle 9iAS R2 and Oracle 10g

Agent for SAP Enterprise Portal 6.0 SP2

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1

Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

After you have completed the steps outlined in the Common Configuration Steps
section, the agent tool will prompt you for information specific to the Sun ONE
Application Server 7.0 instance that is being configured. Follow these steps:

1.

At the following prompt, enter the location of the config directory for the
application server instance that is being configured:

Enter the Sun ONE Application Server instance config Directory?:

At the following prompt, enter the port number where Sun ONE Application
Server Administration Server is available. Make sure that the administration
server is running when doing this configuration:

Enter Sun ONE Application Server Administrative Server port
[4848] 2:

At the following prompt, enter the user name for the Administrator of Sun
ONE Application Server.

Enter Sun ONE Application Server Adnministrative User Name
[adm n] ?:

At the following prompt, enter the password for the Administrator of Sun
ONE Application Server:

Enter Sun ONE Application Server Administrative User Password?:

At the following prompt, re-enter the password for the Administrator of Sun
ONE Application Server:
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Reenter Sun ONE Application Server Adm nistrative User Password?:

If the information entered is valid, the agent tools configure the Application
Server instance. On completion of this task, prior to the program exiting, the
tools display the following message indicating status:

Agent Configured Successfully for Application Server |nstance.

Agents for BEA WebLogic Server (All Versions)
This section addresses the configuration of agents for any of the following:

= BEA WebLogic Server 6.1 SP2,
= BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
< BEA WebLogic 8.1 SP2/SP3 Server/Portal

The agent tools will prompt you for information specific to the WebLogic server
instance after you have completed the steps outlined in the Common
Configuration Steps section.

At the following prompt, enter the location of the startup script that is used to
launch this instance of WebLogic Server or Portal:

Enter the location of WbLogic Server Startup Script?:

If the information entered is valid, the agent tools proceed to configure the instance
of the application server. When the configuration is complete, the tools display a
message indicating the status of the task. The program then exits and this message
is displayed:

Agent Configured Successfully for Application Server Instance.

NOTE If the BEA WebLogic Server instance that has been configured is outside the
domain in which the agent was installed, you must complete the post-installation
tasks for the respective server instance as mentioned in the Post-Installation Tasks
section in Chapter 2, Installing the Agent.

Agent for IBM WebSphere Application Server 5.0/5.1 Instance

The agent tools do not support the conf i gur e option for IBM WebSphere
Application Server 5.0/5.1 instances. However, the following list of steps allow
you to manually configure an agent for a new instance of the application server:
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Create a new directory for storing the agent configuration for the new instance
of the application server under the agent configuration root directory. On
Solaris platform, the agent configuration root directory is in the path

/ et c/ opt / SUNVANT j 2ee_agent s/ am was50_agent / confi g. On other
platforms, this directory is under

Agent_Install_Dir/ | dent i t yServer/j 2ee_agent s/ confi g directory. Make sure
that this is a unique directory that will not be used by any other instance of the
application server other than the one being configured.

The rest of the steps will refer to this directory as the new configuration
directory.

Under the new configuration directory, create a directory called uns for storing
Sun ONE Identity Server’s Directory server configuration file
serverconfig. xm .

From the configuration directory of the previously installed agent, copy the
files AMAgent . properti es and SSOConfi g. properti es to the new
configuration directory.

From the directory conf i g/ uns of the previously installed agent, copy the
serverconfig. xm file to the uns directory created under the new
configuration directory.

Create a new directory for storing the agent audit and debug logs for the new
instance of the application server under the agent log root directory. On Solaris
platform, the agent log root directory is in the path

/var/ opt/ SU\Van j 2ee_agent s/ am was50_agent . On other platforms, this
directory is under Agent_Install_dir/ | denti tyServer/j2ee_agents/| ogs
directory. Make sure that this is a unique directory that will not be used by any
other instance of the application server other than the one being configured.
The rest of the steps will refer to this directory as the new log directory.

Under the new log directory, create two directories named audi t and debug.

Using the IBM WebSphere Application Server 5.0/5.1 Administrative Console,
create a new instance of the application server as a clone of the instance for
which the agent has been already installed. To do this, go to Servers and then
Application Servers and click the New button. Now select the Existing
application server radio button, enter a name for the new server instance and
click Next.

Once the new server instance has been created, navigate to Advance Java
virtual machine setting page for the new Server instance by following the links
as Application Servers > <new server name> > Process Definition > Java
Virtual Machine.
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10.

11.

12.

13.

On this form, under the classpath properties, modify the classpath entry that
points to the old instance’s config directory and replace it with the new config
directory created in step 1.

On the same form, under the Generic JVM Arguments, modify the existing
arguments and replace the value of the parameter

-Dcom i pl anet . cor eservi ces. confi gpat h with the complete path to the
ums directory created under the new config directory in step 2. Also, replace
the value of the parameter - j ava. uti | . | oggi ng. config. fil e with the
complete path to the new AVAgent . properti es file created in step 3.

Save your changes in the IBM WebSphere Application Server 5.0/5.1
Administration console.

Before restarting the server, modify the AMAgent . properti es file created
under the new config directory and set the values for the following properties:

com sun. am pol i cy. anFil ter. port.check. map

Set the port and protocol used by this instance of the application server.

com sun. am pol i cy. amAgent Log. |l ocal . file

Set the path of a file that will reside in the audit directory created under the
new log directory in step 6.

com i pl anet. services. debug. di rectory

Set the path of the debug directory created under the new log directory in step
6.

comiplanet.amnotification.url

Set the notification URL with the appropriate port and protocol and make sure
that the URI for this begins with the context path of the primary application
that will be deployed on this instance.

comsun.identity.agents.notification.url

Set the notification URL with the appropriate port and protocol and make sure
that the URI for this begins with the context path of the primary application
that will be deployed on this instance.

Refer to the section on AMAgent.properties Reference for details regarding
these property keys.

Restart the WebSphere Application Server instance.
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Agent for PeopleSoft 8.3/8.4/8.8

If you are configuring the agent for PeopleSoft 8.3/8.4/8.8, the agent tools will
prompt you for information specific to the PeopleSoft application server instance
after you have completed the steps outlined in the Common Configuration Steps
section. Follow these steps:

1. At the following prompt, enter the PeopleSoft application version on which
you are going to configure the agent.

Enter the Peopl eSoft application version (8.3 or 8.4 or
'8.8) [8.3] 2:

2. At this prompt, enter the mode in which you want to deploy the agent.

Enter one of the Agent Depl oynent options (’redeploy or
" proxy’) [ redepl oy] ?:

3. At this prompt, type t r ue if you have PeopleSoft Application Server installed
locally. Else, type f al se.

Peopl eSoft Application Server installed locally ("true’ or
"fal se’) [true] 2:

4. At this prompt, type t r ue if you have BEA WebLogic Server installed locally.
Else, type f al se.

WebLogi c Server installed locally ("true’ or 'false’)
[true] ?:

5. At this prompt, enter the full path to the directory where the PeopleSoft
Application Server is installed. For example, PS_HOME/ appser v

Ent er Peopl eSoft AppServer Directory
[/ export/ hone/ psft/appserv] ?:

6. At this prompt, enter the PeopleSoft domain that this agent will protect. For
example, HDMD,

Ent er Peopl eSoft Domai n Nane [HDMO 2:

7. At this prompt, enter the full path to the WebLogic instance directory. For
example, PS_HOME/ webl ogi ¢/ myser ver or
BEA_HOME/ W server 6. 1/ confi g/ peopl esof t

Enter WebLogi c instance Directory
[/ export/hone/ psft/webl ogi c/ nyserver] ?:

8. At this prompt, enter the system user ID used to install PeopleSoft software.
For example, psft

Enter Peopl eSoft user |ID [ psft] ?:
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10.

11.

12.

13.

14.

15.

16.

17.

At this prompt, enter the primary group of the PeopleSoft user. For example,
Sys

Ent er Peopl eSoft user’s prinmary group [ ot her] ?:

At this prompt, enter the complete path to the directory containing the JRE
used by the application server.

Enter Directory containing JRE used by Peopl eSoft ?:

At this prompt, enter t r ue if the Sun JCE provider needs to be installed on the
JDK. Else, enter f al se.

Install JCE for this ("true’ or 'false’) [true] ?:

At this prompt, enter t r ue if the Sun JSSE provider needs to be installed on
the JDK. Else, enter f al se.

Install JSSE for this ("true’ or 'false') [true] ?:

At this prompt, enter the generic PeopleSoft user ID that the web server uses to
identify itself to the application server. For example, DEFAULT_USER.

Enter Peopl eSoft DEFAULT_USER [ DEFAULT_USER] ?:

At this prompt, enter the PeopleSoft DEFAULT_USER password assigned
while creating the DEFAULT_USER.

Ent er Peopl eSoft DEFAULT_USER Passwor d?:
At this prompt, reenter the PeopleSoft DEFAULT_USER password.
Re- ent er Passwor d?:

At this prompt, enter the name of the PIA site, as given during PeopleSoft
installation. For example, peopl esof t 8.

Enter Nane of the PIA Site?:

At this prompt, enter the name of the PIA web application as given during
PeopleSoft installation. For example, PORTAL.

Narme of the PIA web application ?:

If the information entered is valid, the agent tools will now proceed to
configure the instance of the application server. Once this is completed, the
tools will display a message indicating the status of the task and the program
will exit:

Agent Configured Successfully for Application Server I|nstance.

284  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide ¢ September 2004



Agent Tools

Agent for Apache Tomcat Server 4.1.27

After you have completed the steps outlined in the section Common Configuration
Steps, the agent tools will prompt you for information specific to the Tomcat Server
instance that is being configured.

1. At the following prompt, enter the location of the configuration directory of
the Tomcat Server instance that is being configured:

Enter conplete path to the configuration directory of the Tontat Server
I nstance?:

2. Atthe following prompt, enter t r ue if you want to install the agent filter in the
global deployment descriptor (web. xn ). If however, you want to add the filter
individually to the application deployment descriptors, enter f al se.

Filter installed in global web.xm (’true’ or 'false)?:

If the information entered is valid, the agent tools will now proceed to
configure the instance of the Tomcat Server. Once this operation is completed,
the agent tools will display a message indicating the status of the task and the
program will exit:

Agent Configured Successfully for Application Server |nstance.

NOTE Automatic reconfiguration of the web applications adm n and nanager to work
with the agent is not supported on any Tomcat Server instance other than the
default. The default instance is the first Tomcat Server instance configured after the
agent was installed.

However, if you have installed the agent filter in your global deployment descriptor
(web. xnt ), you may be able to configure these web applications to work with the

default instance and the new instance of the agent (that you are configuring using

agent adni n) just like any other web application.

Please see the following documents for more information on Tomcat server
administration and configuration:

« http://jakarta.apache. org/tontat/tontat-4. 1- doc
s http://jakarta.apache. org/tontat/tontat - 4. 1- doc/ manager - howt o. ht m

Agent for Macromedia JRun 4

After you have completed the steps outlined in the section Common
Configuration Steps, the If the information entered is valid, the agent tools
configure the Application Server instance. On completion of this task, prior to
the program exiting, the tools display the following message indicating status:

Agent Configured Successfully for Application Server |nstance.
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tool will prompt you for information specific to the Macromedia JRun 4 instance
that is being configured.

1.

At the following prompt, enter the location of the configuration directory
SERVER-INF of the server instance being configured:

Enter conplete path to the SERVER-INF directory of the JRun Server
I nstance?:

At the following prompt, enter t r ue if you want to install the agent filter in the
global deployment descriptor def aul t - web. xni . Or, if you want to add the filter
individually to the application deployment descriptors, enter f al se.

Install agent filter in default-web.xm ('true’ or 'false)?:

If the information entered is valid, the agent adm n tool will now proceed to
configure the instance of Macromedia JRun server. Once this operation is
completed, the agent adm n tool will display a message indicating the status of
the task and the program will exit:

Agent Configured Successfully for Application Server Instance.

NOTE The agent tool does not automatically configure the administration instance of

Macromedia JRun 4. So the administration instance will continue to run with the
administrator’s user name and password with which it was installed initially.
However, you can configure the administration instance manually as explained in
the following section.

Configuring the Administration Instance of Macromedia JRun 4
To configure the administration instance of Macromedia JRun 4, do the following:

1.

P w

Create the necessary role (j ncadni n) and user (adm n) in Sun ONE Identity
Server.

Assign the user to the role.
Define appropriate resources (ht t p: / / host: adminport/ *)
Define appropriate policies (rules, subjects, etc.) for the resource(s).

Configure the agent for administration instance as explained in the previous
section.
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Agents for Oracle 9iIAS R2 and Oracle 10g

If you are configuring the agent for Oracle 9iAS R2 or Oracle 10g, the agent tools
will prompt you for information specific to the Oracle 9iAS or Oracle 10g server
instance respectively after you have completed the steps outlined in the section
Common Configuration Steps.

1. Atthe following prompt, enter the complete path to the Oracle Server instance
configuration directory. Ensure that you have write privileges for this
directory.

Enter the location of Oracle Instance Config directory?:

NOTE If you specify the directory path with a /" at the end, for example
instance_dir/ or acl e/ confi g/, you will have to enter the path in the same form
while unconfiguring too.

If the information entered is valid, the agent tools will now proceed to
configure the instance of the application server. When this is completed, the
tools will display a message indicating the status of the task and the program
will exit:

Agent Configured Successfully for Application Server Instance.

NOTE If the Oracle 9iAS or Oracle 10g instance that has been configured is outside the
domain in which the agent was installed, you must complete the post-installation
tasks for the respective instance as mentioned in the section “Post-Installation
Tasks” on page 107.

Agent for SAP Enterprise Portal 6.0 SP2

If you are installing the agent for SAP Enterprise Portal 6.0 SP2, after you have
completed the steps outlined in the Common Configuration Steps section, the
agent tool will prompt you for information specific to the SAP Enterprise Portal
6.0SP2 Server instance that is to be configured.

1. At the following prompt, enter the complete path to the server instance
directory that will be configured:

Enter the path to SAP Enterprise Portal Server Directory?:

If the information entered is valid, the agent tools will now proceed to
configure the instance of the application server. When this is completed, the
tools will display a message indicating the status of the task and the program
will exit:
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Agent Configured Successfully for Application Server |nstance.

NOTE » Before you configure an instance, you must follow the appropriate
pre-installation steps as outlined in the section “Pre-Installation Tasks” on
page 31.

« Once the instance has been configured by the agent adm n tool, you must
follow the applicable post-installation steps as mentioned in the section
“Post-Installation Tasks” on page 107.

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server
6.20 SP1

If you are installing the agent for SAP Enterprise Portal 6.0 SP2 and Web
Application Server 6.20 SP1, after you complete the steps outlined in Common
Configuration Steps, the agent tool displays the following prompt:

Enter the path to SAP Server Directory?:

On the prompt, enter the complete path to the server instance directory that will be
configured.

If the information you enter is valid, the agent tools proceed to configure the
instance of the application server. When this is completed, the tools display a
message indicating the status of the task. The program then exits and this message
is displayed:

Agent Configured Successfully for Application Server Instance.

NOTE » Before you configure an instance, follow the appropriate pre-installation steps
as outlined in “Pre-Installation Tasks” on page 31

» Once the instance has been configured by the agent adm n tool, follow the
applicable post-installation steps described in “Post-Installation Tasks” on
page 107

Agent for Sun Java System Application Server 8.1

After you have completed the steps outlined in “Common Configuration Steps” on
page 277, the agent tool will prompt you for information specific to the Sun Java
System Application Server 8.1 instance that is being configured. Follow these steps:

1. Atthe following prompt, enter the location of the Domain Config Directory for
the Sun Java Application Server 8.1 instance that is being configured:

Enter the Domain config Directory
[ ApplicationServer-base/ domai ns/ domai nl/ confi g] ?:
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At the following prompt, enter the application server instance that is being
configured

Enter Sun Java(TM System Application Server |nstance Nane?:
[ Exanpl eServer] ?

At the following prompt, enter the port number where Sun Java System
Administration Server is available:

Enter Sun Java(TM System Application Server Adm nistrative Server port
[4849] 2:

where 4849 is the default port number.

At the following prompt, enter the user name for the Administrator of Sun Java
System Application Server 8.1.

Enter Sun Java(TM SystemApplication Server Adm nistrative User Name?:
admn

where adni n is the default administrative user name. Of course the actual
administrative user name could be different.

At the following prompt, enter the password for the Administrator of Sun Java
System Application Server 8.1:

Enter Sun Java(TM System Application Server Administrative User
Passwor d?;

At the following prompt, re-enter the password for the Administrator of Sun
Java System Application Server 8.1:

Reenter Sun Java(TM System Application Server Administrative User
Passwor d?

If the information entered is valid, the agent tools configure the Application
Server instance. On completion of this task, prior to the program exiting, the
tools display the following message indicating status:

Agent Configured Successfully for Application Server |nstance.
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NOTE

For instances where DAS is not on the agent host, therefore DAS is remote,
the following applies:
The agent adm n tool cannot configure a remote
instance. If the server instance is on a different host
than the DAS host, then the agent has to be installed
on every host that has a server instance on it.

For instances belonging to a different domain, the following applies:
The Agent admi n tool cannot configure instances
within a different domain on the same host. Agents
do not support multiple domains per host.

Unconfiguring the Agent for an Application
Server Instance

This section outlines the steps necessary to unconfigure an agent for an application
server instance.

NOTE

The agent tools for IBM WebSphere Application Server 5.0/5.1 agent do not
support the unconfigure option. In order to manually unconfigure the agent for IBM
WebSphere Application Server 5.1, you can refer to the steps described in the
section Agent for IBM WebSphere Application Server 5.0/5.1 Instance.

When the agent is removed from any application server instance, you must ensure
that any applications deployed on that particular instance are changed to remove
the agent filter component and are restored to their previous state as described in
“Pre-Uninstallation Tasks” on page 301.

There are no common steps for unconfiguring all the agents using the agent tools.
Hence, you can directly jump to the relevant agent section from the following list to
unconfigure the agent for the respective application server instance.

= Agent for Sun ONE Application Server 7.0

= Agents for BEA WebLogic Server (All Versions)

< Agent for IBM WebSphere Application Server 5.0/5.1 Instance
= Agent for PeopleSoft 8.3/8.4/8.8

= Agent for Apache Tomcat Server 4.1.27

= Agent for Macromedia JRun 4
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Agent for Oracle 9iAS R2 and Oracle 10g Server Instance
Agent for SAP Enterprise Portal 6.0 SP2
Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1

Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

1.

In a shell prompt from the bi n directory of the agent installation, invoke the
agent tool using the control script as follows:

#./agentadm n -unconfigure

On Windows platform, use this command:

agent_install_din\ I dent i t ySer ver\j 2ee_agent s\ bi n> agent admi n
-unconfigure

At the following prompt, enter the location of the config directory for the
application server instance that is being unconfigured:

Enter the Sun ONE Application Server instance config Directory?:

At the following prompt, enter the port number where Sun ONE Application
Server Administration Server is available. Make sure that the administration
server is running when doing this process:

Enter Sun ONE Application Server Administrative Server port
[ 4848] ?:

At the following prompt, enter the user name for the Administrator of Sun
ONE Application Server.

Enter Sun ONE Application Server Adninistrative User Name
[adm n] ?:

At the following prompt, enter the password for the Administrator of Sun
ONE Application Server:

Enter Sun ONE Application Server Admi nistrative User Password?:

At the following prompt, re-enter the password for the Administrator of Sun
ONE Application Server:

Reenter Sun ONE Application Server Adm nistrative User Password?:

If the information entered is valid, the agent tools will now proceed to
unconfigure the instance of the application server. Once this is completed, the
tools will display a message indicating the status of the task and the program
will exit:
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Agent Unconfigured Successfully for Application Server |nstance.

Agents for BEA WebLogic Server (All Versions)

NOTE If the BEA WebLogic Server instance being unconfigured is outside the domain in

which the agent was installed, complete the pre-uninstallation tasks for BEA
WebLogic Server instance as mentioned in the chapter Chapter 5, “Uninstalling the
Agent” on page 301.

This section addresses the configuration of agents for any of the following:

BEA WebLogic Server 6.1 SP2,
BEA WebLogic Server 7.0 SP2 or BEA WebLogic Server 8.1
BEA WebLogic 8.1 SP2/SP3 Server/Portal

In a shell prompt from the bi n directory of the agent installation, invoke the
agent tool using the following command:

#./agentadm n -unconfigure
On Windows platform, use this command:
C.\Sun\ldentityServer\j2ee_agents\bin> agentadnin -unconfigure

At the following prompt, enter the location of the startup script that is used to
launch this instance of WebLogic Server or Portal that is being unconfigured:

Enter the | ocation of WblLogic Server Startup Script?:

If the information entered is valid, the agent tools proceed to unconfigure the
instance of the application server. Once this is completed, the tools display a
message indicating the status of the task. The program then exits and this
message is displayed:

Agent Unconfigured Successfully for Application Server |nstance.

Agent for IBM WebSphere Application Server 5.0/5.1 Instance

The agent tools do not support the unconfiguration option for IBM WebSphere
Application Server 5.0/5.1 instances. However, the following list of steps provide
the necessary details that will allow you to manually unconfigure an agent for an
instance of the application server:

1.

2.

Stop the WebShpere Application Server instance that is being unconfigured.

Using the Administrative Console, remove the agent-specific classpath and
boot classpath entries.
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3. Using the Administrative Console, remove the agent-specific JVM options
from Generic JVM Arguments.

4. Restart the WebSphere Application Server instance.

NOTE Since WebSphere Application Server relies on a global security scheme, the

application server instance that has been unconfigured will continue to operate with
the agent realm, which is installed as a part of the earlier agent installation. Once
the agent is unconfigured from the instance, the instance will no longer be able to
load the agent realm and may fail to start. In order to completely unconfigure this
instance, you can either uninstall the agent from this system, or operate the agent
for the previous instance in a mode that does not require agent realm and disable
the agent realm. Refer to the section on Agent Filter Modes for information on
which agent operation modes do not require agent realm, and the section on
Disabling the Agent Realm for information on how the agent realm can be disabled
for IBM WebSphere Application Server instance.

Agent for PeopleSoft 8.3/8.4/8.8

1.

In a shell prompt from the bi n directory of the agent installation, invoke the
agent tool using the control script as follows:

#./ agentadmi n -unconfigure
On HP-UX platform, use this command:

agent_install_din\ 1 dent i t yServer\j 2ee_agent s\ bi n> agent admi n
-unconfigure

At the following prompt, enter the version of the PeopleSoft Application
version you want to unconfigure.

Enter the Peopl eSoft application version (8.3 or 8.4 or
"8.8) [8.3] 7

At this prompt, enter t r ue if you have the PeopleSoft application server
installed locally. Else, enter f al se.

Peopl eSoft Application Server installed locally ("true’ or
"false’) [true] ?:

At this prompt, enter t r ue if you have BEA WebLogic Server installed locally.
Else, enter f al se.

WebLogi c Server installed |locally ("true’ or 'false') [true] ?:
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At this prompt, enter the full path to the directory where the PeopleSoft
Application Server is installed. For example, PS_HOME/ appser v

Ent er Peopl eSoft AppServer Directory
[/ export/ hone/ psft/appserv] ?:

At this prompt, enter the PeopleSoft domain that this agent protects. For
example, HDMD,

Ent er Peopl eSoft Domain Nane [ HDMJ ?:

At this prompt, enter the full path to the WebLogic instance directory. For
example, PS_HOME/ webl ogi ¢/ nyser ver

Enter WebLogi c instance Directory
[/ export/hone/ psft/webl ogi c/ nyserver] ?:

If the information entered is valid, the agent tools will now proceed to
unconfigure the instance of the application server. Once this is completed, the
tools will display a message indicating the status of the task and the program
will exit:

Agent Unconfigured Successfully for Application Server |nstance.

Agent for Apache Tomcat Server 4.1.27
To unconfigure the Tomcat Server instance, do the following:

1.

2.

Stop the Tomcat Server instance you want to unconfigure.

At a shell prompt from the bi n directory of the agent installation, invoke the
agent tools using the following command:

#./agentadm n -unconfigure
On the Windows platform, use this command:
agent_install_dir\ | dent i t ySer ver\ | 2ee_agent s\ bi n\ agent adm n - unconfi gure

At the following prompt, enter the path to the configuration directory of the
Tomcat Server instance that is being configured:

Enter conplete path to the configuration directory of the Tontat Server
| nst ance?:

At the following prompt, enter t r ue if you have installed the agent filter in the
global deployment descriptor (web. xn ). If however, you have added the filter
individually to the application deployment descriptors, enter f al se.

Filter installed in global web.xm ('true’ or 'false)?:
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NOTE The agent tools will not unconfigure the individual web applications’ deployment

descriptors, if you had not installed the agent filter globally. Hence, you will need to
remove the agent filter manually from the deployment descriptor of every deployed
web application.

If the information entered is valid, the agent tools will now proceed to
unconfigure the instance of the Tomcat Server. Once this operation is
completed, the agent tools will display a message indicating the status of the
task and the program will exit:

Agent Unconfigured Successfully for Application Server |nstance.

Agent for Macromedia JRun 4

To unconfigure an instance of Macromedia JRun 4 using agent tools, you must first
stop the instance and then start the configuration as explained in the following
steps:

1.

At the Solaris command prompt, invoke the agent adm n control script as
follows:

# Agent _Instal |l _Dir/ SUN\an j 2ee_agent s/ bi n/ agent adni n -unconfi gure

At the following prompt, enter the location of the configuration directory
(SERVER-INF) of Macromedia JRun server instance being configured:

Enter the conplete path to the SERVER-INF directory of the JRun 4
Server |nstance?:

At the following prompt, enter t r ue if the agent filter was installed in the
global deployment descriptor def aul t - web. xni . In this case, the
unconfiguration program will remove the agent filter. If the filter was added
individually to the application deployment descriptors, enter f al se. In this
case, def aul t-web. xni  will remain untouched by the unconfiguration
program.

Install agent filter in default-web.xm ('true’ or ‘false’)?:

If the information entered is valid, the agent adm n tool will now proceed to
unconfigure the instance of the Macromedia JRun Server 4.0. Once this
operation is completed, the agent adm n tool will display a message indicating
the status of the task and the program will exit:

Agent Unconfigured Successfully for Application Server |nstance.
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When you uninstall the agent or unconfigure a Macromedia JRun 4 server instance,
the jrun_instance_name_j vm conf i g file is simply removed. You must make sure to back
up or save any custom configuration data that might have been added to this file.

Agent for Oracle 9IAS R2 and Oracle 10g Server Instance

Use the following steps to unconfigure the application server instance of Oracle
9iAS or Oracle 10g:

1. Inashell prompt from the bi n directory of the agent installation, invoke the
agent tool using the following command:

# ./agentadm n -unconfigure

2. At the following prompt, enter the complete path to the Oracle Server instance
configuration directory. Ensure that you have write privileges for this
directory.

Enter the location of Oracle Instance Config directory?:

If the information entered is valid, the agent tools will now proceed to
unconfigure the instance of the application server.

NOTE While configuring the instance directory, if you had specified the directory path with
a"/" at the end, for example instance_dir/ or acl e/ confi g/, you must enter the
path in the same form while unconfiguring too.

Once this is completed, the tools will display a message indicating the status of
the task and exit:

Agent Unconfigured Successfully for Application Server |nstance.

Agent for SAP Enterprise Portal 6.0 SP2

Perform the following steps to unconfigure the SAP Enterprise Portal server
instance:

1. Inashell prompt from the bi n directory of the agent installation, invoke the
agent tools using the following command:

# ./agentadm n -unconfigure

2. Atthe following prompt, enter the location of the startup script that is used to
launch this instance of WebLogic Server which is being unconfigured:
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Enter the path to SAP Enterprise Portal Server Directory?:

If the information entered is valid, the agent tools will now proceed to
unconfigure the instance of the application server. Once this is completed, the
tools will display a message indicating the status of the task and the program
will exit:

Agent Unconfigured Successfully for Application Server |nstance.

NOTE « Before you unconfigure an instance, you must follow the appropriate
pre-uninstallation steps as outlined in “Pre-Uninstallation Tasks” on page 301.

* Once the instance has been unconfigured by the agentadmin tool, you must
follow the applicable post-uninstallation steps as mentioned in
“Post-Uninstallation Tasks” on page 324.

Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server
6.20 SP1

Perform the following steps to unconfigure the SAP server instance:

1. Inashell prompt from the bin directory of the agent installation, invoke the
agent tools using the following command:

.l'agentadm n -unconfigure
The following prompt appears:
Enter the path to SAP Server Directory?:
2. Enter the location of the server directory which is being unconfigured.

If the information you enter is valid, the agent tools proceed in unconfiguring
the instance of the application server. Once the process is complete, the tools
display a message indicating the status of the task. The program then exits and
this message is displayed:

Agent Unconfigured Successfully for Application Server |nstance.

NOTE » Before you unconfigure an instance, follow the appropriate pre-uninstallation
steps as outlined in “Pre-Uninstallation Tasks” on page 301

* Once the instance has been configured by the agentadmin tool, follow the
applicable post-uninstallation steps described in “Post-Uninstallation Tasks” on
page 324

Chapter4  Tools and APIs 297



Agent Tools

Agent for Sun Java System Application Server 8.1

Perform the following steps to unconfigure the Sun Java System Application Server
8.1 instance:

Enter Sun Java(TM) System Application Server Administrative User Name?:
admin

Enter Sun Java(TM) System Application Server Administrative User Password?:

ReEnter Sun Java(TM) System Application Server Administrative User Password?:

1.

At the following prompt, enter the location of the Domain Config Directory for
the Sun Java Application Server 8.1 instance that is being unconfigured:

Enter the Donmain config Directory
[ ApplicationServer-base/ domai ns/ domai nl/ confi g] ?:

At the following prompt, enter the application server instance that is being
configured

Enter Sun Java(TM System Application Server |nstance Nane?:
[ Exarpl eServer] ?

At the following prompt, enter the port number where Sun Java System
Administration Server is available:

Enter Sun Java(TM System Application Server Admi nistrative Server port
[4849] 2:

where 4849 is the default port number.

At the following prompt, enter the protocol used by Application Server. This
protocol value may either be HTTP or HTTPS:

Enter Sun Java(TM System Application Server Adninistrative Server
protocol [https] ?:

At the following prompt, enter the user name for the Administrator of Sun Java
System Application Server 8.1.

Enter Sun Java(TM SystemApplication Server Admi nistrative User Name?:
admin_user_name

where adni n is the default administrative user name. Of course the actual
administrative user name could be different.
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6. Atthe following prompt, enter the password for the Administrator of Sun Java
System Application Server 8.1:

Enter Sun Java(TM System Application Server Adnministrative User
Passwor d?:

7. At the following prompt, re-enter the password for the Administrator of Sun
Java System Application Server 8.1:

Reenter Sun Java(TM System Application Server Administrative User
Passwor d?

If the information entered is valid, the agent tools configure the Application
Server instance. On completion of this task, prior to the program exiting, the
tools display the following message indicating status:

Agent Configured Successfully for Application Server Instance.

NOTE For instances where DAS is not on the agent host, therefore DAS is
remote, the following applies: the agent adm n tool cannot
unconfigure a remote instance.

Agent APls

The agent runtime provides access to all the Sun ONE Identity Server APIs that can
be used to further enhance the security of your application. On top of these APIs,
the agent also provides a set of APIs that allow the application to find out the SSO
Token string associated with the logged on user. These APIs can be used from
within the Web Container or the EJB Container of the application server.

The following sections illustrate the available agent APIs that can be used from
within an application:

Class AmFilterManager

comsun.identity.agents.filter.AnFilterManager
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Available API

public static comsun.identity.agents.filter.AnSSOCache
get AnBSCCachel nst ance() throws
comsun.identity.agents.arch. Agent Exception

This method returns an instance of Class AmSSOCache, which can be used to
retrieve the SSO Token for the logged on user. This method can throw an
Agent Except i on if an error occurs while processing this request.

Class AMSSOCache

comsun.identity.agents.filter. AnrSSOCache

Available API

public java.lang. String
get SSOTokenFor User (j avax. servl et. http. Ht pServl et Request request)

This method returns the SSO Token for the logged on user whose request is
currently being processed in the application server’s Web Container. This
method can return null if the requested token is not available at the time of this
call.

public java.lang. String get SSOTokenFor User (j avax. ej b. EJBCont ext
cont ext)

This method returns the SSO Token for the logged on user whose request is
currently being processed in the application server’s EJB Container. This
method can return null if the requested token is not available at the time of this
call.

NOTE The API get SSOTokenFor User (j avax. ej b. EJBCont ext) can be used

only when the agent operation mode is either J2EE_POLICY or ALL.
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Uninstalling the Agent

When you install the J2EE Policy Agent, an uninstallation program is created in the
installation directory. Using this uninstallation program, you can remove the agent
from your system, if required. While the uninstallation program deletes all the
installed files from your system, certain files such as resource files and audit log
messages are not deleted.

This chapter describes in detail how to use the agent uninstallation program.
Topics covered in this chapter include:

= Pre-Uninstallation Tasks
= Launching the Uninstallation Program
e Using the Uninstallation Program

e Post-Uninstallation Tasks

Pre-Uninstallation Tasks

The following tasks must be performed before you begin uninstalling the agent
from your system.

1. Undeploy any protected application(s) from your application server. Refer to
the documentation provided with your application server for details on how
this can be done.

2. Restore the deployment descriptors of these applications by their original
deployment descriptors.

Having done the above tasks, you must follow the pre-uninstallation tasks specific
to your agent covered in these sections. Subsequently, you can move to the section
Launching the Uninstallation Program for steps to uninstall the agent.
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= Agent for Sun ONE Application Server 7.0

= Agent for BEA WebLogic Server 6.1 SP2

= Agent for BEA WebLogic Server 7.0 SP2/8.1

< Agent for IBM WebSphere 5.0/5.1

< Agent for PeopleSoft 8.3/8.4/8.8

« Agents for Oracle 9iAS R2 and Oracle 10g

< Agent for Tomcat Server 4.1.27

= Agent for SAP Enterprise Portal 6.0 SP2

= Agent for Macromedia JRun 4

= Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
< Agent for BEA WebLogic 8.1 SP2/SP3 Server/Portal

= Agent for Sun Java System Application Server 8.1

Agent for Sun ONE Application Server 7.0

Before you begin the uninstallation of the agent for Sun ONE Application Server
7.0, you must make sure that:

< The administration server for the instance of application server where the
agent is installed is running

= The application server instance being protected by the agent is shut down.

Agent for BEA WebLogic Server 6.1 SP2

Before you begin uninstalling the agent for BEA WebLogic Server 6.1 SP2, you
must first manually remove the agent realm that was configured after the
installation of this agent. This can be done using the following steps:

NOTE This section outlines the steps necessary to successfully remove the agent realm
from the WebLogic Server. It must be noted that the information provided in this
section is only to facilitate the removal of agent realm and should not be taken as a
substitute for the information provided in WebLogic Server documents. For a
complete in-depth discussion on WebLogic Custom Realms, refer WebLogic
Server documentation at: htt p: // ww. bea. com
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Selecting a Different Caching Realm

1.

2.

Log on to the BEA WebLogic Administration console.

Click on the Security node on the left hand menu. The console displays the
current security configuration on the right side content pane.

In the right content pane, click on the Filerealm tab. In the form that is now
displayed, select any caching realm other than Agent Caching Realm from the
drop down menu labeled Caching Realm.

Click on the Apply button and restart the Application Server.

Removing the Agent Caching Realm

1.
2.

Log on to the Administration Console.

Navigate to the node Security > Caching Realms on the left hand menu. This
displays a list of configured caching realms on the right side.

From the list of displayed caching realms on the right side, click on the delete
icon next to the Agent Caching Realm. When prompted to confirm your action,
click the Yes button.

Restart the Application Server.

Removing the Agent Realm

1.
2.

Log on to the BEA WebLogic Administration console.

Navigate to the node Security > Realms on the left hand menu. This displays a
list of configured realms on the right side.

From the list of displayed realms on the right side, click on the delete icon next
to the agent realm. When prompted to confirm your action, click the Yes
button.

Restart the Application Server.
The agent realm is now removed from the WebLogic Server configuration.

Once the above steps are complete, you must shutdown the BEA WebLogic
Server before launching the agent uninstallation program.
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Agent for BEA WebLogic Server 7.0 SP2/8.1

Before you begin uninstalling the agent for BEA WebLogic Server 7.0 SP2 or BEA
WebLogic Server 8.1, you must first manually remove the Agent Authentication
Provider that was configured after the installation of this agent. This can be done
using the following steps:

NOTE This section outlines the steps necessary to successfully remove the Agent

Authentication Provider from the WebLogic Server. It must be noted that the
information provided in this section is only to facilitate the removal of Agent
Authentication Provider and should not be taken as a substitute for the information
provided in WebLogic Server documents. For a complete in-depth discussion on
WebLogic Custom Realms, refer WebLogic Server documentation at:
http://ww bea. com

Logon to the WebLogic Server console.

On the left frame, click on agentdomain > Security > Realms > myrealm, where
agentdomain is the domain you had configured.

On the right frame, click on the Providers tab.

Click on Authentication.

Look for Agent Authenticator and click the Delete icon next to it.
Confirm the delete by clicking Yes.

If the DefaultAuthenticator is the only other authentication provider, change
its control flag to REQUIRED. Click Apply.

Restart the server. The Agent Authentication Provider is now removed from
the WebLogic Server configuration.

Once these steps are complete, you must shutdown the BEA WebLogic Server
before launching the agent uninstallation program.

Agent for IBM WebSphere 5.0/5.1

Before you launch the uninstallation program for the agent for IBM WebSphere
5.0/5.1 Application Server, you must ensure that the WebSphere Application
Server instance is running and the Administration application has been deployed
on this server.
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Agent for PeopleSoft 8.3/8.4/8.8

Before you launch the uninstallation program for the agent for PeopleSoft
8.3/8.4/8.8, you must make sure that all PeopleSoft processes have been shutdown
including any front-end web server processes as applicable to your configuration.

Agents for Oracle 9iAS R2 and Oracle 10g

Stop all processes related to Oracle 9iAS R2 or Oracle 10g before uninstalling the
agent. To learn more about stopping these processes, refer to the Administration
Guides at the following URLs:

* Oracle 9iAS R2

http:// downl oad- west . or acl e. com docs/ cd/ A97329_03/ cor e. 902/ a92171/t oc. ht m
« Oracle Application Server 10g

http: // downl oad- west . or acl e. conf docs/ cd/ B10464_03/ cor e. 904/ b10376/ t oc. ht m

Not stopping all processes related to Oracle such as entt |, opmnct |, dcnet | can lead
to the malfunctioning of the agent resulting in the application or its portions
becoming inaccessible.

Agent for Tomcat Server 4.1.27

Before you launch the uninstallation program for the agent for Tomcat 4.1.27
Server, you must ensure that the Tomcat server has been shutdown completely.

Agent for SAP Enterprise Portal 6.0 SP2

Before you launch the uninstallation program for the agent for SAP Enterprise
Portal 6.0 SP2, you must first shut down the SAP Enterprise Portal completely.

Agent for Macromedia JRun 4

Before you launch the uninstallation program for the agent for Macromedia JRun 4,
you must ensure that JRun server has been shutdown completely.
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Agent for SAP Enterprise Portal 6.0 SP2 and
Web Application Server 6.20 SP1

Before you launch the uninstallation program for the agent for SAP Enterprise
Portal 6.0 SP2 and Web Application Server 6.20 SP1, you must shut down the SAP
server completely. If any agent protected applications are deployed on the Web
Application server, remove them from the server before you shut the server down.
In order to restore these applications to their original state, perform the restoration
procedures as follows:

*  Restore Deployment Descriptors
» Restore Library References

Restore Deployment Descriptors

This step is not applicable if you do not have any agent protected applications
deployed on the SAP Web Application Server.

In order to fully restore your applications to their original state before agent
installation, you must undo the changes done in the post-installation steps outlined
in “Post-Installation Tasks” on page 107. Perform the following:

1. Remove the agent filter.

Edit the web. xni deployment descriptor of your application to remove the
agent filter element.

2. Remove agent specific log in configuration.

If any changes were made to enable web-tier declarative security in the web. xn
deployment descriptor for your application during agent installation,
manually change the deployment descriptor back to its original state in order
to fully restore the application.

Restore Library References

During the agent installation, a reference to the AnSAPAgent library was added for
every protected applicationinthel i brary. t xt filelocated in the following directory:

base-instancedir/ cl ust er / server/ manager s

In order to restore the system to its original state, edit this file and remove all the
references to the AnSAPAgent library that were manually added during the agent
installation.
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Agent for BEA WebLogic 8.1 SP2/SP3
Server/Portal

Before you uninstall the agent for BEA WebLogic 8.1 Server/Portal, manually
remove the agent authentication provider that was configured after the installation
of the agent. Remove the provider by performing the following steps:

NOTE This section outlines the steps necessary to successfully remove the

agent authentication provider from the WebLogic 8.1 Server/Portal.
Note that the information provided in this section is only to facilitate
the removal of the agent authentication provider and should not be
taken as a substitute for the information provided in WebLogic 8.1
Server/Portal documents. For a complete in-depth discussion on
WebLogic Custom Realms, refer to WebLogic Server documentation
at: http://wwv bea. com

Log on to the WebLogic 8.1 Server console.

In the left frame, click agentdomain> Securi t y> Real ms> nyreal m
Where agentdomain is the domain you had configured.

In the right frame, click the Providers tab.

Click Authentication.

Click the Delete icon next to Agent Authenticator.

Click Yes to confirm the deletion.

If Default Authenticator is the only other authentication provider, change its
control flag to REQU RED.

Click Apply.
Restart the server.

The agent authentication provider has now been removed from the WebLogic
8.1 Server/Portal configuration.

Shut down the WebLogic 8.1 Server/Portal domain before launching the agent
uninstallation program.
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Agent for Sun Java System Application Server
8.1

Before you uninstall the policy agent for Sun Java System Application Server 8.1,
ensure that the following conditions apply.

= The following server is running:

Domain Administration Server (DAS) for the application server instance that
the agent is protecting

= Preferably, the following server has been shut down (this is a standard
precautionary measure):

Application Server instance that will be protected by the agent

Launching the Uninstallation Program

After completing the pre-uninstallation tasks, you are now ready to launch the
uninstallation program. This uninstallation program is platform-specific and
should be used in accordance with the steps outlined in this section. Once the
uninstallation program has been launched successfully, you may jump to the next
section which provides the necessary details on how to use this uninstallation
program.

Launching the Uninstallation Program on
Solaris, HP-UX, AIX and Linux

The following steps provide details on how the agent uninstallation program can
be launched on Solaris, HP-UX, AlX and Red Hat Advanced Server 2.1 platforms.

1. Login as the root user and go to the directory where the agent is installed.
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Set your JAVA HOME environment variable to JDK version 1.3.1 or higher. If
your system does not have the required version of JDK, you may either
download and install a compatible version of this software from the Java web
site http://j ava. sun. comor use the JDK provided along with the application
server.

The uninstallation program provides two types of interfaces—a GUI or a
graphical user interface, and an interactive command line interface. In most
cases, the GUI uninstallation program can be used for installing the agent.
However, in cases such as when you are uninstalling the agent over a telnet
session on a remote server and do not have windowing capabilities, then it is
recommended that you use the command-line uninstallation program for
uninstalling the agent.

If you choose to use the GUI uninstallation program, then it is required that
you set your DI SPLAY environment variable to ensure that the GUI
uninstallation program window appears on the correct console.

Once you have completed the above steps, you are now ready to execute the
uninstallation script that launches the agent uninstallation program. This
program can be launched in two different modes—a GUI mode which has a
rich graphical interface, and an interactive terminal mode that does not require
any windowing capability. The following steps may be used to launch the
uninstallation program in each of these two modes.

NOTE In order to launch the uninstallation program on Red Hat Advanced Server 2.1, you

must have the Korn shell installed in the system. If the Korn shell is not available,
you may launch the uninstallation program directly by using a Java command such
asjava -cp . classfilename

Launching the Uninstallation Program in the GUI Mode

1.

To launch the uninstallation program in the GUI mode, use the following
command:

#./uni nstal |

When launching the program in a GUI mode, it is required that you set your
JAVA_HOVE and DI SPLAY environment variables correctly as pointed out in the
previous steps. If however, you have not set these variables, the setup script
will prompt you for their values accordingly. If your JAVA_HOVE environment
variable is not set correctly, the setup script will display the following prompt:

Enter JAVA HOME | ocation (Enter "." to abort):
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2. At this prompt, you may type the full path to the JDK installation directory
that should be used for launching the uninstallation program. Otherwise, enter
a period (.) to abort the uninstallation.

If your DI SPLAY environment variable is not set correctly, the setup script will
display the following prompt:

Pl ease enter the value of DI SPLAY variable (Enter "." to abort):

3. At this prompt, you may specify the hostname for the DI SPLAY variable.
Otherwise enter a period (.) to abort the uninstallation.

NOTE » If you enter a value for the DI SPLAY environment variable which is not
appropriate, the uninstallation program window may get displayed on a
different console, giving the impression that the uninstallation program is
hanging. If such a condition occurs, please verify your DI SPLAY environment
variable by launching another graphical program such as xt er m

« If the supplied value for DI SPLAY environment variable is not a valid or
reachable hostname, or is that of a host, which does not allow you to use its
windowing capabilities, the uninstallation program will automatically shift to the
interactive command line mode.

Launching the Uninstallation Program in the Command-Line Mode

1. To launch the uninstallation program in a non-GUI or command line mode,
use the following command:

# ./uninstall -nodisplay

When launching the program in a command line mode, it is required that you
set your JAVA_HOME environment variable correctly as pointed out in the
previous steps. If however, you have not set this variable, the uninstallation
script will prompt you for its value as follows:

Enter JAVA HOME | ocation (Enter "." to abort):

2. At this prompt, you may type the full path to the JDK installation directory
that should be used for launching the uninstallation program. Otherwise, enter
a period (.) to abort the uninstallation.

Depending upon the mode in which you have launched the uninstallation
program, you should see the appropriate interface appear at this stage.

NOTE Instead of using the provided script to launch the uninstallation program, you may
alternatively invoke the uninstaller class file in the agent installation directory with a
JDK runtime version 1.3.1 or above to launch the uninstallation program.
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Launching the Uninstallation Program on
Windows 2000

Follow these steps to launch the agent uninstallation program on Windows 2000
platform:

1.

Log into your Windows system as a user with Administrative privileges. If you
do not have administrative privileges, either log on as Administrator user or
request such privileges to be granted to your account by the system
administrator of the machine or domain as applicable.

Open a command prompt, and go to the directory where the agent is installed.
This directory will contain the uni nst al | . bat file, which can be used to
launch the uninstaller.

In order to use uni nst al | . bat to launch the uninstallation program, you must
have a JDK version 1.3.1 or higher available in your system path. This can be
verified by typing the following command in a command prompt window:
C\> java -version

java version 1.3.1 02

Java(TM 2 Runtine Environnent, Standard Edition (build
1.3.1_02-b02)

Java Hot Spot (TM Cient VM (build 1.3.1_02-b02, nixed node)

NOTE It is recommended that you download and install a compatible version of JDK if you

do not have one on your system. Using the JDK supplied by the application server
may result in malfunction of the uninstallation program and you may not be able to
successfully uninstall the agent.

The program uni nst al | . bat may be executed by typing the file name at the
command prompt window in a directory where it is present, or by double
clicking the file in Windows Explorer. For example:

C.\> uninstall. bat

The uninstallation program provides two types of interfaces—a GUI and an
interactive command line interface. You can launch the uninstallation program
in the GUI mode by invoking uninstall.bat file from a command prompt
window as shown above or by double clicking it in Windows Explorer. The
uninstallation program may be launched in a command line mode by passing
the argument - nodi spl ay to the uninstal | . bat script as follows:
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C\> uninstal|l.bat -nodisplay

NOTE Instead of using the provided scripts and executable that launch the uninstallation
program, you may alternatively invoke the uninstaller class file in the agent
installation directory, with a JDK runtime version 1.3.1 or above to launch the
uninstallation program.

Depending upon the mode in which you have launched the uninstallation
program, you should see the appropriate interface appear at this stage.

Using the Uninstallation Program

As mentioned in the last section, the agent uninstallation program provides two
types of interfaces - a GUI or graphical user interface, and a non-GUI or console
based interactive interface. Once the uninstallation program has been launched,
you must provide all the necessary information requested by this program in order
to successfully uninstall the agent on your system. The following two sections
describe in detail how to use this uninstallation program in each interface to
successfully uninstall the agent on your system.

Once the uninstallation program has been launched, the expected interaction will
be the same on any platform for a given application server agent. Thus the steps
outlined here for a certain application server agent uninstallation will be applicable
to the same agent uninstallation for the same application server on a different
platform.

Using the GUI Uninstallation Program

When the agent uninstallation program is launched in the GUI mode, it presents
the user with a series of screens that gather the necessary information and report
the status of the uninstallation progress. The agent uninstallation also provides
active feedback, by means of pop-up dialog boxes that contain the necessary help
or error messages, to help the user enter correct information in case the provided
information is not valid. Follow these steps to use the agent uninstallation program
in the GUI mode.

NOTE The information regarding the use of the agent uninstallation program as outlined
in this section is applicable to all application server agents supported in this
release. Any agent-specific differences have been identified here separately.
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1. Launch the uninstallation program as explained in the earlier sections. The
uninstallation program begins with a welcome screen.

2. Read the information provided in this screen.

3. Click Next to continue. The screen that follows is specific to the application
server agent that is being uninstalled. Please jump to the appropriate section
from the following list depending on which application server agent is being
uninstalled.

Agent for Sun ONE Application Server 7.0
Agent for IBM WebSphere Application Server 5.0/5.1

Agent for Sun Java Systems Application Server 8.1

NOTE When uninstalling any agent for which the option to install JCE or JSSE libraries
was selected during installation, make sure that the uninstallation program uses a
JDK other than the one using which these libraries were installed. This is because,
if the uninstallation program is using the same JDK, it may not successfully remove
the JCE and JSSE libraries.

Agent for Sun ONE Application Server 7.0

In the following screen enter information about the Sun ONE Application
Server 7.0 instance, on which the agent is installed.
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Figure 5-1 Sun ONE Application Server Uninstallation screen

—|Sun ONE Identity Server Policy Agent 2.1 Install/Uninstall| - | ||

osun Sun OME Appserver Uninstall Panel
microsystems

Enter Sun OME Appserver configuration Details.

Adrmin Server Port | 4848
Adrnin User Mame | fadrmin
Enter Adrmin Password | =

Re-enter Admin Password | =]

- Back | Mext ﬂ Help | 1

Admin Server Port: Enter the port number on which the Administration
Server for this Sun ONE Application Server 7.0 is available.

Admin User Name: Enter the user name of the Administrator of this Sun ONE
Application Server 7.0 instance.

Enter Admin Password: Enter the password for the Administrator of this Sun
ONE Application Server 7.0 instance.

Re-enter Admin Password: Re-enter the password for the Administrator of
this Sun ONE Application Server 7.0 instance.

NOTE You must ensure that the Sun ONE Application Server 7.0 Administration Server is
running at the time of uninstallation of the agent. Also ensure that the application
server instance on which the agent is installed is shutdown.

Agent for IBM WebSphere Application Server 5.0/5.1

In this screen, enter information about the WebSphere Application Server
5.0/5.1 instance, on which the agent is installed.

314  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide ¢ September 2004



Using the Uninstallation Program

Figure 5-2 WebSphere Application Server Uninstallation screen

Sun~ONE
Identity
Server

WebSphere Admin Connector: Specify the protocol for connecting to
WebSphere Administration Service. You can choose between SOAP and RM .

WebSphere Admin Connector Port: Enter the Administration Service Port for
specified Connector.

amldapuser Password: Enter the password assigned to the amldapuser as
specified during Sun ONE Identity Server installation.

Re-enter amldapuser Password: Re-enter the amldapuser password in this
field to ensure that the correct value is used by the agent.
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NOTE You must ensure that the IBM WebSphere Application Server 5.0/5.1 instance is
running at the time of uninstallation of the agent.

The uninstallation program now checks for the used disk space and displays
the Ready to Uninstall screen.

4. Click the Uninstall Now button to start the uninstallation of the agent on your
system.

The next screen displays the progress of uninstallation as the uninstallation
program makes changes to your system. This screen does not require any user
input or action and will automatically proceed to the next screen when the
uninstallation program finishes making the necessary changes to your system.

The next screen displays the uninstallation summary. The uninstallation
program displays the status of the uninstallation in this screen. You may click
on the Details button to see more information on the actions that were
performed by the uninstallation program.

The agent has now been removed from your system You may wish to restart
the application server and ensure that it is back to its original state and is fully
function.

NOTE The uninstallation program for the IBM WebSphere Application Server 5.0/5.1
agent stops the IBM WebSphere Application Server at the end of the uninstallation.
You may manually restart it later.

Agent for Sun Java Systems Application Server 8.1

If you are uninstalling the agent for Sun Java System Application Server 8.1, enter
the configuration information on the screen as explained in this section.
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Figure 5-3 Sun Java System Application Server 8.1 Uninstallation Screen

Sunm-ONE
Idemtity
GErET

Admin Server Host:  Enter the host on which DAS for this instance is running.

Admin Server Host is Remote: Enable this field only if DAS for this instance is
not on the local host where the instance is running.

Admin Server Port:  Enter the port number on which DAS for this instance is
available.

Admin Server Protocol:  Select the appropriate protocol of DAS. This protocol
value may either be HTTP or HTTPS.
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Admin User Name: Enter the authorized domain Application Server
administrative username.

Enter Admin Password:  Enter the Administrator password for the domain. The
password is defined as AS ADM N_PASSWORD in the password file.

Re-enter Admin Password: Re-enter the Administrator password for the
domain.

Using the Command Line Uninstallation
Program

The uninstallation program consists of one or more message screens that provide
the user with information and let the user enter preferences that determine how
Sun ONE Identity Server Policy Agent is uninstalled. Some questions require more
detailed information that the user may be required to type. The question may have
a default value that is displayed inside of brackets []. The default answer can be
accepted by, pressing the Enter key. If a different answer needs to be provided, it
can be typed at the command prompt.

The agent uninstallation program also provides active feedback to help the user
enter correct information in case the provided information is not valid by means of
necessary help or error messages. Follow these steps to use the agent uninstallation
program in the command line mode.

NOTE The information regarding the use of the agent uninstallation program as outlined
in this section is applicable to all application server agents supported in this
release. Any agent-specific differences have been identified here separately.

1. Launch the uninstallation program in the nodi spl ay mode, from the agent
installation directory. The uninstallation program begins with a welcome
message.
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2. Read the information provided on this screen and press Enter to continue.

The questions that follow are specific to the application server agent that is
being uninstalled. Please jump to the appropriate section from the following
list depending on which application server agent is being installed.

Agent for Sun ONE Application Server 7.0
Agent for IBM WebSphere Application Server 5.0/5.1

Agent for Sun Java Systems Application Server 8.1

NOTE * There is no application server specific question for BEA WebLogic Server and
PeopleSoft agent uninstallation programs. If you are uninstalling these agents,
please jump to the next step directly.

*  When uninstalling the agent for BEA WebLogic Server 6.1 SP2, make sure that
the uninstallation program uses a JDK other than the one supplied with BEA
WebLogic Server 6.1 SP2. This is because, if the uninstallation program is
using the JDK provided with BEA WebLogic Server 6.1 SP2, it does not
remove the JCE and JSSE libraries.

Agent for Sun ONE Application Server 7.0

At the prompts, enter information about the Sun ONE Application Server 7.0
instance, on which the agent is installed.

NOTE You must ensure that the Sun ONE Application Server 7.0 Administration Server is
available at the time of uninstallation of the agent. Also ensure that the application
server instance on which the agent is installed is shutdown.

Chapter 5  Uninstalling the Agent 319



Using the Uninstallation Program
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Adm n Server Port [4848] {"<" goes back, "!" exits}
Adm n User Nanme [admin] {"<" goes back, "!" exits}
Enter Admin Password [] {"<" goes back, "!" exits}
Re-enter Admin Password [] {"<" goes back, "!" exits}

Admin Server Port: Enter the Admin Port Number for Application Server.
Admin User Name: Enter the Admin Username for Application Server.
Enter Admin Password: Enter the Admin Password for Application Server.

Re-enter Admin Password: Re-enter the Administrator password for
Application Server.

Agent for IBM WebSphere Application Server 5.0/5.1
At the prompts, enter information about the IBM WebSphere Application Server

5.0/5.1 instance, on which the agent is installed.

NOTE You must ensure that the IBM WebSphere Application Server 5.0/5.1 instance is
running at the time of uninstallation of the agent.
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WebSphere Admin Connector [SOAP] {"<" goes back, "!" exits}
WebSphere Adnmin Connector Port [8880] {"<" goes back, "!" exits}
Enter aml dapuser Password [] {"<" goes back, "!" exits}

Re-enter am dapuser Password [] {"<" goes back, "!" exits}

WebSphere Admin Connector: Specify the protocol for connecting to
WebSphere Administration Service. Valid values are SOAP and RMI

WebSphere Admin Connector Port: Enter the Admin Service Port for
specified Connector.

amldapuser Password: Enter the amldapuser password.
Re-enter amldapuser Password: Re-enter amldapuser password.

In the Ready to Uninstall screen, enter 1 to start the uninstallation of the agent.
Enter 2 to restart the uninstallation process from the beginning and enter 3 if
you want to exit the uninstallation program.

Chapter 5  Uninstalling the Agent 321



Using the Uninstallation Program

Product Nane: Sun ONE ldentity Server Policy Agent

Location: C\Sun

Space Used: 3.85 MB

Sun ONE ldentity Server Policy Agent for Sun ONE Application
Server 7.0

Ready to Uninstall

1. Unlnstall Now

2. Start Over

3. Exit Uninstallation

What next [1] {"<" goes back, "!" exits}?

The next screen displays the progress of uninstallation as the uninstallation
program makes changes to your system. This screen does not require any user
input or action and will automatically proceed to the next screen when the
uninstallation program finishes making the necessary changes to your system.

Uninstalling Sun ONE Identity Server Policy Agent

The next screen displays the uninstallation summary as follows. The
uninstallation program displays the status of the uninstallation in this screen.
You can enter 1 to see more information on the actions that were performed by
the uninstallation program.
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Uninstallation Details:

Pr oduct Resul t More | nformation
1. Sun ONE lIdentity Server Policy Agent Full Avai |l abl e

2. Done

Enter the number corresponding to the desired selection for nore
information, or enter 2 to continue [2] {"!" exits}:

The agent has now been removed from your system. You may restart the
application server and ensure that it is back to its original state and is fully
functional.

NOTE The uninstallation program for the IBM WebSphere Application Server 5.0/5.1
agent stops the IBM WebSphere Application Server at the end of the uninstallation.
You may manually restart it later.

Agent for Sun Java Systems Application Server 8.1

At the prompts, enter information about the Sun Java System Application Server
8.1 instance, on which the agent is installed as shown in the table and explanations
that follow.

Adm n Server Host [arth] {"<" goes back, "!" exits}

Adnin Server Host is Renmote [false] {"<" goes back, "!" exits}?
Adm n Server Port [4849] {"<" goes back, "!" exits}

Adnmin Server Protocol [https] {"<" goes back, "!" exits}

Adnin User Name [admin] {"<" goes back, "!" exits}

Enter Admin Password [] {"<" goes back, "!" exits}

Re-enter Adnin Password [] {"<" goes back, "!" exits}
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Admin Server Host: Enter the host on which the Domain Administration Server
for this instance is running.

Admin Server Host is Remote:  Enable this field only if the Domain
Administration Server for this instance is not on the local host where the instance is
running.

Admin Server Port:  Enter the port number on which the Domain
Administration Server for this instance is available.

Admin Server Protocol: Select the appropriate protocol of the Domain
Administration Server. This protocol value may either be HTTP or HTTPS.

Admin User Name: Enter the authorized domain application server
administrative username

Enter Admin Password: Enter the administrator password for the domain. The
password is defined as AS_ ADMIN_PASSWORD in the password file.

Re-enter Admin Password: Re-enter the Administrator password for the
domain.

NOTE For instances where DAS is not on the agent host, therefore DAS is
remote, undo the post-installation tasks that were completed after
installation as described in the Post-Installation Tasks section of
Chapter 2, specifically in “Agent for Sun Java System Application
Server 8.1.”

Post-Uninstallation Tasks

The following agents require certain post-uninstallation tasks to be performed
before the system is restored to its original state:

< Agent for SAP Enterprise Portal 6.0SP2
= Agent for SAP Enterprise Portal 6.0 SP2 and Web Application Server 6.20 SP1
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Agent for SAP Enterprise Portal 6.0SP2

When the agent for SAP Enterprise Portal is uninstalled, it modifies various files in
the SAP Enterprise Portal installation and takes backups where necessary. When
the agent uninstallation program requires multiple changes to a particular file, it
may result in more than one backup being made depending upon the
uninstallation requirements.

These generated backup files can be easily identified by their suffix of the form

- Agent - timestamp. For example if a file named sanpl e. xni is being modified by the
uninstallation program on 03/24/04, it may create a backup such as

sanpl e. xm - Agent - 20040325.

It is recommended that these sample files be removed from their respective
directories and copied to another location outside of the server directory before the
SAP Enterprise Portal is started for the first time after the uninstallation of the
agent. This is necessary to ensure that no backup file is mistaken for a
configuration file by the SAP Enterprise Portal runtime. Moreover, even though
the files left behind are harmless, they can cause clutter in the long run and can be
difficult to remove if the SAP Enterprise Portal has marked them for being stored
in its database.

These files are located in the following directories. The variable base_instance_dir
referred here denotes the directory where the server instance is located.

e base_instance_dir

e hase_instance_dir/ une

e hase_instance_dir/ cl ust er/ server

e hase_instance_dir/ cl ust er/ server/ manager s

e base_instance_dir/ cl ust er/ server/ servi ces/ servl et _j sp/work/jspTenp/irj/root/WB
-INF

NOTE Do not delete these backup files. If the agent uninstallation gets
corrupted, these files are necessary for a manual restoration.
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Agent for SAP Enterprise Portal 6.0 SP2 and
Web Application Server 6.20 SP1

When the agent for SAP Enterprise Portal and Web Application Server is
uninstalled, it modifies various files in the SAP Enterprise Portal installation
and/or Web Application Server installation and takes backups where necessary.
When the agent uninstallation program requires multiple changes to a particular
file, the result might be more than one backup being made depending upon the
uninstallation requirements.

These generated backup files can be easily identified by their suffix of the form:
- Agent - timestamp

For example if a file named sanpl e. xni is modified by the uninstallation program on
11/24/04, it might create a backup such as sanpl e. xm - Agent - 20040325.

Remove these backup files from their respective directories and copy them to
another location outside of the server directory before the SAP Enterprise Portal or
Web Application Server is started for the first time after the uninstallation of the
agent.

This removal process is necessary to ensure that no backup files are mistaken for
configuration files by the SAP runtime. Moreover, even though the files left behind
are harmless, they can cause clutter in the long run and can be difficult to remove if
the SAP runtime has marked them for being stored in its database.

These backup files are located in the following directories. Where base_instance_dir refers
to the directory in which the server instance is located:

e  base-instance-dir

= base-instance-dir/ une (only if Enterprise Portal isinstalled)
e hase-instance-dir/ cl ust er/ ser ver

«  hase-instance-dir/ cl ust er/ ser ver / manager s

«  hase-instance-dir/ cl ust er/ ser ver/ servi ces/ servl et _j sp/work/j spTenp/irj/root/WEB
I NF (only if Enterprise Portal isinstalled)

= base-instance-dir/ cl ust er/ server/ servi ces/ security

« hase-instance-dir/ cl ust er/ server/ servi ces/ security/work

NOTE Do not delete these backup files. If the agent uninstallation gets
corrupted, these files are necessary for a manual restoration.
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Securing ldentity Manager Software
With a Policy Agent

This chapter applies to deployment scenarios where a J2EE policy agent protects
Sun Java™ System ldentity Manager software 5.0 SP2 and establishes single
sign-on (SSO) with Sun™ ONE Identity Server 6.0 and higher software.

Topics in this chapter include:

“Deployment Facts and Considerations” on page 327

“The Policy Agent Installation” on page 328

“Configuring the Agent” on page 328

“Configuring the Identity Manager Software” on page 329
“Provisioning Users Using Identity Manager Software” on page 334
“Protecting Identity Manager Using URL Policies” on page 337
“How to Troubleshoot the Agent Configuration” on page 338

Deployment Facts and Considerations

A deployment that uses a Sun ONE Identity Server policy agent to secure Sun Java
System Identity Manager software provides various benefits. Foremost, this type of
deployment allows single sign-on (SSO) integration between Sun Java System
Identity Manager software and Sun ONE Identity Server software. Furthermore,
you can use ldentity Server to define URL policies that govern access to Identity
Manager software web resources.
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The Policy Agent Installation

To understand this chapter, you are expected to have familiarity with Identity
Manager software and the application server or J2EE container on which the
Identity Manager is installed. While this chapter provides guidance for deploying
Sun Java System Identity Manager software with Sun ONE Identity Server
software using a policy agent, you need to consult other sources of documentation.
For example, refer to other sections of this guide, especially Chapter 2, “Installing
the Agent.” Moreover, refer to the Sun Java System ldentity Manager software
documentation that comes with that product.

The Policy Agent Installation

This section presents areas to consider about policy agent installation. Even if the
agent has already been installed, this section provides important information about
specific settings.

Ensure that application server you are using is supported by both Identity
Manager software and by Identity Server software. For example, Sun ONE
Application Server 7.0 is supported by both. A list of supported application servers
for ldentity Manager software, can be found in the Identity Manager
documentation. For Identity server, see “Supported Servers” on page 24.

To install the agent, refer to the proper section of Chapter 2, “Installing the Agent,”
for your specific agent. Settings of importance for the installation are as follows:

= For the agent filter mode, choose SSO O\LY. If you later want to create URL
policies, at that time, update the AMAgent . properti es file by changing the agent
filter mode to URL_PQLI CY mode.

= For the primary application context path, specify the context root for Identity
Manager software.

= Skip the creation of Role-to-Principal mapping section in the install.

Configuring the Agent

After you have completed the post-installation tasks, configure the policy agent to
set up an HTTP header named soi s_user . Identity Manager uses this HTTP header
to identify the authenticated user and then maps that authenticated user to a user
in its repository.
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To enable the policy agent to set up HTTP headers
1. Update the AvAgent . properi t es file by editing two properties as follows:

o LDAP Attribute Map property
comsun.ampolicy.anFilter.| dapattribute. nmap[entrydn] = sois_user
o LDAP Attribute Fetch Mode property
comsun.ampolicy.anFilter.|dapattribute. node = HEADER

2. (Conditional) Only perform this step if the hotswap mechanism of the policy
agent is disabled. If the hotswap mechanism is disabled, the Configuration
Reload Interval property is set as follows:

com sun.ampol icy.config.load.interval =0

If the hotswap mechanism is disabled, restart the application server.

Configuring the Identity Manager Software

After you have completed the installation of the policy agent, configure the
Identity Manager software to allow SSO with the Sun ONE Identity Server
software by performing the following general tasks:

= Adding the Resource Adapter

= Configuring the Resource Instance

« Creating a Login Module Group

= Assigning the Login Module Group to Login Applications

Adding the Resource Adapter

The SunONEl dent i t ySer ver resource adapter provides a login module that enables
SSO between the policy agent and Identity Manager. The first task is to add the
adapter, using the Identity Manager administrative console.
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To add the resource adapter
1. Using an Internet browser, go to:

http://hostname:port/idm-context-root/login.jsp
For example:
http://example.com:8080/idm/login.jsp

Since the agent is already installed and configured, the Identity Server Login
Page displays in the browser.

2. Enter avalid user ID and password. For example, the credentials for amAdmin
or any ldentity Server software user work for this step.

The Identity Manager administrative login page appears.
3. Log in as Identity Manager Configurator user.

The ldentity Manager administrative console appears.
4. Select the Configure tab.
5. In the left-hand menu, select Managed Resources.

The Configure Managed Resources page appears.

6. Under the Custom Resources heading and the Resource Class Path
subheading, add the following string:

com waveset . adapt er. Sunl SResour ceAdapt er
7. Click Add Custom Resource.
8. Click Save.

Configuring the Resource Instance

At this point, the resource adapter has been added.

To configure a resource instance
1. Using the Identity Manager administrative console, select the Resources tab.

2. Inthe left-hand menu, select List Resources.

A box appears that contains a directory tree of resources.
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3. Under the box, in the drop-down list, select Sun ONE Identity Server if it is not
already selected.

4. If necessary, click Edit.

The SunONEIdentityServer resource wizard appears.

5. Click Next.

The Resource Parameters page appears.

6. Enter the details for the directory server. Here, directory server refers to the
directory server used by the Identity Server software to which the policy agent
will communicate. Enter the following information.

Resource Parameters

Host DirectoryServer-hostname

TCP Port DirectoryServer-port

User amAdmin

Password amAdmin-password

Base Context IdentityServer-root-suffix

7. Click Test Configuration to test for a successful connection.

o If the test was successful, continue.
o If the test was unsuccessful, return to Step 6, and enter the correct
information.

8. Click Next.

The Account Attributes page of the wizard appears.
9. Select the defaults.
10. Click Next.
The Identity Template page of the wizard appears.
11. Update the template by entering information in the Identity Template field that

reflects a user DN of Identity Server.
For example:

ui d=3$ui d$, ou=Peopl e, dc=exanpl e, dc=com

Chapter 6  Securing Identity Manager Software With a Policy Agent 331



Configuring the Identity Manager Software

332

12.

13.

14.

15.

16.

Click Next.
The ldentity Manager Parameters page appears.

In the Display Name Attribute drop-down list, select a display name. For
example, firstname.

Locate the item named Top inside the Organizations box and move it to the
Available To box.

For the other options on this page, keep the defaults or update the information
according to your requirements.

Click Next

Creating a Login Module Group

To create a new Identity Server software login module group

1.

2.

Using the Identity Manager administrative console, select the Configure tab.
In the left-hand menu, select Login.

The Login page appears.

Click Manage Login Module Groups.

The Login Module Groups page appears.

Click New.

The Create Login Module Group page appears.

In the Login Manager Group Name field, enter a name for the new login
module group.

For example:
Access Manager Login Module Group

Locate the item Top inside the Organizations box and move it to the Available
To box.

From the Assign Login Module drop down list, select Sun ONE Identity Server
Login Module.

The Create Login Module Group page reappears, but with a new drop-down
list available.
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8. Inthe newly available drop-down list, select SUnONEIdentityServer.
The Modify Login Group page appears.
9. From the Login success requirement drop-down list, select sufficient.
10. Click Save.
The Create Login Module Group page reappears.
11. In the Assign Login Module Groups drop-down list, select the Identity
Manager User Id/Password Login Module.
The Modify Login Module page appears.
12. In the Login success requirement drop-down list, select sufficient.
13. Click Save.
The Create Login Module page reappears with a list of two login modules:
o The Sun ONE Identity Server Login module
o The Identity Manager User Id/Password Login module
14. Click Save to save the configuration.
15. Verify the creation of the Identity Server Login Module group in the Manage
Login Module Group page, which you can access by repeating steps 1—3.
NOTE Assigning both modules, Identity Server Login module and Identity

Manager User Id/Password Login module increases the availability
of protected resources. Thereafter, even if the Sun ONE Identity
Server Login module fails, users can log in to the Identity Manager
software using the Identity Manager User Id/Password Login
module.

Assigning the Login Module Group to Login
Applications

You need to configure two interface login applications, the User Interface Login
Application and the Administrative Interface Login Application.

Configuring the User Interface Login Application

1.

Using the Identity Manager administrative console, click the Configure tab.
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2. Inthe left-hand menu, click Login.
The Login page appears.

3. Click the User Interface login application.
The Modify Login Application page appears.

4. Select the newly created Identity Server Login Module Group from the Assign
Login Module Groups drop-down list.

The Modify Login Application page reappears with the newly created group
added to the list of login module groups.

5. Remove the old Login Module group from the list as follows:
a. Select that module
b. Click delete.
c. Click Save.

The new login module group for the user interface login application has now been
configured.

Configuring the Administrative Interface Login Application

The steps to assign the Identity Server Login Module Group to Administrative
Interface are the same as those described in “Configuring the User Interface Login
Application” on page 333, except instead of choosing User Interface Login
Application, choose the Administrator Interface login application.

Provisioning Users Using Identity Manager
Software

To provision users using Identity Manager software
1. Using the Identity Manager administrative console, click the Accounts tab.

2. In the left-hand menu, select List Accounts if it is not already selected.
A box appears that contains user names.
3. Select a user name:

Select an existing Identity Manager software user or create a new user:
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o For an existing ldentity Manager software user, perform the following:

a. Select the user.

b. Select Edit.

o For anew Identity Manager software user, perform the following:
Select User from the New drop down list.

After you perform one of the preceding tasks, the Create User or Edit User
page appears. These pages have four tabs: Identity, Assignments, Security, and
Attributes. You can navigate between these tabs without losing newly added
data. However, select Save after all information is added.

Select the Assignments tab.

Locate the item SUunONEIdentityServer inside the Available Resources list box
and move it to the Current Resources list box.

Select the Attributes tab.

Enter the value for the uid (The uid is called user ID in Identity Server
software).

(Conditional) This step only applies if you are creating a new user. Select the
Identity tab.

(Conditional) This step only applies if you are creating a new user. Specify the
user Account ID and password.

Click Save.

(Conditional) This step only applies if you are editing an existing user. In
which case, the Update user_name Resource Accounts page is currently
available in your browser. Review the information about the accounts that will
be updated and click Save.

Now that you are in the Create User Results page or the Update Resource
Account Results page, click OK.

You are returned to the List Accounts page.

After successfully creating or updating a user, perform a simple test as explained in
“Testing SSO Integration With Identity Server” on page 336 to verify that SSO
functions properly.
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NOTE When managing users who were created using ldentity Server
software, ensure that passwords are synchronized through Identity
Manager software.

Testing SSO Integration With ldentity Server

Testing SSO for users with administrative capabilities differs slightly from testing
SSO for users without administrative capabilities as explained in the following
subsections.

Testing SSO for Users With Administrative Capabilities

The best method for testing SSO is to keep your original browser instance
open. This method maintains user sessions. Therefore, keep your browser
connected to the Identity Manager administrative console. Then open a hew
browser window using a different browser (for example: open a new
Mozilla/Firefox instance if you are currently using the IE instance).

1. Using an Internet browser, go to:
http://hostname:port/application-context-root/login.jsp
For example:
http://example.com:8080/idm/login.jsp
The browser presents the Identity Server Login Page.
2. Enter the user ID and password for the newly created user.
You should be presented with the Identity Manager administrative console.

If you are able to directly access the Identity Manager software Administrator
page, then SSO is working and the test is successful.

Testing SSO for Users Without Administrative Capabilities

The best method for testing the SSO connection is to keep your original
browser instance open. This method maintains user sessions. Therefore, keep
your browser connected to the Identity Manager administrative console. Then
open a new browser window using a different browser (for example: open a
new Mozilla/Firefox instance if you are currently using the IE instance).
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Using an Internet browser, go to:
http://hostname:port/application-context-root/user/login.jsp
For example:
http://example.com:8080/idm/user/login.jsp

The browser presents the Identity Server Login Page.

Enter the user ID and password for the newly created user.
The Identity Manager user profile page appears.

If you are able to directly access the user profile page, which displays links to
Change Password and Change Other Account Attributes, then SSO is working
and the test is successful.

Protecting ldentity Manager Using URL Policies

Depending upon your environment needs, you might want to use Identity Server
software to define URL policies that protect Identity Manager software. For
example, you could assign authorization to specific users to access ldentity
Manager software.

The following procedure is an overview of the steps for creating a URL Policy.
However, consult the administration guide for Sun ONE ldentity Server software
or the administration guide for Sun Java™ System Access Manager for detailed
information about creating policies.

To create a simple URL policy based enforcement

1.

2.

Log in to the Identity Server software as Administrator.
Create a new policy.
The following are guidelines for that policy
o Give the policy a relevant name, such as IDMGR.
o Apply the following rules;
e http://hostname: port/ application-context-root
where hostname and port refer to the Identity Manager software

where actions are set to allow GET and POST commands.
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e http://hostname: port/ application-context-root/ *
where hostname and port refer to the Identity Manager software
where actions are set to allow GET and POST commands.
Assign one or more subjects to the IDMGR policy.

Set the Agent Filter Mode property in the AMAgent . properties file to the
following:

com sun. am pol i cy. anFil ter.node = URL_PCLI CY

(Conditional) If the hotswap mechanism is disabled, restart the application
server.

How to Troubleshoot the Agent Configuration

If the agent does not operate as expected, you can follow the troubleshooting steps
described in this section. You can set trace options to help you troubleshoot
problems in Identity Manager software. However, refer to the Identity Manager
Technical Reference for detailed information.

1.

Use the Identity Manager software debug pages to set trace options on the
following class:

com waveset . adapt er. Sunl SResour ceAdapt er
Also, set the debug level to “message” in the amagent.properties
Restart the application Server

Inspect the debug logs of the Policy Agent for troubleshooting information.
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Silent Installation

In addition to the GUI installation and the Command Line installation, you can do
a silent installation of J2EE Policy Agents. This appendix provides steps for doing
that.

About Silent Installation/Uninstallation

Silent installation/uninstallation provides a means for scripting the
installation/uninstallation. When you perform a silent installation/uninstallation,
you use a state file, to provide all the answers that you would normally supply to
the installation/uninstallation program interactively. This saves time and is useful
when you want to install/uninstall multiple instances of Sun ONE Identity Server
Policy Agent using the same parameters in each instance.

Silent installation is a simple two-step process. First, you generate a state file that
records the installation/uninstallation process and all the inputs you provide.
Then you run the installation/uninstallation program with the state file as the
input source.

Generating a State File for Installation

To generate a state file, do the following:
1. Change to the directory where the installation program is located.

2. Enter one of the following commands if you are running the GUI installation
program.

If you are on Solaris, HP-UX, AlX, or Linux, enter:
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# ./setup.sh -saveState StateFile
If you are on Windows, enter:
C\> setup. bat -saveState StateFile

You can give a name of your choice to the state file. Follow the instructions as
specified in the section “Using the GUI Installation Program.”

3. Alternatively, you can enter one of the following commands if you are using
the command line installation program.

If you are on Solaris, HP-UX, AlX, or Linux, enter:
#./setup.sh -nodi splay -saveState stateFile

If you are on Windows, enter:

C. \setup. bat -nodisplay -saveState stateFile

You can give a name of your choice to the StateFile. Follow the instructions as
specified in the section “Using the Command-Line Installation Program.”

4. Proceed through the installation. Your answers to the prompts are recorded in
the state file. When the installation is complete, the state file is created in the
same directory where the installation program is located.

NOTE When generated, a state file will have r ead permissions for all users.
However, because the state file contains clear text passwords, it is
recommended that you change the file permissions to restrict
read/ writ e access to the user root .

Using the State File for Silent Installation

To perform silent installation using the state file, do the following.

1. Change to the directory where the installation program and the state file are
located.

2. Enter the following command:
If you are on Solaris, HP-UX, AlX, or Linux, enter:
# ./setup.sh -nodisplay -noconsole -state StateFile

If you are on Windows, enter:
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C \> setup. bat -nodisplay -noconsole -state StateFile

The installation takes place hidden from your view. On completion, the
program exits automatically and displays the prompt.

NOTE The installation program doesn’t validate inputs or the state in the silent installation.

You must ensure that the proper environment exists before performing the silent
installation.

Generating a State File for Uninstallation

To generate a state file for uninstallation, do the following.

1.

Change to the agent installation directory, where the uninstallation program is
located.

Enter one of the following commands if you are using the GUI installation
program:

If you are on Solaris, HP-UX, AlX, or Linux, enter:
# ./uninstall.sh -saveState StateFile

If you are on Windows, enter:

C\> uninstall.bat -saveState StateFile

You can give a name of your choice to the state file. Follow the instructions as
specified in the section “Using the GUI Uninstallation Program” on page 312 to
proceed with the uninstallation.

Alternatively, you can enter one the following commands if you are using the
command line installation program.

If you are on Solaris, HP-UX, AlX, or Linux, enter:
#./uninstall.sh -nodi splay -saveState stateFile

If you are on Windows, enter:

C\> uninstall.bat -nodisplay -saveState stateFile
You can give a name of your choice to the state file.

Proceed through the uninstallation program as explained in “Using the GUI
Uninstallation Program” on page 312. Your answers to the prompts are
recorded in the state file. When uninstallation is complete, the state file is
created in the same directory where the uninstallation program is located.
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NOTE When generated, a state file will have r ead permissions for all users.
However, because the state file contains clear text passwords, it is
recommended that you change the file permissions to restrict
read/ writ e access to the user root .

Using the State File for Silent Uninstallation

To perform silent uninstallation using the state file, do the following:

1. Change to the agent installation directory where uninstallation program and
the state file are located.

2. Update the state file with the ID of the uninstallation program class as follows:
If you are on Solaris, HP-UX, AlX, or Linux, enter:
#./uninstall.sh -id
If you are on Windows, enter:
C\> uninstall.bat -id
This command will print the id of the uninstallation program class file.

3. Replace the ID in the state file with this ID.

NOTE The state file id for the uninstallation program will change every time because the
installation program creates a new class file for uninstallation. While running
uninstallation program in the silent mode, you must ensure that the id in the class
file matches the id of the uninstallation class.

4. Begin the uninstallation process by using one of the following commands:
If you are on Solaris, HP-UX, AlX, or Linux, enter:
# ./uninstall.sh -nodisplay -noconsole -state StateFile
If you are on Windows, enter:
C\> uninstall.bat -nodisplay -noconsole -state StateFile

The uninstallation takes place hidden from your view. On completion, the
program exits automatically and displays the prompt.
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NOTE The uninstallation program doesn't validate inputs or the state in the silent
uninstallation. The user must take care to ensure that the proper environment
exists before performing the silent mode uninstallation
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Sample Application Scenario

This appendix is divided into two broad sections:
= Standard Deployment Descriptors
= Assembly Descriptors

The sample application presented in this section consists of a web module and an
EJB Module.

The web module consists of the following two servlets:

= the Summar yReport Servl et , which can be accessed by both employees and
managers

= the Detail edReport Servl et, which can be accessed by only managers.
The EJB Module consists of a single EJB with two methods:
= doSummaryReport () that can be accessed by both employees and managers

< doDetail edReport () that can be accessed by only managers.

Standard Deployment Descriptors

The following deployment descriptors are common to all J2EE servers:
o web. xn
o gjb-jar.xn

o application. xni
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web.xml

Code Example B-1 web.xml

<?xm version="1.0" encodi ng="1 SO 8859- 1" ?>
<! DOCTYPE web-app PUBLIC
"-//Sun Mcrosystens, Inc.//DID Wb Application 2.3//EN
“http://java. sun. com dt d/ web-app_2_3.dtd">
<web- app i d="WEBAPP_REPCRT" >
<di spl ay- name>Sanpl e Report Appli cation</di spl ay- name>
<description>Sanpl e Report Application to illustrate J2EE Security</description>
<filter id="filter_agent">
<filter-nane>AgentFilter</filter-nane>
<filter-class>Filter Class</fil ter-cl ass>
</filter>
<filter-mappi ng>
<filter-nane>AgentFilter</filter-nane>
<url-pattern>/ *</url-pattern>
</filter-mappi ng>
<servl et id="Servlet_SummaryReport">
<ser vl et - name>Sunmmar yRepor t Ser vl et </ ser vl et - name>
<servl et - cl ass>com exanpl e. r epor t app. Summar yReport Ser vl et </ servl et - cl ass>
</servl et>
<servlet id="Servlet_Detail edReport">
<servl et - name>Det ai | edReport Ser vl et </ ser vl et - nane>
<servl et - cl ass>com exanpl e. report app. Det ai | edReport Servl et </ servl et - cl ass>
</servlet>
<servl et - mappi ng>
<ser vl et - name>Sunmmar yRepor t Ser vl et </ ser vl et - name>
<url - pattern>/ Sumrar yReport Servl et </ url - patt er n>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - name>Det ai | edReport Ser vl et </ ser vl et - nane>
<url - pattern>/ Detail edReport Servl et</url-pattern>
</ servl et - mappi ng>

<security-constraint>
<web-resource-col | ection>
<url - pattern>/Detail edReport Servl et</url -pattern>
</ web-resour ce-col | ecti on>
<aut h- const rai nt >
<r ol e- name>MANAGER- ROLE</ r ol e- nane>
</ aut h-const rai nt >
</security-constraint>
<security-constraint>
<web-resource-col | ection>
<url - pat t er n>/ Summar yReport Servl et </ url - pat t er n>
</ web-resour ce-col | ecti on>
<aut h- const rai nt >
<r ol e- name>MANAGER- ROLE</ r ol e- nane>
<r ol e- name>EMPLOYEE- ROLE</ r ol e- nane>
</ aut h-constrai nt >
</security-constraint>
<l ogi n-confi g>
<aut h- met hod>FORMK/ aut h- net hod>
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Code Example B-1 web.xml

<form ogi n-confi g>
<form ogi n-page>/1 ogi n. ht i </ f or m | ogi n- page>
<f ormerror-page>/ deny. ht m </ formerror-page>
</forml ogi n-config>
</l ogi n-confi g>

<security-role id="I D MANAGER ROLE">
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
</security-rol e>
<security-role id="I D EMPLOYEE ROLE"'>
<rol e- name>EMPLOYEE- ROLE</ r ol e- nanme>
</security-rol e>
</ web- app>

NOTE Concerning the Filter Class in the web.xml File
« The filter class for Sun ONE Application Server 7.0, BEA WebLogic Server 6.1
SP2, BEA WebLogic Server 7.0 SP2, BEA WebLogic Server 8.1 and
Macromedia JRun 4 is as follows:
comsun.identity.agents.filter. AmAgentFilter.

» The following filter class applies to both IBM WebSphere Application Server 5.0
and 5.1:
comsun.identity.agents.websphere. AMMS50Agent Fi | ter.
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NOTE

Concerning the Dispatcher Element in the web.xml File

If you are using Sun Java System Application Server 8.1 as your application server, be aware that
this application server supports the Java Servlet Specification version 2.4, which requires you to
update the standard deployment descriptors for the Agent for Sun Java System Application Server
8.1.

A new di spat cher element has been added to the fi | t er - mappi ng element in servlet 2.4. The
agent filter requires the di spat cher element with values REQUEST, FCRWARD, | NCLUDE, and
ERRCRIin the Sun Java System Application Server 8.1 Agent. See the Post Installation Tasks
section, specifically “Agent for Sun Java System Application Server 8.1" on page 149 for more
information.

The following is a sample Servlet 2.4 compliant web.xml descriptor with the <f i | t er >,
<filter-mappi ng>, and <di spat cher > elements added:

<web-app version="2.4" xm ns="http://java. sun.conixn/ns/j2ee"
xm ns: xsi ="http: //ww. w3. or g/ 2001/ XM.Schena- i nst ance"
xsi : schemalLocation="http://java. sun. con xm /ns/j 2ee
http://java. sun. conl xn / ns/j 2ee/ web- app_2_4. xsd" >
<di spl ay- nane>. . . </ di spl ay- nane>
<description>...</description>
<filter>
<filter-nane>Agent</filter-name>
<di spl ay- name>Agent </ di spl ay- nane>
<descri ption>Sun Java System Access Manager Policy Agent Filter
</ descri ption>
<filter-class>omsun.identity.agents.filter. AvAgentFilter</filter-class>
</filter>
<filter-mapping id="FilterNMappi ng_Pol i cyAgent">
<filter-name>Agent </filter-nane>
<di spat cher >REQUEST</ di spat cher >
<di spat cher > NCLUDE</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
<di spat cher >ERRCR</ di spat cher >
<url-pattern>/ *</url-pattern>
</filter-mpping>

</ web- app>
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ejb-jar.xml

Code Example B-2 ejb-jar.xml

<?xm version="1.0"?>

<! DCCTYPE gj b-jar PUBLIC
“-//Sun Mcrosystens, Inc.//DID Enterprise JavaBeans 2.0//EN'
"http://java.sun.com dtd/ejb-jar_2_0.dtd">

<ejb-jar id="IDejb_jar">

<ent erpri se- beans>
<session id="Sessi on_Report EJB">
<ej b- nane>Repor t EJB</ ej b- nane>
<honme>com exanpl e. r epor t app. Repor t EJBHorme</ hone>
<r enot e>com exanpl e. r eport app. Repor t EJB</ r enot e>
<ej b-cl ass>com exanpl e. repor t app. Repor t EJBI npl </ €] b- cl ass>
<sessi on-type>St at el ess</ sessi on-t ype>
<transact i on-type>Cont ai ner</transacti on-type>
</ sessi on>
</enterprise-beans>
<assenbl y- descri pt or >
<security-role id="1 D MANAGER ROLE'>
<r ol e- name>MANAGER- ROLE</ r ol e- nane>
</security-rol e>
<security-role id="1D EMPLOYEE ROLE'>
<r ol e- name>EMPLOYEE- ROLE</ r ol e- nane>
</security-rol e>
<met hod- per m ssi on>
<r ol e- name>MANAGER- ROLE</ r ol e- nane>
<net hod>
<ej b- nane>Repor t EJB</ ej b- nane>
<net hod- i nt f >Renot e</ et hod- i nt f >
<net hod- name>doDet ai | edRepor t </ et hod- nane>
<met hod- par ans/ >
</ met hod>
</ met hod- per m ssi on>
<met hod- per m ssi on>
<r ol e- nanme>MANAGER- ROLE</ r ol e- name>
<r ol e- name>EMPLOYEE- ROLE</ r ol e- nane>
<net hod>
<ej b- nane>Repor t EJB</ ej b- nane>
<net hod- i nt f >Renot e</ et hod- i nt f >
<met hod- nane>doSunmar yRepor t </ net hod- name>
<met hod- par ans/ >
</ met hod>
</ met hod- per m ssi on>
</ assenbl y- descri pt or >

</ejb-jar>
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application.xml

Code Example B-3 application.xml

<?xm version="1.0" encodi ng="1SO 8859- 1" ?>

<I DOCTYPE appl i cation PUBLIC
"-//Sun M crosystens, Inc.//DID J2EE Application 1.3//EN'
"http://java. sun.com dtd/ application_1_3.dtd" >
<application id="APP_REPCRTAPP">
<di spl ay- name>Sanpl e Report Application</di spl ay- nane>
<descri ption>Sanpl e Report Application to illustrate J2EE
Security</description>
<nodul e i d="em reportapp">
<ej b>reportapp.jar</ejb>
</ modul e>
<modul e id="wm reportapp">
<web>
<web- uri >report app. war </ web- uri >
<cont ext - r oot >Repor t App</ cont ext - r oot >
</ web>
</module>
<security-role id="| D MANAGER ROLE">
<r ol e- nane>MANAGER- ROLE</ r ol e- nane>
</security-rol e>

<security-role id="| D EMPLOYEE ROLE">
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
</security-rol e>

</ appl i cati on>

Assembly Descriptors

This section provides samples of descriptors for:

= Sun ONE Application Server 7.0

< BEA WebLogic 6.1 SP2

= IBM WebSphere Application Server 5.0/5.1

= BEA WebLogic Server 7.0 SP2 and BEA WebLogic Server 8.1
< Apache Tomcat Server 4.1.27

= Macromedia JRun 4

< Oracle 9iAS R2 and Oracle 10g
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= Sun Java System Application Server 8.1

Sun ONE Application Server 7.0

The following are samples of deployment descriptors to support Declarative (at
Web and EJB tier) and Programmatic security for Sun One Application Server 7.0:

= sun-web. xni
e sun-ejb-jar.xm
e sun-application. xn

These samples are not exhaustive and the user should refer to Sun ONE
Application Server reference documentation to learn the details on how these
descriptors may be edited to create the role-to-principal mappings:

http://docs. sun. conl sour ce/ 816- 7149- 10/ i ndex. ht m

sun-web.xml

Code Example B-4 sun-web.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE sun-web-app PUBLIC '-//Sun Mcrosystens, Inc.//DTD Sun ONE

Application Server 7.0 Servlet 2.3//EN

"http://ww. sun. cont sof t war e/ sunone/ appser ver/ dt ds/ sun-web-app_2_3-0. dtd' >
<I'-- Copyright 2002 Sun Mcrosystens, Inc. All rights reserved. -->
<sun- web- app>
<security-rol e- mappi ng>
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<gr oup- nane>manager </ gr oup- nane>
</ security-rol e- mappi ng>
<security-rol e-mappi ng>
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<gr oup- nane>enpl oyee</ gr oup- nane>
</ security-rol e- mappi ng>
</ sun- web- app>
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sun-ejb-jar.xmil

Code Example B-5 sun-ejb-jar.xml

<?xnmi version="1.0"?>
<! DOCTYPE sun-ejb-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Sun ONE

Application Server 7.0 EJB 2.0//EN
"http://ww. sun. conl sof t war e/ sunone/ appser ver/ dt ds/ sun-ej b-jar_2_0-0.dtd" >

<sun-ej b-jar>
<ent er pri se- beans>
<ej b>
<ej b- name>Repor t EJB </ ej b- nane>
<j ndi - nane>Repor t EJB </ ndi - nane>
</ ej b>
</ enterpri se-beans>
</ sun-ej b-j ar>

sun-application.xml

Code Example B-6 sun-application.xml

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE sun-application PUBLIC'-//Sun Mcrosystenms, Inc.//DID Sun ONE
Application Server 7.0 J2EE Application 1.3//EN
"http://ww sun. con sof t war e/ sunone/ appser ver/ dt ds/ sun-application_1_3-0.dtd' >
<sun-appl i cati on>
<security-rol e- mappi ng>
<r ol e- nane>MANAGER- ROLE</ r ol e- nane>
<gr oup- nane>manager </ gr oup- nane>
</ security-rol e- mappi ng>
<security-rol e- mappi ng>
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<gr oup- nane>enpl oyee</ gr oup- nane>
</ security-rol e- mappi ng>
</ sun-appl i cati on>

BEA WebLogic 6.1 SP2

The following are samples of deployment descriptors to support declarative (at
Web and EJB tier) and programmatic security for BEA WebLogic 6.1SP2.

< weblogic.xml

= weblogic-ejb-jar.xml

352  Sun Java System Identity Server Policy Agents 2.1 « J2EE Policy Agents Guide ¢ September 2004



Assembly Descriptors

These samples are not exhaustive and the user should refer to the BEA WebLogic
6.1SP2 reference documentation to learn the details on how these descriptors may
be edited to create the role-to-principal mappings:

http://e-docs. bea. coml w s/ docs61/ progr anm ng. ht m

weblogic.xml

Code Example B-7 weblogic.xml

<?xm version="1.0" encodi ng="1SO 8859- 1" ?>

<! DOCTYPE webl ogi c- web-app PUBLI C "-//BEA Systens, Inc.//DID Wb Application

6.0/ /EN" "http://ww bea. conl servers/w s600/ dt d/ webl ogi c-web-j ar. dtd">
<webl ogi c- web- app>
<descri pti on>WbLogi ¢ Descri ptor</descri ption>
<security-rol e-assi gnnent >
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<pri nci pal - name>nanager </ pri nci pal - nane>
</ security-rol e-assi gnment >
<security-rol e-assi gnnent >
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<pri nci pal - nane>enpl oyee</ pri nci pal - nane>
</ security-rol e-assi gnment >
</ webl ogi c- web- app>

weblogic-ejb-jar.xml

Code Example B-8 weblogic-ejb-jar.xml

<?xm version="1.0"?>

<! DOCTYPE webl ogi c-ej b-jar PUBLIC"'-//BEA Systens, Inc.//DID WbLogic 6.0.0
EJB//EN ' http://ww. bea. com servers/w s600/ dt d/ webl ogi c-ej b-jar.dtd >

<webl ogi c- €] b-j ar>
<webl ogi c- ent er pri se- bean>
<ej b- name>Repor t EJB </ ej b- name>
<j ndi - nane>Report EJB </ ndi - nane>
</ webl ogi c-ent er pri se- bean>
<security-rol e-assi gnnent >
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<pri nci pal - name>nanager </ pri nci pal - nane>
</ security-rol e-assi gnment >
<security-rol e-assi gnnent >
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<pri nci pal - nane>enpl oyee</ pri nci pal - nane>
</ security-rol e-assi gnment >
</ webl ogi c-¢j b-j ar>
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IBM WebSphere Application Server 5.0/5.1

The following are samples of deployment descriptors to support declarative (at
Web and EJB tier) and programmatic security for IBM WebSphere Application
Server 5.0/5.1:

= ibm-web-bnd.xmi

* ibm-web-ext.xmi

= ibm-ejb-jar-bnd.xmi

e ibm-ejb-jar-ext.xmi

= ibm-application-bnd.xmi
= ibm-application-ext.xmi

These samples are not exhaustive and the user should refer to the IBM WebSphere
Application Server 5.0/5.1 reference documentation to learn how these descriptors
may be edited to create the role-to-principal mappings:

http: // publ i b7b. boul der. i bm coni webapp/ wasi nf 0l/i ndex. j sp?depl oynment =Appl i cati onS
erver & ang=en

ibm-web-bnd.xmi

Code Example B-9 bm-web-bnd.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<webappbnd: WebAppBi ndi ng xmi : versi on="2. 0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: webappbnd="webappbnd. xm "
xm ns: webappl i cati on="webappl i cati on. xm "
xm : i d="\WebAppBi ndi ng_1"
vi rtual Host Name="def aul t _host">
<webapp href ="WEB- | NF/ web. xm #WEBAPP_REPCRT" / >

</ webappbnd: \bAppBi ndi ng>
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ibm-web-ext.xmi

Code Example B-10  ibm-web-ext.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<webappext : WebAppEXxt ensi on xni : versi on="2. 0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: webappext =" webappext . xm "
xm ns: webappl i cat i on="webappl i cati on. xm "
xm ;i d="\\ebAppExt ensi on_1">

<vwebApp hr ef =" WEB- | NF/ web. xni #WEBAPP_REPORT" / >

<extendedServl ets xm:id="Servl et _SummaryReport Ext">
<ext endedServl et href ="WEB- | NF/ web. xm #Ser vl et _Sumvar yReport"/>
</ ext endedSer vl et s>

<extendedServlets xm:id="Servl et Detail edReport Ext">
<ext endedServl et href ="WEB- | NF/ web. xm #Ser vl et _Det ai | edReport"/>
</ ext endedSer vl et s>

</ webappext : WebAppEXxt ensi on>

ibm-ejb-jar-bnd.xmi

Code Example B-11  ibm-ejb-jar-bnd.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<ej bbnd: EJBJar Bi ndi ng xni : versi on="2.0"
xm ns: xm ="htt p: // ww. ong. org/ XM "
xm ns: ej bbnd="¢ej bbnd. xm "
xm ns: ej b="¢ejb. xm"
xm : i d="EJBJar Bi ndi ng_1">

<ej bJar href="META-INF/ ejb-jar.xm# D ejb_jar"/>

<ej bBi ndi ngs xm : i d="Sessi on_Report EJB_Bnd" j ndi Name="Report EJB">
<enterpriseBean xm :type="¢j b: Sessi on"
href =" META- | NF/ €] b-j ar. xm #Sessi on_Report EJB"/ >

</ ej bBi ndi ngs>

</ ej bbnd: EJBJar Bi ndi ng>
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ibm-ejb-jar-ext.xmi

Code Example B-12  ibm-gjb-jar-ext.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<ej bext : EJBJar Ext ensi on xmi : ver si on="2. 0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: ej bext =" ej bext. xm "
xm ns: ej b="ej b. xm "
xm ;i d="EJBJar Ext ensi on_1">

<ej bExt ensi ons xm : t ype="gj bext : Sessi onExt ensi on"
xm : i d="Sessi onExt ensi on_1"
nanme="Sessi onExt ensi on_1">
<enterpriseBean xm :type="¢gj b: Sessi on"
hr ef =" META- | NF/ €] b-j ar. xm #Sessi on_Report EJB"/ >
</ ej bExt ensi ons>

<ejbJar href="META-INF/ejb-jar.xm# D ejb_jar"/>
</ ej bext : EJBJar Ext ensi on>

ibm-application-bnd.xmi

Code Example B-13  ibm-application-bnd.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<appl i cationbnd: Appl i cati onBi ndi ng xni : versi on="2. 0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: appl i cat i onbnd="appl i cati onbnd. xm "
xni ns: common="common. xm "
xm ns: appl i cati on="appl i cation.xm"
xm ;i d="ApplicationBinding_1">

<aut hori zati onTabl e xm :id="Aut horizationTable_1">
<aut hori zati ons xm :id="Rol eAssi gnnent _1">
<rol e href="META- | NF/ appl i cation. xn # D EMPLOYEE ROLE"/ >
<groups xm:id="Goup_1" name="enpl oyee"/>
</ aut hori zati ons>
<aut hori zati ons xm :id="Rol eAssi gnnent _2">
<rol e href="META- | NF/ appl i cation. xn #1 D MANAGER RCLE'/ >
<groups xm:id="Goup_2" name="mnanager"/>
</ aut hori zati ons>
</ aut hori zati onTabl e>

<application href="MTA-| NF/ appl i cati on. xn #APP_REPCRTAPP"/ >

</ appl i cati onbnd: Appl i cati onBi ndi ng>
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ibm-application-ext.xmi

Code Example B-14 ibm-application-ext.xmi

<?xm version="1.0" encodi ng="UTF-8"?>

<appl i cationext: Appli cati onExt ensi on xm : versi on="2.0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: appl i cati onext ="applicati onext.xm"
xm ns: appl i cati on="appl i cation.xm"
xm ;i d="Appl i cationExtension_1">

<nmodul eExt ensi ons xm : type="appl i cati onext : E bMbdul eExt ensi on"
xm : i d="Ej bMbdul eExt ensi on_1"
al t Root ="ALT- I NF/ reportapp. jar">

<nmodul e xm : type="appl i cation: E bModul e"
hr ef =" META- | NF/ appl | cati on. xni #em r epor t app"/ >

</ modul eExt ensi ons>

<modul eExt ensi ons xm : type="appl i cati onext : WebModul eExt ensi on"
xm : i d="\\ebMbdul eExt ensi on_1"
al t Root =" ALT- | NF/ r epor t app. war " >
<nmodul e xm : type="appl i cati on: WebModul e"
hr ef =" META- | NF/ appl 1 cati on. xni #wm r epor t app"/ >
</ nodul eExt ensi ons>
<application href="META-| NF/ appl i cati on. xm #APP_REPCRTAPP"/ >
</ appl i cati onext: Appl i cati onExt ensi on>

BEA WebLogic Server 7.0 SP2 and BEA
WebLogic Server 8.1

The following are samples of deployment descriptors to support declarative (at
Web and EJB tier) and programmatic security for BEA WebLogic Server 7.0 SP2 or
BEA WebLogic Server 8.1:

= weblogic.xml
= weblogic-ejb-jar.xml

These samples are not exhaustive and the user should refer to the BEA WebLogic
Server reference documentation to learn how these descriptors may be edited to
create the role-to-principal mappings.

BEA WebLogic Server 7.0 related documentation;
http://e-docs. bea. com w s/ docs70/ progr amm ng. ht m
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BEA WebLogic Server 8.1 related documentation
http://e-docs. bea. comiw s/ docs81/i ndex. ht m

weblogic.xml

Code Example B-15 weblogic.xml

<?xm version="1.0" encodi ng="1SO 8859- 1" ?>

<! DOCTYPE webl ogi c- web-app PUBLI C "-//BEA Systens, Inc.//DID Wb Application
7.0/ /EN'" "http://ww. bea. conl servers/w s700/ dt d/ webl ogi c700- web-j ar. dtd">

<webl ogi c- web- app>

<descri pti on>\WbLogi ¢ Descri pt or </ descri pti on>
<security-rol e-assi gnnent >

<r ol e- nane>MANAGER- ROLE</ r ol e- name>

<pri nci pal - name>nanager </ pri nci pal - nane>
</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>

<pri nci pal - nane>enpl oyee</ pri nci pal - nane>
</ security-rol e-assi gnment >

</ webl ogi c- web- app>

weblogic-ejb-jar.xml

Code Example B-16  weblogic-ejb-jar.xml

<?xm version="1.0"?>

<! DOCTYPE webl ogi c-ej b-jar PUBLIC"'-//BEA Systens, Inc.//DID WbLogic 7.0.0
EJB//EN 'http://ww. bea. com servers/w s700/ dt d/ webl ogi c-ej b-jar.dtd >

<webl ogi c- €] b-j ar>
<webl ogi c- ent er pri se- bean>
<ej b- name>Repor t EJB </ ej b- name>
<j ndi - nane>Report EJB </ ndi - nane>
</ webl ogi c-ent er pri se- bean>

<security-rol e-assi gnnent >

<r ol e- nane>MANAGER- ROLE</ r ol e- name>

<pri nci pal - name>nmanager </ pri nci pal - nane>
</ security-rol e-assi gnment >
<security-rol e-assi gnnent >

<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>

<pri nci pal - nane>enpl oyee</ pri nci pal - nane>
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Code Example B-16  weblogic-ejb-jar.xml

</ security-rol e-assi gnment >

</ webl ogi c-ej b-j ar>

Apache Tomcat Server 4.1.27

The following is a sample of deployment descriptors to support Declarative and
Programmatic security for Apache Tomcat Server 4.1.27.

e web.xml

Tomcat Server 4.1.27 does not include an EJB Container hence there is no support
for EJBs. All security constraints and role-to-principal mappings are contained
within the web application descriptor file. A separate role-to-principal mapping
file is not needed for Tomcat Server. These samples are not exhaustive and the user
should refer to the standard J2EE security guide at the following location for
additional details.

http://java.sun.conlj2ee/tutorial/1_3-fcs/doc/ Security. htm

web.xml

Code Example B-17  web.xml

<?xm version="1.0" encodi ng="1SO 8859- 1" ?>

<! DOCTYPE web- app
PUBLIC "-//Sun Mcrosystens, Inc.//DTD Wb Application 2.3//EN'
"http://java. sun. com dt d/ web-app_2_3.dtd">

<web- app>

<servl et id="Sanpl eServlet">
<servl et - name>Sanpl eSer vl et </ ser vl et - name>
<di spl ay- name>Sanpl eSer vl et </ di spl ay- name>
<description>A Sanpl e Servl et</description>
<servl et-cl ass>t est. Sanpl eServl et </ servl et - cl ass>
<security-rol e-ref>
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<rol e-link>manager </rol e-1ink>
</security-role-ref>
</servl et>

<security-constraint>
<web-resour ce-col | ection>
<web- r esour ce- nane>Pr ot ect ed</ web- r esour ce- narme>
<url-pattern>*.jsp</url-pattern>
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Code Example B-17  web.xml

<url-pattern>*. htm </url-pattern>
</ web- resour ce-col | ecti on>
<aut h- constrai nt >
<I'-- Anyone with one of the listed roles may access this area -->
<r ol e- nane>manager </ r ol e- nanme>
</ aut h-constrai nt >
</ security-constraint>

<security-rol e id="MANAGER- ROLE' >
<description> The role that is required to access this sanple
application </description>
<r ol e- nane>manager </ r ol e- nane>

</security-rol e>

</ web- app>

Macromedia JRun 4

The standard deployment descriptors defined in the section Standard Deployment
Descriptors to support Declarative and Programmatic security will work for
Macromedia JRun 4 and a separate role-to-principal mapping file is not required.

Oracle 9IAS R2 and Oracle 10g

The following are samples of deployment descriptors to support declarative (at
Web and EJB tier) and programmatic security for Oracle 9iAS R2 and Oracle 10g.

= orion-web.xml
e orion-ejb-jar.xml
= orion-application.xml

These samples are not exhaustive and the user should refer to Oracle
documentation to learn the details on how these descriptors may be edited to
create the role-to-principal mappings:

http://otn. oracl e. comi docunent ati on/i as. ht m
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orion-web.xml

Code Example B-18 orion-webh.xml

<?xm version="1.0" encodi ng="1S0O 8859- 1" ?>
<I' DOCTYPE ori on-web-app PUBLIC "-//Everm nd//DTD Orion Wb Application

2.3//EN" "http://xmns. oracl e. conii as/ dt ds/ ori on-web. dt d">

<ori on-web-app depl oynent -versi on="1.0. 2. 2"
j sp- cache-directory="./persistence"
tenporary-directory="./tenp"
servl et -webdir="/servlet/">

</ ori on- web- app>

orion-ejb-jar.xml

Code Example B-19 orion-gjb-jar.xml

<?xm version="1.0" encodi ng="1S0O 8859- 1" ?>
<I DOCTYPE orion-ejb-jar PUBLIC "-//Everm nd//DTD Enterprise JavaBeans 1.1

runtime//EN" "http://wm. orionserver.conm dtds/orion-ejb-jar.dtd">
<orion-ejb-jar>
<enterpri se- beans>
<sessi on- depl oynent name="Report EJB" | ocati on="Report EJB" />
</ enterprise-beans>
</orion-ejb-jar>

orion-application.xml

Code Example B-20 orion-application.xml

<?xm version="1.0" encodi ng="1S0O 8859- 1" ?>

<! DOCTYPE orion-application PUBLIC "-//Evernind//DID J2EE Application
runtime 1.2//EN'" "http://xn ns.oracl e.comias/dtds/orion-application.dtd" >

<orion-application depl oynent-version="1.0.2.2">
<web- nodul e id="WbTest Suite" path="VWar_Fi|e_Nane.war" />
<ej b-nodul e i d="EJBTest Suite" path="EJB File_Name.jar" />

<security-rol e-mappi ng nane="NANAGER- ROLE" >
<group name="nanager" />
</ security-rol e- mappi ng>

<security-rol e- mappi ng nane="EMPLOYEE- ROLE" >
<group name="enpl oyee" />
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Code Example B-20 orion-application.xml

</ security-rol e- mappi ng>

<persi st ence pat h="persi st ence"/>
<user - manager

cl ass="com sun.identity.agents. oracl e. ArCr acl eUser Manager " >
</ user - manager >

<l og>
<file path="application.log"/>
</l og>

<namespace- access>
<r ead- access>
<namespace- r esour ce root="">
<security-rol e-mappi ng nane="& t;jndi-user-rol e>">
<group name="admi ni strators"/>
</ security-rol e- mappi ng>
</ nanespace-r esour ce>
</read- access>
<wite-access>
<namespace-resource root="">
<security-rol e-mappi ng nane="& t;j ndi - user-rol e>">
<group name="adm ni strators"/>
</ security-rol e- mappi ng>
</ nanespace-r esour ce>
</wite-access>
</ nanespace- access>
</ orion-application>

NOTE If the user does not add the custom User Manager tag, it will be added by default
when deploying the application through Enterprise Manager.

Sun Java System Application Server 8.1

The following are samples of deployment descriptors to support Declarative (at
Web and EJB tier) and Programmatic security for Sun Java System Application
Server 8.1:

e sun-web. xm
e sun-ejb-jar.xm

e sun-application. xn
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Update the DTD files in each of these deployment descriptors for Sun Java System
Application Server 8.1. Keep in mind, that these samples are not exhaustive and the
user should refer to Sun Java System Application Server Developer’s Guide to learn
the details of how these descriptors can be edited to create the role-to-principal
mappings.

sun-web.xml

Code Example B-21  sun-web.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<I DOCTYPE sun-web-app PUBLIC '-//Sun Mcrosystens, Inc.//DTD Application

Server 8.1 Servlet 2.4//EN

"http://ww sun. cont sof t war e/ appser ver/ dt ds/ sun-web-app_2_4-1.dtd' >
<!I-- Copyright 2002 Sun Mcrosystens, Inc. All rights reserved. -->
<sun- web- app>
<security-rol e- mappi ng>
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<gr oup- nane>manager </ gr oup- nane>
</ security-rol e- mappi ng>
<security-rol e- mappi ng>
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<gr oup- nane>enpl oyee</ gr oup- nane>
</ security-rol e- mappi ng>
</ sun- web- app>

sun-ejb-jar.xmil

Code Example B-22  sun-ejb-jar.xml

<?xm version="1.0"?>
<I DOCTYPE sun-ejb-jar PUBLIC '-//Sun M crosystens, Inc.//DTD

Application Server 8.1 EJB 2.1//EN
"http://ww. sun. cont sof t war e/ appserver/dtds/sun-ejb-jar_2 1-1.dtd" >

<sun-egj b-j ar>
<ent erpri se- beans>
<ej b>
<ej b- name>Repor t EJB </ ej b- name>
<j ndi - nane>Report EJB </ ndi - nane>
</ ej b>
</ enterprise-beans>
</ sun-ej b-j ar>
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sun-application.xml

Code Example B-23  sun-application.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE sun-application PUBLIC'-//Sun M crosystens, Inc.//DID Application
Server 8.1 J2EE Application 1.4//EN
"http://wmw sun. coni sof t war e/ appser ver/ dt ds/ sun-application_1_4-0.dtd" >
<sun-appl i cation>
<security-rol e- mappi ng>
<r ol e- nane>MANAGER- ROLE</ r ol e- name>
<gr oup- nane>manager </ gr oup- nane>
</ security-rol e- mappi ng>
<security-rol e- mappi ng>
<r ol e- nane>EMPLOYEE- ROLE</ r ol e- nane>
<gr oup- nane>enpl oyee</ gr oup- nane>
</ security-rol e- mappi ng>
</ sun-appl i cati on>
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Appendix C

Troubleshooting the Agent

Deployment

This appendix explains how you can resolve problems that you may encounter

while deploying or using the J2EE Policy Agents.

Be sure to also check the Policy Agents Release Notes at

http://docs. sun. coni db/ col | / S1_| dServPol i cyAgent 21 to see if the problem that you
encounter is a known limitation of the agent. If workarounds are available for such
problems, they will be provided in the release notes.

Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The agent installation program
hangs and does not display the
welcome message or any other
message.

A previous run of the agent
installation program may have
failed or was terminated by the
user and the lock file generated
by it is still present in your
system.

Search for the lock file and delete it.
The lock file

productregi stry. access. | ock
orproductregi stry. access.tnp
can be found in the location where the
prodcut regi stry file is present. On
Solaris, it is under the directory
/var/sadniinstall.On Windows
2000 systems, it is present under the
directory C: \ W NNT\ syst en82.

After installing the agent, the
Identity Server fails to startup or
does not allow any user to
login.

The agent has been installed on
the application server instance
on which Identity Server is
installed.

This is not a supported configuration.
You can instead install the agent on a
different instance of application server
on the same machine, if necessary.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

3. The agent installation program
cannot proceed due to a
previous installation. However,
the previous installation was
uninstalled before starting the
new installation.

The previous uninstallation of
the agent failed to remove the
necessary entries from the
productregistry file and/or left
behind the Solaris package due
to errors.

You must search and cleanup the
productregistry file. See the solution
for symptom number 1 for the location
of the file. This is a simple XML file that
contains information regarding various
Sun products and should be carefully
edited to remove the references of any
of the agent components. The agent
components may be identified by the
name of the agent that is being
installed. If no other Sun product has
been installed on your system, you can
safely delete this file.

If this is observed on a Solaris system,
you must also uninstall the Solaris
package corresponding to the agent
installation. To identify the agent
package, you can use a command
such as:

# pkginfo |grep Agent

4. The agent does not require
users to login before access is
granted to the application.

The application has not been
configured to use the agent.

Refer to the section Post-Installation
Tasks for steps to enable the agent for
a protected application.

The resources match entries in
the Not-enforced List.

Make sure that the resources being
accessed do not match the entries in
Not-enforced List, and ensure that the
list is not empty and inverted.

The agent filter mode is set to
NONE.

Change the agent filter mode to ALL or
J2EE_POLICY as necessary.

5. Agent denies access to all
requests.

The agent and Identity Server
have been installed on the same
machine and the browser may
not be setting the HOST header
correctly when redirected from
Identity Server to the agent.

Enable Port Check functionality. See
the section Enabling Port Check
Functionality.

The application server is running
as a user who does not have
write privileges to the audit log
directory of the agent.

Refer to the path specified in the
AVAgent . properti es file for the
agent’s local audit file and grant the
necessary write permissions for the
user of the application server process.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

a mode that enforces URL

Identity Server.

The agent filter is configured for

policies and no applicable URL
policies have yet been defined in

Define the appropriate URL policies in
Identity Server.

a mode that enforces URL

with the system time on the
Identity Server machine.

The agent filter is configured for

polices and the system time on
the agent machine is not in sync

Synchronize the time of the agent
machine with the time on the Identity
Server machine. See the section
Synchronizing the Agent Host and the
Sun ONE Identity Server 6.1 Host for
details.

a mode that does not support

The agent filter is configured for

Change the agent filter mode to a
mode that supports J2EE policy such

J2EE Polices and the resources
being accessed are protected by
declarative security constraints.

as ALL or J2EE_POLICY.

a mode that supports J2EE
polices but they are being
negatively evaluated by the
agent.

The agent filter is configured for

Refer to the solution for symptom
number 6.

Identity Server.

The agent is unable to validate
user’s session token issued by

Make sure that the agent is installed
on the same domain that is specified
as the cookie domain in Identity
Server. If not, enable CDSSO
functionality. If that is not the case, try
changing the value of the property
comsun.ampolicy.anFilter.s
sot oken. ur| decode

The agent is configured for
the authorization response is

required by the agent.

CDSSO and the validity time of

smaller than the processing time

Set an appropriate value for the
property
comsun.ampolicy.anFilter.c
dsso. cl ock. skew

file AVAgent . properties is
not reachable by the agent.

The Login URL specified in the

Make sure that the Identity Server
Login URL is reachable from the
machine where the agent is installed.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The application server uses JDK
version below 1.4 and no
JCE/JSSE was selected during
agent installation for the JDK
used by application server.

Reinstall the agent and select the
appropriate checkboxes as necessary
to install JCE and/or JSSE for the JDK
used by the application server.

The Identity Server is installed
with SSL and the agent cannot
communicate with it correctly.

Refer to the solution for symptom
number 9.

6. The agent fails to evaluate The protected application does Redeploy the application with the
J2EE declarative security not have the agent filter agent filter installed and the
policies or J2EE programmatic installed. login-configuration added as described
security APls for the protected in the Chapters 2 and 3 of this guide.
applications.
The agent filter is operating in a Change the agent filter mode to either
mode that does not support ALL or J2EE_POLICY. Change the
J2EE policies. filter mode to J2EE_POLICY
The agent realm is not installed Refer to the section Post-Installation
for the application server. Tasks for the agent to ensure that the
agent realm is properly configured.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The agent realm is installed but
not correctly configured.

Make sure that the following properties
are specified correctly in the
AMAgent . properti es file:

com sun. am pol i cy. anReal m or
gani zation. dn

com sun. am pol i cy. anReal m pe
opl econt ai ner. | evel

comipl anet.amdirectory. hos
t

comiplanet.am directory. ssl
. enabl ed

com i pl anet.am directory. por
t

Also make sure that the DirDN values
for Userl(cn=puser) and
User2(cn=dsameuser) specified in the
serverconfig. xn file present
under the directory
agent_config_directory/ uns have valid
values corresponding to the
installation organization and
root-suffix.

The agent realm is installed and
configured correctly but has
been disabled previously.

Enable the agent realm. Refer to the
section Disabling the Agent Realm for
steps.

No password was specified for
amAdm n user during the agent
installation.

Encrypt the original password for
amAdm n user as specified during the
installation of Identity Server using the
agentadmin tool. Enter the encrypted
password in the DirPassword
elements in server confi g. xm file
found under the directory
agent_config_directory/ uns. This
password must be entered in two
distinct places in this file for
Userl(cn=puser) and
User2(cn=dsameuser).
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The password specified for
amAdm n user during the agent
installation is different from the
amAdm n user password
specified during the initial
installation of Identity Server.

The amAdmi n user password required
by the agent is the original amAdm n
user password that was created when
Identity Server was installed. If
subsequently the password for
amAdm n user was changed, the old
password should be used for installing
the agent and not the new one. Take
the old password and encrypt it using
the agentadmin tool. Enter the
encrypted password in the
DirPassword elements in
serverconfig. xn file found under
agent_config_directory/ uns. This
password must be entered in two
distinct places in this file for
Userl(cn=puser) and
User2(cn=dsameuser).

The specified role-to-principal
mapping is incorrect.

Make sure that the specified
role-to-principal mapping for the
protected application is correct and
maps to actual users and/or roles as
they exist in Identity Server.

The Identity Server's Directory
Server is not available.

Make sure that the Identity Server's
Directory Server is available and
reachable from the machine on which
the agent is installed.

7. Accessing a protected resource | The agent and Identity Server Enable Port Check Functionality. See
results in HTTP 404 not found have been installed on the same | the section Enabling Port Check
error. machine and the browser being Functionality.

used may not be setting the
HOST header correctly when
redirected from Identity Server
to the agent.
The resource is protected by a Make sure that the resource specified
J2EE declarative security by f or m err or - page in the web
constraint which is not being application’s web. xm deployment
evaluated correctly and the descriptor actually exists within the
server is trying to display the application.
formerror- page that does
not exist within the application.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The resource is being accessed
by a legacy browser such as
Netscape 4.x and during the
installation of the agent no valid
value was entered for primary
application context path field.

Reinstall the agent and specify a valid
primary application context path value.

The agent is operating in the
CDSSO mode and no valid
value was entered for the
primary application context path
field during agent installation.

Reinstall the agent and specify a valid
primary application context path.

On Solaris 8 platform, the agent
for application server that uses
JDK 1.4 hangs when Identity
Server or Directory Server are
configured for SSL.

The agent uses the JSSE
shipped with the application
server's JDK (1.4) to
communicate with the Identity
Server services. This
implementation of JSSE
requires the use of a secure
random device (/dev/random)
that is not included in Solaris 8
distribution.

In order to work around this issue you
can either comment out the line
secur erandom sour ce=fil e:/de
v/ r andomin the

$JAVA HOVE/ | i b/ security/java
. securi ty file, orinstall the OS patch
112438-02.

When Identity Server is SSL
Enabled, the agent denies
access to all resources.

The agent does not have the
root CA certificate of the signer
of the certificate used by Identity
Server.

Install the appropriate root CA
certificate in the keystore used by the
application server on which the agent
is installed.
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Table C-1  Troubleshooting Instructions

Symptom

Possible Cause

Solution

In the case of IBM WebSphere
5.0/5.1 agent, the sample URL
provider for HTTPS protocol that
was installed as part of the
samples deployed for
WebSphere 5.0/5.1 conflicts
with the JSSE implementation
used by the agent.

Remove the sample URL provider for
HTTPS protocol using the following
steps:

1. Logon to the WebSphere
Application Server Administration
Console.

2. Inthe left hand panel, click on the
Resources node. This will expand
the node to revel various
resources that can be configured
for the Server.

3. Click on the URL Providers
resource link. This will load the
corresponding properties on the
right side content panel.

4. In the right side content panel,
make sure that the Scope node is
expanded. If not, click on this node
to expand it.

5. Select the radio button next to the
Server entry under the Scope
node and click on the Apply
button.

6. Inthe list of properties displayed in
the lower portion of this panel, if
you see Samples URL Provider -
https entry, then this provider must
be removed. Select the check box
next to this provider and click on
the Delete button.

7. Click on the Save link at the top of
the page to save this change to the
master configuration. This will
bring you to a page that has the
Save button. Click on this Save
button to commit your changes.

8. Restart the WebSphere
Application Server for the changes
to take effect.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

10.

The agent is unable to fetch the
LDAP attributes for the logged
on user.

The requested resource that
expects to use the attributes is in
the not-enforced list of the
agent.

Change the not-enforced list so that
the requested resource is enforced.
The agent does not provide support for
LDAP attributes for resources that are
not-enforced.

The agent is not configured to
communicate with the Identity
Server's directory server
correctly.

Make sure that the following properties
are set correctly in the
AMAgent . properti es file:

com sun. am pol i cy. anReal m or
gani zation. dn

com sun. am pol i cy. anReal m pe
opl econt ai ner. | evel

comipl anet.amdirectory. hos
t

comipl anet.am directory. ssl
. enabl ed

comi pl anet.amdirectory. por
t

Also make sure that the DirDN values
for Userl(cn=puser) and
User2(cn=dsameuser) specified in the
serverconfig. xn file present
under the directory

agent _config_directory/uns
have valid values corresponding to the
installation organization and
root-suffix.

No password for amAdni n user
was specified during the agent
installation.

Encrypt the original password for the
amAdm n user as specified during the
installation of Identity Server using the
agentadmin tool. Enter the encrypted
password in the DirPassword
elements in server confi g. xm
found under the directory
agent_config_directory/ uns. This
password must be entered in two
distinct places in this file for
Userl(cn=puser) and
User2(cn=dsameuser).
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

The password specified for
amAdm n user during the agent
installation is different from the
amAdm n user password
specified during the initial
installation of Identity Server.

The amAdmi n user password required
by the agent is the original amAdm n
user password that was created when
Identity Server was installed. If
subsequently the password for
amAdm n user was changed, the old
password should be used for installing
the agent and not the new one. Take
the old password and encrypt it using
the agentadmin tool. Enter the
encrypted password in the
DirPassword elements in
serverconfig. xn file found under
the directory

agent _config_directory/uns.
This password must be entered in two
distinct places in this file for
Userl(cn=puser) and
User2(cn=dsameuser).

The Identity Server's Directory
Server is not available.

Make sure that the Identity Server's
Directory Server is available and
reachable from the machine on which
the agent is installed.

11. | When some user information is | The startup scripts for the agent | Edit the startup scripts of the agent
changed in Identity Server, the protected server were modified protected server and place the agent’s
changes do not reflect in the such that the agent’s classpath classpath before the WebLogic
WebLogic Server protected by appears after the WebLogic server’s classpath.
the agent, unless it is restarted. | Server's classpath.

12. | The Identity Server logs The agent is installed on a Add the root CA certificate for the
indicate that it is unable to send | server with preferred listening signer of agent’s server certificate to
notifications to the application protocol set to HTTPS and the the keystore used by Identity Server.
server protected by the agent. root CA certificate for the signer

of agent's server certificate is
not available in the keystore
used by Identity Server.
No valid value was entered for Reinstall the agent and specify a valid
the primary application context primary application context path.
path during agent installation.
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Table C-1

Troubleshooting Instructions

Symptom

Possible Cause

Solution

13.

When accessing a resource
protected by the Sun ONE
Application Server 7.0 agent,
the browser displays a blank
page with the URL pointing to
j_security_check.

This can happen if the entire
web application is protected by
declarative security constraints
inweb. xm deployment
descriptor.

Edit the AMAgent . properti es file
and add a value corresponding to the
protected application for the property:
comsun.ampolicy.anFilter.|
ogi n.referer. map

The value of this property should be a
URI that will be used to send the user
once the form-login sequence has
completed successfully.

14.

When accessing a servlet/JSP
protected by the Sun ONE
Application Server 7.0 agent
that in turn invokes other
servlets/JSPs, the agent is
unable to enforce URL policies
on subsequent resources.

This is a limitation of the
implementation of Servlet Filters
in Sun ONE Application Server
7.0

Use J2EE declarative security to
protect such resources.
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Table C-1

Troubleshooting Instructions

Symptom Possible Cause Solution
15. | The following warning These messages are logged by These messages are harmless and

messages appear on the the JDK 1.4 logging framework can be safely ignored. If you wish to

console window from which the | in use, which treats the remove these messages, you should

application server is started or AMAgent . properti es file as create a new properties file (for

in the application server logs: the logging configuration file. example agentlog.properties) and copy
the following configuration properties

Bad | evel value for from the file AMAgent . properti es

property: into this new file:

comi pl anet . servi ces. de i

bug. | evel com i pl anet . am | ogst at us=ACT
| VE

Bad | evel val ue for . )

property: i pl anet -am | 0ggi ng-rermt e-ha

com sun. i dentity. agents ndl er=com sun.identity.log.h

.1 oggi ng. | evel andl er s. Renot eHand| er

Bad | evel val ue for i pl anet -am | oggi ng-renote-fo

property: rmatter=comsun.identity.|og

com sun. am pol i cy. anfi | . handl er s. Renot eFor nat t er

ter.audit.|evel i pl anet - am | oggi ng- r enot e- bu
ffer- size=1
Once this new file is created, you
should set the value of the system
property
java.util.logging.config.fil
e for the application server to the
complete path of this new file.
Depending upon the application server
for which you have installed the agent,
you may have to edit either the startup
script of the application server, or the
configuration properties/xml file where
such system properties can be defined
for the application server.
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