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Preface

The intended audience for this book is system administrators who are responsible
for installing the server-side software, as well as adding and configuring new
workstations.

Before You Read This Book

For late breaking information, see the Sun StorEdge SAN Foundation Software 4.4
Release Notes, Including Sun StorEdge Traffic Manager for the Solaris Operating System
(part number 817-3673-12).

vii



How This Book Is Organized

This book contains the following sections:
Chapter 1 describes the architecture of the Sun StorEdge™ Traffic Manager software.

Chapter 2 describes information about installing the Sun StorEdge Traffic Manager
software.

Chapter 3 describes how to configure the Sun StorEdge Traffic Manager software.
Chapter 4 describes deployment scenarios.
Chapter 5 describes issues you may encounter that may require troubleshooting.

There is also a Glossary containing is a list of words and phrases and their
definitions.

Using UNIX Commands

This document might not contain information on basic UNIX® commands and
procedures such as shutting down the system, booting the system, and configuring
devices.

See one or more of the following for this information:

= Solaris Handbook for Sun Peripherals
= AnswerBook2™ online documentation for the Solaris™ operating environment
= Other software documentation that you received with your system

viii  Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



Typographic Conventions

Typefacel Meaning

Examples

AaBbCc123 The names of commands, files,
and directories; on-screen
computer output

AaBbCc123 What you type, when contrasted
with on-screen computer output

AaBbCc123 Book titles, new words or terms,
words to be emphasized.
Replace command-line variables
with real names or values.

Edit your. | ogi n file.
Use | s -a to list all files.
% You have nmmil .

% su
Passwor d:

Read Chapter 6 in the User’s Guide.
These are called class options.

You must be superuser to do this.
To delete a file, type r mfilename.

1 The settings on your browser might differ from these settings.

Shell Prompts

Shell

Prompt

C shell
C shell superuser
Bourne shell and Korn shell

Bourne shell and Korn shell superuser

machine-name%
machine-namett
$

#
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Related Documentation

Application Title Part Number

Late Breaking Sun StorEdgeSAN Foundation Software 817-3673-12
Release Notes

SAN software Sun StorEdge SAN Foundation Software  817-3670-11
4.4 Guide to Documentation

Array configuration Sun StorEdge T3+ Array Administrator’s 816-4770
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Sun StorEdge 3900 and 6900 Series 1.1 816-5253-10

Reference and Service Manual

Sun StorEdge 3900 and 6900 Series 2.0 816-5253-11
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Environment User’s Guide

Sun StorEdge 6020 and 6120 Arrays 817-0200
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Sun StorEdge 6320 System 1.0 Reference 817-7879
and Service Manual
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Installation Software Guide

Accessing Sun Documentation

You can view, print, or purchase a broad selection of Sun documentation, including
localized versions, at:

http://ww. sun. com docunent ati on
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Contacting Sun Technical Support

If you have technical questions about this product that are not answered in this
document, go to:

http://ww. sun. com servi ce/ contacting

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. You can submit your comments by going to:

http://ww. sun. com hwdocs/ f eedback
Please include the title and part number of your document with your feedback:

Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and
SFS 4.4, part number 817-3674-11
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CHAPTER 1

Sun StorEdge Tratfic Manager
Overview and Architecture

This chapter describes the architecture as well as the features of Sun StorEdge™
Traffic Manager software.
Topics in this chapter include:
» “Task Summary To Install and Configure the Software” on page 2
“STMS Architecture” on page 3

= “Summary of Features” on page 9



Task Summary To Install and Configure

the Software

The Sun StorEdge SAN Foundation Software 4.4 Guide to Documentation lists the
documentation available for this product.

TABLE 1-1  Installation and Configuration Task Summary
Task See This Section or Manual for More Information
1. Download and install the Sun StorEdge SAN  Sun StorEdge SAN Foundation Software 4.4 Installation Guide

Foundation software

. Configure and enable the software for:

All ports globally
Individual ports
Third-party devices

. Configure boot controller devices.

. Configure other options.

Chapter 2

Chapter 3

“Configuring Ports Globally Through STMS” on page 17
“Configuring the Software on a Per Port (pHCI) Basis” on
page 20

“Configuring Third-Party Symmetric Storage Devices” on
page 28

“Configuring Boot Controller Devices with the st msboot
command” on page 31

“Configuring Automatic Failback” on page 42
“Configuring Multipathing for Sun StorEdge T3, 6x20, and
3900 LUNs” on page 44

“Configuring Solstice DiskSuite or Solaris Volume Manager
with STMS” on page 46

2
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STMS Architecture

The Sun StorEdge Traffic Manager software (STMS) is a client that manages devices
that are accessed by a host through multiple paths.

STMS implements a set of interfaces for host controller interface (HCI) drivers,
known as the multipath driver interface (MDI). The software provides a set of
services for multipath configuration management.

This section includes the following topics:

= “Architecture Overview” on page 3
“STMS and the Solaris Operating Environment” on page 4
= “Device Management Configurations” on page 6

Architecture Overview

The fundamental change in the STMS architecture is the reconstruction of the device
tree to represent a multipath device (client) as a single device instance in the Solaris™
operating environment instead of multiple instances to represent all physical paths to
the devices, as implemented in the current architecture. FIGURE 1-1 and FIGURE 1-2
show the current and the new Solaris device tree representations.

Virtual host controller interface (vHCI) drivers are pseudo nexus drivers which
implement multipath services for a specific command set or bus architecture. A
single instance of a vHCI driver exists for each command set which supports
multipath devices.

vHCI drivers are provided with naming and transport services by one or more
physical Host Controller Interface (pHCI) devices which share the common
command set or bus architecture such as SCSI-3.

In the STMS architecture, an HBA is called pHCI. Also the state of a path is
indicated as either ONLINE, OFFLINE, STANDBY. The paths are now classified in
terms of preference.

The principal feature provided by the vHCI nexus is a path-independent bus nexus
under which multipath client devices can be attached. Client devices are created as
they are registered with the framework by the pHCI devices. This provides a path
independent name in both / dev and / devi ces directories.

Chapter 1 Sun StorEdge Traffic Manager Overview and Architecture 3



STMS delivers an implementation of a vHCI driver named scsi _vhci for SCSI-3

Fibre Channel devices. The name of the node in the Solaris device tree is:

/ devi ces/ scsi _vhc

with client devices (targets) having names of the form:
/ devi ces/ scsi _vhci / ssd@200000203709C3F5: a

STMS and the Solaris Operating Environment

FIGURE 1-1 and FIGURE 1-2 illustrate the current and the new Solaris device trees
respectively. The illustration shows a system with dual-pathed Fibre Channel Sun
StorEdge A5200 storage arrays.

fp@1,0

devices
pci@1f,0
qlc@0,0
fp@0,0
ohp) | |ssa#t | |psar

FIGURE 1-1  Current Device Tree With a Multipath Device (STMS Disabled)

In this case:

Noee—

ssd
(OBP)

ssd#3

ssd#4

= ssd#l is device ssd@210000203709C3f 5, 0
= ssd#2 is device ssd@210000203709D3f 5, 0
= ssd#3 is device sSsd@220000203709C3f 5, 0
= ssd#4 is device ssd@220000203709D3f 5, 0

4 Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005




Note — Two instances of the ssd target device exist for a single dual-pathed Fibre
Channel Device.

/
[
devices
scsi_vhci pci@1f,0
ssd#1 ssd#2 glc@0,0
fp@0,0 fp@1,0
ssd ssd
(OBP) (OBP)

FIGURE 1-2 Subsection of Solaris Device Tree with STMS Enabled

In this case:
= ssd#1 is device ssd@200000203709C3f 5, 0
= ssd#2 is device ssd@200000203709D3f 5, 0

Note — ssd#1 and ssd#2 from FIGURE 1-1 have been consolidated to one ssd node

ssd#1 under scsi _vhci . Similarly ssd#3 and ssd#4 have been consolidated to ssd#2

under scsi _vhci .

Chapter 1 Sun StorEdge Traffic Manager Overview and Architecture
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Device Management Configurations

FIGURE 1-3 shows a device management system without incorporating the Sun
StorEdge Traffic Manager software. The physical device interconnects c2 through c5
connect storage devices through multiple paths to the corresponding host.

In this configuration, the format of the path from the host to a device node is
“cxtydz,” where x is a unique controller number, y is the target id that contacts the
device, and z is the LUN number associated with that device. For example, the path
that refers the host to LUN 0 device node is c2t 3dO.

r— - - - - - - - — — il
| |
| |
HBA/PHCI | |
I (LUN o) (LUN 1) I
Host | I
c2 | A A |
| |
| |
c3 | Yy |
| |
, (LUN 2) (LUN 3) |
| |
| |
| |
L . _
o5 ca T3 Partner Pair

Disks

Aloop | g |
L

Bloop | T Ifr—l EFI ¢| If;l
|

Sun StorEdge A5200

FIGURE 1-3 Device Management Configuration Without Sun StorEdge Traffic Manager Software
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FIGURE 1-4 shows a device management system incorporating the Sun StorEdge
Traffic Manager software

Compared to FIGURE 1-3, FIGURE 1-4 shows that only one virtual controller exists for
all devices that are managed by STMS. The virtual path entry hides the complexity
of multiple paths to the same device.

In this configuration, the format of the path from the host to a device node is
“extGUIDdO,” where x is a virtual controller number and GUID is the Global Unique
Identifier for the device. The GUID is a long name that uniquely identifies each Sun
LUN.

A GUID is globally unique for each LUN. For example, the device names of the two
LUNSs of a Sun StorEdge array will have a long name as follows:

c6t 60020F20000002E63EAFF9A000022560d0

c6t 60020F20000002E63EAFF9BBO00B8A16d0

You can use the | uxadmdi spl ay command for details about a device or LUN, as
well as its associated multiple paths and status.

Chapter 1 Sun StorEdge Traffic Manager Overview and Architecture 7



VvHCI

A A

vy

(LUN 2) (LUN 3)

|
|
Host I
o — — T — — (LUNO) (LUNl)
|
|
|
|
|
|
|
|
|
|

T3 Partner Pair

Disks

e =

Sun StorEdge A5200

FIGURE 1-4 Device Management Configuration With Sun StorEdge Traffic Manager Software
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Summary of Features

Note — “STMS Architecture” on page 3 describes more about multipathing, the
physical and virtual host controller interfaces, and device management
configurations.

The Sun StorEdge Traffic Manager software includes the following features:

“The Multipath Solution” on page 10

“Multipath Configuration Management” on page 10
“1/0 Load Balancing” on page 11

“Failover Support” on page 11

“Single Instance Multipath Devices” on page 10
“Dynamic Reconfiguration” on page 11

“STMS Boot” on page 11

Chapter 1 Sun StorEdge Traffic Manager Overview and Architecture
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The Multipath Solution

Modern high performance I/O bus architectures are migrating from a host-centric
model where storage is private to a single host to the storage area network (SAN)
model where storage is treated as a peer to host computers. In a SAN architecture,
the storage is managed as a pool of resources which is shared among multiple
heterogeneous hosts via a shared I/O interconnect. Combined with this model is the
new requirement to provide reliability, availability, and serviceability (RAS)
performance metrics, as the Solaris™ operating environment attempts to better
support enterprise and high availability (HA) environments.

To increase both availability and I/O bandwidth to the storage pools, the Solaris
operating environment platforms must attach to these SANs by using multiple host
controller interfaces (HCIs) and I/O interconnects controller interfaces. With the
addition of STMS, the Solaris operating environment is now capable of supporting
the multipath device configurations presented by these new SAN architectures.

Multipath Configuration Management

The STMS architecture enables mapping of available paths to client devices to be
managed by the framework undertaken by the physical host controller interface
(pHCI) devices. The virtual host controller interface (vHCI) driver is also expected to
supply interfaces for user-level system management applications to query and
manage the pathset configurations being maintained by an instance of a vHCI
device.

Single Instance Multipath Devices

The principal feature provided by the VHCI nexus is a path-independent bus nexus
under which multipath client devices can be attached. Client devices are created as
they are registered with the framework by the pHCI devices.

This provides both a path-independent name in / dev and / devi ces directories as
well as eliminating the need for layered drivers which consolidates multiple device
instances into a pseudo-single instance device.

10  Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



I/0O Load Balancing

The vHCI driver selects and routes I/O requests from its attached client devices to
the pHCI device that provides the best transport services to the device. This routing
decision needs to consider both the default pathset assigned to client device request
as well as any routing policy such as round robin.

Failover Support

The vHCI and pHCI drivers are responsible for managing failovers, both automatic
and manual. An example of an automatic failover is a cable that is unintentionally
disconnected; an example of a manual failover is an administrator simulating
disaster recovery by disabling a system board containing a pHCI device. Failover
semantics need to be compatible with the support that is provided by the existing
layered products. If an interconnect or device error is noted by a pHCI driver
instance, the vHCI is notified of the loss of transport service provided by the pHCI.

Dynamic Reconfiguration

STMS supports dynamic reconfiguration.

STMS Boot

Note — The STMS Boot feature is applicable only when the boot device is connected
to Sun-supported Fibre Channel HBAs and storage supported by STMS. You cannot
use this feature if the boot device is a SCSI or an IDE device.

New in this release, the boot controller port can also have STMS enabled. Devices
connected to the boot controller port can be multipathed client devices attached to
the vHCI driver.

The Solaris 8 and 9 operating environments do not include a facility to boot a device
using STMS. However, the st msboot command is included with the Sun StorEdge
SAN Foundation software (SFS) SUNWidi u package to support this feature known as
STMS Boot. The st msboot command provides options to enable and disable the
devices connected to boot controller port. You can run this command only when
STMS is enabled on the system. Devices connected to the boot controller port can be
multipathed client devices attached to the virtual host control (vHCI, scsi _vhci )
driver.

Chapter 1 Sun StorEdge Traffic Manager Overview and Architecture 11



Also, applications might be using non-STMS paths for the devices connected to the
boot controller port. To help ease the transition from non-STMS to STMS device
names, st msboot can display the STMS device name corresponding to the
non-STMS paths.

See the st nsboot (1IM) manpage for a description of the command syntax. See also
“Configuring Boot Controller Devices with the st msboot command” on page 31.

12 Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



CHAPTER 2

Installing the Sun StorEdge Traffic
Manager Software

Before installing the software, ensure that your system meets the requirements
identified in the Sun StorEdge Traffic Manager Release Notes: For the Solaris OS and SFS
4.4.

The STMS software package named SUNWrdi u is included as part of the compressed
Sun StorEdge SAN Foundation 4.4 software package files available at the
http://ww. sun. cont st or age/ san web site. One compressed file contains the
packages for the Solaris 8 operating environment, another compressed file contains
the packages for the Solaris 9 operation environment.

You can install the software using the i nstal | _i t script or installing each package
manually. For installation information, see the Sun StorEdge SAN Foundation Software
4.4 Installation Guide listed in the Sun StorEdge SAN Foundation Software 4.4 Guide to
Documentation, “Related Documentation” on page x.

Finding and Downloading Packages and Patches

TABLE 2-1 lists where to find the software.

TABLE 21 Packages and Patches Download Web Sites

Software Downloading Web Site
Packages http://ww. sun. cont st or age/ san
Patches http://sunsol ve. sun. com

13
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CHAPTER 3

Configuring the Sun Storage Traffic
Manager Software

Configuring the Sun StorEdge Traffic Manager software (STMS) depends on how
you intend to use your system. STMS can be configured to control all of your Sun
supported Fibre Channel HBAs as listed in the Sun StorEdge SAN Foundation Software
4.4 Release Notes, Including Sun StorEdge Traffic Manager for the Solaris Operating
System

STMS can also be configured to control a subset of your Sun supported HBAs and is
capable of performing load balancing over the Sun supported HBAs that it controls.
The global configuration file contains a switch to either turn on or off load balancing.
This section describes what files and parameters are used to configure STMS.

You can now use STMS to configure multipathing for third-party symmetric storage
devices in addition to Sun storage devices.

This chapter also provides the instructions for configuring STMS if your system is
using the Solstice DiskSuite software, Solaris Volume Manager software, or
third-party volume management and multipathing software.

Topics in this chapter include:

“Configuring Ports Globally Through STMS” on page 17

“Configuring the Software on a Per Port (pHCI) Basis” on page 20

“Configuring Third-Party Symmetric Storage Devices” on page 28

“Configuring Boot Controller Devices with the st nboot command” on page 31
“Configuring Automatic Failback” on page 42

“Configuring Multipathing for Sun StorEdge T3, 6x20, and 3900 LUNs” on

page 44

» “Configuring Solstice DiskSuite or Solaris Volume Manager with STMS” on
page 46

15



Before You Begin

Reconfiguration Rebooting

You must perform a reconfiguration reboot:

# touch /reconfigure
# shutdown -g0 -y -i6

whenever the following occurs:

= You change the "npxi o- di sabl e" field in the scsi _vhci . conf, gl c. conf, or
f p. conf files

= In non-fabric environments, you change the np_support field for Sun StorEdge
T3, 6x20, and 3900 arrays

Storage Device Types

For configuration purposes, there are two types of storage devices—symmetric and
asymmetric.

Symmetric Storage Devices

Symmetric storage devices (arrays) are those devices where all the paths to logical
devices are presented to the host as primary paths with STMS. Such storage devices
generally allow I/O data flows to be performed on all paths to logical devices,
regardless of where the I/O data flows are processed in the array. The Sun StorEdge
3510 FC array is an example of a symmetric storage device.

Any third-party symmetric storage device (array) can be configured by using the
scsi _vhci . conf file that resides in the / ker nel / dr v/ directory if it is not
automatically recognized by Solaris. To configure third-party symmetric storage
devices, see “To Configure Third-Party Devices for Multipathing” on page 29.
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Asymmetric Storage Devices

Asymmetric storage devices (arrays) are those devices where paths to logical devices
are presented to the host as primary and standby paths with STMS. Such devices
generally allow I/O data flows to be performed on the primary path while the
standby path can become online if the last primary path fails. The Sun StorEdge 6120
array is an example of an asymmetric storage device.

All Sun asymmetric storage devices are enabled by default. Due to the proprietary
nature of failover mechanisms involved, third party asymmetric devices cannot be
configured by using the scsi _vhci . conf file that resides in the / ker nel / dr v/
directory. If a third-party asymmetric storage device is supported by STMS, please
check the vendor instructions to configure it.

To configure multipathing with STMS for Sun storage devices, see “Configuring
Multipathing for Sun StorEdge T3, 6x20, and 3900 LUNs” on page 44.

Configuring Ports Globally Through
STMS

Unless you explicitly enabled or disabled the software on a specific port, the global
settings in STMS will apply. (You can enable STMS to manage ports through global
settings and override those settings with specific controls. See “Configuring the
Software on a Per Port (pHCI) Basis” on page 20 for more information.)

Chapter 3 Configuring the Sun Storage Traffic Manager Software 17



v To Enable Sun StorEdge Traffic Manager
Globally

1. Using any text editor, edit the / ker nel / drv/ scsi _vhci . conf file. Do not
change the name and class definitions.

# Copyright 2001-2003 Sun Mcrosystens, Inc. Al rights reserved.

# Use is subject to |license terns.

#

#pragma i dent "@#)scsi _vhci . conf 1.9 03/06/16 SM "

#

nanme="scsi _vhci" class="root";

#

# npxi o gl obal enabl e/disable switch: setting npxio-disable="no" will activate
# 1/0 mul tipathing; setting npxio-disable="yes" disables this feature (do

# not remove this property).

#

npxi o- di sabl e="yes";

#

# Load bal anci ng gl obal configuration: setting |oad-bal ance="none" will cause

# all 1/Oto a given device (which supports nmultipath I/0O to occur via one

# path. Setting |oad-bal ance="round-robin" will cause each path to the device
# to be used in turn.

#

| oad- bal ance="r ound- r obi n";

#

# Force load driver to support hotplug activity (do not renove this property).
#

ddi -f or ceat t ach=1;

#

# Automatic fail back configuration

# possi bl e val ues are auto-fail back="enabl e" or auto-fail back="di sabl e"

a

HOoHOHHHHH R

ut o-f ai | back="di sabl e";

For enabling MPxlI O support for 3rd party symretric device need an

entry simlar to following in this file. Just replace the "SUN SENA"
part with the Vendor |ID/ Product ID for the device, exactly as reported by
I nquiry cnd.

devi ce-type-scsi-options-list =
" SUN SENA", "synmetric-option";

symretri c-option = 0x1000000;

18

Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005




. To enable STMS globally, change the value of npxi o- di sabl e to “no”.
By default npxi o- di sabl e is set to “yes” which means STMS is disabled.

. (Optional) To enable STMS support for third-party symmetric devices, create an
entry like this:

devi ce-type-scsi-options-list =
" SUN St or Edge 3510", "symetric-option";
synmetric-option = 0x1000000;

. If you want STMS to use all the available paths for load balancing, leave the
| oad- bal ance field set to the default of “ r ound- r obi n”.

Otherwise, change the definition to “none”.

. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.

= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6
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Configuring the Software on a Per Port
(pHCI) Basis

Though the Sun StorEdge Traffic Manager software might be globally enabled (as
described in “To Enable Sun StorEdge Traffic Manager Globally” on page 18),
individual, per-port STMS settings have priority over global settings:

» If globally enabled, the Sun StorEdge Traffic Manager software will not take control
of a port if it is explicitly disabled as described in this section.

= Those ports not individually configured are controlled by the global Sun StorEdge
Traffic Manager software configuration settings.

This section contains the following procedures:

= “Important Notes Before You Begin” on page 21

= “To Enable or Disable a Port” on page 22
These sections describe an example configuration procedure.

= “To Configure a Single PCI HBA” on page 24

= “To Configure a Dual PCI HBA” on page 26

= “To Configure an SBus HBA” on page 27
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Important Notes Before You Begin

Before you start configuring the software by port, consider the following:

For the Sun StorEdge Traffic Manager software to take effect, it must first be
globally enabled.

Load balancing is controlled by the global | oad- bal ance= variable and cannot
be applied on a per-port basis.

Volume managers that do not support the Sun StorEdge Traffic Manager software
must have STMS disabled on their HBA ports.

Devices with STMS enabled are enumerated under / devi ces/ scsi _vhci .
Devices with STMS disabled are enumerated under physical path names.

With the STMS software installed, all paths to storage devices must have STMS
enabled or disabled.

Configuring STMS by port enables STMS to co-exist with other multipathing
solutions like Alternate Pathing (AP), VERITAS Dynamic Multipathing (DMP), or
EMC PowerPath. However:

= Storage devices and paths should not be shared between STMS and other
multipathing solutions

= Do not mix any other multipathing software with STMS to the same storage
device.

= Partial configuration of some paths to a storage device with STMS and other
paths to the same storage device with other multipathing software might cause
system problems.
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v To Enable or Disable a Port

Note — See “Important Notes Before You Begin” on page 21.

1. Log in as superuser.

Determine the HBAs that you want the Sun StorEdge Traffic Manager software to
control. For example, to select the correct device, perform an| s -1 command on
/ dev/ f c. The following is an example of the command output.

| rwWxr WX wWx 1 root r oot 49 Apr 17 18:14 fp0 ->
..1../devices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

| r WX r WX r Wx 1 root r oot 49 Apr 17 18:14 fpl ->
..1..ldevices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

| r WX WX Wx 1 root r oot 49 Apr 17 18:14 fp0O ->
..1..ldevices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

| r WX r WX WX 1 root r oot 49 Apr 17 18:14 fpl ->
..1../devices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

I r WX WX WX 1 root r oot 49 Apr 17 18:14 fp2 ->
..1..ldevices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

| r WX WX WX 1 root r oot 49 Apr 17 18:14 fp3 ->
..1..ldevices/pci @, 2000/ SUNW gl c@/ f p@, 0: devct |

I r WX r WX r WX 1 root r oot 50 Apr 17 18:14 fp4 ->
..1../devices/pci @z2,2000/ SUNW gl c@/ f p@, 0: devct |

I r WX WX r wWx 1 root r oot 56 Apr 17 18:14 fp5 ->
../..ldevices/pci @3, 2000/ pci @/ SUNW gl c@/ f p@, 0: devct|

| rwxXr Wxr wx 1 root r oot 56 Apr 17 18:14 fp6 ->
../..ldevices/pci @3, 2000/ pci @/ SUNW gl c@/ f p@, 0: devct |

| r WX r WX WX 1 root r oot 56 Apr 17 18:14 fp7 ->
..1../devices/sbus@, 0/ SUNW gl c@, 30400/ f p@, O: devct |

Note — The f p7 entry is a SBus HBA. The f p5 and f p6 include two / pci elements.
This indicates a dual PCI HBA. The rest of the entries do not have additional PCI
bridges and are single PCI HBAs.

2. Open the / kernel /drv/fp. conf or/kernel/drv/qgl c.conf configuration
files in a text editor such as vi (1IM).
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Note — If you have upgraded to the Sun StorEdge SAN Foundation Software 4.4
software from an earlier release, use the f p. conf configuration file instead of the
gl c. conf file from earlier releases. The f p. conf file has a generic syntax format
that is independent of the underlying bus type (SBus, PCI, and so on) and can work
with STMS-supported HBAs like glc, jfca (JNI), and so on.

The gl c. conf file has a different syntax format for PCI and SBus machines.
If you have an existing gl ¢. conf file, you can convert those settings for use in the

fp. conf file. For example, the section “To Configure a Single PCI HBA” on page 24
shows the differing syntax of these two files.

3. Explicitly enable or disable an HBA.

Add the property "mpxio-disable" to the HBA definition (for example, as shown in
the sections “To Configure a Single PCI HBA” on page 24 and “To Configure a Dual
PCI HBA” on page 26):

= To enable STMS on the port, set "mpxio-disable" to “no”.
= To disable STMS on the port, set "mpxio-disable" to “yes”.

4. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.

= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6
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v To Configure a Single PCI HBA

Note — See “Important Notes Before You Begin” on page 21.

Perform the following steps to configure the

fp0 -> ../../devices/pci @, 2000/ SUNW gl c@/ f p@, 0O: devct |

HBA entry from the | s -1 command output shown in “To Enable or Disable a
Port” on page 22, which indicates a single PCI HBA. Add the following lines to the
gl c. conf or fp. conf file.

If you are using the glc.conf File

1. To explicitly enable STMS on this port, enter:

name="ql c" parent="/pci @, 2000" unit-address="2" npxi o-di sabl e="no";

2. To explicitly disable STMS on this port, enter:

name="ql ¢c" parent="/pci @, 2000" unit-address="2" npxi o-di sabl e="yes";

If you are using the fp.conf File (recommended for the Sun StorEdge SAN
Foundation Software versions 4.4 and later)

1. To explicitly enable STMS on this port, enter:

nanme="fp" parent="/pci @, 2000/ SUNW gl c@" port=0 npxi o-di sabl e="no";

2. To explicitly disable STMS on this port, enter:

nanme="fp" parent="/pci @, 2000/ SUNW gl c@" port=0 npxi o-di sabl e="yes";

3. Save and exit the file.

4. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.
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= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6
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v To Configure a Dual PCI HBA

Note — See “Important Notes Before You Begin” on page 21.

Perform the following steps to configure the

fp6 -> ../../devices/pci @3, 2000/ pci @/ SUNW gl c@/ f p@, 0: devct |
HBA entry from the | s -1 command output shown in “To Enable or Disable a
Port” on page 22, which indicates a dual PCI HBA. Add the following lines to the
gl c. conf or fp. conf file.

If you are using the glc.conf File

1. To explicitly enable STMS on this port, type:

name="ql c" parent="/pci @3, 2000/ pci @" unit-address="5" npxi o-di sabl e="no";

2. To explicitly disable STMS on this port, type:

name="ql ¢c" parent="/pci @3, 2000/ pci @" unit-address="5" npxi o-di sabl e="yes";

If you are using the fp.conf File (recommended for the Sun StorEdge SAN
Foundation Software version 4.4 and later)

1. To explicitly enable STMS on this port, type:

nanme="fp" parent="/pci @3, 2000/ pci @/ SUNW gl c@" port=0 npxi o-di sabl e="no";

2. To explicitly disable STMS on this port, type:

name="fp" parent="/pci @3, 2000/ pci @/ SUNW ql c@" port=0 npxi o-di sabl e="yes";

3. Save and exit the file.

4. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.
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= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6

v To Configure an SBus HBA

Note — See “Important Notes Before You Begin” on page 21.

Perform the following steps to configure the

fp7 -> ../../devices/sbus@, 0/ SUNW gl c@, 30400/ f p@, O: devct |
HBA entry from the | s -1 command output shown in “To Enable or Disable a
Port” on page 22, which indicates an SBus HBA. Add the following lines to the
f p. conf file.

1. To explicitly enable STMS on this port, type:

nane="fp" parent="/sbus@, 0/ SUNW gl c@, 30400" port=0 npxi o-di sabl e="no";

2. To explicitly disable STMS on this port, type:

nanme="fp" parent="/sbus@, 0/ SUNW gl c@, 30400" port=0 npxi o-di sabl e="yes";

3. Save and exit the file.

4. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.

= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6
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Configuring Third-Party Symmetric
Storage Devices

You can now use STMS to provide multipathing and load-balancing with more
third-party symmetric storage devices than in earlier releases, enabling greater
device heterogeneity in your SAN or direct-connect storage environment. Formerly,
STMS worked only with the Sun StorEdge storage arrays and systems.

To use the new functionality, you must edit new parameters in the
scsi _vhci . conf file. This section contains the following procedures:
= “To Configure Third-Party Devices for Multipathing” on page 29

= “To Verify Third-Party Storage Devices Are Under STMS Control” on page 30

Information You Need Before You Begin

= Storage devices vendor ID and product ID

You can obtain the values for the storage vendor_id and product_id variables in the
the scsi _vhci . conf file by using the f or mat i nqui ry command on your
system. See the f or mat (1IM) man page.
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v To Configure Third-Party Devices for
Multipathing

1. Open the scsi _vhci . conf file in a text editor such as vi (1IM).

2. Enable npxi 0 and set load balancing by changing the following setting from:

npxi o- di sabl e="yes”;

to:

npxi o- di sabl e="no”;

3. Add the vendor _i d and pr oduct _i d properties.
See “Information You Need Before You Begin” on page 28.

The vendor ID (v_id) must be eight characters long. You must specify all eight
characters. Trailing characters are blanks or spaces. Tabs or the tab character are not
allowed.

The product ID (prod_id) can be up to 16 characters long. Trailing characters are
blanks or spaces. Tabs or the tab character are not allowed.

devi ce-type-scsi-options-list=
"o_id prod_id ", "symmetric-option";
synmetri c- opti on=0x1000000;

You must replace the variables with appropriate values for your system. For
example:

devi ce-type-scsi-options-list=

"ven-a pid_a_upto_here", "symmetric-option",
"ven-b pid_b_upto ", "symmetric-option",
"ven-c pid_c ", "symmetric-option";

symmetri c-opti on=0x1000000;

4. Save and exit the scsi _vhci . conf file.

5. Perform one of the following steps.

= If you want to enable STMS on the boot controller port, see “To Enable STMS
on the Boot Controller Port” on page 36.
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= If you do not want to enable STMS on the boot controller port at this time,
perform a reconfiguration reboot now to shut down and restart your system by
using the following commands.

# touch /reconfigure
# shutdown -g0 -y -i6

v To Verify Third-Party Storage Devices Are
Under STMS Control

1. After you configure the scsi _vhci . conf file, confirm that the devices nodes are
created under the / devi ces/ scsi _vhci file:

# fornmat

2. If the devices are not created, confirm the vendor_id and product_id fields in the
scsi _vhci . conf file.
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Configuring Boot Controller Devices
with the st nsboot command

Note — The STMS Boot feature is applicable only when the boot device is connected
to Sun-supported Fibre Channel HBAs and storage supported by STMS. You cannot
use this feature if the boot device is a SCSI or an IDE device.

The st msboot command allows you to enable devices under the control of the
virtual controller. You can display the / dev links the st msboot command would
create before enabling them with the lor Lloptions. For additional information
about the st neboot command, see the st nsboot (1M) man page. A brief
description of the syntax is presented here.

Note — Do not add or remove devices from your configuration while enabling or
disabling / dev links with the st neboot command.

Syntax

stmsboot [-e | -d | -L | -1 -controller-number]

Option

Description

-e

-L

Enable the enumeration of devices connected to the boot controller port under
scsi _vhci (the multipathing virtual controller). Devices on the boot controller
port will be enumerated under the scsi _vhci virtual controller and will be
controlled by STMS.

Disable the enumeration of devices connected to the boot controller port under
scsi _vhci . Devices on the boot controller port will be enumerated directly
under the physical controller and will not be controlled by STMS.

Display the device name changes from non-STMS device names to STMS device
names that would occur if STMS were enabled.

- | controller_number Display the device name changes from non-STMS device names to STMS device

names that would occur for the given controller if STMS were enabled.
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This section contains the following st msboot procedures:
= “Important Notes Before You Begin” on page 33

= “To Display Potential /dev Device Name Changes (from non-STMS to STMS) for
All Controllers” on page 34

= “To Display Potential /dev Device Name Changes (from non-STMS to STMS) for
an Individual Controller” on page 35

= “To Enable STMS on the Boot Controller Port” on page 36
= “To Disable STMS on the Boot Controller Port” on page 39

32  Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



Important Notes Before You Begin

Caution — After an st nsboot enabl e operation, do not remove / dev links of any
non-STMS device names for the boot device. This includes, but not limited to,
executing commands such as devf sadm - C. Even though the non-STMS boot
device links are stale, they are needed if you want to disable the stmsboot features
later. Removing these links might cause your system to lose the necessary non-STMS
links and the system will not boot. You would then need to manually create the links
by using the nknod command.

= Back up data on the root device.

= You must first enable the Sun StorEdge Traffic Manager software to use the
st msboot enabl e and di sabl e features.

= Plan to perform an immediate reconfiguration reboot of the host after enabling or
disabling STMS on a boot controller port. Do not perform other system tasks or
other activities until you perform the reconfiguration reboot. See “Before You
Begin” on page 16 for the reconfiguration reboot commands.

= Once enabled, the st msboot feature has a dependency on the boot path. Upon
successful completion of a st nsboot - e command, a per-port npxi o- di sabl e
entry for the boot controller path is added to the / ker nel / drv/f p. conf file
automatically. (Any devices attached to the selected path will be attached as
STMS clients.) Do not change the boot path manually. Use the st msboot -d
command to disable a configured boot path. This command updates both the
eeprom-boot device and the / ker nel / drv/f p. conf file’s port-related
npxi o- di sabl e entry automatically. This command then allows the system to
boot by using the selected path.

= If your system fails during an enabling or disabling st msboot operation, your
original / et ¢/ path_to_i nst,/etc/ vfstab,/etc/systemand
/ et ¢/ dunpadm conf files are saved with . sav file name extensions in the
/ var/ t np directory. The saved files can be useful in recovering from any
unexpected system crash. Chapter 5 describes system crash and other
troubleshooting information.

= If any Sun StorEdge T3, 3900, or 6x20 arrays are connected to the boot controller
port, modify the settings when prompted to do so by the st neboot command.

See “Configuring Multipathing for Sun StorEdge T3, 6x20, and 3900 LUNs” on
page 44.

= After the st nsboot enabl e or di sabl e operation, device names will change.
Disable any volume manager that is actively using devices connected to the boot
controller port and reconfigure these devices with new STMS device names. Some
applications that use non-STMS device names will need to be modified.
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Controllers

command.

v To Display Potential /dev Device Name
Changes (from non-STMS to STMS) for All

e Display the potential / dev links for all controllers, using the st nsboot

L

# stnsboot L
Version : 1.5

non- STMS devi ce nane

/ dev/ rdsk/ c1t 64d0
/ dev/ rdsk/ clt 65d0
/ dev/rdsk/ clt 66d0
/ dev/rdsk/clt 67d0
/ dev/rdsk/ clt 68d0
/ dev/ rdsk/ clt 69d0
/ dev/ rdsk/ c1t 70d0
/ dev/ rdsk/ cl1t 80d0
/ dev/rdsk/ clt 82d0
/ dev/rdsk/ clt 83d0
/ dev/rdsk/ clt 84d0
/ dev/ rdsk/ c1t 85d0
/ dev/ rdsk/ c1t 86d0

/ dev/ r dsk/ c4t 64d0
/ dev/ rdsk/ c4t 65d0
/ dev/ rdsk/ c4t 66d0
/ dev/ rdsk/ c4t 67d0
/ dev/ rdsk/ c4t 68d0
/ dev/ rdsk/ c4t 69d0
/ dev/ rdsk/ c4t 70d0
/ dev/ rdsk/ c4t 80d0
/ dev/ rdsk/ c4t 82d0

STMS devi ce nane

/ dev/ rdsk/ c9t 20000020371A1D48d0
/ dev/ rdsk/ c9t 20000020371A13F3d0
/ dev/ rdsk/ c9t 20000020371A15D0d0
/ dev/ rdsk/ c9t 20000020371A1605d0
/ dev/ rdsk/ c9t 20000020371A13D7d0
/ dev/ rdsk/ c9t 20000020371A1DF7d0
/ dev/ rdsk/ c9t 20000020371A1E68d0
/ dev/ rdsk/ c9t 20000020371A1D06d0
/ dev/ rdsk/ c9t 20000020371A1C63d0
/ dev/ rdsk/ c9t 20000020371A1C61d0
/ dev/ rdsk/ c9t 20000020371A1DA7d0
/ dev/ rdsk/ c9t 20000020371A18DBd0
/ dev/ rdsk/ c9t 20000020371A1498d0

/ dev/ rdsk/ c9t 20000020371A1D48d0
/ dev/ rdsk/ c9t 20000020371A13F3d0
/ dev/ rdsk/ c9t 20000020371A15D0d0
/ dev/ rdsk/ c9t 20000020371A1605d0
/ dev/ rdsk/ c9t 20000020371A13D7d0
/ dev/rdsk/ c9t 20000020371A1DF7d0
/ dev/ rdsk/ c9t 20000020371A1E68d0
/ dev/ rdsk/ c9t 20000020371A1D06d0
/ dev/rdsk/ c9t 20000020371A1C63d0
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v To Display Potential /dev Device Name
Changes (from non-STMS to STMS) for an
Individual Controller

e Display potential / dev links for one controller, using the st nsboot |
controller-number command.

For example, to display the device name change for the boot controller port, obtain
the device name (cxt ydz) corresponding to the root (/) directory from the

/ et c/ vf st ab file, where x is the controller number. In this example, x is equal to 1.

# stmsboot | 1
Version: 1.5

/ dev/ rdsk/ clt 64d0
/ dev/ rdsk/ clt 65d0
/ dev/ rdsk/ c1t 66d0
/ dev/rdsk/ clt 67d0
/ dev/rdsk/ clt 68d0
/ dev/rdsk/ clt 69d0
/ dev/rdsk/ clt 70d0
/ dev/ rdsk/ c1t 80d0
/ dev/ rdsk/ c1t 82d0
/ dev/ rdsk/ cl1t 83d0
/ dev/ rdsk/ clt 84d0
/ dev/ rdsk/ clt 85d0
/ dev/ rdsk/ c1t 86d0

non- STMS devi ce nane

STMS devi ce nane

/ dev/rdsk/ c9t 20000020371A1D48d0
/ dev/ rdsk/ c9t 20000020371A13F3d0
/ dev/ rdsk/ c9t 20000020371A15D0d0
/ dev/ rdsk/ c9t 20000020371A1605d0
/ dev/ rdsk/c9t 20000020371A13D7d0
/ dev/ rdsk/ c9t 20000020371A1DF7d0
/ dev/ rdsk/ c9t 20000020371A1E68d0
/ dev/ rdsk/ c9t 20000020371A1D06d0
/ dev/ rdsk/ c9t 20000020371A1C63d0
/ dev/ rdsk/ c9t 20000020371A1C61d0
/ dev/ rdsk/ c9t 20000020371A1DA7d0
/ dev/ rdsk/ c9t 20000020371A18DBd0
/ dev/rdsk/ c9t 20000020371A1498d0
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v To Enable STMS on the Boot Controller Port

Note — See “Important Notes Before You Begin” on page 33.

. Become superuser.

. If STMS is not enabled, perform the procedures in “Configuring Ports Globally

Through STMS” on page 17

. If any applications are running on any device connected to the boot controller

port, deactivate them.

Tip — You might need to modify applications that use the boot controller port after
the system is rebooted. An example is shown in “Configuring Solstice DiskSuite or
Solaris Volume Manager with STMS” on page 46. To help ease the transition to
newly-named boot controller devices, save the display of the device name changes
for the boot controller port as shown in “To Display Potential /dev Device Name
Changes (from non-STMS to STMS) for an Individual Controller” on page 35".

4. Verify that no devl i nks or di sks commands are running.

# ps elf | grep devlinks

# ps elf | grep disks

5. If these commands are running, wait until they are finished.
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6. Enable the STMS software on the boot controller port.

# stnsboot e
Version: 1.5
VARNI NG !'!
I mportant systemfiles will be nodified.
The devfsadnd daenon will be kill ed.
New STMS |inks for devices connected to the boot controller port
will be created.

Pl ease nake sure that there are no processes running devfsadm
devlinks, or disks fromnow until the systemis rebooted.
This includes, but is not linmted to, initiating DR events.

Do you want to continue ? [y/n] (default: n)

7. Type y to continue.

The software then prompts you to perform a reconfiguration reboot

Note — In case of an unexpected error, the st meboot operation will fail, indicating
an error condition, and then exit. Some device links might have been created which
are useless but the system files remain unmodified. Correct the error and you can
repeat the operation. See also Chapter 5 for troubleshooting information.

If Sun StorEdge T3, 3900, or 6x20 arrays are connected to the boot controller port, the
software will prompt you to change the np_support setting on the storage array
appropriately.
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Boot controller is cl

Li st ed bel ow are t he non- STMS devi ce nanmes and their correspondi ng
new STMS devi ce nanes.

/ dev/rdsk/ clt4d0 /dev/rdsk/ c9t 60020F200000024A3CDAA4BCO0051BESd0
/ dev/ rdsk/clt4dl /dev/rdsk/c9t 60020F200000024A3DCBCI3E00095B12d0
/ dev/rdsk/clt4d2 /dev/rdsk/ c9t 60020F200000024A3DCBC95700049C40d0

WARNI NG !

There is at | east one Sun StorEdge T3/ T3B, or 6x20,
that is not in "npxio" node.

For the systemto function properly, please set
np_support to "mpxi 0" nmode on the device(s) now and
press any key to continue.

A reconfiguration reboot is mandatory for systemsanity.

Wil e you may choose to conplete other tasks prior to initiating
the reboot, doing so is not recomended.

Reboot the systemnow ? [y/n] (default:y)

Note — Do not complete other tasks before rebooting your system.

8. Type y to perform a reconfiguration reboot of your system.

9. If necessary, modify applications to use the new STMS device names.
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To Disable STMS on the Boot Controller Port

Note — See “Important Notes Before You Begin” on page 33. This st nsboot
di sabl e operation will have no effect on your system if you did not previously
perform an st neboot enabl e operation.

This operation changes the device names from STMS to non-STMS. If any
applications are running on any device connected to the boot controller port,
deactivate them. You might need to modify some applications after system is
rebooted to use non-STMS device names.

Become superuser.

Verify that no devl i nks or di sks commands are running.

# ps elf | grep devlinks

# ps elf | grep disks

If these commands are running, wait until they are finished.

Disable device configuration.

# stnmsboot d
Version: 1.5

WARNI NG 1!
I mportant systemfiles will be nodified.
The devfsadnd daenmon will be killed.

Pl ease make sure that there are no processes running devfsadm
devlinks, or disks fromnow on until the systemis rebooted.

This includes but, is not limted to initiating DR events.

Do you want to continue ? [y/n] (default: n)
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5. Type y to continue.

Pl ease choose a device path [1 2]

WARNI NG Devi ces connected to the sel ected device path
will be de enunerated from scsi_vhci

1) /devices/pci @f, 4000/ pci @/ SUNW ql c@/ f p@, 0

2) /devices/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, 0

Choi ce [default: 1]:

Note — In case of an unexpected error, the st neboot operation will fail, indicating
an error condition, and then exit. . Correct the error and you can repeat the
operation. See also Chapter 5 for troubleshooting information.

6. Type the device path and press Return.

This example shows the results for choice 2. The software then prompts you to
perform a reconfiguration reboot.

Note — If Sun StorEdge T3, 3900, or 6x20 arrays are connected to the boot controller
port, the software will prompt you to change the np_support setting on the storage
array appropriately.

Choice [default: 1]: 2
Updat ed eepr om boot - devi ce to boot through the selected path
/ pci @, 600000/ SUNW gl c@/ f p@, 0/ di sk@21000004cf 721119, 0

VWARNI NG !'!

There is at | east one Sun StorEdge T3/ T3B or 6x20 i n "npxi 0" node.
For the sane operation of the system please set

np_support to "rw' (or any appropriate node other

than "npxi 0") on the device(s) now and

press any key to continue.

A reconfiguration reboot is nmandatory for systemsanity.

Whi l e you may choose to conplete other tasks prior to initiating
the reboot, doing so is not recomended.

Reboot the systemnow ? [y/n] (default:y)
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Note — Do not complete other tasks before rebooting your system.

7. Type y to perform a reconfiguration reboot of your system.

8. If necessary, modify applications to use the new STMS device names.
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Configuring Automatic Failback

In an earlier release of STMS, you had to manually failback a primary path with the
[ uxadm failover primary disk_name command. Now you can configure the
scsi _vhci . conf file so that primary paths fail back automatically when they
become available after being in an OFFLINE state for a while. This feature is
available on Sun StorEdge T3+, 3900, and 6x20 arrays.

» “To Configure Automatic Failback Capability” on page 42
= “To Disable Automatic Failback Capability” on page 43

v To Configure Automatic Failback Capability

1. Open the scsi _vhci . conf file in your text editor.

2. Enable the automatic failback property.
The default setting is “ di sabl e”; .

auto-fail back = “enabl e”;

3. Save and exit the scsi _vhci . conf file.

When automatic failback is enabled, the following message is printed in the
/ var [/ adnml nessages file during boot-up:

/scsi _VHCl (scsi_vhci0): Auto-fail back capability enabl ed t hrough
scsi _vhci.conf file.

4. Perform a reconfiguration reboot so that the changes will take effect:

# touch /reconfigure
# shutdown -g0 -y -i6
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v To Disable Automatic Failback Capability

1. Open the scsi _vhci . conf file in your text editor.

2. Disable the automatic failback property:

auto-fail back = “di sabl e”;

3. Save and exit the scsi _vhci . conf file.

4. Perform a reconfiguration reboot so that the changes will take effect:

# touch /reconfigure
# shutdown -g0 -y -i6
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Configuring Multipathing for Sun
StorEdge T3, 6x20, and 3900 LUNSs

Note — Configure and enable multipathing only when the host has STMS enabled. If
host has STMS disabled on a global or per port basis, any I/O to a Sun StorEdge
array in “npxi 0” mode will fail on such a port until np_support is set to a different
mode (like rw or none).

Depending on the storage array type, you can enable or disable device multipathing
support by using a command-line interface (CLI) or a storage management software
user interface (UI).

TABLE 3-1 shows the various methods. The multipath or failover setting is only valid
when the host has STMS enabled. After configuring multipathing (if needed), ensure
that you perform a reconfiguration reboot, either from the Ul or Solaris command
line.

To perform a reconfiguration reboot from the Solaris command line, type the
following:

# touch /reconfigure
# shutdown -g0 -y -i6
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TABLE 3-1

Multipathing Configuration Methods for Various Arrays

Array

Method

For More Information

Sun StorEdge T3 arrays

Sun StorEdge 3900 arrays

Sun StorEdge 6120 arrays

Sun StorEdge 6320 arrays

1. Telnet to a CLI

2. Ensure that np_support is set to
npxi o by using the
Sys np_support
command

npxi o

Default factory-delivered state of the
array has the np_support parameter
set to npxi o.

CLI character menu -
/ opt/ SUN\Wsecf g/ runsecf g

UI - Storage Automated Diagnostic
Environment software

Default factory-delivered state of the
array has the np_support parameter
set to mpxi o.

CLI - sscs(1M) command

UI - Sun StorEdge Configuration
Services software, installed on a
Solaris host. Configure the array
Failover Mode setting to Explicit

Default factory-delivered state of the
array has the np_support parameter
set to npxi o.

CLI - sscs(1M) command

UI - Sun StorEdge Configuration
Services software, installed on a
Solaris host. Configure the array
Failover Mode setting to Explicit

Sun StorEdge T3+ Array Administrator’s
Manual

Sun StorEdge 3900 and 6900 Series 1.1
Reference and Service Manual816-5253

Sun StorEdge 3900 and 6900 Series 2.0
Reference and Service Manual

Sun StorEdge 6020 and 6120 Arrays
System Manual

Sun StorEdge 6000 Family Host
Installation Software Guide

Sun StorEdge Configuration Service
online help

sscs(1M) man page

Sun StorEdge 6320 System 1.0 Reference
and Service Manual

Sun StorEdge 6000 Family Host
Installation Software Guide

Sun StorEdge Configuration Service
online help

sscs(1M) man page
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Configuring Solstice DiskSuite or Solaris
Volume Manager with STMS

Solstice DiskSuite or Solaris Volume Manager can be reconfigured to allow the Sun
StorEdge Traffic Manager software control the Sun supported HBAs it uses. The disk
usage information you saved prior to enabling STMS will be used. Using the

| uxadmcommand you can determine the mapping from the new STMS device path
name to the pre-STMS device path name. This mapping will be used to reconfigure
Solstice DiskSuite or Solaris Volume Manager to recognize the correct devices under
the new STMS device path names.

For more information concerning Solstice DiskSuite Solaris Volume Manager, check
the Solstice DiskSuite or Solaris Volume Manager online manuals at:

http://docs. sun. com

This section contains the following topics:

“Configuration Overview” on page 46
= “Example of Mirrored Devices” on page 48

Configuration Overview

The following are the steps to complete the configuration process:

Note — Backing up your data is recommended.

= “To Determine Pre-STMS Device Path Names” on page 47

= “To Unconfigure Solstice DiskSuite or Solaris Volume Manager for Devices Under
STMS Control” on page 47

= “To Enable STMS” on page 47

= “To Determine STMS Device Name to Pre-STMS Device Name Mapping” on
page 47

= “To Reconfigure the Solaris DiskSuite or Solaris Volume Manager” on page 47
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To Determine Pre-STMS Device Path Names

. Use the met adb command to get a list of devices used to store the volume
manager configuration.

. Use the net ast at - p command to get the disk-to-metadevice mapping.

To Unconfigure Solstice DiskSuite or Solaris Volume
Manager for Devices Under STMS Control

. Unmount the metadevices that will be under control of STMS.
. Clear the metadevices using the net acl ear command.

. Clear the metadevice database using the nmet adb - df command which takes the
list of disks, output from the nmet adb command in Step 1 in To Determine Pre-
STMS Device Path Names, as a list of arguments.

To Determine STMS Device Name to Pre-STMS Device
Name Mapping

Use the st msboot - L command output to display the potential STMS path and
device name changes and the | uxadm di spl ay command to determine which
pre-STMS device names are combined under each STMS device name.

To Enable STMS

See “Configuring Ports Globally Through STMS” on page 17.

To Reconfigure the Solaris DiskSuite or Solaris Volume
Manager

Create metadevices using STMS path names with the net ai ni t command.

Caution — For RAIDS5 devices, be sure to used the “-k” option to prevent initializing
the disks.
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Example of Mirrored Devices

The following example shows how to migrate two-way mirrored metadevices from
non-STMS to STMS. In this example:

= A Sun StorEdge T3 partner pair is connected to the host and np_support on Sun
StorEdge T3 is set to r w

= STMS is initially disabled.

» Four LUNSs of equal size exist on the partner pair. Two metadb replicas exist on
lun 0 (c2t1d0) and lun 1 (c2t1d1).

= d10 and d11 are the sub-mirror metadevices created on the lun 2 (c2t1d2) and lun
3 (c2t1d3).

=« d14 is the mirror of d10 and d11.

Note — In this section, the backslash character (\) indicates a line break. Where it is
used, ensure that the command is typed on a single line.

1. Check the metadevice paths.

% nmetastat -p

d1io 1 2 /dev/dsk/c2t1d2s1 /dev/dsk/c2t 1d2s6
diil 1 2 /dev/dsk/c2t 1d3s1 /dev/dsk/c2t 1d3s6
di4 -mdl0 di11
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2. Save the pre-STMS device information.

Collect and save the output of st msboot -L, format, net adb, met ast at, and
nmet ast at - p commands.

% st nsboot -L

See “To Display Potential /dev Device Name Changes (from non-STMS to STMS) for
All Controllers” on page 34 for an example of st msboot - L output.

% f or mat
Sear ching for disks...done
AVAI LABLE DI SK SELECTI ONS:
0. c0t0d0 <SUN18G cyl 7506 alt 2 hd 19 sec 248>
/ pci @f, 4000/ scsi @/ sd@, 0
1. c2t1d0 <T300 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ pci @/ SUNW gl c@/ fp@, 0
ssd@b50020f 2300000225, 0
2. c2t1dl <T300 cyl 34145 alt 2 hd 20 sec 128>
/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, 0/
ssd@5b0020f 2300000225, 1
3. c2t1d2 <SUN- T300-0117 cyl 34145 alt 2 hd 32 sec 128>
/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, 0/
ssd@bs0020f 2300000225, 2
4. c2t1d3 <SUN-T300-0117 cyl 34145 alt 2 hd 32 sec 128>
/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, 0/
ssd@5b0020f 2300000225, 3
5. ¢3t2d0 <T300 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 2000/ SUNW gl c@l/ f p@, 0/ ssd@50020f 23000001f 6, 0
6. c3t2d1l <T300 cyl 34145 alt 2 hd 20 sec 128>
/ pci @f, 2000/ SUNW gl c@./ f p@, 0/ ssd@s0020f 23000001f 6, 1
7. c3t2d2 <SUN-T300-0117 cyl 34145 alt 2 hd 32 sec 128>
/ pci @f, 2000/ SUNW gl c@/ f p@, 0/ ssd@5s0020f 23000001f 6, 2
8. c3t2d3 <SUN T300-0117 cyl 34145 alt 2 hd 32 sec 128>
/ pci @f, 2000/ SUNW gl c@l/ f p@, 0/ ssd@50020f 23000001f 6, 3
Specify disk (enter its nunber):

% et adb
flags first blk bl ock count
am pc luo 16 1034 / dev/ dsk/ c2t 1d0s3
a pc | uo 1050 1034 / dev/ dsk/ c2t 1d0s3
a pc | uo 16 1034 / dev/ dsk/ c2t 1d1s3
a pc | uo 1050 1034 / dev/ dsk/ c2t 1d1s3
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% nmetastat -p

dl4 -mdi10o di1 1

d10 1 2 c2t1d2sl c2t1d2s6 -i 32b
dll 1 2 c2t1d3sl c2t1d3s6 -i 32b

% net ast at

d1l4: Mrror
Subm rror 0: di0
State: Okay
Submirror 1: dil1
State: Ckay
Pass: 1

Read option: roundrobin (default)
Wite option: parallel (default)
Si ze: 524288 bl ocks

d10: Submirror of dl4
State: Ckay
Si ze: 524288 bl ocks
Stripe 0: (interlace: 32 bl ocks)

Devi ce Start Block Dbase State
c2t 1d2s1 0 No Ckay
c2t 1d2s6 0 No Ckay

d11: Submirror of di4
State: Ckay

Si ze: 524288 bl ocks
Stripe 0: (interlace: 32 bl ocks)

Devi ce Start Block Dbase State
c2t 1d3s1 0 No Ckay
c2t 1d3s6 0 No Ckay

Hot Spare

Hot Spare
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3. Unconfigure the volume manager without losing the data.

a. Clear the submirrors and mirror devices.

% net acl ear dl14

d1l4: Mrror is cleared

% net acl ear dil

d11: Contact/Stripe is cleared
% net acl ear d10

d10: Contact/Stripe is cleared

b. Clear the meta database replicas.

% netadb -d -f -c 2 /dev/dsk/c2t1d0s7 /dev/dsk/c2t1dls7

Remove or comment out the / et ¢/ | vii nd. t ab entries.

# d1o 1 2 /dev/dsk/c2t1d2s1 /dev/dsk/c2t 1d2s6
# dil 1 2 /dev/dsk/c2t 1d3s1 /dev/dsk/c2t 1d3s6
# dil4 -mdl0 di1

4. Enable the Sun StorEdge Traffic Manager software as described in this chapter.
See “Configuring Ports Globally Through STMS” on page 17 or “Configuring the

Software on a Per Port (pHCI) Basis” on page 20.
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5. Determine the Sun StorEdge Traffic Manager software device name to pre-STMS
device name mapping.
The output of st msboot -L, format, | uxadmprobe, and | uxadm di spl ay
shows the Sun StorEdge Traffic Manager software paths for each device. See “To
Display Potential /dev Device Name Changes (from non-STMS to STMS) for All
Controllers” on page 34 for an example of st neboot - L output.

% f or mat
AVAI LABLE DI SK SELECTI ONS
0. c0t0d0 <SUN18G cyl 7506 alt 2 hd 19 sec 248>
/ pci @f, 4000/ scsi @/ sd@, 0
1. c4t60020F20000002253B220F99000D348Cd0 <SUN- T300-0117
cyl 34145 alt 2 hd 32 sec 128>
/' scsi_vhci/ ssd@60020f 20000002253b220f 99000d348c
2. c4t60020F20000002253B220FC000086944d0 <SUN- T300- 0117
cyl 34145 alt 2 hd 32 sec 128>
/ scsi _vhci/ ssd@60020f 20000002253b220f c000086944
3. ¢4t 60020F20000002253B220FD400071CD8d0 <SUN- T300- 0117
cyl 34145 alt 2 hd 32 sec 128>
/ scsi_vhci/ ssd@60020f 20000002253b220f d400071cd8
4. c4t60020F20000002253B22101D00029FC9d0 <SUN- T300- 0117
cyl 34145 alt 2 hd 32 sec 128>
/ scsi _vhci/ ssd@60020f 20000002253b22101d00029f c9
Specify disk (enter its nunber): "D

% | uxadm pr obe
No Network Array encl osures found in /dev/es

Found Fi bre Channel device(s):

Node WAN: 50020f 20000001f 6 Devi ce Type: Di sk devi ce

Logi cal Path:/dev/rdsk/ c4t 60020F20000002253B22101D00029FC9d0s2
Node WAN: 50020f 2000000225 Devi ce Type: Di sk devi ce

Logi cal Path:/dev/rdsk/ c4t 60020F20000002253B220FD400071CD8d0s?2
Node WAN: 50020f 20000001f 6 Devi ce Type: Di sk devi ce

Logi cal Path:/dev/rdsk/ c4t 60020F20000002253B220FC000086944d0s2
Node WAN: 50020f 2000000225 Devi ce Type: Di sk devi ce

Logi cal Path:/dev/rdsk/ c4t 60020F20000002253B220F99000D348Cd0s?2

For each entry in | uxadm probe, get the device path information.
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(The following | uxadm

di spl ay output shows a single LUN only.)

% | uxadm di spl ay \

/ dev/ rdsk/ c4t 60020F20000002253B22101D00029FC9d0s 2

DEVI CE PROPERTI ES f or

di sk:

/ dev/ rdsk/ c4t 60020F20000002253B22101D00029FC9d0s2

Status(Port A): O K.
Status(Port B): O K
Vendor : SUN
Product 1D T300
WAN( Node) : 50020f 20000001f 6
WAWN( Port A): 50020f 23000001f 6
WAN( Port B): 50020f 2300000225
Revi si on: 0117
Serial Num 054921
Unformatted capacity: 68294.000 MBytes
Wite Cache: Enabl ed
Read Cache: Enabl ed

M ni mum pr ef et ch: 0x0

Maxi mum pref et ch: 0x0

Devi ce Type:
Pat h(s):

Di sk devi ce

/ dev/ rdsk/ c4t 60020F20000002253B22101D00029FC9d0s2

/ devi ces/ scsi _vhci / ssd@60020f 20000002253b22101d00029f ¢c9: ¢, r aw

Controller
Devi ce Address
C ass
State
Controller
Devi ce Address
d ass
St at e

/ devi ces/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, O

50020f 2300000225, 3

secondary

STANDBY

/ devi ces/ pci @f, 2000/ SUNW gl c@./ f p@, O
50020f 23000001f 6, 3

primary

ONLI NE
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6. Correlate the non-STMS device information collected in Step 1 by matching the
| uxadmdi spl ay paths output. Identify the appropriate LUN.

For example, find the c2t1d0 device under the Sun StorEdge Traffic Manager
software. c2t1d0 is LUN 0 of the Sun StorEdge T3 partner pair as seen from the
format in Step 2.

1. c2t1d0 <T300 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ pci @/ SUNW gl c@/ f p@, 0/ ssd@b0020f 2300000225, 0

From the | uxadmdi spl ay output of each device above, check the paths, controller
and device address fields.

Path(s):

/ dev/ rdsk/ c4t 60020F20000002253B220F99000D348Cd0s 2

/ devi ces/ scsi _vhci / ssd@60020f 20000002253b220f 99000d348c: c, r aw
Control l er /devices/pci @f, 4000/ pci @/ SUNW gl c@/fp@, 0

Devi ce Address 50020f 2300000225, 0

Thus:
= 2t1d0 is now/ dev/ r dsk/ c4t 60020F20000002253B220F99000D348Cd0
Alternatively, the st neboot - L command output also shows the device name

change mapping.

7. Reconfigure the volume manager under the Sun StorEdge Traffic Manager
software by recreating / et ¢/ | v nd. t ab with the new device names.

a. Recreate metadb database replicas with new device names.

% metadb -a -f -c 2\
/ dev/ rdsk/ c4t 60020F20000002253B220F99000D348Cd0s2 \
/ dev/rdsk/ c4t 60020F20000002253B220FC000086944d0s?2

b. Similarly, identify the metadevices with new device names by using the
net atstat - p command.
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c. Recreate submirrors and mirror.

% nmetainit di0 1 2 /dev/dsk/ \

c4t 60020F20000002253B220FD400071C8d0s1 \

/ dev/ dsk/ c4t 60020F20000002253B220FD400071CD8d0s 6
d10: Concat/Stripe is setup

%metainit dl11 1 2 /dev/dsk/ \

c4t 60020F20000002253B22101D00029F9d0s1 \

/ dev/ dsk/ c4t 60020F20000002253B22101D00029FC9d0s6
d11: Concat/Stripe is setup

% metainit dl4 -m d10 di1
di4: Mrror is setup

8. Verify that all the data is now available in the mirror device.

d14 contains the same data as before, prior to enabling the Sun StorEdge Traffic
Manager software on the same mirror.
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CHAPTER 4

Deployment Scenarios

This chapter shows two different types of configurations:
= A system that does not use STMS
= A system that uses STMS

Topics in this chapter include:
= “About Traffic Manager Configuration Samples” on page 56
= “Configuration without Traffic Manager” on page 57

= “Configuration with Traffic Manager” on page 58
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About Traffic Manager Configuration
Samples

STMS device enumeration is slightly different from legacy devices in that only one
device path is shown per device regardless of the number of paths.

Storage devices such as the Sun StorEdge A3X00FC have their own multipathing
solution. STMS can co-exist with such storage devices. However, these devices will
not be enumerated under STMS and will work the same as if STMS were not
installed.

Case Study: A host has the following storage attached.
= Sun StorEdge T3 partner pair with 4 LUNs.
= Sun StorEdge A5200 with both A and B loop connected.

See FIGURE 1-3 and FIGURE 1-4 in Chapter 1 for illustrations of the two configurations
described in this chapter.
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Configuration without Traffic Manager

Before STMS was installed and configured, the Sun StorEdge T3 np_support was

set to “r w’ format. The output is different from the configuration that included
STMS.

Utility: format

The output for a configuration that does not use STMS is as follows:

# format
Sear ching for disks...done
AVAI LABLE DI SK SELECTI ONS:
0. ¢0t0d0 <SUN18G cyl 7506 alt 2 hd 19 sec 248>
/ pci @.f, 4000/ scsi @/ sd@,
1. c2t3d0 <SUN-T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @.f, 4000/ SUNW gl c@/ f p@, 0/ ssd@50020f 23000042d4, 0
2. c2t3d1 <SUN-T300-0116 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW gl c@/ f p@, 0/ ssd@50020f 23000042d4, 1
3. c2t3d2 <SUN T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW gl c@/ f p@, 0/ ssd@b0020f 23000042d4, 2
4, c2t3d3 <SUN-T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @.f, 4000/ SUNW gl c@/ f p@, 0/ ssd@50020f 23000042d4, 3
5. c3t4d0 <SUN-T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW gl c@/ f p@, 0/ ssd@50020f 2300003f ad, 0
6. c3t4dl <SUN T300-0116 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW ql c@/ f p@, 0/ ssd@b0020f 2300003f ad, 1
7. c3t4d2 <SUN-T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW ql c@/ f p@, 0/ ssd@b0020f 2300003f ad, 2
8. c3t4d3 <SUN-T300-0117 cyl 34145 alt 2 hd 24 sec 128>
/ pci @f, 4000/ SUNW gl c@/ f p@, 0/ ssd@50020f 2300003f ad, 3
9. c4t68d0 <SUN36G cyl 24620 alt 2 hd 27 sec 107>
/ pci @f, 2000/ pci @/ SUNW gl c@/ fp@, 0
ssd@w22000020371a1862, 0

>
Specify disk (enter its nunber): "D
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Configuration with Tratfic Manager

After STMS is installed and configured, Sun StorEdge T3 np_support is set to
“nmpxi 0”. (See Chapter 2.)

Utility: format

The output of f or mat looks as follows:

# format
Sear ching for disks...done
AVAI LABLE DI SK SELECTI ONS:
0. ¢O0t0d0 <SUN18G cyl 7506 alt 2 hd 19 sec 248>
/ pci @.f, 4000/ scsi @/ sd@, 0
1. c6t60020F20000042D43ADCBCAEOO00CA1E2d0 <SUN- T300- 0117
cyl 34145 alt 2 hd 24 sec 128>
/'scsi_vhci/ssd@60020f 20000042d43adcbc4e000c4le?2
2. 6t 60020F20000042D43B0E926A000AA3FCIO <SUN- T300- 0116
cyl 34145 alt 2 hd 24 sec 128>
/ scsi _vhci/ ssd@60020f 20000042d43b0e926a000aa3f c
3. c6t60020F20000042D43B2753510008C9DFd0 <SUN- T300- 0117
cyl 34145 alt 2 h d 24 sec 128>
/ scsi _vhci / ssd@60020f 20000042d43b2753510008c9df
4. ¢6t60020F20000042D43B275377000877DDd0 <SUN- T300- 0117
cyl 34145 alt 2 h d 24 sec 128>
/'scsi _vhci/ ssd@60020f 20000042d43b275377000877dd
5. ¢6t20000020371A1862d0 <SUN36G cyl 24620 alt 2 hd 27 sec
107>
/ scsi _vhci/ ssd@20000020371a1862
Specify disk (enter its number): ~D

Consider the following notes:
1. Devices enumerated under STMS will have a / scsi _vhci / ssd entry.

2. The first four scsi _vhci entries are the four T3 LUNs which now have a long
name which is Global Unique Identifier (GUID). Also, only one entry per LUN is
visible instead of two paths.

3. The next scsi _vhci entry is a disk in the Sun StorEdge A5200 array.

4. There is only one controller number assigned for all the devices encapsulated
under STMS.
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5. Use | uxadmdisplay to identify the mapping between device entries without
STMS and the device entries with STMS.

Utility: luxadm probe

The | uxadmpr obe now shows the WWN for Sun StorEdge A5200 and GUID for T3.

# | uxadm probe
Found Encl osure:
SENA Nane:f  Node WAW: 50800200000777d0 Logi cal Path:/dev/es/sesO
Found Fi bre Channel device(s):
Node WAN: 50020f 20000042d4 Devi ce Type: Di sk devi ce
Logi cal Path:/dev/rdsk/ c6t 60020F20000042D43B275377000877DDd0s?2
Node WAN: 50020f 20000042d4 Devi ce Type: Di sk devi ce
Logi cal Path:/dev/rdsk/ c6t 60020F20000042D43B2753510008C9DFd0s2
Node WAN: 50020f 20000042d4 Devi ce Type: Di sk devi ce
Logi cal Path:/dev/rdsk/c6t 60020F20000042D43B0E926A000AA3FCA0s2
Node WAN: 50020f 20000042d4 Devi ce Type: Di sk devi ce
Logi cal Path:/dev/rdsk/ c6t 60020F20000042D43ADCBCAE000C4A1E2d0s2

Utility: luxadm display
The | uxadmdi spl ay has been enhanced for STMS. For each entry in the f or mat
or | uxadmpr obe, | uxadmdisplay output indicates the following:

1. The number of paths to the storage device.

2. The mapping of the paths prior to STMS and after STMS (under Path(s) controller
and device address).

3. The state and type of each path.
a. State of each path.

i. ONLINE indicates the active path(s) through which IO is going to the
device. For more than one ONLINE path, STMS will use load balancing (like
round robin scheme) or single 1O to the device, depending on the setting of
load-balance variable in / ker nel / drv/ scsi _vhci . conf file.

ii. STANDBY indicates the path is available if an ONLINE path fails or is
switched to another state. There can be many STANDBY paths. If a
STANDBY path is chosen to be an active path for routing IO, its status will
be changed to ONLINE.
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iii. OFFLINE indicates the path(s) was previously existing but is not available
Now.

b. Class type for each path.
i. PRIMARY: This path is the preferred path for routing IO.
ii. SECONDARY: This path is the next priority path after PRIMARY.

If a Sun StorEdge T3 partner pair configuration is used, two paths for each lun exist.
One path is ONLINE and the other is STANDBY. In this configuration, IO to the lun
is active on its ONLINE path. If this path fails, the STANDBY path becomes the
ONLINE path. However, if the first path later becomes available, it will go into
STANDBY mode instead of ONLINE, thus saving an expensive failover operation, if
auto-failback was disabled throughout the configuration. Use | uxadmfailover
command to bring the restored path to ONLINE (see the | uxadm man pages).

There can be more than one primary and secondary path to a Sun StorEdge T3, 39x0
or 6x20 device in a SAN environment."
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As can be seen from the following two | uxadmdi spl ay output of some T3 LUNS,
PRIMARY can be STANDBY and SECONDARY can be ONLINE for one LUN on the
same physical paths, whereas SECONDARY is STANDBY and PRIMARY is ONLINE
for another LUN.

# | uxadm di spl ay

/ dev/rdsk/ c6t 60020F20000042D43B275377000877DDd0s 2
DEVI CE PROPERTI ES for di sk:

/ dev/ r dsk/ c6t 60020F20000042D43B275377000877DDd0s 2

Status(Port A): O K
Status(Port B): O K
Vendor : SUN
Product 1D T300
WAN( Node) : 50020f 20000042d4
WAN( Port A): 50020f 2300003f ad
WAN( Port B): 50020f 23000042d4
Revi si on: 0117
Serial Num Unsupport ed
Unformatted capacity: 51220.500 MBytes
Wite Cache: Enabl ed
Read Cache: Enabl ed

M ni mum pref et ch: 0x0

Maxi mum pr ef et ch: 0x0
Devi ce Type: Di sk devi ce
Pat h(s):

/ dev/ r dsk/ c6t 60020F20000042D43B275377000877DDd0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43b275377000877dd: ¢, r aw

Control | er / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 23000042d4, 3
Cl ass secondary
State ONLI NE
Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 2300003f ad, 3
d ass primary
State STANDBY
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# | uxadm di spl ay

/ dev/ rdsk/ c6t 60020F20000042D43BOE926 A000AA3FCd0s 2
DEVI CE PROPERTI ES for di sk:

/ dev/ r dsk/ c6t 60020F20000042D43B0OE926 A000AA3FCdA0s2

Status(Port A): O K.
Status(Port B): O K
Vendor : SUN
Product 1D T300
WAN( Node) : 50020f 20000042d4
WAN( Port A): 50020f 23000042d4
WAN( Port B): 50020f 2300003f ad
Revi si on: 0117
Serial Num Unsupport ed
Unformatted capacity: 51220.500 MBytes
Wite Cache: Enabl ed
Read Cache: Enabl ed

M ni mum pr ef et ch: 0x0

Maxi mum pref et ch: 0x0
Devi ce Type: Di sk devi ce
Pat h(s):

/ dev/ rdsk/ c6t 60020F20000042D43BOE926 A000AA3FCd0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43b0e926a000aa3fc: ¢, raw

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 23000042d4, 1
d ass primary
State ONLI NE

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 2300003f ad, 1
C ass secondary
State STANDBY
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In the case of Sun StorEdge A5200 in the current configuration, there are two paths.
Both are ONLINE and IO is load balanced on both the paths. If a path fails, the
second path continues the IO. If the failed path comes back, it will be in ONLINE
state and starts participating in IO transfer if load-balancing is enabled.

# | uxadm di spl ay /dev/rdsk/ c6t 20000020371A1862d0s?2
DEVI CE PROPERTI ES for disk: /dev/rdsk/c6t20000020371A1862d0s2

Status(Port A): O K.
Status(Port B): O K
Vendor : SEAGATE
Product 1D ST136403FSUN36G
WAN( Node) : 20000020371a1862
VWAN( Port A): 21000020371a1862
WAN( Port B): 22000020371a1862
Revi si on: 114A
Serial Num LT0187150000
Unformatted capacity: 34732.891 MBytes
Read Cache: Enabl ed

M ni mum prefetch: 0x0

Maxi mum pref et ch: Oxffff
Locati on: In the encl osure named: f
Devi ce Type: Di sk devi ce
Pat h(s):

/ dev/ rdsk/ c6t 20000020371A1862d0s2
/ devi ces/ scsi _vhci / ssd@20000020371a1862: c, r aw

Controller / devi ces/ pci @f, 2000/ pci @/ SUNW gl c@/ f p@, O
Devi ce Address 22000020371a1862, 0
d ass primary
State ONLI NE
Controller / devi ces/ pci @f, 2000/ pci @/ SUNW ql c@/ f p@, 0
Devi ce Address 21000020371a1862, 0
C ass primary
State ONLI NE
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Utility: luxadm failover

The | uxadmf ai | over command is used to failover LUNs from primary to
secondary paths and vice versa.

In case of Sun StorEdge T3 partner pair, 6x20 HA, or 39x0 configuration, when a
failover happens (for example, a cable is removed from one storage controller), the
LUNs owned by that controller are failed over to the alternate controller.

After a failure of one path is corrected, the LUN will not fail back to the original
configuration automatically if auto-failback is set to "disable" in

/ kernel /drv/scsi _vhci . conf. A luxadm failover subcommand must be issued
to perform failover to the original configuration.
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Example of Failover:

1. The original state of a Sun StorEdge T3 LUN is obtained by | uxadmdi spl ay
command.

# | uxadm di spl ay /dev/rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1EdOs?2
DEVI CE PROPERTI ES for di sk:
/ dev/ r dsk/ c5t 60020F20000042D43ADCBCAEO00C41E2d0s 2

Status(Port A): O K
Status(Port B): O K
Vendor : SUN
Product 1D T300
WARN( Node) : 50020f 20000042d4
WAN( Port A): 50020f 23000042d4
WAN( Port B): 50020f 2300003f ad
Revi si on: 0117
Serial Num Unsupport ed
Unfornatted capacity: 51220.500 MBytes
Wite Cache: Enabl ed
Read Cache: Enabl ed

M ni mum pr ef et ch: 0x0

Maxi mum pr ef et ch: 0x0
Devi ce Type: Di sk devi ce
Pat h(s):

/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO000C41E2d0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43adcbc4e000c41e2: ¢, raw

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 23000042d4, 0
C ass primary
State ONLI NE

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 2300003f ad, O
Cl ass secondary
State STANDBY

Note — The primary path is ONLINE and the secondary path is STANDBY.
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2. Cable is pulled from the T3 controller 50020f23000042d4. Failover is triggered and
the primary path is OFFLINE and secondary path is ONLINE. LUN status now is
degraded.

# | uxadm di spl ay /dev/rdsk/c5t 60020F20000042D43ADCBC4AEO00C4A1EdOs2
DEVI CE PROPERTI ES for di sk:
/ dev/ r dsk/ c5t 60020F20000042D43ADCBCAEO00CA1E2d0s2

Pat h(s):
/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO000CA1E2d0s2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43adcbc4e000c41le?2: c, raw

Controller / devi ces/ pci @.f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 23000042d4, 0
C ass primry
State CFFLI NE

Control | er / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 2300003f ad, O
C ass secondary
State ONLI NE

3. Cable is reinserted to T3 controller 50020f23000042d4. The device state become
optimal but, the failover is not triggered. The Primary path comes up as
STANDBY and still the secondary path is ONLINE.

# | uxadm di spl ay /dev/rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1EdOs2
DEVI CE PROPERTI ES for di sk:
/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO00C41E2d0s 2

Pat h(s):
/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO000C41E2d0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43adcbc4e000c41e2: ¢, raw

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 23000042d4, 0
d ass primary
State STANDBY

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 2300003f ad, O
C ass secondary
State ONLI NE
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4. Type the | uxadmf ai | over command to failover to the primary path.

# luxadm fail over prinmary

/ dev/ rdsk/ c5t 60020F20000042D43ADCBCEOO0CA1E2d0s 2

#

# | uxadm di spl ay /dev/rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1EdOs?2
DEVI CE PROPERTI ES for di sk:

/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1E2d0s 2

Pat h(s):
/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1E2d0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43adcbc4e000c41e2: ¢, raw

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 23000042d4, 0
d ass primary
State ONLI NE

Controller / devi ces/ pci @.f, 4000/ SUNW gl c@/ f p@, O
Devi ce Address 50020f 2300003f ad, O
C ass secondary
State STANDBY

This now triggers the failover. The primary path becomes ONLINE and the
secondary path becomes STANDBY which is equivalent to the original state in
Step 1.

9. To verify the failover operation, display the properties using the | uxadm di spl ay
command.

# | uxadm di spl ay /dev/rdsk/ c5t 60020F20000042D43ADCBCAEO00CA1EdOs2
DEVI CE PROPERTI ES for di sk:
/ dev/ rdsk/ c5t 60020F20000042D43ADCBCAEO00C41E2d0s2

Pat h(s):
/ dev/ r dsk/ c5t 60020F20000042D43ADCBCAEO00CA1E2d0s 2
/ devi ces/ scsi _vhci / ssd@60020f 20000042d43adcbc4e000c41e2: ¢, r aw

Control |l er / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 23000042d4, 0
Cl ass primary
State ONLI NE

Controller / devi ces/ pci @f, 4000/ SUNW gl c@/ fp@, O
Devi ce Address 50020f 2300003f ad, O
d ass secondary
State STANDBY

For more details on the | uxadmf ai | over command, please refer to the man
pages.

Chapter 4 Deployment Scenarios 67




68  Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



CHAPTER 5

Troubleshooting STMS Software

This chapter provides solutions to potential problems that may occur while running
Sun StorEdge Traffic Manager software.

Topics in this chapter include:

“System Crashes During STMS Boot Operations” on page 70

“System Crashes During or After an STMS Boot Enable Operation” on page 71
“System Crashes During or After an STMS Boot Disable Operation” on page 73
“STMS Not Running Properly” on page 75

“STMS Running Properly, but luxadm display and luxadm failover are Failing”
on page 75

“Sun StorEdge T3, 6x20, or 3900 Arrays Do Not Show” on page 76
“System Failed During Boot with scsi _vhci Attachment” on page 76

“Group of Sun StorEdge A5200 Arrays Connected, But They Still Appear Under
Physical Paths in Format” on page 77

“System and Error Messages” on page 78
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System Crashes During STMS Boot
Operations

If your system fails during and STMS boot enable (st neboot - e) or disable
(st msboot - d) operation, your original / et ¢/ path_to_i nst,/etc/vfstab,
/ etc/system and / et ¢/ dunpadm conf files are saved with . sav file name
extensions in the / var/ t np directory.

Other important debug information is also saved in this directory.

70  Sun StorEdge Traffic Manager Installation and Configuration Guide: For the Solaris OS and SFS 4.4 « May 2005



System Crashes During or After an
STMS Boot Enable Operation

If your system crashes or panics during or after an STMS boot enable (st msboot - e)
operation with messages similar to the following:

Cannot assenbl e drivers for root

/scsi _vhci / ssd@20000004cf 721119: a

Cannot nount root on /scsi_vhci/ssd@20000004cf721119: a fstype ufs
or

cannot stat /dev/rdsk/...

Then check the following:

1.

If the boot device is a Sun StorEdge T3 Raid Array LUN, did you change the
np_support setting to “npxi 0” mode? If the change was not performed before
system reboot, make this change and shut down and restart the system.

Are you specifying a different boot path manually? st meboot has a dependency
on the path through which the system boots. See “Configuring Boot Controller
Devices with the st nsboot command” on page 31 and “Important Notes Before
You Begin” on page 33.

Did you have a per-port npxi o- di sabl e entry corresponding to the boot
controller port in the gl c. conf file? If so, remove the corresponding gl ¢. conf
entry.

Boot the system using another disk or over the network and mount the boot
device on / mt .

= Verify that / mt/ et ¢/ vf st ab is the same as / var / t np/ vf st ab. Are all the
boot controller device names shown as STMS device names, compared with
/var/tnp/vfstab.sav ?

= Verify that / rmt/ et ¢/ pat h_t o_i nst is the same as
/var/tnp/ pat h_t o_i nst. This file should contain a unique ssd instance for
each scsi _vhci / ssd@GUID device.

« The/ mt/ et c/ syst emfile should have a r oot dev entry to the boot device of
scsi _vhci/ ssd@GUID. For example:

rootdev:/scsi _vhci/ssd@20000004cf721119: a
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= The/mt/kernel /drv/fp.conf file should have the boot controller port
entry set to npxi o- di sabl e="no". See “Configuring the Software on a Per
Port (pHCI) Basis” on page 20.

5. To restore the system to the "stmsboot disabled" state, perform the following
commands:

# cp /mt/var/tnp/vfstab.sav /mt/etc/vfstab
# cp /mt/var/tnp/systemsav /mt/etc/system

# cp /mt/var/tnp/ dunmpadm / it/ et ¢/ dunpadm conf

= Note that pat h_t o_i nst. sav is not restored because system remembers the
device names. Remove the per-port npxi o- di sabl e entry corresponding to
the boot controller port in the / nmt / ker nel / dr v/ f p. conf file and reboot
your system:

# touch /reconfigure
# shutdown -g0 -y -i6

If none of the above tips help, contact Sun Services.
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System Crashes During or After an
STMS Boot Disable Operation

If your system crashes or panics during or after an STMS boot disable
(st msboot - d) operation, check the following;:

If after STMS boot disable (stmsboot -d) operation, your system panics similar to the
following manner:

with messages similar to the following:

Cannot assenble drivers for root /dev/rdsk/....
Cannot mount root on fstype /dev/rdsk/.... ufs
or

cannot stat /dev/rdsk/...

Then check the following:

1.

If the boot device is a Sun StorEdge T3 Raid Array LUN, did you change the
nmp_support setting to “r w” or “none” ? If the change was not performed before
system reboot, make this change and shut down and restart the system.

st neboot has a dependency on the path through which the system boots. See
“Configuring Boot Controller Devices with the st nsboot command” on page 31
and “Important Notes Before You Begin” on page 33.

Did you have a per-port npxi o- di sabl e entry corresponding to the boot
controller port in the gl c. conf file? If so, remove the corresponding gl ¢. conf
entry.

Boot the system using another disk or over the network and mount the boot
device on / mt .

« The/ mt/etc/ vfstab file should indicate the non-STMS device names
instead of STMS device names.

= The/mt/ et c/ syst emfile should not have a rootdev entry.

The / mt/ kernel / drv/fp. conf file should not have the boot controller port
entry.
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6. To restore the system to the “stmsboot enabled” state, perform the following
commands:

# cp /mt/var/tnp/vfstab.sav /mt/etc/vfstab
# cp /mt/var/tnp/systemsav / mt/etc/system

# cp /mt/var/tnp/ dunmpadm / rmt/ et ¢/ dunpadm conf

= Note that pat h_t o_i nst. sav is not restored because system remembers the
device names. Add the per-port npxi o- di sabl e="no” entry corresponding
to the boot controller port in the / rmt / ker nel / dr v/ f p. conf file and reboot
your system:

# touch /reconfigure
# shutdown -g0 -y -i6

See “Configuring the Software on a Per Port (pHCI) Basis” on page 20.

If none of the above tips help, contact Sun Services.
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STMS Not Running Properly

The first item to check is if STMS has been installed correctly.

Verify STMS drivers (that is, scsi _vhci and npxi 0), are loaded with the help of
the nodi nf 0 command. (See the nodi nf o man pages.)

# nmodinfo | grep npxio

23 102193e5 84ch - 1 npxio (M Library)

# nmodinfo | grep scsi_vhci

121 781eal00 6a20 225 1 scsi_vhci (Sun Multiplexed SCSI vHCl)

If nodi nf o output does not show the drivers are loaded, verify that the following
binaries have been loaded in the proper directories.

=« /Kkernel/drv/scsi_vhci, [/kernel/drv/sparcv9/scsi_vhci (64 bit)

= /kernel/ m sc/ npxio, /kernel/m sc/sparcv9/ npxi o (64-bit)

=« /kernel/drv/scsi_vhci.conf

If these binaries are not present in the specified directories, then STMS did not install

properly. Please repeat the installation process. Make sure you are logged in as
superuser when installing the software.

STMS Running Properly, but | uxadm

di spl ay and | uxadmf ai | over are
Failing

Ensure that all your qlc pHCIs are seen using the | uxadmql gc command. If you
don’t see one or more of the pHCIs, then their Fcode is out of date. An alternate way

to confirm this is by examining the device path. Notice the “scsi@4” in the example
below. Make sure that none of the device paths looks like the following;:

/ devi ces/ pci @d, 600000/ pci @/ scsi @/ f p@, 0: devct |

To correct this problem, download the latest Fcode software.
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Sun StorEdge T3, 6x20, or 3900 Arrays
Do Not Show

A Sun StorEdge T3, 6x20, or 3900 array can be correctly configured for STMS by
using the latest firmware revision. Be sure to set the master settings as follows:

t 31> sys np_support npxio

See the Sun StorEdge Traffic Manager Release Notes: For the Solaris OS and SFS 4.4 for
more details about the system requirements.

While checking the array setup, confirm that the LPC version is also current. Once
the device is configured, it is advisable to perform a reconfigure boot or equivalent.
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System Failed During Boot with
scsi _vhci Attachment

It is most likely due to an incomplete installation. The installation failed to provide
an entry for the scsi_vhci in the name_t o_naj or database or duplicate entries for
the same number with different driver name references. If you do not see any
installation log errors, call support.
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Group of Sun StorEdge A5200 Arrays
Connected, But They Still Appear Under
Physical Paths in Format

Consider the following:

= Check whether the Sun StorEdge A5200 class devices are not connected to a STMS
supported HBA mentioned in Chapter “Requirements and Environments.”.

»  Check if STMS is disabled under / ker nel / dr v/ scsi _vhci . conf.

= Check if the system is booting from the Sun StorEdge A5200 disks (booting from

StorEdge T3 is not supported). When you boot from a STMS device, all devices
under the pHCI with the boot device get enumerated under scsi_vhci.

= Make sure the pHCI has npxi o- di sabl e="no” set under STMS in the
[ kernel /drv/ gl c.conf or/kernel /drv/fp.conf files.
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System and Error Messages

The following messages might appear in the course of operation.

= When the automatic failback feature is enabled through the configuration file, you
should receive the following message:

Aut o-fai | back capability enabl ed through scsi_vhci.conf file.

= If automatic failback succeeds, the following message is logged:

Auto fail back operation succeeded for devices.

= If automatic failback fails, the following message is logged:

Aut o fail back operation failed for device.

= Externadly initiated failover of a Sun StorEdge T3 or T3+ array has been observed.

Waiting for externally initiated failover to conplete

path target address % is now ONLI NE because of an externally
initiated fail over

path target address % is now STANDBY because of an externally
initiated failover % (GU D %)

= Failover has been prevented by the cause indicated

Fai | over operation failed for device: due to an internal error

Fai |l over operation failed for device: Invalid path-class
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Fai | over operation failed for device: no alternate paths found

Fai | over operation conpl eted successfully for device: failed over

from_to _

T3 failover failed, couldn't transport packet

T3 failover failed: timed out

T3 failover failed: tined out waiting for path to becone active
T3 failover failed; sense key: %, ASC. %, ASCQ %

After an st msboot enable (st nsboot - e) operation, the following message

corresponding to the boot controller port (here, f p2) should not appear once the

system is booted. (That is, booted through the st msboot -enabled device through
the f p2 path):

npxi o: [|1 D 284422 kern.info] /pci @, 600000/ SUNW gl c@./fp@, 0 (fp2)

mul ti path capabilities disabled: controller for root filesystem
cannot be nul ti pat hed.
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Glossary

Array

C

Client Device

F

Failover

G

Global Unique
Identifier (GUID)

A Sun StorEdge array that contain disk drives with Fibre Channel connectivity
to the data host and may contain an internal RAID controller

A multipath device attached beneath an instance of a vHCI driver.

Routing I/O requests through alternate paths when a failure is detected on the
primary or active HCL

While the definition is command set specific, a GUID generally is an identifier
that has been defined unique, as in no 2 devices will have the same ID.
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H

HCI

Hot Standby

L

Load Balancing

Logical Unit Number
(LUN)

MDI

P

Packet Transport

Partner Group

Path

The host controller interface (HCI) consists of the software and hardware
required to connect the storage array to the server.

A pHCI which is configured to not transport data traffic unless all primary
interfaces have failed. A pHCI configured in this way may carry a small
amount of traffic for latent fault detection to ensure that the standby is
operational.

The ability to route I/O requests through different paths for better utilization
of host controller resources.

One or more drives that are grouped into a unit; they are also called a
“volume” (in terms of SCSI representation).

The multipath driver interface (MDI) is a new set of interfaces for HCI drivers.

The SCSI vHCI driver interfaces with the Traffic Manager architecture to select
a suitable path for routing a request.

A pair of interconnected arrays.

Another term for a pHCI transport service which is being managed by a vHCI
multipathing nexus driver. The vHCI driver selects a path from a list of
available paths.
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Path Set

Physical Host
Controller Interface
(pHCI)

R

Repair Detection

S

SCSA

Switchover

vHCI

Volume

Set of paths which share a common set of attributes. Path sets are created
automatically as part of the device discovery and enumeration process. Path
sets may also be instantiated and managed by applications.

(a.k.a. HCI) An instance of bus nexus device providing command set specific
transport and naming services for devices attached to it via an I/O
interconnect.

Detecting that a path has begun to function correctly after having previously
failed.

Sun compliant SCSI adapter.

Routing I/O through other valid paths through an administrative utility.
Similar to the Alternate Pathing disk driver developed by DHPG.

A “virtual” pseudo nexus driver under which multipath client devices are
attached. The vHCI driver is responsible for routing transport requests from
the client devices to the appropriate pHCI devices which are providing
transport services to the device.

One or more drives that are grouped together into a unit; they are also called
“LUN” (in terms of SCSI representation).

Glossary 83



W

World Wide Name
(WWN)  Unique number assigned to each device on a Fibre Channel loop.
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