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1. Start Microsoft ISA management console: Start Menu > All Programs >
Microsoft ISA Server > ISA Server Management.

E= Microsoft Internet Security and Acceleration Server 2006 M= E3
File Action Miew Help
(tsa i el RENIORCRT]
=3 Microsoft Inkernet Security and Acceleration Server 2006 i&lic‘r;sofret &
=l BIGBANK-DEY n Security ; i
i Accel n Server 2006 Firewall Policy
Maoritaring Standard Edition
Erirewall Policy
b Wirtual Private Netwaorks (VPR) Firewall Policy Toolbos \ Taske \(Help
% Configuration
Order = | Name | Action e @
gl_.;j 1 EigBank-app .9 Allow Users @
ablz BigBank-ieb-Uia 1 Bl Content Types ®
EN0E Allow-HTTR (2 Allow Schedules @
Network Objects @
Mews - Edit... Delete
M [ Metwarks
[ Metwiork Sets
@ [#]4 Allows-Outbaund (D alow ] 3 Computers
- [ Address Ranges
9] Last Difaulk rule G Dany B3 subrets
3 Computer Sets
[ URL Sets
[ Domain Name Sets
Bl [ web Listeners
'L;g Bharosa Proxy Listener
[ server Farms
e ]

‘Done

2. In the left pane, expand the local machine name to display its sub tree.

*



3. Right click Firewall Policy and select New/Web Site Publishing Rule.
-( 87 « D ;

New Web Publishing Rule Wizard E3

_ Welcome to the New Web
Microsoft

Internet Security & Publishing Rule Wizard
Acceleration Server 2006

This wizard help wou publish 'Web sites, Web publishing
rules match incoming client requests to the appropriate
web site on the Web server or Wehb Farm,

Web publishing rule name:

I online Banking Application|

To continue, click Mext,

= Back I Mext = I Cancel |

4. When the New Web Publishing Rule Wizard appears, enter a name for the

rule such as “Bharosa WebUIO” or “Online Banking Application” and click
Next.

-C7 )

New Web Publishing Rule Wizard

Select Rule Action
Specify how wou wank this rule to respond when the rule conditions are met.,

Action to take when rule conditions are met:

With this option selected, incoming requests makching the rule conditions will be allowed.

" Deny

‘ith this option selected, incoming requests matching the rule conditions will be denied
and the traffic will be blocked.

< Back I Mext = I Cancel




5. Select Allow and click Next.

Publishing Type
Select if this rule will publish & single \Web site or external load balancer, a Web
server Farm, or multiple Web sites,

o Publish a single Web site or Inad balancer:

Lse this option to publish a single Web site, or to publish a load balancer in front of
seweral servers,

Help abaout publishing a single Web site or load balancer

" Publish a server Farm of load balanced Web servers

Use this option to hawe 154 Server load balance requests between a server Farm
(mirrored servers).

Help about publishing server Farms

™ Publish multiple Web sites
Lse this option to publish more than one Web site. A new rule will be created for each
site published,

Help about publishing multiple Web sites

< Back I Mext = I Cancel |

6. Select "Publish a single web site or load balancer" and click Next.
- 7 7

New Web Publishing Rule Wizard

Server Connection Security
Choose the type of connections I1SA Server will establish with the published Web
server or server Farm,

¥ 1lse 551 ko connect to the published Web server or server; ~ —~
farm i |——‘<_j . ' —Ii’

hitpas?
154 Server will connect to the published 'Web server or £

server Farm using HTTPS {recommended),

" Use non-secured conneckions ko connect the published

‘Web server or server Farm 2 I:I = =

hittpeis

154 Server will conmect to the published Web server or
server Farm using HTTP.,

. When publishing over 551, an appropriately named S50 server certificate must be
installed on the published server, or on each server in the server Farm,
1) installed on the published h in'th f

Help about server connection security

< Back I Mext = I Cancel




7. Select one of the connection options and click Next.

10.

e & ( 77+ EO 77+
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New Web Publishing Rule Wizard E3

Internal Publishing Details
Specify the internal name of the Web site vou are publishing.

The internal site name is the name of the 'Web site you are publishing as it appears internally.
Typically, this is the name internal users type into their browsers to reach the Web site,

Internal site name: BIGBANK—DEV|

IS4 Server may not be able b connect to the server hasting the published Web site unless its
computer name or [P address is specified, For example, the computer name or IP address
must be specified if 154 Server cannot resolve the internal site name.

¥ Use a computer name or IP address to connect ko the published server

Computer name or IP address; 192.168,63.57 Browse. .. |

< Back I Mext = I Cancel |

% F

Enter the internal site name for the Web application to be published.

B ( (% (% /(

If the IP address or the machine name of the Web application to be

published is known, select the checkbox “Use a computer name or IP

address...” and enter the IP address or the machine name.
Click Next.
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New Web Publishing Rule Wizard E3

Internal Publishing Details
Specify the internal path and publishing options of the published Web site, Vaou
can publish the entire Web site, or limit access to a specified Folder,

Enter the name of the file or folder wou want to publish. Toinclude all files and subfolders
within a folder use /*, Example; Folderf™,

path (optional): I 1

Based on your selection, the Following Web site will be published:
Web site: I https://BIGEAMK-DEV*

[ Forward the original host header instead of the actual one specified in the Internal site
name field on the previous page

< Back I Mext = I Cancel |

11. Enter the name of the file or folder you want to publish and click Next.

- 7 ( G 4
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New Web Publishing Rule Wizard E3

Public Name Details
Specify the public domain name (FQDI) or IP address users will bvpe to reach the
published site,

Accept requests for: IThis darmain narme (bvpe below): j

Cnly requests For this public name or IP address will be Forwarded to the published site,

Public name: | wi, bighank-bharosa, com|

Exarnple: wisw, contaso,com

path (optional): I *

Based on your selections, requests sent ta this site (host header value) will be accepted:

ite: I hktp: fvay, bighank-bharosa, comy™*

< Back I Mext = I Cancel |

12. Enter the path entered in the previous step in the Path field.

13. From the Accept request for list, select one of the following items:

- - ( % % "
h-C % % F « % %  ( H % F
% ( % % ( %
% -( % % (
- - % ¢ « % % E

% F
14. Click Next.

%
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New Web Publishing Rule Wizard

Select Web Listener

The Web listener specifies the [P addresses and port on which the 1S4 Server
computer listens For incoming Web requests,

wWeb listerer:

Eharosa Pr

Edit... |

Liskener properties:

Mew. ..
Properk | Yalue |
Drescripkion
Metworks External, Internal,Local Host
Part{HT TP} a0
Part{HTTPS) Disabled
Authentication methods Mo Authentication

< Back I Mext = I Cancel |

15. From the Web Listener list, select Bharosa Proxy Listener and click Next.
¢ % ( 6 H8 /F / (
(
-( ( $

New Web Publishing Rule Wizard E3

Authentication Delegation
Authertication delegation is the method 154 Server uses ko authenticate the
session it opens with the published site,

Select the method used by ISA Server to authenticate to the published Web server:

n, and client cannob auth

Description
If the published Web server requests HTTP authentication, 154 Server will not pass the
authentication request ta the user. The user will not be able to authenticate to the
published Web server, The client request will be denied.

Help about authentication delegation

< Back I Mext = I Cancel




16. Select "No delegation and client cannot authenticate directly” from the list
and click Next.

- 0 7
New Web Publishing Rule Wizard E3
User Sets

‘You can apply the rule to requests from all users, Or, wou can limit access to
specific user sets,

This rule applies to requests from the Following user sets;

Edit...

)

Remove

< Back I Mext = I Cancel |

17. Confirm that only All Users is in the box and click Next.

i O ( (0 7 ( ) %
68
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Mew Web Publishing Rule Wizard

Completing the New Web

Microsoft ) Publishing Rule Wizard
Internet Security &
Acceleration Server 2006

‘ou have successfully completed the Mew Web Publishing
Rule Wizard. The new web Publishing Rule will have the

Following configuration;

Mare:

Crline Banking Application
Ackion:

Allaw
Publishing Tvpe

Publish a single Web site,

Yes
«

To close the wizard, dlick Finish,

Connect the published YWeb server using HTTPS

< Back I Finish I

Cancel

18. Double click the newly created rule.

—( 1 6
Online Banking Application Properties
Eridging | Users | Schedule | Lirwk Translation
Authentication D elegation | Lpplication Sethings

Genelall .ﬁ.ctionl From I To I Trafficl Listener  Public: Mame | Paths

Thiz rule applies to;

I Fequests for the follawing 'Web sites j

Web sites and [P addreszes:

54 vy bighank-bharosa com

i Public web site names have to be registered with the

Diomain Mame Syetem [DMNS],

Help about registering web site names with DS

ak Cancel Apply




19. If more than one file or folders need to be published, select the Paths tab
and add all the paths.

Online Banking Application Propetties K E3
Eridging I Users | Schedule I Link Translation
Authentication Delegation | Application Settings

Eenelall Actionl Fram I To I Trafficl Listenerl Public Mame Paths

This rule applies to requests for these external paths. Before
forwarding a request, 154 Server modifies the external path and maps
it tor the comesponding internal path an the 'Web server.

Extemal Path | Internal Path | Add... |

<game az internal Hauiod0s”

<zame az internal> Aauios” Edit..
<game a3 internal> Jedizont™

<zame az intermnal> /bigbank40/” Eemove |
<game az internals /bigbank.”

Paths must be distinct from each other. A path cannot be a prefis of
anather path. Thiz is true for external and intermal pathz.

Example: /pathd and /pathB/” are distinct external and internal
paths.

kK I Cancel | Lpply |

20. To allow more than one domain name to be used to access the application,
select the Public Name tab and add all the domain names.

Online Banking Application Properties K E3

Eridging I Users | Schedule I Link Translation

Authentication Delegation | Application Settings
General | Action | From | To | Traffic | Listener  Public Name | Paths

Thiz rule applies ta:

I Requests for the following 'Web sites j

Webh sites and [P addrezzes:

=4 v bighank-bharosa com _ .
=4y onlinebanking. com
Bemove |

- Public web zite names have to be registered with the
1 [romain Hame Syetem [DMS).

Help about registering web site names with DHS

ak Cancel Lpply




21. Select the Action tab.

Online Banking Application Properties

Eridging | Users | Schedule | Lirwk Translation
Authentication Delegation | Application Sethings
General  Action IFrom I To I Trafficl Listenerl Public Namel Paths

Action to take:
' Allow
" Deny
[T Bedirect HTITE requests bo this WWelb page:

Redirect requests to an altermate Web page. Specify a location in
the format hitp: //URL.
For example; http: /fwidgets. microzoft, com/denied. htm.

[~ Log requests matching this rule

ak I Cancel | Apply |

22. Click the checkbox next to "Log requests matching this rule” to deselect it
and click OK.

J (¢ 7 c 7

icrosoft Internet Security and Acceleration Server 2006 | _ (O] x|
File Action V¥ew Help

o BAEPZELEFXDEO S + @

L;l Microsoft Internet Security and Acceleration Server 2006 rhcrusofret rity&
2 ﬂ% e Firewall Policy
1] Monitoring gﬁfﬁd n Server 2006

Firewall Policy

: Virtutal Pr\vfate NEtoHE LR, f.f Apply | Discard | To save changes and update the configuration, click Apply,
%%+ Configuration L
Eirewall Policy Toolbox \{ Tasks \( Help
Order | Mame | Action |Protel | protocols ®
Si_;i 1 BigBiark-app @ Al Il_',fl_ H EEiE @
aliz BigBank-Web-Llio 12 Allow LR Content Types @)
= [F]3 Allow-HTTP @ Allow !-_13; &L Schedules @
L
!‘.ii a(] Network Dbjects ®
L Hi
gl?ﬁ Hil |Mew = Edit.. Delete
E’JEE H1 [ Metwarks
!‘_Ié.. HilP [ Mehwark Sets
® [7]4 Allow-Outbound (2 Alow [ any [ Computers
: 3 Address Ranges
|_’—| Last Default rule G Deny [‘_fsﬁ_ All Bl Sibnets
[ Computer Sets
[ URL sets
[ Domain Mame Sets
= [ web Listeners
La._'I Bharosa Proxy Listener
[ server Farms
Bl —— i

‘Done

23. Click Apply.
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Start Microsoft ISA management console: Start Menu > All Programs >
Microsoft ISA Server > ISA Server Management.

-( & 7 c 7

E= Microsoft Internet Security and Acceleration Server 2006

1=l B3

File Action Yiew Help
e |BE24|DO &
L;i _Microsoft Internet Security and Acceleration Server 2006
=15 BIGBANK-DEY 0 Firewall Policy
ga Monitoring & P
ﬁ Firevwall Policy -
b Wirtual Private Metworks (PN} Firewall Policy Toolbow \{ Taske \(Feln
“# Configuration ]
Order » | e |_Aiction e @
gl_.;j 1 BigBank-app a Allow i ®
351 2 BigBank-Web-Lio @ Allow Content Types @
=] |_-’—| 3 Allow-HTTP @ Allow Schedules @
Network Objects @
Mew - Edit... Delete
1 [ Metwarks
[ Metwork Sets
= [#]4 Allaw-Outbound @aiow ] D Computers
: 1 Address Ranges
[#] Last Default rule S Deny E3 Subnets
3 Computer Sets
3 URL Sets
[ Domain Marne Sets
[l [E Web Listeners
[ Bharosa Proxy Listener
[ server Farms
L — I

‘Dnne

In the left pane, expand the local machine name to display its sub tree.
Select Firewall Policy.

Click the Toolbox tab in the right pane.
Right click on Web Listeners and select New Web Listener.
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New Web Listener Definition Wizard E3

_ Welcome to the New Web
Micrasaft

Internet Security & Listener Wizard
Acceleration Server 2006

This wizard helps pou create a new 'Web listener. Web
listeners specify how 154 Server listens for and
authenticates incaring *wWeb requests from clients.

Web listener name:

-- IBhamsa Prosy Listener

To continue, click Mest.

< Black I Mest » I Cancel |

6. Enter Bharosa Proxy Listener in the Web Listener Name field and click Next.
-( 7

Client Connection Security
Select what type of connections this Web Listener will establizh with clients.

' Fequire 551 secured connections with clients

F |

]
154 Server will publish servers only over HTTPS to the hittpe:s
clients [recommended).

™ Do not require S5L secured connections with clisnts

-

hitp:s?

154 Server will publizh servers owver HTTP. Client credentialz
will be zent unenciypted to the [SA Server computer.

Wwhen publizhing over S5L. an appropriately named 551 server certificate must be
\!J) inztalled on the |54 Server computer.

Help about web listener client connections

< Back I Mest » I Cancel |

7. Select "Require SSL secured connections with clients"” and click Next.

O
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New Web Listener Definition Wizard E3

Web Listener IP Addresses
Specify the 154 Server networks, and the |P addrezses on those networks, that
will listen for incoming ‘Web requests.

Listen far incoming Wweb requests on these netwarks:

Mame | Selected |Ps -

@ Extemal <AllIP addresses>

=l Internal <& IF addresses =
<4l IP addre

[ <% Quarantined YPN Clients <Al addresses> -

Select [P &ddriesses..

v 154 Server will compress content sent to clients through this ‘Wb Listener if the clients
requesting the content suppart compression.

Help about *web listener 1P addresses

< Back I Mest » I Cancel |

8. Select External, Internal, and Local host and click Next.
-( + 77+

New Web Listener Definition Wizard E3

Listener S5L Certificates
Select a certificate for each IP address, or specify a single certificate for thiz Web

listener.

7+ Usze a single certificate for this ‘Web Listener

fikpis | Select Carticaien,
" Aszign a certificate for each IP address
IP Addrezs | Metwork | Server | Certificate |

Select Certificate...

< Back | Mest » | Cancel

9. Select "Use single certificate for this Web Listener.”
10. Click Select Certificate and install the certificate.
11. Click Next.




-( ( 7
New Web Listener Definition Wizard E3

Authentication Settings
Select haw clients will authenticate to 154 Server, and how |54 Server will validate
their credentials.

Select how clients will provide credentials to [SA Server:

Select how 154 Server will validate client credentials:

& Windows [Lctive Directon) C RADIUS OTF
) LIAP [&ctive Directom] " BS54 SecurlD
1 RADILE

Help about suthentication settings

< Back I Mest » I Cancel |

12. Select No Authentication from the list and click Next.
-7 7 7

New Web Listener Definition Wizard E3

Single Sign On Settings
Single Sign On [550] allows uzers to authenticate ohce to 154 Server to access
all publizhed ‘Web sites that use this Web listener.

[~ Enable 550 for Web sites published with this e listerer

1 550 iz not available for the currently selected client authentication method, 550 =
\I) only available for HT kL Form Authentication.

< Back Cancel

13. Click Next.
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New Web Listener Definition Wizard

Completing the New Web

M . Listener Wizard

Internet Security &

Acceleration Serverz006  ‘rou have succesziully completed the Mew ‘Web Listener
Wizard. The new listener will have the follawing

configuration:

M arne: ;I

Bharoza Prosy Listener]
Client Connection:

Secure [SSLAHTTPS)
Listen on:

External Internal Local Host
Client Authentication Method:

o Athentication
550 Enabled:

Mo

4 of

To cloze this wizard, click Finish.

< Back I Finizh I Cancel

14. Click Finish.
-( ¢ 7 C 7

crosoft Internet Security and Acceleration Server 2006 =] E3

File Action Miew Help
= AEZHLaF X+ + @@

=3 Microsoft Internet Security and Acceleration Server 2006
=L@l BIGBANK-DEY

Firewall Policy

£ Moritoring
:.3 Firewall Policy
._..) Wirtual Private Metworks (YPN) |E Apply | Digcard | To save changes and update the configuration, didk Apply.
% Configuration
/Firewa“ PD"C!\ Toolbox \{ Tasks \{ Help
Order ~ | Name | Action | Prate Protocols @
all1 BigBank-app (2 Bllow L Users @
; allz BigBank-Web-Lia (2 Allow L Content Types @
=2 |_’—‘ ) Allaw-HTTP @ Allow l_!% [n Schedules @
i
l_? 8t MNetwork Dbjects @
L H

l.l’ﬁ Hil |Mew - Edit... Delete
llw H1 [ metworks

lﬁ HIPY 3 Metwork Sets
EREE Allow-Outbound @ Allaw ﬂﬂ Allf= Ij Colpuers
- |1 Address Ranges
9] Last Default rule ) Deny LLE all 3 subnets
3 Computer Sets
[ URL Sets

3 Domain Marne Sets
Bl [ web Listerers
Lﬁ Eharosa Proxy Listener
[23 Server Farms

‘Dnne |

15. Click Apply.
-( + ! 8 /7 6 [ « +
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