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Conventions

The following text conventions are used in this document:

Convention

Meaning

boldface

italic

monospace

Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




What's New in Oracle Identity Manager
Connector for Oracle E-Business Employee
Reconciliation?

This chapter provides an overview of the updates made to the software and
documentation for the Oracle E-Business Employee Reconciliation connector in release
9.1.0.7.14.

The updates discussed in this chapter are divided into the following categories:
= Software Updates

This section describes updates made to the connector software.
= Documentation-Specific Updates

This section describes major changes made to this guide. These changes are not
related to software updates.

Software Updates
The following sections discuss software updates:
= Software Updates in Release 9.1.0.7.14
= Software Updates in Release 9.1.0.7
= Software Updates in Release 9.1.0.5
= Software Updates in Release 9.1.0.4
= Software Updates in Release 9.1.0.3
= Software Updates in Release 9.1.0.1
= Software Updates in Release 9.1.0

Software Updates in Release 9.1.0.7.14
The following are software updates in release 9.1.0.7.14:

m  Resolved Issues in Release 9.1.0.7.14

Resolved Issues in Release 9.1.0.7.14
The following are issues resolved in release 9.1.0.7.14:

xi



Bug Number Issue Resolution
14097548 Clearing the person ID field was not This has been resolved as the employee id field
propagated to the target system. has been cleared from EBS User properly.
Additionally, other user fields like end_date etc
have been cleared.
14757090 If EBS employee reconciliation found any data This issue has been resolved. During
with an invalid PersonType, then reconciliation, when a record with an invalid
reconciliation stopped and the scheduled task person type is found, the scheduled job skips this
terminated. record and continues with reconciling the next
record.
The scheduled job skips the record with an invalid
16169075 User records were disabled based on the date  This issue has been resolved. The connector
stored in the EFFECTIVE_END_DATE target  disables a user record based on the value in the
system column rather than the ACTUAL_TERMINATION_DATE column of the
ACTUAL_TERMINATION_DATE target target system.
system column.
16933356 Date comparisons done to set the status of a  This issue has been resolved. Date comparisons
user record were in the dd-Mon-yy format are done using the dd-Mon-yyyy format.
instead of the dd-Mon-yyyy format.
Software Updates in Release 9.1.0.7
The following are software updates in release 9.1.0.7:
= Added Support for Validation and Transformation
= Resolved Issues in Release 9.1.0.7
Added Support for Validation and Transformation
From this release onward, support for validation and transformation are added for
employee reconciliation.
Resolved Issues in Release 9.1.0.7
The following are issues resolved in release 9.1.0.7:
Bug Number Issue Resolution
9707201 Schedule task stops because the user data has Reconciliation scheduled task will not stop now

got a special character

even if user fields contains special characters. It
will log the warning message with exception stack
trace details of that user record and continue the
reconciliation for next user records.

Xii

Software Updates in Release 9.1.0.5
The following are software updates in release 9.1.0.5:

s Resolved Issues in Release 9.1.0.5

Resolved Issues in Release 9.1.0.5

The following are issues resolved in release 9.1.0.5:



Bug Number Issue Resolution
9851274 If an employee was marked as Terminated on This issue has been resolved. An account in the
the target system with a date less than or Disabled state on the target system is now created
equal to SYSDATE and if SYSDATE was in the Disabled state on Oracle Identity Manager
greater than the twentieth day of the month,  through reconciliation.
then the corresponding account created in
Oracle Identity Manager through
reconciliation was not in the Disabled state.
Software Updates in Release 9.1.0.4
The following is a software update in release 9.1.0.4:
= Support for New Oracle Identity Manager Release
Support for New Oracle Identity Manager Release
From this release onward, the connector can be installed and used on Oracle Identity
Manager 11g release 1 (11.1.1). Where applicable, instructions specific to this Oracle
Identity Manager release have been added in the guide.
See Section 1.1, "Certified Components" for the full list of certified Oracle Identity
Manager releases.
Software Updates in Release 9.1.0.3
There are no software updates in release 9.1.0.3.
Software Updates in Release 9.1.0.1
The following are issues resolved in release 9.1.0.1:
Bug Number Issue Resolution
8969251 The connector created reconciliation events This issue has been resolved. The connector now
even for records that had not changed since ~  creates reconciliation events only for records that
the last reconciliation run. are added or modified after the last reconciliation
run.
8919839 An unhandled exception in the scheduled This issue has been resolved. The connector now
task kept the scheduled task running. handles all exceptions encountered during a
reconciliation run.
8916172 In earlier releases, the connector required the  This issue has been resolved. The connector can

ojdbcl4.jar during reconciliation and
provisioning. You had to copy this file from
an external source.

now work with the ojdbc6 jar file. This file is
present in the application server installation
directory.

As part of the fix implemented for this bug, the
RECON_DATE_FORMAT and
TO_CHAR_DATE_FORMAT entries have been
introduced in the Lookup.EBS.ER.Configurations
lookup definition. See the following sections for
more information about the these entries:

s Section 1.5.4.5,
"Lookup.EBS.ER.Configurations Lookup
Definition"

= Section 3.2.5, "Setting the Format for Values
Fetched From Date-Type Target System
Columns"

xiii
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Software Updates in Release 9.1.0
The following are software updates in release 9.1.0:

s Dedicated Support for Trusted Source Reconciliation

= Support for New Target System Versions and Configurations

= Support for Configurable Reconciliation Queries (Configurable Attribute
Mappings)

= Support for Effective-Dated Lifecycle Events

= Support for Multiple Person Types

= Support for Creating Copies of Connector Objects

= Support for Target System Account with Minimum Permissions for Connector
Operations

= Support for Connection Pooling

= Support for the Multiple Trusted Source Reconciliation Feature of Oracle Identity
Manager

= Support for SSL Communication Between the Target System and Oracle Identity
Manager

Dedicated Support for Trusted Source Reconciliation

The connector provides all the features required to integrate Oracle E-Business HRMS
as a trusted source of identity data. The connector can also be configured for use in
scenarios in which Oracle E-Business HRMS is one of the trusted sources in the
operating environment of the organization.

Note: If you want to manage Oracle E-Business Suite as a target
resource of Oracle Identity Manager, then use the Oracle E-Business
User Management connector.

Support for New Target System Versions and Configurations

From this release onward, the connector supports the following new target system
versions and configurations:

s Oracle E-Business Suite 11.5.10, 12.0.1 through 12.0.6 running on Oracle Real
Application Clusters 10g and 11g

s Oracle E-Business Suite 12.1.1 running on Oracle Database 10g or Oracle Database
11g, as either single database or Oracle RAC implementation

The Section 1.1, "Certified Components" section provides information about these and
other certified software components that you can use with the connector.

Support for Configurable Reconciliation Queries (Configurable Attribute Mappings)

Reconciliation involves running a SQL query on the target system database to fetch the
required person records to Oracle Identity Manager. From this release onward, you can
modify the predefined SQL queries that are shipped in the connector deployment
package. You can also create and use your own SQL queries for reconciliation. This
feature can also be used to extend the default set of attribute mappings for
reconciliation.

See the following sections for more information:



s Section 1.5.1, "Reconciliation Queries"

= Section 4.5, "Configuring Reconciliation Queries"

Support for Effective-Dated Lifecycle Events

Oracle E-Business HRMS allows effective-dating of lifecycle events. For example, a
change in an employee's designation can be scheduled for the end of the current
quarter. The connector can detect and respond to such effective-dated lifecycle events.

See Section 1.3, "Connector Architecture" for more information.

Support for Multiple Person Types

An organization can use Oracle E-Business HRMS to store different types of person
records. Examples of person types include employees, part-time workers, contingent
workers, and contractors. The connector can distinguish between records of different
person types. In addition, you can add to or modify the predefined set of supported
person types.

See the following sections for more information:
= Section 1.5.4.2, "Lookup.EBS.HRMS.PersonTypes Lookup Definition"

= Section 4.5, "Configuring Reconciliation Queries"

Support for Creating Copies of Connector Objects

To meet the requirements of specific use cases, you might need to create multiple
copies of the Oracle Identity Manager objects that constitute the connector. The
connector can work with multiple instances of these objects.

See Section 4.8, "Configuring the Connector for Multiple Installations of the Target
System" sections for more information.

Support for Target System Account with Minimum Permissions for Connector
Operations

You can create and use an Oracle E-Business HRMS user account with the minimum
permissions required for connector operations.

See Section 2.1.2.1, "Creating a Target System User Account for Connector Operations"
for more information.

Support for Connection Pooling

The connector supports the connection pooling feature introduced in Oracle Identity
Manager release 9.1.0.2. In earlier releases, a connection with the target system was
established at the start of a reconciliation run and closed at the end of the
reconciliation run. This approach was resource-intensive. With the introduction of
connection pooling, multiple connections are established by Oracle Identity Manager
and held in reserve for use by the connector.

See Section 1.4.9, "Connection Pooling" for more information.

Support for the Multiple Trusted Source Reconciliation Feature of Oracle Identity
Manager

The connector now supports the multiple trusted source reconciliation feature of
Oracle Identity Manager. See Oracle Identity Manager Design Console Guide for detailed
information about multiple trusted source reconciliation.

XV



Support for SSL Communication Between the Target System and Oracle Identity
Manager

From this release onward, you can configure SSL to secure communication between
Oracle Identity Manager and the target system.

See Section 2.3.4, "Configuring Secure Communication Between the Target System and
Oracle Identity Manager" for more information.

Documentation-Specific Updates

XVi

The following sections discuss documentation-specific updates:
= Documentation-Specific Updates in Release 9.1.0.7.14

= Documentation-Specific Updates in Release 9.1.0.7

s Documentation-Specific Updates in Release 9.1.0.5

s Documentation-Specific Updates in Release 9.1.0.4

s Documentation-Specific Updates in Release 9.1.0.3

s Documentation-Specific Updates in Release 9.1.0.1

= Documentation-Specific Updates in Release 9.1.0

Documentation-Specific Updates in Release 9.1.0.7.14

The following documentation-specific updates have been made in revision "14" of
release 9.1.0.7.14:

s The "Oracle Identity Manager" and "Target system" rows of Table 1-1, " Certified
Components" have been updated.

= Section 2.3.7, "Displaying UDFs in Oracle Identity Manager 11.1.2 or Later" has
been added.

= A "Note" has been added to Step 2 of Section 4.1, "Adding New Attributes for
Reconciliation".

s The "java.sql.SQLException: Attempt to set a parameter name" row of Table 5-1,
" Troubleshooting Errors Encountered During Connector Operations" has been
updated.

= Anissue regarding task job for employee reconciliation from Oracle EBS has been
added to Chapter 6, "Known Issues."

»  Screenshots pertaining to Oracle Identity Manager release 9.1.0.x have been
removed from the document as they are no longer applicable.

The following documentation-specific update has been made in revision "13" of release
9.1.0.7.14:

The "Target system" row of Table 1-1, " Certified Components" has been updated.

The following documentation-specific updates have been made in revision "12" of
release 9.1.0.7.14:

»  Section 3.3, "Uninstalling the Connector" has been added.

= The "Oracle Identity Manager" and "Target system" rows of Table 1-1, " Certified
Components" have been modified.

The following documentation-specific update has been made in revision "11" of release
9.1.0.7.14:



s Anissue related to eBusiness HRMS Delete Reconciliation has been added to
Chapter 6, "Known Issues."

Documentation-Specific Updates in Release 9.1.0.7
The following are documentation-specific updates in revision "10" of release 9.1.0.7:

s The "Oracle Identity Manager" and "JDK" rows in Table 1-1, " Certified
Components" have been modified.

= Instructions specific to Oracle Identity Manager release 11.1.2.x have been added
in the following sections:

-  Section 2.2.1, "Running the Connector Installer"
- Section 2.3.6, "Configuring the IT Resource"
- Section 3.1, "Performing First-Time (Full) Reconciliation"

-  Section 3.2.7, "Configuring the Reconciliation Scheduled Tasks"

Documentation-Specific Updates in Release 9.1.0.5
There are no documentation-specific updates in this release.

Documentation-Specific Updates in Release 9.1.0.4
The following is a documentation-specific update in release 9.1.0.4:

Section 2.1.1.3, "Creating a Backup of the Existing Common jar File" has been added.

Documentation-Specific Updates in Release 9.1.0.3
There are no documentation-specific updates in release 9.1.0.3.

Documentation-Specific Updates in Release 9.1.0.1
The following are documentation-specific updates in release 9.1.0.1:

s The "Copying Files to the Oracle Identity Manager Host Computer" section has
been removed from Chapter 2, "Deploying the Connector."

s Theissue tracked by bug 8535215 was fixed in an earlier release. Therefore, the
following item has been removed from Chapter 6, "Known Issues":

The "ORA-00904 OB]_UDF_KEYFIELD is invalid" error is thrown during
reconciliation. To resolve this problem, deselect the Sequence Recon check box on
the Resource Objects form of the Design Console. See Oracle Identity Manager
Design Console Guide for more information about this flag.

= InSection 2.1.2.1, "Creating a Target System User Account for Connector
Operations":

— The information that you must enter while running the scripts to create a
target system user account for connector operations has been updated.

— The list of privileges granted to the target system user account for connector
operations has been modified.

Documentation-Specific Updates in Release 9.1.0
The following are documentation-specific updates in release 9.1.0:

= Major changes have been made in the structure of guide for this release. The
objective of these changes is to synchronize the guide with the software updates
and to improve the usability of information provided by the guide.
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See Section 1.6, "Roadmap for Deploying and Using the Connector" for detailed
information about the organization of content in this guide.

s InSection 1.1, "Certified Components," changes have been made to the "Target
system" row.
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About the Connector

Oracle Identity Manager automates access rights management, security, and
provisioning of IT resources. Oracle Identity Manager connectors are used to integrate
Oracle Identity Manager with external, identity-aware applications. This guide
discusses the connector that enables you to use Oracle E-Business HRMS as an
authoritative (trusted) source of identity data for Oracle Identity Manager.

In the identity reconciliation (trusted source) configuration of the connector, person
records are created and modified only on Oracle E-Business HRMS and information
about these users is reconciled into Oracle Identity Manager.

Note: At some places in this guide, Oracle E-Business HRMS has
been referred to as the target system.

This chapter is divided the following sections:

= Section 1.1, "Certified Components"

= Section 1.2, "Certified Languages"”

s Section 1.3, "Connector Architecture"

s Section 1.4, "Features of the Connector”

= Section 1.5, "Connector Objects Used During Reconciliation"

= Section 1.6, "Roadmap for Deploying and Using the Connector”

1.1 Certified Components

Table 1-1 lists the certified components for the connector.
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Table 1-1 Certified Components

Component Requirement

Oracle Identity Manager You can use one of the following releases of Oracle Identity Manager:

= Oracle Identity Manager Release 9.1.0.2 BP02 and any later BP in this
release track

= Oracle Identity Manager 11g Release 1 BP06 (11.1.1.5.6) and any later BP in
this release track

= Oracle Identity Manager 11g Release 1 PS2 (11.1.1.7.0) and any later BP in
this release track

= Oracle Identity Manager 11g Release 2 BP04 (11.1.2.0.4) and any later BP in
this release track

= Oracle Identity Manager 11¢ Release 2 PS1 (11.1.2.1.0) and any later BP in
this release track

= Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) and any later BP in
this release track

= Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)

Target system You can use one of the following releases of Oracle E-Business Suite:
»  Oracle E-Business Suite 11.5.10
»  Oracle E-Business Suite 12.0.0 through 12.0.6
= Oracle E-Business Suite 12.1.0 through 12.1.3
»  Oracle E-Business Suite 12.2.0 through 12.2.4

These applications may run on Oracle Database 10g or Oracle Database 11g, as
either single database or Oracle RAC implementation.

Note: Communication between Oracle Identity Manager and the target system
can be in SSL or non-SSL mode.

JDK The JDK requirement is as follows:
= For Oracle Identity Manager release 9.1.0.x, use JDK 1.5 or later
= For Oracle Identity Manager release 11.1.x, use JDK 1.6 or later

1.2 Certified Languages
The connector supports the following languages:
= Arabic
»  Chinese (Simplified)
s Chinese (Traditional)

s Danish
= English
s French

s  German

» [talian

= Japanese

»  Korean

»  Portuguese (Brazilian)

= Spanish
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See Also: Oracle Identity Manager Globalization Guide for information
about supported special characters

1.3 Connector Architecture

Figure 1-1 shows the architecture of the connector.

Figure 1-1 Architecture of the Connector
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The connector is configured to perform identity (trusted source) reconciliation with the
target system. In this form of reconciliation, identity data is fetched to Oracle Identity
Manager and this data is used to create or update OIM Users.

The following is an overview of the steps involved in trusted source reconciliation:

Note: In Oracle Identity Manager release 11.1.x, a scheduled job is an
instance of a scheduled task. In this guide, the term scheduled task
used in the context of Oracle Identity Manager release 9.1.0.x is the
same as the term scheduled job in the context of Oracle Identity
Manager release 11.1.x.

See Oracle Fusion Middleware System Administrator’s Guide for Oracle
Identity Manager for more information about scheduled tasks and
scheduled jobs.

A SQL query is used to fetch target system records during reconciliation. All
predefined SQL queries are stored in a properties file. Each query in the file is
identified by a name. While configuring the eBusiness HRMS Trusted
Reconciliation scheduled task, you specify the name of the properties file and the
query that you want to run.

The scheduled task is run at the time (frequency) that you specify. This scheduled
task contains details of the mode of reconciliation you want to perform.

The Section 3.2.7, "Configuring the Reconciliation Scheduled Tasks" section
provides information about the scheduled task.

The scheduled task establishes a connection with the target system.

The scheduled task reads values that you set for the task attributes, maps the task
attributes to parameters of the reconciliation query, formats the query, and then
runs the query on the target system database.
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5. Person records on the target system that meet the query criteria are fetched into
Oracle Identity Manager.

6. Each person record fetched from the target system is compared with existing OIM
User records. The reconciliation rule is applied during the comparison process. See
Section 1.5.3, "Reconciliation Rules for Trusted Source Reconciliation" for
information about the reconciliation rule.

7. The next step of the process depends on the outcome of the matching operation:

= If amatch is found between the target system person record and an OIM User,
then the OIM User is updated with changes made to the person record.

= If no match is found, then the target system person record is used to create an
OIM User.

Oracle E-Business HRMS allows effective-dating of some employee lifecycle events.
For example, a person's hire date can be set to a future date. This effective date is
stored in the EFFECTIVE_START_DATE column of the target system database table.
Similarly, events such as a person's resignation and last day with the organization can
be set in advance. The date for an event of this type is stored in the
EFFECTIVE_END_DATE column. For a particular future-dated change, when the
current date equals the date stored in the EFFECTIVE_START_DATE or
EFFECTIVE_END_DATE column, the appropriate change is made in the person's
record on the target system.

The connector can detect and respond to these effective-dated lifecycle events.

When you run the predefined query to reconcile all person records, only records with
current-dated changes are fetched into Oracle Identity Manager. When you run the
predefined query to reconcile future hires, only records with future-dated Start Date
values are fetched into Oracle Identity Manager.

Note: In Oracle Identity Manager release 9.1.0.2, reconciliation
events created out of future-dated hire events are set to the Event
Deferred state. The Process Deferred Recon Events scheduled task is
used to process events that are in this state. For each event in the
Event Deferred state, the scheduled task compares the Start
Provisioning date of the event with the system date. If the Start
Provisioning date is less than or equals the system date, then the event
is forwarded to the Reconciliation Manager in Oracle Identity
Manager.

Figure 1-2 shows the architecture of the connector integrating Oracle Identity Manager
with an Oracle RAC installation.
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Figure 1-2 Architecture of Integration with an Oracle RAC Installation
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As shown in this figure, the load balancer acts as the interface for reconciliation
queries sent by the scheduled task. During each reconciliation run, the query is sent to
one of the Oracle RAC nodes and the query results are sent through the load balancer

to Oracle Identity Manager.

1.4 Features of the Connector

The following are features of the connector:

Section 1.4.1, "Dedicated Support for Trusted Source Reconciliation"

Section 1.4.2, "Predefined Reconciliation Queries"

Section 1.4.3, "Custom Reconciliation Queries"

Section 1.4.4, "Reconciliation of Effective-Dated Events"
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»  Section 1.4.5, "Support for Multiple Person Types"
s Section 1.4.6, "Full and Incremental Reconciliation”
»  Section 1.4.7, "Limited (Filtered) Reconciliation"

s Section 1.4.8, "Batched Reconciliation”

= Section 1.4.9, "Connection Pooling"

»  Section 1.4.10, "Support for SSL Communication Between the Target System and
Oracle Identity Manager"

1.4.1 Dedicated Support for Trusted Source Reconciliation

You can use the connector to integrate Oracle E-Business HRMS as a trusted source of
Oracle Identity Manager. In other words, the target system is the authoritative source
of identity data for Oracle Identity Manager. This identity data is used to create or
update OIM Users. The connector can also be configured for use in scenarios in which
Oracle E-Business HRMS is one of the trusted sources in the operating environment of
the organization.

The connector cannot be used to set up Oracle E-Business HRMS as a target resource.
In other words, the connector does not support provisioning operations and target
resource reconciliation with Oracle E-Business HRMS. This is because person records
maintained in Oracle E-Business HRMS are not accounts that users can use to log in to
the system and perform business-related work.

1.4.2 Predefined Reconciliation Queries

The connector is shipped with predefined queries that enable you to reconcile data for
the following types of lifecycle events on the target system:

= A person's record is added or modified.
= A person's department is changed.

= A person's record is created, but the hire date is set to a future date. This is an
effective-dated hire.

= A person's services are terminated.
= A person's record is deleted.

While configuring the reconciliation scheduled task, you can specify the query that
you want to run on the target system.

Note: Oracle E-Business HRMS allows you to configure (customize)
the changes that must be applied to a person record in response to the
promotion event. Therefore, the connector does not provide a
predefined query for this lifecycle event. If required, you can create a
reconciliation query to fetch promotion events into Oracle Identity
Manager. The procedure to create custom reconciliation queries is
explained later.

See Section 1.5.1, "Reconciliation Queries" for more information.
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1.4.3 Custom Reconciliation Queries

You can modify and use any of the predefined queries. In addition, you can create
your own reconciliation queries.

See the following sections for more information:
s Section 1.5.1, "Reconciliation Queries"

= Section 4.5, "Configuring Reconciliation Queries"

1.4.4 Reconciliation of Effective-Dated Events

The target system allows you to set a future or effective date for certain lifecycle
events. The connector can detect and respond to these events. For example, suppose
you schedule John's employment with your organization to begin 2 months from the
current date. When you configure the scheduled task to reconcile future hires, the
query fetches John's record because his hire date is set to a future date. However, if
you configure the scheduled task to reconcile newly added or modified records, John's
newly created record will be ignored because it is effective dated.

See Section 1.3, "Connector Architecture" for more information.

1.4.5 Support for Multiple Person Types

An organization can use Oracle E-Business HRMS to store different types of person
records. Examples of person types include employees, part-time workers, contingent
workers, and contractors. The connector can distinguish between records of different
person types. In addition, you can add to or modify the predefined set of supported

person types.

See the following sections for more information:
s Section 1.5.4.2, "Lookup.EBS.HRMS.PersonTypes Lookup Definition"

= Section 4.5, "Configuring Reconciliation Queries"

1.4.6 Full and Incremental Reconciliation

In full reconciliation, all person records are fetched from the target system to Oracle
Identity Manager. In incremental reconciliation, only person records that are added or
modified after the last reconciliation run are fetched into Oracle Identity Manager.

The Last Execution Time and Batch Size scheduled task attributes are used to
implement full and incremental reconciliation. If the Last Execution Time attribute is
set to 0 and the Batch Size attribute is set to a non-zero value, then full reconciliation is
performed. If the Last Execution Time attribute holds a non-zero value, then
incremental reconciliation is performed.

See Section 3.1, "Performing First-Time (Full) Reconciliation" for more information.

1.4.7 Limited (Filtered) Reconciliation

To limit or filter the records that are fetched into Oracle Identity Manager during a
reconciliation run, you can add conditions in the WHERE clause of the reconciliation
query that you run.

See Section 3.2.6, "Configuring Limited Reconciliation" for more information.
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1.4.8 Batched Reconciliation

You can break down a reconciliation run into batches by specifying the number of
records that must be included in each batch.

See Section 3.2.1, "Batched Reconciliation" for more information.

1.4.9 Connection Pooling

A connection pool is a cache of objects that represent physical connections to the target
system. Oracle Identity Manager connectors can use these connections to communicate
with target systems. At run time, the application requests a connection from the pool.
If a connection is available, then the connector uses it and then returns it to the pool. A
connection returned to the pool can again be requested for and used by the connector
for another operation. By enabling the reuse of connections, the connection pool helps
reduce connection creation overheads like network latency, memory allocation, and
authentication.

The configuration properties of the connection pool are part of the IT resource
definition. See Section 2.3.3, "Setting Up Connection Pooling" for information about
using the connection pool.

1.4.10 Support for SSL Communication Between the Target System and Oracle Identity
Manager

You can configure SSL to secure communication between Oracle Identity Manager and
the target system.

See Section 2.3.4, "Configuring Secure Communication Between the Target System and
Oracle Identity Manager" for more information.

1.5 Connector Objects Used During Reconciliation
This section discusses the following topics:
s Section 1.5.1, "Reconciliation Queries"
»  Section 1.5.2, "Target System Fields Used in Reconciliation"
m  Section 1.5.3, "Reconciliation Rules for Trusted Source Reconciliation"

»  Section 1.5.4, "Lookup Definitions Used During Reconciliation"

1.5.1 Reconciliation Queries

As mentioned earlier in this chapter, a SQL query is used to fetch target system records
during reconciliation. All predefined SQL queries are stored in the
ebsERQuery.properties file.

Note: Depending on your requirements, you can modify existing
queries or add your own query in the ebsERQuery.properties or a
different properties file. The Section 4.5, "Configuring Reconciliation
Queries" section provides more information.

Columns in the SELECT clause of each predefined query are from the
PER_ALL_PEOPLE_F table of the target system. Column aliases in the SELECT clause

1-8 Oracle Identity Manager Connector Guide for Oracle E-Business Employee Reconciliation



Connector Objects Used During Reconciliation

are mapped to Oracle Identity Manager process form fields by the
Lookup.EBS.HRMS.Recon lookup definition.

See Also: Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup
Definition"

Most of the predefined queries are used in conjunction with the Last Execution Time
scheduled task attribute. This attribute stores the time stamp at which the last
reconciliation run started. Except for the query to reconcile deleted user records, the
predefined queries apply some variation of the following criteria to extract records for
reconciliation from the target system:

Note: You can specify a value for the Last Execution Time attribute.
See Section 3.2.3, "Reconciliation Time Stamp" for more information.

»  The date in the LAST_UPDATE_DATE column of the PER_ALL_PEOPLE_F table
must be greater than the date part of the time stamp stored in the Last Execution
Time scheduled task attribute.

s The CURRENT_EMPLOYEE_FLAG column must be set to y.

»  The date of the host computer on which the target system database is running
must be between dates stored in the EFFECTIVE_START_DATE and
EFFECTIVE_START_DATE columns.

The queries in the predefined properties file support the following modes of
reconciliation:

s Section 1.5.1.1, "Reconciliation of New and Modified Person Records"

= Section 1.5.1.2, "Reconciliation of Persons Whose Department Has Changed"
m  Section 1.5.1.3, "Reconciliation of Future Hires"

s Section 1.5.1.4, "Reconciliation of Terminated Persons"

s Section 1.5.1.5, "Reconciliation of Deleted Person Records"

s Section 1.5.1.6, "Reconciliation of All Person Records"

1.5.1.1 Reconciliation of New and Modified Person Records

The ReconcileCurrentPersons query is used to reconcile all person records that have
been added or modified after the time stamp stored in the Last Execution Time
attribute.

The following is a sample scenario in which the ReconcileCurrentPersons query can be
used:

Drew, Maria, and Richard joined the organization on 21-March. Person records for
these individuals were created in Oracle E-Business HRMS on the same day. Theresa's
last name was updated on the same day. These newly added and modified person
records are fetched into Oracle Identity Manager during the next run of the
ReconcileCurrentPersons query.

The ReconcileCurrentPersons query uses data stored in the following target system
tables:

PER_ALL_PEOPLE_F
PER_PERSON_TYPES
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PER_PERSON_TYPE_USAGES_F
PER_ALL_ASSIGNMENTS_F
PER_ALL_PEOPLE_F

PER_JOBS

PER_GRADES
HR_ALL_ORGANIZATION_UNITS

1.5.1.2 Reconciliation of Persons Whose Department Has Changed

The ChangedDepartments query is used to reconcile records of persons whose
department has changed within the date range that you specify in the query. In
addition to the three criteria listed earlier, this query accepts a date range for the
department change. Only users whose departments were changed within the specified
date range are reconciled.

The following is a sample scenario in which the ChangedDepartments query can be
used:

After the merger of the West Coast Sales and Support teams, some members of both
teams were assigned to other teams. This change in teams took place over a period of 3
weeks. When you run the ChangedDepartments query, you can specify a start date
and end date to reconcile the modified records of individuals who moved to new
teams.

The ChangedDepartments query uses data stored in the following target system
tables:

PER_ALL_PEOPLE_F PAPF
PER_ALL_ASSIGNMENTS_F N_PAAF
PER_ALL_ASSIGNMENTS_F O_PAAF
PER_PERSON_TYPES PPT
PER_PERSON_TYPE_USAGES_F PPU
PER_ALL_PEOPLE_F SUP

PER_JOBS

PER_GRADES

1.5.1.3 Reconciliation of Future Hires

The FutureHires query is used to reconcile records of future hires. For these persons,
the date in the DATE_START column is greater than the current date. When this query
is run, the following criterion is applied along with the first two criteria mentioned
earlier:

The date of the host computer on which the target system database is running is less
than the date stored in the EFFECTIVE_START_DATE column.

The following is a sample scenario in which the FutureHires query can be used:

Anson has been hired for a project that is scheduled to start in June. Anson's
appointment letter states that he must join the company on 25-May, which is 10 weeks
away from the current date. In the person record that is created for Anson, the
DATE_START column is set to 25-May. Anson's record cannot be fetched by the
ReconcileCurrentPersons query because the record is effective (future) dated. When
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you run the FutureHires query, Anson's record meets the query criteria and the record
is fetched into Oracle Identity Manager.

Note: The FutureHires query is used in conjunction with the Last
Execution Time scheduled task attribute.

The FutureHires query uses data stored in the following target system tables:
PER_ALL_PEOPLE_FPAPF

PER_PERIODS_OF_SERVICE PPS

PER_PERSON_TYPES PPT

PER_PERSON_TYPE_USAGES_F

PER_ALL_ASSIGNMENTS_F

PER_ALL_PEOPLE_F

PER_JOBS

PER_GRADES

HR_ALL_ORGANIZATION_UNITS

1.5.1.4 Reconciliation of Terminated Persons

For a person whose services have been terminated, the date in the End Date column is
less than or equals the current date.

The TerminatedPersons query is used to reconcile records of persons whose services
have been terminated. In these records, the DATE_END column value is less than or
equals the current date. When the record of a terminated person is reconciled, the
status of the corresponding OIM User is set to Disabled.

The following is a sample scenario in which the TerminatedPersons query can be used:

Patrick has resigned and his last date with the company is 25-Aug. When the
TerminatedPersons query is run on 31-Aug, the OIM User identity for Patrick is set to
the Disabled state.

Note: The TerminatedPersons query is used in conjunction with the
Last Execution Time scheduled task attribute.

The TerminatedPersons query uses data stored in the following target system tables:
PER_ALL_PEOPLE_F

PER_PERIODS_OF_SERVICE

PER_PERSON_TYPES

PER_PERSON_TYPE_USAGES_F

PER_ALL_ASSIGNMENTS_F

PER_JOBS

PER_GRADES
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1.5.1.5 Reconciliation of Deleted Person Records

The DeletedPersons query is used to reconcile deletion of person records. In this mode
of reconciliation, Person ID values of all target system records are fetched and
compared with the Person ID values of existing OIM User records. If a match is not
found for a particular OIM User, then the status of that OIM User is set to Deleted.

Caution: You must not modify this query. If you add a WHERE
clause to this query, then only a subset of the actual set of person IDs
is brought to Oracle Identity Manager for comparison. OIM Users
whose user IDs do not match any of these person IDs are deleted from
Oracle Identity Manager.

The following is a sample scenario in which the DeletedPersons query can be used:

The company maintains a policy of retaining for 2 years records of individuals who
have left the company. Martin's record was deleted 2 years after he left the company.
During the next run of the DeletedPersons query, the reconciliation module detects
that there is no person record in the target system corresponding to the Martin's OIM
User identity, which is currently in the Disabled state. Now, the status of Martin's
OIM User identity is set to Deleted.

The DeletedPersons query uses data stored in the PER_ALL_PEOPLE_F target system
table.

1.5.1.6 Reconciliation of All Person Records

The ReconcileAllPersons query is used to reconcile all person records that are
reconciled individually by each of the other queries:

Note: Deleted person records are brought into Oracle Identity
Manager only when you run the DeletedPersons query.

= New and modified person records
= Records of persons whose department has changed
= Records created for future hires

s  Terminated person records

1.5.2 Target System Fields Used in Reconciliation

During trusted source reconciliation, values of the target system fields listed in
Table 1-2 are fetched into Oracle Identity Manager. These fields are columns of the
PER_ALL_PEOPLE_F table.

Table 1-2 Reconciled Target System Fields

Oracle E-Business HRMS

Attribute OIM User Form Field Description

PERSON_ID User ID Unique ID of a person record in the
PER_ALL_PEOPLE _F table

PERSON_ID Person ID Unique ID of a person record

FIRST_NAME First Name First name
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Table 1-2 (Cont.) Reconciled Target System Fields

Oracle E-Business HRMS

Attribute OIM User Form Field Description

LAST_NAME Last Name Last name

EFFECTIVE_START_DATE  Start Date Start date for the account on the target system
EFFECTIVE_END_DATE End Date End date for the account on the target system
EMAIL_ADDRESS Email E-mail address

EMPLOYEE_NUMBER Employee Number Employee number

BUSINESS_GROUP_ID Business Group ID Unique ID for the business division in an organization
SUPERVISOR_ID Supervisor ID Unique ID of the person's supervisor
SUPERVISOR_NAME Supervisor Name Name of the person's supervisor

JOB Job Job code of the person

GRADE Grade Grade of the person

1.5.3 Reconciliation Rules for Trusted Source Reconciliation

See Also: Oracle Identity Manager Connector Concepts for generic
information about reconciliation matching and action rules

The following is the process matching rule:

Rule name: eBusiness Employee Recon Rule

Rule element: Person ID Equals Person ID

In this rule:

»  The Person ID field on the left of "Equals" is the field on the OIM User form.

»  The Person ID field on the right of "Equals" is the target system field.

After you deploy the connector, you can view the reconciliation rule for trusted source
reconciliation by performing the following steps:

Note: Perform the following procedure only after the connector is
deployed.

1. Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.

Double-click Reconciliation Rules.

P w N

Search for eBusiness Employee Recon Rule. Figure 1-3 shows the reconciliation
rule for trusted source reconciliation.
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Figure 1-3 Reconciliation Rule
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1.5.4 Lookup Definitions Used During Reconciliation

The following lookup definitions are created in Oracle Identity Manager when you
deploy the connector:

= Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup Definition"

= Section 1.5.4.2, "Lookup.EBS.HRMS.PersonTypes Lookup Definition"
= Section 1.5.4.3, "Lookup.EBS.HRMS.DeleteRecon Lookup Definition"
= Section 1.5.4.4, "Lookup.EBS.HRMS.QueryFilters Lookup Definition"
= Section 1.5.4.5, "Lookup.EBS.ER.Configurations Lookup Definition"

1.5.4.1 Lookup.EBS.HRMS.Recon Lookup Definition

The Lookup.EBS.HRMS.Recon lookup definition holds information about target
system to process form field mappings. The Code Key column of this lookup
definition holds OIM User form field names. The Decode column holds aliases for
target system database columns that are in the SELECT clause of the reconciliation
query. See Section 4.5, "Configuring Reconciliation Queries" for more information
about reconciliation queries.

Table 1-3 describes entries in the Lookup.EBS.HRMS.Recon lookup definition.

Note: If required, you can add entries in this lookup definition. The
Section 4.1, "Adding New Attributes for Reconciliation" section
provides more information.

Table 1-3  Entries in the Lookup.EBS.HRMS.Recon Lookup Definition

Code Key Decode

Person ID PERSON_ID1
User ID PERSON_ID2
First Name FIRST_NAME
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Table 1-3 (Cont.) Entries in the Lookup.EBS.HRMS.Recon Lookup Definition

Code Key Decode

Last Name LAST_NAME

Email Address EMAIL_ADDRESS
Effective Start Date EFFECTIVE_START_DATE
Employee Number EMPLOYEE_NUMBER
Effective End Date EFFECTIVE_END_DATE
Employee Type USER_PERSON_TYPE
Business Group ID BUSINESS_GROUP_ID
Supervisor ID SUPERVISOR_ID
Supervisor Name SUPERVISOR_NAME
Job JOB

Grade GRADE

1.5.4.2 Lookup.EBS.HRMS.PersonTypes Lookup Definition

The Lookup.EBS.HRMS.PersonTypes lookup definition maps user (person) types
defined in the target system and Oracle Identity Manager. The Code Key column holds
USER_PERSON_TYPE values of the target system, and the Decode column holds
USR_EMP_TYPE values of Oracle Identity Manager.

If required, you can add entries in this lookup definition. For example, if University
Student is one of the person types in your operating environment and if you have
added the Intern user type in Oracle Identity Manager, then you can add an entry that
maps University Student to Intern.

Note: If you add or modify entries in this lookup definition, then
you must make the same change in the reconciliation queries. See
Section 4.5, "Configuring Reconciliation Queries” for more
information.

Table 1-4 shows the default entries in the lookup definition.

Table 1-4 Entries in the Lookup.EBS.HRMS.PersonTypes Lookup Definition

Code Key Decode
Employee Full-Time
Contingent Employee Part-Time
Contractor Consultant

1.5.4.3 Lookup.EBS.HRMS.DeleteRecon Lookup Definition

The Lookup.EBS.HRMS.DeleteRecon lookup definition maps the Person ID field of the
OIM User form and the PERSON_ID field of the target system. This lookup definition
is used during reconciliation of deleted person records.
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Caution: You must not modify this lookup definition. If you modify
this lookup definition, then reconciliation of deleted employee records
will not work.

See Also: For information about reconciliation of deleted person
records, see the following sections:

»  Section 4.5, "Configuring Reconciliation Queries"

s Section 3.2.7.1.2, "Scheduled Task for Reconciliation of Deleted
Employees"

1.5.4.4 Lookup.EBS.HRMS.QueryFilters Lookup Definition

The Lookup.EBS.HRMS.QueryFilters lookup definition contains reconciliation filter
parameters that you specify. These filter parameters are automatically appended to the
WHERE clause of the query that you select for reconciliation.

See Section 3.2.4, "Setting the Business Group ID and Date Range for Reconciliation"
for information about the predefined entries in this lookup definition.

You can add multiple filter parameters in the lookup definition. See Section 3.2.6,
"Configuring Limited Reconciliation" for the procedure.

1.5.4.5 Lookup.EBS.ER.Configurations Lookup Definition

The Lookup.EBS.ER.Configurations lookup definition contains configurable data
items used by the connector during reconciliation.

You can modify Decode values for the following entries of this lookup definition:

s USE_CONNECTION_POOLING

You use the USE_CONNECTION_POOLING entry to specify whether or not you
want to use the connection pooling feature introduced in Oracle Identity Manager
release 9.1.0.2. You can enter either Yes or No as the Decode value for this entry.

The Lookup.EBS.ER.Configurations lookup definition is used in conjunction with
the parameters of the IT resource that hold connection pooling information.

See Section 2.3.3, "Setting Up Connection Pooling" for more information.
s TO_CHAR_DATE_FORMAT and RECON_DATE_FORMAT

You use the TO_CHAR_DATE_FORMAT and RECON_DATE_FORMAT entries to
specify the format to which you want to convert values that are fetched from the
date-type target system columns during reconciliation.

The RECON_DATE_FORMAT entry holds the Java-equivalent date format of the
format specified in the TO_CHAR_DATE_FORMAT entry. Table 1-5 lists SQL date
formats and the corresponding Java date formats that you can enter as the Decode
value of the TO_CHAR_DATE_FORMAT and RECON_DATE_FORMAT entries,
respectively.

Table 1-5 Date Formats That Can Be Entered as the Values of the
TO_CHAR_DATE_FORMAT and RECON_DATE_FORMAT Entries

TO_CHAR_DATE_FORMAT RECON_DATE_FORMAT
dd-Mon-yy dd-MMM-yy
dd-Mon-yyyy dd-MMM-yyyy
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Table 1-5 (Cont.) Date Formats That Can Be Entered as the Values of the
TO_CHAR_DATE_FORMAT and RECON_DATE_FORMAT Entries

TO_CHAR_DATE_FORMAT RECON_DATE_FORMAT
dd-mm-yy dd-MM-yy
dd-mm-yyyy dd-MM-yyyy

By default, the value of the TO_CHAR_DATE_FORMAT and
RECON_DATE_FORMAT entries is set to dd-Mon-yy and dd-MMM-vyy,
respectively. See Section 3.2.5, "Setting the Format for Values Fetched From
Date-Type Target System Columns" for information about converting values
fetched from date-type target system columns to other date formats.

1.6 Roadmap for Deploying and Using the Connector

The following is the organization of information in the rest of this guide:

Chapter 2, "Deploying the Connector" describes procedures that you must perform
on Oracle Identity Manager and the target system during each stage of connector
deployment.

Chapter 3, "Using the Connector" provides information about configuring
reconciliation.

Chapter 4, "Extending the Functionality of the Connector" describes procedures
that you can perform if you want to extend the functionality of the connector.

Chapter 5, "Troubleshooting" describes the procedure to test the connector.

Chapter 6, "Known Issues" lists known issues associated with this release of the
connector.
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Deploying the Connector

The procedure to deploy the connector can be divided into the following stages:
s Section 2.1, "Preinstallation”
s Section 2.2, "Installation”

s Section 2.3, "Postinstallation”

2.1 Preinstallation
Preinstallation information is divided across the following sections:
= Section 2.1.1, "Preinstallation on Oracle Identity Manager"

= Section 2.1.2, "Preinstallation on the Target System"

2.1.1 Preinstallation on Oracle Identity Manager

This section contains the following topics:
s Section 2.1.1.1, "Files and Directories On the Installation Media"
= Section 2.1.1.2, "Determining the Release Number of the Connector”

= Section 2.1.1.3, "Creating a Backup of the Existing Common jar File"

2.1.1.1 Files and Directories On the Installation Media
Table 2-1 describes the contents of the connector deployment directory.
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Table 2-1 Files and Directories On the Installation Media

File in the Installation Media Directory

Description

config/ebsERQuery.properties

This file contains the SQL queries that are used during
reconciliation.

See Section 4.5, "Configuring Reconciliation Queries" for
more information.

configuration/Oracle_Employee_Reconciliation-CI
xml

This XML file contains configuration information that is used
during connector installation.

lib/EBSER jar

This JAR file contains the class files that are required for
reconciliation. During connector deployment, this file is
copied to the following location:

= For Oracle Identity Manager release 9.1.0.x:
OIM_HOME /xellerate/ScheduleTask

= Oracle Identity Manager release 11.1.x: Oracle Identity
Manager database

lib/EBSCommon.jar

This JAR file contains the class files that are used by both this
connector and the Oracle E-Business User Management
connector. During connector deployment, this file is copied to
the following location:

= For Oracle Identity Manager release 9.1.0.x:
OIM_HOME /xellerate /JavaTasks

= Oracle Identity Manager release 11.1.x: Oracle Identity
Manager database

lib/Common jar

This JAR file contains classes that are used by all release 9.1.0
connectors.

During connector deployment, this file is copied to the
following location:

= For Oracle Identity Manager release 9.1.0.x:
OIM_HOME /xellerate /JavaTasks

= Oracle Identity Manager release 11.1.x: Oracle Identity
Manager database

Files in the resources directory

Each of these resource bundles contains language-specific
information that is used by the connector. During connector
deployment, this file is copied to the following location:

= For Oracle Identity Manager release 9.1.0.x:
OIM_HOME / xellerate /connectorResources

= Oracle Identity Manager release 11.1.x: Oracle Identity
Manager database

Note: A resource bundle is a file containing localized
versions of the text strings that are displayed on the
Administrative and User Console. These text strings include
GUI element labels and messages.

scripts/OimUserSynonyms.sql

This file contains commands to create synonyms for the
Oracle Identity Manager wrapper and various tables used in
the target system schema for reconciliation.

This file is used when you perform the procedure described
in Section 2.1.2.1, "Creating a Target System User Account for
Connector Operations".
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Table 2-1 (Cont.) Files and Directories On the Installation Media

File in the Installation Media Directory Description

scripts/OimUserGrants.sql The file contains commands to provide the required grants to
the target system account that is used for connector
operations.

This file is used when you perform the procedure described
in Section 2.1.2.1, "Creating a Target System User Account for
Connector Operations".

scripts/OimUser.sql The file contains commands to create and configure the target
system account that is used for connector operations.

This file is used when you perform the procedure described
in Section 2.1.2.1, "Creating a Target System User Account for
Connector Operations".

scripts/OIM.sh The script contains commands to call the SQL files in the

scripts/OIM.bat scripts directory.
This script is used when you perform the procedure
described in Section 2.1.2.1, "Creating a Target System User
Account for Connector Operations".
scripts/OIM_FND_GLOBAL.pck These files contain the code that is called when you create the

scripts/OIM_FND_USER_PKG.pck target system user account.

These files are used when you perform the procedure
described in Section 2.1.2.1, "Creating a Target System User
Account for Connector Operations".

xml/Oracle-eBusinessSuite_ER-ConnectorConfig.x This XML file contains definitions for the following
ml components of the connector:

= [T resource type
» [T resource
= Resource object

s Scheduled task for trusted source reconciliation

2.1.1.2 Determining the Release Number of the Connector

You might have a deployment of an earlier release of the connector. While deploying
the latest release, you might want to know the release number of the earlier release. To
determine the release number of the connector that has already been deployed:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

s For Oracle Identity Manager release 9.1.0.x:

In a temporary directory, extract the contents of the connector JAR file that is
in the OIM_HOME / xellerate/ScheduleTask directory.

s For Oracle Identity Manager release 11.1.x:

In a temporary directory, download the connector JAR file from Oracle
Identity Manager database using the Download]Jars utility.

2. Open the Manifest.mf file in a text editor. The Manifest.mf file is one of the files
bundled inside the connector JAR file.

In the Manifest.mf file, the release number of the connector is displayed as the
value of the Version property.
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2.1.1.3 Creating a Backup of the Existing Common.jar File

The Common jar file is in the deployment package of each 9.1.x release of the
connector. With each new release, code corresponding to that particular release is
added to the existing code in this file. For example, the Common jar file shipped with
Connector Y on 12-July contains:

= Code specific to Connector Y

s Code included in the Common. jar files shipped with all other 9.1.x release of the
connectors that were released before 12-July

If you have installed a release 9.1.x connector that was released after the current
release of the Oracle E-Business Employee Reconciliation connector, back up the
existing Common jar file, install the Oracle E-Business Employee Reconciliation
connector, and then restore the Common jar file. The steps to perform this procedure
are as follows:

Caution: If you do not perform this procedure, then your release
9.1.x connectors might not work.

1. Determine the release date of your existing release 9.1.x connector as follows:
a. Extract the contents of the following file in a temporary directory:

OIM_HOME / xellerate/JavaTasks/Common jar

Note: On Oracle Identity Manager release 11.1.x, use the Oracle
Identity Manager Download JARs utility to download the
Common jar file from the database, and then extract the contents of
this file into a temporary directory.

See Oracle Fusion Middleware Developer’s Guide for Oracle Identity
Manager for instructions about using the Download JARs utility.

b. Open the Manifest.mf file in a text editor.
c. Note down the Build Date and Build Version values.

2. Determine the Build Date and Build Version values of the current release of the
Oracle E-Business Employee Reconciliation connector as follows:

a. On the installation media for the connector, extract the contents of the
lib/Common.jar and then open the Manifest.mf file in a text editor.

b. Note down the Build Date and Build Version values.

3. If the Build Date and Build Version values for the Oracle E-Business Employee
Reconciliation connector are less than the Build Date and Build Version values for
the connector that is installed, then:

= If you are using Oracle Identity Manager release 9.1.0.x, then:

a. Copy the OIM_HOME /xellerate/JavaTasks/Common.jar to a temporary
location.

b. After you perform the procedure described in Section 2.2, "Installation"
overwrite the new Common jar file in the
OIM_HOME /xellerate/JavaTasks directory with the Common jar file that
you backed up in the preceding step.
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If you are using Oracle Identity Manager release 11.1.x, then run the Oracle
Identity Manager Upload JARs utility to post the Common jar file to the
Oracle Identity Manager database. This utility is copied into the following
location when you install Oracle Identity Manager:

Note: Before you run this utility, verify that the WL_HOME
environment variable is set to the directory in which Oracle WebLogic
Server is installed.

For Microsoft Windows:

OIM_HOME/server/bin/UploadJars.bat

For UNIX:

OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of
the Oracle Identity Manager administrator, URL of the Oracle Identity
Manager host computer, context factory value, type of JAR file being
uploaded, and the location from which the JAR file is to be uploaded. Specify
1 as the value of the JAR type.

See Also: Oracle Fusion Middleware Developer’s Guide for Oracle
Identity Manager for detailed information about the Upload JARs
utility

2.1.2 Preinstallation on the Target System

Preinstallation on the target system involves performing the following procedure:

2.1.2.1 Creating a Target System User Account for Connector Operations

Note: You must have DBA privileges to be able to grant the required
permissions to the target system user account.

You must have Oracle Client installed on the computer on which you
perform the procedure described in this section. The Oracle Client
release must be the same as the database release. In addition, if Oracle
Client is not installed on the database host computer, then the

tnsnames.ora file on the Oracle Client host must contain an entry for
the SID of the database.

Oracle Identity Manager requires a target system user account to access the target
system during reconciliation operations. You provide the credentials of this user
account while performing the procedure described in the Section 2.3.6, "Configuring
the IT Resource" section.

To create a target system user account for connector operations:

1.

Copy the scripts directory from the installation media to a temporary directory on
either the target system server or to a computer on which the Oracle Database
client has been installed.

On the computer where you copy the scripts directory, verify that there is a TNS
entry in the tnsnames.ora file for the target system database.
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3. Depending on the host platform, run either the OIM.sh or OIM.bat file.
4. When you run the script, you are prompted to enter the following information:
s ORACLE_HOME path

This prompt is displayed only if the ORACLE_HOME environment variable
has not been set on the computer on which you are running the script.

n Enter the system user name

Enter the login (user name) of a DBA account with the privileges to create and
configure a new target system user.

m Enter the name of the database

Enter the connection string or service name given in the tnsnames.ora file to
connect to the target system database.

m Enter the name of the tablespace to be created
Enter a name for the tablespace to be created for the user.

m Enter the name of the datafile to be created
Enter a name for the datafile to be created for the user.

s Enter the path for the datafile to be created

Enter the path where the datafile must be created. The path is relative to the
repository of the directory in which the target system is installed. If you do not
enter a value at this prompt, then the default directory is created.

s Enter the password
Enter the password of the DBA account whose login you enter earlier.

m Details of the target system account that you want to
Create

Enter a user name and password for the target system account that you want
to create.

s Connecting with newly created database user
Enter the connection string or service name that you provided earlier.

During the account creation process, the following privileges are granted to the
account:

Note: The OimUserGrants.sql file contains commands to grant these
permissions.

SELECT ON APPS.PER_ALL_PEOPLE_F

SELECT ON APPS.PER_ADDRESSES

SELECT ON APPS.PER_ALL_ASSIGNMENTS_F
SELECT ON APPS.HR_LOCATIONS_ALL

SELECT ON APPS.HR_ALL_ORGANIZATION_UNITS
SELECT ON APPS.PER_PERIODS_OF_SERVICE
SELECT ON APPS.PER_PERSON_TYPE_USAGES_F
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SELECT ON APPS.PER_JOBS
SELECT ON APPS.PER_GRADES
CREATE SESSION

CREATE SYNONYM

At the end of the operation, a log file (OIM_APPS_USER.log) is created in the scripts
directory. Verify that there are no error messages in the log file. If no error messages
are recorded in the log file, then the account has been created successfully.

2.2 Installation

Installing the connector on Oracle Identity Manager involves the following
procedures:

= Section 2.2.1, "Running the Connector Installer"

= Section 2.2.2, "Copying Files to the Oracle Identity Manager Host Computer"

2.2.1 Running the Connector Installer

Note: In this guide, the term Connector Installer has been used to
refer to the Connector Installer feature of the Oracle Identity Manager
Administrative and User Console.

Installing the connector involves running the Connector Installer.
To run the Connector Installer:

1. Copy the contents of the connector installation media into the following directory:

Note: In an Oracle Identity Manager cluster, perform this step on
each node of the cluster.

= For Oracle Identity Manager release 9.1.0.x:
OIM_HOME / xellerate / ConnectorDefaultDirectory

= For Oracle Identity Manager release 11.1.x:
OIM_HOME /server /ConnectorDefaultDirectory

2. Log in to the Administrative and User Console by using the user account
described in the "Creating the User Account for Installing Connectors" section of
the following guide:

= For Oracle Identity Manager release 9.1.0.x:
Oracle Identity Manager Administrative and User Console Guide
= For Oracle Identity Manager release 11.1.x:

Oracle Fusion Middleware System Administrator’s Guide for Oracle Identity
Manager

3. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

= For Oracle Identity Manager release 9.1.0.x:
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Click Deployment Management, and then click Install Connector.
s For Oracle Identity Manager release 11.1.1.x:

On the Welcome to Identity Manager Advanced Administration page, in the
System Management region, click Install Connector.

s For Oracle Identity Manager release 11.1.2.x or later:

a. Login to Oracle Identity System Administration by using the user account
described in the "Creating the User Account for Installing Connectors"
section Oracle Fusion Middleware Administrator’s Guide for Oracle Identity
Manager.

b. In the left pane, under System Management, click Manage Connector.

4. From the Connector List list, select Oracle EBS Employee Reconciliation
RELEASE_NUMBER. This list displays the names and release numbers of
connectors whose installation files you copy into the default connector installation
directory:

OIM_HOME /xellerate/ConnectorDefaultDirectory

The following screenshot shows the Administrative and User Console page on
which you select the connector for installation:

Install Connector & ﬁ

Step 1 : Select Connector (o nstall

Connector List "| racle EBS Employee Reconciliation 9.1.0 ﬂ Lo _|
Altemateve Dirgclory L

Cancal

If you have copied the installation files into a different directory, then:

a. In the Alternative Directory field, enter the full path and name of that
directory.

b. To repopulate the list of connectors in the Connector List list, click Refresh.

c. From the Connector List list, select Oracle EBS Employee Reconciliation
RELEASE_NUMBER.

5. Click Load.
6. To start the installation process, click Continue.
The following tasks are performed in sequence:

a. Configuration of connector libraries
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b. Import of the connector configuration XML file (by using the Deployment
Manager).

c. Compilation of adapters

On successful completion of a task, a check mark is displayed for the task. If a task
fails, then an X mark and a message stating the reason for failure are displayed.
Depending on the reason for the failure, make the required correction and then
perform one of the following steps:

= Retry the installation by clicking Retry.
= Cancel the installation and begin again from Step 1.

If all three tasks of the connector installation process are successful, then a message
indicating successful installation is displayed, as shown in the following
screenshot:

@ «

Install Connector ﬁ
Step 2 = Connector krsialiation
racle EBS Employes Reconciliation 9.1 nstallation Status Successiul

W Condipur ation of Conmsector Libraries

s Impori of Connector XML Files {Using Deplmament Manager)

v Comgiiation of Adapter Dafinitions
Pefarm the falliwing sleps before you start using this connactor

ri addressad
& and create an T resource for this connector
age Schedulad Task and configure the following scheduled tasks thatl are already craatad

In addition, a list of the steps that you must perform after the installation is
displayed. These steps are as follows:

a. Ensuring that the prerequisites for using the connector are addressed

Note: At this stage, run the Oracle Identity Manager PurgeCache
utility to load the server cache with content from the connector
resource bundle in order to view the list of prerequisites. See
Section 2.1.2, "Preinstallation on the Target System" for information
about running the PurgeCache utility.

The prerequisites for this connector are also described later in this
guide.

b. Configuring the IT resource for the connector

Record the name of the IT resource displayed on this page. The procedure to
configure the IT resource is in Section 2.3.6, "Configuring the IT Resource".

c. Configuring the scheduled tasks that are created when you installed the
connector
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Record the names of the scheduled tasks displayed on this page. The
procedure to configure these scheduled tasks is described in Section 3.2.7,
"Configuring the Reconciliation Scheduled Tasks".

When you run the Connector Installer, it copies the connector files and external code
files to destination directories on the Oracle Identity Manager host computer. These
files are listed in Table 2-1.

Installing the Connector in an Oracle Identity Manager Cluster

While installing Oracle Identity Manager in a clustered environment, you must copy
all the JAR files and the contents of the connectorResources directory into the
corresponding directories on each node of the cluster. See Section 2.1.1.1, "Files and
Directories On the Installation Media" for information about the files that you must
copy and their destination locations on the Oracle Identity Manager server.

2.2.2 Copying Files to the Oracle Identity Manager Host Computer

After you run the Connector Installer, depending on the Oracle Identity Manager
release you are using, manually copy the following files:

Note: If a particular destination directory does not exist on the
Oracle Identity Manager host computer, then create it.

For Oracle Identity Manager release 9.1.0.x:

Copy the files in the config directory to the
OIM_HOME / xellerate/ XLintegrations /EBSER / config directory.

For Oracle Identity Manager release 11.1.x:

Copy the files in the config directory to the
OIM_HOME /server/XLintegrations/EBSER/ config directory.

2.3 Postinstallation

Postinstallation procedures are described in the following sections:

Section 2.3.1, "Clearing Content Related to Connector Resource Bundles from the
Server Cache"

Section 2.3.2, "Enabling Logging"
Section 2.3.3, "Setting Up Connection Pooling"

Section 2.3.4, "Configuring Secure Communication Between the Target System and
Oracle Identity Manager"

Section 2.3.5, "Determining Values for the JDBC URL and Connection Properties
Parameters"

Section 2.3.6, "Configuring the IT Resource"
Section 2.3.7, "Displaying UDFs in Oracle Identity Manager 11.1.2 or Later"
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2.3.1 Clearing Content Related to Connector Resource Bundles from the Server Cache

Note: In an Oracle Identity Manager cluster, you must perform this
step on each node of the cluster. Then, restart each node.

When you deploy the connector, the resource bundles are copied from the resources
directory on the installation media into the

OIM_HOME / xellerate/connectorResources directory for Oracle Identity Manager
release 9.1.0.x and Oracle Identity Manager database for Oracle Identity Manager
release 11.1.x. Whenever you add a new resource bundle to the connectorResources
directory or make a change in an existing resource bundle, you must clear content
related to connector resource bundles from the server cache.

To clear content related to connector resource bundles from the server cache:

1. In a command window, perform one of the following steps:

If you are using Oracle Identity Manager release 9.1.0.x, then switch to the
OIM_HOME / xellerate/bin directory.

If you are using Oracle Identity Manager release 11.1.x, then switch to the
OIM_HOME /server/bin directory.

Note: You must perform Step 1 before you perform Step 2. An
exception is thrown if you run the command described in Step 2 as
follows:

For Oracle Identity Manager release 9.1.0.x:

OIM_HOME/xellerate/bin/SCRIPT FILE_NAME

For Oracle Identity Manager release 11.1.x:

OIM_HOME/server/bin/SCRIPT FILE_NAME

2. Enter one of the following commands:

For Oracle Identity Manager release 9.1.0.x:
On Microsoft Windows: PurgeCache.bat ConnectorResourceBundle

On UNIX: PurgeCache.sh ConnectorResourceBundle

Note: You can ignore the exception that is thrown when you perform
Step 2. This exception is different from the one mentioned in Step 1.

In this command, ConnectorResourceBundle is one of the content
categories that you can delete from the server cache. See the following file for
information about the other content categories:

OIM_HOME / xellerate/ config /xlconfig.xml

For Oracle Identity Manager release 11.1.x:

On Microsoft Windows: PurgeCache.bat All
On UNIX: PurgeCache.sh All
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When prompted, enter the user name and password of an account belonging
to the SYSTEM ADMINISTRATORS group. In addition, you are prompted to
enter the service URL in the following format:

t3://0IM_HOST NAME:OIM PORT NUMBER

In this format:

- Replace 01M_HOST NAME with the host name or IP address of the Oracle
Identity Manager host computer.

- Replace 01M_PORT_NUMBER with the port on which Oracle Identity
Manager is listening.

See Oracle Fusion Middleware System Administrator’s Guide for Oracle Identity
Manager for more information about the PurgeCache utility.

2.3.2 Enabling Logging

Depending on the Oracle Identity Manager release you are using, perform instructions
in one of the following sections:

= Section 2.3.2.1, "Enabling Logging on Oracle Identity Manager Release 9.1.0.x"
= Section 2.3.2.2, "Enabling Logging on Oracle Identity Manager Release 11.1.x"

2.3.2.1 Enabling Logging on Oracle Identity Manager Release 9.1.0.x

Note: In an Oracle Identity Manager cluster, you must perform this
step on each node of the cluster. Then, restart each node.

When you enable logging, Oracle Identity Manager automatically stores in a log file
information about events that occur during the course of provisioning and
reconciliation operations. To specify the type of event for which you want logging to
take place, you can set the log level to one of the following:

= ALL

This level enables logging for all events.

s DEBUG
This level enables logging of information about fine-grained events that are useful
for debugging.

s INFO

This level enables logging of messages that highlight the progress of the
application at a coarse-grained level.

= WARN
This level enables logging of information about potentially harmful situations.
= ERROR

This level enables logging of information about error events that might allow the
application to continue running.

s FATAL

This level enables logging of information about very severe error events that could
cause the application to stop functioning.
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s OFF
This level disables logging for all events.

The file in which you set the log level and the log file path depend on the application
server that you use. Depending on the application server that you use, perform the
procedure given in one of the following sections:

= Section 2.3.2.1.1, "Enabling Logging on IBM WebSphere Application Server and
Oracle WebLogic Server"

= Section 2.3.2.1.2, "Enabling Logging on JBoss Application Server"
= Section 2.3.2.1.3, "Enabling Logging on Oracle Application Server"

2.3.2.1.1 Enabling Logging on IBM WebSphere Application Server and Oracle WebLogic Server
To enable logging on IBM WebSphere Application Server or Oracle WebLogic Server:
1. Make the following changes in the OIM_HOME/ config/log.properties:

- Search for the following line:

log4j.rootLogger=WARN, stdout

- Make this line a comment and uncomment the line preceding this line.

- Locate the following lines, and then uncomment them by removing the
number sign (#) at the start of the lines:

#logdj.appender.logfile=org.apache.log4j.DailyRollingFileAppender
#logdj.appender.logfile.DatePattern="."'yyyy-MM-dd

Note: You can change the default date format given in the preceding
line.

#logdj.appender.logfile.File=c:/oracle/xellerate/logs/xel.log
#logdj.appender.logfile.MaxBackupIndex=20
#log4dj.appender.logfile.layout=org.apache.log4j.PatternLayout
#log4dj.appender.logfile.layout.ConversionPattern=%p %t %c - %$m%n

2. In the following line, replace c:/oracle/xellerate/logs/xel log with the name and
the location of the file to which the logs listed in the preceding step must be
written:

log4j.appender.logfile.File=c:/oracle/xellerate/logs/xel.log

3. Add the following line in the OIM_HOME/ config/log.properties file:

log4j.logger.OIMCP.EBSER=LOG_LEVEL

4. In this line, replace LOG_LEVEL with the log level that you want to set.
For example:
log4j.logger.OIMCP.EBSER=DEBUG

After you enable logging, the log information is written to the following file:

DIRECTORY_PATH /xel.log

2.3.2.1.2 Enabling Logging on JBoss Application Server

Deploying the Connector 2-13



Postinstallation

To enable logging on JBoss Application Server:

1. Inthe JBOSS_HOME/server/default/conf/jboss-log4j.xml file, locate or add the
following lines:

<category name="OIMCP.EBSER">
<priority value="LOG_LEVEL"/>
</category>

2. In the second XML code line of each set, replace LOG_LEVEL with the log level
that you want to set. For example:

<category name="OIMCP.EBSER">
<priority value="DEBUG"/>
</category>

After you enable logging, the log information is written to the following file:

JBOSS_HOME /server/default/log/server.log

2.3.2.1.3 Enabling Logging on Oracle Application Server
To enable logging on Oracle Application Server:
1. Add the following line in the OIM_HOME /xellerate/config/log.properties file:

log4j.logger.OIMCP.EBSER=LOG_LEVEL

2. In this line, replace LOG_LEVEL with the log level that you want to set.
For example:

log4j.logger.OIMCP.EBSER=DEBUG

After you enable logging, the log information is written to the following file:

ORACLE_HOME/opmn/logs/default_group~home~default_group~1.log

2.3.2.2 Enabling Logging on Oracle Identity Manager Release 11.1.x

Note: In an Oracle Identity Manager cluster, perform this step on
each node of the cluster. Then, restart each node.

Oracle Identity Manager release 11.1.x uses Oracle Java Diagnostic Logging (OJDL) for
logging. OJDL is based on java.util.logger. To specify the type of event for which you
want logging to take place, you can set the log level to one of the following:

= SEVERE.intValue()+100
This level enables logging of information about fatal errors.
= SEVERE

This level enables logging of information about errors that may allow Oracle
Identity Manager to continue running.

=  WARNING
This level enables logging of information about potentially harmful situations.
= INFO

This level enables logging of messages that highlight the progress of the
application.
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=  CONFIG

This level enables logging of information about fine-grained events that are useful
for debugging.

» FINE, FINER, FINEST

These levels enable logging of information about fine-grained events, where
FINEST logs information about all events.

These log levels are mapped to the ODL message type and level combinations as
shown in Table 2-2.

Table 2-2 Log levels and ODL Message Type:Level Combinations

Log Level ODL Message Type:Level
SEVERE.intValue()+100 INCIDENT_ERROR:1
SEVERE ERROR:1

WARNING WARNING:1

INFO NOTIFICATION:1
CONFIG NOTIFICATION:16

FINE TRACE:1

FINER TRACE:16

FINEST TRACE:32

The configuration file for OJDL is logging.xml, which is located at the following path:
DOMAIN_HOME/ config/fmwconfig/servers/OIM_SERVER/logging.xml

Here, DOMAIN_HOME and OIM_SERVER are the domain name and server name
specified during the installation of Oracle Identity Manager.

To enable logging in Oracle WebLogic Server:
1. Edit the logging.xml file as follows:
a. Add the following blocks in the file:

<log_handler name='ebs-er-handler' level='[LOG_LEVEL]'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='logreader:' value='off'/>
<property name='path' value='[FILE_NAME]'/>
<property name='format' value='ODL-Text'/>
<property name='useThreadName' value='true'/>
<property name='locale' value='en'/>
<property name='maxFileSize' value='5242880"'/>
<property name='maxLogSize' value='52428800"'/>
<property name='encoding' value='UTF-8'/>
</log_handler>

<logger name="OIMCP.EBSER" level="[LOG_LEVEL]" useParentHandlers="false">
<handler name="ebs-er-handler"/>
<handler name="console-handler"/>
</logger>

b. Replace both occurrences of [LOG_LEVEL] with the ODL message type and
level combination that you require. Table 2-2 lists the supported message type
and level combinations.
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Similarly, replace [FILE_NAME] with the full path and name of the log file in
which you want log messages to be recorded.

The following blocks show sample values for [LOG_LEVEL] and
[FILE_NAME] :

<log_handler name='ebs-er-handler' level='NOTIFICATION:1'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='logreader:' value='off'/>
<property name='path'
value='F:\MyMachine\middleware\user projects\domains\base domainl\servers\o
im serverl\logs\oim serverl-diagnostic-1l.log'/>
<property name='format' value='ODL-Text'/>
<property name='useThreadName' value='true'/>
<property name='locale' value='en'/>
<property name='maxFileSize' value='5242880"'/>
<property name='maxLogSize' value='52428800"'/>
<property name='encoding' value='UTF-8'/>
</log_handler>

<logger name="OIMCP.EBSER" level="NOTIFICATION:1"
useParentHandlers="false">
<handler name="ebs-er-handler"/>
<handler name="console-handler"/>
</logger>

With these sample values, when you use Oracle Identity Manager, all messages
generated for this connector that are of a log level equal to or higher than the
NOTIFICATION: 1 level are recorded in the specified file.

Save and close the file.
Specify the following environment variable to redirect the server logs to a file:
For Microsoft Windows:

set WLS_REDIRECT_LOG=<filename>

For UNIX:

export WLS_REDIRECT LOG=<filename>

Replace the tag <filename> with the actual name of the file to which you want to
redirect the output.

Restart the application server.

2.3.3 Setting Up Connection Pooling

If you want to use the connection pooling feature, then:

1.

Configure the Lookup.EBS.ER.Configurations lookup definition as follows:

a. Log in to the Design Console.

b. Expand the Administration folder, and then double-click Lookup Definition.
c. Search for and open the Lookup.EBS.ER.Configurations lookup definition.

In the Decode column for the USE_CONNECTION_POOLING Code Key,
enter Yes.

e

The following screenshot shows the Lookup.EBS.ER.Configurations lookup
definition:
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Lookup Definition
Code Lookup EBS ER Configurations
Fieid

% Lookup Type Field Type
Reguined
Group  EBS_ER
Lookup Code Information
S J| Code Key i Decode
1 USE_CONNECTION_POOLING Ies
Delete
Lookup Definition |

e. Click the Save icon.

2. Specify values for the IT resource parameters that are related to connection
pooling. The procedure to configure the IT resource is described later in this guide.

3. If Oracle Identity Manager is running on Oracle Application Server, then edit the
opmn.xml file as follows:

a. Open the following file in a text editor:
OAS_HOME/opmn/conf/opmn.xml
b. Search for the following block of lines:

<process-type 1d="ADMIN_SERVER" module-id="0C4J" status="enabled">
<module-data>
<category id="start-parameters">

Replace ADMIN_SERVER with the name of the Oracle Application Server
instance.

c. After this block of lines, add the following line:

<data id="oc4j-options" value="-userThreads"/>

d. Save and close the file.

e. Restart the server.

2.3.4 Configuring Secure Communication Between the Target System and Oracle
Identity Manager

To secure communication between Oracle Database and Oracle Identity Manager, you
can perform either one or both of the following procedures:
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Note: To perform the procedures described in this section, you must
have the permissions required to modify the TNS listener
configuration file.

= Section 2.3.4.1, "Configuring Data Encryption and Integrity in Oracle Database"

= Section 2.3.4.2, "Configuring SSL. Communication in Oracle Database"

2.3.4.1 Configuring Data Encryption and Integrity in Oracle Database

See Oracle Database Advanced Security Administrator’s Guide for information about
configuring data encryption and integrity.

2.3.4.2 Configuring SSL Communication in Oracle Database
To enable SSL communication between Oracle Database and Oracle Identity Manager:

1. See Oracle Database Advanced Security Administrator's Guide for information about
enabling SSL. communication between Oracle Database and Oracle Identity
Manager.

2. Export the certificate on the Oracle Database host computer.
3. Copy the certificate to Oracle Identity Manager.

4. Import the certificate into the JVM certificate store of the application server on
which Oracle Identity Manager is running.

To import the certificate into the certificate store, run the following command:

keytool -import -file FILE_LOCATION -keystore TRUSTSTORE_LOCATION -storepass
TRUSTSTORE_PASSWORD -trustcacerts -alias ALIAS

In this command:

s Replace FILE_LOCATION with the full path and name of the certificate file.

= Replace ALIAS with an alias for the certificate.

s Replace TRUSTSTORE_PASSWORD with a password for the certificate store.

s Replace TRUSTSTORE_LOCATION with one of the certificate store paths
given in Table 2-3. This table shows the location of the certificate store for each
of the supported application servers.

Note: In an Oracle Identity Manager cluster, you must import the file
into the certificate store on each node of the cluster.
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Table 2-3 Certificate Store Locations

Application Server

Certificate Store Location

Oracle WebLogic Server

If you are using Oracle jrockit_R27.3.1-jdk, then copy the certificate into the
following directory:

JROCKIT_HOME /jre/lib/security

If you are using the default Oracle WebLogic Server JDK, then copy the
certificate into the following directory:

WEBLOGIC_HOME /java/jre/lib/security / cacerts

IBM WebSphere Application
Server

For a nonclustered configuration of any supported IBM WebSphere
Application Server release, import the certificate into the following certificate
store:

WEBSPHERE_HOME /java/jre/lib/security/ cacerts

For IBM WebSphere Application Server 6.1.x, in addition to the cacerts
certificate store, you must import the certificate into the following certificate
store:

WEBSPHERE_HOME /Web_Sphere/profiles/SERVER_NAME /config/cells/
CELL_NAME /nodes/NODE_NAME /trust.p12

For example:

C:/Web_Sphere/profiles/ AppSrv01/config/ cells/tcs055071Node01Cell /no
des/tcs055071Node0/trust.p12

For IBM WebSphere Application Server 5.1.x, in addition to the cacerts
certificate store, you must import the certificate into the following certificate
store:

WEBSPHERE_HOME /etc/DummyServerTrustFile jks

JBoss Application Server

JAVA_HOME /jre/lib/security / cacerts

Oracle Application Server

ORACLE_HOME /jdk/jre/lib/security / cacerts

2.3.5 Determining Values for the JDBC URL and Connection Properties Parameters

This section discusses the JDBC URL and Connection Properties parameters. You
apply the information in this section while performing the procedure described in the
Section 2.3.6, "Configuring the IT Resource" section.

The values that you specify for the JDBC URL and Connection Properties parameters
depend on the security measures that you have implemented. This section contains the
following topics:

= Section 2.3.5.1, "Supported JDBC URL Formats"

»  Section 2.3.5.2, "Only Data Encryption and Integrity Is Configured"

= Section 2.3.5.3, "Only SSL Communication Is Configured"

= Section 2.3.5.4, "Both Data Encryption and Integrity and SSL Communication Are
Configured"

2.3.5.1 Supported JDBC URL Formats
The following are the supported JDBC URL formats:

= Multiple database instances support one service (Oracle RAC)
JDBC URL format:

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=HOST
1_NAME.DOMAIN)(PORT=PORT1_NUMBER))(ADDRESS=(PROTOCOL=TCP)(
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HOST=HOST2_NAME.DOMAIN)(PORT=PORT2_NUMBER))(ADDRESS=(PROT
OCOL=TCP)(HOST=HOST3_NAME.DOMAIN)(PORT=PORT3_NUMBER)) . . .
(ADDRESS=(PROTOCOL=TCP)(HOST=HOSTn_NAME.DOMAIN)(PORT=PORT
n_NUMBER))(CONNECT_DATA=(SERVICE_NAME=ORACLE_DATABASE_SER
VICE_NAME)))

Sample value:

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=
hostl.example.com)(PORT=1521))(ADDRESS=(PROTOCOL=TCP)(HOST=
host2.example.com)(PORT=1521))(ADDRESS=(PROTOCOL=TCP)(HOST=
host3.example.com)(PORT=1521))(ADDRESS=(PROTOCOL=TCP)(HOST=
host4.example.com)(PORT=1521))(CONNECT_DATA=(SERVICE_NAME=
srvcel)))

One database instance supports one service
JDBC URL format:

jdbc:oracle:thinn@HOST_NAME.DOMAIN:PORT_NUMBER:ORACLE_DATABASE
_SERVICE_NAME

Sample value:
jdbc:oracle:thin:@hostl.example:1521:srvcel

One database instance supports multiple services (for Oracle Database 10g and
later)

JDBC URL format:

jdbc:oracle:thin@/ /HOST_NAME.DOMAIN:PORT_NUMBER/ORACLE_DATAB
ASE_SERVICE_NAME

Sample value:

jdbc:oracle:thin:@hostl.example.com:1521/srvcel

2.3.5.2 Only Data Encryption and Integrity Is Configured

If you have configured only data encryption and integrity, then enter the following
values:

JDBC URL parameter

While creating the connector, the value that you specify for the JDBC URL
parameter must be in the following format:

jdbc:oracle:thin:@TARGET HOST NAME_or_IP_ADDRESS:PORT NUM:sid

The following is a sample value for the JDBC URL parameter:

jdbc:oracle:thin:@ten.mydomain.com:1521:cust_db

Connection Properties parameter

After you configure data encryption and integrity, the connection properties are
recorded in the sqlnet.ora file. The value that you must specify for the Connection
Properties parameter is explained by the following sample scenario:

See Also: Oracle Database Advanced Security Administrator’s Guide for
information about the sqlnet.ora file

Suppose the following entries are recorded in the sqlnet.ora file:
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SQLNET . ENCRYPTION_SERVER=REQUIRED

SQLNET . ENCRYPTION_TYPES_SERVER=(3DES168, DES40, DES, 3DES112)
SQLNET . CRYPTO_CHECKSUM_SERVER=REQUESTED
SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER= (SHAL,MD5)

While creating the connector, you must specify the following as the value of the
Connection Properties parameter:

Note:
s The property-value pairs must be separated by commas.

= Asshown in the following example, for the encryption_types
and crypto_checksum_types properties, you can select any of
the values recorded in the sqlnet.ora file.

oracle.net.encryption_client=REQUIRED, oracle.net.encryption_types_client=(3DES1
68) ,oracle.net.crypto_checksum_client=REQUESTED, oracle.net.crypto_checksum_type
s_client=(MD5)

2.3.5.3 Only SSL Communication Is Configured

After you configure SSL communication, the database URL is recorded in the
tnsnames.ora file. See Oracle Database Net Services Reference for detailed information
about the tnsnames.ora file.

The following are sample formats of the contents of the tnsnames.ora file. In these
formats, DESCRIPTION contains the connection description, ADDRESS contains the
protocol address, and CONNECT_DATA contains the database service identification
information.

Sample Format 1:

NET_SERVICE_NAME=
(DESCRIPTION=
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(CONNECT_DATA=
(SERVICE_NAME=SERVICE_NAME)))

Sample Format 2:

NET_SERVICE_NAME=
(DESCRIPTION_LIST=
(DESCRIPTION=
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(CONNECT_DATA=
(SERVICE_NAME=SERVICE_NAME)))
(DESCRIPTION=
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= ( PROTOCOL_ADDRESS_INFORMATION) )
(CONNECT_DATA=
(SERVICE_NAME=SERVICE_NAME))))

Sample Format 3:

NET_SERVICE_NAME=
(DESCRIPTION=
(ADDRESS_LIST=
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(LOAD_BALANCE=0n)

(FAILOVER=0ff)

(ADDRESS= (PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= (PROTOCOL_ADDRESS_INFORMATION) ) )
(ADDRESS_LIST=

(LOAD_BALANCE=0ff)

(FAILOVER=0n)

(ADDRESS= (PROTOCOL_ADDRESS_INFORMATION) )
(ADDRESS= (PROTOCOL_ADDRESS_INFORMATION)))
(CONNECT_DATA=
(SERVICE_NAME=SERVICE_NAME)))

If you have configured only SSL communication and imported the certificate that you
create on the target system host computer into the JVM certificate store of Oracle
Identity Manager, then enter the following values:

JDBC URL parameter

While creating the connector, the value that you specify for the JDBC URL parameter
must be derived from the value of NET SERVICE_NAME in the tnsnames.ora file. For
example:

Note: As shown in this example, you must include only the
(ADDRESS= (PROTOCOL=TCPS) (HOST=HOST_ NAME) (PORT=2484))
element because you are configuring SSL. You need not include other
(ADDRESS= (PROTOCOL_ADDRESS_INFORMATION) ) elements.

jdbc:oracle:thin: @ (DESCRIPTION= (ADDRESS_LIST= (ADDRESS=(PROTOCOL=TCPS) (HOST=myhost)
(PORT=2484))) (CONNECT_DATA= (SERVER=DEDICATED) (SERVICE_NAME=mysid)))

Connection Properties parameter

Whether or not you need to specify a value for the Connection Properties parameter
depends on the certificate store into which you import the certificate:

= If you import the certificate into the certificate store of the JVM that Oracle Identity
Manager is using, then you need not specify a value for the Connection Properties
parameter.

s If you import the certificate into any other certificate store, then while creating the
connector, specify a value for the Connection Properties parameter in the
following format:

javax.net.ssl.trustStore=STORE_LOCATION, javax.net.ssl.trustStoreType=JKS, javax.
net.ssl.trustStorePassword=STORE_PASSWORD

When you specify this value, replace STORE_LOCATION with the full path and
name of the certificate store, and replace STORE_ PASSWORD with the password of
the certificate store.

2.3.5.4 Both Data Encryption and Integrity and SSL Communication Are
Configured

If both data encryption and integrity and SSL communication are configured, then:
s JDBC URL parameter

While creating the connector, to specify a value for the JDBC URL parameter, enter
a comma-separated combination of the values for the JDBC URL parameter
described in the Section 2.3.5.2, "Only Data Encryption and Integrity Is
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Configured" and Section 2.3.5.3, "Only SSL Communication Is Configured"
sections. For example:

jdbc:oracle:thin: @ (DESCRIPTION= (ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=myho
st) (PORT=2484))) (CONNECT_DATA= (SERVER=DEDICATED) (SERVICE_NAME=mysid)))

s Connection Properties parameter

While creating the connector, to specify a value for the Connection Properties
parameter, enter a comma-separated combination of the values for the Connection
Properties parameter described in the Section 2.3.5.2, "Only Data Encryption and
Integrity Is Configured" and Section 2.3.5.3, "Only SSL Communication Is
Configured" sections. For example:

oracle.net.encryption_client=REQUIRED, oracle.net.encryption_types_client=(3DES1
68) ,oracle.net.crypto_checksum_client=REQUESTED, oracle.net.crypto_checksum_type
s_client=(MD5),javax.net.ssl.trustStore=STORE_LOCATION, javax.net.ssl.trustStore
Type=JKS, javax.net.ssl.trustStorePassword=STORE_PASSWORD

As shown in the following example, for the encryption_types and
crypto_checksum_types properties, you can select any of the values recorded
in the sqlnet.ora file. When you specify this value, replace STORE_LOCATION with
the full path and name of the certificate store, and replace STORE_ PASSWORD with
the password of the certificate store.

2.3.6 Configuring the IT Resource

The IT resource is automatically created when you run the Connector Installer. You
must specify values for the parameters of the IT resource as follows:

Note:

The EBS-HRMS-APPS12 IT resource is an instance of the eBusiness
Suite HRMS IT resource type. If you do not want to use this IT
resource, then you must create a different IT resource of the eBusiness
Suite HRMS IT resource type.

You must use the Administrative and User Console to configure the IT
resource. Values set for the connection pooling parameters will not
take effect if you use the Design Console to configure the IT resource.

1. If you are using Oracle Identity Manager release 9.1.0.x or 11.1.1.x, log in to the
Administrative and User Console.

2. If you are using Oracle Identity Manager release 9.1.0.x, then expand Resource
Management, and then click Manage IT Resource.

3. If you are using Oracle Identity Manager release 11.1.1, then:

a. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced.

b. On the Welcome to Oracle Identity Manager Advanced Administration page,
in the Configuration section, click Manage IT Resource.

4. If you are using Oracle Identity Manager release 11.1.2.x or later, then:

a. Log in to Oracle Identity System Administration.
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Create and activate a sandbox. For detailed instructions on creating and
activating a sandbox, see the "Managing Sandboxes" section of Oracle Fusion

IT Resource Mame
IT Rasource Type

Sadich Cluar

Middleware Developer’s Guide for Oracle Identity Manager.

c. In the left pane, under Configuration, click IT Resource.

In the IT Resource Name field on the Manage IT Resource page, enter

EBS-HRMS-APPS12 and then click Search.

Click the edit icon for the IT resource.

The following screenshot shows the Administrative and User Console page on

which you click the edit icon:
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From the list at the top of the page, select Details and Parameters and then click

Edit.

The following screenshot shows the Administrative and User Console page on

which you set values for the IT resource parameters:
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8. Specify values for the parameters of the IT resource. Table 2—4 describes each

parameter.
Table 2-4 IT Resource Parameters
Parameter Description
Admin ID Enter the user name of the target system account to be used for connector

operations.

You create this account by performing the procedure described in the
Section 2.1.2.1, "Creating a Target System User Account for Connector
Operations" section.

Default value: apps

Admin Password

Enter the password of the target system account specified by the Admin ID
parameter.

Connection Properties

Specify the connection properties for the target system database.

See Section 2.3.5, "Determining Values for the JDBC URL and Connection
Properties Parameters” for detailed information.

Connection Retries

Enter the number of consecutive attempts to be made at establishing a
connection with the target system.

Default value: 3

Connection Timeout

Enter the time in milliseconds within which the target system is expected to
respond to a connection attempt.

For a particular connection attempt, if the target system does not respond within
the time interval specified by the Connection Timeout parameter, then it is
assumed that the connection attempt has failed.

Default value: 1200

JDBC URL Specify the JDBC URL for the target system database.
See Section 2.3.5, "Determining Values for the JDBC URL and Connection
Properties Parameters” for detailed information.

Retry Interval Enter the interval in milliseconds between consecutive attempts at establishing a
connection with the target system.
Default value: 10000

SID Name Enter the SID of the target system database.

SSL Enabled Enter yes if you plan to configure SSL to secure communication between Oracle

Identity Manager and the target system. Otherwise, enter no.

Default value: no

Statement Timeout

Enter the time in milliseconds within which a query run on the target system is
expected to return results.

If the results of a query are not returned within the specified time, then it is
assumed that the connection with the target system has failed. The connector
then attempts to reestablish a connection with the target system.

Default value: 1200

Configuration Lookup Name

This parameter holds the name of the lookup definition that contains
configuration information.

Default value: Lookup.EBS.ER.Configurations

Note: You must not change the value of this parameter. However, if you create a
copy of all the connector objects, then you can specify the unique name of the
copy of this lookup definition as the value of the Configuration Lookup Name
parameter in the copy of the IT resource.

Connection Pooling
Parameters
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Table 2-4 (Cont.) IT Resource Parameters

Parameter

Description

Abandoned connection timeout

Time (in seconds) after which a connection must be automatically closed if it is
not returned to the pool

Note: You must set this parameter to a value that is high enough to
accommodate processes that take a long time to complete (for example, full
reconciliation).

Default value: 600

Connection wait timeout

Maximum time (in seconds) for which the connector must wait for a connection
to be available

Default value: 60

Inactive connection timeout

Time (in seconds) of inactivity after which a connection must be dropped and
replaced by a new connection in the pool

Default value: 600

Initial pool size

Number of connections that must be established when the connection pool is
initialized

The pool is initialized when it receives the first connection request from a
connector.

Default value: 1

Sample value: 3

Max pool size

Maximum number of connections that must be established in the pool at any
point of time

This number includes the connections that have been borrowed from the pool.
Default value: 100

Sample value: 30

Min pool size

Minimum number of connections that must be in the pool at any point of time
This number includes the connections that have been borrowed from the pool.

Default value: 5

Validate connection on borrow

Specifies whether or not a connection must be validated before it is lent by the
pool

The value can be true or false. It is recommended that you set the value to
true.

Default value: true

Timeout check interval

Time interval (in seconds) at which the timeouts specified by the other
parameters must be checked

Default value: 30

Pool preference

Preferred connection pooling implementation
Value: Default

Note: Do not change this value of this parameter.

Connection pooling supported

Enter true if you want to enable connection pooling for this target system
installation. Otherwise, enter false.

Default value: true

Target supports only one
connection

Indicates whether the target system can support one or more connections at a
time

Value: false

Note: Do not change the value of this parameter.
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Table 2-4 (Cont.) IT Resource Parameters

Parameter

Description

ResourceConnection class
definition

Implementation of the ResourceConnection class

Default value:
oracle.iam.connectors.ebs.common.vo.EBSResourceConnectionIm

pl
Note: Do not change the value of this parameter.

Native connection pool class
definition

Wrapper to the native pool mechanism that implements the GenericPool

Note: Do not specify a value for this parameter.

Pool excluded fields

Comma-separated list of IT parameters whose change shouldn't trigger a refresh
of the connector pool

Default value: Configuration Lookup Name, Statement Timeout

Note: You must not change the value of this parameter.

9. To save the values, click Save.

2.3.7 Displaying UDFs in Oracle Identity Manager 11.1.2 or Later

In Oracle Identity Manager release 11.1.2 or later, some user attributes (UDFs) such as
Department, Job Code and Supervisor are not displayed after running the employee
reconciliation. If you want to display these attributes as form fields in the Oracle
Identity Manager user interface, then you must customize the associated pages on the
interface to add the custom form fields. To do so, perform the following procedure:

1. Perform eBusiness HRMS Trusted Reconciliation.

Log in to Oracle Identity System Administration.

2
3. Create and activate a sandbox.
4

From the Identity System Administration Console, in the Upgrade region, click
Upgrade User Form.

All the UDFs are listed.

5. Click Upgrade now.
6. Publish the sandbox.

For more information about UDFs, see the "Configuring Custom Attributes”
chapter in Oracle Fusion Middleware Administrator’s Guide for Oracle Identity
Manager.
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Using the Connector

This chapter describes the following procedures:

Note: In Oracle Identity Manager release 11.1.x, a scheduled job is an
instance of a scheduled task. In this guide, the term scheduled task
used in the context of Oracle Identity Manager release 9.1.0.x is the
same as the term scheduled job in the context of Oracle Identity
Manager release 11.1.x.

See Oracle Fusion Middleware System Administrator’s Guide for Oracle
Identity Manager for more information about scheduled tasks and
scheduled jobs.

= Section 3.1, "Performing First-Time (Full) Reconciliation" provides instructions on
configuring the reconciliation scheduled task for fetching all person records from
the target system to Oracle Identity Manager.

= Section 3.2, "Configuring Reconciliation" provides detailed information about the
various options that you can apply while configuring reconciliation.

= Section 3.3, "Uninstalling the Connector” provides detailed information about
uninstalling the connector.

3.1 Performing First-Time (Full) Reconciliation

After you deploy the connector, you must run first-time reconciliation to fetch all
existing target system records into Oracle Identity Manager. The first-time
reconciliation run is a full reconciliation run. At the start of this reconciliation run, the
Last Execution Time scheduled task attribute is populated with the time stamp. For
subsequent runs, the scheduled task automatically switches to incremental
reconciliation because the Last Execution Time attribute contains a non-zero value.

Note: At any time after first-time reconciliation, you can switch from
incremental to full reconciliation by setting the Last Execution Time
attribute to 0 and specifying a non-zero value for the Batch Size
scheduled task attribute.

The following are the steps involved in this procedure:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:
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= For Oracle Identity Manager release 9.1.0.x or 11.1.1:
a. Login to the Administrative and User Console.

b. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

s For Oracle Identity Manager release 11.1.2.x or later:
a. Login to Oracle Identity System Administration.
b. In the left pane, under System Management, click Scheduler.

2. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

= If you are using Oracle Identity Manager release 9.1.0.x, expand Resource
Management, and then click Manage Scheduled Task.

= If you are using Oracle Identity Manager release 11.1.1, then:

a. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced.

b. Click the System Management tab, and then click Scheduler.
c. On the left pane, click Advanced Search.

3. Search for and open the scheduled task (eBusiness HRMS Trusted Reconciliation)
as follows:

= If you are using Oracle Identity Manager release 9.1.0.x, then:

a. On the Scheduled Task Management page, enter the name of the
scheduled task (eBusiness HRMS Trusted Reconciliation) as the
search criteria and then click Search.

b. In the search results table, click the edit icon in the Edit column for the
scheduled task. The Edit Scheduled Task Details page is displayed.

= If you are using Oracle Identity Manager release 11.1.x, then:

a. On the Welcome to Oracle Identity Manager Advanced Administration
page, in the System Management region, click Search Scheduled Jobs.

b. On the left pane, in the Search field, enter the name of the scheduled job
(eBusiness HRMS Trusted Reconciliation) as the search criterion.
Alternatively, you can click Advanced Search and specify the search
criterion.

c. In the search results table on the left pane, click the scheduled job in the
Job Name column.

4. Modify the details of the scheduled task. To do so:

a. If you are using Oracle Identity Manager release 9.1.0.x, then on the Edit
Scheduled Task Details page, you modify the following parameters, and then
click Continue:

—  Status: Select Enabled.

— Max Retries: Enter an integer value in this field. This number represents
the number of times Oracle Identity Manager must attempt to complete
the task before assigning the ERROR status to the task. The default value
is 2.
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5.

Next Start: Specify the date and time at which you want to run
reconciliation.

Frequency: Select Once.

b. If you are using Oracle Identity Manager release 11.1.x, then on the Job Details
tab, you can modify the following parameters:

Retries: Enter an integer value in this field. This number represents the
number of times Oracle Identity Manager must attempt to complete the
task before assigning the ERROR status to the task. The default value is 2.

Schedule Type: Select Single.

See Also: Oracle Fusion Middleware System Administrator’s Guide for
Oracle Identity Manager for detailed information about schedule types

Specify values for the attributes of the scheduled task. To do so:

Note:

Attribute values are predefined in the connector XML file that you
import. Specify values only for those attributes that you want to
change.

Values (either default or user-defined) must be assigned to all the
attributes. If even a single attribute value is left empty, then
reconciliation is not performed.

Attributes of the scheduled task are discussed in Section 3.2.7.1,
"Attributes of the Scheduled Tasks."

= If you are using Oracle Identity Manager release 9.1.0.x, then on the Attributes
page, select each attribute from the Attribute list, specify a value in the field
provided, and then click Update. Table 3-1 describes the values that you must
specify.

Table 3—1 Attribute Values for First-Time Reconciliation

Attribute

Description

Task Name

Accept the default value (eBusiness HRMS Trusted Reconciliation).

IT Resource Name

Enter the name that you specify for the IT resource while performing the
procedure described in the Section 2.3.6, "Configuring the IT Resource" section.

Default value: EBS-HRMS-APPS12

Last Execution Time

Accept the default value (0).

Resource Object

Accept the default value (eBusiness Person).

User Type

Enter the user type that must be assigned to OIM Users created during
reconciliation.

Default value: End-User

Organization

Enter the name of the Oracle Identity Manager organization in which OIM
Users must be created or modified during reconciliation.

Default value: Xellerate Users

Batch Size

Accept the default value (1000).
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Table 3—-1 (Cont.) Attribute Values for First-Time Reconciliation

Attribute Description

Query Properties File Enter the full path and name of the properties file in which the reconciliation
query that you want to run is stored.

Sample value: DIRECTORY_PATH/ebsERQuery.properties

In this value, DTIRECTORY_PATH is the path of the directory on the target
system host computer in which this file is stored.

See Section 4.5, "Configuring Reconciliation Queries" for information about this
file.

Query Name Enter the name of the reconciliation query that you want to run.
Sample value: ReconcileCurrentPersons

Note: You must run either the ReconcileCurrentPersons query or your version
of this query. None of the remaining predefined queries can be used for
first-time reconciliation.

Person Type Look Up Definition Accept the default value (Lookup . EBS.HRMS . PersonTypes).

Recon Lookup Definition Accept the default value (Lookup . EBS . HRMS . Recon).

Query Filter Lookup Definition  This attribute holds the name of the lookup definition that contains information
about reconciliation filter parameters.

Default value: Lookup . EBS.HRMS . QueryFilters
Note:

You must ensure that the filter parameters in this lookup definition can be
applied along with the query specified by the Query Name attribute. An error
is encountered if this condition is not met.

You must not change the value of this attribute. However, if you create a copy
of all the connector objects, then you can specify the unique name of the copy of
this lookup definition as the value of the Query Filter Lookup Definition
attribute in the copy of the scheduled task.

Target Date Format Enter the format of date values stored in the target system database.

Default value: MM/dd/yyyy hh:mm:ss

= If you are using Oracle Identity Manager release 11.1.x, then on the Job Details
tab, in the Parameters region, specify values for the attributes of the scheduled
task. Table 3-1 describes the values that you must specify.

6. After specifying the attributes, do one of the following;:

= If you are using Oracle Identity Manager release 9.1.0.x, then click Save
Changes to save the changes.

= If you are using Oracle Identity Manager release 11.1.x, then click Apply to
save the changes.

7. In the Lookup.EBS.HRMS.QueryFilters lookup definition, specify the business
group ID of the person records that you want to reconcile:

a. Log in to the Design Console.
b. Expand the Administration folder, and then double-click Lookup Definition.
c. Search for and open the Lookup.EBS.HRMS.QueryFilters lookup definition.

d. In the Decode column for the businessGroupID Code Key, add the business
group ID in the following format:

BUSINESS_GROUP_ID|NUMBER
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For example: 202 | NUMBER

e. Inthe Decode column for the following Code Keys, enter the date range that
you want to be applied during reconciliation:

— fromDate

Enter the start date of the date range that you want to apply for reconcilia-
tion of newly created and modified records.

The format is as follows:

FROM_DATE |Date | FORMAT

For example: 12-May-2009 | Date | DD-Mon-YYYY
— toDate

Enter the end date of the date range that you want to apply for reconcilia-
tion of newly created and modified records.

The format is as follows:

TO_DATE |Date | FORMAT

For example: 16-May-2009 | Date |DD-Mon-YYYY
f. Click the Save icon.

8. After each run of the scheduled task, repeat Steps 3 through 7 for each person type
whose records you want to reconcile into Oracle Identity Manager. Each time you
perform the procedure, change the value of the User Type scheduled task attribute
to the person type for which you are running reconciliation.

3.2 Configuring Reconciliation

Configuring reconciliation involves configuring the scheduled task that initiates
reconciliation.

The following sections discuss some of the attributes of the scheduled task:
s Section 3.2.1, "Batched Reconciliation”

= Section 3.2.2, "Reconciliation Query"

= Section 3.2.3, "Reconciliation Time Stamp"

The following section describes the procedure additional options to configure
reconciliation:

= Section 3.2.4, "Setting the Business Group ID and Date Range for Reconciliation"

= Section 3.2.5, "Setting the Format for Values Fetched From Date-Type Target
System Columns"

= Section 3.2.6, "Configuring Limited Reconciliation"
The following section describes the procedure to configure the scheduled tasks:

= Section 3.2.7, "Configuring the Reconciliation Scheduled Tasks"

3.2.1 Batched Reconciliation

Note: This section describes the Batch Size attribute of the scheduled
task.
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During a reconciliation run, all changes in the target system records are reconciled into
Oracle Identity Manager. Depending on the number of records to be reconciled, this
process may require a large amount of time. In addition, if the connection breaks
during reconciliation, then the process would take longer to complete.

You can configure batched reconciliation to avoid these problems.

To configure batched reconciliation, you must specify values for the Batch Size
reconciliation scheduled task attribute. You use this attribute to specify the number of
records that must be included in each batch. The default value is 1000.

Note: If you want to configure full reconciliation, then you must
specify a non-zero value for the Batch Size attribute.

Suppose you specify 20 as the value of the Batch Size attribute. If 314 person records
were created or modified after the last reconciliation run, then these records are
reconciled in batches of 20 records. The last batch contains 14 records.

3.2.2 Reconciliation Query

Note: This section describes the Query Name attribute of the
scheduled task.

The following are the predefined reconciliation queries in the ebsERQuery.properties
file:

s ReconcileAllPersons

s ReconcileCurrentPersons
s ChangedDepartments

»  FutureHires

s TerminatedPersons

s DeletedPersons

See Section 1.5.1, "Reconciliation Queries" for information about these queries. As
mentioned in the Section 4.5, "Configuring Reconciliation Queries" section, you can
use one of the predefined queries, a modified predefined query, or your own query.

While configuring the scheduled task, you specify the name of the query as the value
of the Query Name attribute.

3.2.3 Reconciliation Time Stamp

Note: This section describes the Last Execution Time attribute of the
scheduled task.

The Last Execution Time attribute holds the time stamp at which the last reconciliation
run started. This attribute is used in conjunction with the reconciliation query
specified by the Query Name attribute. During a reconciliation run, only target system
records added or modified after the time stamp value stored in the Last Execution
Time attribute are fetched into Oracle Identity Manager for reconciliation.
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Apply the following guidelines while deciding on a value for the Last Execution Time
attribute:

For a particular reconciliation query, if you want to perform full reconciliation,
then set the value of the attribute to 0.

If you want to specify a time stamp, then first run the following query to convert
the time stamp into the required format:

SELECT (TO_DATE('DATE_TO_BE_CONVERTED', 'DD-MON-YYYY') - TO_DATE('01011970"',
'DDMMYYYY')) *24*60*60*1000 as ts FROM DUAL

In this query, replace DATE_TO_BE_CONVERTED with the date that you want to
use as the time stamp. For example, if you want to use 5-Dec-2008 as the time
stamp, then run the following query:

SELECT (TO_DATE('5-Dec-2008"', 'DD-MON-YYYY') - TO_DATE('01011970', 'DDMMYYYY'))
*24*60*60*1000 as ts FROM DUAL

The query returns the following value:

1228435200000

Specify this value as the value of the Last Execution Time attribute.

The Last Execution Time attribute is updated during each reconciliation run,
regardless of the reconciliation query that you specify. For example, when you run
the ReconcileCurrentPersons query, the Last Execution Time attribute is set to the
time stamp at which the run begins. If you next run the FutureHires query, then
the time stamp currently stored in the Last Execution Time attribute is used to
determine the subset of future hires' records that must be fetched for
reconciliation.

To reuse the time stamp for a particular mode of reconciliation, you must note
down the value of the Last Execution Time attribute, set the value of the attribute
to 0, and then perform the rest of the procedure to configure the scheduled task.
For example, if you are switching from the ReconcileCurrentPersons query to the
FutureHires query, first note down the value of the Last Execution Time attribute
and then perform the rest of the procedure.

3.2.4 Setting the Business Group ID and Date Range for Reconciliation

In the Lookup.EBS.HRMS.QueryFilters lookup definition, specify the business group
ID of the person records that you want to reconcile:

1.

2
3.
4

Log in to the Design Console.
Expand the Administration folder, and then double-click Lookup Definition.
Search for and open the Lookup.EBS.HRMS.QueryFilters lookup definition.

In the Decode column for the businessGroupID Code Key, add the business group
ID in the following format:

B[HFIAUESEi_CU?OCU{_Il)|NTH%BEH{
For example: 202 | NUMBER

In the Decode column for the following Code Keys, enter the date range that you
want to be applied during reconciliation:

— fromDate
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Enter the start date of the date range that you want to apply for reconciliation
of newly created and modified records.

The format is as follows:

FROM_DATE |Date | FORMAT

For example: 12-May-2009 | Date | DD-Mon-YYYY
— toDate

Enter the end date of the date range that you want to apply for reconciliation
of newly created and modified records.

The format is as follows:
TO_DATE |Date | FORMAT

For example: 16-May-2009 | Date |DD-Mon-YYYY

3.2.5 Setting the Format for Values Fetched From Date-Type Target System Columns

Note: This section describes an optional procedure. Perform this
procedure only if you want to convert values that are fetched from
date-type target system columns during reconciliation to a date format
other than dd-Mon-yy.

By default, during reconciliation, all values that are fetched from date-type target
system columns are converted to the dd-Mon-yy format.

Toc
1.
2.

onvert the format of values fetched from date-type target system columns:
In a text editor, open the ebsERQuery.properties file.

Specify the date format to which you want to convert values fetched from the
date-type target system columns during reconciliation.

Note: See the "TO_CHAR_DATE_FORMAT" column of Table 1-5 for
a list of date formats that you can specify.

For example, change:
TO_CHAR (PAPF.EFFECTIVE_START_DATE) AS EFFECTIVE_START DATE
to:

TO_CHAR (PAPF.EFFECTIVE_START_ DATE, 'dd-Mon-yyyy') AS
EFFECTIVE_START_DATE.

Save and close the file.

Configure the Lookup.EBS.ER.Configurations lookup definition as follows:

a. Login to the Design Console.

b. Expand the Administration tab, and then double-click Lookup Definition.
c. Search for and open the Lookup.EBS.ER.Configurations lookup definition.
d. On the Lookup Code Information tab, click Add.
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e. Inthe Decode column of the TO_CHAR_DATE_FORMAT Code Key, enter the
date format specified in the ebsERQuery.properties file. For example, enter
dd-Mon-vyvy.

f. Inthe Decode column of the RECON_DATE_FORMAT Code Key, enter the
Java-equivalent date format of the format specified in Step 4.e. For example,
enter dd-MMM-vyvyvVy.

Note: See Table 1-5 for information about the Java-equivalent date
format that must be specified.

g. Click the Save icon.

3.2.6 Configuring Limited Reconciliation

Note: This section describes an optional procedure. Perform this
procedure only if you want to add filter parameters for reconciliation.
The alternative to performing this procedure is to add a condition
directly in the WHERE clause of the reconciliation query that you
want to run.

By default, all target system records that are added or modified after the last
reconciliation run are reconciled during the current reconciliation run. You can
customize this process by specifying the subset of added or modified target system
records that must be reconciled. You do this by adding a filter parameter in the
reconciliation query and specifying a value for the parameter in the
Lookup.EBS.HRMS.QueryFilters lookup definition. For example, you can add a
parameter in the WHERE clause of the ReconcileCurrentPersons query so that it
returns records of persons whose last name is the one that you specify in the lookup
definition.

To add a parameter in a reconciliation query:

Note: Before you modify a query in the properties file, you must run
the query by using any standard database client to ensure that the
query produces the required results when it is run against the target
system database.

1. Modify the query as follows:
a. Open the properties file in a text editor.

b. Add the condition in the WHERE clause of the query that you want to modify.

Note: The parameter name must begin with the colon (:) as a prefix.
In addition, there must be no space between the colon and parameter
name and within the parameter name.

In the following snippet of the ReconcileCurrentPersons query, the variable
condition highlighted in bold has been added:

AND (TRUNC (SYSDATE) BETWEEN SUP.EFFECTIVE_START DATE(+) AND
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C.

SUP.EFFECTIVE_END_DATE (+)) \

AND LAST NAME=:lastname \

AND ( (ROUND( (PAPF.LAST UPDATE_DATE -TO_DATE('01011970', 'DDMMYYYY')) *1440
*60 *1000) > :lastExecutionTime) \

OR (ROUND( (PAAF.LAST UPDATE_DATE -TO_DATE('01011970', 'DDMMYYYY')) *1440
*60 *1000) > :lastExecutionTime) ) \

ORDER BY PAPF.PERSON_ID

Save and close the file.

2. Configure the Lookup.EBS.HRMS.QueryFilters lookup definition as follows:

a.
b.

C.

e

Log in to the Design Console.

Expand the Administration folder, and then double-click Lookup Definition.
Search for and open the Lookup.EBS.HRMS.QueryFilters lookup definition.
To add a row, click Add.

In the Code Key column, enter the variable name that you specified in the
properties file. Do not include the colon (:) character. For example, enter
lastname in the Code Key column.

In the Decode column, enter the value that you want to assign to the
parameter for subsequent reconciliation runs. Use one of the following
formats to specify a value:

- value|STRING

Sample value: Doe | STRING

Note: For the LAST NAME example, you can enter the preceding
sample value.

- value|DATE|DATE_FORMAT

Sample value: 4-Dec-08 | DATE | DD-Mon-YY
- value|NUMBER

Sample value: 33 | NUMBER

The following screenshot shows the Lookup. EBS.HRMS.QueryFilters lookup
definition:
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g. Click the Save icon.

When you next run the query that you have modified, the condition that you add is
applied as an additional filter during reconciliation.

3.2.7 Configuring the Reconciliation Scheduled Tasks

When you run the Connector Installer, the scheduled tasks for reconciliation are
automatically created in Oracle Identity Manager. To configure these scheduled tasks:

1.

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

»  For Oracle Identity Manager release 9.1.0.x or 11.1.1:
a. Login to the Administrative and User Console.

b. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

»  For Oracle Identity Manager release 11.1.2.x or later:
a. Login to Oracle Identity System Administration.
b. In the left pane, under System Management, click Scheduler.

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

= If you are using Oracle Identity Manager release 9.1.0.x, expand Resource
Management, and then click Manage Scheduled Task.

= If you are using Oracle Identity Manager release 11.1.1, then:
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a. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced.

b. Click the System Management tab, and then click Scheduler.
c. On the left pane, click Advanced Search.

3. On the page that is displayed, you can use any combination of the search options
provided to locate a scheduled task. Click Search after you specify the search
criteria.

The list of scheduled tasks that match your search criteria is displayed in the
search results table.

4. Search for and open the scheduled task (eBusiness HRMS Trusted Reconciliation)
as follows:

= If you are using Oracle Identity Manager release 9.1.0.x, then:

a. On the Scheduled Task Management page, enter the name of the
scheduled task as the search criteria and then click Search.

b. In the search results table, click the edit icon in the Edit column for the
scheduled task. The Edit Scheduled Task Details page is displayed.

= If you are using Oracle Identity Manager release 11.1.x, then:

a. On the Welcome to Oracle Identity Manager Advanced Administration
page, in the System Management region, click Search Scheduled Jobs.

b. On the left pane, in the Search field, enter the name of the scheduled job as
the search criterion. Alternatively, you can click Advanced Search and
specify the search criterion.

c. In the search results table on the left pane, click the scheduled job in the
Job Name column.

5. Modify the details of the scheduled task. To do so:

a. If you are using Oracle Identity Manager release 9.1.0.x, then on the Edit
Scheduled Task Details page, you can modify the following parameters, and
then click Continue:

—  Status: Specify whether you want to leave the task in the enabled state. In
the enabled state, the task is ready for use.

— Max Retries: Enter an integer value in this field. This number represents
the number of times Oracle Identity Manager must attempt to complete
the task before assigning the ERROR status to the task. The default value
is 1.

— Next Start: Use the date editor to specify the date when you want the task
to run. After you select a date value in the date editor, you can modify the
time value that is automatically displayed in the Next Start field.

- Frequency: Specify the frequency at which you want the task to run.

b. If you are using Oracle Identity Manager release 11.1.x, then on the Job Details
tab, you can modify the following parameters:

— Retries: Enter an integer value in this field. This number represents the
number of times the scheduler tries to start the job before assigning the
Stopped status to the job.

— Schedule Type: Depending on the frequency at which you want the job to
run, select the appropriate schedule type.

3-12 Oracle Identity Manager Connector Guide for Oracle E-Business Employee Reconciliation



Configuring Reconciliation

Note: See Oracle Fusion Middleware System Administrator’s Guide for
Oracle Identity Manager for detailed information about schedule types.

In addition to modifying the job details, you can enable or disable a job.

6. Specify values for the attributes of the scheduled task. To do so:

Note:

= Attribute values are predefined in the connector XML file that you
import. Specify values only for those attributes that you want to
change.

= Values (either default or user-defined) must be assigned to all the
attributes. If even a single attribute value is left empty, then
reconciliation is not performed.

s Attributes of the scheduled task are discussed in Section 3.2.7.1,
"Attributes of the Scheduled Tasks."

s If you are using Oracle Identity Manager release 9.1.0.x, then on the Attributes
page, select the attribute from the Attribute list, specify a value in the field
provided, and then click Update.

= If you are using Oracle Identity Manager release 11.1.x, then on the Job Details
tab, in the Parameters region, specify values for the attributes of the scheduled
task.

7. After specifying the attributes, do one of the following:

s If you are using Oracle Identity Manager release 9.1.0.x, then click Save
Changes to save the changes.

Note: The Stop Execution option is not available in the
Administrative and User Console. If you want to stop a task, then
click Stop Execution on the Task Scheduler form of the Design
Console.

= If you are using Oracle Identity Manager release 11.1.x, then click Apply to
save the changes.

Note: The Stop Execution option is available in the Administrative
and User Console. You can use the Scheduler Status page to either
start, stop, or reinitialize the scheduler.

3.2.7.1 Attributes of the Scheduled Tasks

The following sections provide information about the attributes of the scheduled tasks
for this connector:
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3.2.7.141

Note:

Attribute values are predefined in the connector XML file that you
import. Specify values only for those attributes that you want to
change.

Values (either default or user-defined) must be assigned to all the
attributes. If even a single attribute value were left empty, then
reconciliation would not be performed.

See Oracle Identity Manager Design Console Guide for information
about adding and removing task attributes.

Section 3.2.7.1.1, "Scheduled Task for Reconciliation of All Employees"
Section 3.2.7.1.2, "Scheduled Task for Reconciliation of Deleted Employees"

Scheduled Task for Reconciliation of All Employees

Table 3-2 describes the attributes of the scheduled task for reconciliation of all persons.

Table 3-2 Attributes of Scheduled Task for Reconciliation of All Employees

Attribute

Description

Task Name

This attribute holds the name of the scheduled task.
Value: eBusiness HRMS Trusted Reconciliation

Note: For this scheduled task, you must not change the value of this attribute.
However, if you create a copy of this scheduled task, then you must enter the
unique name of that new scheduled task as the value of the Task Name
attribute in that scheduled task.

IT Resource Name

Enter the name that you specify for the IT resource while performing the
procedure described in the Section 2.3.6, "Configuring the IT Resource" section.

Default value: EBS-HRMS-APPS12

Last Execution Time

This attribute holds the time stamp at which the last reconciliation run started.
Default value: 0

See Section 3.2.3, "Reconciliation Time Stamp" for information about setting a
value for the Last Execution Time attribute.

Resource Object

This attribute holds the name of the resource object.
Value: eBusiness Person

Note: Do not change the default value. However, if you create a copy of the
resource object, then you can specify the name of the new resource object as the
value of the Resource Object attribute.

User Type

Enter the person type for which reconciliation is to be run. You can enter any
one of the values in the Decode column of the Lookup.EBS.HRMS.PersonTypes
lookup definition. See Section 1.5.4.2, "Lookup.EBS.HRMS.PersonTypes Lookup
Definition" for more information.

Default value: End-User

Organization

Enter the name of the Oracle Identity Manager organization in which OIM
Users must be created or modified during reconciliation.

Default value: Xellerate Users

Batch Size

Enter the number of records that must be included in each batch fetched from
the target system.

Default value: 1000
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Table 3-2 (Cont.) Attributes of Scheduled Task for Reconciliation of All Employees

Attribute Description

Query Properties File Enter the full path and name of the properties file in which the reconciliation
query that you want to run is stored.

Default value:
OIM_HOME / xellerate/XLIntegrations /EBSER/ config /ebsERQuery.properties

In this value, DIRECTORY_ PATH is the path of the directory on the target
system host computer in which this file is stored.

See Section 4.5, "Configuring Reconciliation Queries" for information about this
file.

Query Name Enter the name of the reconciliation query that you want to run.

See Section 4.5, "Configuring Reconciliation Queries" for information about
specifying a value for this attribute.

Sample value: ReconcileCurrentPersons

Person Type Look Up Definition This attribute holds the name of the lookup definition that maps person types
defined on the target system with person types defined in Oracle Identity
Manager.

Value: Lookup . EBS.HRMS . PersonTypes

Note: Do not change the default value.

Recon Lookup Definition This attribute holds the name of the lookup definition which holds information
about target system to process form field mappings.

Value: Lookup . EBS.HRMS . Recon

Note: Do not change the default value.

Query Filter Lookup Definition = This attribute holds the name of the lookup definition that contains information
about reconciliation filter parameters.

Default value: Lookup . EBS . HRMS.QueryFilters
Note:

You must ensure that the filter parameters in this lookup definition can be
applied along with the query specified by the Query Name attribute. An error
is encountered if this condition is not met.

You must not change the value of this attribute. However, if you create a copy
of all the connector objects, then you can specify the unique name of the copy of
this lookup definition as the value of the Query Filter Lookup Definition
attribute in the copy of the scheduled task.

Target Date Format Enter the format of date values stored in the target system database.

Default value: MM/dd/yyyy hh:mm:ss

3.2.7.1.2 Scheduled Task for Reconciliation of Deleted Employees

Table 3-3 describes the attributes of the scheduled task for reconciliation of deleted
persons.
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Table 3-3 Attributes of Scheduled Task for Reconciliation of Deleted Employees

Attribute Description

Task Name This attribute holds the name of the scheduled task.
Value: eBusiness HRMS Delete Reconciliation

Note: For this scheduled task, you must not change the value of this attribute.
However, if you create a copy of this scheduled task, then you must enter the
unique name of that new scheduled task as the value of the Task Name
attribute in that scheduled task.

Delete Recon Lookup Definition =~ Enter the name of the of the lookup definition that stores the mapping between
the Person ID field of the OIM User form and the PERSON_ID field of the
target system.

Value: Lookup . EBS . HRMS . DeleteRecon

Note: Do not change the default value.

IT Resource Name Enter the name that you specify for the IT resource while performing the
procedure described in the Section 2.3.6, "Configuring the IT Resource" section.

Default value: EBS-HRMS-APPS12

Resource Object This attribute holds the name of the of the resource object.
Value: eBusiness Person

Note: Do not change the default value. However, if you create a copy of the
resource object, then you can specify the name of the new resource object as the
value of the Resource Object attribute.

Query Properties File Enter the full path and name of the properties file in which the reconciliation
query that you want to run is stored.

Sample value:
OIM_HOME / xellerate/XLIntegrations/EBSER/ config

In this value, DIRECTORY_PATH is the path of the directory on the target
system host computer in which this file is stored.

See Section 4.5, "Configuring Reconciliation Queries" for information about this
file.

Query Name This attribute holds the name of the query for reconciliation of deleted person
records.

Value: DeletedPersons

Note: Do not change the default value.

3.3 Uninstalling the Connector

If you want to uninstall the connector for any reason, see "Uninstalling Connectors" in
Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Manager.
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Extending the Functionality of the Connector

After you deploy the connector, you might need to configure it to meet your business
requirements. The following are procedures that you can perform to extend the
functionality of the connector:

Table 1-2, " Reconciled Target System Fields" lists the target system fields whose
values are fetched into Oracle Identity Manager. Check if this set of fields meets
your requirements. See Section 4.1, "Adding New Attributes for Reconciliation" if
there are additional target system fields that you want include in this set.

The Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup Definition" section lists the
predefined attribute mappings. See Section 4.2, "Modifying the Names of
Predefined Attributes Mapped for Reconciliation" if you want to modify the
names of any of these attributes.

The Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup Definition" section lists the
predefined attribute mappings. You can remove some of these attribute mappings.
See Section 4.3, "Deleting Predefined Attributes Mapped for Reconciliation" if you
want to perform this procedure.

See Section 4.4, "Modifying Field Lengths on the OIM User Form" if the lengths of
fields on the OIM User form do not match the lengths of target system fields.

Predefined reconciliation queries are stored in the ebsERQuery.properties file
located in one of the following directories:

- For Oracle Identity Manager release 9.1.0.x:
OIM_HOME / xellerate/ XLintegrations /EBSER / config

- For Oracle Identity Manager release 11.1.x:
OIM_HOME /server/XLintegrations /EBSER / config

Open this file in a text editor, and check if the predefined queries meet your
requirements. See Section 4.5, "Configuring Reconciliation Queries" if you want to
modify a predefined query or create your own query.

In a particular reconciliation query, the connector allows you to specify the value
of a WHERE clause parameter as the value of a scheduled task attribute. For
example, you can add a parameter in the WHERE clause of the
ReconcileCurrentPersons query so that it returns records of persons whose last
name is the one that you specify in the scheduled task. See Section 3.2.6,
"Configuring Limited Reconciliation” if you want to use this feature of the
connector.
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Note: In Oracle Identity Manager release 11.1.x, a scheduled job is an
instance of a scheduled task. In this guide, the term scheduled task
used in the context of Oracle Identity Manager release 9.1.0.x is the
same as the term scheduled job in the context of Oracle Identity
Manager release 11.1.x.

See Oracle Fusion Middleware System Administrator’s Guide for Oracle
Identity Manager for more information about scheduled tasks and
scheduled jobs.

= See Section 4.9, "Configuring the Connector for Multiple Trusted Source
Reconciliation" if Oracle E-Business HRMS is only one of multiple trusted sources
that you want to configure for Oracle Identity Manager.

4.1 Adding New Attributes for Reconciliation

Note:

In this section, the term "attributes" refers to the identity data fields
that store user data.

This section describes an optional procedure. Perform this procedure
only if you want to add new attributes for reconciliation.

By default, the attributes listed in Table 1-2 are mapped for reconciliation between
Oracle Identity Manager and the target system. If required, you can map additional
attributes for reconciliation as follows:

Note: A sample scenario in which you add the Full Name field for
reconciliation has been used to illustrate the procedure.

1. Log in to the Design Console.
2. Create a UDF for the field that you want to add as follows:

Note: If you are using the 11.1.2.x version of Oracle Identity
Manager, create a custom attribute as described in Section "Creating a
Custom Attribute" of Oracle Fusion Middleware Administrator’s Guide for
Oracle Identity Manager.

a. Expand Administration, and then double-click User Defined Field

Definition.
b. Search for and open the USR table.
c. Click Add.

d. In the User Defined Fields dialog box, enter the following values:
- Label: Enter a label for the field. For example, enter Full Name.
- DataType: Select a data type for the field. For example, select String.
— Field Size: Enter a length for the field. For example, enter 20.
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(O UsorDetmed Feds x|
DM 3 X

User Defined Flelds

Field Type  [Texd Field -
Column Name  USR_UDF_FULL_NAME
Detaut Walue

Emcrypled

Saquancs 4

- Column Name: Enter a column name for the field. For example, enter
FULL_NAME.

Oracle Identity Manager automatically appends USR_UDF_ to the column
name that you specify. So, for example, if you specify FULL_NAME as the
column name, then the actual column name is changed to
USR_UDF_FULL_NAME.

The following screenshot shows the User Defined Fields dialog box:

Label  Full Name

DataType Swing [ Field Size &0

e.

Click the Save icon.

3. Add areconciliation field in the resource object as follows:

a
b.

o

e

O Add Reconciliation Field e x|

Reconciliation Data Field

Expand Resource Management, and double-click Resource Objects.

Search for and open the eBusiness Person resource object.

On the Reconciliation Fields subtab of the Object Reconciliation tab, click Add.
In the Add Reconciliation Field dialog box:

— In the Field Name field, enter a name for the reconciliation field.

—  From the Field Type list, select the data type of the field.

—  Click the Save icon, and then close the dialog box.

The following screenshot shows the Add Reconciliation Field dialog box:

Fisld Nams Ful Bams
Field Type Strng -
|| Regared
e. If you are using Oracle Identity Manager release 11.1.x, then click Create

f.

Reconciliation Profile. This copies changes made to the resource object into
the MDS.

Click the Save icon.

4. In the process definition, create a reconciliation field mapping as follows:

a.
b.

o

e

Expand Process Management, and double-click Process Definition.
Search for and open the eBusiness HRMS Person process definition.
On the Reconciliation Field Mappings tab, click Add Field Map.

In the Add Reconciliation Field Mapping dialog box:
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—  From the Field Name list, select Full Name.
—  From the User Attribute list, select FULL_NAME.
—  Click the Save icon, and then close the dialog box.

The following screenshot shows the Add Reconciliation Field Mapping

dialog box:
| © Add Reconciliotion Field Mopping ]
= b (83X
Reconciliation Data Field Mappings
Fiedd Mame: i biaeme 1=
Fiekd Type
Uger Alrinde Fuill Maeme A

Foey Fiold for Reconciation Matchi,.,

L Casecransitive

e. Click the Save icon.

5. In the lookup definition that holds attribute mappings for reconciliation, add an
entry as follows:

a. Expand Administration, and double-click Lookup Definition.
b. Search for and open the Lookup.EBS.HRMS.Recon lookup definition.
c. Click Add.

In the Code Key column, enter (for example) Full Name.

e

e. In the Decode column, enter (for example) FULL_NAME.

The following screenshot shows the Lookup.EBS.HRMS.Recon lookup
definition:

Lookup Definition

Code Lookup EES HRMS Recon
Field
® Lookip Type () Field Type
Recjuirsd
Group  EES_ER

'Luokup Code Information |

e |[] Code ey ] Decode
1 PersoniD PERSOM_IDv1
Delte 2 UseriD |PERSON_DZ
3 First Mome FIRST_MAME
4 Last Name LAST_MAME
5 Email Address EMAL_ACORESS
© Etfective Stort Date [EFFECTIVE_START_DATE
7 Employee Number |BMPLOVEE _NUMEER
£ Effective End Date [EFFECTIVE END,_DATE
O Employves Type USER_PERSON_TYPE
10 Business Grovp ID EUSRESS_GROUP_ID
11 Supesvisor ID SUPERVISOR_ID
12 [Supervisor Name [SLPERVISOR_NAME
13 ok JOB
14 Grade |GRADE
15 Department DEPARTMENT
Bl FuiName JPuLL ManE

6. Add a column in the SELECT clause of reconciliation queries that you use from the
properties file:

a. Open the properties file in a text editor. This file is in the following directory:
OIM_HOME /xellerate/ XLIntegration/EBSER/ config

b. Add the column name in the SELECT clause of each query in the properties
file.
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Caution: This does not apply to the query to reconcile deleted users.
Do not make changes in that query.

c. Save and close the file.

4.2 Modifying the Names of Predefined Attributes Mapped for
Reconciliation

Note:

In this section, the term "attributes" refers to the identity data fields
that store user data.

This section describes an optional procedure. Perform this procedure
only if you want to modify the name of a predefined attribute mapped
for reconciliation.

You can modify the names of the predefined target system attributes that are mapped
for reconciliation. For example, you can change the FIRST_NAME attribute to FName.
See Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup Definition" for more
information about predefined attribute mappings.

To modify the name of a predefined attribute mapped for reconciliation:

1. Modify the name of the attribute in the Decode column of the
Lookup.EBS.HRMS.Recon lookup definition as follows:

a. Expand Administration, and double-click Lookup Definition.
b. Search for and open the Lookup.EBS.HRMS.Recon lookup definition.
c. In the Decode column, modify the entry for the attribute.

The following screenshot shows Lookup.EBS.HRMS.Recon lookup definition:

Lookup Definition

Code  Loakup EBS HAMS Recon
Fiedd
® Lookup Type / Fied Type
Required
Group  |EBS FR

| Lookup Code Infarmation
T

A | | Code Key Decode T
r 111 Bwsiness Growp L BLESMESS_GROLP 1D
Deiete: 2 Dopartmert |DEPARTMENT
3 Effective End Date |EFFECTIVE_END_DATE
4 Effective St Dale |EFFECTIVE_START DATE
5 Email Acldrezs AL _ADDRESS
6 Employse Number EMPLOYEE_NUMBER
7 Fst Norme |FIRST_NAME
8 Grske GRADE
9 Lok JOB
10 Last Norme LAST Mamg
11 PerszeniD FERSON_D1
12 User D |PeRsON_D2
13 Supeevizor D |SUPERVESOR ID
14 Supsrvisor Nasme SLPERVESOR_MAME
15 Empleyee Type USER_PERSON_TWPE

d. Click the Save icon.

2, In all the reconciliation queries in the properties file, change the column name for
the attribute.
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Note: The column name must be the same as the name of the
attribute in the Decode column of the Lookup.EBS.HRMS.Recon
lookup definition.

a. Open the properties file in a text editor.

b. Change the name of the column in the SELECT clause of each query in the
properties file.

c. Save and close the file.

4.3 Deleting Predefined Attributes Mapped for Reconciliation

Note:

In this section, the term "attributes" refers to the identity data fields
that store user data.

This section describes an optional procedure. Perform this procedure
only if you want to delete any of the predefined attribute mappings.

The Section 1.5.4.1, "Lookup.EBS.HRMS.Recon Lookup Definition" section shows the
predefined attribute mappings for reconciliation. Of the attributes listed in the table,
you can remove the following attributes:

PERSON_ID1
EMPLOYEE_NUMBER
BUSINESS_GROUP_ID
SUPERVISOR_ID
SUPERVISOR_NAME
JOB

GRADE

To remove the mapping for any one of these attributes:

1.

In all the reconciliation queries in the properties file, remove the column from the
SELECT clause as follows:

a. Open the properties file in a text editor.

b. Remove the column name in the SELECT clause of each query in the
properties file.

Caution: This does not apply to the query to reconcile deleted users.
Do not make changes in that query.

c. Save and close the file.
Log in to the Design Console.

In the lookup definition that holds attribute mappings for reconciliation, remove
the entry for the attribute as follows:
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a. Expand Administration, and double-click Lookup Definition.
b. Search for and open the Lookup.EBS.HRMS.Recon lookup definition.

c. Select the row corresponding to the entry that you want to remove.

The following screenshot shows Lookup. EBS.HRMS.Recon lookup definition:

Lookup Definition

Code  Loakup EBS HRMS Recon
Fied |
= Lookup Type O Fisld Type
Requirad
Group  |EBS ER

| Lookup Code Infarmation

14 Supervisor Name
15 Employee Type

d. Click Delete, and then click the Save icon.

P | I —T beoe ¥
= — | _1_Business Group D BUEMESS_GROLP IO
Dieiete 2 Dapaetment |DEPARTMENT
3 Etfective End Date |EFFECTIVE_END_DATE
4 Etfective Start Dafle |EFFECTIVE_START _DATE
5 Emall Acdress EMAL _ADORESS
& Employse Humber EMPLOVEE_NUMBER
7 Festborw =~ | PRST NV 0000 0 0 0
8 (Crade GRADE
S ob JO0B
10 Last Morne LAST_piase
11 PerseniD FERSON_D1
12 User D FERSON_D2
13 Superssor D SUPERVESOR ID

4. Remove the attribute from the OIM User form as follows:

a. Expand Administration, and double-click User Defined Field Definition.

b. Search for and open the Users form.

The following screenshot shows Users form:

Form Information
Formbame  Users

Descripion  Users - User Defined Figids

User Defined Colurmns | Propetties | Administrators |

L Auto pre-population

c. Delete the row corresponding to the attribute that you want to remove.

d. Click the Save icon.

5. Delete the field from the eBusiness Person resource object as follows:
a. Expand Resource Management, and double-click Resource Objects.

b. Search for and open the eBusiness Person resource object.

aad ||| Label Verisnt Type |Length|  ColunaMame | Order | Field Type

1 Person I String B0 USR_UDF_PERSC.. 1 TextField 1]

2 Emplovee Nuamber String. (60 SR _UDF EMPL .. 2 TexdField 1]
Business Group ID String B0 USR_UDFBGID 3 TedField |0

4_Supervizor D Shring 60 USR_UDF_SUPER... 4 TexdField 0

5 Supervisor Mame String 60 WUSR_UDF_SUPER.. 5 TedtField |0

6 Aok String 50 USR_UDF_JOE 5 TextField ]

7 Grade String 60 USR_UDF_GRADE 7 TedFiell D

8 Departmert String B0 USR_UDF_DEPAR...3 TedField 0

¢. On the Reconciliation Fields subtab of the Object Reconciliation tab, select the

field that you want to delete and then click Delete.

The following screenshot shows the reconciliation fields:
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Resource Object | Oblect Reconciliation

Object il Reconciiation Date .ng 21 08 4:51:29 AM

[ Reconciliation Fields | Reconciliation Action Rules |
Reconciliation Fields

| A3 Field Q Reconcilistion Fields for Object: eBusiness Person
1| ] Supervisor ID [Srinal
@ ] Supesvisor Name [String]

0 Job [string]

() Grade [String]

) Department [String)

() Business Grovp D [String]

) stetus [String]

) Etfective Start Date [Date]

] Etfective End Date [Date]

[ Employee Type [String], Requred
3 User Type [String], Required

T user 0 [Sting)

C O Personid [Swring], Requrred

) Employee Numiber [String]

) First Meme [String], Reguired

] Last Name [String], Required

ﬁ COrganization Name [String], Reguired
() Email Address [String]

d. Click the Save icon.

6. Remove the reconciliation field mapping from the eBusiness HRMS Person

process definition as follows:
a. Expand Process Management.

b. Double-click Process Definition.

c. Search for and open the eBusiness HRMS Person process definition.

d. On the Reconciliation Field Mappings tab, click the entry for the field that you

want to remove and then click Remove Field Map.

The following screenshot shows the reconciliation field mappings:

Process Definition
o HAMS Person || utop Doscrigtive Fioks | Bendes Warkflow
Type Provisioning | [¥oataun Process ] Auto Prepopuiste
Obwct ame  sBusiness Person | [ Auso Save Form
Form Assignment
Table Hame
“Tasks | Data Flow | Reconcilabon Fleld Mappings | Administialors
Reconciliation Field Mapplings
:l &3 el Map | 1] F for procase HFHES Perzon
= (0 Supervisor D [Siringl = Supsrvisor ©

L A Tas Ve | i supervisor tame (Sting] = Supsrvisce Name:

| Delste Mop (0 oo [String] = Jobs
(0 Grade fsaring] = Grae
(I Department [Sking] = Deporiment
{1 Business Grown ID [Sring] = Business Group 1D
1 status [String] = Stabus
D Ettoctive Stot Dot [Cate] = Stavt Dale
I Ettective Ervd Date [Dabe] = End Date
D Emplorves Type [Sting] = ok
T user Typs [String) = Kolerste Typs
L User 1 [String] = User Login
Crerson i [String] = Person D, <HEY=
ChEmphryess Mamser [Strng) = & i
1 First Mames [Strg) = First Nome
)L et Mo [Strinvg) = Last Mame
:O!gml:dun Mame [String] = Organization Name
(] Emai Ageress [Stiry] = Emsl

e. Click the Save icon.
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4.4 Modifying Field Lengths on the OIM User Form

Note: This section describes an optional procedure. Perform this
procedure only if you want to modify field lengths on the OIM User

form.

You might want to modify the lengths of fields (attributes) on the OIM User form. For
example, if you use the Japanese locale, then you might want to increase the lengths of
OIM User form fields to accommodate multibyte data from the target system.

If you want to modify the length of field on the OIM User form, then:

1. Log in to the Design Console.

Expand Administration, and double-click User Defined Field Definition.

2
3. Search for and open the Users form.
4

Modify the length of the required field.

The following screenshot shows the Users form:

Form Information

Form Mame  Users

Descripon  Users - User Defined Fields

UserDefined Columns | Properies | Administrators

|| Auto pre-popul ation

5. Click the Save icon.

4.5 Configuring Reconciliation Queries

I aga | [ Label Variant Type | Lengtn | Cowmn Name | order | PeType | Encrypted
(| 7 1|1 PersoniD String 60  USR_UDF_PERSON_D 1 TextFied 0
Delete 2 Employee Mumiber String B0 LISR_UDF _ENPL_NUMBER 2 TextField 0
3 Business Graup ID Strirsy 0 USR_UDF_BGID 3 TedFied
4 Supervisar I String |60 USR_UDF_SUFERVISORID 14 TedFiekl 0
5 Supervisar Name String 60 USR_UDF_SUPERVISOR_NAME |5 TestFiesl 0
6 oo Strirgy 0 USR_UCF_108 © TextFicki 0
7 (Grade String 0 lUSR_UOF_GRADE 7 TestFisd 0
f Departmert String 80 USR_UDF_DEPARTMENT 8 TextFied 0

Note: This section describes an optional procedure. Perform this
procedure only if you want to modify one of the predefined
reconciliation queries or create your own query.

You can modify existing queries in the properties file. In addition, you can add your
own queries in the file. The query whose name you specify as the value of the Query
Name scheduled task attribute is applied during reconciliation.

To modify an existing query or to add a query in the properties file:

Caution: You must not modify the DeletedPersons query. If you add
a WHERE clause to this query, then only a subset of the actual set of
person IDs is brought to Oracle Identity Manager for comparison.
OIM Users whose user IDs do not match any of these person IDs are
deleted from Oracle Identity Manager.

Extending the Functionality of the Connector 4-9



Configuring Reconciliation Queries

1. Open the properties file in a text editor. If you are creating your own properties
file, then ensure that the extension is .properties. You can place this properties file
in any directory on the target system host computer.

2. Apply the following guidelines while modifying or adding a query:

Note: Before you modify or add a query in the properties file, you
must run the query by using any standard database client to ensure
that the query produces the required results when it is run against the
target system database.

s Query Name
Do not include spaces in the query name.

Ensure that the query name is not the same as the name of any other query in
the properties file.

s SELECT clause

Add or modify the column list in the SELECT clause. Note that changes that
you make in the SELECT clause must be duplicated in the
Lookup.EBS.HRMS.Recon lookup definition and, if required, on the process
form. See Section 4.1, "Adding New Attributes for Reconciliation" for more
information.

If you are adding columns from tables other than those listed in the
OimUserGrants.sql file, then add the required entries in the
OimUserGrants.sql file and the OimUserSynonyms.sql file. See Section 2.1.2.1,
"Creating a Target System User Account for Connector Operations" for
information about the existing permissions in these files.

Apply the following format if you want to add an entry in the
OimUserGrants.sql script:

PROMPT GRANT SELECT ON SCHEMA_NAME.TABLE_NAME TO &USERNAME;
GRANT SELECT ON SCHEMA_NAME.TABLE_NAME TO &USERNAME;

Apply the following format if you want to add an entry in the
OimUserSynonyms.sql script:

PROMPT CREATE SYNONYM TABLE_NAME FOR SCHEMA_NAME.TABLE_NAME;
CREATE SYNONYM TABLE_NAME FOR SCHEMA_NAME.TABLE_NAME;

s  WHERE clause

Ensure that the following conditions are included in the WHERE clause of the
query:

Note: The remaining conditions in the WHERE clause of all the
predefined queries are optional. Retain these conditions only if you
want them to be applied during reconciliation.

*  PPT.USER_PERSON_TYPE_IN('Employee','Contractor','Contingent
Employee')

The person types listed in this condition must be the same as the ones
listed in the Lookup.EBS.HRMS.PersonTypes lookup definition. See
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Section 1.5.4.2, "Lookup.EBS.HRMS.PersonTypes Lookup Definition" for
more information about this lookup definition.

* (ROUND((PAPELAST_UPDATE_DATE -
TO_DATE('01011970', DDMMYYYY")) *1440 *60 *1000) >
:lastExecutionTime)

This condition is used to determine if a target system record was added or
updated after the time stamp stored in the Last Execution Time scheduled
task attribute.

* If you are adding a column from a table other than the tables listed in the
OimUserGrants.sql file and if that table contains a column in which
time-stamp information is stored, then add the following condition:

(ROUND(TABLE_ALIAS.TIME_STAMP_COLUMN_NAME -
TO_DATE('01011970', DDMMYYYY")) *1440 *60 *1000) > :lastExecution-
Time)

The following is a sample extension to the WHERE clause:
AND HAOU.NAME IN ('Sales', 'Operations') \
This sample condition is used to restrict user records fetched to the ones who

belong to the Sales or Operations departments. HAOU is the alias for the
HR_ALL_ORGANIZATION_UNITS table.

= Comments
Use the number sign to begin each comment line in the properties file.

Add comments to describe changes that you make in existing queries and also
to describe new queries that you add in the file.

See existing comments in the file for an example.
= Line breaks

If you want to introduce line breaks in the query (to improve readability), then
add a backslash (\) at the end of each line.

= SQL keywords

You must ensure that the query does not contain any clause or keyword that
modifies or can be used to modify data in the database. An error message is
written to the log file if the following keywords are encountered:

- ALTER

— CREATE
- DELETE

- DROP

- EXECUTE
— INSERT

- UPDATE

3. Save and close the properties file.
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4.6 Configuring Validation of Data During Reconciliation

You can configure validation of reconciled single-valued data according to your
requirements. For example, you can validate data fetched from the First Name
attribute to ensure that it does not contain the number sign (#).

Note: This feature cannot be applied to the Locked/Unlocked status
attribute of the target system.

To configure validation of data:
1. Write code that implements the required validation logic in a Java class.

The validation class must implement the
oracle.iam.connectors.common.validate.Validator interface and the validate
method.

The following sample validation class checks if the value in the First Name
attribute contains the number sign (#):

package oracle.iam.connectors.common.validate;
import java.util.HashMap;
public class TestValidator implements Validator {
public boolean validate (HashMap hmUserDetails,
HashMap hmEntitlementDetails, String field) {
/~k
* You must write code to validate attributes. Parent
* data values can be fetched by using hmUserDetails.get (field)
* For child data values, loop through the
* ArrayList/Vector fetched by hmEntitlementDetails.get("Child Table")
* Depending on the outcome of the validation operation,
* the code must return true or false.
*/
/*
* In this sample code, the value "false" is returned if the field
* contains the number sign (#). Otherwise, the value "true" is
* returned.
*/
boolean valid=true;
String sFirstName=(String) hmUserDetails.get(field);
for(int i1=0;i<sFirstName.length();i++){
if (sFirstName.charAt (i) == '"#"){
valid=false;
break;
}
}
return valid;

}

2. Create a JAR file to hold the Java class.

3. If you are using Oracle Identity Manager release 9.1.0.x, then copy the JAR file into
the OIM_HOME /xellerate /ScheduleTask directory.

If you are using Oracle Identity Manager release 11g, then use Upload]ars utility to
upload the JAR file into the database.

See Also: The Java documents shipped with the connector for more
information about this interface
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Log in to the Design Console.

Search for and open the Lookup.EBS.HRMS.Validation lookup definition. If it
does not exist, create one.

In the Code Key column, enter the resource object attribute name. In the Decode
column, enter the class name that is implementing the validation logic.

For example, if you want to perform validation of the First Name attribute, then
you must enter the following values in the Code Key and Decode columns:

s Code Key: First Name
s Decode: oracle.iam.connectors.common.validate.TestValidator

Here, the Code Key specifies the name of the resource object attribute that you
want to validate and Decode is the complete package name of the Implementation
class.

Save the changes to the lookup definition.

To enable validation in the scheduled task for your database, set the value of the
Use Validation For Reconciliation entry to yes, and then save your changes.

4.7 Configuring Transformation of Data During Reconciliation

You can configure transformation of reconciled single-valued account data according
to your requirements. For example, you can use First Name and Last Name values to
create a different value for the Full Name field in Oracle Identity Manager.

Note: This feature cannot be applied to the Locked/Unlocked status
attribute of the target system.

To configure transformation of single-valued account data fetched during
reconciliation:

1.

Write code that implements the required transformation logic in a Java class.

The transformation class must implement the
oracle.iam.connectors.common.transform.Transformation interface and the
transform method.

The following sample transformation class creates a value for the Full Name
attribute by using values fetched from the First Name and Last Name attributes of
the target system:

package oracle.iam.connectors.common.transform;
import java.util.HashMap;
public class TestTransformer implements Transformation {
/‘k
Description:Abstract method for transforming the attributes
param hmUserDetails<String,Object>
HashMap containing parent data details
param hmEntitlementDetails <String,Object>
HashMap containing child data details
*/
public Object transform(HashMap hmUserDetails, HashMap
hmEntitlementDetails, String sField) {
/*
* You must write code to transform the attributes.
* Parent data attribute values can be fetched by using
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* hmUserDetails.get ("Field Name").

* To fetch child data values, loop through the

* ArrayList/Vector fetched by hmEntitlementDetails.get("Child Table")
* Return the transformed attribute.

*/

String sFirstName= (String)hmUserDetails.get("First Name");

String sLastName= (String)hmUserDetails.get("Last Name");

String sFullName=sFirstName+"."+sLastName;

return sFullName;

}

Create a JAR file to hold the Java class.

If you are using Oracle Identity Manager release 9.1.0.x, then copy the JAR file into
the following OIM_HOME /xellerate /ScheduleTask directory.

If you are using Oracle Identity Manager release 11g, then use Upload]ars utility to
upload the JAR file into the database.

See Also: The Java documents shipped with the connector for more
information about this interface

Log in to the Design Console.

Search for and open the Lookup.EBS.HRMS.Transformation lookup definition. If
it does not exist, create one.

In the Code Key column, enter the resource object attribute name. In the Decode
column, enter the class name that is implementing the transformation logic.

For example, if you want to perform transformation of the Full Name attribute,
then you must enter the following values in the Code Key and Decode columns:

s Code Key: Full Name
s Decode: oracle.iam.connectors.common.trasform.TestTransformer

Here, the Code Key specifies the name of the resource object attribute that you
want to transform and Decode is the complete package name of the
Implementation class.

Save the changes to the lookup definition.

To enable transformation in the scheduled task for your database, set the value of
the Use Transformation For Reconciliation entry to yes, and then save your
changes.

4.8 Configuring the Connector for Multiple Installations of the Target

System

You may want to configure the connector for multiple installations of the target
system. The following example illustrates this requirement:

The Tokyo, London, and New York offices of Example Multinational Inc. have their
own installations of the target system. The company has recently installed Oracle
Identity Manager, and they want to configure Oracle Identity Manager to link all the
installations of the target system.

To meet the requirement posed by such a scenario, you must create a copy of the
connector for each installation of the target system.
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To meet the requirement posed by such a scenario, you must configure the connector
for each installation of the target system. To do so, create copies of the following
connector objects:

See Also: Oracle Identity Manager Design Console Guide for detailed
instructions on performing each step of this procedure
= Resource object
s IT resource
= Lookup definitions:
- Lookup.EBS.ER.Configurations
- Lookup.EBS.HRMS.DeleteRecon
- Lookup.EBS.HRMS.PersonTypes
- Lookup.EBS.HRMS.QueryFilters
- Lookup.EBS.HRMS.Recon
s Scheduled tasks
— eBusiness HRMS Trusted Reconciliation

—  eBusiness HRMS Delete Reconciliation

4.9 Configuring the Connector for Multiple Trusted Source Reconciliation

Note:
This connector supports multiple trusted source reconciliation.

This section describes an optional procedure. Perform this procedure
only if you want to configure the connector for multiple trusted source
reconciliation.

The following are examples of scenarios in which there is more than one trusted source
for person data in an organization:

= One of the target systems is a trusted source for data about persons. The second
target system is a trusted source for data about contractors. The third target system
is a trusted source for data about interns.

= One target system holds the data of some of the identity fields that constitute an
OIM User. Two other systems hold data for the remaining identity fields. In other
words, to create an OIM User, data from all three systems would need to be
reconciled.

If the operating environment of your organization is similar to that described in either
one of these scenarios, then this connector enables you to use the target system as one
of the trusted sources of person data in your organization.

See Oracle Identity Manager Design Console Guide for detailed information about
multiple trusted source reconciliation.
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Troubleshooting

Table 5-1 lists errors and exceptions that you might encounter while working with the
connector. Solutions to these issues are also provided in the table.

Table 5-1

Troubleshooting Errors Encountered During Connector Operations

Error

Solution

ORA-00942: table or view does not exist.

This exception is encountered when an invalid table name is
included in the reconciliation query. If this exception occurs, first
check the query and then verify that the table exists in the target
system database.

ORA-00904: "PAPF"."PERSON_I": invalid
identifier.

This exception is encountered when an invalid column name is
included in the reconciliation query. If this exception occurs, first
check the query and then verify that the column exists in the target
system database.

java.sql.SQLException: Invalid column
index

This exception is encountered if the code refers to a column that is
not present in the reconciliation query. If this exception occurs, then:

ms  Check the columns in the reconciliation query.

= Verify that the query name mentioned as the value of the Query
Name attribute of the scheduled task is correct. See
Section 3.2.7.1, "Attributes of the Scheduled Tasks" for more
information.

»  Verify that all the columns in the reconciliation query are
correctly mapped in the lookup definition used for
reconciliation. See Section 1.5.4, "Lookup Definitions Used
During Reconciliation" for more information.

ORA-01031: insufficient privileges

This exception is encountered if the target system account used for
connector operations does not have the permissions required to
connect to the target system tables. If this exception occurs, then:

Ensure that the target system account has the permissions required
to connect to all the tables listed in the reconciliation query. To do
this, check the GRANT statements in the OimUserGrants.sql and
OimUserSynonyms.sd] files. See the following sections for more
information:

Section 4.5, "Configuring Reconciliation Queries"

Section 2.1.2.1, "Creating a Target System User Account for
Connector Operations"

java.sql.SQLException: Attempt to set a
parameter name that does not occur in the
SQL: Parameter

This error is encountered if you specify a filter parameter in the
Lookup.EBS.HRMS.QueryFilters lookup definition but do not
specify the same parameter in the reconciliation query.

java.sql.SQLException: Missing IN or OUT
parameter at index

This error is encountered if you specify a filter parameter in the
reconciliation query but do not specify the same parameter in the
Lookup.EBS.HRMS.QueryFilters lookup definition.
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Known Issues

The following are known issues associated with this release of the connector:

Bug 7207232

Issue: Some Asian languages use multibyte character sets. If the character limit for
fields on the target system is specified in bytes, then the number of
Asian-language characters that you can enter in a particular field may be less than
the number of English-language characters that you can enter in the same field.
The following example illustrates this point:

Suppose you can enter 50 characters of English in the User Last Name field of the
target system. If you have configured the target system for the Japanese language,
then you would not be able to enter more than 25 characters in the same field.

Workaround: See Section 4.4, "Modifying Field Lengths on the OIM User Form"
for information about working around this issue.

Bug 17446380

Issue: eBusiness HRMS Delete Reconciliation fails.

Note: It is suggested you do not perform a delete reconciliation run
as the target system does not recommend deleting employee records.
However, if you want to run eBusiness HRMS Delete Reconciliation
scheduled job, follow the steps mentioned below:

Workaround:
1. Open the "eBusiness Person" resource object.
Unset all the required reconciliation fields excluding the "Person ID" field.

Save the changes made in the resource object.

> w N

If you are using Oracle Identity Manager release 11.1.1.x or 11.1.2.x, then create
a reconciliation profile.

5. After eBusiness HRMS Delete Reconciliation run is complete, reset the
required fields to the earlier values and repeat steps 1-4 in order to run
eBusiness HRMS Target Reconciliation.

Bug 21367367

Issue: Task job for employee reconciliation from Oracle EBS cannot set home
organization in Oracle Identity Manager for each user as his department in EBS.

Workaround:
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1. Map employee department in Oracle EBS to Home Organization of OIM user.
2. Develop post process event handler to be processed after running the
following queries:
#ReconcileAllPersons
#ReconcileCurrentPersons

#ChangedDepartments
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